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of managi ng el ectronic key information
--------------------------------------------------------- The invention

r el at e¥O0Y4%0%et hod of controlling access 5 to a | ocat POHPKMHMER access to
the location is restricted by a |lock mechanism Further the invention
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It will be system, a storage module for use in such an electronic
key device, and a method of managing a predetermined

access right to a location.

15 Particularly in blocks of flats or companies it is common
that a number of outer or front doors or intermediate
doors must be passed before getting to a point of
service, such as an apartment door, a mailbox, a service
station or a meter for appliances, an area to be cleaned,

20 etc. For example in case of delivery of newspapers, the
delivery man often has to gailn access to a stairway in
order to be able to deliver the newspapers at the locked
private doors or put them into the letter boxes. It
frequently causes great difficulties to the delivery men

25 to find the correct keys in a large bundle of keys, and
the locks are frequently exchanged without the delivery
company being informed of this. For reasons of security
it is also more and more common to lock doors or gates to
backyards, residential areas or company properties, where

30 for example refuse containers may be placed, so that the
refuse collection firms have a problem quite similar to
the firms which deliver newspapers. It will Dbe

appreciated that similar problems are faced by:



appreciated that simlar problens are faced by: W 01/40605 _ 2 _
PCT/ DKOO' 00655 post nen cl eani ng conpani es energency physicians hone

hel p and other care workers 5 policenmen firenen artisans
car et Y0140 eri nt endents  and ot hers. ;10 Sone of t HETANRIBOSEr vi ce

provi ders require access on a daily basis, such as postnen, sonme may
require access at certain tinme periods, such as on certain weekdays or at
certain tines of the day, for exanple a newspaper delivery nman may require
access between 6 a.m amd 8oatmenl5 Furthernore, different
services/deliveries may require different access rights, for exanple
firemen, security conpanies or .police may require access to al

facilities, while a nai1nﬁ398ﬁﬁggrgaﬁpﬁﬁge§ccess to a mailbox. Thus an
object of the invention is to provide an 20 efficient nmethod and a system
for controlling access to© amechoeatiophyecdiadsby a | ock nechani sm
controlled by a lock control unit, which may provide a hi gh degree of
flexibility and a high I evel of security. This is achieved when a nethod of
control ling access to a ® 25°P§caEiiBna8acAFBAT bG2Re| BekX®REEhani sm control | ed
by a lock control unit including first storage nmeans conprises the steps
of WO 01/40605 - 3 - PCT{ DKRQAs@RG2E storing a first access code in the
first storage nmeans, the first access code being indicative of a

predeterm ned access right to the |ocation;
e firemen

e artisans
e caretakers/superintendents
e and others.

10 Some of the above service providers require access on a
daily basis, such as postmen, some may reguire access at
certain time periods, such as on certain weekdays or at
certain times of the day, for example a newspaper

delivery man may require access between 6 a.m. and 9 a.m.

15 Furthermore, different services/deliveries may require
different access rights, for example firemen, security
companies or police may require access to all facilities,

while a mailman only requires access to a mailbox.

Thus an object of the invention 1s to provide an
20 efficient method and a system for controlling access to a
location secured by a lock mechanism controlled by a lock
control unit, which may provide a high degree of

flexibility and a high level of security.

This is achieved when a method of controlling access to a
25 location secured by a lock mechanism controlled by a lock
control unit including first storage means comprises the

steps of



storing a second access code in a second storage neans; 5 using an

el ectronic key device for requesting access to the location by initiating
transmtting the second access code fromthe second storage neans to the
| ock CBROMETOS ynit: conparing the transnitted second aBCEDBOUYER with the
10 first access code stored in the first storage neans; and if the first
access code corresponds to the second access code, initiating operating
the | ock nmechani sm Consequently, it is an advantage of the invention that
a plurality ofodirfd ex ehiratcessespdesdeo idi fifher efiirsti5sburd ok ngsanay be
stored and relialed 10 one.dUs ML LS ORLG ey deviCes, BROVEALAgE

fl exi ble way o custom sing an access ri ght proylle for each electronic
key device. lacqsssariotdidr tad\det ageastionhe invention that each lock 20
control unit may be provided with a specific set of valid access codes for

t hat PartiPU|§goﬂf§$w§9£&£9ki%ﬂk%ss Egggeﬁgrﬁ, gcghgh 989555 fLa gyanced
functionality nmay be inplenmented by the net od accoralng o the 1 nvention,
such as different security levels for a given building, 25 self-destructive
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right profil ndi vi dua ectroni ¢ key devices control units
may be changedPdn Short thet issramd 3DCorrgegitans otor dddom e¢rechonteeval s in
order to incrgase the security of the access control. WO 01/40605 _ 4 _
PCT/ DKOO/ 00655 A 1 ocation according to the invention nmay be a physical

| ocati on, such as a building, an area, or sone other residential,

i ndustrial, ceowmmagirad oheoffiaerfiddidd t yeconferss c@scessotde tigh otheion is

control | eg byff&éﬁxé%cess code stored in the first storage means; and

i1f the first access code corresponds to the second access

code, initiating operating the lock mechanism.

Consequently, 1t is an advantage of the invention that a
plurality of different access codes to different
15 buildings may be stored and related to one or more
electronic key devices, providing a flexible way of
customising an access right profile for each electronic

key device.

It is another advantage of the invention that each lock
20 control unit may be provided with a specific set of valid
access codes for that particular lock control unit.
Therefore, a high degree of advanced functionality may be
implemented by the method according to the invention,
such as different security levels for a given building,
25 self-destructive access codes, conditioned access codes,

access codes for limited periods of times, etc.

It is a further advantage of the invention that the
access right profile of individual electronic key devices
and lock control units may be changed on short notice or
30 in regular or random time intervals in order to increase

the security of the access control.



5 mechani sm such as a physical |lock at a door, a window, a gate or the
like. Access to the location may be controlled at a single point of entry
or at _a plurality of access points. Furthernore, a location may also be a
par t 8\‘0&1196?5 ding, area, etc., and, according to the BE/PKUENEIon, access
to different parts of a Iocatlon may be controlled individually, such as
at an outer gate, a front door, wthin an elevator granting access at all
or selected floors, at doors to individual apartnments, offices, sections,
roons, storage fogeitlion esscongimaastd st aneventsafhegayvetoe arnehyscaal on may

be stat | onaryocshiohy asbubldinge,0nmhi | susheds yelibghe ey
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is controlled by a |l ock mechanism such_as a physical |ock at a control

box, or ah &EEEEFdATe FBER, 2§uehPR¥SaChar diakeat otkdePra ofRd®r. 2 The

termaccess t@ta | @gat it@R Myl SO /CEYd Se:dIShS BEELSSort 0 magonpait er or
conput er program where access js _controlled b¥11ta sof tware | ock nechani sm

restricting “ROEESSIEH &TsoF t R QppP1at POnSNESYsCor éd datRiurality
comuni cat i oraﬁ faaedddd | lpﬁﬁl,ntQi’ ther t hduo A, aéiCﬁééa’ltLth m@G]C@fl(ilong)etQat he

I nventi on ma t t0|nteract Wi t a ocatio

acoess righietinctida tHe SHgH  BEEht of & bul Tl mgeCHACarBE. o 311 i ty,
etc., theori gmveml@per at:eeasrrachdmefeaedevpsets 6fv@h1@d:£ti@n aoapuber ,
etc., therlg:ht to n or door, .a w ndaqw, aco tai ner, a box,

etc., and th Ojl?ﬁb%b fafly, PEFPDKOD/ G06587t & 'HeTei VBTG del i ver
goods, data |ﬂ1fo®1rtrraidoan wetthin as dlongtas tdmmcﬁ;ssacraegem Larele or
control | ed b%éﬁéd%@é floors, at doors to individual apartments,
offices, sections, rooms, storage facilities, such as
15 drawers, safes, etc. The location may be stationary, such
as a building, or mobile such as a vehicle, a container,

a ship, or the like.

Furthermore, the location may also be an installation,
such as a control unit of industrial facility, an
20 electric meter, a computer system or the 1like, where
access to the location is controlled by a lock mechanism,
such as a ©physical lock at a control box, or an
electronic lock, such as a hardware lock of a computer.
The term access to a location may also comprise user
25 access to a computer or computer program where access 1s
controlled by a software lock mechanism restricting
access to a software application, to stored data,

communications facilities, or the like.

An access right according to the invention may be the
30 right to interact with a location. Examples of access
rights include the right to enter a building, an area, a
facility, etc., the right to operate a machine, a device,
a vehicle, a computer, etc., the right to open or close a

door, a window, a container, a box, etc., and the right



mechani sm An access right may have certain attributes specifying 5
properties of the access right. Exanples of such properties include one or
nore validity periods, a security level, an identification of related |ock
cont r 3O 01}F8s and/ or el ectronic key devices, a passwSCdPKIRBer of
times the access right is valid, or any other 10 attribute specifying a
property of the access right. Wien the el ectronic key device is a nobile
comuni cations device, the nmethod may be inplenented with standard

devi ces, whi dlv mecdieraused flet ivegubapdepnmiantiac aitn fansea wnposeEs:s . , 152 8Wen

the el ectroni ey_device S e co , th
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based upon amstdemnisange, fast communications channel. Consequently, in a

preferred enbodi nent the nethod 20 further conprises the step of

transmttingthe d._. e r el Qnj.c. ke V] o the
| ock controﬁﬁhn?€sg$€ F%ggg iﬁvgﬁggéé ogkgﬁﬁg éﬁ%%ygﬁgﬁFkt%%ggl%ﬁgb%irect
communi cat i opHopefrasesand fdoeshaot apeedst orightol vé&xampdedi t icghal such
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second access code from the second storage neans to t |'ock control wunit
conpri ses thessstugp tof lievadsmett ildgnthéigacess eddeevphedw pekesenigaeh

conmmuni cat i onyn;a gty /@nd geRverhent woinhetface bet yeen,thg, el ectfoni c key
device and the lock 30 control unit nmay be provided w thout the need of

physi cal corftfactti™@s 01 £06G5Cess rPEIREDKOO/ 0UBLE5AL n @ pr@her reher

enbodi meng ofa e Jureerigeen thhegWarl gkepsrtgabd eREMUALESS i PGt i | i ses
infrared data conmunication. It is an advantage of this enbodi ment that
t he

When the electronic key device is a mobile communications

device, the method may be implemented with standard
devices, which may be used for regular communications

purposes.

15 When the electronic key device comprises the second
storage means, the transmission of the second access code
to the lock control unit may be based upon a short range,

fast communications channel.

Consequently, in a preferred embodiment the method
20 further comprises the step of transmitting the second
access code from the electronic key device to the lock
control unit. It is an advantage of this embodiment that
the direct communication is fast and does not need to

involve an additional communications network provider.

25 When the step of transmitting the second access code from
the second storage means to the lock control unit
comprises the step of transmitting the access code via
wireless data communication, a fast and convenient
interface between the electronic key device and the lock

30 control unit may be provided without the need of physical

contact.



communi cati on may be based upon reliable standard 5 conponents which are
avai l abl e as part of many devices, such as nobile phones, personal digital
assistants, or the like. Wien the second storage neans is a renovable

st or ag¥O dUlF e adapted to be renpvably gnserted i nto PREDKYOMFZ:ct roni c
key device, a standard device nmay be easily adapted for the use according
to the invention and access codes nay be transferred to the el ectronic key
device by insertion of a suitable storage nodul e. Wien the nethod further
conpri ses thansteppoéferdted ransodithemy, ofi ahe dommantical itdns wmetabsks at

| east one acgess ¢ f.rom.an access code na nt_systemto_a. selected
one of the eldgagtar ocr??tgn nelfa evice and the Jlrbfg%rﬁﬁar%{f %W?n%i%%gls%nbodes
may be gener dtted Bnd anmi pidaiam¢dgat aoTenthas cenmpotiemesyst erhasnd the
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25 el ectroni ¢ key devi ces may be eﬁsﬁéed at al l lgllmss. Ahen the rret hod
further conpribsed it®e steps of sending a request fromthe el ectronic key
device to an access code managenment system conprising the second storage
means; and LapsTLhLingddie: seegnd aceeasn£0d¢ f1omAhe aeess: 0,60
managenment systemto a selected one of the electronic key device and
| ock control masiule t dardckssteodes dgemevaRégd tiasiss tedor editin thee
el ectronig kay dew.ce shovage, space: 4 ud.ne glectLonhe key device WO
01/ 40605 - 7 - PCT/ DKOO/ 00655 may be saved. It is another advantage of the
invention tHERRYRE J9& S cadicE€sSCE6dESNFRYObENSUPBY IR EEAN aiiyd access

codes may be transferred to the electronic key device by

de
t he

insertion of a suitable storage module.

When the method further comprises the step of
15 transmitting, via a communications network, at least one
access code from an access code management system to a
selected one of the electronic key device and the lock
control unit, access codes may be generated and
maintained at a central computer system and transmitted
20 to the electronic key device or the lock control unit. It
is an advantage of the invention that an access code may
be transmitted to a plurality of electronic key devices
and lock control units substantially simultaneously.
Hence, a synchronisation between lock control units and

25 electronic key devices may be ensured at all times.

When the method further comprises the steps of sending a
request from the electronic key device to an access code
management system comprising the second storage means;
and transmitting the second access code from the access
30 code management system to a selected one of the
electronic key device and the 1lock control unit, the
access codes do not need to be stored in the electronic

key device and storage space in the electronic key device



tracked by a central access code managenent system Wen the nethod further
conprises the step of storing a 5 plurality of access codes for a
plurality of respective locations in the second storage neans, one

el ect PYAPY4068Y, device may be used for _a-plurality of PEEREKPUMESW t hout
reduci ng the level of security. Wien the nethod further conprises the step
of storing a 10 plurality of valid access codes corresponding to a
plurality of respective access rights in the first storage neans,

di fferent typesy obeaceaess.right $smayohierpraowiated gei sof hehsatevkackoaont r ol
unit. This |nch%ge dlffe ent securlt Ievels q% dlffeggnt Jypes of 15
interaction or access at the’focdtion, When >t he*¥ethod Firther conprlses
the step of stwadhgl iy aa ddrnitchlstarags nedﬂsmanhgemahKOHyabemt attenpts to
access the Iocation a high degree of visibility about the use of the

access codes rov I 20 the basis for additiona

servi ces. Vhéﬂ%¥ cegtg?ggh ﬁ%ﬁﬁrF?ggrésﬁlr§?1a15?$%d?€ t 5%??y?ng a
property 6of tﬁ&uxﬂkmkyewﬁ1aedeasces§e5|ghm; a aptuwhetr ey nofheekpestisecess
code conpr| Sef LI or L on.y, g béjeL%] Jded 'Jfafgt&egr{etaﬁq'sb“t e %ﬁ%%%%%g@i&‘ th

addi ti onal unc ionality, such as se ructlve access co
may be genera@@ﬂlcenm@ypbefaﬁedd1knbadnnbmnakﬁtyh@f|hventnonStwgthout

predet er m ned, ag¢ r tlggﬁ eriod and the first access code
conpri ses |nfornat|d%.hg%ut %>3? éﬁ ty period. WO 01/40605 8

PCT/ DKOO/ 00655 When the method further conprises the step of invalidating
the first accéssncbde, nahhadcdsstbede avaprbeesr éflcaceterbych ator acgess

code, fonoexagple,ifk $ases ofa1 il SUstd¥s | e 20.8lecbhanhg key dgvice.
plurality of respective access rights in the first
storage means, different types of access rights may be
provided via the same lock control unit. This may include
different security levels or different types of

15 interaction or access at the location.

When the method further comprises the step of storing in
a third storage means information about attempts to
access the location, a high degree of wvisibility about
the use of the access codes may be provided as well as

20 the basis for additional services.

When the access right comprises a first attribute
specifying a property of the predetermined access right,
and wherein the first access code comprises information
about the first attribute, access codes with additional
25 functionality, such as self-destructive access codes,

etc., may be generated.

In a preferred embodiment of the invention the
predetermined access right has a validity period and the
first access <code comprises information about the

30 validity period.



5 As nentioned above the invention further relates to an access control
systemfor controlling access to a |ocation being secured by a | ock
mechani sm the access control system conprising an el ectronic key device

i ncl udYQH/496%55t st orage neans 10 adapted to store datBEETREWD%[entifying a
plurality of predeterm ned access rights, and first transmtting nmeans
adapted to transmt a first control signal indicative of a request for
granting a requested one of the plurality of predeterm ned access rights;
and 15 a | ockheont ridle unimethod udfugtfer st gegeildasy neans sidept edft o

receive a seggnglgga%%ﬁ)gféh(gn?lré@déé;@éésvecgée 651{ eq_fceed':lst fcoordeg S} 'b%g the

request ed access ri pr 6cessing fnean’s Hday
verlflcatlonreplahed pgcel veel r eqoess, cadd,chmwﬁxamﬁﬁg amapaedSt@f

initiate 20 Hgggg& By %8§s'8§kaﬁﬁ§ fgﬂg@ﬁg¥p Qn, the result of the

verification the above systemand its pre erred’enbodlnents correspond
to the method and its preferred enbodi nents described above and in the
foll owi ng, ahd siemde oned25lgorpr tses iegenésdponding redvane bgess kot aal | of

these advantaggs w c!an'??o?esgﬁz's%ﬂ ag%&” c\’a‘ﬁ‘%@otﬂeigg' €GL-anlC E%y devi ce

further conprirses first I nput neans receiving data itens identifying
pr edet er m nedogetéss Kﬁg@@sseﬁqﬂQ#abYtﬁ(ﬁo%kc@ggh@@dé@/3@hﬁo@Q§Qﬂ&wal|ty
of locations_gp+aceessstightsn y input, edited, rearranged, or the

i ke. WO 01/4 605 §§i PCT /006 5 When the electronlc key device
further conprises second input means for receiving data itens input by a
user, the data dltertsrdrdentk¢yi dgvpredatrarlvidie attess sitghtge MHREFESSS

codes may, be uge%dbycot her User gaPaWigRdshe; &liect#onis keyadevhce f wit her

conprises thir
predetermined access rights, and first transmitting means

adapted to transmit a first control signal indicative of
a request for granting a requested one of the plurality

of predetermined access rights; and

15 a lock control unit including first receiving means
adapted to receive a second control signal indicative of
a request for granting the requested access right, first
processing means adapted to perform a verification of the
received request, and control means adapted to initiate
20 operating the lock mechanism depending on the result of

the verification.

As the above system and its preferred empbodiments
correspond to the method and its preferred embodiments
described above and in the following, and since it
25 comprises corresponding advantages, not all of these

advantages will be described again.

When the electronic key device further comprises first
input means for receiving data items identifying
predetermined access rights, a plurality of access codes
30 for a plurality of locations or access rights may be

input, edited, rearranged, or the like.



i nput neans adapted to receive input froma user indicating a selection of
a first one of the plurality of access rights stored in the first storage
nmeans; and display neans for displaying information about at |east 10 one
of th&YQPIHO895 ty of access rights storedoin the first PGVBKYW6FFeans, a
user interface is provided to the user for selecting a desired access
right froma plurality of stored access rights. Wen the data itens stored
inthe first storage nmeans 15 conprise access codes for predeterm ned
access ri ght stihent hehd oekecontrnd ket demy ceonfpart are cedned st essCcendes

with a plurality. of staor a e - er er{g
enbodi ment oflntpigléC imﬁ\?télnt ?%ﬁ %g%ézlvgggegaggggggﬂtghgk#’?hr:sit)ga%dlgéggbn% ((g:iont rol
signals 20 claripri sigsems firdentichelssy codecdoreriiangdquastess actegltsri ght .

Ina further prefer redeamhodigent ,ofethg kavention the lock control unit
st a

further conprises secon rage ans apted to store a plurality of
data itens corresponding 25 to a plurality of access codes for respective
pr edet er n$ nedirgcceser ieghtcsroand weer efavipe fiursherprovessises meansdi s

adapted, upon f.ecel Rtefs theiaanond c£onidol; §l oAy, 0 eofpare theefir st
access code recei ved “via the second control signal” wth at |east one of
the 30 pl ur alindiasftiagc éssededas ost ofed ifArsheosecohdtBeopageal fipunet WO

01/40605 - 1Q,:-RCT/ DKQQLQOESS, Idg i spanciadvantage ofcthgei mants;onahhat it
provi des a hl'gch | evel "of security. In yet another preferred enbodi nent of
the inventi orfigrlaweleearonfer keySBedYeRy| d1d opBetdble BMturftcat FoRs 5

device. YWen ghe 41 rgle OGAIMING BRART S sadaphed keoreaeivethberirst
storage means, a user interface is provided to the user
for selecting a desired access right from a plurality of

stored access rights.

When the data items stored in the first storage means
15 comprise access codes for predetermined access rights,
the lock control unit may compare received access codes

with a plurality of stored access codes.

Consequently, in a preferred embodiment of the invention
a selected one of the first and second control signals
20 comprises a first access code for the requested access

right.

In a further preferred embodiment of the invention the
lock control unit further comprises second storage means
adapted to store a plurality of data items corresponding
25 to a plurality of access codes for respective
predetermined access rights; and wherein the first
processing means 1is adapted, upon receipt of the second
control signal, to compare the first access code received
via the second control signal with at least one of the
30 plurality of access codes stored in the second storage

means.



first control signal, the first control signal indicative of the request

for granting the requested access right nay be transmtted directly from

the el ectronic key 10 device to the lock control unit. In yet another

pr ef erW@AV#Bddi nent of the invention they first cont rfFTBKYHNESS s a

wi rel ess data comunications signal. In yet another preferred enbodi nent

of the invention the 15 first transmtting neans is an infrared

comuni cations port. Wen the | ock control unit further conprises fourth

i nput nmeans forisecei vddwprdatege | dEnsheoringspandnnghiad acttessoviodessa

granting predg{eﬁniéggﬁ_%%fess qu: s, access codes 20 and other rel ated
oap

dat a correspond?ng lﬁ%ﬁ%%@ of access rights, such as different

security levels, tine constraints, etc. may be stored and easily changed
in the |ock tonyeol another Wieaféheed oekbodimhent afii théuithkentconpithses

fifth | nput g?ér%%%gﬁéorkégce&¥£fgeda£§ !genEoEQggtebyc%mgﬁgﬁcakqgngata
itemns correspondfng 0 access codeS granting “predefermned access rights,
an aut hor bseddersecemay i nput, edit, or delete access codes stored in the

|l ock control unit, possibly after providing a password or 30 anot her

secur ity verif}cation. VO 0140605, . 1t .. PCTL DKAOL00GSS. ALLernat iyel y or
addi tional lvy, when t he system fur her conpri Ses conput er mmeans I ncludi ng
third storagefireansceautapt eds tanaslt ortehea plngtaldonrrofl dgdvaali temgcative
correspondi ng.to spective p e LE e i ght i nelydi ng
respective ac%%sgkgo§§§%k¥$?s%ggohgéﬂFQE i%%% ﬁégagxgﬁggtgﬁgggétrahsnit at
| east one ackess loddnamsaiddledct ddreaglpf fhemeldet r disctkepicde¥ede and

the lockigontgol; unif, @AM 150k control unit.

In yet another preferred embodiment of the invention the
first control signal is a wireless data communications

signal.

In yet another preferred embodiment of the invention the
15 first transmitting means is an infrared communications

port.

When the lock control unit further comprises fourth input
means for receiving data items corresponding to access
codes granting predetermined access rights, access codes
20 and other related data corresponding to a plurality of
access rights, such as different security levels, time
constraints, etc. may be stored and easily changed in the

lock control unit.

When the lock control unit further comprises fifth input
25 means for receiving data items input by a user, the data
items corresponding to access codes granting
predetermined access rights, an authorised user may
input, edit, or delete access codes stored in the lock
control unit, possibly after providing a password or

30 another security verification.



the sel ected one of the electronic key device and the 10 | ock control unit
further conprises second comruni cati ons neans adapted to receive the
transmtted at | east one access code, access codes nay be transmitted from
a cewoa@ldescess code nanagenent sysgeg} Thi s may be pdavexooionéssesponse to
a specific request for an access right 15 in order to store one or nore
access codes in the electronic key device or in the lock control unit. In
yet anot her preferred enbodi nent of the invention a selected one of the

el ectroni c key:devlopyand the doek: sontiol wALh fuid hey cOMPISes.dhi rd
communi cati ons neans 20 for transm ttl n tO t he COITpUt er neans, an

i nfor mati on CRTRfARICT Rt 8% R5Farisnf i6W about the correspondlng
transmtted or received request for granting the requested access right.

It is an advapiagesobr-ihe Ih@é(x?@téQQpEQQttbnfSQBE‘@t bO?lugélél@?UBfeb%@ctar oni ¢
key devi ces, access codes, access right grantees he use access codes,

etc, may be HEdfF r 6@TIERGORELALAI FRd r@tSpﬁcéél’ﬂer aPT R VR ERIREA pREFIEds

opt i mal 5t I ansH £NEYd Ak SeGUd the drd dthe QGRS o ic@lilesgwner. I n a
preferred enbodi nent of the invention the first 30 comunications neans is

adapted to transmt a third WD 01/40605 - 12 - PCT/ DKOQJ 00655 control
signal to thBlTdekCeBREROFALAPRS | REENAL iBSGPiesvald daEiRilbt af Heast one

access code.ohd ac@ég.f;e&b@d epbedi et 1fq thee | f¥ephkbor1bberbagHexk
access right conprises a first attribute specifying a 5 property of the

request ed act®%sCt iy, tihd WHerittiHte Wilst @ccess code conpri ses
informati on about the first attribute. In a preferred enbodi nent of the

invention thenteguestedy ageesssright basceryald dikky pardied and the first

access 10 code conprises information about the validity peri od.
Tock control unit further comprises second communications

means adapted to receive the transmitted at 1least one
access code, access codes may be transmitted from a
central access code management system. This may be done
in response to a specific request for an access right or
15 in order to store one or more access codes 1in the

electronic key device or in the lock control unit.

In yet another preferred embodiment of the invention a
selected one of the electronic key device and the lock
control unit further comprises third communications means
20 for transmitting, to the computer means, an information
signal indicative of information about the corresponding
transmitted or received request for granting the

requested access right.

It 1is an advantage of the invention that information
25 about electronic key devices, access codes, access right
grantees, the use of access codes, etc, may be acquired
and maintained at a central service to provide optimal

transparency and security to the access right owner.

In a preferred embodiment of the invention the first

30 communications means 1is adapted to transmit a third



The invention further relates to a lock control unit for wuse in a system
descri bed above and in the followi ng, wherein the |ock control uni t
conprises first receiving means adapted to receive a control gnal 15

i ndi cVPYH4WPS a3 request for granting a reguested accesECT’PF@‘H?“ Tirst
processi ng nmeans adapted to performa verification of the received
request, and control neans adapted to initiate operating a |ock nmechani sm
depending on the result of the verification. 20 The invention further

rel ates to arcceltectlr oniigmegy devi cée fdbc&secbntaoiyshﬁmtde$nitbedia@ove

and in the fcﬂlém%#g%}ldgh%%egg éggs%lgggrgglg X? SVICE conprises first
8nt | y

st or age neans ad: to sto g a plurality of
predet erm ned access rights, 25 and first transmtting nmeans adapted to
transmt a filrsta c;mnéf@fresd gradbodindircato Vetlod anveguest floe geanésngda

ted I f t i_ght.S.. -
iventi on fUrRGT of G5 (5 TRy abl a0 286 L S0 ned e e e Fn an
el ectroni & keyxdnuﬁnﬁ aesthé bedquabbee andesﬁ trighftol |aowl nghexdier ethet he
bl t of 40 - dt
removable stordas Y.01(40605. - ol BT/ DKO000655, mdyle 1, agapled to

store data |tenE [ yinga p eterm ned access rights.
I n a preferredtanodiarent of the invention, the renovable storage nodul e
further conprises second processing nmeans 5 adapted to initiate

transmtting CQP#EQ%? | ty c!c}?irﬁéﬁﬂ V& Of, 2 %ﬁgé'ﬁﬂ ﬁ%h%{?@&{fﬁgt@d

sel ected one © ' redeterm ned access r
i nvention furadwass errlaqke‘s haos o cmwbmletry syst eval f oanduél@ewfms‘a 89SEEMN

descri bedj abaveyand,qidy the fiold.ew-Rgon égowreercﬁbnvyﬂmewéﬂoéyst em
conprises fourth storage neans adapted to store a plurality of data

The invention further relates to a lock control unit for
use in a system described above and in the following,

wherein the lock control unit comprises

first receiving means adapted to receive a control signal
15 indicative of a request for granting a requested access
right, first ©processing means adapted to perform a
verification of the received request, and control means
adapted to initiate operating a lock mechanism depending

on the result of the verification.

20 The invention further relates to an electronic key device
for use in a system described above and in the following,

wherein the electronic key device comprises

first storage means adapted to store data items
identifying a plurality of predetermined access rights,
25 and first transmitting means adapted to transmit a first
control signal indicative of a request for granting a
requested one of the plurality of predetermined access

rights.

The invention further relates to a removable storage
30 module for wuse 1in an electronic key device described

above and in the following, wherein the removable storage



itens corresponding to respective access codes indicative of predeterm ned
access rights; third processing neans adapted to generate a second 15
access code indicative of a first access right; fourth comuni cati ons neans
adapt S PBP%ansnit the second access-copge-to a sel ecHEIPEHDET t he
electronic key device and the lock control unit. 20 In a preferred

enbodi nent of the invention the fourth processing neans is adapted to
generate a third access code, different fromthe second access code,
correspondi ngnaditehe ifsi r stapteédssta i gitora hdateuritercdnmagdsrdadtivamy neans i s

adapted to trﬁﬁﬁ¥gfitéﬂ%f'H%éd@ﬂélmﬁ%%@§?c§%@% qukggﬂlock control unit; and

the fourth comuni cat’ions 'neans is adapted to transmt a fourth control
signal to the lock control unit initiating invalidation of the second
access code. Im a pugidmmredreaferdiewtrantodditienti nofenttheni ntért removhble30

fourth proces I to. lnitiLate / z =
PCT/ DKOD/ 00652 TH aﬁ?‘i&%‘ﬁ%nﬁ%ﬁ?ﬁ% g%%%%%#%%q%‘ggo%%déggggsaéxg{ rating a
third access adrieietortespondicpngteo thrarfimidttiagcess e¢dghrohndsdonfer ent

fromthe secondicaens cofe, URANedeOHESt GLLAM AUSele B dibpngtbies -

preferred enbodi nent of the invention, the urth processing neans Is
adapted to intt§ &erdinvl idatrirediederiiacse@sngsacéégbteénde and generation
of a fourth access code, corresponding to the first access right and

different fromdhe,geqpn na%%%ﬁesoqeelha s 190p5e%%§d‘fié}eds§é@ni pLervals.
The invention further relates to a nmethod for us%;g an access control
system descri bt dbbVeaafdsSita™t W s crabreswiaky icoranitankyi hge afprédetBgni ned

access right 0: 811 0Gal i Qhpdthe ageess Hoght-1keikng owned by an access
right

fourth storage means adapted to store a plurality of data
items corresponding to respective access codes indicative

of predetermined access rights;

third processing means adapted to generate a second

15 access code indicative of a first access right;

fourth communications means adapted to transmit the
second access code to a selected one of the electronic

key device and the lock control unit.

20 In a preferred embodiment of the invention the fourth
processing means 1s adapted to generate a third access
code, different from the second access code,

corresponding to the first access right;

the fourth communications means is adapted to transmit

25 the third access code to the lock control unit; and

the fourth communications means is adapted to transmit a
fourth control signal to the lock control unit initiating

invalidation of the second access code.

In a further preferred embodiment of the invention the

30 fourth processing means is adapted to initiate



15 owner and to be granted to an access right grantee, the nethod
conprising the steps of generating a first access code indicative of the
access right; transferring the first access code to a | ock control 20

uni t, VPR 4889%t rol unit being adapted toigoatrol acces8CTOKYHUSS ocati on;
transferring a second access code to an electronic key device; acquiring
informati on data about the use of a selected 25 one of the first and
second access codes; providing at |east one additional service based on the
acqui red i nf oRviad $ @nt vt acf otheselesoned astessf ¢dnte agr@sgenerghtnowaer and

the access rightqorantes. Mghg;/45%%@%épgghin#XTQBDKQQéoqgﬁgg{Thg i-ayuention
wi ||l be explained nore fully below in ‘connection with pre erréd

enbodi ment s Bhdh i ER edbirient t 6rohe drawsagendi mamsisch: cédey. ROP show
data flow di aggaeste of 4o, enhadi ments of 5 the access code managenent
according to the invention; fig. 2a-c show bl ock diagrans of three

enbodi rents of a systemfor controlling access to a |ocation according to
the inveRti of® FANGIIershpvRierredweaagiasnsf 2he thecebzvendeomanagenent

10 process agg&%g%rm;ﬁﬁbdygéqm@odiﬁg@hsof t he ig@gggé&nn.@;g.iﬂi§gg@§ an
exanpl e of an access code according to an enbodi ment of the invention;
fig. 5a-b shoW ahicRli Hht e ofhanseferdr apreskejodevree J95pe6R8EADR P6 t he

invention; 15 fbgrthazecsbewdddew diagramefihres embodi pept gcetsthe
access contro| ﬁroceif gg%%rdin to the invention; fig. 7a-e show data fl ow
di agrams of Gt¥ter &t §F fBhRt sTOT™ t Hé'eacE868TEom oS Pr 6O aéBor di ng

to 10 predetermined time intervals.

The invention further relates to a method for using an
access control system described above and in the
following for managing a predetermined access right to a
location, the access right being owned by an access right
15 owner and to be granted to an access right grantee, the

method comprising the steps of

generating a first access code indicative of the access

right;

transferring the first access code to a lock control
20 unit, the control unit being adapted to control access to

the location;

transferring a second access code to an electronic key

device;

acquiring information data about the use of a selected

25 one of the first and second access codes;

providing at least one additional service based on the
acquired information data to a selected one of the access

right owner and the access right grantee.



the invention; 20 fig. 8a-b show bl ock di agrans of two enbodi nents of the
sof tware conponents of the access code managenent system according to the
invention. Fig. la shows the principle of an enbodi nent of the invention
usi ngwadd/4delsi very of newspapers as an_eggnple. 25 ThreTIDR®ObESSN | S,
however, not restricted to the delivery newspapers. If, in the first
instance, it is imagined that the invention is worked by a single conpany,
fig. la may be explained as follows: WO 01/40605 - 16 - PCT/ DKOO/ 00655 A

newspaper conmpany ;3Rasidnnufybel afe sURSErRRIS whpeare 119 Ravet hepr

newspaper delivered to their respective residence. Infornmation on the
subscri bers RN ON of €t rofe tehteessieodiBente fept Wikhargirabase at

the 5 newspapes QRN igsihad iardiation may be transferred fromthis
dat abase to a nunber of electronic key devices, such as nobile phones 2. A

newspaper delivery man 1 may receive the information relevant for the
subscri bers ohl9hi s2toutkorsdatpr ifrred disstransc| Ui Hee t pebPadeessteodés. 10

The newspgpertgleld versys MKl s dhlm teRiRb Ahe a¢eesse ¢AFRELEBRO his
nobi | e phone 2, preferably via the keypad of the nobile phone 2.

Preferably, the access codes are stored on the SIMcard of the nobile
phone 2, and thHey 2&my BeCEnbPéped idhagrgpeciodl BrRa SHPehHinmgntss tpg a

delivery 15 ofygogdsrand-sef ¥ Ceshg sacbeas del hveryaoionewspapgisy abong a
predeterm ned route. Wth this nobile phone 2, the delivery man % can get

access to a |otkedt@Hi¥3kdy in a building when the nobile phone 2 is
provided with the correct electronic access code infornmation, which may be

20 transmi tteg el estyronical Ipn duf emdhenmeli ke pheres2 t8dR mhAgkedeat the
door to the residence. The lock 3 is adapted to receive the signals from
t he nnbiﬂ@ pﬁgﬁ%pgps according to an embodiment of the invention;

fig. 4 shows an example of an access code according to an

embodiment of the invention;

fig. ba-b show embodiments of an electronic key device

according to the invention;

15 fig. 6a-c show flow diagrams of three embodiments of the

access control process according to the invention;

fig. Ta-e show data flow diagrams of different
embodiments of the access control process according to

the invention;

20 fig. 8a-b show block diagrams of two embodiments of the
software components of the access code management system

according to the invention.

Fig. 1a shows the principle of an embodiment of the
invention using the delivery of newspapers as an example.
25 The invention is, however, not restricted to the delivery
of newspapers. If, in the first instance, it is imagined
that the invention is worked by a single company, fig. la

may be explained as follows:



and to cause the door to be unlocked. The valid access codes may be
manual ly entered into the | ock, for exanple 25 by service staff 4 receiving
a printed list of valid access codes and their corres onding | ocks from
the nWRMAPOF conpany S. The service stagf-4 may entegCFﬁ%“’@%%%ss codes
into the lock 3 via a keypad, dip switches or the |ike. As an additi onal
advant age of the system 30 according to this enbodi nent of the invention,
the newspaper conpany 5 can see whether the delivery man 1 has unl ocked

t he door to thenstispapwy,campny rb thees evenimbeof od corplcaiibersf whonadel | very

of the newsp r. e clrqni deyi he i tjio - 35
associ at ed ng%gggﬁgﬁt §¢§%%eggpg ?g%gcdéégﬁ%%gé§vﬁfo?ﬁg SQ?Q%chQ@e

PCTI DKOO/ 0065%=s i ddroramat i lovfotrmateivey , amy talsso stosmriberisasiesdf orhséver al
different conpanies,nAgaLacLaki RGNEWSPAPELSRS AN EXQUTleadehey dli Eher ent
roles of the various conpanies and the porregpqn Ing data 5 flow are
descri bedSwi teWEIEYSHcECRRARY go - | BheTHe fqnmat isonpeay PavéereadifayeBe t he

one that pringsoRng deldmelssd he NEWRRARET ANG1 dNReLehior eyl Hekeadk!l €s
access to the subscriber's residence. As an access right grantee 153, the

first conpanySY@tetveBoRéLesBREBEES 2 r dmAHERARTS Tabl Wde BRfki hi B8¥at or

151, a secondr£QaP@ANYLhOr dafbsAktOPnOk ¢ 1RGESON, f WO HBNFEScE ISe £ e6hr ONi C
key system and who may operate as a service provider for the delivery of a

nunber of di f#&f ehPU 50088 EFndPTSENFdelst S ETnEn Mm%t rhg ofcCe8% §PLES-

transfergot heriaecasaspeges Ueltiberkoglarcont nal, theaunidsc?1tmbi ahcesnt r ol
the locks in thgisubscriber's i nj

. 9 rfsidgnce. Thera?nlnkgtragor %51 naé 8Iso
supply the atees3 tight 4t aneee 458 GREn2t hBTEFEEEPONI E1Rey " elF¥BEY and,
possi bly, othef peeessatyepbysneal2.arwmeddraas ynonchphysteads toatks, aby
whi ch, for exg@g}gd gget%%c%%&réégg of the mobile phone 2, and they

may be entered in a special order which fits the delivery
15 of goods and services, such as delivery of newspapers
along a predetermined route. With this mobile phone 2,
the delivery man 1 can get access to a locked stairway in
a building when the mobile phone 2 is provided with the
correct electronic access code information, which may be
20 transmitted electronically from the mobile phone 2 to a
lock 3 at the door to the residence. The 1lock 3 is
adapted to receive the signals from the mobile phone 2
and to cause the door to be unlocked. The valid access
codes may be manually entered into the lock, for example
25 by service staff 4 receiving a printed list of wvalid
access codes and their corresponding locks from the
newspaper company 5. The service staff 4 may enter the
access codes into the lock 3 via a keypad, dip switches
or the like. As an additional advantage of the system
30 according to this embodiment of the invention, the
newspaper company 5 can see whether the delivery man 1
has unlocked the door to the stairway, e.g. in the event

of a complaint of non-delivery of the newspaper.

The electronic key device of the invention and the

35 associated management of electronic access code



20 owner 152 may be able to adm nister both the |Iock control wunits 121 and
the el ectronic key devices and access codes. This may happen under control
of the admnistrator 151. Alternatively or additionally, a third conpany
may beoonywbyed, which owns el ectronic ée7y devi ces, opcwbko01085 may be a
network operator transmtting access cod information to nobile tel ephones
used as an electronic key device. A fourth conpany nay own the buil ding or
have a business agreenent with the owner of the building to adm nister

access to thelﬁﬁbkﬁhﬂgenango%89§rthﬁa§°5igg §Qrﬁ0€péﬂya Be t @ﬁ&ﬁss

right owner 152, who agrees with the admnistrator 151 about t
instal | ati on 8f [fRESDFOERMEBRAEEDI unit 121, and who defi nes t he respectl ve
access rights for the different access right holders 153. The electronic

control unit 121iRay:bei.owned al ingtalled yy the adpipi siyaiofe ol
the access ri g%t WO 01/ 40605 - p%§I§CT/ DKOO/ 0065§1tpr10vmer 152, t e access

right grant eel?%8SopPt atPPfYﬁrlEB?rp%iﬁ’PPath%s adne n¥ 3¢ r e oFe SN FERI adasn

provi de va uerladdedesefed8hedS et S P& F O FBNES %&gtl 3hi.CoHO thest
access right %rant ee 153 or the access right owner 5 based on access

data acqui red “PFBAT¥hé""8EK Eofit¥oP it OF2L. Chfrfe SF 0TS/ i s GRl HRES

sel f-service tuﬁcmmapemhxé&id;altﬁ@fé/ﬁ&@ﬂ 1t meeaidraBt ebkakssalvigas or
pl ain |nfornat rvice e_invention thus nmeans that the use of

nodern t echnofP¥ 5r6§§rc3n r1e(§rl FPRE -bdST LT o CHBW sérFfEe IEGRP&RI es°1hat

can nmake thetdel ifdersy aforgeods wadk SeFy/i £€See®r eceéfi girent theankkadyLh can
guar ant eq]c} he neces arxls cu |tyb§¥s ens__which the consuners will denmand
e

froman electronic key Taccording to ?h%e?%’i}%nT?I%anﬁ’S 593f 192 pen o
appreci at ed t batrsbhe whechroageskeleaetocdragic tioe ¢ heys tranendridwhrayndie

suppl enent ed %E%QaQECHaQtQPrSEP%ice provider for the delivery of a
number of different goods and services. The administrator

151 also transfers the access codes to the lock control

15 units 121 which control the locks in the subscriber’s
residence. The administrator 151 may also supply the
access right grantee 153 with the electronic key devices

and, possibly, other necessary physical as well as non-
physical tools, by which, for example, the access right

20 owner 152 may be able to administer both the lock control
units 121 and the electronic key devices and access
codes. This may happen under control of the administrator

151. Alternatively or additionally, a third company may

be involved, which owns electronic key devices, or which

25 may be a network operator transmitting access code
information to mobile telephones used as an electronic

key device. A fourth company may own the building or have

a business agreement with the owner of the building to
administer access to the building, and thus the fourth

30 company may be the access right owner 152, who agrees
with the administrator 151 about the installation of the
lock control unit 121, and who defines the respective
access rights for the different access right holders 153.

The electronic control wunit 121 may be owned and

35 installed by the administrator 151, the access right



formation that may be related to the use of the elec- tronic key. For
exanpl e, a delivery man can quickly get updated know edge of changes
relating to the subscribers. 20 An emergency physician can get help in
findi W Hi48608ay t hrough the | ocked doofs in a | arge BCEAKWEOGSFats. The
cl eaning staff can get updated information on changes concerning current
activities. Preferably, the relationship between the admnistrator 25 151
and the access right owner 152 is described in a contract, which
preferably d@wmeibéﬁﬁLhethernacuader righitch drietaeced $3ri ght aowierf th52

grants certalngiohtstg Lheadunetranas 194, sueh as Lpe.i g Lo oran

to other pers for ‘exa strator anlsat|on
or third- para@dsdafoerwuclesxAhom@he asadmnfcstm@mm wety thave ca ctmt taet, the

right to acc f n o] [ Wit h the
[ ocati on. o 017 a6be 1802 8EER BRG0/B0aEE  Ferersi pors Prectoan g i
enbodi mefAt opaapd actesscesontpdk @ygpénﬁécé@pm|ﬁ@etdOpHeCpnﬁé@ﬂ|@@lt

conprises a ;gpbi I @hgggctegmcggy deyi C%eZOJseq&ds%rkz%% Ol @It 221
which controls a | ock nechani sm 231, Such as a lock 5 of a door. Th e

el ectronic keyveievakes2OYieshprisias aandi spitay 1202 Feorvidieaml ayi pgaln

information rgkatedion aderd£aSy, One access code, a keypad 203 for
inputting commands and for selecting an access code, and a comunications

port, preferably an IR (infrared) port 10 conplying with a known standard
such as an | fa {r¥Werbied CDagamAssscihetofhestandard nofganelteshnedic key

device 201 pay bgnardPRitee Phones & PDAY parsonal d@ﬂﬁéﬂﬂes asgitstant), a
handhel d conputer, a smart card, a PSION termnal, a bar code reader, or

anot her ter P4 EtR&t O€aR VES Vet 0PINfIAG c8S6F1FRAI HOBSsEF LSicdRAIC or

other type Ofnd which can guarantee the necessary security systems
which the consumers will demand from an electronic key

according to the invention.

15 It will be appreciated that the electronic key according
to the invention may be supplemented with much other in-
formation that may be related to the use of the elec-
tronic key. For example, a delivery man can quickly get
updated knowledge of changes relating to the subscribers.

20 An emergency physician can get help in finding his way
through the locked doors in a large block of flats. The
cleaning staff can get updated information on changes

concerning current activities.

Preferably, the relationship between the administrator
25 151 and the access right owner 152 1is described in a
contract, which preferably describes the terms under
which the access right owner 152 grants certain rights to
the administrator 151, such as the right to grant to
other persons, for example within the administrator’s
30 organisation or third-party staff with whom  the
administrator may have a contract, the right to access a
location or to perform a function in connection with the

location.



signal which can be received by a lock control unit 221 <controlling access
to the location, for exanple by controlling a | ock of a door. An
el ectroni c key device nay also be nountable on or in a vehicle.
Enbod WeH{4605f 20 an el ectronic key devige_201 accor diHF/REIYMES| nvent i on
are further described in connection with figs. 5a-b. It applies in general
to all types of electronic key devices that they should be capabl e of
bei ng updated with information on access codes and other information that
25 can identRéyeariomgk toonfi®l 0njt 221108t a cabirbiimathitorno Hf ana daatdssand a
door, e.g. inf ion _qQn _a conbination of, . nunbers which has to be entered
via the keyp%%géggi F%Fg?a%?g?r?h%geﬁéth%ﬁiéjﬁg§nﬁé§1cgoﬁﬁﬁl?%scébable
of emttingmapiktectieonrenscghal tdathodi A§lapndceed®adoden3falhivgh tcan
activate the,bpckyeant rolymht 224 £t el  irglessly o i a.sams ohher
referably, I'n 6)5|gnéf

formof I|ink. rare sTorradio transmssion 1S used.
The | ock 5contfola uAppr22Thconpitesesoniced@iwede?2Zef 01 r ecmpyingst e

signal with ng?%§§egﬁxgo§%rtr§D§ﬁ%£$%g%8§1¥$%$%ﬁﬂg$95rélgtgd_ to

PCT/ DKOO/ 0065 €” conmuni cati ons po ectronic key dg§ice
201. The recépwef 297eshaefesbe conpatidl eksiirdr t O3 comuniigautdigJort

209, and preterabhis BRr eEBLVeLoT2Ze by alnlrBRRAL! . cBlie reqeiver, 227 i's

connected to a 5 processing unit whi ¢ch is connected to a nenory 223,

such as a RANPBRUEPROM OThe hfditor yPP28erabedpatt e I6f (52bFahgdhacdess codes

valid farn thechpekisgnkieh &Nkiow?lstaddsd ha d ocessl na- i (1322 e
adapted to conFare the, received access code with the stored access codes.
The 10 proce58FAgPEAPEL2920% Lir § Ferdaht rite HRESIUH hdRhde &S 28 ng of

access codesmagndet hes ppssibke epenati ons spth agcgenarati ngdiegidat a
and storing themin the Ml Lotsslefungtions, ol 1 Likgfre
processi ng
terminal, a bar code reader, or another terminal that can
15 emit an infrared or radio-based signal or other type of
signal which can be received by a lock control unit 221
controlling access to the location, for example by
controlling a lock of a door. An electronic key device
may also be mountable on or in a vehicle. Embodiments of
20 an electronic key device 201 according to the invention

are further described in connection with figs. 5a-b.

It applies 1in general to all types of electronic key
devices that they should be capable of being updated with
information on access codes and other information that
25 can identify a lock control unit 221 or a combination of
a lock and a door, e.g. information on a combination of
numbers which has to be entered via the keypad 203.
Preferably, the electronic key device 201 is capable of
emitting an electronic signal including an access code
30 which can activate the 1lock control unit 221 either
wirelessly or via some other form of 1link. Preferably,

infrared signals or radio transmission 1s used.

The lock control unit 221 comprises a receiver 227 for

receiving the signal with the access code transmitted by



unit 222 is further connected to a |l ock control interface 15 224 which is
adapted to control a lock nechanism 231. |If the received access code is
valid, the processing unit 222 nmay send a control signal to the | ock

cont r BIO0174Ae05r f ace 224 which causes theolgock control FPRTENER6S524 to
initiate operating the | ock mechani sm 231 and thereby 20 granting access to
the location. The lock control unit 221 further conprises a user interface
226, conprising a display 226a and a keypad 226b, via which an authori sed
user nmay entehge edmmuamdadebebepmakidO@CQﬁSSﬁﬁDdﬂ%dﬂnbnﬂﬁ|kﬁdeEVbnﬂtro

the | ock con i | unpit 221 or_ e l e 25 in.connecti nt,gnance,
testing, nan%a? op@?alf%ﬁ?e%ﬁ:ﬁhéaﬁPkeho % éﬁ%er@@'g 8%% c%gg% aﬁ% stored

in the nenocpmmaﬁlC£¢Lenﬂapov9I90@r addi prehat dlyl vy 1 hiehd ackceicort rad7 uni t
221 may conprise an |@§' bort, tﬁﬂfhrgﬁeﬁve§t%% gss%&hgldgggpeggor for
the a

connecting a separate Hevice for en eri ng ccess co
control ling pheceséckgc@nﬂtoﬁZﬂnwhﬁﬁm.lﬂheOMOekt@@ntpob WENOI22123 %

connect ed 10 cchocks  Feehani S 23kanUoRaSnandeor Jhock systemia val ve

control systen1 or the The connection an el ectrical
mechani cal c6fREERDI0ACERSE WPHEeFe¥slVd @qmt;ﬂ@@sloclzlcontl:@ﬂl DKOO? 02}%155

comuni cat i oRg,4l i ke ﬁ%ééégéihgebﬁaﬂ'@%faqSokébﬁ@ﬁﬁr%BGcoh@%%e”ﬁ%ﬂ?n'Sm
231, the lock control unit 221 itself nmay contain correspondi ng

el ectrical, éﬁ@@ﬂW@ﬁlé“éﬁﬁ#brCO%%cHéﬁFcéﬁmtoﬁﬁﬁﬁﬁﬁt§CC§§§hQQ§e§n eftric

engi ne whi chhoeedkdngpem ar valoe, raktaBrel €6itis devinee whbehngowith open
a door. The lock nechanism 231 conprises a unit which, for exanple via an

eIectrlcaI/eF@&Fﬂ@HFBgrQﬁa9CC€§ﬁ §€9F§at%nda9F%%R Q?ﬁﬁl%¥ﬁwﬁﬁe@ﬁﬁ%ﬁpﬁs for
exanpl e nountsedhona@ Herdaertinbhelbgckideehanisng 234i Mgy thenconneciad to an

memory, self-test functions, or the like. The processing
unit 222 is further connected to a lock control interface
15 224 which is adapted to control a lock mechanism 231. If
the received access code 1is valid, the processing unit
222 may send a control signal to the lock control
interface 224 which causes the lock control interface 224
to initiate operating the lock mechanism 231 and thereby
20 granting access to the location. The lock control unit
221 further comprises a user interface 226, comprising a
display 226a and a keypad 226b, via which an authorised
user may enter, edit and delete valid access codes and
otherwise control the lock control unit 221, for example
25 in connection with maintenance, testing, manual operation
or the like. The entered access codes are stored in the
memory 223. Alternatively or additionally, the lock
control unit 221 may comprise an input port, such as a
standard serial connector, for connecting a separate
30 device for entering the access codes and controlling the

lock control unit 221.

The lock «control unit 221 1is connected to a lock
mechanism 231, such as a door lock system, a valve
control system, or the 1like. The connection may be an

35 electrical or mechanical connection or a wireless



exi sting door telephone systemin a building, or it may be adapted to
operate independently, via its own nechanical parts and its own power
supply. Preferably, the |ock nechanism 231 is capable of receiving from
and 15VOH/HARI |y al so enmitting a signal po_the | ock cBRT/DHO0/046HT er f ace
224. A verification process may be provided hereby, where the security
concerning the access control systemaccording to the invention is
enhanced even further. 20 Furthernore, if a delivery man, for exanple, has
a nunber of sbmhnmﬁystmmsohnami esl oaria siveound whétcdadiref Pprodpectact by

Chi'ps | nto whiERe TRFBPRACTOR has ChEeR TG Ty o8 Rey madger 2 0d Tt 't he
25 doors on thent@und car s roperied byeheeamlml,t he edeattoncar d.arfd/gpr 2b
| strates amsecondenbadimRabaol agack £onLfol, cRustem seeording 4o the

i nvention, conpri devi Ce e ‘a ile
phone, 30 5i t Forldi smeexy 20YaaNe a Ckleypad eZJ&SIthOJrC coaviot | whgctlhe:omlei/l ce
201 and for sglegting,gpe of the access codes which may be stored in the
device. The electronic key device 201 is equipped with a conmuni cations
port 209 for WD 01/40605 - 2 2 - PCT/DKOO/ 00655 transmtting control
signals to thé&hepockoebntmethamism Z3I Toeapedsmsni eat oht newhigh/l i Sor

el ectr omagnet bgabadi 3ix00n W @S R an JAdin seommincatian. . o A

vHBe
ot her suitabl e communi cations technol ogy such as soun comuni cati on
may follow a propGlet dngtpraiadedl Whichpref efabl gxraaprsdeandait- gt 0Bca such

as TCP/ 1R IrBacra +gdephone Hé&ﬁaﬂi%ocﬁb ﬁagobbéecto%ln%@%%@e datan

protocol, http, Bluetooth, sound, etc. The information is transferred
ei t her using 5%%&9%@8@? &@tlﬁplh@rnﬁatsy(ﬁtem in a building, or it may

be adapted to operate independently, via 1its own
mechanical parts and its own power supply. Preferably,
the lock mechanism 231 1is capable of receiving from and

15 optionally also emitting a signal to the lock control
interface 224. A verification process may be provided
hereby, where the security concerning the access control
system according to the invention is enhanced even
further.

20 Furthermore, if a delivery man, for example, has a number
of stairways or companies on his round which are
protected by magnetic card readers, the electronic key
device may be a smart card with <chips into which
information has been input by a key manager, so that the

25 doors on the round can be opened by means of the smart

card.

Fig. 2b illustrates a second embodiment of a lock control
system according to the invention, comprising an
electronic key device 201, for example a mobile phone,
30 with a display 202 and a keypad 203 for controlling the
device 201 and for selecting one of the access codes
which may be stored in the device. The electronic key

device 201 is equipped with a communications port 209 for
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Instead of a wireless communication between the
electronic key device 201 and the lock control unit 221,
the communication may involve physical contact between
the units, if, for example, the electronic key device 1is
a smart card or a card with magnetic information stored
on it or other devices which are physically connectable
to the 1lock control unit, for example via a plug or

connector.

The electronic key device 201 is further equipped with a
communications interface 204, for example the
transmit/receive aerial of a mobile phone. Via the
communications interface 204 the electronic key device
201 may be connected to an access code management system
211. The communication may be a radio-based
communication, preferably via a standard communications
network 241, for example a standard mobile telephone
network. Via the communications link between the
electronic key device 201 and the access code management
system 211, access codes may be transmitted from the
access code management system 211 to the electronic key
device 201. This data transmission may utilise the so-

called Short Message Service (SMS) or other higher speed



standard conputers, such as personal conputers, workstations, application
servers, database and web 10 servers, interconnected via a |ocal area
network and with access to the comunications network 241, for _exanple via
a ser ViWA4BHSyi der. The access code managenent syst emPSTPRWANSS ates and
adm ni sters the access codes as described in connection with figures 3 and
9a-b. The access code 15 nmanagenent system 211 transmts access codes to
the electronic key device 201 and/or the lock control unit 221. The
access codes damy behenardmsitt edgupofiSeqdess, fWAM acusevaniowast omata cal ly.

additional 1y.chthe agcess cogde nay-ResLiansuted per adlsalddbeiln opder to
replace 20 the access codes on a [ock control unit an e correspondi ng
el ectroni ¢ kéyddévicaad 1yt hercdhpri nprohtiadg e t heomeourdatiwts t hehayzstesn The

access code mANAGeNPN- oMk 2L BRaa0 pamiicalld, f Hpopgequest,

i nval i date access codes by sending a correspondi ng 25 control signal to the
| ock cont¥ ol hdsPr Y21canBE6FagRe, efectPawnikekesedevi ce 201. The | ock
control unit 221 conprises a comunications unit 225 to receive the data

transmtted fPrr%'f‘etrQ%l§?CQ§§e code. {RABEETEAN AR 2 c&dbihonal ly or

alternatively, the 30T ock control unit may conprise a user interface

226 or anot KEFPPWsEt Fotiteds ded@firedlivn comrsdisionw wiane t e fiigne

enbodi ment ofs tbh@aecessoagnkEel, systgahil | ystrateds 0 fid-ogdutdhe, | ock
control unit 221 further conprises a processing unit 222, a menory 223 for

storing acced®VOLGLIA20605 APPL14CAtPEY DREUNGEES5 odds Sind ExbcUiebl e
conput er1 @r ogfeameeeJe indekee8h¥eted227af Qri6esei ¥Hog cOPLEOL Sh@nad s, from

the el ectronic key dev%%F 201, and _a lock control interface 224 as. al ready
descri bed i n 3GiectiCo " CATFHELFRFSPREnBBEVAERL 20t/ t Aol 5S%RBRES Biht r ol
system il | usty ateedriick birgvid@r. The access code management system 211

generates and administers the access codes as described
in connection with figures 3 and 9a-b. The access code
15 management system 211 transmits access codes to the
electronic key device 201 and/or the lock control unit
221. The access codes may be transmitted upon request
from a user or automatically. Additionally, the access
code may be transmitted periodically, in order to replace
20 the access codes on a lock control unit and the
corresponding electronic key devices, thereby improving
the security of the system. The access code management
system 211 may also automatically, or upon regquest,
invalidate access codes by sending a corresponding
25 control signal to the lock control unit 221 and/or the

electronic key device 201.

The lock control unit 221 comprises a communications unit
225 to receive the data transmitted from the access code
management system 211. Additiocnally or alternatively, the
30 lock control unit 221 may comprise a user interface 226
or another input port as described in connection with the
first embodiment of the access control system illustrated
in fig. 2a. The lock control unit 221 further comprises a

processing unit 222, a memory 223 for storing access



Now referring to fig. 2c, in a third enbodi rent of an access control
system according to the invention the electronic key device 201 may only
conpri se one conmunications interface 204, e.g. the transnit/receive 10
aer i aWM/4860%0hi | e phone, for connecting,the device t FAPEYMRRII cati ons
network 241 such as nobile tel ephone network. In this enbodi nent, the

el ectronic key device 201 either comrunicates directly with the | ock
control unit 221, for exanple via SMS nessages sent via the 15
comuni cat i opsdast worck &4dcuitdbldecehpateoniprkmandevode, 201reonimer cat es

with the | oc ontrol unit.221 via the .access.code .nanagenent s em 211,
for oxirol o oP I B Rt b 8T e o L BT PR S R el e e o
In a preferradvéabodioientand e Bbekct contcokeyntevifeee20@24 26 nayreddo be a

corputer, S“§2s8§'8e8t gl onany @t (Rortahl &) PG, W th 466685 1Q toflﬁ dyg ernet.
In this enbo |nen%, a “user may, via a software application, such as a
browser, 5 sendcassetectedl asgeben cbbbusorathed attesisy cotke: managenent  system

211 for verification and/or further transm ssion 25 to the | ock control

unit 221. In.thi di nen .user, . nmay_gai n.r.enpt freamhjs
conput er, toN%W|§€3€i%HPg'§%%h%é 'azﬁﬁch¥%e%ogj5§%?c§mg§%?§%%Fnggefgihe
access code ampmragenertitoeht sys2eh mageoedgngi nta artdenl ynehnseant it

intervals, c ac C - yval i or r e rol | e
machi ne, andgggggr%ﬁgcacggié c%%§l¥§ tggfl uggﬁfs %gP ut%&mggggfhecﬁg%k
control unit cepuuphicehionsntindles faceesd04.0 ehe - midisi ner a1/ zo6057e  2S -
PCT/ DKOO/P0633 LG o3 il histinal e | aw di agramaf, 4 he Preeass ol a
managi ng access rights according to the invention. Figure 3 also

il lustrates WREMHBACEREONA DPREVArKpr dtbssSyElpsas areopekd oreEmiR R %r

under controh@forihe BAM AL st LAtRLiRe3?]l, e aceessoni htke@nedy3a2, or
the access rE%T:either communicates directly with the lock control
unit 221, for example via SMS messages sent via the
15 communications network 241, or the electronic key device
201 communicates with the lock control unit 221 via the
access code management system 211, for example via SMS

messages, WAP, voice or other communications channels.

In a preferred embodiment, the electronic key device 201
20 may also be a computer, such as a stationary or portable
PC with access to the Internet. In this embodiment, a
user may, via a software application, such as a browser,
send a selected access code to the access code management
system 211 for verification and/or further transmission
25 to the lock control unit 221. In this embodiment, a user
may gain remote access, from his computer, to a location,
such as a machine or device. Furthermore, the access code
management centre 211 may, e.g. in randomly chosen time
intervals, change the access code valid for the remote-
30 controllable machine, and send the access code to the
user’s computer and the lock control wunit 221 which

controls access to the machine.



grantee 353. In the initial step 381, the access right owner 352 defines
the access rights to be granted, possibly including a list of possible
access right grantees. In step 382, the access right owner 352 10

aut hoMQ¥&64te “adni ni strator 351 to generste and assi FiFTREWMSSkeys. This
aut horisation may conprise different |evels of authority and, preferably,
is described in a contract as described in connection with fig. |b. By
nmeans of an access code nanagenent system the 15 administrator 351 in step
383 transforidsat.he3accessstiigjtas deffhiwi aiiagrtam aofettiof elreceseni ¢f access

codes identifyi he .i.ndi.vi ri graqu f.ri S i bed
in connectioﬁéﬁa?%n?igécggsTkgggéfi%??F%%gg d£8gg%§ré%?gﬁ£%?§fh% %%%%ss
codes and posSsidlse t heldesiayre 20vaather odbet iloviofidusd &wriahi SRRy

devices may he. ReSFQNARG BY the adiidl sigatel 354 o éeg&@ﬁi%{p@%wg

access right owner 352 or in collaboration between the two and possibly a
third parly. 3d stepe384Ccete BEERss oWveedes3ahd Ohethe elagiced sda¥ vokk e

stored, prefepablykd mss 251databasg iafi fihes @goess) codemnaganent; gyst em as
described in connection with fig. 8b. After the generation 383 and storage
384 of acces®"E6des 352t hdeheRess ERles HH T r &K edCi nPSt ePr BBEFr om t he

access code mRRgeneNt isysteAnyo theillgek eentpeksupits 30catst height
respective |locations. The transfer of access codes mmy be done by%é e
adm ni strat o985 SES - allfer §&EPvelP{2: byPEhed5EBESs FIiGAE OWHRFL 3522< ¢t he

access right gitantreges3She oficmit1Hteh tpar t y51 Skl I@ileratieheartd ansé &gn 386 of
acoess codes Lo, She PLECtIgnLe, ey dey) sos v, e S0 BOL O TR DICLDE e
t he access rilghtelawmet 3b2hotheyacetess prgidr ylant ees 388scrabed tilm ral
party. After Iecelving, 3874 1N 300Ps8,C08 ection with fig. 1b. By
means of an access code management system, the
15 administrator 351 in step 383 transforms the access right
definition into a set of electronic access codes
identifying the individual rights or group of rights as
described in connection with fig. 4. The definition and
generation of the access codes and possibly the design
20 and production of the electronic key devices may be
performed by the administrator 351 on request from the
access right owner 352 or in collaboration between the
two and possibly a third party. In step 384, the access
codes and other related data are stored, preferably in a
25 database o©of the access code management system as

described in connection with fig. 8b.

After the generation 383 and storage 384 of access codes,
the access codes are transferred in step 385 from the
access code management system to the lock control units
30 at the respective locations. The transfer of access codes
may be done by the administrator 351 or, alternatively,
by the access right owner 352, the access right grantee
353, or a third party. Similarly, the transfer 386 of
access codes to the electronic key devices may be

35 performed by the administrator 351 or, alternatively, by



the access right grantee 353 nmay access the location (step 388). 5 1In
addition to the access codes, the access right grantee 353 has electronic
key devices which are capable of operating in connection with the access
cont r oVOY/483 according to the inventiog.-This may i RpFPKINMSHT | ¢

har dwar e, software and comruni cati ons requi renents which 10 may be
prerequi sites for being able to conmunicate with the | ock control units
designated by the access right owner 352. These requirenents are
preferably reghd at@kdn ridhd comaractss  béthweaccelse adgess grhghteodher 352

and the admgys r€59£da@9r'9§f. ‘;"%‘%gﬁ'rh%e%%'ﬁv’linil r4-0 t}?élaé‘!?gséh‘éoéés]?ccess

r
ri ght grantee 353, respectiv e contract ‘'may designate types o

devi ces whi cHlranabeedsed; 1@t | nEknges t&phs meeyubaceng dhposspbhréidesi gn
and manuf act urdig, ofgg)el ectronic key devices and their possible peripherals
(software as well as hardware). 20 Preferably, in step 389, data about the
use of access codes and electronic key devices is |ogged at the access
code manageneht ay&itdmn Ala ehfariofslsy eodgddi ttihenakkgss réghdavaanhgebe

stored in thesdpclcontrobiuphis and/ oretihesel faEEQNI & key deyiices, s The
|l og data may be 25 transmtted to the access code managenent system at

pr edet er mi nedPRTRE it et Valc®RNER theguestth oEhen-Adaes s rcoerecEY8heRWi t h an

interaction hetveenan electheni enkeyrideVi ognand @y oGkpaont sgbcunit. The
adm ni strator. 351 nmay provide additional services to 30 bé received 390 by
the access rifidlfer SBEVang (hhatPURIYLI 67 thefdf t FeAafFynephe which

adm ni strat orm3plo&BYrePEGYL ELSET ¥beeDHelid ot i 1accesSSchighh i 8588t RetB853 or
a third party. Pref irabl tP]Te]se additj onal services include WO 01/40605 -
2 7 - PCT/ DKOBI00655 iTf Ing"ahtb? ordesngnydiedy Phf SPRatd GitTo FhRERt

owner 352. These requirements are preferably regulated in
the contracts between the access right owner 352 and the
administrator and between the administrator 351 and the
15 access right grantee 353, respectively. The contract may
designate types of devices which can be used, or include
terms regulating a possible design and manufacturing of
electronic key devices and their possible peripherals

(software as well as hardware).

20 Preferably, in step 389, data about the use of access
codes and electronic key devices is logged at the access
code management system. Alternatively or additionally,
log data may be stored in the lock control units and/or
the electronic key devices. The log data may be

25 transmitted to the access code management system at
predetermined time intervals, on request, or on-line in
connection with an interaction between an electronic key

device and a lock control unit.

The administrator 351 may provide additional services to
30 be received 390 Dby the access right owner 352.
Alternatively or additionally, the administrator 351 may
provide services to the access right grantee 353 or a

third party. Preferably these additional services include



correspondi ng access rights, where the information may include information
about: The location of the | ock control units. 5 The access rights and
codes specifying the corresponding access right grantee 352, including a
speci WRW4% of the locations, lock condyal units, tRGHERKYO0ES| oned
access, types of allowed access, etc. 10 Specification of electronic key
devi ces which have or have had a given access code or access right
assigned to it. Status information about |ock control units, where status
may i ncl ude 'Hreckedhg "openi/ o mai ahebanteg 15 in€guimaeddbn " nmerwal the
operation", etg. SSto%t us i ncjigrérasgi on %E%Ut t.he e! ogﬁti on.. Imnf ar rrrlatpingn about
whi ch el ectroni cekéjy éievigces have Tpde ﬂse"&h‘?zﬁ connect o \ﬁttlﬁ) WHI'Sh | ock
control unit ingrludecdmnifommawkien, abowt:where, how nmany tines, why, 20 etc.
Consequently, systeminformation and interface information may be used to
create infor mattior%hserl\(/aic%l sionam% % ac?i n% S séenﬁ to.gnhance t he val ue of
the total system K comecti'on t 6 ext8rhal“Sef Vi ce stich as e.g. 25 35S,
GPS, Internet services, or the like, may further increase the nunber of
possi bl e Servi ces Tpreovi dedeséd  camtect | oandf acddek coplerdlf vinigt toh&PS,
for exanple, may allow the.tracking of .containers a | I ow t he.
supervi si on of which "¢oRtarner r?é:scebgeﬁloq%lencne%r%teene %dfl’ ﬁ%%fjer?gvﬁ
01/ 40605 - 2 8 - PRCEKOCAQ0655 cFthefaboMvecsteraricesl oy absiorde wseds wher e
there is a need f Uper Vi si h of rante S_. L] S.
This could be in st—'l(i;inuegsti%%sla%ggggg%o%}%asr’e %)?%emgsgg tagll%%e%s aé&g@é’

etcC.

10 e Specification of electronic key devices which have
or have had a given access code or access right
assigned to it.

e Status information about lock control units, where
status may include “locked”, “open”, “maintenance

15 required”, “manual operation”, etc.

e Status information about the location.

e Information about which electronic key devices have
been used in connection with which lock control unit
or location, when, how, where, how many times, why,

20 etc.

Consequently, system information and interface
information may be used to create information services
and tracking systems to enhance the wvalue of the total
system. A connection to external services such as e.g.
25 GIS, GPS, Internet services, or the 1like, may further
increase the number of possible services provided. A
connection of a lock control unit to GPS, for example,
may allow the tracking of containers and allow the
supervision of which container has been opened when and

30 where.



be delivered at a certain tinme and at a certain |ocation, 5 and where the
adm ni strator 351 may provide information about when, where and how access
has been granted to relevant delivery staff. The p055|b|I|t of grantlng
acces¥QAY080S i nit ed nunber of tines_isgalso an opti i %ﬁ’n"

e-commerce 10 deliveries may be supported. In this case the adnlnlstrator
351 is able to allow an access right ower to grant access to the | ocation
on a one-time basis or for a predeterm ned nunber of tines. This
functionalityhenayoebtbervbeeprmaydaﬁs@ybéfmseﬁkﬁméﬁﬁrmﬁene3Eﬂeupﬁﬂxﬂ5
request, or %he access rlgpt wne ga*Qhave tool ar functhﬂgllty to

performthis PﬁnéFﬁﬁﬁhﬁf?y e. ge 355 ° FiftE '§acea8FeS | ocK cont r ol
unit, or viaThéspteuldomrunircatitormwidis thieeaecgssdsodeempragesedt tyst em

| h
e.g. via a tgleph ggg?réggggggf?ggpéiﬁa{iﬁg Qﬁdtﬁﬁdlln of%' té§ac<ﬂpre a

one-time acceéss ri asswor I eve
addi ti ond seodrwmﬁreﬁirezﬁdmimﬁﬂﬁnﬂtgraﬁ5bnmgﬁlmEWWh@Etiniqnmaiﬁ@Wnat of

N 1 200ESS CadB ROGH N, L, L VEDL Ok s, TEBL! 1A, abaygeql e, access

codes are generate ‘the access co managenent syste e access
code prefera@EQeﬁéﬁﬁrﬁ@éSVQIYséﬁﬂﬁﬁce of data itenms which may be
transferred to the |ock control units and el ectronic key devices. It is

under st ood that %@%s&%@l%rﬁgze%fdi#%ﬁ%ﬂqi%é% sdepgpd, ua%kltte*aerﬁ%% ©f

access rights, e storage capa . el ectroni c key device or the
| ock controlOﬁnltlmq%eliacéé§@ code ORaYOBoNRY | 38 iEhbi Raly CUURRIIERT SRSCl

code, a1 Sequeneeol pNoNeNps of VOLEEGRREANS, 1if OUGR LONeE,se SOUML Of
the like. The access code data format " Illustrated in fig. 4 conprises a

sequence of ByRésisPER02r 486051 2bde- tPCHIBKOD/A0EBE- eSSt dritdlilg WM a
header 401 inel uding forcexambetaed 1@ ion on a one-time basis or

for a predetermined number of times. This functionality
may either be provided by the administrator 351 wupon
15 request, or the access right owner 352 may have tools or
functionality to perform this functicnality, e.g. via a
user interface of a lock control unit, or via remote
communication with the access code management system,
e.g. via a telephone, Internet application or the like.
20 Furthermore, a one-time access right may be linked to a

password in order to achieve additional security.

Fig. 4 illustrates an embodiment of the data format of an
access code according to the invention. As mentioned
above, the access codes are generated by the access code
25 management system. The access code preferably comprises a
sequence of data items which may be transferred to the
lock control units and electronic key devices. It is
understood that the preferred data format may depend upon
the type of access rights, the storage capacity of the
30 electronic key device or the lock control unit. The
access code may comprise a binary code, an ASCII code, a
sequence of phonemes or voice commands, touch tones,
sound, or the like. The access code data format

illustrated in fig. 4 comprises a sequence of bytes,



access code I D. The access code further conprises the follow ng
identifications: A lock control unit 1D 402, which identifies the |ock
control un|t or a group of lock 5 control units for which the access code
is vaW91/40685%y device ID, identifyingoahe el ectroni CEERKYNYe or group
of key devi ces which is/are authorised to use this access code, and an
admnistrator ID 404. It is understood that these additional IDs are
optional and that they nay be 10 omitted or set to default values. The
access code sitektishpawvethi a hegded #0it hecledipyi Ses edahipionald loptd onal

fields, conpg i 0 o] t o S q%5§
addi ti onal acgggggco éﬁép??lb3¥§£ géﬁ%QSTﬁ%%% furgﬁdgcggéb??é%t 4
for exanple Belaowing byteatfifdicd tspasi: fyli&ngotshe aopeodf aetlessDri4h, such

as a security;levehenphetber il isch &bH?r%i”{hﬂPQ SECLSFrofd W 1 oy an

access right whichis limted to a nunber times, etc. The access
condi tioms fFERErads uspEsi ficds Whidt highe t Aecageessdei gkt vrd i€ondi tiedhed on

e.g. a20 paa%wee Iﬁor@dEME@%yQﬁga’éH@Sélé&gf'é§1<5e}%h/r@e@ﬂ&& tdOngdoup
paranmeters, e.g. a vafldlt gerlo atinme period for every weekday

411, a nunbeP oikeﬁl ijWéEIeén‘t” tes HiéareF?Wélllq”;/ls?%et%c‘t%st}bbﬂé‘ccﬁﬁﬁpﬁ'| ses

addi tional repeet aattahbules 4l reentraldl izug e.¢ itheardeiaidodf wWata 25
l ogging in the lock control unit, a request for reporting . each access

i nci dent to Fﬁ@sﬁdﬁqﬂ%BHQQﬂ%'IQﬁ the PPEéona*h@- st | FRGY of@¥ndSudi ng

t hese functi @m&trt@dt her ageessteodgcabbdws vHEu&s catTion Afcdgs code
sel f-destructi cgegs code& and codgi1 ch have unlqge c acterlstlcs
&%us

30 (e.g. coul'd 8ﬁF§a &8 bdtWeen 4 1ood
t hat these oppm@nsamaylbedhnctumpdlsﬂngth@f@ﬁ@@ﬁﬁm@qﬁﬁmhrmm%ﬂﬂﬁgﬂidﬁ)the

el ectroni ¢ key doyi g8 .and/ar. the, | ogk; control unity 10, 0rdsr, 19, feduce the
406. The type of access right 407 may for example be a 1

15 byte field specifying the type of access right, such as a
security level, whether it 1is a time-limited access

right, or an access right which is limited to a number of

times, etc. The access conditions field 408 specifies

whether the access right is conditioned on e.g. a

20 password. Some types of access rights require additional

parameters, e.g. a validity period 410, a time period for

every weekday 411, a number of allowed entries 412.

Finally, the access code comprises additional report
attributes 413 controlling e.g. the detail of data
25 logging in the lock control unit, a request for reporting

each access incident to the administrator, or the like.

The possibility of including these functions in the
access code allows the creation of e.g. self-destructive
access codes and codes which have unique characteristics

30 (e.g. could only be used between 4:00 and 6:00 am).

It is understood that these options may be included in
the access code transmitted to the electronic key device

and/or the lock control unit. In order to reduce the



menory requirenents in the electronic key device, which may conprise a SIM
card with imted storage capacity, it nay be sufficient to only store
parts of the access code, e.g. only the access code ID 401, in the

el ect reoioa/4bedy 5 device, while the rengiging fields arecsmxoedodss the | ock
control unit together with the access co ID 401. In this situation, the

| ock control unit nmay identify the access code on the basis of the access
code ID 401 and retrieve the renmaining paraneters stored in the lock 10

control unit jpnoFdercL0ipPERERSS %d“%ﬁ%‘%%%é@%&ﬁ?ﬁ k kgde5§c%h0W%f%H'rSt
enbodi mrent of an electronic key device accordln? to the invention. The

el ectroni c kepaydeoreels®i1a nalM bea B2 st hrdakdn t B EaresS ity ddtrat ed

in fig. 5a. Theyebecthpni€ikey €8Voee, 1ot SOImsd ses ¢ el Sldddaear d
(Subscriber Identit Modul e) 506, a transm t/receive aerial 504, a

transnit/recefvé: CP%&M|Fh§O§C9%ﬁfef%W%bV&y4%b2 £Br thai S3E&FFRGI&cdEYs code

i nformati gn t@e{rb@eus\@lﬁllgh@h& Mxﬁaaizdlﬁ@&i:@mg IS8 & dHeQrCagsatheonoeont r ol
circuit 20 508 %F a nenor 507. The nor be divided jin

% a _ROM
5074 wi th t heCSR R Oberitimat CYRTIER alii Bt fele progr S CCode &t of 8l orf it
and a RAM andtht s EBR@Ma&%b f athe stotk ngodatali tengx angy f @ﬁensefpyt&m

control unit._\Wen data itens_.conprisin Ss codes are r 25

the aeri al 503C??5ﬁ1fﬁ§ a&gbgguiggﬁshingﬁe%§ﬁ:%ﬁﬁﬁ%ﬁn%ﬁégafé ?gﬁ 2

provi der, theye&réeveuhﬂdevmamhheinbrcpataﬁ%ﬁbr&()ﬁdmreSINﬁnaﬁdu5oaocWhere

t he contr%l unit, 208 sfores % ﬂ a.in the menmr Q7 When .t he user

request s an aggegsgco‘g ,Ew% a’éoap °50T (not %0% Obrfeqtuﬁ:"eStel ectronic

key device, the control unit 508 retrieves the access code fromthe nenory

507b and di spligys Isheshoeess cidesandhbodietat edfi ndror satcononda ey

di spl ay 502. device according to the invention. The electronic key

device 501 may be a standard GSM telephone, as

illustrated in fig. 5a. The electronic key device

15 comprises a removable SIM card (Subscriber Identity
Module) 506, a transmit/receive aerial 504, a
transmit/receive circuit 505, and a display 502 for

displaying access code information tc the user.

The SIM card 506 comprises a processor or control circuit
20 508 and a memory 507. The memory may be divided into a
ROM 507a with the SIM operating system and other program
code stored on it, and a RAM and/or EPROM 507b for

storing data items and for use by the control unit.

When data items comprising access codes are received by

25 the aerial 504 from the access code management system or
a service provider, they are routed via the circuit 505
to the SIM card 506, where the control unit 508 stores
the data in the memory 507b.

When the user requests an access code, via the keypad

30 (not shown) of the electronic key device, the control
unit 508 retrieves the access code from the memory 507b
and displays the access code and/or related information
on the display 502.



WO 01/40605 - 31 - PCT/ DKOO/ 00655 According to the invention, the user may
issue a conmand via the keypad for initiating the use of a selected

access code. On request fromthe user, the control unit 508 initiates
transY@P1#§% he sel ected access code vig 5 the circuiRCEDKIUNES he aeri al
504 to the lock control wunit or, alternatively, the access code managenent
system The application software controlling the storing, retrieval,
selection, and transmtting of access codes is stored in the nmenory 507a.
10 Fig. 5b shawsraisecand térdbadiverticaf, athelesdr oy keyue devecenagcdor di ng

to the inventj.on. The electronic key. deyice 1 of fig..5b conprises a
renovabl e SI M*Car Ehgoé?efpaac{rgﬁgm %%%:%H/%g aZC?]ieal u§64,%fa £r aﬁ%???écei ve
circuit 505,acardsa aicspl @n S50Rqdiest dEsphayhrg u@eses Sheodeontl®o i nfuot trat i on
to the user. d4y this emhadi . Irecejlying, i S cti of
access codes 5ao'r%e l;%%lo_r m::%((]l]I fﬁ}gm nﬂ[eﬁégef ?irlét ggéﬁ%%%?ne%%tcaés%%omﬁ&?en *.948 5a.
However, % he t@leectyuriiict ke§> dadi ddreofadiipl e56H tar tther orprésesrah

infrared 20 cgumunigati ans- pofdy 808, pr ab | owd t
(Infrared Data Associat i O?lt) stanldar d’ Tﬁﬁe}‘?&? nfér%cfge% oér_ﬂt)@gi SH%%‘J%%%@?%% to
the circuit 505temccdh@i A§PLacekéonnvedtivene cheteontiioy bhets508ingG,

adapted to iniddatetihe sknapsabssi aRqok hhensetealeds 20-855€854£99es Vi a
the circuit 505 and the infrared port 509 to a cofresponding port of the

| ock control SiTed R $hen@pmorygr S8Xanmpl e, be achi eved by adapting the
operating systemstored in the nenory 507a to allow the application

sof tware; §0 Ganf.r oty t BRGOMIUN LRIHONSIPOE IO o Fhen3Q ARpl i Gatld Ofey
software controlling the storing, retrieval, selection, and tr_ansm¥t| ng
of access cod&¥ic§ stefeEling tthe Feforypwsgrdon. The electronic key

device 501 of fig. 5b comprises a removable SIM card 506,
a transmit/receive aerial 504, a transmit/receive circuit
505, and a display 502 for displaying access code

15 information to the user.

In this embodiment, the receiving, storing and selection
of access <codes are performed 1like in the first
embodiment shown in fig. 5a. However, the electronic key
device of figure 5b further comprises an infrared
20 communications port 509, preferably following the IrDa
(Infrared Data Association) standard. The infrared port

is connected to the circuit 505.

According to the invention, the control unit 508 1is
adapted to initiate the transmission of the selected
25 access code via the circuit 505 and the infrared port 509
to a corresponding port of the lock control unit. This
may, for example, be achieved by adapting the operating
system stored in the memory 507a to allow the application
software to control the communications port 509. The
30 application software controlling the storing, retrieval,
selection, and transmitting of access codes is stored in

the memory 507a.



WO 01/40605 - 3 2 - PCT/DKOO/00655 It is an advantage of the infrared
communi cation that it allows a fast transm ssion of the access code to the
|l ock control unit and, therefore, a short response tine from the user

i ssui WP PMonmand to the | ock contrel 3anit 5 oper at i Mg/ RR®/ PRk
mechani sm Furthernore, the infrared transm ssion has the advantage that

it does not involve costs for using a comrunications network. It is
understood that, alternatively, other comrunications neans, such as a

Bl uet oot h cohfruhBcani edgantegpoprt, tacoustiire rsidgrammungcatien| itket gy be

used. Fig. 6§1§@@gﬂsaaf£é@vvudwgﬁia§@g§naofiﬁ§é aﬁége%% Tee o he 10ck

comuni cati ons process between the electronic evice 601 and the |ock
control unitce2iratcBihrdfngnte tthersiorent ionshast Acespanag témehitgom

embodi ment, anouRRer Of s ACLRPS AU MANR ept ered Manwal byntPoihenit
el ectronic key device 601 and the lock control unit 621 and stored in
their resSpecPPeathadoifes, losk iTeeatated byrsheproroq- 686 dnd r6grd699,

respectivel yrrIhenBoieh BALT ¥h69%3HL898 a0 aGLASSi €0d685280RY idvieiele May
for exanple ut|I|s§%smntches, such as DIP- switches, or a keypad on the

el ectroni c kKEYSHRVICE ATl d theFIPRCHARYBS dfito%kespectivel y. The

el ectronic key device may al so be connected to the access code managenent

system e.g.1via a€abl encraneson, andecki ngaPhestatiwly,an i rfthatred or
Bl uetooth port or the |ike. The nmanual entry nay be perforned by the

admi ni strat of SRR CakteeE FEYRE’ oWHER, 2Ehé é@é@%?oﬁﬁgHFmﬁFﬁﬁfﬁglGPSa third
party. The speps, 687c092it nsfdmrldHa dd lwsd ratie  amacerssiseentrol 30
session, where an access right grantee requests access to a location via

an electronic key device 601 and a lock control unit 621. Upon request
fromthe useFlgin6§t§Bo%%8a flow diagram of a first embodiment of the

communications process between the electronic key device
601 and the lock contrecl unit 621 according to the

invention.

15 According to this embodiment, a number of access codes
are entered manually in the electronic key device 601 and
the lock control unit 621 and stored in their respective
memories, as illustrated by steps 694-696 and 697-699,
respectively. The manual entry 695, 698 of access codes

20 by a user may for example utilise switches, such as DIP-
switches, or a keypad on the electronic key device and
the lock control unit, respectively. The electronic key
device may also be connected to the access code
management system, e.g. via a cable connection, a docking

25 station, an infrared or Bluetooth port or the like. The
manual entry may be performed by the administrator, the
access right owner, the access right grantee or a third

party.

The steps 687-692 in fig. 6a illustrate an access control
30 session, where an access right grantee requests access to
a location via an electronic key device 601 and a lock
control unit 621. Upon request from the user, in step 688

a selected access code is transmitted from the electronic



a selected access code is transmtted fromthe el ectronic WO 01/40605 - 33
- PCT/ DKOO/ 00655 key device 601 to the lock control unit 621, e.g. via

i nfrared conmuni cation as described in connection with i In step
689 t NEOPEE%ontrol unit verifies the I®ceived accesgc%ggwa(ﬁ%% t he
access codes stored in the 5 nmenory of the lock control unit. If the

recei ved access code corresponds to one of the valid stored access codes,
the I ock nmechanismis operated in step 690, thereby granting access to t he
| ocati on. Th&eopetetionh ARy teonprs séoakl (Y(ﬂatrr@laﬂmbh‘r baéki rig a-heviack

mechani sm 1Qn%'r%(i%dr eéér&hﬁh'&g:ﬁ%eéé tR & denat il of %ﬁn%'c’%que%iEﬁ a

granted access ri the verification 689 of the access code fails,

the | ock necﬁ&ﬁ's%ﬁis ot Sepier 8B &dLhEn Lokt IFordged |y tdater abi Ehe above

session may heccgerer @tc%@s@n@o@teor“eld;ﬂ EHN S SR YeRed herdack gontrol 15
unit and/or the el ectronic device, as illustrated by st%fs 691 and

692, respect MEEIYY Al. t%&)%??%SFP%FE%lau§éEon& Lo it TSGR EIA t Hecess

communi cat i ordaet w@@metsb@nalse@br enkCokeynhdevhted69ioa8d atbess oskasont rol
unit 621 acc rdlng g t he |nvent|on 20 I nstead. of the n%nual entry of
access codes 8CFi AR IH- Fonréct PBRTAER 17y, B&P t RE%accEReT To¥es may
be transm ttgadnftiomm t IaecaeeessocodEerramageﬂeah syshem &ddrioioh hemay

el ectronic kﬁy devi ce 60§% nd/ or th Iocg ntrol, . uni.t

21 vi .
comuni cat i or/s EHael ¥ l%% dﬁi Gr 28°F&éphdtie &8ﬁ%ud?%éﬁééhﬁ%ﬁ

descri bed i n conrectisamiwittihg Bicges2btoThelstepsonfmbayansadt t¢dqgi aada

storing the C C r lLust rat as_steps 6 685 6b. The
transm ssi on §%%%90n$€§§5§c§é gmbodégngﬁgbeXSE%El%?ﬁ%%ﬁ]é%%ytSfth%he
el ectroni ¢ keycadewi code@0famay, f athehépck3@ecbaplisseisransnopéragedppln cati on

sof tware component §,and ppssi by Loqpuni-cat),ons, satd warg GIPoRent s, i n

order to
generated and stored in the memory of the lock control

15 unit and/or the electronic key device, as illustrated by

Steps 691 and 682, respectively.

Fig. 6b i1llustrates a second embodiment of the
communication between the electronic key device 601 and

the lock control unit 621 according to the invention.

20 Instead of the manual entry of access codes as described
in connection with fig. 6a, the access codes may be
transmitted from the access code management system 611 to
the electronic key device 601 and/or the lock control
unit 621 via a communications channel, such as data or

25 telephone communication as described in connection with
fig. 2b. The steps of transmitting and storing the access

codes are illustrated as steps 681-685 in fig. 6b.

The transmission 682 from the access code management
system 611 to the electronic key device 601 may further
30 comprise transmitting application software components and
possibly communications software components in order to
enable the electronic key device 601 to perform the

operations of storing, retrieving, selecting and



enabl e the electronic key device 601 to performthe operations of storing,
retrieving, selecting and WO 01/40605 - 3 4 - PCT/ DKOO/ 00655 transmtting
access codes. The transm ssion of application software Z dvant ageous
i f t h&VORW40E%5 oni ¢ key device 601 is a swandard devicé 00@652 PAD or a
nobi | e phone. The application software may 5 further conprise conpression
and/ or encryption features. The application and comuni cations software
conponents nay be transmitted by neans of e.g. the Internet, docking
stations, nobreesnéletosmunicaeddn (OPARS.radildebasddansswmdgiiodat i @f, | ocal

radi o based pgtwerks;such @s,1Q Bl ugtoot hye or -okhek iRaNS of i dat ane

comuni cation.” Once the access codes and possibly necéessary software
conponents afécEEBPBRFt kel £6Vand §Péréd Pn sthedagteserdnmicc SKEP dévicce 601

and the | ockpggntgol Unpbr2L, phdee St el 684p896a0f chhesaeepsse canty ol
session may be 15 perforned as described in connection with fig. 6a.

i h
I nstead of sEBFERGTt AEPHES Yat AP HRIF IS, | IR | YRIGHT dieaiitesSs21 and
the el ectronic key device 601, as described in connection with the steps

691-692 of firde Hh1ddntSiep 693 Aorddiirs: bQFITeBL rawHRS Sadadrmdd yi ng
20 the above sessi'on may be sent to the access code _ managenent system
where it is BRErBE FRIBFBHLETY, PY predes adf yo i % athrat GHeEd e Fi lOBE Shows a

flow di agramsettaohBi r hesbndi rente @fndte cagammuniccah) on bedyeemdheal
el ectroni c key device 601 and 23 the |.ock control unit 621 accg&fing to
the inventi of°™FHPSC&RbHORI menfSRs prigierabl 5235ed PRTEBRRBCt PUA W 3F an

access aqantrghusysben) aceosthag t@atHeo o Medrimuriddatsigrated in fig. 2b.
In this enbodi nent, the access <code is transmtted on-line fromthe access

code 30 nana%enent system 611 to the | ock control unit 621. It gs
nce the access codes and possibly necessary software

components are transmitted to and stored in the
electronic key device 601 and the lock control unit 621,
the steps 687-690 of the access control session may be
15 performed as described 1in connection with fig. 6a.
Instead of storing the log data 1locally in the 1lock
control unit 621 and the electronic key device 601, as
described in connection with the steps 691-692 of fig.
6a, in step 693 of this embodiment a message identifying
20 the above session may be sent to the access code
management system, where it 1s stored in step 679,

preferably in a database.

Fig. 6c shows a flow diagram of a third embodiment of the
communication between the electronic key device 601 and
25 the lock control unit 621 according to the invention.
This embodiment is preferably used in connection with an
access control system according to the embodiment
illustrated in fig. 2b. In this embodiment, the access
code is transmitted on-line from the access code
30 management system 611 to the lock control unit 621. It is
an advantage of this embodiment that is not limited with

regard to the amount of data which can be stored on a SIM



an advantage of this enbodinent that is not limted with regard to the
anount of data which can be stored on a SIM WO 01/40605 - 3S -

PCT/ DKOO/ 00655 card, as well as the handling of a SIMcard by a specific
net woVkO B1#96@& or . An exanpl e of an accesg control sessPGHDHBEWSE ng to this
enbodinment is illustrated in fig. 6¢c. Upon request from 5 the user, the

el ectroni c key device 601 contacts the access code managenent system 611 in
step 671. The electronic key device 601 may for exanple be a nobile

station, sucha2g,aaBohihe kel eRBORENAIidgPRA a ps i efabh Yoy SApHSEdi N WAP. A
WAP application alkoms the electronic 10 key device according to the

i nvention t o 6&"RBAaGRE 2P hout invol ving a network operator.
Alternatively, the on-line conmunication may utilise another

comuni cations eghapnel orsHEN288eSMBcohfr St €Pe 6920n t HECAEELSS €OU s _
managenent sys eah611 identifies the electronic key 15 device 601, e.g. via

its SI'M card<BrPeanBEREr *5i déHﬁSﬁr@&ﬁdorf—.nmi%teé%%polnhef%@e%s IoTe

nmanagenertt  syist emédl thanseidstiaids mddyondabosé ascai | abheactecations to
the el ectronic kegndeV|ce 601. In step 674 %ﬂg tr_ansn}atted%%ﬁfor,T tion

may be di spl 876§°6n theS 20 BI2ETIYNT ¢ Wy Fevi®dd 60F, ShaPt he' tiserHay
sel ect one okletheodispli@peddéorcati @03 afay} OEkrc@Man@launbéSa Anobile

correspondi ng.r est _is,sent tg the access.code nan nt_syst 611 in
t he subseque%?a§g§8’67g?hlﬁssﬁeﬁ&h§;§(%%;§%ﬁ%¥%é”%éﬁggﬁgﬁéﬁgﬁ%ﬁFﬁ% t em
611 cont act s stbgpo25iogr Wa&Pporfdi WP | epkltoatioh afilbwe2trhandelda@nsimis t he
access coqfe t | dent f ] i fot el.ectrani c k evice 601, In
step 677, thgggocgg%%%%ro Jdl?%%{mgponftegctgﬁet hlem’iedlgcnjtolnfi gé elg%ctr?aonn&}%e%ey
devi ce 601, piéhensblinveilging shoratweangerearhtfoast Addramns tciatdlons Whannel

such as 30 Iro‘iialQBeBlc%%‘aﬁtilaat%hc%aiyn &8P £88 1Iansf &L S S cations
channel, such as SMS. In step 672, the access code
management system 611 identifies the electronic key

15 device 601, e.qg. via its SIM card or another
identification. In step 673, the access code management
system 611 transmits information about available
locations to the electronic key device 601. In step 674,

the transmitted information may be displayed on the

20 electronic key device 601, and the user may select one of
the displayed 1locations or lock control units. A
corresponding request is sent to the access code
management system 611 in the subsequent step 675. In step

676, the access code management system 611 contacts the

25 corresponding lock control unit 621 and transmits the
access code and the identification of the electronic key
device 601. In step 677, the lock control unit contacts

the identified electronic key device 601, preferably via

a short range and fast communications channel, such as

30 Irda or Bluetooth, which in step 688 transfers its
identification information to the lock control unit 621.

In the subsequent steps 689-690, the lock control unit

621 verifies the identification of the electronic key

device and operates the lock mechanism. Subsequently, the



identification information to the lock control unit 621. In the subsequent
steps 689-690, the lock control unit 621 verifies the identification of
the el ectronic key device and operates the |ock nmechanism Subsequently,

t he WYQOW/4860505 - 3 6 - PCT/ DKOO/ 00655 Ixck control ufiGE/ERY%4Rd | og data
to the access code nmanagenent system 611, as already descri bed above.
Figs. 7a-e illustrate the data fl ow between the access code managenent
system 711, the electronic key device 701 5 and the lock control unit 721
in different lacges®rdoge eoht r bkyscenar ilosy adzor ding the tdrecdgwemtdan.

(9. ra correspandache Lhecenbadi ol descihbedeLorsgopnestion Wth fig.

6a, where access codes a transferre ine fromthe access code
managenent 10 system 711 to the key device 701 and the | ock control unit
721, as ill ustoat-ed’dye t heldashete athewsidts f fgow 7hetwhepl urhal i agcafs val i d

access codes k. he-sbanede! a,they ohect 0ol g ke, devi og.J0d.pnd th | ock

control unit respectively. During thée actual “access’ contTol session,
15 the el®ect rodi cCikeyldeyi centgel tudisniiks anseliddesentacomssscoeede o t he

| ock control dé@l!ttrov%ce\ﬂ!_@%esaaczfsﬂﬂhga%oehésiﬁ%m&?d- I't is an
advantage of this enbodinent that it does not require on-line

comuni cation between the el ectronic key device 701 and the access code 20
management systdem 781 ceriesweadst h&ol otkecoarbotiimant J@dcahekd helraccess

code managenenfrsystem 7111 geigb ildustrates, an epbodi ”%Btdi?s\m%fae access
codes are only transferred off-lIine to and stored in the lock control
unit 721. DuriRgstieeraccessicdhbrol I5¥ssitEie BlfERS eFeéer oprkakEeevi ce

701 sendsp a reQuest 101 the agLesgey Cade:iFBNAGRANBI g SYgtemorhl, oM &
verifies the ‘identification of the electronic key device 701, for_ exanple
via a SIM carditandlserds 1a 186 rasEEnaAYng acéessed arrows in fig. 7a.

A plurality of wvalid access codes may be stored in the
electronic key device 701 and the lock control unit 721,
respectively. During the actual access control session,
15 the electronic key device 701, transmits a selected
access code to the 1lock control unit 721, where a
verification 1is performed. It is an advantage of this
embodiment that it does not require on-line communication
between the electronic key device 701 and the access code
20 management system 711 or between the lock control unit

721 and the access code management system 711.

Fig. 7b illustrates an embodiment, where access codes are
only transferred off-line to and stored in the 1lock
control unit 721. During the access control sessicn, the
25 electronic key device 701 sends a request to the access
code management system 711, which verifies the
identification of the electronic key device 701, for
example via a SIM card, and sends a corresponding access
code to the electronic key device 701. The electronic key
30 device 701 then sends the access code to the lock control
unit 721 which compares it to its stored access codes. It

is an advantage of this embodiment that 1t does not



code to the electronic key device 701. The el ectronic key 30 device 701
then sends the access code to the lock control unit 721 which conpares it
to its stored access codes. It is an advantage of this enbodi ment that it
does W&OUAPSIS1/ 40605 - 37 - PCTI DKOO 00655~ require stf&T4YE0653 | arge
nunber of access codes for different locations in the electronic key
device 701. In fig. 7c, access codes are transferred off-line from the
access code nanagenent system 711 to the electronic 5 key device 701 where
t hey are storeduinenemorpgeDwi ng tleer@ccessbeontafol asesss onpdeke for

el ectroni ¢ kgyedeyle 701 1Lansits,a oel aclaf aceassigads tathe |ock

control unit in turn contac e access code nanagenent
system 711 and transmts the received access code to the 10 access code
nmanagement systéﬁ@?lIhLThecaesesso@@deenmanageneﬁErsyét@ﬁﬁ?linperﬁnmms a

verificati Ontﬁgd a%%@gé 2o ee%%g)gaﬁ%nto %a%hgt%'\ﬁl) ?O@%r Oé unélteg?%n%b ‘3@5 ch may

then operate the loc ani sm an age of
t hat accéss &@de@aﬁnpﬁuﬂﬁ&iwbeb@ shevedirat dE01¢R aoce&@ocddelhuwagenent

system 711 apdc.iB-tbes e£§€£59ni&s§§afnﬂeyﬁg e V0L r 4 £ 118 78 AGGeSH) codes

are transferred off-line fromt access code nanagenent systen1711 to the
| ock control trappRri?o1a PREfAEEE hecaeeeseodant? othseksilorconteo ponit

el ectroni c keyidevjrGen/Odn t LaRaMdS ta drequast £ore8s selected right
to the access code managenent system 711 which verifies the identification

of the el ecfVSRFER Kéy ae@. E&2peTi8Ad t8ende e 106 es1569di F9deadGesd ¢ode to

the | ock ccontkeksyni tod2l. ndhegbREkt 25s ¢ondfiol 71mit T2l perd B @de
verification against the stored access codes. In fig.. 7e, access codes are

transferred BPF2PEREFro¥F tehe’ htcRREICHHR %dW%@éﬁﬁﬁt%ﬂﬁn%ﬂﬁ“ﬁﬁPQ%w%oth
t he | ock reply back to the lock control unit 721 which may then

operate the lock mechanism. It is an advantage of this
embodiment that access codes only need to be stored at
15 the access code management system 711 and in the

electronic key device 701.

In fig. 7d access codes are transferred off-line from the
access code management system 711 to the lock control
unit 721. During the access control session, the
20 electronic key device 701 transmits a request for a
selected access right to the access code management
system 711 which wverifies the identification of the
electronic key device 701 and sends a corresponding
access code to the lock control unit 721. The lock
25 control unit 721 performs a verification against the

stored access codes.

In fig. 7e, access codes are transferred off-line from
the access code management system 711 to both the lock
control wunit 721 and the electronic key device 701.
30 During the access control session, the electronic key
device 701 transmits a selected access code to the access
code management system 711, which, possibly after a first

verification process, forwards the access code to the



control unit 721 and the electronic key device 701. 30 During the access
control session, the electronic key device 701 transmts a selected access
code to the access code nanagenment system 711, which, i}ab%safter a
firstWOMA%cation process, forwards-the access codepfﬁa%s'ﬁ’g 01/ 40605 -
3 8 - PCT/ DKOO/ 00655 | ock control unit 721, which perfornms a conparison
wth the stored access codes. Alternatively, the last verification in the
| ock control unit 721 nay be omtted, in which case the access codes only
need to be stefkdcpptrglt Naljcckds cddechapaybpens sysoamarison| wijtd

understood that otherdatazilovs Orco%%g?i n@%ﬂ%@éivél@ abpoye fligus are

possi bl e according to the invention. a-b show exanpl es of the

. . : g. . )
sof twar e ar cHf¥e€tedeloctdrdihgt oK temi erbdithent &2 oMathdd myritiesh. 10

Referring toihi gni8R, chbe ampl keakkonc8QbEVWBHE yOhckhe £ ChRCIdttE key
device 801 is stored in the menory and executed on the processing unit of

t he el ectr onFRekRFCEHRVFREE FOAN 2 MY FY PP i lconnection with the
enbodi ments illustrated in figs. 5a-b, where the nenory 15 507a and the

processing untt i §08nakLs8hOMN:hdNet1dPP| dLdd | oL wofdMmarsupefierall v r
conprises an access code input nodul e 865 which receives the access codes
input by a G88raPera the keypadoshl ' Grer e hdceddicddeeritiosn access

code register 861 which is preferably physically 20 located in the RAM part

507b of the pegorys0yY. sABwACERESp1690& 1 elchicevah r FRpguL € Lok ineldtheves
sel ected access codes fromthe access code register and displays them on
the displ ay2562Td61RI pheskeo t R E H e He ficdde dgdentiansni ssi on nodul e

863 which controls the transm ssion 25 of the sel ected access code to the
| ock conty ol RE@EEr@g%- tolhe; @pplgizcat ¢ 0 %9%@%5%i8§y Jduthgre coaPrinze a | og
nodul e 864, preferably wth interfaces to both the access
electronit key device 801 is stored in the memory and
executed on the processing unit of the electronic key
device 801, as described 1in connection with the
embodiments i1llustrated in figs. 5a-b, where the memory
15 507a and the processing unit 508 are shown. The
application software preferably comprises an access code
input module 865 which receives the access codes input by
a user, via the keypad, and stores the access codes in an
access code register 861 which is preferably physically
20 located in the RAM part 507b of the memory 507. An access
code retrieval module 862 retrieves selected access codes
from the access code register and displays them on the
display 502, or passes them to the access code
transmission module 863 which controls the transmission
25 of the selected access code to the lock control unit 821.
The application software may further comprise a 1log
module 864, preferably with interfaces to both the access
code input module 865 and the access code transmission
module 863. The log module 864 may store relevant log
30 data in memory, such as information about when which
access codes were stored, changed or deleted, or when
which access code were transmitted to which lock control

unit.



code input nodul e 865 and the access code transm ssion nodule 863. The | og
nodul e 864 may store relevant |og 30 data in nenory, such as information
about when which access codes were stored, changed or delehe%5 or when

whi ch YR80S 0de were transmitted to-wsiscch | ock cont riStPBRYESSSwo 01/ 40605
- 3 9 - PCT/DKOO/ 00655 The software conponents executed on the processing
unit of the lock control unit 821 are stored in the nenory of the |ock
control unit 821, as illustrated in connection wth the enbodi mrent of the
| ock control Thai tsodhomrel It BHfdngRts2 e xecyird eon hé hee mirqc 223 randint hie

processing ugict 11222 ke showRy [hesahtvwane %@H}%fberhté e thedafkr
control unit 821 conprise an access code input nodule 876 for receiving
access code @8falogfutCBEr® luserili @2l usér 1lilmsdredcs 276 epnrgetiEr | nput

means. The aggess tGRAecA0o4 MRt MBgul €, 876 8k0res the agLess seede data in
an access code register 871 in the nmenory 223. The | ock control unjit 821

further conpfi§és &A@ Scc¥8€Tecdde METEFE ot ol 187 PrFR T te & Ves t he
access code pvpangpittegohy. t henel et Keyngeveee s804s Thege acLess 15
code reception nodule 873 interfaces with an access code verification
modul e 872 r ESPORSIOPBIFof 2t he“WRF I FRcali dhcedf fﬂ%erb%%?@é%?%%%%s§7§ode.
The access cagde verkfiiveati aBceppdubae8d2thasnput t hera ageessvin 4 hesaecess
code register, 87 foré%gérievin %%Pred access codes_and conparing. them
20 with the r8¢&rvaaca sCCodB it attRYE JEEE Sver THT c&CC61 Snodiiie 872
further 10 nt enbacescduilh a7boekocont thet aodubte 8ddei datsdet 410 aP@sss
i nformation %%%%t %hes%gsukglof t § v§r$f£caﬁign to the lock control unit
874. The | ock°EontrorSmodul e~ 874 ege%e?a¥es a ' control signal which is
sent to the lock mechanism (not shown) and initiates operation of the | ock
The lock control unit 821 further comprises an access

code reception module 873, which receives the access code
transmitted by the electronic key device 801. The access
15 code reception module 873 interfaces with an access code
verification module 872 responsible for the verification
of the received access code. The access code verification
module 872 has further access to the access code register
871 for retrieving stored access codes and comparing them

20 with the received access code.

The access code verification module 872 further
interfaces with a lock control module 874 1in order to
pass information about the result of the verification to
the lock control unit 874. The lock control module 874
25 generates a control signal which is sent to the lock
mechanism (not shown) and initiates operation of the lock

mechanism.

The software of the lock control unit 821 may also
comprise a log module 875 responsible for logging
30 relevant data and events and storing log data in the

memory 223.

Now referring to fig. 8b, a second embodiment of the

software components of an access control system according



mechani sm The software of the lock control unit 821 nay also conprise a
| og nodul e 875 responsible for logging 30 relevant data and events and
storin Iog data in the nenory 223. Now referring to figﬁ8b a second
errbodf”ﬁ)é’d{“ ¥ the software conponents afy an access c &Rt °°’é’?f§fem
according WD 01/40605 - 4 0 - PCT/ DKOO/ 00655 to the invention al so

conpri ses the software of an access code nmanagenent system 811 as
described in connection wth figs. 2b-c. The software of the access code
nmanagenent sgst éhe8livenhpeisassancampessesotee gentreaiomb amohﬂ@saslz,

responsi bl e Eggeg:r%{aagt;n{ggbtgglgg?%eﬁata 3%00&%&916&1“13 Q{&g{e % £ ess

rights. An exanpl or mat an access own in
fig. 4. Thewatbes$§ig6de génerat ifos nsdditerage? pdssddha heﬂCC@eﬂr%raitCéiﬁ access

codes to an ﬁﬁﬁgéém%ges?@‘@éﬂeé@ﬂtcéerpPPQélé eaﬁlélcc\,’%&hcdée responsible for
adm nistering thé accesS codes, i.e. storing themin a database 815

t oget her i t ROFBL8vaRi2dat ASaPOUEIPhe rEPAt edeREPEREHINI ACHSF dSAES, | ock

control unitgccheaahhors, AGCEFSIdNtacQMer 51 @@gesmregahp%a%tfe%s, etc.
The access code 15 nanagenent nodul e 814 preferabl provi des suitabl e user

i nterfaces fBPSFAPLEt FRG2ak® Fiddnidy 3 %9%%%Sd§@§e 1puPPREPNEre i access

code management nedule &k meydechaneheraddih i onrluiadmsnst patsyve tasks,
such as autonatic ?pl ration of access codes, initiation of access code 20

transni ssi on 9EGSEPEEEr 0ATCERRY TedCandPor 2F6ERS cOTET o™i 4L e the

access cade mrBHagenests mﬁuba 84 rieBbentaces Wdh aAmaecessrengde the
transm ssi on nodul e 81

ody 8 g ich, upop request handrlles th(g t ransm ss]u,%n of
access code& F65Che 8FEELr ohi & ke - ABVIEes AFH/ ot | otk THMTHIC 25 Uhi ts,
for exanpl e hygetrpkenenthngecireaar marte layers tfe related electronic
key devices, 1lock control units, locations, access right
owners, access right grantees, etc. The access code
15 management module 814 preferably provides suitable user
interfaces for inputting and viewing relevant data.
Furthermore the access code management module 814 may
handle additional administrative tasks, such as automatic
expiration of access codes, initiation of access code
20 transmission to electronic key devices and/or lock
control units. The access code management module 814
interfaces with an access code transmission module 813
which, upon request, handles the transmission of access
codes to the electronic key devices and/or lock control
25 units, for example by implementing one or more layers of
a layered communications protocol used for the

communication.

The software of the electronic key device 801 comprises a
corresponding access code download module 860 adapted to
30 receive the access code data transmitted by the access
code management system 811. Similarly, the software of
the lock control unit 821 comprises a corresponding

access code download module 870.



a |l ayered comuni cations protocol used for the conmmunication. The software
of the electronic key device 801 conprises a correspondi ng access code
downl oad nodul e 860 adapted to 30 receive the access code data transnmtted
by t h&YQReY4$eS code nmnagement system 811471Similarly, tH/BEIVWREIe of the

| ock control unit 821 conprises a corresponding access code downl oad
nodul e 870. WD 01/40605 - 41 - PCT/ DKOO/ 00655 The software of the access
code nmanagenent system 811 further conprises a |og nodule 817 which is
adapted to iPrerfsadewaireh d¢hetheg awrthd £sc864, @itz geinenite ey ecemoniléd key

device and the,}ogk, cnnhpol (Ui & 1esneckivel ¥1,This & Spftuars. Lat erf ace
preferably utilises the Same communi caiions interface as the transm ssion
of access codeserface swilh ddvaneganaiuldd $enbddiomert thieate lleogrodara may
be transm ttedepnabynee faom the gheet oRkeokeyy;devieg da] sadior shhe | ock
control unit 821 to the access 10 code managenent systgn1 11 Pre erably,
the | og data $oftwWies ed i e Ghat afasf FEDP lof t heiddsess colte nmamagenent

system 811. Theuh@iBEdM 1tch£ONMREBERL Se 86k 868c Oft e 1@l8ehy ok C Jkey sdevi ce
801 and the conmponents 871-874 of the lock control unit are described

above in conn€®t®on L1i5 WM t ARf i3VaB&2IPheC Softbher emdfodimendc celzat céqe

nmanagenent sysiem 83F BBY trlskier o158 oner&f PRE ecadditbanal xgervice
nodul es 816 ich r’r&i pro(\%/) de additional services such as statistics
e G ey

about the use?®f1¢h Todd¥® dLdeHHed WO b $2dotRetroRCHEER fig.
3. Preferabl ycotbenanegssecodeypapagenent mysteomil] 4HOVigleSdata is
functionality Wni%h. Sﬁgurea Lul | i ?hgl [ i t% for the access right hol der
about the stof B0 Thf OF nhET ofi2 - aBd%E 8EcEBE AFGRES. CPFcoPearACRRBT
hi ghest | evelspftem 811. The remaining components 861-863 of the

electronic key device 801 and the components 871-874 of

the lock control unit are described above in connection

15 with fig. 8a.

The software of the access code management system 811 may
further comprise one or more additional service modules
816 which may provide additional services such as
statistics about the use of the access codes as described

20 in connection with fig. 3.

Preferably, the access code management system 811
provides functionality, which secures full visibility for
the access right holder about the stored information
about the access rights. To obtain the highest level of
25 security all electronic communication may be encrypted
either by a specific protocol or by means of a standard
encryption method, e.g. RAS, Digital signatures, public

key certificate, etc.

It will be appreciated that, for the management of the
30 electronic keys, a company may make special software for
customized management of the key information for several
different suppliers, e.g. of the type which is mentioned

at the beginning of the description. The customized



25 security all electronic conmunication may be encrypted either by a
specific protocol or by neans of a standard encryption nethod, e.g. RAS,
Digital signatures, public key certificate, etc. It will be aE reci at ed

t hat , WQP1/408% nanagenent of the 30 electisanic keys, FCTHNEUH ﬁ%ay make
special software for custom zed managenent of the key information for
several different suppliers, e.g. of the type which is nentioned at the
begi nni ng of the description. The custom zed WD 01/40605 - 4 2 -

PCT/ DKOO/ 0065 Lwsdlomtsi owesy nays@l sevhavedorponrpdarat ethdreerei th¢ héedegeee  of
data security pch i e ry.for.th i er Of ood . serykces
concer ned. Tﬁu@éﬁ{aige%gﬁ%gf\%%f%}? tl%at%et%%glrggr ref%é,revtgnreal g%égglrigfyg%evel S
in a buildi ngawdsa Bndomraniicesherensenpeguppliver,s dhl yishaventeipasset he
first level 1thh"¥”r_' |8, Qther SupRliens s%%\ﬁ%itt? @@%%1@' gher ES?E&&E% okeyels.
Preferably, the access coge managenent system 811 nmay further conprise one
or nore i%terCfCé‘Qf@SWtro vielrer sopst emPrligrsl18nily bryer tporesmbrhe Ahust

integrate the Acoesscade Jrragenehh isyst a8l Wb Bs0LhgheSCLYEGESEy Thi s
integration may allow the access right owner and/or the "access ri gh¥

grantee to i nki¥lfce with the access code managenent system 811 fromtheir
respective 15 admnistrative applications, e.g. froma SAP solution or

fromuwi thin anotherpstandand ofcJU-Qpr LeLar % GUUMEE  basednadmini gtyation

system Integration sérvices nmay also extend to other external services
such as GPS naVilgeth P RSP TEN P G5y st ebet T2 %P wheretide FBHEaeRdn of

| ock conipol gyt snanddelects oBbapkey de\ cestipyabe kocatpdada thger
respectl ve conmuni cations interface to t,he access code nanagerrent ) syst em
811. This i n RPN esSYRREMan Hcces¥iéhnt rofher  services.  This

integration may allow the access right owner and/or the
access right grantee to interface with the access code
management system 811 from their respective
15 administrative applications, e.g. from a SAP solution or
from within another standard or proprietary computer

based administration system.

Integration services may also extend to other external
services such as GPS navigation systems and GIS systems,
20 where the location of lock control units and electronic
key devices may be located via their respective
communications interface to the access code management
system 811. This in turn implies that an access control
system 811 according to the invention may be used for the
25 tracking of access events of mobile objects such as

containers, boxes, vehicles, etc.



system 811 according to the invention nmay be used for the 25 tracking of
access events of nobile objects such as containers, boxes, vehicles, etc.
WO 01/ 40605 - 4 3 - PCT/ DKOO/ 00655 CLAIMS 1. A nethod of controlling
accesWOy4e605 ocati on secured by a | ock,gechani sm conPFEPRAYYSS a | ock
control unit including first storage neans, the nmethod conprising the 5
steps of storing a first access code in the first storage neans, the first
access code being indicative of a predeterm ned access right to the

| ocation; st@rAINg a second access code in a second storage neans; 10 using
an electronic key device for requesting access to the |location by
initiating t{an n‘it%iﬂna tt}e se ong access code fro%he second st or.age
means to the 1 ock™EGAPFOPT GRISr Cdpdr iHF S Te tF anshPEEEdCBes6fd & cess
code wth they 45 fddlstmackessSseodenstronadd oy he flack séwtage neamns; and
if the fi rst, access coﬂler corres ondsmto t he geconﬁha cess rgodgg itHieti ating
operating the Tock Hec an?%n‘? -39 BT RO abior &F gO o “CI"BIr i1 9wherei n the
el ectronbc «espdevice is a nobile comunications device. 20 3. A nethod
according to any one of the clains 1 through 2, wherein the electronic key

device conprises. the_s conﬁ st.orage neans 4h A rrg%?od accordi ng _to any

one of the cT%?lfrlsn(%L ‘?hr(l)ﬁgsg agfse\?ﬁercéﬁdﬁ tlhné %é%o%%l of’gaéa Bans '8’ a

renovabl e 26hstDiage aockde adiptedno belircermwablof iangertederntioetihe

electronic k ice : t rding to any one of the clains 1
t hrough 4, %%éri%él/n Jt%hetlsrrt\esﬁhtgﬂ;e p%%aﬁtg%%éorrpri ses the step of WO 01/40605 -

4 4 - PCT/ DKOO/ 00655
storing a second access code in a second storage means;

10 using an electronic key device for requesting access to
the location by initiating transmitting the second access
code from the second storage means to the lock control

unit;

comparing the transmitted second access code with the

15 first access code stored in the first storage means; and

if the first access code corresponds to the second access

code, initiating operating the lock mechanism.

2. A method according to claim 1, wherein the electronic

key device is a mobile communications device.

20 3. A method according to any one of the claims 1 through
2, wherein the electronic key device comprises the second

storage means.

4. A method according to any one of the claims 1 through
3, wherein the second storage means 1s a removable
25 storage module adapted to be removably inserted into the

electronic key device.

5. A method according to any one of the claims 1 through

4, wherein the method further comprises the step of



transmtting the second access code fromthe electronic key device to the
| ock control unit. 6. A nethod according to any one of the clains 1 through
5, wherein the step of transmtting the second access 5 code fromthe
secon¥ @ e neans to the lock controlyunit conpri s@®ETINDOLPESH of
transmtting the second access code via wireless data communication. 7. A
nmet hod according to claim6, wherein the wireless data comrunication
utilises infrared data conmmunication. 10 8. A nethod according to any one
of the clai meranshioughg7 thehereeiond hecoes hodobfiar tthrem aorgré sestidei st ep of
transmtting ng %icongun%ﬁatiogg geﬁgor ,..at_least one access code from
an access coggy ﬁaggﬁe Y y%te%1 oCA 5Bt et tY one of the el ectronic key
device and the lock 15 control unit. 9. A nethod according to any one of
the clains léthrougitho8, avkereingt he neivhethd urft hefe camuimses tHheowsgreps of
sending a reguest fron1tggﬁelq%tron%c key device to_an access code

I'ng

management syst e Comgt i THE s8tond i GHgget e afs SoPFarfi i35 ng t he
second accessodededfamontiidesacords stodegemanagenetnd sist dmdko @orsetcelct ed

one of the e roni i ndt |l ock, contral unit. 10. A nethod
accordi ng toh§%§ ggggggg¥ﬁeg§¥agggslggh?gﬁaﬁmlaglEE %&%ﬁ%ﬁ?? %k?%%ﬁiﬁxi
further conprcicslesvibewstepeof datarcommanptatadity of access codes for a

plurality of respective locations in the second storage neans. 11. A

nmet hod according, t o] . | _ai 1 through__10, erein he nethod
further conp??sggzﬁﬁgg%%e%gggidggss&&ﬂéﬁ%%pp?hrﬁgﬁfﬁl%ftggi(f%h%%é% codes
correspondi ngla® 0b/A0805atigqnsuti PCT$ HKOD 00655 data @immalidak igh.

respective access rights in the first storage neans.
10 8. A method according to any one of the claims 1 through
7, wherein the method further comprises the step of
ftransmitting, via a communications network, at least one
access code from an access code management system to a
selected one of the electronic key device and the lock

15 control unit.

9. A method according to any one of the claims 1 through

8, wherein the method further comprises the steps of

sending a request from the electronic key device to an
access code management system comprising the second

20 storage means;

transmitting the second access code from the access code
management system to a selected one of the electronic key

device and the lock control unit.

10. A method according to any one of the claims 1 through
25 9, wherein the method further comprises the step of
storing a plurality of access codes for a plurality of

respective locations in the second storage means.

11. A method according to any one of the claims 1 through
10, wherein the method further comprises the step of

30 storing a plurality of wvalid access codes corresponding



12. A nmethod according to any one of the clains 1 through 11, wherein the
nmet hod further conprises the step of 5 storing in a third storage neans
information about attenpts to access the location. 13. A nethod according
to anyYOdMO@s the claims 1 through 12, gherein the pPEH@PMSARd access
right conprises a first attribute specifying a property of the 10
predeterm ned access right, and wherein the first access code conprises

i nformation about the first attribute. 14. A nethod according to any one of
t he cl ai ns 1 tbhrooughirall, t whef erasphet predeteensnedgaceeds ramghtfiast a
validity period _and wherein the first access code conprises 15

i nformation 5686€th8e33FTdity period. 15. A nethod according to any one of
the clains 1 through 14, wherein the nmethod further conprises the step of
i nval i dati ng 1theaf meshodcaessraade. td6anfnoascessticontI olmsystemdogh

controlling cess, to a | ocation secuyred by a | ock hani th
access contr ﬁ’ SV%?%%%%O i sT'h h%% éﬁ%ﬁ?%%hi%oﬂ%§lﬁ%§r§:% né?géiﬁa first
st orage neanstoadapt ednt oast bhérdat atbreos |ideatbsfyimfomangptiomal | dyowf

predeterninegt%%%%%g tights, and fifst_transmtting neans 25 adapted to
transmt a first control “sirgnal PRdicatrve of a request for granting a

requested one of the plurality of predeterm ned access rights; and a | ock
control unit li3ncRudientpotli estordéepvinganganse aflaphedciaimeckei veraigecond

control signgl, i ”ﬁ%é@éiﬁ’etﬂ‘é %%d%tre%g%%% forceqsrsan%iinlgtt ey .‘%‘fi%%%t ed
access right, " firs proce55|n§ means a apte&“fo performa verification of
the WO 01/ 40605 st 4 &ttLrPCTABKOO/sPEBE5S vingcei ved meguestty andTtonttlad neans

g?ap:ﬁg %gr: F%g%&%ﬁmgﬂgﬁagkggsgh%ih%%K %E%P%Méygf#”¥ﬂgﬁf¥ké¥]ééE%§§SU|t
code comﬁrises information about the first attribute.

14. A method according to any one of the claims 1 through
13, wherein the predetermined access right has a validity
period and wherein the first access code comprises

15 information about the wvalidity period.

15. A method according to any one of the claims 1 through
14, wherein the method further comprises the step of

invalidating the first access code.

16. An access control system for controlling access to a
20 location secured by a lock mechanism, the access control

system comprising

an electronic key device including first storage means
adapted to store data items identifying a plurality of
predetermined access rights, and first transmitting means
25 adapted to transmit a first control signal indicative of
a request for granting a requested one of the plurality

of predetermined access rights; and

a lock control unit including first receiving means
adapted to receive a second control signal indicative of
30 a request for granting the requested access right, first

processing means adapted to perform a verification of the



17. A system according to claim16, wherein the 5 electronic key device
further conprises first input nmeans for receiving data itens identifying
predeterm ned access rights. 18. A systemaccording to one of the

cl ai mVABI406# ough 17, wherein the el ectyonic key dev&(émPé‘?Wéﬁs 10
conprises second |nput means for receiving data itens input by a user, the
data itens identifying predeterm ned access rights. 19. A system according
to any one of the clainms 16 through 18, wherein the el ectronic key device
further 15 cerprivees tduuakt, npalrhd rreanSradapﬁe@dst mda@xx@jd/etd npoitfsom a

user indicatin sel e t| on, of, a e of t pl ur y_of cce S
rights storec?pl%n atthélgfl F&t £ a@%c ﬁ%éﬁ%} dSRangn‘-E& & ?Fé"aens CE ot i%%l ayi ng
i nformati on abhgutverdtfilceasbtnone of the pl urali ty of access rights stored in

20 the first storage means. 20. A system accor di ng to any one of the clains
16 through 97 wh&re n_the data itens si;cored n ﬁt irst torag nmeans

conprise access codes ¥ orcpredet 8 vifigd Sccgslélfnlg Y. 25995 shtem
according5to eitrﬁctamwf keelye delvaices £16 thelr coghr26eswhérst niapsel eedesl one

e Feques e e ST e L0 NS DL BoR B L LB REA R0 £00C, 01
t he requeste ACCESS T ght system acc Fdrn o-any one of “the"cl ai ns
16 30 throughdks.wherein the electronic key device is a portable

comuni cati ons device. WO 01/40605 - 4 7 - PCT/ DKOO/ 00655 23. A system
according to By gnedgé% he Cclc%'rrcrﬁ et%ﬂgorg h 22 w?er rie i rsi

receiving neans is a F6 recel i gnallm524 A
syst em accor dimgpuad ahY/ onéfleafeimhetbéalerﬁszcﬂtﬁronlc key device further
10 comprises second input means for receiving data items
input by a user, the data items identifying predetermined

access rights.

19. A system according to any one of the claims 16
through 18, wherein the electronic key device further
15 comprises third input means adapted to receive input from
a user indicating a selection of a first one of the
plurality of access rights stored in the first storage
means; and display means for displaying information about
at least one of the plurality of access rights stored in

20 the first storage means.

20. A system according to any one of the claims 16
through 19, wherein the data items stored in the first
storage means comprise access codes for predetermined

access rights.

25 21. A system according to any one of the claims 16
through 20, wherein a selected one of the first and
second control signals comprises a first access code for

the requested access right.

22. A system according to any one of the claims 16
30 through 21, wherein the electronic key device 1is a

portable communications device.
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pr edet er m ne

, Wherein the first control signal is a wreless data

ns signal. 25. A system according to any one of the clains 16
t hrough 24, wherein the first transmtting neans is an infrared

comuBQH40¢i§s port. 10 26. A system accerding to any FSA@PIRVPERE ) ai
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ceiving data itens corresponding to access codes grantin
d access rights. 15 27. A system according to any one of

s 16
nput
g

t he

clainms 16 theough 26;stdier eickotrhiiénlgocko caatty obneni ¢ £ f wHheelaeppprises

fifth input
correspondin

I Vi ta it i nput. b , the dat
S s R b SRR

itens
20 28.

A system accardiregetioeanizeofiéeref thetcbai s5g241.t hrough 27, wherein the

| ock contro
a plurality
for respect

unit further conprises second storage neans adapted to
f, data _25 itens corresponding to a plurality of acces
%\fle‘ pir\‘edsexfs’ererﬁn n&¢ “8EEed r€%htag1,y aﬁa‘evm%fei %hgﬁﬁ??gt Pe

store
codes

processi ng nedmouigh add@pt edheupon rebei ptinst thensecbndstomdéY olisignal, to

conpare the
with at |eas
st orage nean

access '¢odes stored in the seco
s. WO 01/40605 - 4 8 - PCTIDKOO 00655 29. A system accord

Ph%%ge%%cgagap%gggﬁgﬁggg?gggegiviglghe second control sig

nal
nd
ing to

any one of thke.clainsyditent lcaoghi?d, wherein vhe syst emd uclhenscandri ses

conmputer ne
plurality of
rights and i

10

15

20

25

30
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26. A system according to any one of the claims 16
through 25, wherein the 1lock control unit further
comprises fourth input means for receiving data items
corresponding to access codes granting predetermined

access rights.

27. A system according to any one of the claims 16
through 26, wherein the 1lock control unit further
comprises fifth input means for receiving data items
input by a user, the data items corresponding to access

codes granting predetermined access rights.

28. A system according to any one of the claims 21
through 27, wherein the lock control wunit further

comprises

second storage means adapted to store a plurality of data
items corresponding to a plurality of access codes for

respective predetermined access rights; and wherein

the first processing means 1is adapted, upon receipt of
the second control signal, to compare the first access
code received via the second control signal with at least
one of the plurality of access codes stored in the second

storage means.

cess



first conmunications neans adapted to transmt at |east 10 one access code
to a selected one of the electronic key device and the |ock control unit;
and the selected one of the electronic key device and the |ock control

uni t Wardifaesosconpri ses second comruni cations 15 neangCcadag@beessso recei ve
the transmitted at |east one access codé. 30. A system according to claim
29, wherein a selected one of the electronic key device and the |ock
control unit further conprises third comuni cations nmeans for 20

transm ttingpol 0 AN comRUt SEBBANSy & | REQr MBLLON, £ SitgRal i pdjcatiye of
i nformati on about thé corresponding™ transmtted or received request for

granting thethregabsted Weeessnr Fight Sysuem Afayshem Gt i oy Y RIHEOne of
the clainms 28c225 tHEOUgIng0, wherein the first communications neans is
adapted to transmt a third control signal to the lock control unit
initiating invalidation of at |east one access code. 32. A system

accordi ng t otanydoBeoghgthaecehai BBladted3@ ot Heugh 31 wheareiyn dheidteguest ed
access right .conprises a first attribute specifying a rogerty of the
request ed a&%sg rTYHE SR Mifer EPn 1HEFTTSEE a E@ggtégﬂé BT

i nformati on aboutst hedf instuditdgibedeecWrOILADEDS coded - PCT/ DKOO/ 00655
33. A systemaccording to any one of the clains 21 through 32, wherein the
request ed access right has a validity period and wherein the first access
code conpri $essicnfoommahicataboat rdamsvaddaited pesi odanbm34. aA |locdkstcontro

uni t for, pise il 3 systemagcqrding Lo, oy one gt the challpe 48 L higuah 33,
wherein the I'ock " control uni conprises first receiving nmeans adapted to
recei ve a conervokeskegdathe lock control unit; and

the selected one of the electronic key device and the
lock control unit further comprises second communications
15 means adapted to receive the transmitted at least one

access code.

30. A system according to claim 29, wherein a selected
one of the electronic key device and the lock control
unit further comprises third communications means for
20 transmitting, to the computer means, an information
signal indicative of information about the corresponding
transmitted or received request for granting the

requested access right.

31. A system according to any one of the claims 29
25 through 30, wherein the first communications means is
adapted to transmit a third control signal to the lock
control wunit initiating invalidation of at least one

access code.

32. A system according to any one of the claims 21
30 through 31, wherein the requested access right comprises
a first attribute specifying a property of the requested
access right, and wherein the first access code comprises

information about the first attribute.



indicative of a request for granting a requested access 10 right, first
processi ng neans adapted to performa verification of the received request,
and control neans adapted to initiate operating a | ock nechani sm dependi ng
on th¥WQU&68S of the verification. 35.- A el ectronic BRSPSt or use in
a system 15 according to any one of the clains 16 through 33, wherein the
el ectroni c key device conprises first storage neans adapted to store data
itens identifying a plurality of predeterm ned access rights, and first
transmtting3deand adepieed bocoradnsmi tta famst o238 coht ridle sicgpahsi N2l cati ve

of a request r anting ue d the_pluralif;
predet er m nectffhggggés ﬁil”i gr‘?’t%se.rreggl. iﬁgerrrgev ﬁc%es o?gﬁgsgo uﬁy%hoi opaﬁseai n an
el ectronic keyidéetivceraedoddi rgct o vileaiehr35,tiwher&irst heaceemwabtede 25

st orage nodul-e.is;adapted to.stane Lt ens. | i, fyl a plurality of
pr edet er m neg én%cacéss rlagg?s. a§7.8 Aagg{lrrgv% %e %%g(?g% I}r%%%?%' according to
claim 36, wherein the renovable storage nodule further conprises second

processi rig mdns Fadaptledord riodi turdtte fioransyd tin ry 30s eerc omt ot disigriad
i ndicative Ofan rcﬁrﬂé"e?% f le gé?‘{'frhggé@ \@r%jdg 069?, 'wﬁgréiECT:Ihg(%chGSS
the p ity o

sel ected one o ura Of predetermn access rights. 38 A
conput er systcemtreld usetwreRraisgst em according to any one of the clains

16 through 33, wherein the conputer 5 system conprises fourth storage
means adapt e(%itr%tsE%(rcj‘%i@ipl %@Eh&ya%?‘é%&a o! ESBEi'S%réeé&%%i‘g#é;galt hird

respective access codes indicative of predeterm ned access right
processi ng means cadapeed®tt i@ gepdrate Acsedsnating dccesmiaidd iaeiend i ve of

a first agcess fhitght first processing means adapted to perform a
verification of the received request, and contrcl means
adapted to initiate operating a lock mechanism depending

on the result of the verification.

35. An electronic key device for use 1in a system
15 according to any one of the claims 16 through 33, wherein

the electronic key device comprises

first storage means adapted to store data items
identifying a plurality of predetermined access rights,
and first transmitting means adapted to transmit a first
20 control signal indicative of a request for granting a
requested one of the plurality of predetermined access

rights.

36. A removable storage module for use in an electronic
key device according to claim 35, wherein the removable
25 storage module 1s adapted to store data items identifying

a plurality of predetermined access rights.

37. A removable storage module according to claim 36,
wherein the removable storage module further comprises
second processing means adapted to initiate transmitting

30 a control signal indicative of a request for granting a



fourth comuni cati ons neans adapted to transmt the second access code to
a selected one of the electronic key device and the lock control unit. 15
39. A conputer system according to claim 38, wherein the fourth processing
means we oe4tags ed to generate a third acggss code, di fPrer/BRO0/GO6EEM t he
second access code, corresponding to the“first access right; the fourth
communi cations neans is adapted to transmt 20 the third access code to
the lock control unit; and the fourth comunications nmeans is adapted to

transmt a fourth-contral skonal, t k con L b QL tial]
i nval i dation o? tﬁ% seco%d gccE%? C é%?g££?§Angn%ﬁgé?ygééfgﬁéaf%%% Ing to
claim39, wheFe¥htshe 25 fourth processing neans is adapted to initiate

i nval i dation of the second access code and generating a third access code,

correspondi ngz40 £h LT a Lgh nd.differ r t .secqnd
access code, a%bhA ?%é%%g%rfg %?gmugé?.hﬁé>giﬂ 0§0§?@E§% %g%8$%ﬁ%§0ﬁgb655
41. A conput epngyetenyacter dihylind hytlomdf Ihe Wiedias 4G aodpster
wherein the fourtdy, pragessidy neans is adapted to initiate invalidation of
t he second access code and generation of a fourth access code,
corresponding to the 5 first access right and different fromthe second
access code, Townrph etlereads meebns redaptiet Vil sstore aA pietredd tof ofsidad aan

access cont ol syst e ASCONNNG, {0 A oe 6l dhe.ol Al 6 Uioudh 33 for

managi ng a predeterm ned access right to a |ocation, the access right
bei ng owned byt apr ety EigthtaGiffer HEWih o be granted to an access ri ght
grantee, the nethod conprising the steps of generating a first access code

indi cative offhegaceRss sJH @Mt means adapted to generate a second

10 access code indicative of a first access right;

fourth communications means adapted to transmit the
second access code to a selected one of the electronic

key device and the lock control unit.
15 39. A computer system according to claim 38, wherein

the fourth processing means 1is adapted to generate a
third access code, different from the second access code,

corresponding to the first access right;

the fourth communications means is adapted to transmit

20 the third access code to the lock control unit; and

the fourth communications means is adapted to transmit a
fourth control signal to the lock control unit initiating

invalidation of the second access code.

40. A computer system according to claim 39, wherein the
25 fourth processing means is adapted to initiate
invalidation of the second access code and generating a
third access code, corresponding to the first access
right and different from the second access code, upon

request from a user.



15 transferring the first access code to a |lock control unit, the control
unit being adapted to control access to the location; transferring a
second access code to an electronic key device; 20 acquiring information
dat a wioma4odoke use of a sel ected one of..the first andcyaxnedoegscess codes;
providing at | east one additional service based on the acquired

i nformation data to a sel ected one of the access right owner and the
access right grantee. 25 -----

41. A computer system according to any one of the claims
40 and 41, wherein the fourth processing means is adapted
to initiate invalidation of the second access code and
generation of a fourth access code, corresponding to the
5 first access right and different from the second access

code, in predetermined time intervals.

42. A method of using an access control system according
to any one of the claims 16 through 33 for managing a
predetermined access right to a location, the access
10 right being owned by an access right owner and to be
granted to an access right grantee, the method comprising

the steps of

generating a first access code indicative of the access

right;

15 transferring the first access code to a 1lock control
unit, the control unit being adapted to control access to

the location;

transferring a second access code to an electronic key

device;

20 acquiring information data about the use of a selected

one of the first and second access codes;

providing at least one additional service based on the
acquired information data to a selected one of the access

right owner and the access right grantee.

25  —mm—m-



