Title: REGION-BASED SECURITY TECHNICAL FIELD [0001] The
subject invention relates generally to computer systems, and more
particularly, relates to systems and methods that provide security to a
subset of objects based on a region descriptor for the subset in order to
mitigate data propagation and storage requirements of classical object

inheritance hierarchies THfiC KGROONIE REECHEMN WG RYION [0002]
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considerations involving how torstorenneiagez rnd manipulate large
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amo

d409%ch as inH§ § é%qttw%wa!ﬁbewgﬁ@ LOFYBRHiE. KeHEMseANd more
vadausiRbigoislaldlaseyivRas ahtalainoshipst e aosaplingiedas ificienbbjects
design of databases and co nents to . manage such data. For example,
oREHL 00 TEI0 Qeciveios LA IS RTaa 10 T e AP RENay and
asmlm@@rraqméagwaﬂaﬁéggn?nfeaygtﬁ@ﬂiW@aid@t@hﬁ@. eﬁicientc;y and
accurate rovide users with information rogram needs to
access fa%:tg (data) at?@@tcdﬁ%%vgﬁégtf ’%ﬁi@?ﬁ&ib te tables. For
exeoople, one taldldermay @niygrsiarddadabetiyenployess hastthabeihsiex data

R A MO SR e e AT N e

agimmatcaditaomélingd anddateselateehshipsaoythiedent sioays iheih object tree
exam %e usi}rs.maé/ print re%orrgj that combine facts abﬂéjt em Ioge s and
QA BR I WAsELA 67 B REIBISS ARV YELIGHS QWA a SBESR RSN is
brekeivokhips tftenmemplidetestichrfikvapdesignsfajetiisasealioresynpodents to
cts are.related. These

then a datahase program determines how the subj

R TA S LR e L X RLF Aamacione damPees ArScm Rttest Tesn
datalzesteridingubgevay ahrelatiBtraladataizh$ ueaydganguagsiEnidipreBabwae To

su ﬁ lanquages can qa lied to data,.several decisions are usuall q
TRt A AR BroYAc Hog s IO TRIRE, S Qalahass Qafgtpeeds to
becsryalzed detal) dbstanickethastitecissioediaysepatatketatdtsrnrioirgdimple, one
scape of a database to decide which data to, store therein. Then
el S R e SR AR O SR R gl store facts
subyands s selbsasriErmiatkestables@odsosit Bteh suipmatermiatiezn Wéhen using

table in the database. Other aspects include determining respective iﬁbds
e e e Lo RS e e TR S e

Eaclycafegeramplaiceratay priattedpleris thatl ednabiied daatdaisodisptafegees and

A3 2SI sifele table. For
[0003] Generally, to design a database, information is broken down in some
order such as separate subjects in a library and then a database program determines
how the subjects are related. These programs often include a relational database
query using a common database language such as Structured Query Language (SQL).
Before such languages can be applied to data, several decisions are usually made as to
which types of data are important and how such data should be organized. For
instance, these decisions may include determining the scope of a database to decide
which data to store therein. Then determining the tables needed to divide information
into separate subjects, such as "Employees™ or "Orders.” Each subject will then be a
table in the database. Other aspects include determining respective fields that are
needed in order to decide what information to store in each table. Each category of

information in a table is called a field and is displayed as a column in the table. For



example, one field in an Employees table could be Last Name; another
could be Hire Date. Another consideration is to determine relationships
such as deciding how data in one table is related to the data in other
tables. Designers often add fields to tables or create new tables to clarify
the relationships, as necessary. [0004] There are several common pitfalls
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security considerations have been propagated in an inheritance hierarchy for such
objects, wherein each item in the hierarchy would need to be updated if one of the
items were changed. However, there is a common problem faced by any
implementation that utilizes relational database’s table rows to store hierarchical
objects, which is how to set security information or data on each object and populate
the security data to its child objects based on the inheritance model.
SUMMARY OF THE INVENTION
[0006] The following presents a simplified summary of the invention in order
to provide a basic understanding of some aspects of the invention. This summary is
not an extensive overview of the invention. It is not intended to identify key/critical

elements of the invention or to delineate the scope of the invention. Its sole purpose



2 is to present some concepts of the invention in a simplified form as a
prelude to the more detailed description that is presented later. [0007]
The subject invention relates to systems and methods that provide
region- based security to a plurality of database objects having
hierarchical relationships between the objects. A region component is
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Instead of each object directly owning its own security descriptor, a region owns the
security descriptor; thus dramatically reducing the number of object updates when a
security descriptor on an object is changed that may affect the security descriptors on

other objects.

[0009] In general, a region is classically defined as a sub tree of objects in a
hierarchical object model. In the case of the subject invention, a region is defined as
a set of objects sharing the same security descriptor, whereby those objects sharing
the same security descriptor do not have to be under the same sub tree. This
indirection allows for efficient processes to manipulate the objects’ security
descriptors. Thus, region-based security essentially transforms an object domain to a

security descriptor domain and performs security descriptor operations on the security



3 descriptor domain directly and independently from the hierarchy which
mitigates overall database processing. [0010] To the accomplishment of
the foregoing and related ends, certain illustrative aspects of the invention
are described herein in connection with the following description and the
annexed drawings. These aspects are indicative of various ways in which
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[0014] Fig. 4 illustrates example security interfaces in accordance with an
aspect of the subject invention.
[0015] Fig. 5 illustrates region component processing in accordance with an
aspect of the subject invention.
[0016] Fig. 6 illustrates example region processing algorithms in accordance
with an aspect of the subject invention.
[0017] Fig. 7 illustrates a security region process in accordance with an aspect
of the subject invention.
[0018] Fig. 8 is a schematic block diagram illustrating a suitable operating
environment in accordance with an aspect of the subject invention.
[0019] Fig. 9 is a schematic block diagram of a sample-computing
environment with which the subject invention can interact.
DETAILED DESCRIPTION OF THE INVENTION
[0020] The subject invention relates to systems and methods that provide
region- based security to database objects having hierarchical relationships. Rather

than updating a separate security descriptor for each object, the subject invention



4 introduces the concept of a region, whereby security for a given object is
derived from its association to the region as opposed to the hierarchy.
This is in contrast to classical architectures that require individual object
descriptions and have security imposed by the inheritance hierarchy. In
this manner, database processing and storage can be conserved since
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can execute from various computer readable media having various data structures
stored thereon. The components may communicate via local and/or remote processes
such as in accordance with a signal having one or more data packets (e.g., data from
one component interacting with another component in a local system, distributed
system, and/or across a network such as the Internet with other systems via the
signal).
[0022] Referring initially to Fig. 1, an object security system 100 is illustrated
in accordance with an aspect of the subject invention. The system 100 includes a
relational database 110 (e.g., SQL or other type database) that is associated with a
region component 120 (or components) that defines one or more object security zones
130. In general, individual nodes of an object hierarchy (e.g., see one object of

hierarchy at reference numeral 140) are not individually updated when object security



hierarchy at reference numeral 140) are not individually updated when
object security 5 changes are made. Rather, security policies are
assigned by the region component 120 per the respective security zones
at 130. By mapping objects to a security zone 130 rather than updating
each object individually, the number of read/write operations at the
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associated zone 130 rather than explicitly set out per individual obéect

1A 4REYerdr s RREETLHR MRS HABHEFREERt F3Vide S TRINRS 1o IGRRBIT Bplicy

?di?rtﬂﬁ%%s@hiefl@ ﬁ@we%sﬁ?ﬂagyadeflwmﬂieai%%]aaﬂ@az@ﬁe@lss rather than
Inaepen entQ Cor_lventl nal O JeC_t lerarc les that ropa ate securit
R AN RSIAGG BECNERS SRURSTS 1BA375F n KbSe e HAES AGFHUS between

dataheseAtQreaarbenagsioned asefldaptifienhiPrdorAtRes drtyhjeserinain. This
The ﬁiata ase includes a TabIe!Itemé table haél”?n@% a cglumn C%IIe SDID .
(SBRLGR IS SERHHOY TRAPRIAGS H AT SSPECIE ALIREF BFeDERNERR G QLIS its

wisbeiatstorenkarsd ragistaiedipkchigdencofdesiaibniabid dor 140.
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object model: [Table!ltem]: Associates an item with a security descripto
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called SDID (Security Descriptor ID). This SDID is a unique ID of a security
descriptor which is stored and maintained in a hidden SQL system table, for example.
A system table can be exposed through a public view (e.g., Sys.Security_Descriptor).
The following table is a simplified illustration on how a security descriptor can be
plugged into or associated with a basic object model:

[Table!ltem]: Associates an item with a security descriptor ID.

“ItemID “SDId

[Sys.Security Descriptor]: Maps the ID to the content of the security descriptor.
Sd_id Type SecurityDescriptor | ...




an SD region technology is based in part on the observation that most
object items tend to share the same security descriptor. An SD region is a
set of items (which do not have to be contiguous as in conventional
systems) that share the same or similar SD ID. Typically, all items in the
[Table!ltem] shown above can be grouped into different SD regions. The
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with fewer nodes as will be shown with respect to figs. 2 and 3 below.
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n%ﬂ Ir'feccturrufy c%%?rtgaelsn grre EE‘Hera tﬂ?(’acgad through data referred to as an Access
Control Entry (ACE) which can be of an explicit or an implicit form. When explicit
ACEs are added to an item’s SD, new SD regions can be created around this item. In
this case, three SD regions are created, one for the item (where the explicit ACEs are
added) itself, one for its container children and one for its non-container children.
Referring to Fig. 3, a more complex situation is illustrated when a non-propagated
explicit ACE is added to an SD on an item at 310, in which case five new regions are
created around the item as illustrated at 320. In this case, one region is created for the
item itself (where the explicit ACE is added) 330, one region for its direct container
children at , one region for its direct non-container children at 350, one region for its
non-direct container children at 360 and one region for its non-direct non-container
children at 370.



[0026] To summarize Figs 2 and 3, new regions can be created when an
item's SD is updated explicitly (not through inheritance). Generally, 3 or 5
new regions (other amounts possible) are created depending upon the
updates being made to the SD. Five SD regions are created if a
non-propagated ACE is added and three SD regions are generally
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oBl)clapp ies fisl [Bve fostligies children.2: the SD applies to the Root
Item's direct children. 3: the SD applijes to the Root Item's non-direct
cﬁﬂr@faa!EWé e AL RERE S BRe G SRR fhde
S ’35"'1"3, adas &r rEEDRPE s éﬂr ne-descriptor-for
he B0 a5 helm ShHE_desrRRtIEmI B FolRGRIEAIBRS
descriptor for all non-container children. [Consequently three SD regjons
on the top Root Item can be created alsa. Typically, all the items
subsequently created in the volume can have one of the SDs as its default

SRovien explipeAtiEmAsR AEReH ORI MRS A HPANE G/HichSS the ID

created as discussed above. 8 [0029] Fig. 4 illustrates example security

infE e s8R, ARcor AR ek figld which is the ID of the SD where the inherited

security properties are coming from, a _RootltemID field which is the ID of the item

where the explicit SD is defined, an _IsContainer field which is 1 if the SD applies to
container, or 0 to a non-container, and a _Scope field that is encoded as follows:

0: the SD applies to the Root Item.1: the SD only applies to the Root Item’s
children.2: the SD applies to the Root Item’s direct children. 3: the SD applies to the
Root Item’s non-direct children.

[0028] It is noted that when a database is bootstrapped, three default security
descriptors can be created if desired; one descriptor for the top Root Item, one
descriptor for all container children and one descriptor for all non-container children.
Consequently, three SD regions on the top Root Item can be created also. Typically,
all the items subsequently created in the volume can have one of the SDs as its default
SD. When explicit ACEs are added to the item, new SD regions can be created as

discussed above.



aspect of the subject invention. Various security interfaces 400 can be

provided for interacting with the region-based considerations described

above. The following will describe but a few interface examples that can

be applied. These can include interfaces for retrieving security data at

410, interfaces for setting security information at 420, and interfaces for
hetaing links asryyllbmdapgEbesingRaR deiniieiaesTim folovsnasadsit an
fragment is an example of a public declaration for some of these

infePRt s UGG UPIGHYT¥ERI0A ML qHSSRSEEGYH) S [3GBHA00 can be provided for

IteRRPREH e e d tRigish) s daliconbivng 46 662 BEL ARG sy eP UtiCTol lowing will
GenericSecurityDescriptor GetSecurityg public void SetSDDLSecurity(

stifRgribe Bt afaTReIfeeRRImpO akFaLbp ABRISH SEtessGaRclude

CRitafiees rov iABSHIIRIORIRY dab&t YR TiviENGERMAEINY SHeutithligformation
striré%GetUs_erEffectiveSecu[ity(?_ public void AddHaldingLink( Guid itemid

) Pl YsldMigsiACRAAQbRAKBIHS GRIERRIOE OISO PRIt Slfdei g low. The
ProvislRmg Esie HiaseRRtiR0GARESIApIBIR thetsafdn 1raus dBfese

public string GetSDDLSecurity() - Retrieves the entire security descriptor
offtgya 48-sppL string format. It includes inherited and explicit

AccesPiiteehligtslaps RienSeneitg SecurityDescriptor GetSecurity()-
Retrieves the entire security descriptor on the item in the format of a

Managed AChgislladterRRparigResyidtyleesenptor. public void
SetSDDLSecurity ( string sd, SECURITY INFORMATION si Sets the

security descipificairihg GeisDDisdeutetjon ignores the inherited ACEs. It
re-generates the inherited ACEs from its parent and other holding links. It

can be calleghipreCenarrsarauyIsotipldtagemeexpiigl) ACES. 9

public void SetSDDL Security( string sd, SECURITY _INFORMATION
si)

public void SetSecurity( GenericSecurityDescriptor gsd ,
SECURITY_INFORMATION si)

public string GetUserEffectiveSecurity()

public void AddHoldingLink( Guid itemld )
public void RemoveHoldingLink( Guid itemid )

}
[0030] The following provides a brief description for the security interfaces
410 through 430:

public string GetSDDLSecurity() - Retrieves the entire security descriptor on
the item in SDDL string format. It includes inherited and explicit Access Control
lists.

public GenericSecurityDescriptor GetSecurity() — Retrieves the entire security
descriptor on the item in the format of a Managed ACLs class
GenericSecurityDescriptor.

public void SetSDDL Security ( string sd, SECURITY_INFORMATION si )
Sets the security descriptor on the item. This function ignores the inherited ACEs. It
re-generates the inherited ACEs from its parent and other holding links. It can be

called to set owner, group, control flag or explicit ACEs.



SECURITY INFORMATION specifies which part of the security descriptor

is to be updated. public void SetSecurity( GenericSecurityDescriptor gsd,
SECURITY INFORMATION si ) - Sets the security descriptor on the item.
Takes the Managed ACLs class as the input parameter. public void
AddHoldingLink( Guid itemld) - Updates the security descriptor on the
iteBAOVNRITAINECRAVEA T O NIRBeet AT RR I PEH BEECSKBIfity descriptor is to be
RemoveHoldingLink( Guid itemld) - Updates the security descriptor on
tHPARAwhen removing a new holding link from the item. public string

GetUsergfiRriiveid systy (iR eRMecR GeSUTENCARES i@ on the item
that contains the ACEs relevant to the current security contexrsl.\;}ﬂoom] Fig.

5 ARfsHRESYOI6P BAMPOIINhIocRLS Y S0 THYALeTHIREaMRR g Takes

AR ATaltel DI RYQBHYRS b pRrarRalan definitions are provided.
These include an security descriptor (SD) re?ion which is a set of items

that shaRe/BHE YRHA\ A CheHROL bl Ut dIEI ok REaEHsgeurity descriptor

CORtEE Yl naeidiy Hin BUE FRYIEMb (P td e iseprow in a
[Table!Security Hierachy] table listed below. Each SD region should have

an SH r&WBHaNRIEBRMOVBERIARELIFK (AU BN Raise tissiArAtY
Saeangiptd? OnIheli e éh PR3y R W IRolamg hinkeriahl enis itefgrred to

as an SH row whjch corresponds . to an SD region. Rows in this table .
indicate BUOMCSHEFLARTELTECLRECHER BRI ENE DigrRP Wy digscriptor on

deseiiptot{&LanaierbacES xaeRie) tolihe setroftitRasiafestined by a
ciénomol;n root (the Iteﬂ'u%)t a common type (container or ngn-container
a

, ) .

alkcope. THE: stBPEYAERHfiHAN Rt fFRSRSFINg A sodanse with
santsrs‘bemsﬂgiélsdﬁ}‘e\@ﬁir&éﬁﬁ@q.r@qiemog@g;@m_ iﬁrﬁagm@pmmﬁ'd @.(';i(m@se
are described. In this aspect, one new I on ma e created under
T GBS R OB S AT G148 WG 1o A5 st st e same
TB[Q.?}W@WE)S&‘ r%m@rm meth e atefied wa%ﬁrgb?w@wir?]gs@@mtgon@ﬁarbhy (SH)
SD changes made o ontainer item . The changes doesn't.
RS AT A R s aoh el LRt palP e Bty oo

thehdoliowang aoBeitionsin 1k 1alskE) changes made on a container item, and

_ ParentSDId | _SDId | Rootltemld | IsContainer | Scope
SDO SD1 Itemld 0 3
[0032] A row in the above table is referred to as an SH row which corresponds

to an SD region. Rows in this table indicate a set of items (can be a single item) share
the same security descriptor (SD1 in the above example). The set of items are defined
by a common root (the Itemld), a common type (container or non-container) and a
scope. The scope is optional to support different operating system security models.
[0033] At 520, region merge and creation considerations are described. In this
aspect, one new SD region may be created under the following conditions:

1. SD changes made on a non-container item.

Three new SD regions may be created under the following conditions:

1. SD changes made on a container item, and

2. The SD changes doesn’t include non-propagate ACEs.

Five new SD regions may be create under the following conditions:

10



2. The SD changes include non-propagate ACEs. [0034] SD regions may
be merged under the following conditions: 1. Parent SD is enforcing SD
inheritance by flushing child SDs. or 2. Explicit ACEs are removed from a
SD. [0035] At 530, various notions are provided that may be employed in
the following algorithms described with respect to Fig. 6. These notations

include: Item of * - ThersuRERbEAMRCRYSE R GBERG1dRe aRerations on.
SDId(x) or SDId - The sd_id of the security descriptor on item Xx.

SDId_NC(x) or&DId_Nee SPHeasRs Hjshids 18 mereragataifrEild

olieaig of item DFeYfhris hPbSRKgEd uhie B0 'R RERIIRPsharTtainer
c%ﬂjects of iterﬁdx. SDId@chggggngd NC2 - Th!af%Dld applies to

direct non- container HIEVBRIS Y USRS SEDGetaner Hy Stypking£hHegheDs. or

SDId applies topdirect eppfain®icbi dreobiepia iamesSDId_NC3(X) or
SDId_NC3 - The SDId applies to_ non-direct non- container child objects of

iteA9sDId_CcALI BiierRUSIASHI YRR LRI o FER Gt A Ee
chilfl ieg g itemsdeStiBeuMth, spd @I PYYIB. These notations include:

[Table!Security_Hierachy] table where Rootltemld =X, _IsContainer =i,
Scope = | UpdaiEItSD (ORI NERSHt TRARIANT, Rnsatis on.

Scope) - Updatsingaicseiall itemsaofdyiraéseamanencibese s weent,
SDId = OIldSDId, ancestor is Rootltem within the SCOﬁe to NewSDld,

[0036] Updateﬁgwgﬂpo‘?r-%ﬂa{\éc‘tﬁg%%m &R gsggém-fontamer child

depfipt@Bit@htkis SDId and its children if the SDId of its children do not
form a cycle with thijs Id. For example, when a holding link (with ;
is added on to §'ﬁ||él+t(£ﬁ?(9\ﬂ§P oy v ﬁﬁ%@e@?ﬂﬁ%\%g@@\%ﬁ%ﬁﬁo }ects of
[TiedptekSecurity Hierachy] table, three rows will be created (SDO, SD1,
Item, 0, 0), (SD1 Item, Q, 1. SDO Here 11

reuse SDO for ﬁ%‘@%@ﬁ gr&%@]}ﬁ%@&ﬁﬁ@%ﬁ@tﬁgg@rﬂ%non-
ngoMegnef child objects of item x.
SDId_C2(x) or SDId_C2 - The SDId applies to direct container child
objects of item x.
SDId_NC3(x) or SDId_NC3 - The SDId applies to non-direct non-
container child objects of item x.
SDId_C3(x) or SDId_C3 - The SDId applies to non-direct container
child objects of item x.
SHRow(x, 1, J) - The row in [Table!Security_Hierachy] table where
_Rootltemld = x, _IsContainer =i, _Scope =j
UpdateltemSD(OIldSDId, NewSDId, Rootltem, IsContainer, Scope) -
Update the SDId of all items of type (IsContainer) whose current SDId = OldSDId,
ancestor is Rootltem within the Scope to NewSDId.
[0036] UpdateSDBIlob(SDId) - Update the content of the security descriptors
of this SDId and its children if the SDId of its children do not form a cycle with this
SDId. For example, when a holding link (with SDO) is added on to a file item (with
SD1) which doesn’t have its own row in [Table!Security Hierachy] table, three rows
will be created (SDO, SD1, _Item, 0, 0), (SD1, SDO, _lItem, 0, 1), (SD1, SDO, _Item,
1,1). Here

11



updates in [Table!ltem] table. UpdateSDId (SDId, SDId_New) - Update the
rows of the current item in [Table!Security_Hierachy] where SDId = SDId
to set _SDId = SDId_New. UpdateParentSDId (SDIdPar, SDIdPar_New) -
Update the rows of [Table!Security Hierachy] where ParentSDId =
SDIdPar to set _ParentSDId = SDIdPar New. CreateNewSD (SDId) -

Cragde Soer e teina hens\wrens fehplysidiafie REIBGINEMaf®er of
(add/remove ACEs, add/remove holding links). [0037] Fig. 6 illustrates

eXRAGNE FeblaRIpHEERYdAREalgorithms 600 in accordance with an aspect

of the subject ir!_yﬁmi@gom {eis ASBENH N deASt Up@Re SRPAFREOPENe current item
combined algorithms_600 can be er;t%llsﬁd to effect region processes.

THeEEARelageH A et liRiaghiy Sesh 55014 R hotityTinPlhd amd
a Remove hO'Q%Eﬂdi@ka@!ﬂ%@&(@bﬁ@ﬁaM@ﬂilWﬂQbm thepagteSRE S of
e

Descriptor 610, there are various ways to change the security descriptor
oh'ghIBhie i Aterasby Inwiire. _RABNREMES eSIdhAR K RebiE ¥Rpirid =
ASBRIPAINREmMove inheritable explicit ACEs that apply to this item and
all its children. Add/Remaove inheritable explicit ACEs that only apply to its

children. Add/RERAEREHRB B exBEAACRLRE BAR HSHiyrts thrd plus the

iteRhiae K6 Al esddehitde remddel/Removadnbedtaine [eiRiaitIAE Es that
only apply to child cantainers. Add/Remqve inheritable explicit ACEs that
o3Iy to ciid: B SAATR e Jog ATHRIREE RS2 ReR W B IR

oabeapRhcEvRATAIBsHERE T thbietRctGhante iherniRelspé GeaUIBEt three
e R N
ACHse Jaclude a Set security descriptor at 610; a Add holding link 620; and a Remove
holding link algorithm at 630. With respect to the Set Security Descriptor 610, there
are various ways to change the security descriptor on an object that at least include:
. Add/Remove non-inheritable explicit ACEs.
. Add/Remove inheritable explicit ACEs that apply to this item
and all its children.
. Add/Remove inheritable explicit ACEs that only apply to its
children.
. Add/Remove inheritable explicit ACEs that only apply to this
item and its direct children.
. Add/Remove inheritable explicit ACEs that only apply to child
containers.
. Add/Remove inheritable explicit ACEs that only apply to child
objects.
. Add/Remove inheritable explicit ACEs that only apply to

certain type of objects.

. Change the owner of security descriptor
. Change the group of security descriptor
. Change security descriptor control flags.

I. Stop inheritance of ACEs
ii. Start inheritance of ACEs

12



iii. Change other control flags only applied to this item. [0038] At 620,
when a holding link is added to an item, the security descriptor on this
item may or may not be changed, depending on whether the holding link
has inheritable ACEs and whether the SD on this item has SE DACLE
PROTECTED flag on. However, the [Table!Security Hierachy] table

should be updajgd. Wbﬁ%e%@@%ﬁﬂlsliﬂé’gid&ﬂ)pﬁpglﬁﬂ e misthere new

rows for the item should be added into the inéTabIe. ecurit?q Hierach

tdf&khe iten? GO NP HRGSAYBEIYRK RS Wﬁ%@”f@%&&@ﬂ%ﬁyﬂescriptor

updatssindhahls) emb bthentpkewine oRdhetheised HIGHRAIRK h
these r%ws: S?O, SDWO, 0), @é pfmm , (SD1, SDO 5 ®

I SD1, sDO, *, 0, 1 * 1.1
wihbesit Q%%@W@Eiﬁ%%é@a‘?ﬂé?i%éFﬁ%Pﬁ%e%ﬁeBﬁGlHﬁk?B@IEé)TED
tma@%ﬁ. %%Nﬁ%éﬁ%é@%uﬁﬁ%éﬁﬂ%%ﬁ@@%@I@rﬂy lh}%%ﬁ’eﬂ? When a

update the soqurce item in [Table!ltem] table. Based on this scheme, if an

PO IR ARBTREBIRTRAE I abHYEOMY RYHERh R MHRNAYARE RSi9Rd Into
afhepearRbRiSedliatje Pikiably] AbfsH therenbars sioel éneoedifartithay yet.

security descriptor on the halding link to be removed is SDId_HD. In the
cdQreSHRe Rt A bARYE S adion il Ruiag Ly mate G 0e o5 it
[Tabied Seserivutliesmid may i o)ersed, K989 Bia)7 @ptretes, an1, 1) where

example security region process 700 for database . object s_ecurita/

R R L B B WteL for B SR the

sigiektiteof Bpianadivrnibesneloenpoedstshpdaeind sescehreehas a
sErieS or n@b r of acts, it is to be understood and appreciated that the
S EF@(!HF?\/ !fis not limited by the order of acts, as some acts may, in

aERedadIc thyisbHdrae Siflaje ek pietnieninre i NEFanthatde snandidritem later,

S e IR PR U e s

meftindelogntgouidrigternativelyidlgingaiakestadrancvsaies OfdiMeTeiated case
stgl}les or events, SF%J((:J]{@S;% a state dia rarE\éMoreo%er, not all jllustrated
adls"IRYEY ?éfaﬂl oy éﬁ%‘msa{'l??éﬁ? BREg9h BUESPYSHEe with the
syipieaé! SecaritprHigiadh)Rnagardingdged7 10 of Fig. 7, security descriptors
for respective objecis in a database are decoupled or disassog] eg from
A e o LMy ARANORS T PRI oo T Gefebase
toobeetpdateity(feaceiywise Withvievaspeanyf Prtsutijatuipdateion therhile, for
hierarchy. At 720,.ane Qr mqre security descriptors are utilized to define
oBBRES TR SHHBCL TR Tt LRI RSRLESDAS FIORAT ABUESGH e as 2
cageries or number of acts, it is to be understood and appreciated that the subject
invention is not limited by the order of acts, as some acts may, in accordance with the
subject invention, occur in different orders and/or concurrently with other acts from
that shown and described herein. For example, those skilled in the art will understand
and appreciate that a methodology could alternatively be represented as a series of
interrelated states or events, such as in a state diagram. Moreover, not all illustrated
acts may be required to implement a methodology in accordance with the subject
invention.
[0040] Proceeding to 710 of Fig. 7, security descriptors for respective objects
in a database are decoupled or disassociated from a classical object hierarchy by
removing the requirement for each object to be updated (security wise) in view of any
potential update in the hierarchy. At 720, one or more security descriptors are utilized

to define object regions for objects residing in the database. As noted above, this can
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13 include collapsing or merging object security data from similar or
dissimilar object trees in order to define security regions or object subsets
that subscribe to similar security data of the region. Also, such region
data can be defined in a row of the database including resulting
relationships to other objects belonging to the region. At 730, object

SeeeItiBe I@@liﬁﬁn@@r?ﬁé@%é@lﬁ@é@ﬁ’et@ﬁ%’tﬁﬁ theraihass: AR object
0

above, depending on the type of Access Control Entry (Implied/Explicit)

aHgIhE Resk IR ERABROhUEShieLtiRtRLRRSERRe I similar

SeeHlitiyy 88i£ Bf titape e nCrARRE i Mesith et O defHAdtIARTIRNDS the
occur between classical object domains and the security domains of the

seBjaBRIpURAHEIS eEn g Bisiongates eishrbipstRAanatng indhe region. At
datahasfect bis iy aldie sreatingresioncRaRAGIIHRCtRBhen AbiRskd

at the time a security change is requested for the object (e.q., create
tHERVEr FRRENELIBNE HisREiIRGATPes oy ehEaREY tYpeYefibArlicAxand the

retraReoPalsEbuBinR BIRXGERIARY et oiRe Bk AL I RHRlamBE Pdtiens may be
various aspects of the invention includes a computer 812. The computer

8 PEARAIEND SUSRREIUERRy GNhif Ed 4" SPLRRPFRUARSHY 8TbCIaRRica QRifch:

bdsnlSs dritetisy stemribractiAreumiessayenmeentiopnadaliret piogadiisé
not limited to, the s@em memory 816 to the\:ﬁrocessin% unit 814. The

pRSEHELY T AMIEB AT HealARASE - LRI VAHHERCFTATLAG £BRL0M i Rpets around

MAGRRIPEBREOES MiadiRibaIsBRUHIY BIeaRROIs RIQteRIftRsRISDjeaNn(®g., create

employed.as the processing unit 814. [0042] The system bus 818 can be
o o GBS BT L QBN FLIR G B memory bus or

meawry controlfgitha¢feripiaetal kigs S raaxiesimpl siyssnvinchiaieatlgcelfops
us architectures includin%,P but not limited

using any variety of available

tdM 98?%8[5@9 N%it%iﬁﬁ?@fﬁﬁ& FHeAPé’ﬁRHth'r’éCh’g?\%?ﬁﬁ B &tAel T e
'(At@hﬁﬁﬁﬁt!ﬂ&lQWﬁifk)ldMq(ﬂd@eiéﬁi@ LGEirl]tSA)?., lntgHigentnBiriveyBestemaiasystem bus
| , VESA Local B VLB), Peripheral Component Interconnect (PCI),

TR T SUSE DS SO ook, ST MBS b G LS, Db gb T to
CﬂmliryﬁﬁhMﬁéﬁWW@aﬁdo|ﬂf@p¢aﬂmmgqﬂﬁfe'mi0mﬁuﬁ69@mléditfﬂld can be
Small Computer Systems Interface (SCSI). [0043] The system memor

o T R AR RS FPh AR RS s B1S 0B ol Bragessor
inratinednutsykie 0a BEG)ploysthasitie firedessironitiged.to transfer

AHPED s otork o VR Bt o By iay A L b oK e

natdlodiagjee memory bus or memory controller, a peripheral bus or external bus,
and/or a local bus using any variety of available bus architectures including, but not
limited to, 11-bit bus, Industrial Standard Architecture (ISA), Micro-Channel
Architecture (MSA), Extended ISA (EISA), Intelligent Drive Electronics (IDE),
VESA Local Bus (VLB), Peripheral Component Interconnect (PCI), Universal Serial
Bus (USB), Advanced Graphics Port (AGP), Personal Computer Memory Card
International Association bus (PCMCIA), and Small Computer Systems Interface
(scsh.
[0043] The system memory 816 includes volatile memory 820 and nonvolatile
memory 822. The basic input/output system (BIOS), containing the basic routines to
transfer information between elements within the computer 812, such as during start-
up, is stored in nonvolatile memory 822. By way of illustration, and not limitation,

nonvolatile memory 822 can include read only memory (ROM), programmable ROM
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nonvolatile memory 822 can include read only memory (ROM),
programmable ROM 14 (PROM), electrically programmable ROM
(EPROM), electrically erasable ROM (EEPROM), or flash memory.
Volatile memory 820 includes random access memory (RAM), which acts
as external cache memory. By way of illustration and not limitation, RAM

IS ARRIRN @ I BrBFFHRIAMRE ROINIEPREM AN AFRANY brBXPRMIOM
RAM (DRAM), SPQ«%% ronous DRAM (SDRAM), double data rate SDRAM

(SERPBBNANS, fash4reBars DXAR EDERORK /S 2S KRS EidaRN access memory
(SRRARAMIhRAhHRCEHRaH eadRAMeRIRR AR WAL (eomapeteartilot

also includes removable/non-removable, volatile/non- volatile computer

stRIEIReFAMS valiattedrmany Irmh shshasiskn ety paguEBAMERRAM),

SiQyASIAIB FANEUSRAN im BXONSUELO R g DFsAlivs, 1 F0BANEIHE RIBKSDRAM
drive, fle%s%disk drive, tape drive, Jaz drive, Zip drive, LS-100 drive

AR Mr8NNBPERAFBRANEE SR BAMbr YN Bt I3 MAP LRRAM), and

ingirede RigTBacrRedisDRRRANRMIElY or in combination with other storage
media including; but not limited tq, an optical disk drive such as a

cONBALL disk RETRISEIEL LS RBAMNIRE F RARIAHIRTFRRO \ekts. Y pypfilgynon-

Clyraveitapie devedage AU RIIvEY @ Algierdalsy espatiterpirkaRlsterige 824.
(DVD-ROM). To facilitate connection of the disk storage devices 824 to

1 A QD Ll UL et il oV IR pRROEt g Sk v,

UsRpBHaisRErivieripeeBed AL K@ hecapsreomtr i ehftstigrzmory card,
describes software that acts %s n intermediaﬂrﬁ/_ @i/v‘fqen users and the

be

b&éi@%ﬂ’f&fﬁé‘f‘?e%ﬁ diioge A AHSHAAS 06 iﬁ@réaei%%ﬂweﬁeparate'v
gbgiﬁmh_ htﬁnﬁmgrwincbgﬁ@%?nag@mdmggatﬁﬁgﬁ@ﬁ.n@wﬁanlﬁtéﬂgcﬁ)alﬁt@mical

. Whjch can be stored on di storage . acts to control an ocate
KN S S LY S RN RN e dels Grve
ah@c\zmatamioé}mmmclnmnﬁaé %wm@hye)pﬁr@ﬂiwtav(?éemhtﬁﬁaisk ROM
thrau rogr odules.832 and progra ata 834 stored either |
AR OMTy 50 i e RS aSiate Usuess o the
they stobjécisisyerdicmmeaatie ommemantedbwithtydsiauis gpetalingsysiaonsas
or co bing&: ns of operating systems. [0046] A user enters commands or

in atfoR4hto the computer 812 through input device(s) 836. Input
d¢eiesd 836 individeo botappeaeidttionitacRiy & dusiring sdéviaeestiataes as an

B e S BB B S e

vidlesratarperaironment 810. Such software includes an operating system 828.
Operating system 828, which can be stored on disk storage 824, acts to control and
allocate resources of the computer system 812. System applications 830 take
advantage of the management of resources by operating system 828 through program
modules 832 and program data 834 stored either in system memory 816 or on disk
storage 824. It is to be appreciated that the subject invention can be implemented
with various operating systems or combinations of operating systems.
[0046] A user enters commands or information into the computer 812 through
input device(s) 836. Input devices 836 include, but are not limited to, a pointing
device such as a mouse, trackball, stylus, touch pad, keyboard, microphone, joystick,
game pad, satellite dish, scanner, TV tuner card, digital camera, digital video camera,
web camera, and the like. These and other input devices connect to the processing

unit 814 through the system bus 818 via interface port(s) 838. Interface port(s) 838
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web camera, and the like. These and other input devices connect to the
processing unit 814 through the system bus 818 via interface port(s) 838.
Interface port(s) 838 15 include, for example, a serial port, a parallel port,
a game port, and a universal serial bus (USB). Output device(s) 840 use
some of the same type of ports as input device(s) 836. Thus, for example,

2 HHEIP IS MBRANRA L 22 rial TSN A T RNE TR0 RORTUHRIBH aARE I RiFRA(serial

information from computer 812 to an output device 840. Output adapter

8295 EWpB)id QY R INRMISREEHSAP RS €0ME LbihR BD BIRFRARSEIBAD IRt
MO Es) 382 KEriEs F0F dARBlS, AP SRR P UEHAaYiBes RfEGinHiAto

require special adapters. The output adapters 842 include, by way of

iIIGRMRHEH Sl Ao HhAtABBhINTREBRIQAJTeBU FMHAES BhaHR A RIEPA T HRIRE 840.
olapresiifnepelyas priadRa I lewse RAQIE dResEHRRMIUIS B840 like

should be noted that other devices and/or systems of devices provide )
bRANHPBG: SRR AP KPR RS CLREFAYIBHE EevinssRH)latdeqaashecial
Caimaputer §ha 6@5@&%@@@@@%9%‘?6%&9%ﬁ'l'l%@trh'ﬁb’ﬂﬂahﬂiﬁﬂ'limitation,

connections to one or more remote computers, such as remote

cOMRRRI{SORY OIS thaRSRY 1U6A SRBRE TLPARERY o el Hig output device

COAPLIEITHR SRINRH, S BIEET | BsREIRIK Féted anaoskisiatievicas and/or systems of
microprocessor based appliance, a peer device or other common network

nG8W CESPRYI SR DO, RIS A HhRut GeRa RIS SHEN B RQLRSABIRLET(S) 844.

desoaiped relatigeripeerpiiendbdgelady Bl pesesrRédEaVivonamNtaising logical
memor _stor%%e device 846 is illustrated with remote comguter s(% F&géﬁﬁ The

REPBEEUAIMELRER S B eIBgie S PYHRTR R & (B ER

a atvedonRiacs 848 amcht e peRbisicaliptoaacktdeyia eonenuniedliork PC,
connection.850. Network interf?ce 84é8 Fncom asses communjcation

n@eTkIaLIAN, ADYGHRraRess AeRAR SRR AP e VArE 8 - AR mon
(\WrlVor k-AdtitestinpioDies andlugsdalBembisdad wiedyDatd|lofenaerédpDdI),

Copper Djstributed Data Interface (CDDI), Ethernet/IEEE 802.3, Token
TRGHIEE EARAEdRG PSS EEHARIOEA AL TENTRe OB afBeBir storege
linéteidetg4qomiftistrpR itk s raeUCORVWILEHIRY SIRIWRErSJiE dnipgkalsyis44 is
S\fﬂrvjc%? Digital Networks (ISDN) aﬂwﬁi vaéiations tikereon]d a gt h
IR RRESied 1 STBRYIER SSa B MR ATRRRO T AT i4S and ther
Cpysictiigaiopneststhecticorien (hlatrie s tndbkonssivaKetsaftwanterface 848
employed to connect the netwark inter&a}ﬂi]e 8?8&% the bus 8]E§8f m d wid
cSHTHTRTESE R BEHILRILI SEBYATSR U A5 RRALEPLGR QPRSP i) and wide-
carspuEngilk, (eanplsoNdeteeiestogide ibehperb&1Ristiisuted Data Interface
h?ﬁ%”iﬁﬂf’c?%’%‘?‘f?ﬁﬁ%ﬁ%%aﬁa{é’ rInCtt(ta)r ageC t(ICQ,BI]E)q)tn’:ethernet/ IEEE 802.3, Token
Ring/IEEE 802.5 and the like. WAN technologies include, but are not limited to,
point-to-point links, circuit switching networks like Integrated Services Digital
Networks (ISDN) and variations thereon, packet switching networks, and Digital
Subscriber Lines (DSL).
[0048] Communication connection(s) 850 refers to the hardware/software
employed to connect the network interface 848 to the bus 818. While communication
connection 850 is shown for illustrative clarity inside computer 812, it can also be
external to computer 812. The hardware/software necessary for connection to the
network interface 848 includes, for exemplary purposes only, internal and external
technologies such as, modems including regular telephone grade modems, cable

modems and DSL modems, ISDN adapters, and Ethernet cards.
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network interface 848 includes, for exemplary purposes only, internal and
external technologies such as, modems including regular telephone
grade modems, cable modems and DSL modems, ISDN adapters, and
Ethernet cards. 16 [0049] Fig. 9 is a schematic block diagram of a
sample-computing environment 900 with which the subject invention can

in{@@)@@]- The sysiem R0sdREERSHIGE @idneia 6iarEmpileohpatrlient(s)
910 can be hardware and/or software (e.g., threads, processes,

cEMPIRMEEAEINGY WIS dhssUBIRS BIBYEIIN F88 BHEMFL nlbkesyeisra P8y
OBRIUS sREVE (RO RV SRR L hatdiam(s) and/ earspéwataved dand/or software

threads, processes, computln%ﬁdevice_s). The servers 930 can house

thie S HE 3B IPRETF E SIITHRRHDM SK)EMpIBYY &S bt DEkiER Ofsy of
XFRPIRNRNG) RBsitiRe SOMUAENTZYIOM RS RardwitAURDASSHNERIYEY .,

930 may be In the form of a data_ packet adapted to be transmitted

b&FaEs RIRFBISRIOFETEBHIRGER HFSEL sEB8 SHYErSY30rANdty A igads o perform
cersfanifation ek pddrabpran ihecpmoxatianiprliteiee possible

communications between the client(s) 910 and the server(s) 930. The

CIROMRBY Y ERHALRSHUPER Y DU EU BN DIEEF Mt aBr s 'dbs Spsrepd)a data
9pRdkateapteaacHRRINSHite S ERVBIR TNE IR oA dM Pt EiRHEESSR] Orhe

Similarly, the server(s) 930 are operably connected to one or more server

déYétE'EBrgé{@)‘@AE'Pﬁ?aﬁ CARBUNISATOR, O 3R FhSAB RO SEIRY 8O
sea¢RIBRIdNEARIAGR! handecndasaiipgd abave thebedas ©XaBmplahef

the_subject invention. It is, of course, not possible to describe eve

[
cGHEBHRREOYEBRSAHIN CANBRFHRSLIREME r'ﬁ?é?n‘ﬂt?&b%%@s%%ﬁ)rﬂvégé@t can
obhdesnsibing tosBubiResimeEBRAbcAUb e pdm(shtan, sithilatiye tast sarar(s)

recognize that many further combinations and permutatjqns of the subject
S CRRADBLERIRECAE R AT R, M PSR AR RbEar e
egrpiegalcssohedltyations, mosliticaiwss s 9goiations that fall within

R e Rl e e S A e
clmvestisrchttiyrofisoimsenaechtsdieldrioldsieeilie everqroacsimbiy dontbation of
o o e e B . o
thendacibtdinsrgdakal asehsectniyyancogrdragameantycominisiogibinations and
permutations of the subject invention are possible. Accordingly, the subject invention
is intended to embrace all such alterations, modifications and variations that fall
within the spirit and scope of the appended claims. Furthermore, to the extent that the
term “includes” is used in either the detailed description or the claims, such term is
intended to be inclusive in a manner similar to the term “comprising” as “comprising”

is interpreted when employed as a transitional word in a claim.
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a database component that stores a plurality of objects having a
hierarchical relationship between the objects; and a region component
that defines one or more security zones for a subset of the objects and
maps security data to the subset, the security zones are independent of
the hierarchical relationships between the objects. 2. The system of claim
1, the region component provides a angfg) from an object domain to a
security domain. 3. The system of claim 2, the region component includes
atMsbioHaIBEe sty descriptor that defines at least one of the security
zones. 4. The system of claim 2, the region component supports
inheritange gaeH hatFetRAes gaiaRsdRdRG ®R aHE hAlIGEHEnD: cBfbrising:
system of claim 1, the region component sugﬁorts an expansion of

security 30AROEE SUDRIPERL HASERISE AARIHER B-QERPIRTEHEN BB I isEagshical

seeldtibhseianeevedd. thaetsysteranal claim 5, the region component
expands security regions bjgat least three regions based upon detected

security SREHEBEOMPPRENJRREAFBNETART 67 tHRre SEEHYCHRIGg der grgubset of the
deigeteshhy ARFAaREER ;@ADL BRIBMALE e SecURRYSHGHESH RS iIPgdREddREDf the

Access Control Entry represents an explicit or an implicit security change.

o Merardyical ke lghansiP: PRIVEER EEBISHg a table that associates an

object itgRe wjtheth AN desrriRibidgsHifeheAOprbhRISY ateanFO AR DM an
fu rltqher comprising a table that maps the security descriptor identifier to
c

;
QRIER YRR AR AN 1. The system of claim 1, further

c@mprisimgeadyistast ONEHMERr s RQMien Bophohe RO RIGOARA]IOMRTacurity
12. The system of claim 1, further comprising a

agd a non-container iten].

c ﬁ?ﬁﬂﬂ@ﬁﬁ@ﬁ&)’éﬁaﬁ% QL O CERSRSSUT B% G006 the security zones.

13 13. Tirasyriem of claim 4,tfertegiopuvmisingedupasitonhéntafecstority
interact with.the region com&%‘went_or the database. 14. The system of

C|QW§.Q§, fR&'PeYTA0E TREH: %[Ybaérﬂ'security function, a get descriptor
fuctiong; i spétsrcofityafonction, ragiasldongtdingliskpporctamessasioyef

security zones or a collapse of security zones based upon an analysis of security
changes.
6. The system of claim 5, the region component expands security regions by at

least three regions based upon detected security changes.

7. The system of claim 6, the security changes are detected by an Access Control
Entry (ACE).
8. The system of claim 7, the Access Control Entry represents an explicit or an

implicit security change.

9. The system of claim 1, further comprising a table that associates an object
item with a security descriptor identifier.

10.  The system of claim 9, further comprising a table that maps the security
descriptor identifier to contents of a security descriptor.

11.  The system of claim 1, further comprising at least one of a root node, a child,
node, a container item, and a non-container item.

12.  The system of claim 1, further comprising a component to propagate security

changes between the security zones.
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holding link function, and a get effective security function. 15. The system
of claim 1, further comprising a security hierarchy row to define security
object relationships in a security domain. 16. A computer readable
medium having computer readable instructions stored thereon for
implementing the components of claim 1. 17. A method for object
database security, comprising: defining database objects in an object
domain;_defining security components in a security domain; providing a

mbbpingThedvaAE BBt JUrEhcaRPHRNg IpRSt ABR NS TaRg to Mteract

eMRIPHEYHIBRBRIA:H defiRaiagBdsty regions for the database
objects. _18. The method of claim 17, further comprising generating at

oht tr SO BIUFR) OF RS BRGSO At R SERLIHlon, 2 g

d@@%@ﬂbtéﬁfuﬂ@ﬁdﬁ@,tﬁ@& @é&lﬁiﬁyﬂf@ﬁcﬁéﬁhﬁﬂ Wéiﬁ@ MR EHBEOANa remove
inheritance mechanism for the security components within the security

dBRIdIRY Hek Aunciian, aRria Gt siEeaHYseSE BY B urity, comprising:
mERNS fameteyinhriataRaRe10RRHS: FORRIRIRS SetiNSaaERLIoIMSSeEfine

the objects; means for mapping the security regions to the objects; and

mReSHY B PRI EIA MR B &S85YEEH ALYt in part on the security

reggons. ALl&mputer readable medium having computer readable instructions stored
thereon for implementing the components of claim 1.
17. A method for object database security, comprising:
defining database objects in an object domain;
defining security components in a security domain;
providing a mapping between the object domain and the security domain; and
employing the mapping to define security regions for the database objects.
18.  The method of claim 17, further comprising generating at least three security
regions upon detecting changes in the security domain.
19. The method of claim 17, further comprising providing an inheritance
mechanism for the security components within the security domain.
20. A system to facilitate database object security, comprising:
means for storing database objects;
means for setting security regions for the objects;
means for mapping the security regions to the objects; and

means for accessing the objects based at least in part on the security regions.
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