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Background of the invention

Business processes often require authentication of one or more
business entities. At the same time, digital technology has also given
rise to new applications for authentication, such as of computer usexs,
credit-card users and so forth. There is an increasing use of various
blometrics in such authentication processes. With the widespread use of
networking, many of these applications involve authentication over a
communication network, where several security- and privacy-related issues

arise. With this spread in networking, biometrics has moved from simple
desktop 1mp1ementations to network-authentication systems, involving
firewalls and multiple operating platforms. ‘Fingerprints constitute the
most popular among the biometrice in use. One of the most important
weaknesses of current biometric authentication mechanisms lies in the
digital representation of the biometric indicator. If the digital
representation of the biometric is made available to a network intruder
during an authentication process, the security of the business process may
be permanently compromised, since, a biometric indicator is gqurally
unary to begin with (i.e., all of us have only one left thumﬁprint).
Unlike‘passwords, one cannot keep changing the biometric under use..All : .
prior art methods of fingerprint authentication over a network involve
gending the digital representation of all or some part of the fingerprint
in some form, which if deciphered, could reduce the offered security to an
unacceptably low level, thus disrupting the business method.

The use of encryption ls one response to the need for security and
privacy in communication. More specifically, such methods involve the use
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In WO9825385A1: METHOD AND SYSTEM FOR IMPROVING SECURITY IN NETWORK
APPLICATIONS (Also US6076167), blometric information is used to
authenticate a user at the beginning of a communication session, but it is
assumed that a secure chamnel is available to transmit such information.
More specifically, the commpnication between the two parties is encrypted.

. WO098126 70A1‘.- BIOMETRIC IDENTIFICATION SYSTEM FOR PROVIDING SECURE
ACCESS proposes a device for capturing and transmitting encoded biometric
information to a receiver for various applications.

US6038666: Remote identity verification technigue using a personal
identification also proposes to use biometric data forx authentication, but
it also proposés the transmisaion in encrypted form (that is, the security
of the invention relies upon the security of the channel of

communication) .

All these inventions rely on the use of encryption for security
during authentication. However, there are several situations where
security needs may not be fully met by encryption. Firstly, encryption has
certain costs in terms of processing speed, computing power and cost of
equipment, and these costs may be elther a barrier or an avoidable burden
in many applications. Secondly, the use of encryption may place a burden
of remembering keys, keeping keys secure and using encryption in a secure
and non-compromising fashion upon the user. Technically non-proficient and
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queries to the server for which a match is observed by the client provided

at least a defined minimum number of queries are verified, generating a

pet of challenges pertaining to defined physical relationships between

fingerprint pattern elements in the identified queries, tramsmitting said

challenges to said client, responding to said challenges based on observed

fingerprint patterns at the client, and confirming authentication provided

at least a defined minimum proportion of responses are determined to be

correct by the setrver.

Preferably, there is provided a means of fingerprint-based
authentication that can operate in a secure and trustworthy fashion over a
communication channel or network that does not guarantee the security or
privacy of communication. Preferably, a system and method 1s provided for
such authentication in order to achieve two purposes: high-accuracy
authentication using fingerprints, and not revealing the fingerprint (or
essential information related to the fingerprint) whilelcarrxing out the

former function.

In the preferred embodiment an improved system and method for
authentication using fingerprints are provided. Preferably these have
increased security. Further preferably, the fingerprint is not revealed.
Further preferably, the authenticating party, called the server, and the
party to be authenticated, called the user, communicate with each other
remotely over a communication channel or network which is ingecure.
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In a preferred embodiment, distance is the Euclidean distance ox the
Ridge-Count distance between the two pointes or a cartesian pair of wvalues,
the two values being the Euclidean and the Ridge-Count distances
respectively.

Preferably, each of the challenges pertains to a geometric
’ relationship between fingerprint pattern elements in the identified
queries.

Preferably, the client attempts to maximize the number of correct

responses to said challenges.

~ In a preferred embodiment, the minimum numbexr of matches to the
querieé is 3 and the challenges are constructed by grouping the elements
of the identified or matched queries into ordered 3-tuples each containing
one element respectively from the 3 1dentified queries, the correct
response to which is the angle formed by connecting the 3 points in the
3-tuple in a predefined sequence.

Preferably, in order to make the protocol more robust to nolsy
inputs, the minimum number of matches to the queries is increased to 6 and
the challenges are constructed by picking 6 pattern elements, one from
each query and selecting 4 angles formed by these 6 elements, chosen in a
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According to another aspect the invention provides a system for
enabling the remote authentication of fingerprints over an insecure
network using a client-server architecture, comprising: means for

' transmitting the identity of the finger-print source to the server, means’
for retrieving fingerprint pattern data of the fingerprint source from a
fingerprint data-base at the server, means for transmitting a set of
queries, each of which is derived from a randomly selected set of
fingerprint pattern elements in said fingerprint pattern, to said client,
means for comparing the received set of queries against an obsexved
fingerprint pattern at the client, means for transmitting the identities
of those queries to the server for which a match is observed by the client
provided at least a defined minimum number of queries are verified, means
for generating a set of challenges pertaining to defined physical
relationships between fingerprint pattern elements in the identified
queries, means for tranémitting said challenges to gaid client, means for
responding to said challenges based on observed fingerprint patterns at
the client, and means for confirming authentication provided at least a
defined minimum proportion of responses are determined to be correct by

the server.

Preferably, the means for transmitting queries uses the ggometric
information about the corresponding randomly selected set of fingerprint

pattern elements.

Preferably, the means for transmitting queries uses the distances
between pairs of fingerprint pattern elements.



Accordi ng to anot her aspect the invention provides a systemfor enabling
'the renpte authentication of fingerprints over an insecure network using a
client-server architecture, conprising: nmeans for transmtting the
identity of the finger-print source to the server, neans for retrieving
fingerpri WOPHINE2n data of the fingerprint source from FCYERYORHOI nt

dat a- base at the server, neans for transmtting a set of queries, each of
which is derived froma randony selected set of fingerprint pattern

el ements in said fingerprint pattern, to said client, nmeans for conparing
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proportion of responses are determned to be correct by the server.
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readable storage medium embodied therxein for enabling the remote

authentication of fingerprints over an insecure network using a

client-server architecture, comprising: computer readable program code
means configured for transmitting the identity of the finger-print source
to the server, computer readable program code means configured for
retrieving fingerprint pattern data of the fingerprint source from a
fingerprint data-base at the server, computer readable program code means
configured for transmitting a set of queries, each of which is deri?ed
from a randomly selected set of fingerprint pattern elements in said
fingerprint pattern, to said client, computer readable program code means
configured for comparing the received set of queries against an observed
fingerprint pattern at the client, computer readable program code means
configured for transmitting the identities of said gueries to the server
for which a match is observed by the client provided at least a defined
minimum number of queries are verified, computer readable program code
means configured for generating a set of challenges pertaining to defined
physical relationships between fingerprint pattern elements in the
.identified queries, computer readable program code means configpred for
transmitting said challenges to said client, computer readable program
code means configured for responding to said challenges based on observed
fingerprint patterns at the client, and computer readable program code
means configured for confirming authentication provided at least a defined
minimum proportion of responses are determined to be correct by the

server.
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accordance with a preferred embodiment of the present invention.

Figure 5 shows variations of the process for generation of queries
at the server.

Detailed Description of the Drawings

Figure 1 shows the system according to a preferrea embodiment.: _
congisting of two parts, a élient and a Server connected over an insecure
network. A database of the fingerprints of all registered users is hosted
by the server. The server is assumed to be secure. The client and the
communication medium are assumed to be insecure. The aim is to
authenticate any person claiming identity I by verifying the
fingerprint (s) he gives at the client with that present in the server
databage. The client and the server module communicate with each other to
achieve this verification, the client being the prover and the server
being the verifier. The protocol of the preferred embodiment assumes an
open channel of communication between the client and the server and aims
to ensure that an eavesdropper does not get any valuable information that
might enable him to impersonate the person with idemtity T .

The basic protocol is based on a challenge-response sequence between

the client and the server.

1. The protocol begins with the client claiming identity I.



described, by way of exanple only, and with reference to the follow ng
'drawi ngs: Figure | shows the system according to a preferred embodi ment of
the present invention. Figure 2 shows the flow diagramof the operations at
the client in accordance with a preferred enbodi nrent of the present

i nvent i onWOEPHIH23 shows the flow di agram of the oper at iRSTECHR/0HR ¢l i ent
for processing of queries in accordance with a preferred embodi ment of the
present invention. Figure 4 shows the fBow di agram of the operations of the
server 'in “accordance with a preferred enbodi ment of the present i nventi on.
Figure 5 shows variations of the process for generation of queries at the

server. Dgtai '@Qere'?gwﬂ P QBved chbe PiAWepSSLEi Jukerls shQubed he system

according’to a erred_enbodi nen consi st i f two r i ent and
a Server conneEtRE§TBREE EHPW ﬁ%eegg?aé’asﬁeaf‘aoﬁ?.s Q%‘cggt%ﬁggg&o%%taﬁgarga' .
fingerprints obacd bf nbdelstier epetised gipukinesiren L fysrmaingd {edetaie server
is assumed to B&cwhCtboR. L.ThBedd kepittants bhe the amesuissC abatoararstienweat e
assunmed to be LS‘%S%%ﬂenJ.he aimis to authenticate any person cl ai m ng
identity X by veritying the fingerprint(s) he gives at the client with
that present in the server database. The_ client and the server_ nodul e
communi caBe wi I thaceresy Hempiare Attethe chiedty eh9rr $35% Pt thB* Bt bei ng
t he prover andrédedvedr ¢Bs clbentngridme tycrinf|ematdheThsr oWonl ofoh wateh
preferred embogiyieBt ResidiRE A a £NABWIRABALNS 1€0sEHESI aticoBebRVERN  he

client and he SeryerANc ALOB oe! B HMiELNAL: AsCALESKEY RARAI nilfes not get

any val uabl e i fTor nat1 o m enable himto 1 npersonate the person
with identity guccerpmnliysie fidt B}gjcﬂ s1R8efa%ed on a chal | enge-response
sequence between the client and the server. | 1. The protocol begins wth
the clieng, cl atnd Rgridictidd Yorst AR 02/ 22132 2h81 IeGFéLBORItRA0LD the

patterns in S and sends these challenges to the ¢lient.
5. The client answers these challenges to the best of its capability.

6. Based on the correctness of the client responses, the server decides
whether the client’s claim of identity is validated.

Figure 2 shows the flow diagram of the operations at the client in
accordance with a preferred embodiment of the present invention. A user
that enters the system gives his fingerprint and claimed identity to the
client software. The protocol begins with ﬁhe client communicating the
user’s claim to identity I to the server in function block 500.

The execution of the client module then waits for the server to
communicate & set of k queries to it in function block 1000.

The execution then proceeds to function block 1500 of the glient
module. After processing all queries, execution continues to function
block 2000 where the client counts the number of querles it was able to
match. If the number of matched queries is below a threshold w (in our
preferred embodiment this threshold is 3), the user has failed to,prove
hig identity and execution proceeds to function block 2500 where a failure
message is displayed to the user. Otherwise execution proceeds to function
block 3000 where the client discloses to the server the w best matched
sets. A matched set is revealed by specifying which query it corresponds
to, as well as the index numbers of all its elements. This is the subset
S. In our preferred embodiment the set S conaists of the three matched

gsets, corresponding to some three gueries i, j and k.



2. The server retrieves the local tenplate L of I's enrolled fingerprint
‘fromits database and constructs a set of k patterns, each of which is a
set of mnutiae fromL ( explained in detail below fromL. These
k.patterns are the queries that are then sent to the client. 3. in the
query tenpWwax03/00114%t the client, for each of the k patter BET/GBA¥EMPed, the
client tries to find a match. The notion of a match w Il be specified in a
following section. it sends to the serven the indices of a subset of the k
patterns it was able to match nost successfully. W call this subset S. 4.
The server then constructs a set- of challenges related to the patterns in

S and sends these challenges to the.client, 5..T L1 we t hese
chal l enges to tf 5@%?“%?’%%5%"&6 bt f@%eng.agéé%gge%%h%gg g%r%r' eér't?dness of
the client reauppides, thehgliedt gatoqr Beledf hfderass £4P2 E19 &RTYE t1 ai m of |
Sidentity i suncabowlaiieck 36PQuiEeck chhblence He &|spheet afjrthm wroprRE Berations at
the client pidthed@Ce@E diatwadet Bert Py aher ¢lddnenio diespnisepfthiehelipne smat

i nvent i on. (Apis€ ana! BRIl Sbie pHEpty MBI Sibdaks thi BgepRideRtednd Cl ai med
identity to client s re. e.pro e en
communi cat PTﬁfdﬁﬂ?t'ugveﬁW sg}baltlgg?ﬁet 871 3?%% i"E"QC"I('?)kxtl'ég%tg %ngggéﬂr &grb{;nt uelrelct i on

bl ock 500. matirked @esat §955 BY tflﬁézléﬁ?%n?h‘f‘ﬁ)déeec’fﬂ&ﬁn%i £ PHIEMPRETer ver to
communi cat ev@.SetN (@) k NfQe | egnt xpspboden t6 1avch j2orhadilerde, 10 cLimnE execut i on
t hen procegggutos faﬂ_acéénaﬂ Bl 96kenbSAQ1ef £dried blyi @ihecting Ul e and\f RErto Q.

processi ng,al | tg%es{hfgde %%HL#&H GRJki fyegs to function block 2000 where
S er

the client Coun e nu of queries it was able to match. If the
nunber of matched queries is below a threshold w ﬁi n our . pref rreg

enbodi nent t hi sThehBestRs gopmicates the gqeess 9% Fadlyxnsy of She \Eﬁr&gb"“ P
identity and taseclienon wpilor dbdsclient gneeundratiel sk ts08e%vhere a failure
nmessage i s displayed to the user. Oherw se execution pfoceeds to function

bl ock 3000 wher g Q@ycéohgmtsdg§qggéﬁétl& LhGuSEIhhetlE pucbas! comichag
sets. A matched set 1s reveal ed spe |f in WhIfCh uer odli‘%en%orgh%sggnds
to, as wel PEFEMe fRPPRUSE Y‘Rﬁwﬂ‘g’f"g‘ %? i%l $ II¥S°‘%| Birent s, ‘ﬂ‘ﬁ/s I's the subset
S. In our pattieenrisdacerideetiont of pel sdpudeeppipta s (8% Phe B'hr ee nBELHERT
sets, COrrgeRRRes g kdruzdty thémemififtiaeRnrs chpsa@ndniformly at random from
the minutiae in L. The i*® query is the vector (d%, d%, ..., d%), where d*
is the distance between p, and p';. While many different measures of
distance such as the Euclidean distance and the ridge-count distance (the
ridge-count distance between two points in a fingerprint is the number of
ridges that cross a line joining those two points), ox combinations
thereof may be used, in our pret'erred embodiment( we use a distance measure

which is a cartesian pair of values, the two values being the Euclidean
and the ridge-count distances, respectively.

Upon receiving query i, the client tries to match it in L’. That is
to say, it tries to find a set of points X = {g%, g%, gz, ..., a's} in &’
and a subset Y of the query of size s, such that the sets X and Y are
similaxr in some geometric sense, and s is maximized. In our preferred
embodiment, the client attempts to find a set {g%, q': @u cees Q) OF
minutiae in L’ and a one-to-one mapping f from [1,s8] to [1,r] such that
for all j in the range [1,s], the distance from g'; to g's equals dly
(within a specified tolerance). Such a set is called a candidate match for
the query. The client finds the largest such set. If s, the size of the
largest candidate match, exceeds a specified threshold &, the query is
sald to match with {g%, ¢, @'z, ..., g%} -- otherwise it is not matched.
N(g';), the index number of g'; is defined to be £(j).

Figure 3 shows the flow diagram of the operations at the client for
processing of queries in accordance with a preferred embodiment of the



WO 02/ 091142 PCT/ GB02/ 02010 9 The execution streamat the client again goes
intora wait, and resunes when the client gets a set of challenges fromthe
server in function block 3500. Each challenge is a subset of the union of
the matched sets that were sent by the client. In response, the client
must  conpMWQ@029bi4er ansnit some property of this subset. PﬁT/GHW"BP@f erred
enbodi nent, every chal |l enge contains one point fromeach of the three

mat ched sets sent . by the client.. Thus, ti®e challenges are of the form

(N(Q 1), N(Qj) , N(Qx)) . In response to such a challenge, the client
conput es and sends , 1s the angle fornmed by connecting Qi and Qbi to Q
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pi g, continupé t): funEQ{on BLEROERS Wers OHar bii¥nt HaE6& sNtMI hbae qassy ghosen
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and the ri dgso,coumniclivret ainmsks (dthe > iti dgé- edunguediyst 4acrotbeatfBedy t wo points
in a fingeppiddaisd 3t e matuHRaranaf in FlSlgasn tthatk aseB2ha diiat: pelatitagciehose
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enbodi nment € neasure rtesian pair of val ues,
the two valgiues“e’l?iér r?@‘ef"ffé°Ed‘t?I"F%lé’éF?‘ e Fljg‘mr 4’](51"@% %‘%ﬁht di st ances,

respectively. Upon receiving query 1, the client tries to match it in L".
That is ' to sayriduret4 isBewd @hé if2dw aiia@tamoéf pbe psration {afi the geivergin, ...,
q} inl .208a@nQURsal aYpRfreihtd SitREMMeAE ¥ EXe HredenthirdvBatichhernieif 1k
and. Y are §' melrx?‘err w{'itssogés in@@?{u{r{t té%@rﬁrﬁmim 8o 158 [BXEid#eh i'dE‘n&léEr

preferred tterzp T ﬁii |2
. q.) of 4o GETEAR IOk 00 FRBTHELPD. 8ﬁ%inﬁﬁm’fr° gurr't?% ‘?*i‘ 5998 ghgep
such that 'thomeatdr peixmievéme tharfegdrbring] L, corhespdndinanee If £¥am 4%9 to q| o
equal s dir giapabaM thin a speC| fied tol erance) Such a set is called a
~candi date match for ' :

The execution then proceeds to function block 5500 where L is used
to build k queries as described above. Next, the execution proceeds to
function block 1000 where the server sends this set of k queries to the
client.

' i . , . -

When the client responds with the indices of w gueries (the set S)
and the corresponding matched sets, the execution proceeds to function
block 6000 where the perver constructs T challenges from S. The server
groups the elements of the w matched sets into groups or patterns. In our
preferred embodiment, these elements are grouped into T ordered 3-tuples,
each of the form (Q., @' Q) . Each 3-tuple contains one element
respectively from the 3 matched sets (as noted previously, w = 3 in the
preferred embodiment). Each such 3-tuple is a challenge, the correct
response to which would be g, the angle formed by connecting Q. and Q. to

oF. o

Having constructed the challenges, execution proceeds to function
block 3500 where the server challenges the client to disclose the angles
between { N(p.t), N{(pv), N(pX)). For example, a challenge could tramslate
as follows: “Disclose the angle between the 3rd point in the 2nd query,
the 7th point in the Sth query and the 6th point in the 1lst query.”



the query. The client finds the |argest such set. If s, the size of the

‘| argest candi date match, exceeds a specified threshold t, the query is
said to mtch with {g{o, qli, g2, ..., q(.} -- otherwise it is not

mat ched. N(gij) , the Index nunber of glLj is defined to be f (j) . Figure
3 shows t WOPR/BAM4R agr am of the operations at the client PCEIGBO3OYIRsSi ng of
queries in accordance with a preferred enbodi nent of the WD 02/091142

PCT/ GB02/ 02010 10~ present invention. T¥e client receives k queries. These
gueries are processed one at a tine. The execution beglns i n deci sion

bl ock 1510 mhere the client checks if there are any remaining queries not

processed yet. unbDREEH R Ib%ofg{sﬂ&ﬂeﬁg ééaﬂéfage‘a%ﬁda:guﬁgieeso%aeyt i on
contlnues else I% n

contlnusto ctl i
ol ect's ¢ RBsHERES uBsrgRLLon 5 e proReaede asinied b MERER ik 8, )
t he cli enwhéienyhe tagaven SP¥REst theaRdbaated FARHFERE (‘8?11§6n?°§‘| the glismg, BT s
query. |nadeeilsésye Bbookictl 55O clidmtschendmtanchmaist i fnd fortwhiph thet , query i
i's not mat.ghade ré%bb@éé/\ﬂise;,l thedpS thR seRad aﬂ:dpten tﬁdlliﬁhpcﬁﬂebdsoekrr’bﬁBOiﬂ he

client select fpr < A, o '
of q3,, SQIt.E, d§§gerencme%pgeql %d Pis%w nae 18, wsﬁft dg'mgegn pbl ockQTI

1510. Fi géFeﬁ%‘es‘Fﬂﬂﬁﬁn ttll?ge‘l‘rf% 'die}gl’ber ghcﬁf‘sf‘%é” 8r TP % cf fe-Server in
accordance with a preferred enbodi nent of the present invention. Initially
t he server wai trBe fe@bcitiien cihieg NieatitesC demiuborc dlarckt P00, viegecthy mexveri dentity

X in funcighodikebh #Ghe 3RRnecRCHkodt cosPohBeie Sxdedah W) CiterR BliackndtBO where

the server_ retr e g r o o) I el Stne
dat abase. © Seenelfg%% c|)£o°{~|n %1 47 1 éﬂé; 1951;%?@85&&&93%@ 5%5)%93\1#& ethL S
Y,
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and the correspondieng diBh<had wel s nhit@peX aatldsOthat afLadsd ttox fumsct i on

bl 'ock 600Q m%ugt!{oge()?%{J%ﬂeacﬂpﬁt{]ﬂggﬁol ﬁﬂ@ﬂﬁ@gﬁ‘ﬁ bE Qe Srolbss 65 Ver

groups thé el enent s Into groups or . (ns, I n our
pr ef er r ed SEMFGGF AL, q“teﬁ%"‘sseaé L5y éﬁ ﬁria i n?o 3-_&%21; f}h? upl es,

need to make the protocol more robust to noisy inputs, where many of the
minutiae returned by the client’'s minutiae detecting software returns are

spurious.

The value of the minimum number of matched pattern element ‘w’ is
increased to 6 -- the client identifies selects six queries and sends the
. corresponding matched sets to the server. The server then picks 6 minutiae
.say D1, Pa: P3 ru, Ds: Ds, one from each of the identified queries, and
gselects 4 angles formed by these 6 minutiae. The 4 angles between the 6
minutiae are chosen in a particular manner, which is devised not to reveal
any useful information about the finger print to an eavesdropper. This
rule for selecting angles is illustrated in Figure 5.

The rest of the protocol remains unchanged.

Another variation (variation 2) of the query generation process
peeks to reduce errors. Consider the case when there are 2 points: which
are at the same distanke/ ridge counts away from the center. i.e. both q,
and g, are at the same distance/ ridge counts from ¢,. In such a case the
¢lient might include ¢ in a candidate match even though it would have been
vcorrect” to include g, instead. Variation 2 is motivated by the need to
avoid such errors,

In this variation, query I is formed, using the distances of a set

of r minutia, selected uniformly and at random, from 2 different points,




each of the form (Q 1, Qbi, Qk) . Each 3-tuple contains one el enent
respectively fromthe 3 matched sets (as noted previously, w- 3 in the
preferred enbodi nent). Each such 3-tuple is a challenge, the correct
response to which would be q, the angle fornmed by connecting Qai and Qbi to
Q ". Havi nWOM3A$2A ct ed t he chal | enges, execution proceeoE,C'ligGBQZ{PﬁQ}Pl on

bl ock 3500 where the server challenges the client to disclose the angles
between ( N(p.;) , N(pbi) , N(pek)) . F#& exanple, a challenge could
translate as follows: "Disclose the angle between the 3rd point in the 2nd
query, the 7th point in the 5th query and the 6th point in the 1st query."
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wher e t he dexamceslchecks if the nunber of correct responses exceeds M
where Mis another chosen threshold. If so, the client is authenticated

8000. Qtherw sqiitiie oSRLVElendfE 8f @fe Idi8tocdlit ARRALA GakhayeRas failed 7500.
The server comunicates the appropriate decision to the client and then

termnates. Figure 5 shows the use of_ nu gles that are used for the
construction ofPgfRerdY VATitich PataYohe (%‘H%P?gﬁ Fyehop "Ealéfeq'ﬁ;oﬁ% f or

gener at i orquety coesists off xt Yrrteen vérsizdhi sackar pagh of Whd chrsokyesperd IF¥9 t he

need to Mape diRaidedt O£ ciBes ﬂ&bwﬁrdwanﬂiﬁyréﬂ%puéz&ra]l\hﬂ&ﬁt.rrahy of the
mnutiae returned by the client's mnutiae detecti ng software returns are

spurious. The vaI e .of the ni mim nu ther mat ttern e
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each of which is a pair of vectors, would permute the second vector in the
palr according to the secret permutation. The client would de-permute the
second vector of each query and then proceed as before.

In addition to the proposed variations above, the operation of the
authentication process can be further enhanced by improving the accuracy’
of. the protocol. The dccuracy of the protocol -1g affected by the spurious

. minutiae that are thrown-in by the minutiae extraction software due to
image noise. If the minutia p%, used in the construction of query i, is
spurious, then it is not possible for this query to be useful in the
authentication process. This illustrates how spurious minutiae reduce the
chances of successful authentication by a client that is correctly
following the protocol. One enhancement deals with this difficulty by
reducing the number of spurious minutiae in the image in the server'’s
database. ' ' '

In, this enhancement, at the time of registration of the user, when
the user’'s fingerprint is added to the server’s database, several images
of the user’'s fingerprint are acquired. These images are then conaidered
pairwise, and the minutiae present in one image of such pairs are sought
to be matched with the minutiae in the other image of the pair. Such a
matching may be done either manually or using a software. If a minutia a
in the first image matches minutia b in the second, then minutiae a and b

are to be regarded as non-spurious.



selects 4 angles formed by these 6 mnutiae. The 4 angles between the 6
‘mnutiae are chosen in a particular manner, which is devised not to reveal
any useful information about the finger print to an eavesdropper. This
rule for selecting angles is illustrated in Figure S. The rest of the
prot ocol ™A 142nchanged. Anot her variation (vari ati on PET/eH020M0 query
generation process seeks to reduce errors. Consider the case when there
are 2 points: which are at the same di&¥ance/ ridge counts away fromthe,
center. i.e. both q2 and g2 are at the sane distance/ ridge counts from
g,. In such a case the client mght include q, in a candidate match even

though 1t Wou!l gy n3UGRGEE.: LG NG b OatlaBEd U I2sbNSLAAGaca¥EBL Al ON 2 1S

notivat ed by the nee vold s errors., In this variatjon u | is
formed, uSPREeCNEW StaRte eofevérg]gpma%‘?s'ré}?ﬁsng? jogne by ‘Eertfpg%nguﬁﬁq‘o?ﬂ y and.
at randominigeriD mipEtisee ithighidif oty g any pinytdRe AR0YHED P98’ o and
vi . W fiinsther prstensk \desetiretl ghiowe. vt , Pli, pla, . . , P==} , and then
construct the query as a pair of vectors,(dl1, di,, ... ,dir) , W, D12,

, D11.)) , where dlj is the distance between pio and plj, and Dij is
the distance between v{ and pij. Now a candidate match is of the forn{qio,
z1l, qil, 93,, ... , qt,}, such that for all j, the distance fromqg{j to
gio equals d=rp,, and the distance fromq'j to zi equals Dir(j) (both
wi thin specified tolerances). Al the other elenents of the protocol
remai n unchanged. In general, Variation 2 may be nodified in such a way
that each query consists of x vectors of size r each, each of which
correspond to the distances of r chosen points froma different central
point. Variation 2 can be given an extra |layer of security, in applications
where it is possible that the server and the client share a secret
permutati on known only to them The server, while sending the queries,
each of which is a pair of vectors, would pernute the second vector in the
pair according to the secret pernutation. The client would de-pernute the
second vector of each query and then proceed as before. In addition to the
proposed vari ati ons above, the operation of the



aut henti cati on process can be further enhanced by inproving the accuracy
‘of . the protocol. The accuracy of the protocol -is affected by the spurious
..mnutiae that are thrown-in by the mnutiae extraction software due to
imge noise. if the mnutia p;o0, used in the construction of query i, is
spurious, We/91142s not possible for this query to be usBETGBII020He

aut hentication process. This illustrates how spurious m nutiae reduce the
chances of successful authentication by ¥ client that is correctly,
followi ng the protocol. One enhancenent deals with this difficulty by -
reduci ng the nunber of spurious mnutiae in the inmage in the server's
database. In, this enhancenent, at thegdfin® of registration of the user,
when the user's fingerprint is added to the server's database, several
imges of the user's fingerprint are acquired. These inmages are then
consi der ed1. pai Avwesbod Hior eablirianthd Fevqiecadhentifatior i ARIEPTITE PYSEi r s
are sought antmsbeurEnhetwedk Wistihg taheljunntteiraer anciihecturéeconprigingf the pair.
Such a matching may be done either nmanually or using a software. If a
mnutia a in the fi j l Nt 4R+ t e 4168,

m nutiae a and tﬁgn%“ri;ég%ncé g%g (riggg{igggﬁagﬂéqng%\%%gﬁfiigﬁs%w{/%egg;%g11%4}3

PCT/ GB02/ 02010 13 The fingerprint that is to be stored in the server's
dat abase i s deet¥iarirg Grorrertit PREESEB\VAREY|°f AddBIeTPHRtS BPY i TR nY

dr oppi ng f Edmgeirbeinti dmtgebadd atrivhet segwerwhi ch did not match with any
mnutiae in other images in the process described above. WD 02/091142
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finger-pripattegnr d@ edld pEleférver, retrieving fingerprint pattern data of a
fingerprint source froma fingerprint data-base at the server,

transmtting a c%ﬁﬁazqixgq#!ﬁr t&@fRivencht Of yferfds agaithet i anccbdei-0st dindeapaiitl vy
sel ected SSLté%fmfa{t”Qﬁé Rhift. pattern elenents in said fingerprint

transmitting the identities of those queries to the server for which
a match is observed by the client provided at least a defined minimum
number of queries are verified,

generating a set of challenges pertaining to defined physical
relationships between fingerprint pattern elements in the identified
. queries, '

transmitting said challenges to said client,

responding to said challenges based on observed fingerprint patterns
at the client, and

confirming authentication provided at least a defined minimum
proportion of responses are determined to be correct by the server.

2. The method as claimed :in claim 1, wherein said iﬁentit}es are the
indices of thoge queries for which a fingerprint pattern match is observed
by said client.

3. The method as claimed in claim 1, wherein each of said queries
comprises geometric information about the corresponding randomly selected

set of fingerprint pattern elements.



pattern, to said client, conparing the received set of queries against an
‘'obsetved fingerprint pattern at the client, transmtting the identities of
those queries to the server for which a nmatch is observed by the client
provi ded at |east a defined m ni mum nunber of queries are verified,
gener at i ngW@ 02/89114% chal | enges pertaining to defi ned phy#CI4FB02/02010

rel ati onshi ps between fingerprint pattern elenents in the identified
queries, transmtting said challenges t&5said client, responding to said
chal | enges based on observed fingerprint patterns at the client, and
confirm ng authentication provided at |east a defined m ninum proportion

of responsgs aretsd @b 1£6141RefAnCOIARCE, Pherelie eS6t \GElsaid. quedt@edret hod as
claimed 10 GLAlD &4 tiSILhIL ag,ggem:'émg 2 biierh WlehfiRe0l LhoOSE

querlesformﬁﬁ I'nger print tern ma IS O by said client. .
3. The nethod as clainmed in claim1, wherein each of said queries

conpri ses Tjeoneihe] wetihaf prenatdiond ABotiainfe CRATAER SaRRIIOH gthea ARichiTyeRieF ect ed
set of fingeppidedt opahe alint@iceneirion.a WDLR/ 02§dA2 1RCHAGRAR/ gridt: £6 4. The

net hod as gLlgi fednd rabaidih %zp%ﬁédle@@%'ﬂe@ntSﬁ' d queries conprises
di stances between pairs of fingerprint pattern el errents 5. The method as

claimed in claim 3, wherein each of the said ri ses_ of the
di st ances § omBecHILeA ¥5 RlFFRT i1 SIBAP (3 érﬂheégg’h@ﬁf; d& m§chise'o?he’t he ot her
finger pri rRucpideser ¢iaspeeme Rr sthegR1dppeConpt [FdE-aRSe dEEYIRRISHE EYUPAIES Fher ei n

sai d di st aneertesitheaibu] reizan, dihsttancaloes batndRikly @ubigesn dindtthece

bet ween sqiigggy@uﬂelagsug@s Repaddiesiyan pair of values, the two val ues
bei ng the Euclidean and the Ridge-Count di stances respectlvel y. 7. The

method as clained in erein,each .of %tal g t:r%l%hal I F£naes pertains

to a geometric F‘él'&et'ﬁhBﬁsaﬁl ﬁ%ﬂ}&* BrePinde }f‘erﬁ 'S Pdfents in the

i dent i fi ecPhgitanices. pertains to a geometric re at onship between fingerprint
pattern elements in the identified queries.

8. The method as claimed in claim 1, wherein the said client attempts
to maximize the number of correct responses to said challenges.

9. ‘The method as claimed in claim 1, wherein the minimum number of

matches to said queries 1s 3 and said challenges are constructed by

grouping the elements of said identified matched queries into ordered

3-tuples each containing one element respectively from the 3 identified

queries, the correct response to which is the angle formed by connecting
‘ the 3 points in said 3-tuple in a predefined sequence.

10. The method as claimed in claim 9, wherein in order to make the
protocol more robust to noisy inputs, the minimum number of matches to
paid queries is increased to 6 and said challenges are constructed by
picking 6 pattern elements, one from each query and selecting 4 angles
formed by these 6 elements, chosen in a manner devised not to reveal any
useful infermation about sald fingerprint to an eavesdropper.

11. . The method as claimed in claim 1, wherein in oxder to improve
security, saild queries are transmitted as pairs of vectors with the second
vector in the pair being permuted in accordance with a secret permutation
known only to said client and said server, with the client de-permuting

said vector of each gquery prior to processing.

12. The method as claimed in claim 1, wherein to improve accuracy by
rejecting spurious patterns said server acquires several images of the
fingerprint of the user at the time of registration, said fingerprint



8. The method as clained in claiml, wherein the said client attenpts to
‘maxi m ze the nunber of correct responses to said challenges. 9. The net hod
as claimed in claim1l, wherein the m ninum nunber of matches to said
gqueries is 3 and said challenges are constructed by grouBin the el enents
of said i da¥@0¥9&W2mat ched queries into ordered 3-tupl esPEHEBIHBALLI ni ng
one el enent respectively fromthe 3 identified queries,' the correct
response to which is the angle forned bﬁsconnepti ng the 3 points in said
3-tuple in a predefined sequence. 10. The nethod as clainmed in claim9,
wherein in order to make the protocol nore robust to noisy inputs, the

m ni num nupditernd aratohesicred padr drigeicrid The fingepeisegaterg elrgdents d

chal | engespalsene QRSLAdIGhaR Bye mRidiel NGLh deatdsRbRdlediabsts i echir aheeach
query and §neg gﬁ}r.%?g?sgé @T&leﬁ?s thf TBOD Y Re55eab1£ 808 Hifge PR O Ratdbade

manner devi Se reveal any useful information about said fingerprint
to an eave¥drBPPEFYeH1. . The nethod as clained in claiml1, wherein in
order to inprove security, said queries are transmtted as pairs of

vect ors wiih thzm-syetondor \eastldng ithet fegopmiantizaticptper wft Skhgerprinterayance

Wi th a secgetnpsdudl ddevofk ukiME Qabit-borvei dhctlteBliralnbompat slizger ver, with
the client de-pernuting said vector of each query prior to processing. 12.
The nethod as clained in claim1, whereipn to_inprove accuracy b rejecting
spurious patt ePR¥Ss 5P%) EERRAPAF 438 (e & ng Ve?gltglg Fa& &F ?thgxmf |°n§°e$é|5’r°i nt
of the useseryerthe tinme of registration, said fingerprint WO 02/ 091142

PCT/ GB02/ 02010 16 patterns are considered pair w se, and the fingerprint

pattern el emenkansPE&S atriled1 @ingiRHA ndFat bR Aotk VE tAingaprea @bdide)
el enents ig the ﬂg’gfgé%ég‘ggqtg_%ﬁeeta@%g gl50ents that match are stored in

said fingerprint at t server. 13. A systemfor enabling the
renote aut hentication of fingerprints over an insecure network using a

client-server Bex fertarenietingrs SPhef misxhes  62<h PLISAFR dendesined i dentity
of the fi nfrem prisntiogusectes péie of ofingerprivtanstiesnr glementsyimgaidnger pri nt

pattern dag@geipfinbgRipedd)t c&QHiLC@1idnkom a fingerprint data-base at the
server,

means for comparing the received set of queries against an observed
fingexprint pattern at the client,

means for transmitting the identities of those queries to the server
for which a watch is observed by the client provided atileast a defined
minimum number of queries are verified,

means for generating a set of challenges pertaining to defined
physical relationships between fingerprint pattern elements in the
identified queries,

means for transmitting sald challenges to sald client,

means for responding to said challenges based on observed fingerprint
patterns at the client, and

means for confifming autﬁanticétion-ﬁro%ided at 1éast a defined
minimum proportion of responses are determined to be correct by the
gerver.

14. A computer program comprising computer readable program code means
for enabling the remote authentication of fingerprints over an insecure
network using a client-server architecture, said program code means being



means for transmtting a set of queries, each of which is derived froma
Tandomy selected set of fingerprint pattern elenents in said fingerprint
pattern, to said client, neans for conparing the received set of queries
agai nst an observed fingerprint pattern at the client, neans for
transmittiW@oAHldentities of those queries to the servePCT/GEA2ARICh a
match i s observed by the client provided at | east a defined m nimum nunber
of queries are verified, means for genefdting a set of challenges
pertaining to defi ned phyS|caI rel ationships bet ween fingerprint pattern
elements in the identified queries, neans for transmtting said chall enges
to said cljfiBtea RBART£bA the HROPE 0B GardyOos @il flinGnal dcengp whba sedd @roghaer ved
flngerprlr% Ratter Q% %$ the client, and neans for confirning

aut henti cati on prOV| ed at | east a deflned m ni mum proportion of responses
are determned to be correct by the server. 14. A conputer program
conprising conmputer readable programcode neans for enabling the renote
aut hentication of fingerprints over an insecure network using a
client-server architecture, said program code neans being WO 02/091142 17
PCT/ GB02/ 02010 adapted to performthe steps of any of clains 1 to 12, when
said program is run on a conputer.



