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1. Ema_nt..thﬁ_lnxsntien

The invention roelates to a tamper-proof or secured
system of remote or long-distance participation in
interactive games with verification of the chronology of
events, _ ' |

With the advent of so~called interactive taleviejon
systems, it is desirable to onable toleviewers to take
part in games where, for example, they . are asked, during
a broadcast, to give ahswers to questions broadoast fxom
a ptation, :

‘During such ‘games, a maximum answering time has to
sot in order to prevent the teloviawer from making his
answey after the solution to the game has been given from
the station or after he has looked up the . angwer in an
encyciopedin or any other refercnce data base. |

It is also desirable that the televiewar’s answer
should not be forwarded, in real time, to the supplier of
the service (the cable operator, the broadcasting atudio,
etc.) so0 aue to avold '"saturnting" this siippliexr with
thousands of aimultaneous answers. To do this, a store-
and-forward system is indispensable. In this system, the

'televiewer’s. answer is stored at his home in a securea
- way in ‘a mass consumer type of apparatus (such as a cable
. decoder, dedicated games wmachine, ete.) and then

forwarded later at -appropriately ' staggered times, by
radio-telephone,' cable or any other suitable means of

telecommun:cations.

2. Degcription of the Prior Axt

There are oxamples of such systems developed in the
Umtcd States, for example by the firm Interactive Game
Networke, where teloviewers have a small games machine
provided with a radio interface, a keyboard, a soreen, a

- modem and a security wmodule. -
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the station or after he has oo ﬁﬁg‘gp t he answer in an encyc1opedia or any
ot-her: rgference data base. 33t 4 5 o desirable that the tel eviewer's
answer should not be forwarded, in real tine, to the supplier of the

service (the cable operator, the broadcastizng studio, etc.) so as to avoid

"saturating"” this supplier with thousands of sinultaneous answers. To do
this, a store- and-forward systen1|s |nd|spensable In this systen1 t he

teIeV|emer S answer h| h n [
consuner - type Elgg?gtiﬁﬂﬁ suc ﬁc Qﬁ%d (f%cogqy‘&q \C/ivgﬁl cgkt‘ea amasa
machi ne, etc. 3 f%ﬂ%wu?k%PW%&Qﬁyai°§pp?8ﬁPFﬂtel}Wﬁ
times, by radi anfleretande theabberatianyoft Bachsui spbtemireans . of

h tho Unitod St at oTher Shldatsond 3 AbfoddaliY 19 O LHRCRNE. T GHF & goed
where tel Bvi enSEONRINELEY/GONtrod es CoAPWLes  hereinafter called &
"central computer", These Questions are broadcast by
radio to these machines. For example, at the boeginning of
a football match, the televiewers are asked to guess the
number of goals scored at half-time. The question is

10 displayed on the screen of the machine. The answer is
entered by etich televiewer participating in the game at
the instant T2, by weans of the keyboard of his maschine,
and . is revorded in a secured chip (of the type used in

_ smart cards) mounted on the same muehine. A few minutes

1 after the guestion has besn asked, at the ingtant T3, a

- new broadcast signal loocks the entire population of
machines so that they no longer accept any answers. The
answer to the guestion is broadcast at the instant T4 (1n
fact, P4 corresponds to half-time in this example). The

20 answer recorded is forwarded later, at the instant T5, to
the games central computer by modem through the switched
telephone network and serves as proof of participation.
If the televiewer has given the right answer, he or she
may be in for some winnings.

25 In certain proposals of implementation such as the
one described 4in the US patent No. 4 592 546, a
sufficiently proeocise olock cirocuit placed within the

~games machine is used to date each event. When the
_ “players! answers are forwarded to the games central

30 computer, thé-times recorded by the machine are given to
the -cahtfal computer and dompared by it with the
reforence time that it has kept.

. In other proposals of  implementation, each mass~
- congumer type of games machine is provided with an

35 eleotronic real-time clock cirouit synochronized at

regular intervals (for example by radio 1link) with a

reference wvlock signal sent out by the games central
computer.
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. prOV|ded with a radio |nterface ? yboard, a screen, a nodem and a

i security..module. [err] [err 3 4%‘ erence nmay be nade to Figure 1, which
is adiagram of the <chronology of events, in order to understand
the operation of such a system The questi ofs are broadcast at an instant
Tl froma transnitter/qentral conput er her ei nafter called a
"central conputer". These questions are broadcast by radio to these

machi nes. For exanpl Pheatimee MeckNvhych tael Qﬂiéiﬁﬂoﬁmiﬁhbrbheoast aﬁa
tel eviewers ar etﬁékeg!mgo,lﬁuea%s th%hn%rg) answﬂpais éfo&?da@te Q%co}tdlage in

The question is _
the machine (for example in a secured way inside a chip
for amart cards). _

5 When the oconnection is made to the games centra)
- compute¥, the answer as well as the times rocorded are
forvaxrded as proof of participation. The central computer
agscertains that the information on time T1 forwarded is
within an acceptable tolerance. bracket and that T2 is
10 prior to T3 whioh is the deadline allowed for the
. answors.
DRAWBACKS OF THE CURRENY SYSTEMS
- In the above-mentioned systoms, or in other similar
forms of implementation, an ill-intentioned user may very
B X well make a recording, in an appropriate machine, of the
control waignales sent to his games machine (such as
; questions, locking commends, olock synchronization
: signalg, etc.).
§ Then, at a slightly deferred point in time, once the
- 20 answer to the guestion has been broadcast by the station
: is known to him by specific research or by any other
means, this ill-intentioned individual can replay the
control signals in his machine and thus simulate a real-
time answer. This is made possible because the fraudulent
28 individual has no witnesses in the privacy of his home
and because there is always a reasonably sutficient
amount of time that elapses bestwean the end of play and
the expected forwarding of tha answers to the central
computer. Finally, it is not possible, economically, for
30 the games machine to have a means of Xnowing whether the
signals that it reccives from tha outside world, which
are supposed to be secured, are truly qenarated in real
time or whether they are being given with a slight delay
after having been recorded without any modification.
35 In a patent filed in France under No. 89 06848 and
published under No. 2 647 612 and the addition numbex 90
01512 published No. 2 658 375, a system is described
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di spl ayed on the screen of the g@é The answer is entered by each

tel eviewer participating i 3 h@rﬁg at the instant T2, by neans of the-
keyboard of his machi.ne, and is recorded in a secured chip (of the type
used in smart cards) nounted on the same ne#thine. A few ninutes after the
question has been asked, at the instant T3, a new broadcast signal |ooks
the entire popul ation of machi nes so that they no | onger accept any
answers. The amlmtHd\@queptamnt!;obroaﬂcathiat rawdnstiant deférred

fact, T4 correpnaydsig,0 whdl¥eilvis™ in this exanple). The answer recorded i s
forwarded Iater at tr{_&lnst nt T5 to the ganes central conputer by nodem
through the swi tched t et INRUEST) dRuntas the PRfsHwie time that

parti ci pati on. oliapsies tmitndenethdafnaamt tdferdmiva A% Wiien Rh' afbWerBY

one. descr thea. i ¢ B8Rkt fok ' hd' gaRT (el al Bucd ™ Hol ' §vinG" ée' "°
answer) and the instant T5 at which the answers by the
televiewers are forwarded to the central computer ;

- the telaviewer’s answer aotivates, at the instant
T2, the start of a local time oountinq operation in the

lo machine; '

~ at the instant T5 of when the information is
forwarded to the central computer, this central computer
ascertains that the time T5-7'2 measured by the machine in
- the player’s home is truly greater than the absolute time

16  T5~T3 that it has itsolf computed, -

' The timing diagram shown in ll'iguro 2 {llustrates
these sequenceas.

"The ' approach proposed in this patent 1is

_ unfortunately not infallible because the user, by

20 aecelarati,nq the local~time counter, can make it seom as .
if, betwesn the answer and the connection to the central
-computer, there has elapsed a pericd of time T5-T2 that
is lengthier than the time that has actually elapeed,
This is poseible by a eiwpla temporary modification of

26 the oscillation froguency of the electronic olock circuit
locatod in the games machine.

Indeed, the counter in the machine is accesasible to
the user, unless it is physically geoured, i.e. embedded
in a vesin., Whether this oircuit is supplisd by an RC

30 - network oscillator, a ceramic resonator oscillator or a
guartz oscillator, its natural frequency can be deflected
by a slight mismatching of the oscillating elewment. It is
thus possible, without any difficulty, to accelerate or
slow down the oscillator by a small percentage.

35 By aoccelerating the oscillator which supplies the
clock circuit of the games machines, a fraudnlent
individual oan wait beyond the deadline T3 (for example
to wait for the answer to bea broadcast live) and then
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sufficientl y preC| se cl ock (%I

to date each event. \WWen t e Lﬂgbng aansmers are fmmmaka¢ﬂsﬁ&h

central “conputer,.the times recorded by the machine
central conputer and corrpared by it with thg referen gﬂﬁﬂ has
kept.. I'n other -

proposal-s of inplenentation, each mas e of

ganes machine is provi ded Wi th an electronic real-tinme clock circuit.

synchroni zed

ref erence cl ock &% sen gr g%h%%e&rgérés%%n Xuﬁ‘f’%%!’ QKLGIQEEEA&EENT-
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delay. ‘I'hus, en his naohine is mtarrogated by tho
central computer at the instant T56, the apparent time T5-
T2 given to thism central computer will be even ¢greater

“than in reality.

TheXe are Xknown ways of fitting out ocertain

‘microprocessore for miocrocirouit cards with clock

10

frequency detectors to detect the anomalies in this clock
frequency., This type of detector is eativated wvwhen the
clock frequenoy that supplios the componant is
excessively low, for example in oxder ¢o prevent a
frandulont i{ndividual from attempting a %“step by 'step"

‘approach to the program carried out by the processor.

20

25

- 30

36

Typically, a low frequency detector such as this is
activatod below about 500 KHz when the nominal trequancy
of the component is baetween 1 MHz and 5§ MHz. The
substantial lack of precision of this type of detector.
and the fact that 1t oxists only to detect excessively
low freguencies mean that it cannot be used to overcome
the above-mentioned type of fraud.

The invention is aimed at ovarcominq the drawbacks
of presently used systoms. _

Indeed, the eystem of which the invention is an
object can be used for the secure vaerification of the
fact that the televiewer has truly ansvwered the questions
acked between the instant when these guastions are. asked
and a deadline decided by the transmitter of the game,

The proposed system is based on the counting, by a
seoured processor (for example a microocircuit card

- processor), of oconsecutive time intervalg, the Ffirst one

of whioh is initialized by a cryptographically secure
message sent by the transmitter and the last one of which
is ended by a connection of the games machine to "the
central computér of the transmittér in order to forward
the proof of the answer thereto.

SUMMARY _OF THE INVENTION

An object of the present invention, more.
particnlarly, is a secured system of remote_participation

ced within the ganmes machi ne” |s—uSed
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~The tinme Tl at which the qggﬁt ?ﬂ g broadcast and the tine T2 at which the
answer i.s given are recorded i ﬁ machi ne (for exanple in a secured way
inside a chip for smart cards). v%en the connection is made to the ganes
central conputer, the answer as well as thegtines recorded are forwarded as
proof of participation. The central conputer ascertains that the
information on.time T1 forwarded is within-an acceptable tol erance bracket

and that T2 is t ne aIIo f.or the ans
ArvEAaKs o THE IRtk dabgs | %"‘g‘%&é nder8i 5 é‘!?s‘%’e‘r’r’é‘ gentral
other sinilar fRAMRMERE| k¥ Paﬁsﬂtsﬂnqncrxntpgraphtenmauuagasmxeuayveeryy
well make a reqcsmmj_d,ﬂ arrwmg at aunﬁgl ne?hé)f k{%mg ol (?ii gn ? y
cl oc

sent to his ga such as esti o ooki conman
synchr oni zat ?On@éc{@f 1 rogram, qt‘i'he te ev!.ewers having available a
- 5 - games machine cepable of reading the televised messages

and sending back an answer to the questions asked in
those messages, wherein: :

= the games machine has means for the counting of a
duration or period of time Trl2 defined by the instant ¢1

10 of reception of a message and  the instant t2 of the
te)eviever’s answer and a period of time Tr25 Qefined by
the instant t2 of the televiewer’s anewer and the instant
t8 of the forwarding of the answer ¢to the central
eomputor, :

15 = the coentral aomputer has means for the counting of
a period of time ta35 defined by the answering deadline
t3 and the answer forwarding instant ¢85 and a period of
time tals defined by the instant t1 of transmission of
the message and the answer forwarding instant ts,

20 ~ and it further ocowprises ocomputation means

© enabling the checking of the following relationships:
Tr25 > Ta3s
and Tri2 + Tr2s = Tals + tolerance values,
and being capable of rejecting the answers when the

25 relationships are not verified.

' The counting means of the gamaé machine are formead
by a scoured miaroprocessor c¢ontrolled by a alock
implomenting a oleck pulse counting program,

" The énvention aleso vrelates ¢t0 a machine for

30 ‘participation in broadcaet programs and for certification
of participation in conjunction with & remote central
conputer compribing:

- means for the roception of digital information
olements coming from the central computer,

35 - dinterface means fox the introduction, 'by a -
participant, of the data elements representing his
participation,
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signals, etc.). Then, deferred point in tine, once the answer
to the question has been ﬁ} gd@ﬁ@k¥%y the station is known to him by

spegi fi'c research or by any other nmeans, this ill-intentioned individual.
can replay the control signals in his nachf%e and thus sinulate a real -
time answer. This is nade possible because the fraudul ent individual has no
witnesses in the privacy of his honme and because there is always a

‘reasonably sufficiem #Hhoonst &b teeb . topt el sowmsotdoncehiot hthendcehtpady

and t he. expecte@m@mﬁ&ychng of the answers to the central conputer.
Finally, it is not possi econom cal

y, for chine to have a
means of knowi ng whét hef the]'%q‘%ﬁ'ual §“Phaté??“?%‘i @gQEEFeﬁFhe RIRPRNt
wor | d, whi ch arcomxdedyey & miturmuwtoramdt rittlsysaonagat mdahs,real time

or uhet herg they ar e et Goyey viehld 2 oAb siGh@Y bibrAEHbRS BEBuse
whereins
- when the'machine receives, at an inetant Ti, a
digital message having a predetermined form, it sends it
to the sacured miuioprocasaor,

10 - after varification, the secured nioroprocessor
reocords this message in ite memory and starte oounting
time units propoftional to the poriod of the clock signal
that ie given to it by the oclock saignal generatioh'
oircuit, : |

15 ~ when, at an instant T2, the machine receives, from
a teloviewer pogsessing +this mnachine, data elements
relating to his partiojpation, it transmits thesa data
elomgnts to the secured microprocessor which records them
in a reguisite form in its memory and also records the

20 time counting value at this instant;

' - the secured. microprocessor continues the counting
until the wachine hae been put into contaat, by the maans
. foxr -setting up a uonneotion, with the central computer at

. ~an instant T5; . . .

26 . - as soon as the oonnection is set up, the
nicroprocessor seénds the stored data c¢lements on
participation and the counting values Triz and Tr2b =0
that the ocentral computer can verify that these values
are compatible with its own ocounting values and ecan

30 reject the answer if this is not the case. |

' The invention also relates to a contral ocomputer
device designed to manage the participation of an
audience of televiewers in broadcast scenarios, tha

: televiewsrs having, £or this purpose, an electronic

38 participation machine comprising: '

| - time counting means,
~ means to broadcast digitel. messaqos for individual
elactronio partioipataon machines,

is Sheet Has Been Replaced
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In a patent filed.in France und &g 89 06848 and published under No. Z .
647 619 and the addition nu%%ér 86 &512 publ i shed No. 2 658 375, a system
i s described REPLACEMENT SHEET 2 7 MAR 1997 REPLACEMENT SHEET -4 enabl i ng
the prevention of this fraud by deferred pl gying, wherein: - the central .-
conputer counts the absolute tine that el apses. between the instant

L e a4 s £

o

s e et B e ke s 3 o) hubt't v ngSere * 48, I

referenced T3 'when the ansmer i s broadcast (or the deadline allowed for

“‘giving t he answer) agd q&%agg TQPZ% &é¥3ﬁ”ﬁ¥@hstﬂx Hmﬁividual

e .cent

televiewers are
ei &aonic partioipation mach os.

5  davige, at the inestant T1, uses an appropriate
transmission channel to broadcast a digital message to
individual maohines of tha televiewers and initializes
and activates the tima-counting means, |

- at the predetermined instant T3, chosen as being
10 the inatant when the audience should no longer
pnrt;cipate in the scenario, it momorizes the time-
counting value and continues this counting, :
- at the instant T5,. chosan as baing the instant
when the machines get connected to the central computer,
15 it memorizes the time-counting values obtained by the _
machihes and checks the following relationships: |
Tr25 > Tads
and Tri2 + Triz = Tals % tolerance values
whereain: | :
20 Tr25 4is the pariod of time of counting by the
machine between T2 and TS5, ) '
Tri2 is the period of - time . of counting by the
machine between 71 and T2, ' _ '
_ Tr35 is the period of time of counting by the
- 25 central computer between T3 and T5, :

Tris 1s the period of time of counting by the

central computer between T1 and TS.
Each game wmachine is provided with a secured
microprocossor for microcireuit cards., In another
30 embodiment, the microcircuit may be in a ocard having a
bank card format, plugged into the machine, the machine
" then acting as uj-caéd reader of the Xkind that is
comnercially available. _
Alternatively, the. secured circuit may be nontainad

35

~ storage processing means wherein chiefly:
‘= when a new broadcast scenario is inftialized, the

in a portable object other than a oard such as, for .
example, a plastic key or any other object daemed to be

appropriate. D —————
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- the televiewer's answer ct| tes at the instant ‘T2, the start of a

| ocal ti.me counting operatp X 1?%@ machine; - at the instant T5 of Wwhen
the information is forwarded to the central computer, this central conputer
ascertains that the time T5-T2 neasured by ¢ he machine in the player's hone.
Is truly greater than the absolute tinme T5-T3 that it has itself conputed.

‘The timng di'agram shown in Figure 2 illustrates these sequences. The
approach. proposed t fo

infallible becausewqﬁxhecﬁég& °%€eﬁ§§ PQYaF}Hg hg %@%éﬁlﬂgg%oﬁﬁ?g?f
can nake it sed@ adnataliadeai Whsvér &he tﬁ%ibonﬂ&EGVStho ofe the

f:ent rﬁl comﬁut einchiliig e fwsiel mssdnaiﬁfmftnit ij%]d' N ﬁbéés%iirybfor
s?gg}el tererr:)osgry’l%ozi:ﬁci% r%sl actually el apse is i s possible by a.
he term “sacured microprocessor” is understood to
mean any,protected microprocessor such as those ueed in
 smart oard applications, for example in the bank cards
" currently being distributad by banks. ‘ '
: F_THE DRAWINGS
10 . Other advantages of the invention shall appear from
the following Gescription, made by way of a non-
restrictive illustration with ‘referance to tha appended
arawings, of whioh:
S - Figure 1 is a timing diagram of the chronology of
15 the events of the game;
~ Figure 2 is a timing diagram such as the one ahown
in Figura 1, indicating the counting seguences according
to the prior art; : . |
- Figure 3 shows a timing diagram such as the one
20 shown in Pigure 1, jindicating .the counting seguences
according to the inventlon;
~ Figure 4 is a drawing showing the principle of the
games system; _
~ Pigure 5 is a detailed diagram of a secured
25 component aocording to the invention;
- Flgure 6 i& a diagram of a machine in a partiocular
embodiment. | -
MQBE_DETAILED,QEEQBIETIQN
The diagram of figure 4 illustrates a secured system
30 of participation in games enabling the instrumentation of
' the_sequénces described hereinafter and shown in Table A
.appended to the description, fThe system has a
transmittexr/central computer including a set 10 formed by
a television programme transmitter and a central computer
35  unit 20 linked to the transmitter 10 and. Capablo of
sending games nmessages in encrypted form such as those
described, for exawple, in the above~-mentioned patent
applicaﬁione. ' '
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the .oscillation f requency tﬂe eglg?ﬁt ronic clock circuit | BEm he
games machi ne. |ndeed, the ol t he machi ne; HQBQm&a&sBthmhg

user; unless it is phy5|cally secured, i.e. enbedded ether
this circuit is supplied by an RC netmork1QSC|IIat esonator
oscillator or a quartz oscillator, its natural frequency flected
by a slight m smatching of the OSC|IIating element. It is thus pOSSIb|e

wi t hout any dlfflculma t&miﬂ@&% Wdé&mtwe 'bbﬁh%th& Ay
smal | percent age. cceleratin e osc L whi ch su I es the cl oXk

circuit of the%%ﬂe@aaﬁ P&uo‘iﬂeﬁ?"? ’?ﬁdB&F"Eﬁn i $he cVERYS! he
deadl i ne T3 (f homseisete Mshiﬁgrtbhpaﬁhsmato be treaganas thue) aged
then broadcast_: have machines L1 ,.. Ln available, capable of
reading the encoded mesasages on the receiver and of

getting connected to the central computer in a standard .
way. -

[4;]

‘At the instant 71 when the message is sent out,’

~ nawely when the televiewer is agked the gquestion, thea

io0 transmission center and games contral computer 1 sends

"~ the games machine %L1, Ln a cryptographio message, signed
for example with a known card oporating seoret key.

The daispatoh of this message ocan be done by a
transmission channal 30 which may be a dedicated data

15 channel located: :

~ either in the same channel as tha televised signal
(ror exanple in the return frame) .

= or in a separate channel of the game medium (for
example & dedicated HF ehannel on the cable which

20 furthermore convevs the television channels)
| - or in a channel on a different medium (fox example
an FM radio ohanhel as in the Interactive Game Networks
in the United States). :
' The data channel does not need to be one~directional
25 from the transmitter of the signal end the provider of
| services to the televievers.

The games machine L1, whoen it receives this signal,
which appears in the form of a code on the screen 11 of
the television receiver 10, sends it to the secured

30 _conponent c8 placed in the machine or on a detachable
nadium as desoribed hereinafter. '

The machine is provided with a known electronics’
circuitry' of the type described in. the above-mentioned
patents for oxample, enabling it to receive messages that

35 appear on the television soreen and send answer nessages
to the central computer. - |

The seoured oomponent C8 is shown in Figure 5 and
has a microprocessor 100 provided with volatile .and non-
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REPLACEMENT SHEET 2 7 MAR 199 d‘\?\ﬁ@ﬁ rate the oscillator of the machine to
catch up.with the delay. T i s machine is interrogated by the"

"central conputer at the |nstant T5, the ‘apparent time T5- T2 given to this -

central .conputer will be even greater than in reality. There are known ways
of fitting out certain mcroprocessors for mcrocircuit cards W th
cl oak frequency detectors to detect the anonalies |n thIS cl ock frequency.

This type of devgqhemhs Aehbiabsy \Aaennme \%ﬂ@fn GHBRNCYY mthg; :}om
supplies’ onent | S _excessive er

onp exa e in ‘or
prevent a fraudm"gﬂ? T IPOMRXH| 320 nhnd &Y{)t P‘ﬁg“&m S‘H&F "3'099«5# 3PPr odh.
to the program recsivésocldnk tpeigpsncéron a Tylowkl signal | genkratoen@s0.

fet ect ggysuch 232! thd wadhiie! 2! ARHEARMY ml ufine'RT" ddind i to
5 the machine symbolized by the et 140. Whon a message
appears on the screen, the microprocessor 100 receives
this wmessage, vorifies ite authentiaity in a ustal way
and aoctivates the implementation of a timo-oountinq sub-
program on the basis of the olock pulses, this sub-
10  program being contained in its ROM memory 120.

In fact, the secured microprocessor oounts time
units proportional to the oclook frequency 150 with which
it is- supplied and not an abpolute time since it does not
contain any temporal roeference other . than thie olock

15 eignal. Furtharmore. the secured miocroprocessor 100 makeg
a recording, in ite¢ non-volatile. memory EEPROM 130, of
the oryptographic message (or a shadow of this message)
that hag activated the counting operation. '

_ Reference may be made to6 the Table A appendad to the

20 desoription for m clearer understanding of what follows

' _ At the instant T2, when the televiewer answers the
question by means of his maohine L1, this answer is

- transmitted to the secured mioroprocessor 100 which
rocords it in its known volatile nenory 230 and also

25 records the time=-counting value that it has reached whan
it has received the user’s answer. Immediately after thim

avent, the secured miocroprocessor 100 continues to count.

T3 remaing <the absolute deadlina at which the
televiewers oan angver the guestion. Nething particular

30 happens in the machine at this instant: it receives no
“information and the sescured mioroprocessor continues to
count the time. L |

At this instant T3, the central computer provided
with standard processing means 20, including a oentral

35  proocessing unit 21 and memories 22, one of which is
loaded with a oounting progrdm, itgelf also beging a
time~counting operation. '
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of the conponent is betweeg@t Mﬁg 5 Miz. The substantial |ack of
precision of this type of é “ﬁhd the fact that it exists only to

i detect excessively |low frequencies nean that it cannot be used to overcone
t he above-nentioned type of fraud. The inveaRion is ained at overconing the
drawbacks of presently used systens. |ndeed, the system of which the

" invention is an object can be used for the secure verlflcatlon of the fact

that the tel evi ewer faﬂ:hdd Whe arener€r ¢ mtw b8 as
i nst ant when th S€ 3 s ar asked and a

‘ dead
- transnitter of the ga é priBHes e FOUPEADT, | ’ba ﬁﬁegﬂ‘# @rco%ﬂigﬁﬂ M a
secur ed process&&kﬁﬂiuﬁg&nmﬂun mgcrﬂbercuunttnqdupadcéuuu@ppuﬁed to be

consecutive ti myiighH)y vaktaphe fandt Q.l&%r%‘e}o(@cl"ltﬁ?tg e ' ed. ?EB%%

cryptographlcall sec%.e nessage sent z ransm
of whi ch mation of real time. T4 is the absoluta instant at-

whioh the answer to- the question is given on the soreen
for the televiewers. Nothing particular happens at this
inetant. : _ . :

The forwarding of specific data elements from each

10 televiewer who has participated in the game takes place
lator than the instant 76, for example some hours after
the game, by the connection of the game machines 40, 40n
to the central computer 1. Since many telaviewers may
have participated, the oconnections are probably

15 programmed to take place at night. '

The . televiewers’ wachines are oconnected to the
contral computer by means of a "“return channel" whose
direction is the reverse of tha one used to broadcast the
data channel descoribed further above, This return channel

20 may ocour directly on the distribution cable £f the

_television is fbroqdcast by two-way cable. The return

channel may also be wet {zp on the swii:'ohed telephona
network by simple modem. Other possible return channels
may be envisaged. ‘The roference 30 in the diagram of

25 Figure 4 symbolizes the transmission channel or channcls
that may be provided for.

When the connection is set up between the cantral
computer 1 and the machine Ll, (Ln) of the televiewer by
one of . the above—mahtioned neans, the recured

30 nioroprocaessor 1000 may then  bhegin a standard
authentication procedure to authenticate the central
computer and to authentiocate itselt with the central
computer. The authentiocation mechanisms 1if any may be.
baged, without distinction, on a cryptography system

35 - using a secret key or a known public key without in any

" way changing the object of the invention.
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: A : .
: is ended by a connection of thﬁmﬁsgﬁf machine to the central conputer of
. the transmitter in order - t 3ot oAng he proof of the answer thereto. An

obj ect of  the pr esent i nventi on, nore particularly, is a secured
system of renbte participation ininterggtive ganes conprising a _
‘transm ssion central conputer transmitting cryptographi c messages received

by television receivers during the progress of the television.

Peadi ng the tel eyl sotiind 2 a0 B4RhaRG1En:' SHIP: sBBARGA" §ESFBRFed0uprr o
asked in these %% sagnds M@fe‘i’ﬂﬂtnl h§°§§ﬂ§9!‘m$m feaMms afathg canswer
counting of a dinain ay &:hd)eumbmwér Ehd etotdlednat khe! aetantania .t 1

According to the invention, the microprocesgor 100
also gendsg the contral computar the values Trlz and Tr2s
wherexn:_ :

- Triz is the relative local time computed in the
televiewer's ~machine by the secured microprocessor
between Tl and T2 (as can bes seen in Figure 3),

10 - Tr25 is the relative local time computed by this
gawe secured mioroprocessor betwean T2 and T5 (as can be
seen in Figure 3). :

The televiewer’s answer as well as the time values
computod loocally by the machine 1 may be transmitted with

15 a cryptographic check sum to ensure their integrity and,

"~ as the case may be, they may be enciphered for reasons of
conridential.ity by any known enoiphering algorithm. This
in no way affects the prinoiple of the invantion.

_ 1r:

20 ~ Tal5 denotes the "absolute! time computed by the

' dentral - computer betwaeen T1 and ws (aa shown in Figure
3); ' ’ '

e

~ Ta35 denotes the "absolute" time computed by the
central computer between T3 and TS (as shown in Figure
25 . 3). o | |
Accordinq to the invcntion, the central computer
then ascertains that:
. Tr25 > Tails ixratly.andfthat '
Trlz + Tr25 = Tals + tolerance values,
30 ‘the tolerance values being predetermined.
8 If these relationships are verified, then the answer
is accepted. Otherwise the central computer rejects it.
Thus, if a fraudulent individua) is trying to make
it seem as if he has given his answer before T3 whareas
3% ' he has actually given his answer after T3, he would have
to accelerate the clock 150 given to the card batwean T2
and T5 to obtain an artificial inoraase in the valua of
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1 of receptlon ‘'of a nessage and t he nstant t2 of the televiewer's answer and
" a period-of time Tr25 defi néd 1b§5&1ﬂ%»8| nstant t2 of the tel eviewer's answer
1 and the instant t5 of the forwarding of the answer to the central conputer;
- the central conputer has neans for the coygting of a period of time ta35
. defined by the answering deadline t3 and the answer forwarding instant t5
and a period of time tal5 defined by the instant tl of transm ssion of the

ot Toh e etEL M e 0, e e d bl B AREDAIS°
Tr25 > Ta35 and Sk #ﬁ‘l‘sart’b?e?%ﬂﬁr’e S Tadp *a Yexnange Median of
* rejecting the answers‘l‘h\bennlhetfihahlﬁﬁﬁhaéﬁ ﬁhﬂoﬁptm{ﬂbfbSﬂanbitQQEﬁtl'tng
means of the gangs FEATEVE FoR1lECa18Y the same be possible, would ba that
5 of slowing down the oclock signal given to the secured
. wmieroprocessor between Ti and T2 by a value- that is
exactly ogual to the quantity whose oclook signal would
have to be subseguently accelerated hatween T2 and T5 in.
| order that the sum Tri2 + Tr28 Keeps its legal value. To
10 - make this impossible, it would be enough to see to it
that the instant T3 is variable with respect to the
instant T1- (namely that the time left for the viewer to
angwer the dguestion is variable from one guestion to
another). Thus, the fraudulent individual cannot- predict
15 the value by which the olook signal can be slowed down
between Tl and T2 because he does not know the value by
whioch he has to accelerate it subseguently between T2 and
TS, . _ .
The invention oan also be used, by means of a
20 sacured mioroprocessor used in a standard way for smart
cards and having no partiocularly precise reference clock
signal or being secured itself, to guarantee the accurate
chronology of the events "1‘1, T2, T3 and TS5,
Figure 6 shows a particular enmbodiment of the
25 invention in which the secured: component takes the form
of an integrated chip of the memory ocard C. Thue, the-
machine has, firstly, the part Ll that can be used for
connaction to the central computer in order to read the
. messages displayed on the soreen and enter the
30 televiewer’s response and a detachable part, namely the
nemory card with a microprocessor. The part Ll has, for
this purpose, a slot F enabling it toc receive the cara
and neon-visible connector matching that of the card to
enable it to act as a memory card reader. |
35 With this embodiment, the invention can be applied
- especinlly well to subsoriber television systems - that
already use smart ocards to ensure seccourity aqain'st
doscrambling of the television signals. -
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by a secured n1croprocessor coag@%lged by a clock inmplenmenting a clock
pul se counting program Thali hdehtitéh also relates to a ‘machi ne for .
participation in broadcast prograns and for certification of participation

~in conjunction with a renpte central conputer cgywprising: - neans for the

B teede *a

X ST

connection to the central conputef

reception of digital information elements comng fromthe central conputer,

- interface neans for the introduction, by a pa&%éghgﬁnt of the data
el enents representing his participation, 7 - sto set up a

Games machine/ Televiewsr player
Transmittex/games Recolvor
Contral
somputer

Games MessAge 5  Reception of
| T TY. T
Inetant T1
- codntlng of
olook pulmesy storage
of message |
= Reception and |@-— Anower instant T2
storage of anewer; '
-Storage of the
vounting value

Answer

deadlino
TS
ANBWOL e Racaption of
ansvey
Oompuﬁnblon Fr___5_ Sotting up of
Tals and Tads sonnsction with
central computer
Rouoptxén of] -~ =~ sepding of
answar stored answar
and Tri2, - Bending of
- Tr2s . Tr12 and Tr25
Checking

Tr25> Talb
Tri2 + Tr25 =

TR 15¢ tolerance

valuop
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- at | east -one secured eIectrom

Its storage neans,

gﬁggnponent conprising a mcroprocessor and
- £50 v clock signal generation circuit

wherein: - when t he nachrne recerves, at an instant T1, a digital nessage

having-a predetermned form it sends it to the secured m oroprocessor, *

after verification

the secured microprocessor records this nessage .in

its menory and starts counting tinme units proportional to the period of the

~clock signal that is given to it by the clocksignal generation circuit, -

when, at an instant T2, the nmachine receives, froma televiewer

possessing this
it transmts these

machi ne, data elenents reIatrno ro hrs partici pation,

data el ements to the &

records thenrrn arequisite forminits nenDry and al so records t he

10

1. A seoured system of remote participation in
interactive games ocomprieing a transmission central
computer sending out cryptographic messages received by

television Yeceivers  during the prograss of the

television program, the televiewers having available a
games machine capable of reading the televised messages
and of sending back an answer to the guestions asked in
these messagas, wherein:

a) the games machine comprises:
- means for the countinq of consecutive periods of

time, of whioh the girst one (Tr12) is initialized by a

15

20

25

30

nessage sent by the transmission ocentral computer and
the last one (Tr25) is ended by a oconnection of the
games machine to the central ocomputer of the
tranemitter; )

tha first perlod Of time belng defined by the .
instant (tl1) of reception of +the message and the
instant (t2) of the televiewsr’s answWer and the second
period of time (Tr25) being defined by the instant (t2)
of the televiewer’s answer and the instant (t5) of the

‘forwarding. of the answer to the oentral computex;

- means to transmit the answer with these counting
rosults to the transmission ceptral computer;

¢) the central cowmputer comprises: .

-.means for the counting of a paeriod of time
(ta35) defined by the answering deadline t3 and by the
angwWer fCorwarding instant (t5) and a period of tinme
(tals) defined by the instant (tl) of transmission of
the message and the answer forwarding instant (t5),

- computation and checking means enabling the
cliscking of’the following relationships:

Tr25 > Tals ' '

and  Tri2 + Tr2s = Tals * tolerance values,
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. i
étihéfEdQﬁffhg value at thi 3iﬂ§%ﬁﬁﬁﬁ$' the secured microprocessor |
. continues the counting until*t] chi'ne has been put into contact, by the
nmeans- for setting up a connection, with the central conmputer at an instant
T5; - as soon as the connection is set up, the mcroprocessor sends the _
stored data el enents on participation and the counting values Trl2 and Tr25
so that the central conputer can verify that these. values are conpatible
with its own counting val ues and can reject t A€ answer if this is not the
~case. The invention also relates to a central conputer device designed to
manage the participation of an audience of televiewers in broadcast
scenarios, the tel evi ener 3nfabeing rdpsigned &n peetectnthpcansyere when the
parti.ci pation naphin&emmﬁwaﬁﬁumyg-aﬂd ROLC Qe FRadEANS, .
2. A secured system of remote participation in
interactive games according to olaim 1, wherein the
5 counting means of the games machine are formed by a
secured  nioroprocessor controlled by a olock
implementing a clock pulse counting program.
3. A geocured system of remote participation in
interactive games according to olaim 1, wherein the
30 counting means of -the games machine are formed by
oomputatioﬁ means controlled by an internal olock
implementing a cloock pulsa counting program.
4. A nechine for participation in broadcast
programs and for cortification of participation in
16 conjunction with a remote central oomputer'oomprising:
= meana for the reception of digital information
elements coming from the central computer, o
- interface means Efor the introduction, by a
participant, of the data elemente rép:esentinq his
20 partioipation, g o
| -~ means to set up a connhection to the central
computer, | . |
"~~~ att least one secured electronic¢ c¢omponent
cbmprising a microprocesesor and ites storage means,
25 . -~ at least one clock signal generation circuit
wherein: : |
- whan the machine receives, at an instant T1, a
digital'meﬁséga having a predgtermined form, it sends
it to the secured microprocessor; ' . '
30 - -aftor verification, the secured nicroprocessoy
records thie message in its memory and starts counting
time units proportional to. the period of the elock

[
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- means to broadcast digita for i ndi vi dual electronic =~~~ 7 7
el 9

partici pati on machi nes,

ns to set up a connection with the

i ndi wi dual el ectronic participation machines, - storage processing neans-

wherei.n chiefly:

devi ce, at the

- when a new broadcast scenario is initialized, the

instant. T1, wuses an a @gropriate transm ssion

channel to broadcast a digital nessage to individual machines of the

televiewers and initializes and activates the tine-counting nmeans, - at the

" predeterm ned instant T3, chosen as being the instant when the audience
should no Ionger participate in the scenario, it nmenorizes the tine-

10

15

20

25

30

signal that 4ie given to it by the oclock signal
generation airouit,

. = when, at an instant T2, the machine receives,

from a televiewer possossing this' machine, data

elements relating to his participation, it transmits
these data elements to the secured microprocessor which
recoxds them in a requisite form in its memory and also
records the time counting value at this instant;

~ the secured microprocessor continues the
counting until the machine has been put into contact,
by the means. for settiny up a oconnection, with the
central computer at an inatant T5;

-~ as soon as the connection is set up, the
nicroprocessor esends the stored data elements on
participation and the counting valuas Tri2z and Tr25 so
that the central) computer can verify that these valuas
are compatible with its own counting values and can
rejeot the answer if this is not the case.

5. A machine for participation in broadcast
programs according to claim 4, oomprising chip~card
reading means and a chip card, the ocard ocomprising the
secured ocomponent in the form of an integrated chip
card inoluding a microprocessor and working and program
memorien., '

6. A central computer device designed to managé
the participation of an audience of televiewers in
broadcast scenarios, the televiewers having, for this
purpose,  an electronic participation wachine
comprising: ' _ ' ' .

- time-counting means,

- means +to Dbroadcast. digital mwessageg for

individual electronic participation machines,




- counting val ue and contlnues this gggtlng,'- at the instant T5, chosen-as -
Y

bei ng the instant. when the wachﬁ

t connected to the central conputer,

it menorizes the time-counting val ues obtained by the machi nes and checks
“the following relationships: Tr25 > Ta35 &8d Tr12 + Trl2 = Tai5 [err]

tol erance val ues wherein: Tr25 is the period of tinme of counting by
t he machine between T2 and T5, Trl2 is the period of time of counting
by the machine between Tl.and T2, Tr35 is the period of tinme of
counting by the central conputer between T3 and T5, Tr15 is the period

-of- time of counting by the central conputer between T1 and T5. Each gane
.nﬁachl ne is pr ovided with & mpe&a get up a connectlon wlth th‘ ,].ndlv‘.d“al

10

15

20

25

electronioc participation machines,
" =.gtorage processing means wherein: .

- when a new broadcast scenario is initialized,
the device, at the instant 71, uses an appropriate
transmission channel to broadoast a digital megsage to
individual machines of the televiewers and initializes
and activates the time-counting means,

-~ at the predetermined instant T3, chosen as being
the instant when the auvdience should no longer
participate in the scenario, it memorizes the time-
counting value and continues this counting,

~ at the instant TS, chosen as being the instant
when the machines get connected to the central
conmputer, it memorizes the time-counting values
obtained by the machines and checks the following
relationships:

Tra2s5 > '1‘335

and  Trl2 + Tri2 = Talb # tolerance valuel

wherein:

‘r25 is the period of time of ceunting by the
machine batween T2 and 75, -
~ Tri2 4is the period of time of countlng by the
mach;ne bhetween T1 and T2, ,

Tr35 is the period of time of counting by the
central conputer between Ts and T&, ' o

Tr15 ie tha perlod of time of counting by the
central computey between - T1 and T5.

-
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| microprocessor ,
( mcraociretit nmay be in a . card Ih

A .
for m CrOQing%Atm- Fards. I n anot her enbodi nent, the
: ‘ﬁ%r‘ba bank card-format, plugged 4 tayot&e

: rrHé‘h‘i(_he‘,‘*t he machi ne then acting as a card reader of the kind th I S
_!N__,_cor'rma"'rci ally available. Alternatively, the secured circuit nay be contained

in a portabl e object
or any ot her oppec
al so, as state
of the machine, .l

‘det achabl e.
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) Systdme séourleé de perticipation A des Jeux interactifs avao vérification de Ia ohronologle
d'événemeanta. : ' , .

@) Linvention conoams un eystdme eécurlsé de pﬁrllclpatlon & des joux Interaolife & distence aves
vérification de la ohronologie d'événements selon Finvention, ie sysiéme repone sur le complage par un
mioroprooesseur gbouriob ‘pnr exemple do oarte & micro-clrcult) dintervalies de temps consécutifs dont

le premier (Tri2) est Inltialisé par un message oryptographiquement séourisé envoyé par Pémetiour, 6f =

le dernler (Tn16) est terminé par une connexion de I'apparell de Jeu au serveur de I'dmetieur pour y falre
ramonter la prauve ds ia réponse, . ) _ .

Application aux jeux téisvisée interactifs.

- FlIG-3
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.n1croprocessor such as thos

The term "secured m Cr opr ocess nderstood to mean any protected
gy EéaOI‘fq" E

mart card applicati-ons, for exanple

in the bank cards currently being distributed by banks. O her advantages of

the invention shall appear fromthe follow ng description, nade
of a "non- restrictive illustration with reference to the appended .
Figure 'l is a timng diagramof the chronol ogy of the-

drawi ngs, of which: -

by way

event s of the gane; - Fiure 2 is a timng diagramsuch as the one shown in .

Figure 1, indicating the counting sequences acc /%Bng to the prior art;
Figure 3 shows a timng diagramsuch as the one shown' in Figure

indi cating the counting sequences according to the invention;
is a dramnng shomnng the principle of the le(i 1

1,
Figure 4

M sz 13 T S
' .
Message: 3 o " ;
; ¢ ANSWER DEADLINK '
23'5_?30" ! | CONNECTION 7O !
t SR CENI‘RALISKGWUN
ANSWER . PISCLOSED THE msw. ;m.
™ T2 13 ‘ . T5
i . )|
; u--_-.—-.-..- cx)um'xm BY THE MACHINE —
' v —COUNPING BY THE CENTRAL -~
' { ' ' COMPUTER : ot
MESSAGK L ANSWER CONNECTION TO *
QUESTON - ' § DEADLINE. CRNTRAL COMPOY
ASKED - {  FORWARDING OF °
_ PLAYER'S  ~ ANSWER ANSWER
ANSWER DISCLOSED |
T T2, T3 ™o TS
od ) . § (| d
: s¢ -‘ et v Tr 25 : o —b:
:....Tr 12 _.., ,lq : l T30 i ey
[ . }
I i ’ ' Ta15 i
{ _
' | ANSWIRR .
MESSAGE : mmnmm: CONNRCIION 10
QUESIMON 1 " CENTRAL COMP\I!
Asi@D PLAYER'S :

ANSWER ANSWER
DISCr OSSN

FORWARDING OF
ANSWER
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~particul ar enbodi nent.

. . : 4 .
ganes system - Figure 5 is §3deaﬁd;lg di agram of a secured conponent
according“to the invention; " Figuré Is a diagramof a machine in a .
[err] The diagramof figure 4 illustrates a secured
system of participation in games enabling the instrunentation of the
sequences descri bed 'herei nafter and shown in Tahle A appended to the
description. The system has a transmtter/central conputer including
a set 10 forned by a television progranme transnitter and a central
conputer unit 20 linked to the transmtter 1023;@ capabl e of sending ganes

nmessages in encrypted formsuch as those d bed, for. exanple, in the
above- nenti oned patent applicati o(rm. FrG_ '

20 2 22
’ .
| Ji )
TRANSMITPER | CPU KA WmaoRY
' ~1
30
40 e . ” IhO
/ T :
I _
M \ 7/
)y L)l tn
oD ) - ohD
OO . DOO
FIGSS w
Ll | ] B roM | |eeprom
I
'l--m--- | AR
- RAM ~110
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[err] I@fThe transnltter/ o t I Hﬂﬁputer is connected by transnission
means 30 to receivers placed-in tRe dsers' hones. Users wishing to
part|C|pate in the ganes that are broadcast have machines L1. ... Ln

avai l.abl e, capabl e of reading the encoded nmessages on t he recelver and of
getting connected to the central conputer in .a standard way. At the instant
T1l when the nessage i s, sent out, manely when the . tel eviewer is asked the
guestion, the transm ssi.on center and ganes central conputer 1 sends the-
ganes machine L1, Ln a cryptographic nessage, signed for exanple with a
known card oper at| ng secr et key. The di spatch:.p/g hi s message can be done

FIG.6
B
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transm ssi on channel 30 mhlgg nﬁélggﬁa “dedi cated data’ channel “located; -
either iA the sane channel t evi sed signal (for exanple in the
return frame) - or in a-separate channel of the -same nedium (for exanple a
dedicated HF channel on the cable which furthernore conveys the .

tel evision channels) - or in a channel on a diffrent nedium (for exanple an
FM radi o channel as in the Interactive Ganme Networks in the United States).
The data channel does not need to be one-directional fromthe transmtter

of the signal and the provider of services to %8e tel eviewers. The ganes
machi ne L1, when it receives this signal, which“appears in the formof a
code on the screen 11 of the television receiver 10, sends it to the

secured conponent CS placed in the MR o THE YIRLYERE

A seoured system of vromote participation in
interactive games with verification of the chronology
of events relies on the counting, by a ssoured
-microprocessor (for oxample a microcircuit card), of
consecutive periods of time of which the first one
(Tr12) ie initialized by a cryptographically secured
nepsage sent by the transmitter and the last one (Tr25)
is ended by a connection of the games machine to the
central computer of the tranamitter for the forwarding
thereto of the answer.

Applioation to interactive talevised gumas.
(Figure 1) ' :

-

e

as Been Rep‘aced

T




\hediun1a$ described hereinafter. The nacrlafRFELbEQMEER$HEET$ a gnown

electronics circuitry of the type describk
for exanple, enabling it to receive nMesss
screen and send answer nessages to the c¢
conmponent CS is shown in Figure 5 and has
with volatile and non- vol atil e menor

Uo7555+ ares
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1. Field of the Invention
- The invention relates to a tamper-proof or secured

system of remote or long-distance participation in

interactive games with verification of the chronology of
events,

‘With the advent of so-called interactive television
systems, it is desirable to ¢nable televiewers to take
part in games where, for example, they are asked, during
a broadcast, to give answers to questions broadoast from
a station.

During such games, a maximum answering time hae to
set in order to prevent the televiewer from making his
answor after the solution to the game has been given from
the station or after he has looked up the answer in an
encyclopedia or any other reference data base. .

It lis also desirable that the televiewer’s answer
should not be forwarded, in real time, to the supplier of
the service (the cable operator, the broadcasting studio,
etc.) so as to avold "saturating” this supplier with
thousands of simultanecus answers. To de¢ this, a store-
and-forward system is indispensable. In this system, the

televiewer’s answer is stored at his home in a secured

way in a mass consumer type of apparatus (such as a cable
decoder, dedicated games machine, eto.) and then
forwarded later at appropriately staggered times, by
radio-telephone, cable or any other suitable means of
telecommunications.

2. Description of the Prjor Art

There are examples of such systems developed in the
United States, for example by the firm Interactive Game
Networks, where televiewers have a small games machine
provided with a radio interface, a keyboard, a screen, a
modem and a security module.

Trether node has

means o aﬁszzfﬁ%‘%%%iw&mgﬁnmmﬁf?ﬁ e - @
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this message, verifies its authenticity in a usual way and activates the
“inplenmentation of a tinme-counting sub- programon the basis of the clock

pul ses, this sub- program being contained in its ROM nenory 120. In fact,
the secured m croprocessor counts time units proportional to the clock
frequency 150 with which it is supplied and not an absolute tine since it
does not contain any tenporal reference other than this clock signal.
Furthernore, the secured microprocess®dr 100 nakes a recording, inits
non-vol atile nmenory EEPROM 130, of the cryptographi c nessage (or a shadow
of this_nessage%%%gat has actiyvated the counting operation. Reference may

be made to the FeRC, NI cBet a9%e BRsFARPFE ot of oWhich | dar ea
under st andi fgagranh0f f diheowshrepoldgy i wft aavedds, wHan birdetel &yi ever

ansvers t he updesstani hendpafatlionnbg d@stanBystdemt his answer is transnitted
to the securedpnd QIIYRESIPE brdilicall &€ an instant Ti from a
transmitter/central ocomputer hereinatter called a
"central ecomputer®. These questions are broadoast by
radio to these wachines. For example, at the beginning of
a foothall match, the televiewers are asked to guess the
-number of goals scored at half-time. The dguestion is
displayed on the screen of the machine. The answer is
entered by each televiewer participating in the game at
the instant T2, by weans of the keyboard of his machine,
and . is recorded in a secured chip (of the type used in
smart cards) mounted on the same machine. A few minutes
after the guestion has been asked, at the instant T3, a
new broadcast signal looks the aentire population of
machines so that they no longer acoept any answers. The
answer to the gquestion is broadcast at the instant T4 (in
fact, T4 corresponds to half-time in this example). The
answer recorded is forwarded later, at the instant T5, to
the games central computer by modem through the switched
telephone network and serves as proof of participation,
If the televiewer has given the right answer, he or she
may be in for some winnings.

In certain proposals of implementation such as the
one described in the US patent No. 4 592 546, a
sufficiently precise clock circuit placed within the
games machine is used to date each event. When the
players’ answers are forwarded to the games c¢entral
computer, the times recorded by the machine are given to
the c¢entral computer and compared by it with the
refoerence time that it has kept.

In other proposals of implementation, each mass-
consumer type of games wachine is provided with an
electronic real-time clock cirocuit synchronized at
regular intervals (for example by radio 1link) with a

reference clock signal sent out by the games central
computer. '
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records it in its known volatile nmenory 130 and al so records the
‘time-counting value that it has reached when it has received the user's
answer. Immediately after this event, the secured m croprocessor 100
continues to count. T3 renmains the absolute deadline at which the
tel eviewers can answer the question. hbghing particul ar happens in the
machine at this instant: it receives no infornati on and the secured ,

m croprocessor continues to count the tinme. At this instant T3, the central

conput er provi ded py ar SSl O,.ipcluding a centra
prggejssi ng unitglezﬁﬁ‘?ia;?g?%% Wé%%o?ﬁ)fd%%ﬂg ie PB%%ﬁejoc? Ry
counting program “iteel? a1 PR Ehe aneyer i) fHiviengabpeFasousied [iay r ]
the machine (for example in a secured way inside a chip
. for smart cards).

When the oconnection is made to the games centra)
computer, the answer as well as the times recorded are
forwarded as proof of participation. The central computer
ascertains that the information on time T1 forwarded is
within an acceptable tolerance bracket and that T2 ig
prior to T3 which is the deadline allowed for ‘the
answers.

DRAWBACKS OF THE CURRENT SYSTEMS

In the above-mentioned systems, or in other similar
forms of implementation, an ill-intentioned user may very
well make a recording, in an appropriate machine, of the
control signals sent to his games machine (such as
guestions, locking commands,' clock  synchronization
signals, ete.).

Then, at a slightly deferred point in time, once the
answer to the question has been broadcast by the station
is known to him by specific research or by any other
means, this ill-intentioned individual can replay the
control signals in his machine and thus simulate a real-
time answer. This is made possible because the fraudulent

individual has no witnesses in the privacy of his home

and because there is always a reasonably sufficient

amount of time that elapses between the end of play and
the expected forwarding of the answers to the central
computer. Finally, it is not possible, economically, for
the games machine to have a means of knowing whether the

signals that it receives from the outside world, which

are supposed to be secured, are truly generated in real

time or whether they are being given with a slight delay
after having been recorded without any modification.
In a patent filed in France under No. 89 06848 and

published under No. 2 647 619 and the addition number 90

01512 published No. 2 658 375, a system is described
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12 Since the central conputer is central and is u

= counting is hereinafter called an -"absol ute" countfi IMPLAUEMEWFUSIIEETQI
supposed to be highly stable and represent the cl sgst—possrite

approximation of real tinme. T4 is the absolute in tante%ztwmt elanswer
to the question is-given on the screen for the telleyi I g

particul ar happens at this instant. The forwardin - g a
el enents fromeach tel eviewer who has participateq in the gane take
| ater than the instant T5, for exanple sbme hours

connection of the gane nmachines 40, 40n to the central conputer 1.  Since

gfggagﬁ'yegirggfa i?hd‘a‘ﬁf ReVBRERAL e chiE  cFAMCG Olreril

W, erai

this
used is

- the eentral computer counts the absolute time that
elapses between the instant referenced T3 when the answer
is Dbroadcast (or the deadline allowed for giving the
answer) and the instant T8 at whioh the answers by the
televiewers are forwarded to the central computer;

~ the televiewer’s answer activates, at the instant

T2, the start of a local time counting operation in the
machine;

at the instant T5 of when the information is
forwarded to the central computer, this central computer
ascertains that the time T5-T2 measured by the machine in
the player’s home is truly greater than the absolute time
T5~T3 that it has itself computed.

The timing diagram shown in Figure 2 illustrates
these sequences. : -

The approach  proposed in this patent is _

unfortunately not infallible because the user, by
accelorating the local~time counter, can make it seem as
if, between the answer and the connection te the central
computer, there has elapsed a period of time T5-T2 that
is lengthier than the time that has actually elapsed.
This is possible by a simple temporary meodification of
the oscillation fregquency of the electronic clock circuit
located in the games machine.
' Indeed, the counter in the machine is accessible to
the user, unless it is physically secured, i.e. embedded
in a resin. Whether this ocircuit is supplied by an RC
nétwork oscillatoxr, a ceramic resonator oscillator or a
guartz oscillator, its natural frequency can be deflected
by a slight mismatching of the oscillating element. It is
thus possible, without any difficulty, to accelerate or
slow down the oscillator by a small percentage.

By accelerating the oscillator which supplies the
clock circuit of the games machines, a fraudulent
individual can wait beyond the deadline T3 (for example
to wait for the answer to be broadcast live) and then



The tel eviewers' nmachines are connected to the cEntral conputer by neans of
- a "return channel" whose direction is the rev

dto
broadcast the data channel described further %b&ﬂﬁACﬁMEﬁTﬁﬁﬁﬁTn channel may

occur directly on the distribution cable if §hg=terevision s proadcast by
two-way cable. The return channel nmay al so be}ls¢t ﬁﬁﬁ] Q?a 5w t ched

t el ephone network by sinple nbdem O her possijblte T et'urn chanhels may be
~envi saged. The reference 30 in the diagram of |Fi ' zes the
transm ssi on channel or channels that may be grovided for. Wenjthe
connection is set up between the centraf conputer—t—amdtThe achi ne L1 (Ln)

of the tel eviewer by one of t he above- nenti oned nmeans, t he
secured m croprocessor t hen

egi.n standard
aut hent i cat i oRCTFIREARS &b o°§%’c}ﬂé!ﬁqrcafeq‘%é”€g‘ﬁf'f3a”cﬁ%‘éﬁ P with
aut henti cat e the s@¢Xayn tThushe wbent héé machine is interrogated by tho

central computer at the instant 76, the apparent time T5-

72 given to this central computer will be even greater
than in reality.

There are known ways of fitting out oertain
microprocessors for microcircuit cards with clook
frequency detectors to detect the anomalies in this clook
frequency. This type of detector is activated when the’
clock fregquency that supplics the component is
excessively low, for example in order to prevent a
fraudulent individual from attempting a "step by step"
approach to the program carried out by the processor.
Typically, a low frequency dJetector such as this is
activated below about 500 KHz when the nominal frequency
of the component is between 1 MHz and 5 MHz. The
substantial lack of precision of this type of detector
and the fact that it exists only to detect excassjively
low frequencies mean that it cannot be used to overcome
the above-mentioned type of fraud.

The invention is aimed at overcoming the drawbacks
of presently used systems. -

Indeed, the system of which the invention is an
object can be used for the secure verification of the
fact that the televiewer has truly answered the guestions
asked between the instant when these gquestions are asked
and a deadline decided by the transmitter of the game,

The proposed system is based on the counting, by a
secured processor (for example a wmiorocircuit card
processor), of consecutive time intervals, the first one
of which is initialized by a crypﬁographically secure
message sent by the transmitter and the last one of which
is ended by a connection of the games machine to the

central computer of the transmitter in order to forward
the proof of the answer thereto.

£ P THE INV 0]

An object of the present invention, more
particularly, is a secured system of remote participation

‘%h;;



cdrrputer.' The authentication nechanisns if any may be based, w thout
sdistinction, on a cryptography systemusing a secret key or a known public

key without in any way changi ng the object of WPLACENENT
SHEET [err] 13 During the connection, the|sRERIAGBMENESHEEDcEssor 100
sends the central conmputer the val ue of the afisywer—girven—by The] t el evi ewner
and recorded at the instant T2. According to he ﬁﬁ@i&j@ he

m croprocessor 100 also sends the central conpuge Jes Ty 12 and
Trf25 wherein: Trl2 is the relative |ocal ti corput-edi-n~t-h

in interactive games comprising a transmission central
computer transmitting oryptographic messages received by
television receivers Quring the progress of the
television program, the telaviewers having available a
games machine capable of reading the televised messages
and sending back an answer to the questions asked in
these messages, wherain:

=~ the games machine has means for the counting of a
duration or period of time Tri2 defined by the instant t)
of reception of a message and the instant t2 of the
televiewer’s answer and a perlod of time Tr25 defined by
the instant t2 of the televiewer’/s answer and the instant
t8 of the forwarding of the answer to the central
computar ;

= the central computer has means for the counting of
a period of time ta3d3s defined by the answering deadline
t3 and the answer forwarding instant t56 and a period of
time tal5 defined by the instant t1 of transmission of
the méssage ar;d the answer forwarding instant ts,

~ and it further ocowprises computation means
enabling the checking of the following relationships:

Tr25 > Ta3s

and Tri2 + Trés = Tals + tolerance values,

and being capable of rejecting the answers when the
relationships are not verified.

The counting means of the games machine are fornmed
by a secured wmicroprocessor controlled by a clock
implementing a @lock pulse counting prograwm.

The invention also relates to a machine for
participation in broadcast programs and for certification

of participation in conjunction with a remote central
computer comprising:

means for the reception of digital information
clements coming from the central computer,
- interface means for the introduction, by a

participant, of thé data elements representing his
participation,



.televiewer's machine by the secured mcroprocessor between Tl and T2

(as can be seen in Figure 3), - Tr25 is the relative local tine conputed by
this same secured m croprocessor between T2 and | [
Figure 3). The televiewer's answer as well as t
| ocally by the machine | may be transmtted wt
to ensure their integrity and, as the case may
for reasons of confidentiality by any known er
no way affects the principle of the invegntion.
"absolute' tinme conmputed by the central conpute (as
shown in Figure 3); - Ta35 denotes the "absolute" tine conputed by the

central conputer et yRARsTRANdelS §BS a5"0%hddtibhI%S the centrar

computer,

- at least one secured electronic component
compriging a microprocessor and its storage means,

- at least one olock signal generation cirouit
wherein: , '

- when the machine receives, at an instant T1, a
digital message having a predetermined form, it sends it
to the secured mioroprocessor,

~ after verification, the secured miocroprocessor
records this message in its memory and starts ocounting
time units proportional to the poriod of the clock signal
that is given to it by the oclock signal generation
circuit, :

~ whaen, at an instant T2, the machine receives, from
a televiewer possessing this machine, data elements
relating- to his participation, it transmite these data
elenents to the secured miocroprocessor which records them
in a requisite form in its memory and also records the
time counting value ‘at this instant; -

- the secured microprocessof continues the counting
until the machine has been put into contact, by the means
for setting up a connection, with the central computer at
an instant T5; ,

- as soon as the connection is set wup, the
nicroprocessor sends the stored data e¢lements on
participation -and the counting values Tri2 and Tr25 so
that the central computer can verify that these wvalues
are compatible with its own ocounting values and can
reject the answer if this is not the case. . .

The invention also relates to a central ocomputer
device designed to manage the participation of an
audience of televiewers in broadcast scenarios, the
televiewers having, for this purpose, an electronic
participation machine comprising: ' .

- time counting means,

-~ means to broadcast digital messages for individual
electronic participation machines,



3). According to the invention, the central conputer then ascertains
that: Tr25 > Ta35 firstly and that Tr12 + Tr25p= rance
val ues, the tolerance val ues being predet er mi npREPLACE i onshi ps
are verlfled then the answer is accepted. @h I’N se the central} conput er
rejects it. Thus, I f a fraudul ent individual i rzqnn B kg ift seem as
if he has given his answer before T3 whereas he haSs acé FFZ iﬁen hi s
answer after T3, he woul d have to accel erat e theetreet—-ib06 g"e to the

i ncrease in the Jal ue of

card between T2 and T5 to obtain an arti fici al
[err]

- means to set up a connection with the individual
electronic participation machines,

~ storage processing means wherein chiefly:

- when a new broadcast scenario is initialized, the
device, at the instant T1, uses an appropriate
transmission channel to broadcast a digital message to
individual machines of the televiewers and initializes
and activates the time-counting means,

- at the predetermined instant T3, chosen as being
the instant when the audience should no longer
participate in the scenario, it wmemorizes the time-
counting value and continues this counting, ,

- at the instant 15, chosen as being the instant
vhen the machines get connected to the central computer,
it wemorizes the time-counting values obtained by the
nachines and checks the following relationships:

Tr25 > Ta3b

and Tril2 + Tri2 = Tals & tolerance values
wherein: T

Tr25 1s the period of time of counting by the
machine between T2 and T5,

Tri2 is the period of time of counting by the
machine between T1 and T2,

Tr35 is  the period of time of counting by the
central computer between T3 and TS,

Tri5 1is the period of time of counting by the
central computer between T and TS.

Each game machine is provided with a secured
microprocessor for microcircuit cards. In another
embodiment, the microcircuit may be in a card having a
bank card format, plugged into the machine, the machine
then acting as a card reader of the Xkind that is
commercially available.-

Alternatively, the secured circuit may be contained
in a portable object other than a card such as, for

example, a plastic key or any other object deemed to be
appropriate.



14 Tr25, but this would be det ect ed because the sum Tr 12 + Tr25 woul d no

| onger

between T1 and T2 by a value that is exactl

be equal to Talb t ol erance val ues.|
while being difficult to achieve would all

nt act which,

eqddl MAR 992 qudntity whose

X ! i Bl e, woul d be
that of slow ng down the clock signal give tJo the secured mjcr opr ocessor

clock signal would have to be subsequegtly Jaccel erated betwegn Tl and T5 in
order that the sum Tr12 + Tr25 keeps its | dgal valué.” To make this

i mpossible, it would be enough to see to itlthat fhe instant IT3 is varlable
with respect to tiweidsdiiia mr&ﬂaeewytéwothﬁ btaBed Chird O4ndfiE, Vi ewer to
answer the gygst '3&"1 r jon 10 Rot he?é. us, the

f raudul ent Bg 4 ua ﬁe@ng?gégte%{ th %aﬁag ¥he®tl o S|gnal
can be sl owea‘ ??\gﬁ'n Im conad W%&H%eihe’-ﬁtid@ neCeRRRLY t¥RX val ue by

it to be detachable.

The term M"secured microprocessor® is understooa to
mean any protected microprocessor such as those used in
smart card applications, for example in the bank cards
currently baing distributed by banks.

BRIEP DESCRIPTION OF THE DRAWINGS

Other advantages of the invention shall appear from
the following description, wmade by way of a non-
restrictive illustration with reference to the appended
drawings, of which:

- Figure 1 is a timing diagram of the éhrbnology of
the events of the game;

~ Figure 2 is a timing diagram such as the one shown
in Figure 1, indicating the counting sequences according
to the prior art; _

- Pigure 3 shows a timing diagram such as the one
shown - in Figure 1, indicating the counting sequences
according to the invention;

-~ Figure 4 is a drawing showing the principle of the
games system;

Figt_xre 65 is a detailed diagram of a secured
component according to the invention;

- Pigure 6 is a diagram of a machine in a particular
embodinent. :

MORE_DETAILED DESCRIPTION

The diagram of figure 4 illustrates a secured system
of participation in games enabling the instrumentation of
the sequences described hereinafter and shown in Table A

~appended to the description. The system has a

transmitter/central computer including a set 10 formed by
a television programme transmitter and a central computer
unit 20 1linked to the transmitter 10 and capable of
sending games messages in encrypted form such as those

desoribe_d, for example, in the above-mentioned patent
applications.



whi ch he has to accelerate; it subsequently between T2 and T5. The
-invention can also be used, by neans of a securg

used in a
standard way for smart pards and having no part c%ipéﬁceﬁ W?ﬁigf ef erence
cl ock signal or being secured itself, to guaran1 b the accur at e cnr onol ogy

of the events T1, T2,T3 and T5. Figure shows a2 PMAR d‘iﬂ7ar§ enbodi nent
of the |nvent|on I n which the secured corrponenﬂ takes the formof an
integrated chip of the menory card C. TH¥, the chie has, Firs ly, the

part LI that can be used for connection to the dentral conputer ih order

Lol QS?SMLPES”‘?Z?B‘% %g%ﬁ%«m&% e o Yo SRR i 1

m cr opr ocessor &¥ don_means 3P0 tot megepmmsmla%dslim theemaeredg it to

receive the cahdmnad mwmnlﬁgcmwameEMmgmhhgameé tiet @aed tO
broadcast have machines L1 ... Ln available, capable of
reading the encoded messages on the receiver and of

getting comnected to the central computer in a standard
way.

At the instant T1 when the 'ﬁessaga iz sent out,
namely when the televiewaer is asked the question, the
tranamigsion center and games coentral computer 1 sends
the games machine L1, In a cryptographic message, signhed
for example with a known card operating seoret key.

The dispatch of this message c¢can be done by a
transmission channel 30 which may be a dedicated data
ahannel located:

- either in the sane channel as the televised signal
(for exemple in the return frame)

- or in a separate channel of the same medium (for
example a dedicated HF chamnel on the cable which
furthermore conveys the television channels)

- or in a channel on a different medium (for example
an FM radio chanhel as in the Interactive Game Networks
in the United states). -

The data channel does not need to be one-directional
from the transmitter of the signal and the provider of
services to the televiewers.

The games wachine L1, when it receives this signal,
which appears in the form of a code on the screen 11 of
the television receiver 10, sends it to the seocured
conponent C8 placed in the machine or on a detachable
medium as desoribed hereinafter.

The machine is provided with a known electronics
circuitry of the type described in the above-mentioned
patents for example, enabling it to receive messages that

| appear on the television screen and send ansver nessages
to the central computer.

The secured component €5 is shown in Figure 5 and
has a microprocessor 100 provided with volatile and non-



enable it to act as a nenory card reader. Wth this enbodi nent, the
‘invention can be applied especially well to subscriber television systens
that already use smart cards to ensure security against descranbling of the

tel evision signals. [err] TABLE A Ganes machi ne/ Tel evi ewner

pl ayer Transm tter/ganes Recei ver Central conmputer Ganmes nessage

[err] Recepti on of nessage Instant T1 '
11

volatile memories: a RAM working memory 110, a ROM

program memory 120 and an EEPROM data memory 130. It
receives oclook pulses from a clock signal generator 150
of the machine. It furthermore has means of connection to
the machine symbolized by the set 140. When a message
appears on th_e screen, the mioroprocessor 100 receives
this message, verifies its authenticity in a usual way
and activates the implementation of a time-counting sub-
program on the basis of the olock pulses,
program being contained in its ROM memory 120.

In fact, the secured microprocessor ocounts time
units proportional to the olock frequency 150 with which
it is supplied and not an absolute time sincé it does not
contain any temporal reference other than this olock

signal. Furthermore, the secured microprocessor 100 makes
a recording,

this sub-

in its non~volatile memory EEPROM 130, of
the oryptographic message (or a shadow of this message)
that has activated the counting operation.

Reference may be made tb the Table A appanded to the
description for a clearer undexstanding of what follows:
At the jinstant T2, vwhen the televiewer answers the

question by means of his machine L1,

_ this answer ie
transmitted to the

secured mioroprogessor 100 which
records it in its known volatile memory 230 and also
records the time-counting value that it has reached when
it has received the user’s answer. Immediately after this
event, the secured microprocessor 100 continues to count.

T3 remaing the absolute deadline at which the
televiewers can answer the question. Nothing particular
happens in the machine at this instant: it receives no
information and the secured microprocessor continues to
count the time. :

At this instant T3, the central computer provided
with standard processing means 20, including a central

processing unit 21 and memories 22, one of which is

loaded with a oounting program, itself also begins a
time-counting operation.

REPLACEMENT SHEET

27 MAR 997

e o e < et e e e

e e e
I i



- Counting of clock pulses storage of nessage Reception and [err] Answer
s.instant T2 storage of answer -Storage of the counting val ue Answer deadline

T3 answer " . Reception of answer Conputation [err]
Setting up of Tal5 and Ta35 connection with central conputer

Reception of - Sendi ng of answer stored answer
12

8ince the central computer is central and is used as
a reference, ¢this counting is hereinatter ocalled an
“absolute® counting. The counting used is supposed to be
highly stable and represent the olosest possible
approximation of real time. T4 is the absolute instant at
vhich the answer to the question is given on the soreen

for the televiewers. Nothing particular happens at this
instant.

The forwarding of specific data elements from each
televiewer who has participated in the game takes place
later than the instant T5, for example some hours after
the game, by the conpection of the game machines 40, 40n
to the central computer 1. Bince many televiewers may
have participated, the oonnections are  probably
programmed to take place at night.

The televiewers’ wmachines are connected to the
centra) computer by means of a "return channel® whoge
direction is the reverse of the one used to broadcast the
data channel described further above. This return channel
may ocour directly on the distribution cable if the
television is broadcast by two-way cable. The return
channel may also be set t"xp -on the switched telephone
network by simple modem, Other possible return channels
may be envisaged. The reference 30 in the diagram of
Figure 4 symbolizes the transmission channel or channels
that may be provided for. h

When the connection 1is set up between the central
computer 1 and the machine L1, (Ln) of the televiewer by
one of the above-mentioned means, the secured
nioroprocessor 100 nay then begin a standard
authentication procedure to authenticate the central
computer and to authenticate itself with the central
computer. The authentication mechanisme if any may be
based, without distinction, on a ecryptography system
using a secret key or a known public_- key without in any
way changing the object of the invention.
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and Trl 2,

. Tr25> Ta3S Trl2 + Tr25 = Ta 15[ err]

A secured system of
transm ssion central

- Sending of Tr25 Tr12 and Tr25 Checking
tol erance values [err] 16 [err] 1.
renote participation in interactive ganes conprising a

conput er sendi ng out cryptographic nessages received

by tel evision receivers during the progress of the

13

buring the. connection, the secured microprocessor
100 sends the central computer the value of the answer
given by the televiewer and recorded at the instant T2.

According to the invention, the mieroprocessor 100
also sends the central computer the values Tril2 and Tr25
wherein: _ o '

= Trl2 is the relative local time computed in the
televiewer’s machine by the secured microprocessor
between T1 and T2 (as can be seen in Figure 3), |

- Tr25 is the relative local time computed by this
same secured mnioroprocessor between T2 and T5 (as can be
seen in Figure 3), '

The televiewer’s answer as well as the time values
computed loovally by the machine 1 may ba transmitted with
a cryptograph:lq_. check sun to ensure their integrity and,

as the case may be, they may be enciphered for reasons of

confidentiality by any known enciphering algorithm. This
in no way affects the principle of the invention.

it

~ Tals denotes the Yabsolute time

central computer between 1 and T5 (as
3);

somputed by the
shown in Pigure

- Tal5 denotes the "absolute" time. computed by the
central computer between T3 and TS (as shown in Flgure
3). '

According to the invention,
then ascertains that:

Tr25 > Ta35 firstly and that

Trl2 + Tr25 = Tails i tolerance. values,

the tolerance values being predetermined.

If these relationships are verified, then the answer
is accepted. Otherwise the central computer rejects it.

Thus, if a fraudulent individual is trying to make
it seem as if he has given his answer before T3 whereas
he has actually given his answer after T3, he would have
to accelerate the olock 150 given to the card between T2
and T8 to obtain an artificial increage in the value of

the central computer
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tel evision program the televiewers having avail abl e a ganes nachi ne

s capabl e of reading the tel evised nessages and of sendi ng back an answer to
t he questions asked in these nmessages, wherein: a) the ganmes nachine
conprises: - means for the counting of consecutive periods of tineg,
which the first one (Trl12) is initialized by a nessage sent by the
transm ssion central conputer and the |last one (Tr25) 1is ended by a
connection of the ganes machine to the ¥entral conputer of the transmitter;
the fist period of time being defined by the instant (t1l) of reception

of the nmessag d {he ant of the el evi ewer''s answer and t he
second peri od(’i’ﬁglg #m (H‘]%S djedé’ﬁtﬁgﬁ yb??f’é"ﬁehﬁtfnts“@t PGt + he
tel evi ewer's &‘H‘Qﬁeﬁo‘&m nméonmd:m ena} s Tal8 totolextineg Uﬁllih%- answer to

the central conput #he only fraudulent act which, while being difficult
to achieve would all the same be possible, would be that
of .slowing down the oclock signal given to the . secured
nicroprocessor between Tl and T2 by a value that is
exactly equal to the qguantity whose olock signal would
have to be subsequantly accelerated between T2 and T5 in
order that the sum Tri2 + Tr25 keeps its legal value. To
make this impossible, it would be emough to see to it
that the instant ‘ T3 is variable with respect to the
instant T1 (namely that the time left for the viewer to
answer the question is variable from one question to
another). Thus, the fraudulent individual cannot predict
the value by which the clock signal can be slowed down
between T1 and T2 because he does not know the value by

which he has to dccelerate’ it subsequently between T2 and
TS.

of

The invention oan also ke used, by means of a
secured microprocessor used in a standard way for smart
‘cards and having np particularly precise reference clock
signal or being secured itself, to guarantee tha accurate

chrxonology of-the events P1; T2; T8 and:T5."

Figure 6 shows a particular embodiment of the
invention in which the secured component takes the form
of an integrated:chip of the memory card C. Thus, the
machine has, firstly, the part Ll that can be used for
connection to the central comfmtar in order to read the
nessages displayed on the soreen and enter the
televiewer’s response and a detachable part, namely the
memory card with a microprocessor. The part Ll has, for
this purpose, a slot F enabling it to receive the card
and non-visible connector matchiﬁg that of the card to
enable it to act as a memory card reader.

with this embodiment, the invention can be applied
especially well to subscoriber television systems that

already use smart cards to ensure security against
descrambling of the television signals.
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- nmeans to transmt the answer with these counting results to the

transm ssion central conputer; c) the central conputer conprises:. -.neans
for the counting of a period of time (ta35) defined by the answering
deadline t3 and by the answer forwarding instant (t5) and a period of tine
(tal5) defined by the instant (t1l) of transm ssion of the nessage and the
answer forwarding instant (t5), - conputation and checki ng neans enabli ng
the checking of the following relationships: Tr25 > Ta35 and Trl2 + Tr25

= Tal5 tolerance values, [err] [err]
15
TABLE A
Games  machina/ Televiswor player
Transmitter/games Recolvar
Central
computer

Gaman Mmepsage —iewd  Raception of
nasINge

Instant T2

= Counting of
olook pulses; storage
of message

«~ Recaption and |&~—— Answer instant T2
storage of answer)
" -ftorage of the
counting value i

o

Answer
deadline
3

ANBWer —e . Racaption of
ansver

Computation k,____. Setting up of
Tals and Ta3db connection with

gentral computar

Reeepti..on of ~ 8ending of
answer : stored answor

and Tri2, - sending of

Tr28 Trl2 and Tr2s .

Checking

Tr25> Talds

Tri2 + Tr2s =

Ta 15 tolerante

values
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and being designed to reject the answers when the rel ationships are not
-verified. 2. A secured systemof renote participation in interactive ganes
according to claim 1, wherein the counting neans of the ganes nmachine are
formed by a secured m croprocessor controlled by a olock

I npl ementing a clock pulse counting program 3. A scoured systemof renote
participation in interactive ganes according to claim1l, wherein the

counting nmeans of the ganmes machine are forned by conputation nmeans
controlled by an internal clock inplenmenting a clock pul se counhn
and for

program 4. A nachine for participation in ﬂl“ﬂﬂﬂ Hﬂ &
certification of participation in conjunction w

conputer conprising: - neans for the reception of dlgltal I nf ormati on
el ements com ng fromthe central conpdﬁer

WHAT 18 CLAIMED I8

1. A seoured system of remote participation in
interactive games ocomprising a <transmission central
computer sending out cryptographic messages received by
television receivers during the progress of the
television program, the televiewers having available a
ganes machine capable of reading the televised messages
and of sending back an answer to the questions asked in
these messages, wherein:

a) the games machine comprises: _

- means for the counting of consecutive periods of
time, of whioh the first one (Tri12) is initialized by a
message sent by the transmission central computer and
the last one (Tr25) is ended by a connection of the
games machine ¢to the central ocomputer of the
transmitter;

the first period of time being defined by the
instant (tl) of reception of the wnessage and the
instant (t2) of the televiewer’s answer and the second
period. of time (Tr25) being defined by the instant (t2)
of the televiewer’s answer and the instant (t5) of the
forwarding of the answer to the central computer;

- means to transmit the answer with these counting
results to the transmission central computer;

¢) the central computer comprises:

-.means for the counting of a period of time
{ta3s) defined by the answering deadline t3 and by the
answer forwarding instant (t5) and a period of time
(tals) Aefined by the instant (tl) of transmission of
the message and the answer forwarding instant (ts),

- computation and checking mwmeans enabling the
checking of the following relationships:

Tr25 > Ta3b

and Tr12 4+ Tr25 = TalS i tolerance values, ' REPLACEMENT SHEET }
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- interface neans for the introduction, by a participant,

.elements representing his participation, - nmeans to set up a connection
to the central conputer, - at |east one secured el ectronic conponent
conprising a mcroprocessor and its storage neans, at |east one cl ock
signal generation circuit wherein: - when the machine receives, at an

instant T1, a digital nessage having a predetermined form it sends it to
the secured m croprocessor; - after verification, the secured

m croprocessor records this nmessage in. its nenory and starts counting—ti ne

units proportional to the period of the clock REPLACE”mil,mIlFﬂ]Jmm"m' ;

and being designed to reject the answers when the
relationships are not verified.
2,

of the data

L .

A sequred system of remote participation in
interactive games according to olaim 1, wherein the
counting means of the games machine are formed by a
sacured mioroprocessor controlled by a clock
implementing a clock pulse counting program.

3. A secured system of remote participation in
interactive games according to claim 1, wherein the
counting wmeans of the games machine are formed by
computation means controlled by an internal olock
implementing a clock pulse counting program.

4. A machine for participation in broadcast
programs and for certification of participation in
conjunction with a remote central computer comprising:

- means for the reception of -digital information
elements coming from the central computer, '

- interface wmeans for the introduction, by a
participant, of the data elements representing his
participation,

=~ means to set up a connection to the central
conmputer,

-~ at least one secured electronic component
conprising a microprocessor and its storage means,

~ at least one clock signal generation circuit
wherein: _
- when the machine receives, at an instant T1, a
digital message having a predetermined form,
it to the secured microprocessor;

- after wverification,

it sends

the secured microprocessor
records this message in ite memory and starts counting

time units proportional to the period of the c¢lock
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[err]
_when,
this

I ng val ue at
this instant; the secured mcroprocessor continu mmmﬂ ‘“‘HE’IJHMMU I
the hachine has been put into contact, by the neansﬂ
connection, wth the central conputer as an instant*75% - ds °soon

t he

signal that is given to it by the clock signal generation circuit,
at an instant T2, the machine receives, froma televiewer
machi ne, data elenments relating to his participation,
these data elenments to the secured m croprocessor "which recor
requisite formin its nenory and al so records the tine count

connecti on

Is set up, the

signal that is given to it by the olock signal’
generation cirouit,

- when, at an instant T2, the machine receives,
from a televiewer possessing <this machine, data
elements relating to his participation, it transnits
these data elements to the secured microprocessor which
records them in a requisite form in its memory and also
records the time counting value at this instant;

= the secured wmicroprocessor continues the
counting until the machine has bheen put into contact,

by the means for setting up a connection, with the
central computer at an instant T5;

as soon as the connection is set up, the
microprocessor sends the stored data elements on

participation and the counting values Tri2 and Tr25 so
that the central computer can verify that these values
are compatible with its own counting values and can
réject the answer if this is not the case.

5. A mwachine for participation in broadcast
programs according to claim 4, comprising chip-card
reading meane and a chip card, the oard comprising the
secured component in the form of an integrated chip
card including a mxcroprocessor and working and program
nemories.

6. A central computer device designed to manage
the participation of an audience of televiewers in
broadcast scenarios, the televiewers having, for this
purpose, an electronic participation machine
comprising:

- time-counting means,

- means to Droadcast digital wnessages for
individual electronic participation machines,

possessi ng
it transnits
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m croprocessor sends the stored data el enents on participation and the
counting values Trl2 and Tr25 so that the central conputer can verify that
t hese val ues are conpatible with its own counting val ues and can reject the
answer if this is not the case. 5. A machine for participation in broadcast

prograns according to claim4, conprising chip-card-+readi-ngreans—and a
chip card, the card conprising the secured conponent int

of an
i nt egrat ed chi p card including a mcroprocessor: i u l? ﬂl:ogram :
nmenories. 6. A central computer devicggdesi gned i.ci pation
of an audi ence of televiewers in broa cast scenarios, the teI evi ewers

havi ng, for this purpose, an el ectronic participation machi ne
conprising: - tine-counting neans, :

- means to set up a connection with the individual
electronic p&rticipation machines,

- storage processing means wherein:

- when a new Droadcast scenario is initialized,
the device, at the instant T1, uses an appropriate
transmission channel to broadoast a digital message to
individual machines of the televiewers and initializes
and activates the time-counting weans,

-~ at the predetermined instant T3, chosen as being
the instant when the audience should no longer
participate in the =scenario, it memorizes the time-
counting value and continues this counting,

- at the instant TS5, chosen as being the instant
when the machines get connected to the central
computer, it memorizes the time-counting wvalues

obtained by the machines and checks the following
relationships:

Tr25 > Taib

and Tri2 + Tri2 = Tal5s # tolerance values
wherain:

Tr25 3s the period of time of counting by the
machine between T2 and TS5,

Tr12 is the period of time of counting by the
machine between T1 and T2,

T35 is the period of time of counting by the
central computer between T3 and T5,

Tr15 is the periecd of time of counting by the
central computer between N o and T5.
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.~ nmeans to broadcast di gi t al rressages- for individual electronic

- participation machi nes, REPLACEMENT SHEET 2 7 MAR 1997 19 [err]
means to set up a connection with the individual electronic participation
machi nes, - storage processing nmeans Wwherein: - when a new broadcast

scenario is initialized, the device, at the instant T1l, uses an appropriate
transm ssion channel to broadcast a digital nessage to individual machines

of the televiewers and initializes an%ﬁact i vates the tine-counting neans, -
at the predeterm ned instant T3, chos as being

SECURED SYSTEM OF REMOTE PARTICIPATION IN INTERACTIVE
GAMES WITH VERIFICATION OF THE CHRONOLOGY OF EVENTS

ABSTRACT

A seoured system of remote participation in
interactive games with verification of the chronology
of events relies on the counting, by a seocured
nioroprocessor (for example a microcircuit card), of
consecutive periods of time of which the first one
(Tr12) 3is initialized by a cryptographically secured
nessage sent by the transmitter and the last one (Tr25)
is ended by a connection of the games machine to the

central computer of the transnitter for the forwarding
thereto of the answer.

Application to interactive televised games.

Figure 3
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the i nstant when the audi ence should no Ionber participate in the scenario,

it menorizes the tinme- counting value and continues this counting, - at the
i nstant T5, chosen as being the instant when the machi nes get connected to
t he central conputer, it menorizes the time-counting values obtained

by the machi nes and checks the follow ng relationships: Tr25 > Ta35 and
Trl2 + Tr12 = Tal5 tolerance values wherein: Tr25 is the period of tine of
counting by the machine between T2 and.T5, Trl2 is the period of tine of
counting by the machi ne between T1 and T2, Tr35 is the period of tine of
counting by the central conputer between T3 and T5,

1/3
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Trl5 is the period of tinme of counting by the central conput er
bet ween T1 and T5. REPLACEMENT SHEET [err] '
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