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METHOD AND APPARATUS FOR FACILITATING ELECTRONIC PAYMENTS
USING A WEARABLE DEVICE

CROSS-REFERENCE TO RELATED APPLICATIONS

[0001] This application claims the benefit of priority from Chinese Patent Application
No. 201510578511.6, filed on September 11, 2015, entitled “Method and Apparatus for
Binding Wearable Device, Method and Apparatus for Electronic Payment,” and U.S. Patent
Application No. 15/259,195, filed on September 8, 2016, entitled “Method and Apparatus for
Facilitating Electronic Payments Using a Wearable Device,” both of which are incorporated
herein by reference in their entirety.

BACKGROUND
Field of the Disclosure

[0002] The present disclosure generally relates to the field of electronic pay ment
technologies, and in particular, to utilizing a binding between a wearable device and a server
to execute an electronic payment operation.

Description of Related Art

[0003] Wearable devices are portable devices that can be worn by a user or integrated in
the user’s clothes or accessories, such as bands, smart watches, smart shoes, smart clothes,
smart glasses, a smart helmet, a smart ring, etc. Wearable devices have increasingly
incorporated functionality previously reserved for personal computing devices and can be
connected to a terminal (e.g., smart phones, tablet computers, and personal computers)
through a wired or wireless interface. By allowing wearable devices to connect to terminals,
wearable devices can implement additionally functionality by exchanging data with the
terminal.

[0004] Currently, wearable devices can be used for electronic payment operations. In
existing systems, when a user wishes to make a payment using a wearable device, the user
first requests a payment code from a server providing a payment service via a mobile device.

In response to the request, the server generates a payment code and sends the payment code
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to the mobile device. Additionally, the server records a relationship between the payment
code and a user account associated with the mobile device. The mobile device then forwards
the received payment code to the wearable device and the wearable device displays the
payment code. A merchant’s payee device scans the payment code and sends transaction data
(e.g., the payment code, the payment sum, and other transaction information) to the server.
The server deducts the payment sum from the user account corresponding to the payment
code and transfers the sum to the merchant’s account, thereby completing the payment.
[0005] In the payment process described above, when the connection between the
wearable device and the cell phone is poor, or the network performance between the cell
phone and the server is poor, the wearable device generally cannot obtain the payment code
or cannot display the payment code in time, resulting in failure of the payment transaction.

BRIEF SUMMARY

[0006] One aspect of the disclosure is drawn to a method for binding a wearable device.
The method includes establishing a connection between the wearable device and a terminal;
providing device information of the wearable device to a terminal, the device information
including a device identification; receiving a device certificate from a server, the device
certificate generated by the server based on the device identification and a user account
associated with the wearable device; and storing the device certificate on the wearable device,
the device certificate enabling the wearable device to perform a payment operation using the
user account, wherein the payment operation is capable of being performed by the wearable
device if the established connection between the wearable device and the terminal is not
detected and wherein the payment operation comprises: generating a transaction certificate
based on the device certificate; and providing the transaction certificate to a payee device.
[0007] Another aspect of the disclosure is drawn to a method for binding a wearable
device. The method includes receiving a binding request from the wearable device via a
terminal, the binding request including a device identification of the wearable device and user
account information associated with the wearable device; generating a device certificate of

the wearable device based on the device identification and a user account associated with the
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wearable device; storing a relationship between the device certificate and a user account
associated with the wearable device; and providing the device certificate to the wearable
device, the device certificate enabling the wearable device to perform a pay ment operation
using the user account wherein the payment operation is capable of being performed by the
wearable device if an established connection between the wearable device and the terminal is
not detected.

[0008] Another aspect of the disclosure is drawn to a method for binding a wearable
device. The method includes establishing a connection between a wearable device and the
terminal; acquiring device information of the wearable device, the device information
including a device identification of the wearable device; sending a binding request to a server,
the binding request including the device identification of the wearable device and user
account information, the binding request enabling the server to generate a device certificate
corresponding to a user account associated with the wearable device and provide the device
certificate to the wearable device; and transmitting the device certificate to the wearable
device using the established connection, the device certificate enabling the wearable device to
perform a payment operation using the user account wherein the payment operation is
capable of being performed by the wearable device if the established connection between the
wearable device and the terminal is not detected.

[0009] Another aspect of the disclosure is drawn to a method for facilitating electronic
payments. The method includes establishing a connection between the wearable device and a
terminal; receiving a device certificate corresponding to a user account associated with the
wearable device from the terminal; generating a transaction certificate according to a stored
device certificate for a user account associated with the wearable device, wherein the
transaction certificate is capable of being generated by the wearable device if the established
connection between the wearable device and a terminal is not detected; and providing the
transaction certificate to a payee device, the transaction certificate enabling the payee device
to upload the transaction certificate to a server for processing a payment using the user

account corresponding to the device certificate.
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[0010] Another aspect of the disclosure is drawn to a method for facilitating electronic
payments. The method includes receiving a payment collection request sent by a payee
device, the payment collection request including a transaction certificate generated by a
wearable device and payment sum information; restoring a device certificate of the wearable
device from the transaction certificate; and processing a payment according to the payment
sum information using a user account corresponding to the device certificate as payer based
on a relationship between the device certificate of the wearable device and the user account
stored by the server.

[0011] Another aspect of the disclosure is drawn to a method for facilitating electronic
payments. The method includes acquiring a transaction certificate of a wearable device, the
transaction certificate generated by the wearable device according to a device certificate
corresponding to a user account associated with the wearable device, wherein the transaction
certificate is capable of being generated by the wearable device if an available connection
between the wearable device and a terminal is not detected; and sending a payment collection
request to a server, the payment collection request including the transaction certificate of the
wearable device and payment sum information, the payment collection request being
configured for allowing the server to restore the device certificate from the transaction
certificate, and perform a payment operation according to the payment sum information using
the user account corresponding to the device certificate.

[0012] One aspect of the disclosure is drawn to a wearable device. The wearable device
includes one or more processors, and a non-transitory computer-readable medium storing
computer-executable instructions. When executed by the one or more processors, the
instructions cause the wearable device to establish a connection between the wearable device
and a terminal; provide device information of the wearable device to a terminal, the device
information including a device identification; receive a device certificate from a server, the
device certificate generated by the server based on the device identification and a user
account associated with the wearable device; and store the device certificate on the wearable

device, the device certificate enabling the wearable device to perform a payment operation
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using the user account, wherein the payment operation is capable of being performed by the
wearable device if the established connection between the wearable device and the terminal is
not detected and wherein the payment operation cause the wearable device to: generate a
transaction certificate based on the device certificate; and provide the transaction certificate
to a payee device.

[0013] Another aspect of the disclosure is drawn to a server. The server includes one or
more processors, and a non-transitory computer-readable medium storing computer-
executable instructions. When executed by the one or more processors, the instructions cause
the server to receive a binding request from a wearable device via a terminal, the binding
request including a device identification of the wearable device and user account information
from the terminal; generate a device certificate of the wearable device based on the device
identification; store a relationship between the device certificate and a user account
associated with the wearable device; and provide the device certificate to the wearable
device, the device certificate enabling the wearable device to perform a pay ment operation
using the user account wherein the payment operation is capable of being performed by the
wearable device if an available connection between the wearable device and the terminal is
not detected.

[0014] Another aspect of the disclosure is drawn to a terminal. The terminal includes one
or more processors, and a non-transitory computer-readable medium storing computer-
executable instructions. When executed by the one or more processors, the instructions cause
the terminal to establish a connection between a wearable device and the terminal; acquire
device information of a wearable device, the device information including a device
identification of the wearable device; send a binding request to a server, the binding request
including the device identification of the wearable device and user account information, the
binding request enabling the server to generate a device certificate corresponding to a user
account associated with the wearable device and provide the device certificate to the
wearable device; and transmit the device certificate to the wearable device using the

established connection, the device certificate enabling the wearable device to perform a
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payment operation using the user account wherein the payment operation is capable of being
performed by the wearable device if the established connection between the wearable device
and the terminal is not detected.

[0015] Another aspect of the disclosure is drawn to a wearable device. The wearable
device includes one or more processors, and a non-transitory computer-readable medium
storing computer-executable instructions. When executed by the one or more processors, the
instructions cause the wearable device to establish a connection between the wearable device
and a terminal; receive a device certificate corresponding to a user account associated with
the wearable device from the terminal; generate a transaction certificate according to a stored
device certificate for a user account associated with the wearable device, wherein the
transaction certificate is capable of being generated by the wearable device if the established
connection between the wearable device and a terminal is not detected; and provide the
transaction certificate to a payee device, the transaction certificate enabling the payee device
to upload the transaction certificate to a server for processing a payment using the user
account corresponding to the device certificate.

[0016] Another aspect of the disclosure is drawn to a server. The server includes one or
more processors, and a non-transitory computer-readable medium storing computer-
executable instructions. When executed by the one or more processors, the instructions cause
the server to receive a payment collection request sent by a payee device, the payment
collection request including a transaction certificate generated by a wearable device and
payment sum information, wherein the transaction certificate is capable of being generated by
the wearable device if an available connection between the wearable device and a terminal is
not detected; restore a device certificate of the wearable device from the transaction
certificate; and process a payment according to the payment sum information using a user
account corresponding to the device certificate based on a relationship between the device
certificate of the wearable device and the user account stored by the server.

[0017] Another aspect of the disclosure is drawn to a payee device. The payee device

includes one or more processors, and a non-transitory computer-readable medium storing
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computer-executable instructions. When executed by the one or more processors, the
instructions cause the payee device to acquire a transaction certificate of a wearable device,
the transaction certificate generated by the wearable device according to a device certificate
corresponding to a user account associated with the wearable device, wherein the transaction
certificate is capable of being generated by the wearable device if an available connection
between the wearable device and a terminal is not detected; and send a payment collection
request to a server, the payment collection request including the transaction certificate of the
wearable device and payment sum information, the payment collection request being
configured for allowing the server to restore the device certificate from the transaction
certificate, and perform a payment operation according to the payment sum information using
the user account corresponding to the device certificate.

[0018] It can be seen from the embodiments described herein that a device certificate
generated by a server is stored in a wearable device, a correspondence between the device
certificate and a user account is established at the server side, and the wearable device can
perform a payment operation by using the device certificate, without the need of receiving a
payment code from a terminal or from the server in real time. Therefore, even when
communication between the wearable device used by a user and the terminal or between the
terminal and the server is disconnected, a payment operation can still be executed using the
wearable device, thereby improving the success rate of the payment and increasing the degree
of convenience for the user.

BRIEF DESCRIPTION OF THE DRAWINGS

[0019] Figure 1 is a network environment for use with a wearable device, according to
some embodiments of the disclosure.

[0020] Figure 2 is a flow diagram illustrating a method for binding a wearable device
from the perspective of the wearable device, according to some embodiments of the
disclosure.

[0021] Figure 3 is a flow diagram illustrating a method for binding a wearable device

from the perspective of a server, according to some embodiments of the disclosure.
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[0022] Figure 4 is a flow diagram illustrating a method for binding a wearable device
from the perspective of a terminal, according to some embodiments of the disclosure.

[0023] Figure 5 is a network environment for use with a wearable device, according to
some embodiments of the disclosure.

[0024] Figure 6 is a flow diagram illustrating a method for facilitating electronic
payments from the perspective of the wearable device, according to some embodiments of the
disclosure.

[0025] Figure 7 is a flow diagram illustrating a method for facilitating electronic
payments from the perspective of a server, according to some embodiments of the disclosure.
[0026] Figure 8 is a flow diagram illustrating a method for facilitating electronic
payments from the perspective of a terminal, according to some embodiments of the
disclosure.

[0027] Figure 9 is a swim lane diagram illustrating a method for binding a wearable
device, according to some embodiments of the disclosure.

[0028] Figure 10 is a diagram of an interface for initiating a binding process on the
terminal, according to some embodiments of the disclosure.

[0029] Figure 11 is a diagram of an interface for prompting the user to scan a wearable
device to acquire device information, according to some embodiments of the disclosure.
[0030] Figure 12 is a swim lane diagram illustrating a method for performing pay ment by
using the wearable device, according to some embodiments of the disclosure.

[0031] Figure 13 is a structural diagram of a wearable device, a terminal, or a server,
according to some embodiments of the disclosure.

[0032] Figure 14 is a structural diagram of an apparatus for binding a wearable device,
applied to a wearable device, according to some embodiments of the disclosure.

[0033] Figure 15 is a structural diagram of an apparatus for binding a wearable device,
applied to a server, according to some embodiments of the disclosure.

[0034] Figure 16 is a structural diagram of an apparatus for binding a wearable device,

applied to a terminal, according to some embodiments of the disclosure.
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[0035] Figure 17 is a structural diagram of an electronic payment apparatus, applied to a
wearable device, according to some embodiments of the disclosure.

[0036] Figure 18 is a structural diagram of an electronic payment apparatus, applied to a
server, according to some embodiments of the disclosure.

[0037] Figure 19 is a structural diagram of an electronic payment apparatus, applied to a
payee device, according to some embodiments of the disclosure.

DETAILED DESCRIPTION

[0038] In order to make the objectives, technical solutions, and advantages of the present
disclosure more clear, the present disclosure will be described below in detail with reference
to the accompanying drawings and the particular embodiments.

[0039] Figure 1 illustrates a network environment for use with a wearable device,
according to some embodiments of the disclosure.

[0040] As illustrated in Figure 1, the wearable device 10 may be connected to a terminal
30 using a hardware interface or a wireless local network. The hardware interface may be, for
example, an audio interface, a Universal Serial Bus (USB) interface, or the like. The wireless
local network may be, for example, a Bluetooth network, an 802.11 network (“Wi-Fi”), a
ZigBee network, or the like. The terminal 30 may be a smart phone, tablet computer, personal
computer, or the like. The terminal 30 communicates with a server 20 through a
communication network (for example, the Internet or a mobile communications network).
[0041] In some embodiments, the wearable device 10 may also directly communicate
with the server 20 through Wi-Fi, a mobile communication network, or the like. In these
embodiments, the type of the terminal 30, the hardware interface or the protocol of the
wireless local network through which the wearable device 10 is connected to the terminal 30,
the protocol and networking structure of the communication network, the specific
implementation manner of the server 20, and the like, are all not limited in the embodiments
of the disclosure.

[0042] In some embodiments of the present disclosure, the server 20 provides a pay ment

service, and may be a physical or logical server. The server 20 may also be two or more
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physical or logical servers sharing different responsibilities, cooperating to implement various
functions of the server 20 in the embodiments of the present disclosure.

[0043] Figures 2 through 4 are flow diagrams illustrating a method for binding a
wearable device according to some embodiments of the disclosure.

[0044] Specifically, Figure 2 is a flow diagram illustrating a method for binding a
wearable device from the perspective of the wearable device, according to some
embodiments of the disclosure. Figure 3 is a flow diagram illustrating a method for binding a
wearable device from the perspective of a server, according to some embodiments of the
disclosure. Figure 4 is a flow diagram illustrating a method for binding a wearable device
from the perspective of a terminal, according to some embodiments of the disclosure.

[0045] In step 210, the method transmits device information from the wearable device to
aterminal. In one embodiment, device information includes a device identification, enabling
the terminal to send the device identification and a user account to the server. Likewise, in
step 410, device information of the wearable device is received by a terminal, the device
information including the device identification of the wearable device.

[0046] The device identification of the wearable device may be used to uniquely identify
the wearable device, and varies according to different types of devices, manufacturers, and
wireless local network protocols adopted. Generally, it may be a hardware address of the
wearable device (e.g., a Media Access Control address) or an identifier granted by a
manufacturer to the wearable device (e.g., a Universally Unique Identifier). The device
information of the wearable device may further include a hardware model, version
information of system software installed on the wearable device, a connection type that can
be adopted between the wearable device and the terminal, and connection parameters thereof,
and the like.

[0047] The wearable device may provide the device information to the terminal after
receiving a predetermined operation of a user. Alternatively, or in conjunction with the
foregoing, the wearable device may forward the device information to the terminal upon a

request from the terminal.
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[0048] In current systems, an operating system of the terminal generally has the ability to
connect to the wearable device based on certain communication protocols using one or more
functions. Payment client software on the terminal can retrieve or receive device information
from the wearable device using these functions. However, this requires implementation of
client software, which varies according to different operating systems, and is thus client-
specific. To avoid this problem, in some embodiments of the disclosure, the wearable device
may, after receiving the predetermined operation of the user, generate a two-dimensional code
including the device information and display the two-dimensional code on a screen for the
terminal to scan. In these embodiments, the terminal scans the two-dimensional code
displayed by the wearable device and obtains the device information of the wearable device
from the two-dimensional code.

[0049] In step 420, the method sends a binding request to the server from the terminal.
The binding request includes the device identification of the wearable device and a user
account, enabling the server to generate a device certificate corresponding to the user
account. Subsequently, the terminal provides the device certificate to the wearable device.
[0050] The wearable device generally does not provide the user with the ability to
manually input information. Thus, a user account on the server for payment associated with
the user using the wearable device (that is, the user using the terminal) may be input and
stored on the terminal by the user. The terminal combines the user account and the device
identification of the wearable device in the binding request and sends the binding request to
the server. In step 310, the method receives the binding request sent by the terminal at the
server.

[0051] In step 320, the method, at the server, generates a device certificate of the
wearable device based on the device identification. Further, a relationship between the device
certificate and the user account is stored (e.g., in a database).

[0052] After receiving the binding request sent by the terminal, the server extracts the
device identification of the wearable device and the user account of the user using the

wearable device from the binding request. The server obtains the device certificate of the
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wearable device by using the device identification as an input and executing a predetermined
mapping algorithm. The device certificate may be a character string comprising one or more
numerals, letters, and symbols, or may also be a digital certificate. The particular embodiment
of the device certificate is not limited in this disclosure. The server may adopt any mapping
algorithm that can map different device identifications to different device certificates, and is
also not limited in this disclosure.

[0053] The server may store the relationship between the device certificate it generates
for the wearable device and the user account using the wearable device in an accessible
storage location, for example, locally in the server, in a storage device accessible through a
network, or in cloud storage.

[0054] In step 330, the method provides the device certificate to the wearable device from
the server, so that the wearable device may perform payment operations using the
corresponding user account.

[0055] On the wearable device, in step 220, the method receives the device certificate
from the server, the device certificate being generated by the server according to the device
identification and corresponding to the user account using the wearable device. In some
embodiments, the server may send the device certificate to the terminal first and the terminal
may then forward the device certificate to the wearable device.

[0056] In some embodiments, the wearable device can communicate with the server
directly through Wi-Fi or a mobile communication network. In such scenarios, the wearable
device may, after providing the device information of the device to the terminal, send an
authorization request to the server, the authorization request including the device
identification of the device. The server may then receive both the binding request from the
terminal and the authorization request from the wearable device. Both the binding request and
the authorization request may include the device identification of the wearable device. The
server includes the device certificate it generates for the device identification in a response to

the authorization request, sends the response to the wearable device, and stores the
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relationship between the device certificate and the user account in the binding request. The
wearable device then receives the device certificate of the device sent by the server.

[0057] To increase the security of the device certificate during transmission, in some
embodiments the device certificate may be encrypted before and while the server transmits
the device certificate to the wearable device. In some embodiments, the same or
corresponding encryption and decryption algorithms are pre-configured on the wearable
device and on the server, and the wearable device generates a device-side key and a server-
side key used for encrypting the device certificate. Depending on the encryption and
decryption algorithms adopted, the device-side key and the server-side key may be the same
or may be related to each other. The wearable device stores the device-side key locally, and
provides the server-side key to the server. The wearable device may send the server-side key
to the terminal, and the terminal may include the server-side key in the binding request and
send the binding request to the server. The server obtains, from the binding request, the
server-side key generated by the wearable device, encrypts a device certificate of the
wearable device by using the server-side key and sends the encrypted device certificate to the
terminal, wherein the terminal forwards it to the wearable device. In an embodiment where
the wearable device can directly communicate with the server, the wearable device may
include the server-side key in the authorization request and send the authorization request to
the server. The server then encrypts the device certificate of the wearable device by using the
server-side key, and returns to the wearable device a response to the authorization request, the
response including the encrypted device certificate. The wearable device receives the device
certificate encrypted by the server-side key from the server and obtains the device certificate
after performing decryption by using the device-side key.

[0058] In some embodiments, the same or related encryption and decryption algorithms
are pre-configured on the wearable device and on the server. The server may generate a
device-side key and a server-side key used for encrypting the device certificate. The server
may then provide the device-side key to the wearable device. The server may send the

device-side key to the terminal and the terminal may forward the key to the wearable device.
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In an embodiment where the server can directly communicate with the wearable device, it
may also directly send the device-side key to the wearable device.

[0059] On the wearable device, in step 230, the method stores the device certificate
locally for performing payment by using the corresponding user account. The wearable
device stores locally the device certificate generated by the server, and therefore, electronic
payment is enabled by using the device certificate associated with the user account.

[0060] After encrypting the device certificate by using an encryption algorithm, the
wearable device may store ciphertext locally, so as to improve the security of the device
certificate. When the device certificate needs to be used, the wearable device may decrypt the
ciphertext. Encryption and decryption are both performed on the wearable device locally, and
any encryption and decryption algorithms supported by the wearable device can be used. The
encryption and decryption algorithms may be the same as or different from each other, which
is not limited in this disclosure.

[0061] In some embodiments, in order to improve the security of the payment process,
the server may generate a corresponding security certificate for each user account. When
delivering the device certificate, the server may provide the security certificate along with the
device certificate to the wearable device. In these embodiments, the server stores the
relationships between the user account, the device certificate, and the security certificate.
After receiving the device certificate and the security certificate, the wearable device stores
them locally. The security certificate is used to perform security validation on the device
certificate during payment of the wearable device, detailed descriptions of which may be
obtained with reference to embodiments described herein.

[0062] In some embodiments, the server generates the device certificate according to the
device identification of the wearable device, and binds the device certificate with the user
account using the wearable device provided by the terminal. The wearable device may
perform payment by using the device certificate which is corresponding to a user account, so
that the payment process does not need the participation of the terminal. By not requiring the

participation of the terminal the method avoids influences on the payment process caused by
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the strength of the connection or network performance between the terminal and the wearable
device and between the terminal and the server, thereby improving the success rate of
payments and providing more convenience to the user.

[0063] Figure 5 is a network environment for use with a wearable device, according to
some embodiments of the disclosure.

[0064] A wearable device 10 may transmit and receive data with a payee device 40 in a
connected manner or a non-connected manner. The connected manner may comprise, for
example, a Wi-Fi, Bluetooth, or similar network protocol. The unconnected manner may be,
for example, optical scanning, etc. The payee device 40 can acquire data from the wearable
device 10, and communicate with the server 20 through a communication network. The payee
device 40 may be a single device or may be a combination of multiple devices implementing
the above functionality. The type and components of the payee device 40, the data
transmission manner between the wearable device 10 and the payee device 40, the protocol
and networking structure of the communication network, the specific implementation manner
of the server 20, and the like, are not limited to the embodiments of the present disclosure.
[0065] In some embodiments, a device certificate is stored on the wearable device. The
device certificate corresponds to a user account used for performing payment on the server,
and the user account belongs to a user using the wearable device. The relationship between
the device certificate of the wearable device and the user account is stored in a storage
location accessible by the server. Detailed descriptions may be obtained with reference to the
embodiments above, and are not repeated herein for the sake of clarity.

[0066] Figures 6 through 8 are flow diagrams illustrating a method for facilitating
electronic payments according to some embodiments of the disclosure.

[0067] Specifically, Figure 6 is a flow diagram illustrating a method for facilitating
electronic payments from the perspective of the wearable device, according to some
embodiments of the disclosure. Figure 7 is a flow diagram illustrating a method for
facilitating electronic payments from the perspective of a server according to some

embodiments of the disclosure. Figure 8 is a flow diagram illustrating a method for
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facilitating electronic payments from the perspective of a terminal according to some
embodiments of the disclosure.

[0068] On the wearable device, in step 610, the method generates a transaction certificate
based on a stored device certificate after receiving an instruction from the user. When the user
wishes to pay a payee using a wearable device, the instruction received in step 610 may be a
start payment operation that is executed on the wearable device. The wearable device
receives the instruction of the user, reads the stored device certificate, and generates a
transaction certificate.

[0069] Depending on the type of payee device and the manner of communication
between the wearable device and the payee device, the transaction certificate may be a
character string, a certificate, a two-dimensional code, a bar code, and the like. The
transaction certificate is uploaded to the server as the identity information of a payer and the
server calculates the device certificate in the reverse direction (i.e., from the transaction
certificate) and uses the user account corresponding to the device certificate as the payer
account. The specific algorithm for generating the transaction certificate may be selected
according to the forms of the device certificate and the transaction certificate in actual usage,
which is not limited to this embodiment, as long as the server can obtain the device certificate
according to the transaction certificate using a reversed algorithm.

[0070] In some embodiments, the device certificate stored by the wearable device is a
device certificate ciphertext after being encrypted by using an encryption algorithm. The
wearable device reads the stored device certificate ciphertext, performs decryption by using a
corresponding decryption algorithm to obtain the device certificate, and generates the
transaction certificate using the device certificate.

[0071] It should be noted that, in this embodiment, the wearable device has the hardware
and software resources required for generating and providing the transaction certificate. For
example, in an embodiment using a two-dimensional code or a bar code as the transaction
certificate, the wearable device may include any required hardware resources, such as a

screen that can clearly display the two-dimensional code or bar code, enough computing
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capability and storage space, and software resources such as a two-dimensional code or bar
code software tool package.

[0072] On the wearable device, in step 620, the method provides the transaction
certificate to a payee device, so that the payee device can later upload the transaction
certificate to the server, the server performing payment by using the corresponding user
account after the device certificate is restored. Upload and payment operations on the payee
device and server, respectively, are described more fully herein.

[0073] On the payee device, in step 810, the method acquires the transaction certificate of
the wearable device. The transaction certificate is generated by the wearable device according
to the device certificate corresponding to the user account. In some embodiments, the
wearable device may send the device certificate to the payee device using a wired or wireless
connection between the wearable device and the payee device, and may also display the
device certificate on the screen for the payee device to scan.

[0074] On the payee device, in step 820, the method sends a payment collection request
to the server. The payment collection request includes the transaction certificate of the
wearable device and payment sum information, enabling the server to restore the device
certificate according to the transaction certificate and perform payment according to the
payment sum information using the user account corresponding to the device certificate.
[0075] On the server, in step 710, the method receives the payment collection request sent
by the payee device. As discussed previously, the payee device combines the payment sum
information and the transaction certificate that is acquired from the wearable device into the
payment collection request, and sends the payment collection request to the server. The
payment sum information includes a payment amount, and may further include other
information related to the payment. For example, when being used for transaction payment,
the payment sum information may further include the name, the quantity, or the amount of a
transacted goods or service. The payment collection request may further include a payee

account.
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[0076] On the server, in step 720, the method restores the device certificate of the
wearable device according to the transaction certificate. According to the algorithm that the
wearable device uses to generate the device certificate, the server may use a reversed
algorithm to restore the device certificate of the wearable device from the transaction
certificate.

[0077] On the server, in step 730, the method executes a payment service according to the
payment sum information by using the user account corresponding to the device certificate as
the payer.

[0078] According to the storage location of the relationship between the device certificate
of the wearable device and the user account, the server can determine which user account is
associated with the restored device certificate. The server deducts an amount determined by
the payment sum information from the user account corresponding to the device certificate
and pays the amount to the payee account, thereby completing the payment operation. The
server returns a result to the payee device indicating whether the payment is successful.
[0079] To increase the security of the payment process, in some embodiments, the server
may perform security validation on the transaction certificate generated by the wearable
device. Various security validation manners may be used in the payment process, which is not
limited in this disclosure.

[0080] In some embodiments, when delivering the device certificate to the wearable
device in the binding process, the server delivers a corresponding security certificate along
with the device certificate to the wearable device. In one embodiment, in step 610, the
wearable device generates the transaction certificate (including validation information) using
a certificate generation algorithm according to the stored device certificate and the security
certificate. In step 720, the server obtains the device certificate and the security certificate of
the wearable device by using a certificate restoration algorithm according to the transaction
certificate, wherein the certificate generation algorithm used by the wearable device and the
certificate restoration algorithm used by the server are corresponding encryption/decryption

algorithms. In step 730, the server performs validation on the transaction certificate (or the
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restored device certificate) according to the security certificate stored on the server side and
the restored security certificate, and after successful validation, implements payment
according to the payment sum information by using the user account corresponding to the
restored device certificate as the payer.

[0081] In the above embodiments, the selected certificate generation algorithm, the
certificate restoration algorithm and the security certificates matching these two algorithms
may be determined according to the requirements of the implementation environment, which
are not limited in this disclosure. Moreover, the security certificate may change over time, so
as to further increase the reliability of the validation. Specifically, the wearable device may
start a synchronous timing operation in conjunction with the server in the binding process, the
same security certificate change algorithm is pre-configured on the wearable device and on
the server, and according to the algorithm, the security certificate is changed to another
identical value on the wearable device and on the server at a predetermined time interval. In
this way, the transaction certificate generated by the wearable device in step 610 is only valid
within a predetermined time interval, and once the predetermined time interval expires, the
security certificate on the server is changed, so that the transaction certificate cannot pass
security validation. Therefore, the payment operation cannot be implemented. The security
certificate change algorithm in this example may be implemented using a payment code
generation algorithm of a payment code known in the art and is not described in detail herein.
[0082] In some embodiments, in the binding process, the server stores relationships
between the device identification of the wearable device, the user account, and the device
certificate. The wearable device generates the transaction certificate according to the device
identification thereof, the device certificate, and security certificate delivered by the server. In
this way, the server can perform security validation on the wearable device by using the
device identification restored from the transaction certificate. Thus, even when the device
identification and the security certificate are embedded into an illegal wearable device, no

loss will be incurred by the user.
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[0083] In some embodiments, the wearable device performs payment by using the
transaction certificate generated using the locally stored device certificate. The server restores
the device certificate by using the transaction certificate, and executes a payment operation
using the corresponding user account as the payer according to the correspondence between
the stored device certificate and the user account. The wearable device does not need to
directly transmit data with the terminal or the server in the payment process, and can perform
payment in an offline state. In this way, the payment will not be affected if an available
connection is not detected between the wearable device and the terminal and between the
terminal and the server, thereby improving the success rate of the payment.

[0084] In one embodiment of the present disclosure, a wearable device of a user can be
connected to a terminal of the user through a Bluetooth network. In this embodiment, a
payment client application of the same payment platform is respectively installed in the
terminal and the wearable device and the payment application on the terminal can
communicate with a server of the payment platform through a mobile communication
network or Wi-Fi.

[0085] Figure 9 is a swim lane diagram illustrating a method for binding a wearable
device according to some embodiments of the disclosure.

[0086] When the user uses a pay ment application installed at the terminal, a user account
and a password registered to a server need to be input for login. After logging in, the user can
start a process of binding the wearable device to the payment application in the terminal. One
embodiment of an interface for initiating a binding process on the terminal is illustrated in
Figure 10. In Figure 10, when the user presses the “Start binding™ button, information
prompting the user how to operate the payment application is subsequently displayed on the
terminal. One embodiment of an interface for prompting the user to scan a wearable device to
acquire device information is illustrated in Figure 11.

[0087] Returning to Figure 9, the payment application on a wearable device provides a
function for generating a two-dimensional code using device information. After the user starts

the function, the wearable device displays a two-dimensional code representing device
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identification and other device information (including other connection parameters for
performing Bluetooth connection with the wearable device).

[0088] The user scans the two-dimensional code displayed on the wearable device using
the terminal, obtaining the device information of the wearable device. The terminal extracts
the device information therein, and, in one embodiment, establishes a Bluetooth connection
with the wearable device. After successfully connecting, the terminal sends a key request to
the wearable device. The wearable device generates a corresponding public key and a private
key by using, for example, an asymmetric encryption algorithm, stores the private key locally
as a device-side key, and sends the public key to the terminal as a server-side key in a
response to the key request.

[0089] The terminal generates a binding request including the device identification of the
wearable device, the user account for the terminal to login to the server, and the public key
and sends the binding request to the server.

[0090] The server generates a device certificate based on the device identification in the
binding request, designates a security certificate for the wearable device, and stores a
relationship between the device certificate, the security certificate, and the user account in the
same binding request. The server encrypts the device certificate by using the public key,
generates a response to the binding request including the encrypted device certificate and the
security certificate, and sends the response to the terminal. Before generating the device
certificate, the server may require the terminal to provide the password of the user account to
perform security confirmation, and if the terminal cannot provide the correct password, the
binding process fails and terminates.

[0091] After receiving the response to the binding request, the terminal sends the
encrypted device certificate to the wearable device through, for example, a Bluetooth
connection.

[0092] The wearable device decrypts the encrypted device certificate by using the stored
private key, obtaining the device certificate. Then, the wearable device encrypts the device

certificate by using the pre-configured encryption algorithm, and stores the device certificate
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ciphertext locally after the encryption. The wearable device and the server start synchronous
timing, and after the timing is started, according to the same security certificate change
algorithm pre-configured on the wearable device and on the server, the security certificate
stored on the wearable device and the security certificate stored on the server undergo
synchronous identical change over the timing interval. Thus, the binding of the wearable
device to the user account succeeds, and the binding process ends.

[0093] Figure 12 is a swim lane diagram illustrating a method for performing pay ment by
using the wearable device according to some embodiments of the disclosure.

[0094] When the user wishes to pay a merchant for a desired commodity by using the
wearable device, the user may start a payment process in a payment application of the
wearable device. After receiving an instruction from the user to start the payment process, the
wearable device reads a device certificate ciphertext from local memory, and decrypts the
ciphertext by using a pre-configured decryption algorithm to obtain the device certificate. By
using a certificate generation algorithm, and using a security certificate matching the current
timing interval and the device certificate as inputs, the wearable device obtains a transaction
certificate including validation information. The transaction certificate is in the form of a bar
code, and the wearable device displays the bar code on the screen.

[0095] A merchant payee device scans the bar code to obtain the transaction certificate
generated by the wearable device. The payee device then creates a payment collection request
including the transaction certificate, the name and the quantity or amount of the commaodity,
the transaction sum, and the like, and sends the payment collection request to the server.
[0096] The server restores the transaction certificate into the device certificate and the
security certificate by using a certificate restoration algorithm. The server compares the
restored security certificate with the security certificate in the server side that matches the
timing interval, and if the two are the same, then the transaction certificate (or the restored
device certificate) is successfully validated, otherwise, the payment process fails. If the
device certificate is successfully validated, a user account associated with the device

certificate is searched for, and the payment of the transaction sum is executed using the user
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account as the payer, and an account of the merchant as the payee account. Before the
payment is implemented, the server may validate whether the account of the merchant is legal
or not. The validation process of the merchant account in this embodiment may be a
conventional validation process, and is not described in detail herein.

[0097] The server then sends a notification message to the payee device of the merchant
indicating whether the payment is successful and the payment process ends.

[0098] Embodiments of the present disclosure further provide three types of apparatuses
for binding a wearable device that are respectively applied to a wearable device, a terminal,
and a server, and three types of electronic payment apparatuses that are respectively applied
to a wearable device, a payee device, and a server. The six types of apparatuses may all be
implemented through software, and may also be implemented through hardware, or a
combination of software and hardware. The apparatuses are implemented in some
embodiments as one or more processors, application-specific integrated circuits (ASICs), or
programmable logic devices (PLDs) such as field programmable gate arrays (FPGAs),
together with appropriate software or programming for performing the methods described
hereinabove. Thus, the units of the apparatuses described below are implemented in some
embodiments as one or more processors, application-specific integrated circuits (ASICs), or
programmable logic devices (PLDs) such as field programmable gate arrays
(FPGAs),.executing appropriate software or programming for performing the actions
described below. Taking a software implementation as an example, a logical apparatus is
formed by reading a computer program instruction by the central process unit (CPU) of a
wearable device, a terminal, a payee device, or a server into a memory where the instruction
is executed. From the perspective of hardware 50, in addition to the CPU 51, the memory 52,
and a non-volatile storage 53 shown in Figure 13, the wearable device or the terminal where
the apparatus is disposed generally further includes other hardware 54 such as a chip used for
receiving and transmitting a wireless signal, and the payee device or the server where the
apparatus is disposed generally further includes other hardware such as a board or

microprocessor used for implementing a network communication function.
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[0099] Figure 14 shows an apparatus for binding a wearable device provided in an
embodiment of the present disclosure, applied to a wearable device 10, . The apparatus
includes a device information providing unit 11, a device certificate receiving unit 12, and a
device certificate storing unit 13. The device information providing unit 11 is used for
providing device information of the device to a terminal, the device information including
device identification, so that the terminal sends the device identification and a user account
using the terminal to a server. The device certificate receiving unit 12 is used for receiving a
device certificate from the server, the device certificate being generated by the server
according to the device identification, and having a correspondence with the user account.
The device certificate storing unit 13 is used for storing the device certificate locally and for
performing payment by using the corresponding user account.

[0100] In some embodiments, the device information providing unit 11 is used for
displaying a two-dimensional code carrying the device information for the terminal to scan.
In some embodiments, the device certificate receiving unit 12 is used for receiving the device
certificate from the server forwarded by the terminal.

[0101] In some embodiments, the apparatus further includes an authorization request
sending unit used for sending an authorization request to the server, the request including the
device identification of the device. In these embodiments, the device certificate receiving unit
12 is further used for receiving the device certificate of the device sent by the server.

[0102] In some embodiments, the device certificate receiving unit 12 is further used for
receiving the device certificate and a security certificate from the server, the security
certificate used for performing validation on the device certificate during payment.

[0103] In some embodiments, the apparatus further includes a transmission key unit used
for generating a device-side key and a server-side key for the encryption of the device
certificate during transmission, storing the device-side key locally, and providing the server-
side key to the server, the device-side key being the same as or corresponding to the server-
side key. The device certificate from the server includes the device certificate from the server

and encrypted by using the server-side key. The apparatus may further include a transmission
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decrypting unit used for decrypting the received encrypted device certificate by using the
device-side key, so as to obtain the device certificate.

[0104] In some embodiments, the device certificate storing unit 13 is used for encrypting
the device certificate by using an encryption algorithm, and storing ciphertext locally.

[0105] Figure 15 shows an apparatus for binding a wearable device provided in an
embodiment of the present disclosure, applied to the server 20.

[0106] The apparatus includes a binding request receiving unit 21, a device certificate
generating unit 22, and a device certificate delivering unit 23. The binding request receiving
unit 21 is used for receiving a binding request sent by a terminal, the binding request
including a device identification of the wearable device and a user account using the terminal.
The device certificate generating unit 22 is used for generating a device certificate of the
wearable device according to the device identification, and stores a correspondence between
the device certificate and the user account. The device certificate delivering unit 23 is used
for providing the device certificate to the wearable device, so that the wearable device
performs payment by using the corresponding user account.

[0107] In some embodiments, the device certificate delivering unit 23 may further be
used for sending the device certificate to the terminal, which then forwards the device
certificate to the wearable device.

[0108] In some embodiments, the binding request further includes a server-side key
generated by the wearable device. In these embodiments, the device certificate delivering unit
23 may further be used for encrypting a device certificate by using the server-side key, and
sending the encrypted device certificate to the terminal, which then forwards the device
certificate to the wearable device.

[0109] In some embodiments, the apparatus may further include an authorization request
receiving unit used for receiving an authorization request sent by the wearable device, the
authorization request including the device identification of the wearable device. In these

embodiments, the device certificate delivering unit 23 may further be used for returning to
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the wearable device a response to the authorization request, the response including the device
certificate.

[0110] In some embodiments, the authorization request further includes the server-side
key generated by the wearable device. The device certificate included in the response is a
device certificate having been encrypted by the server-side key.

[0111] In some embodiments, the device certificate delivering unit 23 may further be
used for providing the device certificate and a security certificate to the wearable device, the
security certificate being used for performing validation on the device certificate during
payment.

[0112] Figure 16 shows an apparatus for binding a wearable device 10 provided in an
embodiment of the present disclosure, applied to a terminal 30.

[0113] The apparatus includes a device information acquiring unit 31 and a binding
request sending unit 32. The device information acquiring unit 31 is used for acquiring device
information of the wearable device 10, the device information including a device
identification of the wearable device 10. The binding request sending unit 32 is used for
sending a binding request to a server, the binding request including the device identification
of the wearable device 10 and a user account using the terminal, so that the server generates a
device certificate corresponding to the user account and provides the device certificate to the
wearable device 10, the device certificate being used by the wearable device 10 to perform
payment by using the corresponding user account.

[0114] In some embodiments, the apparatus may further include a device certificate
forwarding unit used for receiving the device certificate returned by the server, and
forwarding the device certificate to the wearable device 10.

[0115] In some embodiments, the apparatus may further include a transmission key
receiving unit used for receiving a server-side key from the wearable device 10, the server-
side key being used by the server to encrypt the device certificate delivered to the wearable

device 10. The binding request further includes the server-side key.
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[0116] In some embodiments, the device information acquiring unit 31 may further be
used for scanning a two-dimensional code displayed by the wearable device 10, and acquiring
the device information of the wearable device 10 from two-dimensional code information.
[0117] Figure 17 shows an electronic payment apparatus provided in an embodiment of
the present disclosure, applied to a wearable device 10, the wearable device 10 storing a
device certificate corresponding to a user account.

[0118] The apparatus includes a transaction certificate generating unit 14 and a
transaction certificate providing unit 15. The transaction certificate generating unit 14 is used
for generating a transaction certificate according to the stored device certificate after
receiving an instruction of a user. The transaction certificate providing unit 15 is used for
providing the transaction certificate to a payee device, so that the payee device uploads the
transaction certificate to a server implementing payment by using the corresponding user
account after restoring the device certificate.

[0119] In some embodiments, the stored device certificate is a device certificate
ciphertext encrypted by using an encryption algorithm. The transaction certificate generating
unit 14 may then be used for reading the stored device certificate ciphertext to perform
decryption after receiving the instruction of the user, and generating the transaction certificate
according to the device certificate obtained after the decryption.

[0120] In some embodiments, the wearable device 10 further stores a security certificate
corresponding to the user account. The transaction certificate generating unit 14 may then be
used for generating a transaction certificate carrying validation information by using a
certificate generation algorithm according to the stored device certificate and the security
certificate after receiving the instruction of the user, the certificate generation algorithm
corresponding to a certificate restoration algorithm adopted by the server for restoring the
device certificate and the security certificate according to the transaction certificate.

[0121] In some embodiments, the transaction certificate includes a two-dimensional code

or a bar code.
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[0122] Figure 18 shows an electronic payment apparatus provided in an embodiment of
the present disclosure, applied to a server 20 which may identify a correspondence between a
device certificate of a wearable device and a user account using the wearable device.

[0123] The apparatus includes a payment collection request receiving unit 24, a device
certificate restoring unit 25, and a payment unit 26. The payment collection request receiving
unit 24 is used for receiving a payment collection request sent by a payee device. The
payment collection request including a transaction certificate generated by the wearable
device and payment sum information. The device certificate restoring unit 25 is used for
restoring the device certificate of the wearable device according to the transaction certificate.
The payment unit 26 is used for implementing pay ment according to the payment sum
information by using the user account corresponding to the device certificate as the payer.
[0124] In some embodiments, the device certificate restoring unit 25 may be used for
obtaining the device certificate and a security certificate of the wearable device by using a
certificate restoration algorithm according to the transaction certificate, the certificate
restoration algorithm corresponding to a certificate generation algorithm adopted by the
wearable device for generating the transaction certificate. In some embodiments, the payment
unit 26 may be used for performing validation on the transaction certificate by using the
security certificate, and after successful validation, executing the payment according to the
payment sum information by using the user account corresponding to the device certificate as
the payer.

[0125] In some embodiments, the apparatus further includes a payment result sending
unit used for returning a result to the payee device indicating whether payment is successful.
[0126] Figure 19 is an electronic payment apparatus provided in an embodiment of the
present disclosure, applied to a payee device 40.

[0127] The apparatus includes a transaction certificate acquiring unit 41 and a payment
collection request sending unit 42. The transaction certificate acquiring unit 41 is configured
to acquire a transaction certificate of a wearable device, the transaction certificate being

generated by the wearable device according to a device certificate corresponding to a user
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account. The payment collection request sending unit 42 is used for sending a payment
collection request to a server, the payment collection request including the transaction
certificate of the wearable device and payment sum information, so that the server restores
the device certificate according to the transaction certificate, and performs payment according
to the payment sum information by using the user account corresponding to the device
certificate.

[0128] In some embodiments, the apparatus further includes a payment result receiving
unit used for receiving a result returned by the server indicating whether payment is
successful.

[0129] Described above are merely preferred embodiments of the present disclosure,
which are not intended to limit the present disclosure. Any modification, equivalent
substitution, improvement, etc., made without departing from the spirit and principle of the
present disclosure shall fall within the protection scope of the present disclosure.

[0130] In a typical configuration, a computer device includes one or more processors
(CPU), an input/output interface, a network interface, and a memory. The memory may
include computer readable media such as a volatile memory, a random access memory
(RAM) and/or a non-volatile memory or the like, for example, a read only memory (ROM) or
a flash RAM. The memory is an example of computer readable media.

[0131] Computer readable media includes non-volatile and volatile media as well as
movable and non-movable media, and can implement information storage by means of any
method or technology. Information may be a computer readable instruction, a data structure,
and a module of a program or other data. Examples of storage media of a computer include
but not limited to, a phase change memory (PRAM), a static random access memory
(SRAM), a dynamic random access memory (DRAM), other types of RAMs, a ROM, an
electrically erasable programmable read-only memory (EEPROM), a flash memory or other
memory technologies, a compact disk read only memory (CD-ROM), a digital versatile disc
(DVD) or other optical storages, a cassette tape, a magnetic tape/magnetic disk storage or

other magnetic storage devices, or any other non-transmission media which can be used to
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store information accessible by a computing device. According to the definition of this text,
computer readable media do not include transitory media, such as a modulated data signal
and a carrier wave.

[0132] It should be further noted that, the terms "include", "comprise" or any other
variations thereof are intended to encompass "comprising" in a non-exclusive sense, so that a
process, method, commodity or device including a series of elements not only includes those
elements, but also includes other elements not explicitly listed, or further includes inherent
elements of the process, method, commodity or device. In a case where there is no further
limitation, an element defined by the phrase "including a..." does not exclude the presence of
additional identical elements in the process, method, commodity or device including the
element.

[0133] Persons skilled in the art should understand that, the embodiments of the present
disclosure may be provided as a method, a system, or a computer program product.
Therefore, the present disclosure may be implemented as an embodiment of pure hardware,
an embodiment of pure software, or an embodiment combining software and hardware.
Moreover, the present disclosure may adopt the form of a computer program product
implemented on one or more computer usable storage media (including, but not limited to, a
magnetic disk memory, a CD-ROM, an optical memory, and the like) comprising computer

usable program codes therein.
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