WD 98/ 43431
PCT/ EPQS{,Q%%\?’JAM SSI\/ETHOZ) OF DOMLQADI NG OF DATA TO AN I\/PEFCBE%I/(MEB/ DECODER

AND MPE / | ON SYSTEM FOR | MPLEMENTI NG THE SAME i
i nvention relates to:- [err] met hod of downl oadi ng data to-an
NPEG recei ver/ decoder; 5 [err] ich an MPEG recei ver/ decoder per

of
digit m%gggé&i%*m Bt eﬁﬂ%ﬁ%ﬁﬁﬁ.fﬁﬁéﬁbgﬂ’ RRas ARl
teIeV|S|on S|gnals in particular but not exclusively satellite television
syst ens, ﬁﬁlé opened up the possibility of using such systenms for other
pur poses. 1%‘1""”(t gggla}cg L36) provide interactivity with the end user.
One way of gdoin I CW i ver/ decoder
t hrough vvh| ch gnwh%bfsd&@%l\?%g?a%?gn I'S reggllv&egeég @ code for the
applicali om coushuthben MPBG eeeivey/ddcodesparsegandr t he recei ver/ decoder.
However, this would be rather, limting. Preferably, the

recei ver/ d8codef® dragEmission ysteHbwnl oad the code for a required
application. In this way, nore variety nmay be provided, and
applications can be updated as required wi t hout any action on the

part of tHFhaisslvent ofOdigital dwanddisSiony systsms dmphdedatpriatarity dfer "brpadiasting
downl oaded | n, MPEG t apl es. is.alimt, on the sj{ze of a

However , t he
pi ece of cHEHYISIPR Signg nubé)a&efmo%ewb?f%ve& safellite telewiing sys #abl e.
Furth r t | Qe
bef orgﬂmj @anbégb rtﬁl‘r:]f’&sﬁﬂgiyrng@u %‘l{% %eé%e tﬁpg\%{:gﬁfplagcsuﬁa]gceptéaggﬁg%t o the
user. Thergrovide intersetivitgmeiflothe emddsssi.re to be able to downl oad an
application as a plurality of nodules. 25 However, this then creates the
probl em of being able to identify and extract fromthe NPEG bitstream

the modul egpr G 'er&lﬁ%%héﬁgsﬁlg J'uh%&hﬁftp[}fﬂﬂfgn fﬂec}gcm@érf'de[:é&ef Or\\glfxcht he

present inventionis ¢ ance
with a firte ta&pxstﬁn agnalhxs rpcarm:t'rhenwf.htﬂoﬂ nthe bpppdication cmld\bedpdnﬂnmlyhod

30 of ovvnlo ng at art _of an pI| lon to,an MPEG

receiv g tg% B?Fﬁ’r"egafﬁj%cr H°“’T"r?é e‘ﬁ%“ gﬁ)e rather Himiting. Feefsrably, &g i on

into a pl

respect vé*% L LR AR e A TGP Bl K Weqyied apBes o LTS
way, more variety may be provided, and applications can bc updatcd as required

without any action on the part of the user.

20 In an MPEG system, application code may be downloaded in MPEG tables. However,
there is a limit on the size of a piece of code which can be downloaded by way of a
single MPEG table. Furthermore, if it is required that a whole application is downloaded
before it can be run, this may provide a delay which is unacceptable to the user. There
is therefore a desire to be able to download an application as a plurality of modules.

25 However, this then creates the problem of being able to identify and extract from the
MPEG bitstream the modules required for a particular application. A first aspect of the

present invention is concerned with this problem.

In accordance with a first aspect of the present invention, there is provided a method
30 of downloading at least part of an application to an MPEG receiver/decoder, comprising
the steps of: dividing the application into a plurality of modules; formatting each of the

modules as a respective MPEG table, the tables having the same table identification
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("TID") ‘Q(R(fwt‘%@bect ive different table identification ext BRI{ESRY02111

("TI D extensions") other than a predeterm ned TI D extension; X
generating a directory MPEG table for theg - modul es having the sane
said TID and said predeterm ned Tl D extension, the directory

cont ai ni ng f ¢ITIRAY indxespeotivedidichans tableniderifidatibinettemmiahs| (CTHD Extensionissy pehet | ve
TID 5 extension; gycl i'Calﬁ transnitting the directory MPEG table and

t he nodul e I\/&EB a predetergyped; TIR-sxicnppn; geResstingad disgréoryt MIRG \eite; for the
recei ver/ decQMarli.x VA t . ' d a0y one
of the MPEG tab 1Geg hhgiég lrtl%é-gtgﬁlee %fde et erdnﬁaﬁde%lret? tféﬁiﬁgélﬁ]) e%ﬁgﬁg%&?é{eg% h{ o]
downl oad t hecohtaintrigofor dwBh-Gftthd neydulkst £ nameiofghitr moddlbeandaht eedpective TIDb4

the directory MPEG table the TI D extensions of the ul e, MPEG t apl es._ _and
10  downl dadFHERHS;| %&mli&hgaaqmw&g de@r@twéél’ﬁgﬁ%fc Aad ithyy nmééf)esmﬁ% D

as that of : I ol r . . . i
det er m ned fFa(l)) }ﬁstlﬁgﬁm b@%ﬁn%%é?ﬁ%%@%f%@é tc gﬁ;'e?rc&l%n%ﬁw
Accor di ngl y, bistreapp| dovailéading thatrene ofi theoMPEG tablesr havingihe redetermineehTHRN be

15 downl oaded, gnd if appropyiate run, as_required., The directory table
can be readi F¥fcnsion so iaﬂé‘ﬁij’fVP&)égtSE% duegory; ME E?bg’érdﬁeé‘?}l"é?g %PE e ORtEabn,

and once 11 B AR 3ble the TIDLeABAIR oL iR HBAALWIPEAPEBAS! ol
Identify the madule tables fromtherir respective ext ensi ons.
20 The @@t hdowploadingaillgast ond bftheanogule MBREG htabled hpdngthe sane THD agthahof he

o he” decsouinaid dutobhSrb 28, 608, i Hwseneton kbl g
identificati BBWH{?aag@ﬂﬁé{ﬁ&?rEﬂ’Ed %gﬂ;s_m' tted directory PMI' MPEG t abl e
is nore recent t e ve )

an t sion 1 dentification of the currently
downl oaded directory MPEG table, and if so repeating the steps of

downl oadi ng the 25 _directoyy MPEG tahl e, determ ping.the, Tl D-extensi ons,

and downl ogdﬁ‘fﬁoéinﬂhéa%'i aaa@atm_n ey rxgm_ﬁprE%f agfues, Which can be

Accor di ngky, dé@%h&ecﬁrhnﬁpi la'rpgg)tpgﬁfb R, %E%ﬂ.gﬂzd. %bscgf‘&fbé?fialﬁetcﬁﬂ%' feadity
t a | ate

detected and e up rectory and any up nodul es can be
downl oaded. #i2ntified beddsé Edms acpaetiaflart TID-emttnsion\2®rica it kas beey downloaded

formatted as itat:ngﬁllég ?}L-,I rtct\{eiggr/c{\élgggér to identify the module tables from their respective TID-

extensions.

20 The method preferably further comprises the steps of: including in the transmitted
directory MPEG table a version identification therefor; and at the receiver/decoder:-
determining whether the version identification of the currently transmitted directory
PMT MPEG table is more recent than the version identification of the currently
downloaded directory MPEG table, and if so repeating the steps of downloading the

25  directory MPEG table, determining the TID-extensions, and downloading at least one
of the module MPEG tables.

Accordingly, should an application be. changed, this can be automatically detected and
the updated directory and any updated modules can be downloaded.

30
At least one of the module MPEG tables may be formatted as a plurality of MPEG
sections which are transmitted separately in the MPEG bitstream, each of the MPEG
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sections containing in a predeterm ned port ion thereof an identification of

t hat MPEG section in the MPEG tabl e-&d an indication of the nunber of
the sections in a MPEG,  table. 5 In accordance wth a second_aspect
of the prese$retipRi/emtainng in mredtrtgmpined/ pagipnathergpEan identificatien ofetlraﬁé@é)@

ovent o, caeioh B B MBEG, @t Al F0pIREUSH of I mimiisR iR focupa i vpmo

st or age neangble. and proceSS| ng means which i s progranmed to cause that
one of the received MPEG t abl es havi ng the predetermned Tl D extension
to be dovvnl oaded to the storage neans, to determine fromthe content of

t he di rec Q

tabl es. Aehiahlyfh b o 2e8et ‘?fﬂt p@%%ﬁ% iR, (B TgRR e MRS |
sane TI D as icheive@decbh@ oot qagﬁdfoﬁhi@cbm bEVhEmdtRdd of @i figst Tdspec@dfethgi on
determ ned fromthe downl oaded rectory MPEG table to be downl'oaded to the
st or age inweation, camprising: Pr@ﬁeaeamryrec@ngoﬁngEEGrmtsmgns ajstorpgeomeantied
to determ ne et her. a ve antlflcatlo of the,currentl

recei ved di rg\g]%rpyew@?aé% v@“'ﬁg ’ﬁ'rB’foé‘ ceﬂt t 'ésr‘f at one °’§/§’st¢ ved MPEG

i denti fi cati@Bleghatifig tibPiBiQatEdedTIDCEEnsid s Bet @Woadeldo te stGrafOnicans; at
t he downl oading of the directory MPEG table, determnation of the

TI D- ext eHdi owsdmxmfm@ommcgmnhgf gfe directasy MPEGctable thn dRoentersiomsaef the

t abl es. ere ec de e

receive at I’é’gsltﬂcgﬁ(g Vy%r)aﬁ? g]@a\fsc afgﬂﬁgte&é’ g?l%{a g‘dl %ﬁggg?ﬁkgﬁa‘flﬁgof
separately tﬂhé%‘éﬂibt'l‘lﬂja§&ﬁt bpife. déwslopdal eR&dttly MPEGS table and & TIDEkRfealiby
programmed to cause the MPEG sections to be repeatedly downl opaded to 25

the storage $emminehirom thadopploadaddirrgtors MBEGdetle if brdownlgpdadie thedtorag

i dentificat |€ln§x} and the section nunber indication of the downl oaded
sections th I of the sections have been downl oaded.

Preferably, the receiver/decoder further conprises a parallel port and/or a

serial port 30 arranged to receive an application formatted as at | east
one MPEG t abPeeferaly, the pracessing means is programmed to determine whether a version

identification of the currently received directory MPEG table is more recent than a

g

version identification of the downloaded directory MPEG table, and if so to repeat the
downloading of the directory MPEG table, determination of the TID-extensions and
20 downloading of at least one of the module MPEG tables.

In the case where the receiver/decoder is arranged to receive at least one of the module
tables formatted as a plurality of separately transmitted sections, the processing means
is preferably programmed to cause the MPEG sections to be repeatedly downloaded to
25 the storage means until the processing means determines from the section identifications
and the section number indication of the downloaded sections that all of the sections

have been downloaded.

Preferably, the receiver/decoder further comprises a parallel port and/or a serial port
30 arranged to receive an application formatted as at least one MPEG table, and in this
case the short MPEG-2 format is preferably employed, whilst the long MPEG-2 format

is preferably used for remote reception, for example by satellite or cable.



case the short MPEG 2 format is preferably enployed, whilst the | ong MPEG 2
f or mat Is preferably used for renote recepti-on, for exan&le bzy .
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Is particularly useful in the case where-a4 manufacturer w shes to test

parti cul ar features of the receiver/decoder, since an application can

be downl oade®hisi ishpanticularly usefulhimvihegrate wirrd a anamifadtertr avislesstot fest paatiedlhd t e
t el evi sion system accordance with a_ thjird asgect of the present

5 1In ]
i nvention, t heatwres Of the gecsiver/decadetsince an @pplicationssanbe yowalnadedrithoun &
means for di gL At r.ald el : application to be
downl oaded téhghgﬁ/%egtﬁg%gﬁ\?gr%ddes%&%%t nea{ncgé,f‘%?n?%srt%fti ng each of
t he nodul es as a respective MPEG table, the tables having the sane TID and

respective different TID-extensions qther than a predeterm ned,

TID oxt engi o 2FORIRRCS it & (ARG GHiGe RISSPRGBYR{PTARIEES FBoIded;an MBEC
model s havin 1 e i @pd i : PUN N SdRnsi AN,

t he direct Or&a&%ﬁsﬁxﬁﬁﬁgﬁoﬁ e@éﬁﬁ%fmteﬁ%s fn(%dglﬁvgiéﬁ T nam;g’lo%that nodul e
and t he respepplicatioll tdbedevenisaded, to andMBEGecéiver/decolier; aldaps for formatting each

transmtting the dirgectory MPEG tabl e d e dul e EG tabl es i n EG
bi t st ream 19% the mqsﬁ‘gqse? BITgsPecHe ME’?@M#E% ttﬂgrtglllﬁ Vg theesSame 1&3& anl\éP
gener ating a ueEsivNHHRR TID GAkdmibns other tBin § PRadisrAfA" i3B! Rieadtd
wherein the é%/s?ectom} MPEG taﬁﬁq{g ng%r?groal%clrngénrréegns ehﬁﬁ}ci sﬁcl)j;\)ﬂgcrﬁa@ ge to

i ncl ude 1A t fier gineetingraydikdekidyt MPEG tabke fperthe aiceldlsvieaving the shandt sdid AAD amd

t herefor. 20 . The no formagting ans may be operable tpo fornmpt at
a5t one of SETHRTTRRC TD-gBigSon, ety sotieining o e BB
each contai Nighgei ¢ thaP HSEiRHIE PO ) Qb8 Mok f doeBEAL

of that MPEG segt i onai n that %E&Qtrg?ﬁegngﬁgﬁg%@x&ﬂﬁﬁﬁ;ﬁg?C;hgél::%ﬁ fg'{ ét)ﬁg o4
nunber of thérahEBingtie dimectony MPRG Mate andbihe . madule MPEDe $ablesbiny antMEEG
recei ver/dec%c__er shoul d be protected agai nst the downl oadi ng of

unaut hor i sed 4 at i ons whi ch could contain, for exanple, a virus.
Accor di ngky, the concepts of encryption and signing of at |east part

of the application code may be contenpl ated. 30 I n accordance
with a fourt Freferably, thsf system furtice comprisesnmeans, for igenerating prysvsior ddeatificationd

for the directory MPEG table; and wherein the directory MPEG table generating means

is operable to include in the directory MPEG table the generated version identification
therefor.

20
The module formatting means may be operable to format at least one of the module
MPEG tables as a plurality of MPEG sections each containing in a predetermined
portion thereof an identification of that MPEG section in that MPEG table and an
indication of the number of the MPEG sections in that MPEG table.

25 '
Desirably, the receiver/decoder should be protected against the downloading of
unauthorised applications which could contain, for example, a virus. Accordingly, the
concepts of encryption and signing of at least part of the application code may be
contemplated.

30
In accordance with a fourth aspect of the present invention, there is provided 2 method

of downloading data to an MPEG receiver/decoder, comprising the steps of: generating



of downl oadi ng data to an MPEG recei ver/decoder, conprising the steps of:

e PR
signature for the data to be downl oaded; encrypting the signature using.a
private key; formatting the data te3be downl oaded, -the encrypted
signature and an identification for the private key as an MPEG t abl e;

transm tti ng sigratweHer theslata todhrgdewnlopded; encrypting e signatise gsiag a-privateeksys ng

the MPEG tall e; .selecti one ,0f lurality of .publjc keys .,5..iNn.
scoor dance aPERetie TRLALR SR AE o rvelaledy (Rt haratted BEPoble Rt idggigition for
decrypting the %ri\(atc I@HC Y PAE MPEGNAABIEE tiaRsthitng ek MFEG/Hablet adilde atisthe
the selected public key t'o provide a decrypted signature; generating
a si gnat ur e reeaiverfiscedar regeiving the MFEG dabipdelecting ene of a pluralityl of puhliekeys

t he decrypted si ure. he.gi ur e. gener at.ed . .
receiver deéB@gF&Pgécctﬁgﬁ?g%glefé%ngglt%égm Tg&el e exv%@i}’lﬁcﬁ g%tfhf/’ detc%otmg the
receiver/ de%d@rtpcwg:m:u 3% thel recsl MMMPES tBR] ds§d theRelebRd ipiBlic key to provide
encrypted signatures fromnore than one source, W thout the sources needi ng

to know a degzypied sigaature; geneiating Rsjgnature famthe Hata inethp geceived MEEChtaple;

conpri se the_ st . do oadi ot h ecejver/d a
application b it vi%ﬁé"p %I'xgg gﬁ%ut u&gkﬁ%&r y%‘égguffsi ?{{él gthﬁr ?@% g‘;‘ke& eé%?dngata the
pr edet er m negedivet/decoder fodl et febt¢i¢ad daa; running the application at the

recei ver/ decoder to cause the recei ver/ decoder to receive a further
key; stdflng the further key in an area of volatile menory of the

recei ver/ dec el this ) |_n he ste f I.Rg. th | | on,
20 the 1 ur CREPBb gl SeCEnBia it Bk By B8, B PG LaoiEaBEE, hoht
exanpl e Vi a eacrypted sipdtadel Honp @idre tigs o sodede] wathofiffietsoGfies! ne&Hfieto Ritow he
recei ver/decoder. |f the - receiver/decoder has a nodem connection, the
recei ver / decadeothes's prizpierkeysy arr anged to prevent such 'a further key
bei ng supplied via the nodem 25 These features allow a manufacturer
who may wish to test a receiver/decoder to downl oad a key to the

recei veryslecnftemethod may furthef comphigitheryeps Wi idoenldadirgdeht heceblegocodat at he
recei ver/ decoder, of looking up, in a protected area of nenory of the

recei ver / decPabieation hayingsetigratute|cagrypind using apdivate key haying,epredeteraijicd kay
| nhibiting qaeARRLELRY ARUMEORM "dpdiicatiB IPT fhe' TrebdiferRREGS 4B i 'the

receiver/decoder to receive a further key; storing the further key in an area of volatile

memory of the receiver/decoder. In this case, during the step of running the application,
20 the further key may be supplied locally to the rcceivcr/dccoder,_ for example via a
parallel port, serial port or smart card reader of the receiver/decoder. If the
receiver/decoder has a modem connection, the receiver/decoder is preferably arranged

to prevent such a further key being supplied via the modem.

25 These features allow a manufacturer who may wish to test a receiver/decoder to

download a key to the receiver/decoder.

The method may further include the steps, at the receiver/decoder, of looking up, in a
protected area of memory of the receiver/decoder, a validation flag for the selected
30 public key, and inhibiting or aborting downloading of the data if the looked-up flag is

not set.
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Accor di W8 38/43431t hough a plurality of public keys may be pRFRERIMU

provi-ded in the menory of the receiver/decoder, any of them nay be
sel ectively disabled, which may be flecessary in the case, for
exanpl e, where the privacy of a private key associ ated wth a

particul ar gwebidinglpyalthouph epdtrality of pulblia keyswmay berpermareniiyopravided tin dhe
using 5 the sane s decide t.hat they,w sh to have.s rate. keys

"o Uhe case MR GEEY Fesebryarooags ane it astyipa Be S G GE0 AisBbife kiRn may
appl i cati on pRg\ebfGary in the Rasd, $0AExUSpIEVhYR! B¢ pifiaBf oF aogﬁm& Ke¥ QisdeRiedy a
pr edet er mi ned key |‘gent|f-| cation, as 10 aforesaid,”in the protected area
of menory ofwithha pasticelay pnbliekeydisrbrednhegd, orvwhereltwyp operatorshahe have been using

deterrined key jdentifjcati Lidation flag which b
Changed By 406 sl KryRcorcicsribet iy Tt by PSR BIVe such a furthor Koy

i s determ ned i n dependence upon the state of that validation flag.
15 These latter features validation flags for the public keys may be
provi ded i ndependently of the fourth aspect of the invention.

Accordingly, fifth aspect of, t rnesent inventi,on r oyl .
Tethod of UAMAROLERe TIIREE oEe ARt CETATEFY b Coteioad ap PRIt it ine
steps of:- A&tk RecrypRd I RieH Frivadé kby Baviaka preddiemsifvmkop iR ifieaionyss i ng
t he signature using a private key; formatting the data to be

downl oad€d, afdresaidicinyiheeptotsictsdaarea @f amemop of ghe.irekeivdrideeedsr ghe fraivaiehkey

' k . VPE bl e; LLti he, MPEG ; . h
oo ver | dedBtiae i ot RpRs ey Bl noe e fag whidhEelte "¢

area GhanRAHysaid applRafi6if; AnM b/ ANGYUE receive/ flchtRfurtir kéyg detémtined
public key corresponding to the private key identified in the
recei ved MPHGdepdsidenceanpbn thetstate pbthab raligatiqnaiag.s set : - decrypting

the encrypted signature in the received MPEG table using the public key 25
corresponding to be private key identified in the received MPEG table to

provide 1  These lhef feafursh wlidaddn flas foTIRIFbliokeps Slagbaiproddédindtpendentlyn i n
the received MPEG table; and _ conparing the decrypted signature and
t he si gnat urof thgefourthtaspech of tha dnveationaeqoy pp fifth aspegt f thepresent gpvgagon

dat a. provides a method of downloading data to an MPEG receiver/decoder, comprising the
steps of:— generating a signature for the data to be downloaded; encrypting the signature
using a private key; formatting the data to be downloaded, the encrypted signature and

20  an identification for the private key as an MPEG table; transmitting the MPEG table;
and at the receiver/decoder:— receiving the MPEG table; looking up, in_ a protected area

of memory of the receiver/decoder, a validation flag for a public key corresponding to

the private key identified in ti'xc received MPEG table; and if the looked-up flag is set:—
decrypting the encrypted signature in the received MPEG table using the public key

25 corresponding to be private key identified in the received MPEG table to provide a
decrypted signature; generating a signature for the data in the received MPEG table; and
comparing the decrypted signature and the signature generated at the receiver/decoder

for the received data.

30 The methods of the fourth and fifth aspect of the invention preferably further include
the steps of:— generating a validation code for the data to be downloaded, the validation

code being encrypted with the signature in the encryption step and being decrypted with



30 The nethods of the fourth and fifth aspect of the invention preferably
further jncl the steps of:- generating a validat] or the
data to @%@gﬁﬂoaded, t he validation code being en%ﬁ??/&%’g&\h{lt h the
signature in the encryption step and being decrypted with WD 98/ 43431
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the signature in the decryption step; |ooking up a stored validation code
in a protect 8 signaturedindhe décryptinr stepiflookieg npcestord hlidetien codmin eprq@emdmg

t he | ooked-u valldatlon t he decr at i | on

Accor di ngly. Bt TEaRp e e Eesaieridafhibe BcomparBe i btk o JRiGRRS cpde
appl i cati onsz0d the decr ﬁty@eﬂlﬁloﬂ%hécat i ons. These feat ures may be

provi ded |ndependently of ‘the fourth and fifth aspects of the
i nvention. Accordingly, a sixth aspect of the present invention provides a

M L e e
downl oaded, rog F of¢ gnature for the data to be downl oaded, or
a part there ; enc eptl ng the validation code and the signature using

a private key; formatting the data to be downl oaded and the encrypted
{Fansm t 11 ng 10FS GAESE oK e PP Bleg. DapmdrTRso! e oHEbaay R G AgBtsSs of the
receiving t hﬁ%&ﬁtl@ﬁmﬂcwﬁ%galﬁl sﬁ?xthdd% MRfi BE g&éﬁn@ﬂﬁfeﬁﬁéﬁﬂmwdcs a }S}"Htﬁd?iabf on
code and signature in the Féceived EG t abl using a public

cor r espoil@i ndownloatiimgplata/ it an MBEG Irwkvan,@leuqnﬂea, cnmprming/tiia stegtsi @fir- genh;amng a
ooked: up var alidstian CHadORME 410 b dongEarict eaopHPE a PR A Jgethe data t
generating apgdewaidansy, orh paR8héeba eh[:‘ g{?ﬁ%ﬁﬁ%hﬂﬁ%d\@d&' 244 thé hAlDusitip

said part thereof; and conparing the d ted signature with t Si gnature
gener at ed at atnmevateekﬁes f@mmmg)drerdata)to bméownbedqzbmdjamapncrypted vahdatlon code

Preferably, the nethod f rth the ste I nhi bi, t bor
down! oadi ng =08 SIERRAS peatdspE ope MEREERe G aing e SReebB RS e Bl

the | ookgg- umevwchmf/a%depdqcemng&he tdiec AR MPRIGE tbl@ | detayptnig ﬁ:@dﬁzcﬂfptmt
mat ch each ot her. In the fourth to sixth aspects of the invention,

it may be pr yelidntignt ¢rade amvk signgtuze in shofreceived MPEG tables(s) using a public key

corresponding to the private key; looking up a stored validation code in a protected area

of memory of the receiver/decoder; comparing the looked-up validation code and the
decrypted validation code; generating a signature for the data in the received MPEG
20 table(s) or said part thereof; and comparing the decrypted signature with the signature

generated at the receiver/decoder for the received data.

Preferably, the method further includes the step of inhibiting or aborting downloading
of the data if, in the validation code comparing step, the looked-up validation code and

25 the decrypted validation code do not match each other.

In the fourth to sixth aspects of the invention, it may be provided that the signature of
the data to be downloaded is encrypted in a-block of data including other data, with a
selected offset between the start of the data block and the start of the signature, and the
30 encrypted data block is decrypted in the decryption step at the receiver/decoder, and
further including the steps, at the receiver/decoder, of looking up at least one stored

offset in a protected area of memory of the receiver/decoder, and extracting the



the data to be downl oaded is encrypted in a block of data including other

data, with a sel ected of fset between the start of the data bl o¢gk and
the stawo088/4MBk signature, and the 30 encrypted data bl FERERTEAEILypt ed
in the decryption step at the receiver/decoder, and further including

the steps, at the receiver/decoder, of |aooking up at | east one stored
offset in a protected area of menory of the receiver/decoder, and

gé’fr ; Eg‘g;/ngzaflﬁl‘gnaturc frod iR &et3/8d data block using said one looked—up offset _fré)_m the start
si gnat ure fr @hthédeatypteg gatadbldek.a bl ock using said one | ooked-up of fset
fromthe start of the decrypted data bl ock. Accordingly,
the signature may be di sgui sed anongst other dummy data, making it 5
more diffi CU'Accbe1ﬁ§9eﬂfcaslgn$tG& ha§ adel &@%ﬂéeé Bfofkd et @umﬁx'yt &dra)adblia Vit
or additionally, hi's feature enables the data to be nade avail abl e
.only to offe anomﬁxcpartommmmn tfreologation of the sgnatweN@ma@eeldder additionally,

These featur ovi.de ent fourth to_si.xth ect
of the 10 s drt pRbigR Hiccat By BEFAGE guailanle.ife Bo oBF of ot paliEhipr BREE
|nvent|on pr(b\flr%%,é/dlg&;da?éﬂ of downl oadi ng data to an NPEG

recei ver/ decoder, conprising the steps of:- generating a signature

for the data to be downl oaded; i ncl udi ng the signature and other data in a
bl'ock of dat sel ect d of f n t he, sta f the,data

and the st ar Togpe teatuSE i BE, upEd anSeptBch, it M ot 10 B RRel E T
private lggy; ﬁwnmhtw&raﬁgbdatsevéxﬁh Rgpect Bf tlﬁ%ggaMnﬁm?fggggs BGHMRSEOf

data bl ock as an MPEG tab transmtting t . , and at the
recei ver/ dec cdwmioadn@:éatw |t¢ngnt1\tiBEﬁFzE®xvabde@oddecmypnsmg thstephok ygererating

datablocklntherec ed G, tapl e, usd a C orr ondi_ng. to
the private > siBeifiSt UREG (ook Mol ingl Bl (f slebre apd HiE talkin'd
protected ar agockf offmw{thoi seqa%d offset betvP&cdl the lsfagesome rdataembaaﬁﬁd e stditof
signature fromthe decrypted data bl ock using said one 20 | ooked-up

of fset from tthesignatute; shenyptingldhe dase dlbckausingh grivategkaye fermattingathei dgtratoube

f h G 1 abl .h '
et ract e diERRRaet nd e ERGTRH el biock 8 o WPER FRIF Heirfig R MR LG
at the recei +g5lt08dQd ele fesivéd@coder:— rcc&ﬁﬁf% the MPBGaable; dccﬁﬁatmglﬁhd étﬁ'ry;ﬂ&E

where said prot ected area of rns*rru{x‘)éi has at 1east two such stqQred offsets,
it in the corfstablagk in the resravedMPEG &blepgnaepublio kay coeespondingte the private

signature do l&?f looking up at least one stored offset in a protected area of memory of the

receiver/decoder; extracting the signature from the decrypted data block using said one
20 looked-up offset from the start of the decrypted data block; generating a signature for
the data in the received MPEG table; and comparing the signature extracted from the
decrypted data block with the signature generated at the receiver/decoder for the

received data.

25 In the case where said protected area of memory has at least two such stored offsets,
if in the comparing step the extracted signature and the generated signature do not
match, the method preferably includes the steps of repeating the looking-up, extracting

and comparing steps using another of the stored offsets.

30 At least some of said other data in the block of data may be dummy or arbitrary data,

but, if so, preferably no section of the dummy data repeats the signature.



match, the nethod preferably includes the steps of repeating the

| ooki ng5 acting and conparing steps using ari;&?}f;‘; he
stored o gse{fisﬁy 30 At |east some of said other data in e97;t§lruol?:k of .
data may be dummy or arbitrary data, but, if so, preferably no
section of the dunmmy data repeats the sig®ature. WO 98/ 43431

PCT/ EP97/ 02111 . . - 9- In
the fourth ti& Sefenth taspecntly aspects,ef the, inveption, the datmmaynbs dpwninsded es@ed
as a p d,d S : Q [;q*,_i t he
steps of: - gélgfea?lg %’%@gﬁul@gygﬁn%a dlaéggpg%}aet%ﬂor@ﬁg %Eﬁg‘éﬁm&% e of EéélaekJ %ﬁlgo
be downl oadesimotiolersigraturg fomeachugodids of data todle ddamoadeds fapraingvthe nmstiules

MPEG t abl es; I:?lenerati ng a.directory including an 5 identificati i)n,of each
modul e MPEG ¥alpi@ ahdespeetivee G WAPEG tahles; cgenerpting; 8 cdirestqry includingiag

the subj egt 06, ¢S] ey Al : eLegelV r:-
goner at g avutBush 32l iy RBICRERE L 3o BE Recbot b EAfte, he GEGR4S
received being B¢l |sabjyEY=0f tthé| giateedgaiiidy 8@peaal aochd eeciv@rdeeoder:-n
the received directory . MPEG tapble with the resgect i ve nmpdul e .

si gnat ure geBRMEEAtBA & TespRetiveemWidpler siguatymefor each of the spediles iyithe regeivedugh
the data to L. . Of Ls I . : |y
a single enc@?%‘ﬁ?%#%(r’%gg@gés’sﬁnw anﬁé?‘ F gcf a?}rll Q,l(i#f Zér 51%&@%%{#};‘)% r? ﬁeewergo%laefcé%?
and only MPEG mablegwith die respedtivie aodule Signature gendrated at nhotsbeivet/dectidenw
the signatures to be checked. 15 These features nmay be provided

i ndependleQ]t ly of the fourth to seventh aspects of the I nventi on.

Accordi ngly, LRt Iy I | QM4 of
donnl oadi ny ARAERER; AURRRhe Aa (0 BeioRR ik B Rl AP oF a iy, S HEHIES
conprising only a sifgle shapptiof procgsnisraduired ia ordchdocerergprahe heodudes, amt bnly
nmodul e of data to be downl oaded; . formutti ng t he npdul es of. data a(f
respective nbfige LORPreESss fefearited iy ORlepdo atpvdbe StEpatses t?d%gheghf; :

i dentification of each nodul e MPEG tabl e and the respective

signature; generating a directory signature for the directory; encrypting

t he dir et3 orYhese featurss guegyt ber prowideddgindegentdestiyeok thy; folirth tatstvermh tabpecth ofctht or y
and the encrypted director . i gnature as a directory MPEG tabl e;
transmitti ng%?ﬁéma’f A@&QISWY%I?& cighihia8pagbethe presery igyeation FrRyidgs 4 metkod of
recei ver/ decggléfioadi VA ' ' :
decrypting the é?\%‘:lrﬂ;i/%? ?éﬁ%?f?e%%?g‘nél@%g{“értgq?n@ ? ?g%ﬁ??&%&?}n‘?%&nﬁ%mﬁpEG
t abl e usi ng the steps af:pgehéretikpy muduteesi gmatatierfor eachtrhedyle of date té by dogaloaded;i ng
a directory si t.he directo directorgya

nature for  th ry in. the [
VPEG tabl e POARRE: e MRSt o ety i Fseey moduls MPEG' bies” pénead

20 directory including an identification of each module MPEG table and the respective

signature; generating a directory signature for the directory; encrypting the directory
signature using a private key; formatting the directory and the encrypted directory
signature as a directory MPEG table; transmitting the directory and module MPEG
tables; and at the receiver/decoder:~ receiving the dirccfory and module MPEG tables;
25  decrypting the encrypted directory signature in the received directory MPEG table using
a public key corresponding to the private key; generating a directory signature for the
directory in the received directory MPEG table; comparing the decrypted directory
signature and the directory signature generated at the receiver/decoder; generating a
respective module signature for each of the modules in the received module MPEG
30 tables; and comparing each module signature in the received directory MPEG table with

the respective module signature generated at the receiver/decoder.



signature and the directory signature generated at the receiver/decoder;
generating a respective nodul e signature for each of the nodules in
the receMeW/4tHul e MPEG 30 tables; and conparing each noBETEPE/@AEt ure in
the received directory MPEG table with - the respective nodul e -
signature generated at the recei ver/decod%. ‘WD 98/ 43431

PCT/ EP97/ 02111 TR - 10 -

The net hod e G te 100 b Ll I ng
doun oadi ng e eBpretribly iy etEied 8F 56"k Mipi S O Mo b RRalinR?
conpari ng stebsuchhemoddle 6f the dats ify i the Moldletsighatite &o iflf 58p| teymbHiHe
tabl e and the respective nmpdul e signature nerated at the

) , ge ¢ .
recei ver/ decHgRatueoin the Jeceivrdl fizeatarn MPER tahie @ad kbe resppctivesmodule sigpature
met hods descg] ' e iLahl.biting or
aborting éé‘%gﬂv\%fgg%gr{g 0 &{%gl,%%f@p}a? lihlg‘;rfﬁl gh%(; ggtrr%%@ncgkgtoep S), the or
each decrypted signature and the generated signature do not match each
ot her. 10 I n accordance with a ninth aspect of the present, .invention,

there i s prolheBthods gescgbed aboye prsferably plsoyimelude ghe ste of inhiRiting PrABRRtIRE! ¢

of the netho f (R0} Py : kvt | ' ié’%a ans
for receivi n%@x&g%%e%‘f{x%?ﬁ%?ﬁ%&%g op@‘rﬁng% S‘r"PL’g’ gﬁ dr%clbfaggigﬁetﬁ y1 nife
publ i c keys ambithergeneratdd digianireado fistrmetehleach othee publ i c keys; and

processi ng means which is programmed to sel ect one of the stored
public keys in accordance with 15 the key identification in the received

MPEG t abi®: .0 § 3 ' e Q]
abl e sty TR eBRAKEL Wi SRR kSRR Anvention, theld§ sibRAL HE IR
t 0 gener at e mcsiveriddcoder foorust lir pdeforming pareof dranethdd \dPEke fatheaspacidoft the

conpare the decrypted sigpature and the, signatur nerated at {he |
recei ver/dec’é‘éf%’ial pomprgxrghénqqgg Py, ZECR .S“QDN?PEE tables;means; é?r’isﬁ%“%éns

is preferabl ' ' I £ i b he
publ | ¢ keys BuREY bE BRI RS o AR A REIcMRG ok LacHe ROphilic RAS md prop@bing,
t he key means whighrie programmz28 to S¢lectraneaf\the storedquiblic keys fniadcbeiancewithde
an area vol ati le nmepory, .and the, ocessi ng neans nmay be operabl e
Lo downl D T KesdfeRicatn i b fposived WBEG table: to deryph e entryeledhapature
private key fiawienthceived UPEE HbIE ity tHededdtdd g@ﬂi& Rey ]EtQ ﬁrHﬁdUH?decrypted

application to cause the receiver/decoder to receive a further key, and to
cause t he signature; to generate a signature for the data in the received MPEG table; and to

compare the decrypted signature and the signature generated at the receiver/decoder for
the received data.

20
The key storing means is preferably provided by ROM, and the identification for each
of the public keys may be provided by the storage location of that public key in the key

storing means.

25 The receiver/decoder may further include an area of volatile memory, and the
processing means may be operable to download an application having a signature
encrypted using a private key having a predetermined key identification, to run the
application to cause the receiver/decoder to receive a further key, and to cause the
further key to be stored in the area of volatile memory.

30
The receiver/decoder may further include means to receive such a further key which is

supplied locally to the receiver/decoder, such as a parallel port, serial port and/or smart



further key to be stored in the area of volatile nenory. 30 The

C\zeg;}ve;%gg&g%}pnﬁy further include neans to receive suchggn_fgg;gg}agé}key

plied locally to the receiver/decoder al l el
port, ‘serial” port and/or smart WO 98/ 43431
PCT/ EP97/ 02111 -11 - - 11 -

card reader of the receiver/decoder. The volatile nenory is preferably
provi ded by card “”4@& of Ahaireeeivar/desedero dhe mﬂtﬂéé%%Pthﬁst&fmb!rﬁdeed by

connecti on, %AIX S tlgaefeggﬁE%&écodcﬁ has 2 Ei;;d%ﬁxap&%egﬁ&?ffﬁ@ fhebReDRENABE is

such a furthe

receiver/ decgpiefcrm ahiangehieiro proventGack afugheckedbéin esu lisdeviartie tydest. or i ng
a validation flag for each of at |east sone o e public keys, and

t he processi ng neans may be progranmmed to | ook- up, in the protected

and to i it bi 1o PEREPERE] Byl hfher joctyad 3 pRtERRRE ROREROR B SokfYp.

is not set. <d)idation flaglfer eBesva Né4be eosierof ThY pablsokéw, tahé thd ptdcesiéngameans
protected area of nenory for storing a validation flag for

private key H&9YR§ &rﬂeaenedépépﬁkﬂeu indke prrseqted Pt,eatqfdﬁema% the Vahcpatlﬁe flag

Phat 0 Voo SuET A o ReBl SRRl s 1 R of BB RBrSRbE By BA 0

so stored in- mG]aapd;Erﬂ:fg 1s]xﬁ)t sttpon the state of that flag. Thi s
| atter feature e provided i ndependently of the ninth aspect of the
i nventi onl Accordi ngly, a tenth aspect of the present invention

provi des an / gec r f CH |
Clch NPEG 1 abl B reoriusHabqRget 5l ARCRAS: eI ploeus"BRR b hbmbliCy Hdilhe |
for the publigvkkdationanthgafoprthé peivad leyclavidg MR Bredetermined fkey idémificagos and
validation flag for the public key; and processing neans Vi/m chis
progranmed t othE RRCESHNE MeaDs dast Be Operahleavian sunniggwald aplicption to change that
recei ver/ decaoglg
to the private Le':;}a]i1 gaﬁtail?\{@é‘squélk 34 chatité tﬁé)g“(#eqégegy %E&s gqrg&)ﬁlgg%%%%kt he
| ooked- up13 | agponstheatate b tithe dlagpt the encrypted signhature in the
recei ved MPEG tabl e using the public key correspondi ng to be private
key identified in the received MPEG table to provide a decrypted signature,
Lo generale s jatfer BRI HEF bE Broviliea HRbFeddRntfBe LR AMPEPIETE the Bhvantiand
to conpare the ecryp e

Accordingly, a tenth aspect of the present invention provides an MPEG

receiver/decoder, comprising: means for receiving such MPEG tables; means for storing
20 a public key and an identification for the public key; and a protected area of memory
for storing a validation flag for the public key; and processing means which-is
programmed to look—up, in the protected area of memory of the receiver/decoder, a
validation flag for the public key corresponding to the private key identified in the
received MPEG table; and, if the looked-up flag is set, to decrypt the encrypted
25 signature in the received MPEG table using the public key corresponding to be private
key identified in the received MPEG table to provide a decrypted signature, to generate
a signature for the data in the received MPEG table; and to compare the decrypted

signature and the signature generated by the receiver/decoder for the received data.

30 The memory for storing the key validation flag(s) is preferably provided by rewritable

non-volatile memory.



signature and the signature generated by the receiver/decoder for the

recei ved_dat a. 30 The nenory for storing the key validation flag(s) is
pr ef er abMP ¥ ded by rewitable non-vol atil e nenorVPT’EPW‘mgb

98/ 43431 : o -
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In the case where a plurality of such public keys are stored, the nenory
for storing tlhdhe case wheat agdurabty ¢fl sugh publie keysadre staibddy ther memgedfor stoxing the

bi t map. .. Jhe recejver/decqder of jthe ninth or tenth aspects of the
i nvention maWaPG?tE%ﬁa% }Sﬁﬁgrﬁﬁyéﬁﬁ?&?‘tﬁﬁ aPitM2Ba of nenory for storing a
val i dati on code, and the processing neans my be programmed to

decrypt the validation code in such a received MPEG table, to | ook-

up the st or edheatecefsti/dacoderds, thamihth @r ¢enth aspectshof the alvedticon may|fiddbdri includode
and the decrypted validati on code. 0: This | er feature may be
D ovi ded BRI AT BHBOR 107 ALCEIR e ANt CRe i F REPCESIng feads may

| nvent i on. AQQighAgn, dt%rﬂc@f)gv‘f ValRAR6H to@ inldiEn RTESHRAY MPEEThbIE o Look-
provi des an I\/chr; f"'recei r?%%coggr, c%(?réplrnl SI ng:r means for receiving
such MPEG t ahipethe sterad validationt endepgnd to comparputhik ilcokedyumnalidation code and the

i dentificatio forﬁ]h;gg’ggbl I c,key; a protected area of nenory for

storing a val94cgaPiehY On LA%F-pr ocessi ng means which is programmed to
decrypt the 15 encrypted validation code and signature in such a received

MPEG t abl es using the stored public key corresponding to the private
key; to |ldok-This {dtter Seatursdmas b aovided independeotip of the hintlpontentt aspects of thf

menory; to canpare the | goked-up,val j.dation de and, . _the.decr

Vel T dati on coneetRe: AruRRE. A bicyRalt Rperint B el dnysnion ot MR G
tabl e or sai qe@dVdr/ded6ded Sdompriing: In&MTRAY RediVig SREH MPERH bl BEasForétbfing e
signature 20 generated by the recei ver/decoder for the recelved data.

The processi rgpuhdinkey andoare idemtificstiqn fogrthenputilic &ey;renpiotdctasy arad of tmemory for
downl oadi ng of ,dati on code an

decrypted valeiiaE btelidnisnodsn end Biak oing meas Wfic R gpopagicd (6 dopfyt he
:Tgvnv!r)[ %/a];)f)lg Stedictypled Palidatioh t¥de OmdCEgRftuleSiPsiRhes d6teiveld PIPEER ¢t using the
stored public key corresponding to the private key; to look-up the stored validation
code in the protected area of memory; to compare the looked~up validation code and
the decrypted validation code; to generate a signature for the data in the received MPEG
table or said part thereof; and to compare the decrypted signature with the signature

20 generated by the receiver/decoder for the received data.

The processing means is preferably programmed to inhibit or abort downloading of the
data if the looked-up validation code and the decrypted validation code do not match

each other.

The memory for storing the validation codes is preferably provided by rewritable

non-volatile memory, and may be arranged as a bitmap.

The receiver/decoder of the ninth to eleventh aspects of the invention may further
30 include a protected area of memory for storing at least one offset, and the processing
means may be programmed to decrypt the encrypted data block in such a received

MPEG table, to look—up said one stored offset in the protected area of memory, and to



non-vol atile nenory, and may be arranged as a bitmap. The

recei verg‘gfgaggg:{l of the ninth to eleventh aspects of the i %ﬁﬂfﬂﬁ/ﬂzl'ﬂiy
I NC

further [ ude a protected area of menory for storing at [éast one
of fset, and the processing means may be programmed to decrypt the. -
encrypted data block in such a received —-13-MPEG table, to | ook-up said

one stored offset in the protected area of nmenory, and to WD 98/ 43431
PCT/ EP97/ 0211 ¢xtract the signature from the decrypted data block using the looked—up offget from the

extract the Sitgﬁa&%gd';é&gr%h%aﬁﬁf?gpt ed data bl ock using the | ooked-up

of fset fromtH decrypted data bl ock. Thi s
| atter feature nmay be provided independently of the ninth to el eventh

aspects of S the invention. Accordingly, a twelfth aspect of the
i nventi on pr oUhisclgttemfenfuremay be proved;esi( indepensicode of thoninth o algventh aspecisopf

i vi MPEG f.abl gs; f i . bl i
dont | 11 casi ofi BIeRBE oRErorameLy 2 dorsTiY P of the el o fifss 8 MPRC
storing at | efseivepledtides ebinpfihgd FRARS R BEcoMAF Suc MMPEG GblsagtaRTOrkitng

decrypt the _encrypted data bl ock in such”a received MPEG tabl e using
the stored publpublikdgy and ancidemtifigationi fay theoputilis ey apreterted: ares of ssrayy for

i d d .of f in_ th d  of .
the. si gnat ur eSProma reeshitns Ofedt Snd Brekrdng Biraps yhichois iR ams @ Geblyph the
of fset from tBgergpRAtdR bldek deststPlactbcdived MIPECK tabile Whgethat SoredSpubiiat kese

for the data in . the received MPEG table; and to _conpare the
si gnat ur e 18xt comespanding e thecprinate kex; da look~up saidans stored RIfekin thhpronctpdares o

generated at the receiver/decoder for the receive t . 3
Temor y for st GF PR eE OF Stanefice Wil DTS B8 losklitng g lookeS-up
non-vol atile offset frof@A®EMrt of the decrypiel datiEblogiab \LRhérdrcpsighatofe fob ehadai in
to twelfth aspects of the invention, the processin 20 neans nmay

b
progranmed t o theereseined MPEGSpllet pad torsamparesthy ﬁ&fﬁg’é"' feairacted frog ﬂ'tch%ﬁ%fypt"—d
dul in th ' EG.t abl
e "SR T ot EE G R5 (BLA PO FRAE KR R
nodul e si ggat ure gener at ed by the receiver/decoder.

The memory for storing the offset is preferably provided by rewritable non-volatile

memory.

In the receiver/decoder of the ninth to twelfth aspects of the invention, the processing
20 means may be programmed to generate a respective module signature for each of the
modules in the received module MPEG tables, and to compare each module signature
in the received directory MPEG table with the respective module signature generated

by the receiver/decoder.

25 This latter feature may be provided independently of the ninth to twelfth aspects of the
invention. Accordingly, a thirteenth aspect of the invention provides an MPEG
Treceiver/decoder, comprising: means for receiving such directory and module MPEG
tables; means for storing a public key and an identification for the public key; and
processing means which is programmed to decryp the encrypted directory signature in

30 the received directory MPEG table using the stored public key corresponding to the
private key; to generate a directory signature for the directory in the received directory
MPEG table; to compare the decrypted directory signature and the directory signature



25 This latter feature may be provided i ndependently of the ninth to

“twelfth asgects of the I nvention. Accordingly, a thirteenth aspect
of the WOdE#4Bbn provi des an MPEG fecei ver/ decodeP! CTESAHILL ng:
means for receiving such directory and nodul e MPEG t abl es; neans for

storing a public key and an identificat+d4 $or the public key; and
processing means which is programmed to decryp the encrypted directory
si gnat ure i gener&ed bytthe regsiioviddcatiorptot gangra®ECespeblies modulg signatuse (fm‘ecaf:h

blic k th t
B onat ur o 1 BF U BgRiR Al gh ThPrvssbmoduiel WBHRE SanlH isply Yo oRFa Bk BlRRFE 1
3\%”835 232 gisigﬁstw@hﬁdm%&a%@ BiteStbBNMPHEE ta8ldl Willetidl le§eclVe nfdddRAdipAture

PCT/ EP97/ 02 gérerated by the receiver/decoder. - 14 -
generated by the receiver/decoder; to generate a respective nodul e
signature for each of the nodules in the received nodul e MPEG t abl es;

and to conpahep ﬁﬁfe&xﬁgﬂkhﬁs is rcfcraBl %ﬂ?xgnéd‘totxﬁﬁibit% sb&edowhlbtsaahg b¥sU¥REG
. .

table with the respective rmueS|gna ener at ed by
recei ver/ deaauiadule of the data if tfrmqunhmignanug mﬁlmstcelsccpdet@omliﬁr tablcantded

t hi bi t b di | th
R R s R e e
respective ppgdH &achidih@t ure generated at the receiver/decoder for that

nodul e do not mat ch each other. 10 In the receiver/decoder of
any of flfle ninth to thirteenth aspects of the invention, the

processi ng s | S: R f er,abl rogr, t _or ab t .downl Rl

bt *Che. dat alh the recgivBi/fedSRr bl ofy ERS BESh & ertonth asioy Phire derioRofe

si gnat ure dgrdieésin@inehnseR Prefefabfyf programimed t&IhitRf besbokeRivtlEfdigy oft the data
present invention wll now be described, purely by way of exanpl e,
with ref er effcthetop cathedeceypied signatice %ndatherwserated smashe do not match eagh Qﬂ*"é 1
shows the overall architecture of a digital television system

Figure 2 shows the architecture of an interactive systemof the digital
tel evisijgn P2dferred features of the préskst Rivetiod Wil mewlbe described,FhgelyebyBway ofs a
schematic diagramof interfaces of a receiver/decoder formng part

of the syst ensmople; Willsferancgrig the accompanymgydrpwings, in Whickischemati ¢ di agram

of a renpte controller used in the digital tel evi sion
system
Figure 1 shows the overall architecture of a digital television system;
Figure 2 shows the architecture of an interactive system of the digital television
20 system of figure 1;
Figure 3 is a schematic diagram of interfaces of a receiver/decoder forming part

of the system of figures 1 and 2;
Figure 4 is a schematic diagram of a remote controller used in the digital
television system;
25 Figure 5 shows the arrangement of files within 2 module downloaded into the

memory of an interactive receiver/decoder;

Figure 6 illustrates an interrelationship between a number of components of as
| MPEG stream;
Figure 7 illustrates how an application may be made up of modules/tables, which
30 in turn may be made up of sections;
Figure 8 illustrates the content of a directory module;

Figure 9 illustrates in more detail part of the content of the directory module; and



25 Figure 5 shows the arrangenent of files within a nodul e downl oaded
into th2v098/434 menory of an interactive re%yﬁ;gg@ﬁqi)der;
" ustrates an interr er o L

Fi gure el ationship between a nu

conpohnents of as MPEG stream - Figure 7 .
il lustrates how an application may be madeldp of nodul es/tables, which 30
in turn may be nade up of sections; Figure 8 illustrates the
content of aFKigurediOory idlystrates various areafpfmema@y in a reckiver/denoder ofithertelevision
detail part of the conten{ of the directory nodul e; and WO 98/ 43431
PCT/ EP97/ 02111 system. - 15 -

Figure 10 Illustrates various areas of nenory in a receiver/decoder of
the tel evision system An overvi ew of a

di gital tel evAspwervisys ofendigital telovision sygtem 100Q agnosdiogtto ithe presens inyentionds

shown in figure 1.. The inyentian includes .a nbstly conventignal . di g :

t el evi si oﬁ s{m@ giygglérr% iZ/'O‘S'Bc MY%’%SQ&@FH% akméﬁﬁ ﬁ%@%@n@%@s%&cﬁ@mn
system to trapsEint 2000 whichORNBECIRE Ckifdine IMPEGL-9Nabifiprebdiondy8tedlf tal transmit
MPEG 2 conpreSsor 2002 in a broadcast centre receives a'digital

si gnal st r earcofupygssedidigital signalsain ofory iddtadl, MEEGH2 compressor 2002 ingd hpadeasbr

2002 is connected to.a multiplexer and scranbl 2004 b i.nkage. 2006. - 10
The mult | pl exerTogbeesd bietal dGnef Arety Gfedl Acihiemy of O eaRy The
assenbl es ongofipressor 2002 EorinedRE RO 4 multiReEr add Gcfahfle200% 30 WRKARSEI06.
digital signals to a transmtter 2008 of the broadcast centre via

| i nkage 2010 Thehinskiplexer 3004 geeives alpburality af further dagutignals, assenjbjes gne or
including tel eco nicatjons links. The transmdtt.er, 2008 a 1L.L.S:
el ectr orragnetq’%mggr%ﬁﬁ?gs FW%SP&W“%’?% CPRREFHS gg%}tséﬂql% {Q ??fgg%%%tﬁagpm

2014, where tdfqHe brdadcast/Rnit 844 liARAgLAIA10, WIREAFLESELEE d0\HsdtakadCHide Viritty of
noti onal downlink 2016 to earth recelver 2018, conventionally in the

formof a di Shrmswndecledingerielegommunications lisks.. Thee trugmittsr 2008  tjagsmityed

b [ r g ] d t. ' . '
owned o HhopieatbE R VE e dPra R e L RO b iley
tel evisi o sefe 32eFonithlgy processed afi§ Bro4adE4st 9 508RIond 0 R&IIRS tb Rerth receiver

conpressed MPEG 2 signal 1nto a television signal 20 for the televisian

set 2022. 2018, conxepiionallyiin tha fommcafasdisly owaed gumptaddycthn gad nest. The sigaals
mul tipl exer 2004 a. . LV r '
partly in t herg%l}%%dc;g‘ég&gggﬁg?les %‘%g‘%g‘%’?? F@qﬁﬁggﬁgg‘% %%Qecﬁgngédgg%ée?ﬁp?@g»ﬁg es
the end user droreRG@Esy thk ghd aiser aAd® ¢bineefeddfoOBRCARY Gsel's aelevisionoset 2022. The
receiver/decoder 2020 decodes the compressed MPEG-2 signal into a television signal
20 for the television set 2022.

A conditional access system 3000 is connected to the multiplexer 2004 and the
receiver/decoder 2020, and is located partly in the broadcast centre and partly in the
decoder. It enables the end user to access digital television broadcasts from one or more
25 broadcast suppliers. A smartcard, capable of deciphering messages relating to
commercial offers (that is, one or several television programmes sold by the broadcast
supplier), can be inserted into the receiver/decoder 2020. Using the decoder 2020 _and
smartcard, the end user may purchase commercial offers in either a subscription mode
or a pay—per~view mode.
30
An interactive system 4000, also connected to the multiplexer 2004 and the

receiver/decoder 2020 and again located partly in the broadcast centre and partly in the



25 Dbroadcast suppliers. A smartcard, capable of deci phering nessages
Telating to commercial offers (that is, one or several television

pr ogr anm¥® %#B#Plby t he broadcast supplier), can be PGEEPYR1iInt o t he
recei ver/ decoder 2020. Using the decoder 2020 and smartcard, the 'end
user may purchase commercial offers in eilt{gr a subscription node or
a pay- per-vi ew node. 30 An interactive system 4000, al so connected

to the nmulti pleexdr, eiblesathd éndeuser to intefaRE Withevdrilas QPplicaidad viad nicititined
| ocated partly in the broadcast centre and partly in the WO 98/ 43431

PCT/ EP97/ 021 brck channel 4002. - - 16 -
decoder, enables the end user to interact with various applications via a
nodenmed back channel 4002. Figure 2 shows the general

ar chi t ect ur e Rjure/PsHoMsahagbnetsl drchitdchirt @ tis/ mteps8tHQQblcvikions¢stem>000 iof itlien
tel evision system 1000 of the ]i)resent I nvention. For exanpl e, the

i nteractifg Jigitad ielsvigivnaystews 1800 ehthepresent dnvsationt ens from
on-screen catal ogues, consult |ocal news and weat her maps on denmand and
pl ay games through their television set. 10 The interactive

system 4000 omPérasifiic,i theOMdraétiy EPEmNBO0D Qll6WPAnSend user to by filems fromn
aut horing tool 4004 ‘at the broadcast centre or elsewhere for enabling a

br oadcast sums-sereen eatalogugse consisitdper) news pnd weather swps ap gemand anskplay games
[err] an tﬁ%@'gh%@élf Pe@e‘gggnggtt a server 4006, at the broadcast centre,

connected to aut horing tool 4004 for enabling a broadcast
supplier fgo prepare, authenticate and format applications and
data for delivery to the nmultiplexer and scranbler : 2004 for

i nsertion i nthe Mtcrpdve systepy EQMBEITes 4 OVERViR v Jpurymeinelgmenisire

i her epf ; : ' !
section ther opl) tah UsubiRadsalod al i SILAR copre o, ik, o bbb 2

execut abl e code i risbaddascsuppliéthtd creste) darelaps debiey atDSt appdieations; r ent ed by
t he end user, for_ enabling an end user to receive,
aut hent i cat e,® dec Afparplisatiomand datg server 4006, at the bipaficastAenbhscongegied fe the

R B S e
i s independent of dndeformariappliRatitgt fredad foroddiveiets thanpultiplexer and scrambler
2004 for insertion into the MPEG-2 transport stream (typically the private
section thereof) to be broadcast to the end user;
° a virtual machine intending 2 run time engine (RTE) 4008, which is an
20 executable code installed in the receiver/decoder 2020 owned or rented by the
end user for enabling an end user to receive, authenticate, decompress, and load
applications into the working memory of the decoder 2020 for execution. The
engine 4008 also runs resident, general-purpose applications. The engine 4008
is independent of the hardware and operating system; and
25 o a modemmed back channel 4002 between the receiver/decoder 2020 and the
application and data server 4006 to enable signals instructing the server 4006 to
insert data and applications into the MPEG~2 transport stream at the request of

the end user.

30 The interactive television system operates using "applications” which control the
functions of the receiver/decoder and various devices contained therein. Applications

are represented in the engine 4008 as "resource files". A "module" is a set of resource



25 [err] a nodenmmed back channel 4002 between the receiver/decoder

ci gnal SYOFHM i ng the server 4006 Lo oo neof CTIROTORRh”

applications into the MPEG 2 transport stream at the request of

the end user. 30 The interactive telel¥si on system operates using
"applications"” which control the functions of the_ receiver/decoder
and vari ous fd&¥iamdsdatandalmemonhapbime” o the regeiveridecoder is a ftarage ppacs AT ed

{,\g gg/e 43233”806\995? Rhodul S5 Bi4Y CBe f ddwiioadeR idtD At SFecdiPerftictSher 20307 HAM Gfe

PCT/ EP97/ 021¥PEG-2 transport stream. _ T
files and data. A "nenory vol une" of the receiver/decoder is a storage
space for nodul es. Mbdul es may be downl oaded into the

recei ver/de t . .ans te, . .
Physi cal ?nf@%ﬁ g%gg&gﬁf&{cge@f rtggé‘?c\‘/”évref/gglvgo?@fééog%g% lgs(rgé fag gé%@adlgév% (')zyéllt%g
data. Wth referendeab@igiies, the debadir2030 coiteind lopeleimplod9x 8owhiakdiag déwtes;
exanpl e, six downl oadi ng devi ces; MPEG fl ow tuner 4028, seri al

interface 408FEGHpW)tnatr 402Beserist intanfaz 4038 dparalisd inferiage 4032, moder 4934 and

readers 4036 Q purposes of this specification, an application
is a piece o?”oc%%&%dré?{:gée ‘for controlling high level functions of
preferably the receiver/decoder 2020. For exanple, when the end user

positions the focus of a renote controller 2026 (as shown in nore
det ai | i10 f i Berr e purpnses, ob this speeifipatian, snapplieationds gapiessnologompier eads\iosi on

set 2022 and . . e validat] i '

2ssoci at ed viPoLg BERIETR AR o Fubiholi iy rbokfyeREbides 2098 RSB,
proposes nenwhem it eideedst posiciondEitdcad of AeemeRURatrolér 2026 (as show il nieser
and provides data related to_the purpose of the application, Applications

may bededail fefigpest)qeng bappn obiect srea, on thascresn of they television srb 2RE% AR
FLASH t i t] | is Yary);
br oaticast - anieae gafidprio Ked: ieSnGRtERigt spenky s Bl im SR OER R9g8, o1

Exanpl es1®f applications are: -

An interactive application proposes menus and executes commands at the request of the

end user and provides data related to the purpose of the application. Applications may

be either resident applications, that is, stored in the ROM (or FLASH or other non-

volatile memory) of the receiver/decoder 2020, or broadcast and downloaded into the
20 RAM (or FLASH) of the decoder 2020.

Examples of applications are:-
° An Initiating Application. The receiver/decoder 2020 is equipped with a resident
initiating application which is an adaptable collection of modules (this' term
25 being defined in more detail hereunder) enabling the receiver/decoder 2020 to
be immediately operative in the MPEG-2 environment. The application provides
core features which can be modified by the broadcast supplier if required. It also
provides an interface between resident applications and downloaded applications.
® A Startup Application. The startup application allows any application, either
30 downloaded or resident, to run on the receiver/decoder 2020. This application
acts as a bootstrép executed on arrival of a service in order to start the

application. Startup is downloaded into RAM and therefore can be updated



[err] An Initiating Application. The receiver/decoder 2020 is equi pped

wth a resident initiating application which is an adaptabl e
col | ect iwp9sf43480dul es (this term 25 bei ng def i REIERYTMIAE det ai |
her eunder) enabling the receiver/decoder 2020 to be -

I mmedi ately operative in the MPEG 2 envinﬂgent. The application provides
core features which can be nodified by the broadcast supplier if required.

It al so easily Pt @4 B& Sortipurdd &3 {HAEMc il iREV: AGSlicdBbNs ARNABIE Bh IS
and downl oaded applications. [err] A Startup Application. The

startup appl i cati ochaah¢lones bersglestrd andaminpeitheriimimediatdg after downloadioguor eftered
or resident, to run on.the,receiver/decoder 2020..This .appl, ¢ati an
acts as a boot st ralbrc&?g@@t Bﬁﬁ’ﬁﬁaﬁﬁ Pf V&fmg ngdﬁgceargppélqnﬁs g&’&&&] tgﬁﬁlgf“?oﬁyhe

appl i cation. Startspg sndiRVuetitaLe by tht StaRAPvARA kheisf ore can be updated
WO 98/ 43431

PCT/ EP97/ (211e A Program. Guide. The Program Guide is an interactive application gvhich gives

easily. It can be nfi.gured sq that the intecactive applicati.on Lk abl e
on eash | Co" "¢ Rl isfration® S HrowamabiRey Fa SHORE & Fa PR Rl B
after downl oadi ng Moullfda§! one week's telcvi_sion%:@%ﬁﬁﬂté’sgpmbweﬂhﬁx &Bechafne! of a
prel oadi ng, the application is | oaded into the nenory 2024

and is activated bdigithletelevisionupoudueh Bedepressing a key oghe emote contrelles A02fs

GQui de. The Program,Guide is _an interactive applicati.gn ich qi

Ful | i nf or mat | on alg s, ARG B o spiPe copaifay e et fhmapn the
about, sajp one vegkech bEItRY tabHBioR’ R ATETHY ¥d-Rds@Bef R Wodsaekiviig a
digital television bouquet. By depressing a key on the renote controller

2026, informeation conuther cumsat e8@ sicxnewnits- oheashrehennel wigh¢ digitabA Vi he
event shown on the_ 10 screen of the tel evision set, 2 Thi

add-on screen is aPWHEGEEY YPIEHGE another .5“”5.' on %‘e_lieﬁ’fo&er ﬁﬁ’?ﬁoﬁ}ﬁr g‘ﬁfﬁf Hhe e@ar“rs%rnt
and next events of ;Q86ds ﬁﬂ&Eﬁl%ati@ﬁ wiieh dispiayah 15Vof information on evel®WiCéne By
depressing anot her key on the renote controller 2026, the end user

accesses an appl i cweelorTharrndhisel eanl alsassearah and soft qveniswith simplondqusipmisesl er

one week. Lhe end user can al so..search_and .ser vents with
sinpl e anhS cust om gxétana.l'is[he end set cag Iafstoea},clcgs_s dfﬁgﬁgﬁgeﬁgfeé? c@%’ﬁi“ cgl SO access
directly a sepected phiapeeView applicatifl The Pay Fr RA¥wPAppliGativn a0 ph istatactive
The Pay Per View Application is an_interactive .. service

avai | abl e on each sgwvice gusilabie o cachaPRY ghanmel ofths dligjtab TV bouaysl infepjusRtion

with the conditiongl..agce 0 u e
bl i cati on usi ng Sepvag, copiGhaE AeteR sy 3000. Gk RAR RE 3R hitess the
application 20  applicatiostising a2 PVtguidd orceiahyicldgowsmenAdditionRBY thes application
detected on the PPV channel . The end_user_ is tf’%& bl e t,g‘tfltz)uy
the curre® event Spfthaytomaticalhasisogn aaaditvevent is detected on the r‘ﬁ’é&?‘a 0
or via the conmuni i efLer Nple] ; his daughter
t el ephone and DTNFEX?f)élgésl', ﬁl\)%ﬁﬁg?& 4‘#2“% ﬁ%}éﬂ?%ﬁgﬁ ta;e)l;t)?clrctgﬁuglr} r%%y ab%h

smartcard 3020 or via the communication server 3022 (using a modem, a

telephone and DTMF codes, MINITEL or the like). The application may be

" either resident in the ROM of the receiver/decoder 2020 or downloadable into

25 the RAM of the receiver/decoder 2020.

) A PC Download application. On request, an end user can download computer

software using the PC download application.
. A Magazine Browser application. The magazine browser application comprises
a cyclic video broadcast of images with end user navigation via on-screen
30 buttons.
® A Quiz application. The quiz application is preferably syx_lchroniscd with a

broadcast quiz programme. As an example, multiple choice questions are



either resident in the ROM of the receiver/decoder 2020 or downl oadabl e
into 2 the RAM of the receiver/decoder 2020. I

Downl oai'vgﬁﬁll"??étion. On request, an end user can downl oad & J{'%}’u
sof tware using the PC downl-oad appli cati on. [err] A Magazi ne.
Browser application. The magazi ne browser Hpplication conprises

a cyclic video broadcast of inages with end user navigation via on-screen
30 but t orslisplayed on th¢ seredn of theAelemisiona23R2; axut tho user Taw sejadtan answer

ot oo s an dsliehfhe” e MoRBORE MBS, "l iz application can’ ST ARG 184, °
PCT/ EP97/ 02111 whether the answer is correct or not, and can keetp count of the uk8r's score.

di spl ayed on the screen of the television 2022, "and the user can select an
answer . A Teleshepping applieatione dntons| ¢xampdo 26 thertrteshopping gpplicationon

can informthe usey, whet her_t he.: r,is corrgct or , __and
can fkeep. g]ount gf xS pf ogoads Sfog, gale are tmﬁsgﬁlt?ﬁ%g%a th‘%ﬁ\rmveeéﬁSﬁfﬁﬁ&%% and
application. In Or!ﬁspQWthé)fclé\hﬁthbﬁirl@ﬁi?%ﬁﬂ remBtel oRtrbBEY, the uler can select

offers of goods for 'sale are transmtted to The receiver/decoder 2020 and
di spl ayed on the tacpasticwaniter? 0@ Puy Bhergrdeh forrtheritem is sentrvia thermodamemedbackcan

sel ect a Leular itemto buy.. The order. for the item i

sent via the mdemdgg@{gb 10 fhe app%catmbﬁﬁ%r‘?@fa $H7 Gt?FemaBpﬁché{Qi %ﬁesand
data server 4006 @ystefs ahéefebdphofic Sal@Ber of which has Hésh cdovwBaded apheee
nunber of which has been downl oaded to the 10 i recei ver/ decoder,
possi bl y M t h an dgperdyeridscerdas; possitdy a¢ithy amtordesrto flebit b acqpuntfor a credit card

whi ch has been i nsgf.ted.jnt ne_of, th ard readers 4036 of th

recei ver/ decoder 3:8&%1? has' &eﬁe?ﬁmca ?%STé)flgb§ﬁk' fg Cgrﬁlmr%«igﬁ o‘ﬁ).a‘él Ot oH
exanpl e of the telekavds/degodseBoRoati on, the user inserts a
bank card into one of the card readers 4036 of the 15

recei ver/ decdder 2dAlcbaniing applicationd & one exaople ofithe telehanking applieationpthek
usi ng t.el enhoneg nyunmber, stored in.the bank card o tored in
d‘g?{ BSR4 all CAT P PTen OF A B iR i #cf)sr o{ﬂ?’geg’fa&e

the receiver/decoc ) _
nunber ofisfaci | i t ireceivédt/deBoder2026. BiR 1@64i06k/decoder 2020 dials ¥5the Gsérid®ahi Ring
controller 2026, for exanple for downl oading via the tel ephone

line a statement o telppbonmpumberpiorad in te paskasrder woe cibeupeciver/decoder,
requesting a 20 apq gneq thecgbggigﬁ%ﬁf}gﬁ@icfetﬁga ?th{xber of[tgéi;igcs wPiCﬁncahrﬁcesreﬂt%{ed

Browser application. Tn one er net wse
appl i cation, i nst rushig thesgeridte eohti6lletDOR6, fou eXanisie for' ddpdeadingovin tivelephvne

A PC-

page having a particular URL, are entered using the rempte
control | er 2026, Ji¢ 2 plateament of account, trangferigg dundsybehieenasgauRtbFegursing 2
channel 02 to t apep{] l.on and data server 25 - 4006. The
appropri étge web pg:g]g 'S écﬁ(gtﬁ*é?ncl uded in the transm ssions fromthe

° An Intemet Browser application. In one example of the Intemet browser

application, instructions from the user, such as a request to view a web page
having a particular URL, are entered using the remote controller i026, and these
are scnt-by the modemmed back channel 4002 to the application and data server
25 4006. The appropriate web page is then included in the transmissions from the
broadcast centre, received by the receiver/decoder 2020 via the uplink 2012,
transponder 2014 and downlink 2016, and displayed on the television 2022.

30 Applications are stored in memory locations in the receiver/decoder 2020 and
represented as resource files. The resource files comprise graphic object description

unit files, variables block unit files, instruction sequence files, application files and data



broadcast centre, received by the receiver/decoder 2020 via the uplink

2012, transponder 2014 and downlink 2016, and di spl ayed .on the
t el evi si W@ 98(#3481 30 Applications are stored in nenor%?"]@;%a’lo' Bhs in

t he receiver/decoder 2020 and represented as resource files. The -
resource files conprise graphic object deggription unit files,

vari ables block unit files, instruction sequence files, application files
and data filed\D 98/ 43431

PCT/ EP97/ 02111 - 20 -
files. The graphi c object description unit files describe the
screens, the n- | Qe ' r . applicatiqn. The varj es
bl ock unit filés gg:'r? ecqt rc}igs caig? gﬁs’%?ﬁ?{l%{ gtse&%bg &eh%%‘ﬁ%ngﬁ t%%/qﬁzﬁje%dcmlc

appl i cation. jfteffate16f thecdpplitativnd The cAriables blodk it files Gexribe Qe data Bguctures
operations of the applications. The application files provide the entry

poi nts foP thendled by Hispaprligetiems The instructiopngequensei Blgs idsseribeothst PFOERSSAEI n

hi . i | . ' .Li.b files, [ ' ,
Char acy or -1 ofpomtpgs ot e nicatGl, Tt 88Ricelish e PR hr iy BRHE for S
i nteractive applicati@ﬁ@J I cation can also obtain on-line data by effecting

| nputs and/ or out puts. The engi ne 4008 only loads into its nmenory
those resource files it needs at a given time. These resource files

Cequence 11 1 atecibyRERRAs CoBpitel TRV HaDliledp e Boct % ioob MY ST

in 102 mﬁmﬁé @il dsputhargcter foat fildsOcalopr @bRAileLandASCHGKkNHlesD M Riferadtive
remai n | ocked there until a specific call to a procedure for

unl oadi ng no@BP¥eatios Gaa@dso obtain on-lipg Wata, st effestios inpptypRd/Pe OBPUK. nDdUl e
4010, such as a tel e-shopping nodule, is a set 20 of resource files and
data conprising the foll ow ng: a single application file
4012; The engine 4008 only loads into its memory those resource files it needs at a given

time. These resource files are read from the graphic object description unit files,
15 instruction sequence files and application files; variables block unit files are stored in
memory following a call to a procedure for loading modules and remain locked there

until a specific call to a procedure for unloading modules is made.

With reference to Figure 3, a module 4010, such as a tele~shopping module, is a set
20  of resource files and data comprising the following:
a single application file 4012;
an undetermined number of graphic object description unit files 4014;
an undetermined number of variables block unit files 4016;
an undetermined number of instruction sequence files 4018; and
25 where appropriate, data files 4020 such as icon library files, image files,
character font files, colour table files and ASCII text files.

With reference to Figure 5, a module 4010, such as a teleshopping module, is a set of
resource files and data comprising the following:
30 a single application file 4012;
an undetermined number of graphic object description unit files 4014;

an undetermined number of variables block unit files 4016;



an undet erm ned nunber of graphic object description unit files 4014;
an unde'lwém ned nunmber of variables block unit files 4016; an

undet er &4 Mthber of instruction sequence files 4018; at& T/ER§7I02111 _
wher e appropriate, data files 4020 such as icon library files, image fil es,

character font files, colour table files Znd ASCI|. text files. Wth
reference to Figure 5, a nodule 4010, such as a tel eshopping nodule, is a
set of r es aprnudeferhedanuhtatoed isssmetiosisequenbe files| 4008 mgd 30

a single application file 40 n undesigrm' ned nunber  of

12; . a
graphi ¢ obj ect d&EES FPPEPTIAH (dat7 | files A§20. such as icon library files, mage flehed

nunmber of vagi I ' ' y 98/ 43431
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an undet erm ned nunber of instruction sequence files 4018; and

where appropriate, data files, 4020 sych gg i.con library files, i e files,
char act e% fg{]i‘t" CPF‘F%,“&B‘P%‘G?S %%]gf@gﬂ el H‘%@S@F‘Fptt‘gﬁ‘l’“fﬂh?ag&g Smalbpieggse
concept of %?%h@salﬂﬁfsfgﬁ\fggt hedolghiby 6{“@&&9&@-@@ ﬁeyd&‘f‘ﬁwa&&% 2388 lihto

pi eces of code a e easy evol uti on appfications. They can be
downl oaded ipatmeanent FLASHareartry Fif ABE deeoder 2020 as hresident gdftwa20@Obrasdaasisindent

software or broadcast | ._order be downl gaded into the RAMof the
decoder 202@‘4‘?&@%&@‘{18@?3(}“%&?'%‘&& of ﬂ%"‘nggcﬁg%frfo nly Whe?d’ea‘éﬁ%t%é’ﬂ a
nodul e 4010 fsqQm.a carrier signal, a directory accessible on the carrier

signal is first downl oaded. This directory sinply lists the nanmes of the
nodul es 19010 whi ch can be downl oaded fromthe carrier signal. Once

this directgory, has bgen | oaded,, it, is passible for the applicgation
o down! oad 1orasvaRosoR Bosuie D HoRtr carties Hepsleh AegoBT 2Bl P C QAT

directory i gighhPidSmef B&UnlioRaQ i Eﬂé&?xyp %g?gﬁiﬂg names eﬁu@%éﬂﬁ%‘iﬁne

nodul e 4010 I's transported I n one sing case 0
modul es trameiclt tced beo dbivaldeBEdD fromethed 028ier tshgnal. 0OgcdVBlE dirdctorpreitasi seensed,

R I R e
o 03¢, M oo pmatngs, 0236l s otoaphndd okl g W W
Furthermore, one module 4010 is transported in one single MPEG table. In the case of
modules transmitted to the MPEG tuner 4028, the long MPEG-2 format is used, with
a long header and a CRC code. This is also the case with the five other interfaces
(serial interface 4030, parallel interface 4032, modem 4034 and two card readers 4036),

20 except that the "short" MPEG-2 format with a shorter header and no CRC is used.

Referring in particular to figure 6, as is known, the MPEG-2 bitstream includes a
programme access table ("PAT") 10 having a packet identification ("PID") of 0. The
PAT contains references to the PIDs of the programme map tables ("PMTs") 12 of a

25 number of programmes. Each PMT contains a reference to the PIDs of the streams of
the audio MPEG tables 14 and video MPEG tables 16 for that programme. A packet
having a PID of zero, that is the programme access table 10, provides the entry point
for all MPEG access.

30 In order to download applications and data for them, two new stream types are defined,
and the relevant PMT also contains references to the PIDs of the streams of application
MPEG tables 18 (or sections of them) and data MPEG tables 20 (or sections of them).



Referring in particular to figure 6, as is known, the MPEG 2 bitstream
‘includes a programme access table ("PAT") 10 having a packet

i dent i f iWaBE#M3E"PID') of 0. The PAT contai ns ref er eREEEPIEOR KR P| Ds
of the programe map tables ("PMIs") 12 of a 25 nunber of programres. Each
PMI contains a reference to the Pl Ds of &Ipg streans of t he audi o MPEG
tables 14 and video MPEG tables 16 for that progranme. A packet havi ng
a PID of zer Refetrhig tbiigutm%pnmydartuﬂownhmdantapblhaubﬁ 22pihe\aipghecationds divided
poi nt fqr all EG acc In_order to dovvnl oad applications and
data for thed{’totwdll'\‘gﬁ/%t?a& rf?%?y RMEEL - tablg, some ofwhich 7gc madg by pPMT

al so contain

MPEG t abl es %g{g?orgécgfengfﬁotggdtgpﬁr{b%hﬁdhgf g%@t%?%&f%ﬁ&gg% |oris
of thenm). A typiealo®ctiGa 38 has a header 26, which includes a one-byte table identification
PCT/ EP97/ Q21 " . o ., - 22 .-
Referring ](JTB% )28y the spetipy apmper 3 Qh i gectiondp Shy table, she tosal qumber 32 of
application i [ | [Bg,qy f | e,
sone of whi cﬁiat?éedéngetgatutab%ymd ko sl.rg% %ﬂ%’ g@? P’g n@fgﬁ)g %ngdtr%dgfnsgﬁgw .
whi ch may be datedpam$6oandaa {IRC 38i Fyr afpastimddranedul §table 24, all Af tthepsactions 18

section 18 has g header. 26, i ch jnclud one-byte t e identi tion
5 ("TID') 2dnakipg updBe taﬁ P thesage &fﬁ%ss@gttfb%ﬁa%afﬁhe“ﬁ%}"e g“r%@
total number R32iQfiar applicatichof3, N6 {18 hies 24 AAiEnP0Y thatt apBIEHIGR H Rave th
extensi on 34. pgééchars?gtllc%}\ al soaqll nc1 udes a 1{%gf@ldgta pégﬂl 36 and veCR%:
38. For dOparsameulTdr 28pbluldifferait ms@ttivallDafxtankisns.ect i ons 18 maki ng
up that table 24 have the sanme TID 28 and the sanme TID extension 34. For a
particul ar application 22, all of the tables 24 making up that application
22 have the Edf ea2f® gl:@io%Bzz bHéreds fd SRRt sucBMPET bé%leThDvﬁﬁi&E'?sS uSiBas a

For each application there 1s a singlfe such MPEG table 24 which is used -

as a dlireetorpy yx;d avbichksi showins irs reater i detajl omfigured®t The dimectory table 30
The directory ta ncl ude rect or .t 42 a
oy [tensi 11 SafiRies s bicader 26, 2 e ROTHPEF 454 K gaendreatigh S hcenerp S

the aboves it4gMdda m@wm%@%&eaﬁ vsaﬂﬂ%cGIg B&hRAYhdt Y Girédlorgasble 40 has,
in its header 26, the sane TID 28 as the oth nodul es/tabl es 24 maki ng up

t he applnts:ht-actm 26-dhe vame TIR: 28] asetheoother aiokdulel/tables B4 anaking npntad
Tl D extensi on 34 d of the ther
non-zero TID @RP@%&%?@W%eﬂﬁéiéﬁg{‘}r &b{? has apredc &g@‘f}’ ’5@?&9‘@&%@%

48 for the dig@ciiprof ihdbdtBertthoddRe 2 hifd AbY-ARAd m&zcit&@léﬂieq?he Bddder alkso
each of the other nodul es/tables 24 making up the application 22, the nane

50 of Inglades b usR MmbeT At e AFANAbIE 0. The diree part Adrackides,
signatur 305 2 f?yr e&&aaf {E%do%& modules/tables 24 making up the application 22, the name 50 of

that module, the TID extension 34 for that module, and a signature 52 of that module.
The directory part 42 may also include, for each of the other modules/tables 24, the

length of that module and the version number of the module.

25 Referring back to figure 6, in operation, the PAT 10, PMTs 12 and application and data
stream components 18, 20 are cyclically transmitted, being updated as necessary. Each
application which is transmitted has a respective predetermined TID 28. To download
én application, the MPEG table having the appropriate TID and a TID extension of zero
is downloaded to the receiver/decoder 2020. This, therefore, is the directory table 40

30 for the required application. The data in the directory is then processed by the
receiver/decoder 2020 to determine the TID extensions 34 of the module tables making

up the required application, and then any required module table having the same TID



The directory part 42 may al so include, for each of the other

nodul es/ tabl es 24, the | ength of that nodule and the _version nunber
of the nBWOA8M3431 o5 Referring back to figure 6, in oper iGGH"HHIPAT 10,
PMIs 12 and -application and data stream conponents 18, 20 are :
cyclically transmtted, being updated as-n2%essary. Each application
which is transmtted has a respective predetermned TID 28. To downl oad

an appl i cati s, thehdirdeRiE@ tablsl endiaay iTHY ¢itensigmdetpmiace o theddisecir can be
ext ensi on of i s downl oaded to the receiver/decoder 2020. This,

t her ef ore, s‘{"t“ﬁg"‘?ﬂepectory table 40 30 for the required application. The
data in the directory is then processed by the recei ver/ decoder 2020
to determine the TID extensions 34 of the nodul e tabl es making

the required ’H;cm:cemen/dnmpdmﬁﬁm rranged wochecle thendicbetary taidé éormxylupgamrkgaof

TID 98/
E?;;—r? EP97/ 21 4t T\ﬁ% may be Zélonf: by downloading the directory table again periodically; for example

as the directey 50RkemBlofold O kRt dad RoabART [OMiBR ihlter b e

can be recei v 20 1's arranged t
check the di rfesshlyr \dowalbbagledl odireatgryu patde i wish ofhe vérsiont nuifibers ﬁaweb@rdmmlyby

downl oading the direcgtory tab di for ex l.e ver
30 secondsg cdfqo"ﬁ'&%adﬁﬁ dire té’rifﬁa&?fﬁ zg&e%g@o‘ﬁi%ﬁ?#@‘yitvﬁ@‘?f@@? lﬁlﬁtﬁeﬁhe’bﬁ’ct hg
freshly downl r r

previ oﬁsl y Iﬂ&ﬂﬁ% %%{ gd%ﬁ??g%:?’ r‘%&%a F éblﬁe()?ugﬁc}p%‘ g?ogﬁgé] ich
ver si on rinbeheresart &tar versibe mutdbers, are unnmdmédeandtslmokateatrmﬁu\mtdne tiovenloaded

preV| ous directory ta an such nodel s faor whjch, 10 e are, | ater
ver si on numbées, my ‘gdﬁ@arﬂl@anéy tiy priengepehtethe 1pERMiDE bé@%ﬁ%%ﬁ@sragasmg a

and mount ed. &&m&kﬁ&mﬁ%w&%bﬁmr&f&smb%a YBGRIN Qnttclwith GRS St for
filtered using a mask corresponding to the T1ID, TID extension and

ver si on nunbehe THDtdf thalapplicatien, & GHD extensionhaf ZBrdand atvhrsmpmkmbatomrgrcacrﬂ D
ext ensi on of éﬁero and a versi.on n rrltb)qer one gr eat han ,t he VE{SI on

nunber of th %’hrtP%n‘f"Wo’bld?Wt?féd CHEER dog@ﬁygpaq rﬁBﬁcﬁt"r%mAci‘gdmg
| ncr ementy {f 1h&%m\éﬁf of % PLERA A @Rt 8&EQL, ABDhRE (RtBRISRE Wekidy is

directory is downl oaded and the application is updated, as descri bed
above. Furt hetowddsadedpnddhe application is updatéd |at eesanifped sabutharthaddqsmptxon of

copendi ng appl i C on Attorney' s referenc Q. C/ ASB/ 19716 | f

o appl | Sat | Gk Sfegigd fewmnﬁﬁtlacfor’a}f R BRRIAOR o or y (ASEPRERS FeRorente gl
version nu”bqfncmsmgm t e ﬁﬁca‘ﬂbhh@% béQé’nﬁlHéiHJl ea%x bind Gye&‘irédibr& Reith the

directory. In response to ecei pt of such an enpty dfrector t he

receiver/ deccn!:e:t vemsim mugnber is trapsmigted lons dvithout amp medules disted pih thea irestory. In
20 response to receipt of such an empty directory, the receiver/decoder 2020 is

programmed to unmount the application.

The use of signatures and encryption for the application tables will now be described
in detail.

25
As described above, the entry for each module in the directory table 40 includes the
module signature. The module signature is generated using a known MDS3 signature

generating process on the data in the respective module table.

30 Furthermore, the directory table 40 includes an encrypted signature 46, which is
generated in the manner which will now be described with reference to figure 9. A
block 54 of 64 bytes of data is produced. The first byte 56 is zero. The next three bytes



.The use of signatures and encryption for the application tables will now be
descri bed in detail. 25 As descri bed above, the entry for each
nodul e i W3 ectory tabl e 40 includes the nodul SHHTAOHIL. The
nodul e signature is generated using a known MD5 signature gener ati’ng
process on the data in the respective nodul4e-t abl e. 30 Furthernore, the
directory table 40 includes an encrypted signature 46, which is

generated i n §$heammniude dwhinthomarbitrampdatbTlebersnat eightibytes 60 pafvédecarcapplication
figure 9. A bl ock 54 of 6 tes of data i oduced. The first byte
56gi s zero. Tyalidation 8§wlag,ew&;{x géill% furthqg@egg}bggz{ghg East our %ytes 62 are rcserveg.
PCT/ EP97/ 0211 st : : : sone ol
58 can i ncl ud’ieﬂhedaen%ai}ngllg ?512? -B?Itte ? aC(r) x;/ten a? a16 bﬁt]eesxi%?(t%x reelﬁaﬁ‘{hl%li/%) %%“‘%Gt %?g\t;fls %teOfan
application between @land i biyteshaftertlp firshbgte followirigethe applieation eslid-tioaditmbpe

ove S onad & XS B lered eperbSad SlcahOR valtianbe Favap b 3% it o
after the fi rs‘i;némeesﬂ ald/mewe&me%@wfsa AR e feefriwe&slygg 658 Phe signatbid:

Dunmy data 66 Ts Inserted between the application validat rtmap~60 and
t he si gfvisupmdadedansing thd khowr MDBsigiagratgenerating pratesshon s directory
bytes 62. The si.gnafuyre ) 64 | oduc sin he known NMD5 signature
generating pr%%g%gé)ﬁntth% difpetent 8‘#’% ) ’ijhe gﬂl“}%iéﬁs%ﬁ%@ (FOEYEted; YSIRg 8 rKPOPRY| e
40. The bl ockeadurttnt 6Leseard ¥ RhAttulit ii%aR Keha t L4 op s
and a particET a?yﬂprin ateskey t prgduggg?heﬂégnc §%‘%“§8 }gfé}%%’%ireﬁg#]ﬁﬁﬂ%%
appl i cati th vapplidatiorovalisiatiom pitdap 46hThiscddutablock 6 id nélsdedninl thel ditectoryt table
directory table 40,.and_a 1-byte identjfication of the private ke
whi ch was use%o,taad@nl_c-rhyﬁ fﬁﬂ%ﬁﬁﬂeeﬁ the privae key, Whirow2S peedite eawe&ﬁnsrb?o?*
table 40 as 1Q8niGeed HEME dileC@ty RBIS4D as 'd'ﬁ: kefy ﬁd%ﬂiﬁdéﬁﬂﬁ‘&h?e the generation
of an application and its transmssion, the follow ng steps 15 are

i nvol ved: - [err] generate the application as a plurality of
nodul es; err]. note . the_predefernmned TID 28 for th .

appl i cati on; 1° S‘mea%’é‘? Phe generatipp Bf:g’l aPRicARAn gﬁﬂ!t%gﬁz%#bonnﬂ}j tg’yﬂi{ﬁ‘!ﬁ B 34 .
for the mpslul §§'involved:- [€rr] format each nodul e as an MPEG table 24 or

sections 18 of an MPEG table; 20 [err] generate an MD5 signhature-
52 of each no®lul e; generate the application as a plurality of modules;

° note the predetermined TID 28 for the application;

® allocate names and non-zero TID extensions 34 for the modules;
° format each module as an MPEG table 24 or sections 18 of an MPEG table;
20 o generate an MDS signature 52 of each module;
° generate the directory 42;
) generate an MDS signature 64 for the directory;
° select an application validation bit 60,
° select an offset;
25 o generate the block 54;
° encrypt the block 54 using encryption with a selected private key;
° generate the directory MPEG table 40 with the allocated TID 28, a TID
extension of zero, the directory 42, an identification 44 of the private key, and
the encrypted signature 46;
30 e transmit the directory table 40 and module tables 24 or sections 18.

The operation of the receiver/decoder 2020 in dealing with signatures and decryption



lerr] generate the directory 42; [err] generate an MD5

si gnatu the directory; [err] sel ect a on
val i dat |"g(r¥g /4%8%0 [err] sel ect an offset; BC?%?/MH )
generate the bl ock 54; [err] encrypt the block 54 using
encryption with a selected private key; =25-  J[err] generate the

directory I\/PEGtabIe 40 with the allocated TID 28, .a TID
ext ensi on of dudngdowploading of ap PQPQPZ“O&WWI aewherdeseribednRatersing tofisyse L0ethe

key, d
FEL o P B RO KON, RN g e bR
operation of iidheles ageotected teioni 24 whistGs uﬁccﬁlﬁ;&ihb Rt idacBingaid where @aty the

decryption WO 98/ 43431
PCT/ EP97/ 021 Yirtual machine (and not 2 normal application) can write. The protected region 74

fioure 08" RRNIAE Koy 3aBhRa GRhLEDS Wy 1) of 326 e CER HpRAon PHIGEDR Dimal
RAM 72. The FERIZOSA Gits, and anlcﬁﬁdeﬂdﬁt&:a@ 80 @fe32 Bﬁs r’Elga ®ROMA470Viheliddss inad by
the virtual nmachine, and where_ only nmachi ne. (.and not a

normal appl | ERbPBINENS S IGFT P\ébhwspﬁ?@tlwmﬁh Faéglaom-mt keysvaljdatipy bitgag lrzey

validation b 6 g'{-}& bi

78 of 64 bi tlgltn Zaar\f&{) 1.{Elset Bi r@gn ?%S%ilct@gﬂﬁnw%% ?(r?éspu es,
one eﬁb@lﬁﬂdﬂhﬁﬂxmﬁﬂpﬂ exﬁplqyudb.l’ﬁhe publie kg are identifiediby defr phyticallotationy
val i dation bitnma and in apotf her .enbodj nent 256 public

ke%/ls i E 1Qhi élhthfaggl\é Wy er lS]PQY R’éy a ternatively) heqinclugad iR @rigpkurs tabis, | eRasebY Fhe
! . . 0.
b "they ey SEishERH, lde5tntioh Pl INGE oAby Bifue XeY, 2B i1 Pibl

particul ar koéy usetbrd stbiecatansporadyl keyy84!l d t he correspondl ng public key. The

RAM 72 may be used to store a tenporary key 84. As nmenti oned
above, when an application is to be downl oaded firstly the directory 15
tabl e having T | n T, I on
of zero is Atsh&e n@fi%n Iaﬁ) &Bﬁg’ﬁ ?ggﬂtel %ﬁt’ﬂiﬁﬁeﬁ ? ﬁéer %Etcﬁgégfdgg

fromtheidir wﬂ@hwm@meqarawemmcd TID cdmemht applieniim afd 4 mﬁ) Ieg;enmhiodmioan
bitmap 76 in the protected neno 4‘y 74 that the bit respon gﬁlé
t he extract eéOWéﬂPaFl%rﬁh“'fkeé’dfiFB ication §4é%fh°nI°F‘tfP‘it°‘? §‘°H’ofh° WéFPrY ‘h a

oSt tnanChe s SRR EAC KO viRIaRRR IR TMRNE protbeed AR dRy T R

to the extracbrespoagling to the extracted key identification 44 is set. If it is not, then further

downloading of the application is aborted. However, if the appropriate key is set, then
20 a public key 82 is selected from the ROM 70 corresponding to the extracted key
identification 44. The selected public key and a known decryption process are then used
to decrypt the encrypted block 46 in the directory table 40 to produce a block 54. The
application validation bitmap 60 is then extracted from the decrypted block 54 and is
ANDed with the application validation bitmap 78 stored in the protected memory 74.
25  If the result of the AND operation is zero, then further downloading of the application
is aborted. However, if the result of the AND operation is non-zero, the offset
contained in the offset bitmap 80 in the protected memory 74 is looked up, or, if more
than one offset bit is set, each offset bit is looked up in tum, aind sixteen bytes of data
are extracted from the decrypted block 54 starting with the looked~up offset from the
30 first byte after the application validation bitmap 60.For the or each looked—up offset,
the 16 bytes are treated as the signature transmitted with the directory table 40. The

signature of the entries in the directory 42 of the directory table 40 is calculated using



identification 44. The selected public key and a known decryption process

‘are then used to decrypt the encrypted block 46 in the directory
tabl e 40V@83/#48Huce a bl ock 54. The appl i cation val PAHEPHP2EY nap 60
is then extracted fromthe decrypted block 54 and is ANDed wi t h the

application validation bitmap 78 stored +@6t-he protected nenory 74. 25 |If
the result of the AND operation is zero, then further downl oadi ng of the
appl i cati on the knovs MDD progdss, bpduhie calculatedrsigmatige lis carbparhe witiithe sipnaturen
~1's non-zero, theo&set ined i,n the gffset bit in the

p. 8 '
protected mefkiF3ctedipm thg Hlock i‘grﬂ  to; sigpatyres 1or the OF £aFholegk iisgi do 5
set, each of it 1 &redhy | —a
are extract ody Ay feh FLAE ot iding UE he SRcIoH € aBoitid, Hiveh Jf B of
of f set from theesigi®Bures madchesythen dbweloatling ofjghé¢ mpdtiles spacifiédimt the dirbétoryed

60. For the or each | poked-up offset, . the 16 bytes are treate t he
si gnat ur et r&ﬂkﬁﬂcﬁe‘g "% oD %doq%oé{&t Brordertg) Lgvgggad}r/hgamcular mﬁ%ﬂi?a&fraﬁ%f
the entries | | riect ' t |

e \%eg%% gé4r e Rbdu1é Is HitafnB& £ Bldifebtor B, BndGhd MEES HbIES$,
PCT/ EP97/ 0218dctions 18 with the same TID as the directory table and with the oBfdined TID

Signature | XIS 35 dpRaioestn QR Fieomedsis MPEG fble bes BRGT dptimlottad the o

or each | ookedzHRrMEdcAeE 2629 calculated' @k siEbfulte 0% e Bo&lﬂfo{a&&f tafRWMIrRAAL REbvA

the application is aborted. However, if one o he signatures
mat ches, 10he M9 prdasssiandothoh companes dhdt ealcslated digratiire withhthe dignetirocontaified 5

can proceed. , ntioned a , Jn order to downl oad articul ar ul e,
Che T D i T GHGHER SaF: 1 Ak stebuities auti) sheh e gracudBraveinth dut Brgens
and the MPEGghafk ¢haéh, Pen the modifiSid Rkt Wi th the same TID as the
directory table and with the obtained TID extension i s downl oaded.

Once the nodul e MPEG t abl e has been downl oaded, the recei ver/ decoder
2020 cal cul at e signat of the downl oaded,tahl e, ysi t he known 0
VDS pr ocess Aot e edia:otibe alichfion 2a s pecreed SRt SpEHGt D e
contai n?ds above','&n&'ﬂﬁh %ﬂ@@tﬁ&{%{n S@Eﬁﬂby'tﬁe teeivel/@ralist spomat ch, the_n the
nodul e i s accepted, but i'f they do not match, then the nodule is

rej ect ed. of the nodul es of the application can thus be

Al l
downl oaded i, th i fi 5 _abave, t he .applicati b

by e+ ki FRRREC BRRSLL Pt AR BRRAE opafol 5iB0RH GHIARR.TE ° e
downl oadi ng ¢ tibf WilMio® b i de OF BBihk Yedt$RS§ used in scttingd%ﬁ&& irédeive/déédder now

be made of sone features used in setting up the receiver/decoder 2020
and changi ng202@ agdchangipg its setings.
20

The receiver/decoder 2020 is programmed so that the protected memory area 74 can be
changed, but only by an application which has been downloaded using a particular one
of the key identifications, for example key 15, and with a particular offset, for example
an offset of zero bytes from the first byte after the applicafion validation bitmap 60. The
25 protected memory 74 might need to be changed, for example, if two operators who have
been using the same public key decide that they wish to use different public keys, or
if the content of a private key were discovered, in which case the corresponding public

key may be marked as invalid in the key validation bitmap 76.

30 The receiver/decoder 2020 may be arranged such that one of the keys, for example key
15, is always available, in which case that key does not require a bit in the key

validation bitmap 76. Accordingly, that bit may be used for another purpose. In



The receiver/decoder 2020 is programred so that the protected nenory area
74 can 98,43431changed, but only by an application whi Ch¥5'§/ip?ﬁ&@11
I cat1ons

downl oaded using a particular one of the key identi , for
exanpl e key 15, and with a particul ar offi_zt, for exanple an of f set
of zero bytes fromthe first byte after tfitTapplication validation bitmap

60. The 25 .ot.ect ed ' e . chanoged or exanmple, .if
two oper at orB la. aa&eap%%{% \%@i&ﬂ‘hﬁ%%ﬁ% ?‘ﬂgérgﬁf%%dpugfﬂ o) k@“}i‘g&%‘g’%‘ﬁﬁ?
they w sh topoisee tHatlfagticidr iR 1,Ginkehish c8de the receivéridetdtRr 2000 €9 progtarimed
private key were discovered, in which case the corresgondlo%pu lic

key may be ntorpesthitie témperiiyckeyrB4 tocbekkopdedhintel thei BAMbi72.nteys if via3ige seriab

el o ey hiertace 490 okl p/ERR085 B b by e B en whds ANE. Ay sy o
require asbi ina%' "bel @d Y for exampley ?Lﬁ%fh&&%o%%&c}%ycﬁﬂ&@ﬂ&i 200y whohdhy bi t

may be used fof another purpose.
PCT/ EP97/ 02184 given an application to use to enable a temporary key to be loaded into the

particul ar, an applicati whi ¢h has bee t henti cated using key 15 nmay be
ar r anged rccc’tvgggﬁ(’%’hg&up%?r@Ftcﬁlxﬁafy ﬁ? Fesfeg‘ 1, in which case the

recei ver/ decoder 2020 is progranmmed to permt a tenporary key 84 to
be | oaded into the RAM 72, but only if via the serial _interface 4030,
paral | el int%hé saneryptidn and sigaing arrhrgamant cdasaribash dbowe poBddesThi gumberi Pty
5 may be_ used by, for exanpl manuf acturer of the receiver/decoder

2020, miomwp°r¥an‘ f%ur&.j.&?aﬁgfu plication to use to enable a tenporary

key to be |ogded aptappli&tion can omyrcb@!mldﬁeadﬂrm@%?&m?{d&m{a i202084s iRe
t est ed. The encryption and signing arrangenent described above
provi des a nunber approprgie puldisr eyt stpredt im eids - mempeyr (Covesponding to the[ key |

an application canp,only be wnl oaded, i f 39 recej yer/ decoder 2020 has the
appropriate publi é‘??ﬁb@f"&r‘gﬁ“‘i the?d?%‘? Hs%tplfyeéé hdi ng to the key
identificatign 44fimall Becegouhd RdRKkedt, REASPICalidDERS only be ddvAilddded usidgod
all except one of the keys, an application can only be downl oaded using a

15 1Sparti cupatticilay kay dhdbekey aalidatianodbitniapndf v6 tha memorenel yhef

Do e RN L R BT )

used; plTrcatTo 0 wnl oaded if a set bit in

the of fset bigt map aﬂ@gﬁlﬁ&tiﬁﬁican only be downloaded ift et BitriBthe offset bizmap 80 stored
recei ver/ decoder 2020 corresponds with the offset used in

generating the di inthegrgmeryfahe reggiver/deqofier 2020 oorrespands wvith the offset used yn pe
downl oaded i f theggﬁ)&gti-mcga;hicodgmxﬂ_} pa%iei;on bitmap 78
20 o an application can only be downloaded if the application validation bitmap 78
in the memory of the receiver/decoder 2020 is appropriately set to enable the
application to be downloaded;

[} an application can only be downloaded if the directory table has not been
corrupted after its signature was originally generated;

25 o each module of an application can only be downloaded if the respective module
table has not been corrupted after its signature was originally generated;

° only one encryption operation is required in preparing an application for
downloading despite the application being made up of several MPEG tables, and
only one decryption operation is required at the receiver/decoder 2020 to

30 download the complete application;
[ multiple keys may be employed, so that different service providers can have

different private kcys;



in the nenory of the receiver/decoder 2020 is appropriately set to enabl e
t he application to be downl oaded,; [e %Jé"

appl i cat WEh9%8Monl y be downl oaded if the directory table éEPr?a/Pmﬂéen
corrupted after its signature was originally generated; 25 [err] .
each nodul e of an application can only be-ggwnl oaded if the respective

nodul e tabl e has not been corrupted after its signature was
originally gemerat edemporary kefyemay be usedlfyr eramplechy at nanufapteraef fantesting
required in preparing an application for downl oadi ng despite

t he application bePRFO¥®de up of several MPEG tables, and

only one decryption operation is required at the receiver/decoder 2020 to
30 downl oad the conpl ete application; [err] mul tiple
keys may be eltp):xliylmimdsrstdddahatdhé i:msemttmwitiwhdaas been\desarited abovepurely by way
di fferent rlvatek WD 98/ 434

PCT/ EP97/ 0211 ¢t examp e, and modifications of detaﬂ can be made within the scope ¢fthe invention.
[err] a tenporary key nmay be used, for exanple by a manufacturer, for
testing pur poses. It will be understood that the
present invenEaech ftmsrebémciosmbm ithee desdviption,paich (whéxg appyopriafe) tht daiarsphed
and nodi fications of detail nbema thin the scope of &helnventlon
Each feature G¥EPgSBAYbs RIAY 6%%‘!9’3??}{4%8%’ oé%qmep‘gaﬁbf:ﬁ‘ﬁ 1020e8- ¢ he

cl aims and drawi ngs may be provi ded independently or in any
appropriate conbi nati on. 10 In the aforenentioned preferred

enbodi nentle, Getheaiforefreationezisprefertedesnrodimets,i centaintfeatores of the praseat ixmentxon
i mpl ement ed usin onpu ers tware. However, it wll ofm e be

to the skill eéa‘fﬁa °PH§%P “§1H%§émPB'§E a9fé*§arﬁaﬁ%’écveﬁﬁt RE EOMISR ﬁg car
har dwar e. e I
functions per]tor %#Ey ?ﬁig ﬁlgr En\/\gﬂrdg,thpé f'::%?Hti{te ﬁ’?l&ﬁ t é\:\g%g:&hﬁardwgrgch

| i ke are per f Sorthetnmone,ar wilkbengadil pondarstadd thatithe |ﬁhmt10n33pcrﬁ1rgmdiby the hardware,
Cross reference is made to our | i catjons, all gt
same filing dHiecomputer soffafe, H’P‘?ts{‘)‘g}j?ki: g\ﬁ%tlpg@‘ﬁ’éerdaf"i‘ &% us QF% a%‘{‘iqﬁb"
(At torney 1Ref gf-80ge no.

Cross reference is made to our co—pending applications, all bearing the same filing date,
and entitled Signal Generation and Broadcasting (Attorney Reference no.
PC/ASB/19707), Smartcard for use with a Receiver of Encrypted Broadcast Signals, and
20 Receiver (Attoﬁcy Reference No. PC/ASB/19708), Broadcast and Reception System
and Conditional Access System therefor (Attorney Reference No. PC/ASB/19710), .
Downloading a Computer File from a Transmitter via a Receiver/Decoder to a
Computer (Attorney Reference No. PC/ASB/19711), Transmission and Reception of
Television Programmes and Other Data (Attomey Reference No. PC/ASB/19712),
25 Downloading Data (Attorney Reference No. PC/ASB/19713), Computer Memory
Organisation (Attorney Reference No. PC/ASB/19714), Television or Radio Control
System Development (Attomney Reference No. PC/ASB/19715), Extracting Data
Sections from a Transmitted Data Stream (Attorney Referencé No. PC/ASB/19716),
Access Control System (Attorney Reference No. PC/ASB/19717), Data Processing
30 System (Attorney Reference No. PC/ASB/19718), and Broadcast and Reception System,
and Receiver/Decoder and Remote Controller therefor (Attorney Reference No.

PC/ASB/19720). The disclosures of these documents are incorporated herein by



PC/ ASB/ 19707), Smartcard for use with a Receiver of Encrypted Broadcast
“Signals, and 20 Receiver (Attorney Reference No. PC/AS$(:'¥&Z=9ﬁ(‘)211Br0adcast

and ReCcwpIBMM3IBY st em and Conditional Access Systemtherefor
(Attorney Reference No. PC/ ASB/ 19710), Downl oadi ng a Conput er Fi I e
froma Transmitter via a Receiver/Decode%0o a - Comput er (Attorney

Ref erence No. PC/ ASB/ 19711), Transm ssion and Reception. of

Tel evi si on Refegéreanethedist obapplicathansinchides theepresef @PRMRALOR, P/ ASB/ 19712)
25 Downl oadi ng Data (Attorney Reference No. PC/ASB/ 19713), Conputer Menory
Organi sation (Attorney Reference No. PC/ ASB/ 19714), Tel evision or Radio

Contr ol System Devel opnment (Attorney Reference No. PC/ ASB/ 19715),
Extracting Data Sections froma Transmitted Data Stream (Attorney
Ref erence No. PC/ ASB/ 19716), Access Control System (Attorney

Ref erence No. PC/ ASB/ 19717), Data Processing 30 System (Attorney

Ref erence No. PC/ ASB/ 19718), and Broadcast and Reception System and

Recei ver/ Decoder and Renote Controller therefor (Attorney Reference No.
PC/ ASB/ 19720) . The di scl osures of these docunents are incorporated herein
by WD 98/ 43431

PCT/ EP97/ 02111 - 29 -
reference. The list of applications includes the present application.

WD 98/ 43431

PCT/ EP97/ 02111 - 30 - CLAI M5 1. A net hod of

downl oadi ng at | east part of an application to an MPEG

recei ver/ decoder, conprising the steps of: 5 dividing the application
into a plurality of nodul es; - formatting each of the nodules as a
respective MPEG table, the tables having the sane table identification
("TID'") and respective different table identification extensions



("TID-extensions") other than a predeterm ned TID-extension;

generating a directory MPEG table for the nodul es having the sane said TID
and sai OW%(?S/ﬁ?‘@@Jeterm ned TID-extension, the directory coRFRERPHIELr each
of the nmodules a nane "~ "of that nodul e and the respective TID extension;

cyclicall A e directory MPEB table and the nodul e MPEG t abl es
in an Jmmamm%mgﬂ and at the MPEG receiver/decoder:- 15
recei vi ng's J eam CLAIMSN| oadi ng that one of the MPEG
tabl es having the predeterm ned TID extension so as to

downl oad the directory MPEG tabl e; ' o determ ning fromthe content
of the direcfory APHeticiloe ddienldadng dteRabionsrt of an a;f:plicatié’ff thN&n "MBEGE
MPEG t abl es; and 20 - downl oading at |east one of the nodule MPEG

t abl es havi rugctiner/degnderT t@nprising the steps of: t hat of the downl oaded directory
MPEG tabl ¢ apd. a TI.D- exj.ensi an_det er m. ne : fromthe downl oaded
di rect oryseNF‘%@d?%Th&.appilca ion 12?" a pﬁx.AgH&quaod&gesa aimed in claimi, further
conpr i sing ! fiemsiiaRtal of e mddifds i spelivh MIEG DN, thedbrls havhe e M
table a version i1déentification therefor; and at ‘the recelver/decoder: -

det er m ni ng tablet kentifi¢atione{‘TIDN) adné resfectivat idiffereft tabée ddentifinstion txtansioms t ed
directory M able is re recent than the sion identification of the
currently do&fﬁéﬁ%ﬁ‘s&ﬂnﬁ{éﬁ?tﬁﬁ/gﬁpé@? T:‘F%‘,‘m%ﬁlﬁﬁxég‘s?@peati ng the steps of
30 . deunel-eRg ladirdchRy MPEG a1y (RS il hadRizahdtdihe 8aill ISD and said

Tl D- ext ensi ons, an downl oadi ng at | east one of the nodul e MPEG

tabl es. 10 prete@8hadZB2-extension, the directory containing for each of the modules a name
PCT/ EP97/ 021 . . - 31 - 3.
A nethod as @gﬁrﬁé‘&d‘iﬂﬁ a&’PéPHTPB‘F“VZ%'&F‘EPﬁm&i | east one of the nodul e
MPEG t akylcheallypirhimTRingate %?rﬁéto%mmtb{blgfanﬁ/ﬁﬁ@rxﬁﬂﬁk' MPEG"/fl\I/ingG& "4

e

transmitted Separately in EG bitstream each of the

secti ons conMZES histreama apdedet er m ned portion t hereof an
identificati C%BFOM%&? I\/PEG/gse%; i on in the MPEG tabl e and an i ndi cati on of
5 the nunber®df® SEYFBHSCFWCEMPEG t abl e. 4. An MPEG

recei ver{glecoder feéivitaetht MPEGI itstieitd; part of the nethod of any

precedi ng claim conprising: . .
downloading that one of the MPEG tables having the predetermined TID-
extension so as to download the directory MPEG table;
determining from the content of the directory MPEG table the TID-extensions
of the module MPEG tables; and

20 downloading at least one of the module MPEG tables having the same TID as

that of the downloaded directory MPEG table and a TID~extension determined

from the downloaded directory MPEG table.

2. A method as claimed in claim 1, further comprising the steps of: '
25  including in the transmitted directory MPEG table a version identification therefor; and
at the receiver/decoder:-
determining whether the version identification of the currently transmitted
directory MPEG table is more recent than the version identification of the
currently downloaded directory MPEG table, and if so repeating the steps of
30 downloading the directory MPEG table, determining the TID-extensions, and
downloading at least one of the module MPEG tables.



.a receiver for ﬁﬁle’ m wEG bitstream 10 a storage neans; and
processw # d to cause that one of,tPgpg jved MPEG
t abl es VI ng f het pre d TI D-extension to be dovvnr ﬁ@ed to the
storage means, det er mi ne romthg content of the directory MPEG

table the TI Dexten5| ons of the Le and MPEG t abl es, and to cause
at | east ong of the ul e, MPE bl e Vi 15 . the sa TID of
t he downl oag'ed dﬁ@f%ﬂ &éfbgl@“%ﬁrc?? Q%E telﬁgsﬁ(gﬂerg?the ‘H@S@F%ﬁ

fromthe domkeaqelmtes% ar uM@Qﬁmb@ §é&nBﬁ‘s aam'a% ésﬂknh&e§ Qgpaﬁtasqge

nmeans. recei ver/decoder as clainmed in aim 4 use"w t
t he net hod tife MIPEiCnblzstrczm, cadheofshes MPEG seasinas somtginingrins prsdq:tcugnedrp@ﬁono

det er mi ne et her a.vers i cat. urr tl, cel ¥
0t eotory MAmes an g RRAER of et M s e Blpde e B 1RG0t f
t he downkoagomAhb&IfahY sddtiots iRIMPEGNEDbIf SO to repeat the
downl oadi ng of the directory MPEG table, determ nation of the

TI Dextensi ons and downl oadi ng of at |east one of the nodul e MPEG

t abl es. receiv r/dcder as clainmed in cI im 4 f or
Use wii h-thé et ASHMEEG reeer/deeSdE U led i, g eau atolye sbeifad ¢ 0

pr ogr amed bfécgﬁﬁégglﬂecmgﬁ‘slggﬂlons to be repeat edly downl oaded to
the storage neans until the processi ng nmeans determ nes from t he

secti on i deatredeiveatfoorrsetving thedVIPEG: bitstreammyber i ndi cati on of the downl oaded
section hat all of the sections have been downl oaded. 7. A

recei veipdeéé PELEEANSIABd in any of clainms 4 to 6, further conprising a

WO 98/ 43431;l>rocessmg means which is programmed to cause that one of the recc1ved MPEG tables
PCT/ EP97/ 02

paral | el pohaviagdhe predetcemingtd Ph-extensiangocbet dowmloadedetoathe asmrhga:ateam; to
formatted a

at | east on EG,t ahbl e. : An MPEG _
transni ssio e@%’t”@ﬁé@ﬁﬁﬁ?lcﬂlﬁﬁﬁo the dﬁﬁ‘g MBEGyi tﬂh‘ﬁ%ﬁgn%?tﬂlsﬂﬂnﬁroﬁ ey of
nmodul es an  apjauieCald MPEDbRs danb @asht 1 QisPbne of the nl¥dEe MPES 4Bles ﬁ@ﬁﬁ%er :
means for fornmatting each of the nodules as a respective MPEG tabl e e
t abl es RAvi thg same TID as that of the downloaded directory EG table and a TID-extension
determined from the downloaded directory MPEG table to be downloaded to the storage

means.

s. A receiver/decoder as claimed in claim 4 for use with the method of claim 2,
20 wherein the processing means is programmed to determine whether a version
identification of the currently received directory MPEG table is more recent than a
version identification of the downloaded directory MPEG table, and if so to repeat the
downloading of the directory MPEG table, determination of the TID~extensions and
downloading of at least one of the module MPEG tables. .
25
6. A receiver/decoder as claimed in claim 4 or 5, for use with the method of claim
3, wherein the processing means is programmed to cause the MPEG sections to be
repcatcdly downloaded to the storage means until the processing means determines from
the section identifications and the section number indication of the downloaded sections

30 that all of the sections have been downloaded.

7. A receiver/decoder as claimed in any of claims 4 to 6, further comprising a



~the same TID and r ' different TID-extensions other than a
predeterm ned TI D(-Jmmn’i ﬁm gm 10 neans for generating a directory
MPEG t aBfQI¥B3% e sane said TID %FF{HE%%WO&“I

predet erm ned Tl D extension, t e "di rect ory containing for each of the
nodul es a nane of that nodul e and 4 82 4 espective Tl D extension; and
nmeans for cyclically transmtting the directory MPEG table and the nodul e
MPEG t pirhliel pont and/ovREerial pett aganged tdSeceive an gpplicatioh fymmtied asatdeast ned
in claimS§, furM}ﬁf ﬁ%qgri sing nmeans for generating a version

i dentificati B G irectory MPEG table; and wherein the directory MPEG
tabl e generating neans is operable to include in the directory MPEG tabl e

t he generated version identification therefor. 20 10. A
system as cl & ned AnnMPES tragsmission system elomprisingirodul e formatting neans i s

operable Lo forma l.east one, of,.th rm%ﬁle MPEG, t abl es_as, a plyrality of
vpeG - 5 smirroine BuefEbi APHITRIYIO HOmH ever BPRicABan o b donnlowres o
identificati ?IPEI*; réddBler/decoder;VPEG section in that MPEG table and an

i ndi cati on of the nunber of the MPEG 25 sections in that MPEG table.

11. A et howtams fod ammatting sagh ofithe moduwles aRBEspestive MIFE@ b ¢lrg tablesthavisg ng

t he steps of. ener at.| Lgnature far the data to ,be
“downl oaded; Gamgﬁgpﬁgpir?%e e f%%m— TIPS O g{g@e,tenmned TID-
formatting tpgegidé to be downl oaded, the encrypted signature and an
I dentification for the private key as an MPEG tabl e; WO
08/ 4343110 means for generating a directory MPEG table for the models having the same said TID

PCT/ EP97/ 02111, . . . . .. - -
transmi t t1 ngih i piedstpapingd THRGextension, the difestary cantpininefor sasbyot the modules

recei ving thg nbREGfitAk! Module andttlhc rcﬁpectﬁSEHBUeﬂﬁnﬁaﬁ;_ &id a plurality of
e key

public keys in accordance with I dentification in the

recei ved MPEBeamthfas; cyclically transmittingtheydir¢otoryt MEEEN tabjepend| the moduler MBEG t he

recei ved MPEG | ahl e | t. sel ected public key to provide a
decrypt ed si%‘?&fd’t’é‘,ﬂtﬁ#ﬁ% bifkFream. generating a signature for the data in .

t he receyyed MPEG t abl e; and

9. A system as claimed in claim 8, further comprising means for generating a
version identification for the directory MPEG table; and wherein the directory MPEG
table generating means is operable to include in the directory MPEG table the generated
version identification therefor.
20 |
10. A system as claimed in claim 8 or 9, wherein the module formatting means is
operable to format at least one of the module MPEG tables as a plurality of MPEG
sections each containing in a predetermined portion thereof an identification of that
MPEG section in that MPEG table and an indication of the number of the MPEG
25 sections in that MPEG table.

11. A method of downloading data to an MPEG receiver/decoder, comprising the
steps of: .
generating a signature for the data to be downloaded;

30 encrypting the signature using a private key;
formatting the data to be downloaded, the encrypted signature and an identification for
the private key as an MPEG table;



.conparing the degr

uﬂﬂn Si nat-ure and the signature generated at the 10
receiver/ er dat a. 12. A cl ai med
in cl awmgg%g'&gurt CH lﬁﬂﬁjgm e steps of downl oadi nd’la%}%qm?ﬁlt he

*

recei ver/ decoder an application having a signature encrypted using a ..

private key havi ng a predeterni nedBXey identification; running the
application at the 15 receiver/decoder to cause the receiver/decoder to
recei ve a flransmitting dhe MRE( itahle;t apd further key in an area of volatile
menmory of the r | der . 13. A method as clainmed in claim
12, wherei rf“g*b"rf"%gf"%éﬁéé%?g‘g of running the application, the further
key i s supplied rfeesiving\thé MPIR@ taslegi ver/ decoder. 20 14. A net hod

as clainmed in claim13, wherein the further key is supplied to, the

recei ver / decoderselacting ¢ngr 81 @ plpmlity ofepublic ¥eys inr acepedance with r digakey of
t he receiv.gr/.dec & A.yet hod as clainmed in any of
cl ai ns 151 to 14,lﬁ?lff%%ﬁgggil%gfcuﬁ%%ac%kla%?éﬁ .’ at t he

recei ver/ decode rdecgfptilngoihie Nendifpted rsiguam'ret actiRdreefvad VMPEG ®4ble Qfsidd ¢he
recei ver/ decoder, a validation flag Tor the selected public key, and

i nhi biting or atsskectedgpublic keydopipideliardgcryptadsigniturs; i f t he | ooked-up fl ag

any of crai ms 1286rene e B 6af i Hie e MBS IS WHOR OO T o

the receiver/ decogigiaringhehdrdectipted esigivbiviengnd the sighetupd egiticpited natd they

i dentif.ication has a validation flag which can be changed by said WO
98/ 434310 receiver/decoder for the received data.
PCT/ EP97/ 02111 - 34 -

application, and an ability to receive such a further key is determned in

dependence 12,  Auféthod hechimédimélainnal, foatheedmprisind &@.-steps of downldading A
met hod of downl oadi ng data to an, MPEG recei ver/ decoder, conprising the 5
steps of : - to the recgivardenodaamapplisaden having p signatugnencryRicd usigs arpriadrkey

having a predetermined key identification; running the application at the
15 receiver/decoder to cause the receiver/decoder to receive a further key; storing the

further key in an area of volatile memory of the receiver/decoder.

13. A method as claimed in claim 12, wherein during the step of runming the
application, the further key is supplied locally to the receiver/decoder.

20 _
14. A method as claimed in claim 13, wherein the further key is supplied to the
receiver/decoder via a parallel port, serial port or smart card reader of the

receiver/decoder.

25 15. A method as claimed in any of claims 11 to 14, further including the steps, at
the receiver/decoder, of looking up, in a protected area of memory of the
receiver/decoder, a validation flag for the selected public key, and inhibiting or aborting

downloading of the data if the looked-up flag is not set.

30 16. A method as claimed in claim 15 when dependent on any of claims 12 to 14,
wherein, in the protected area of memory of the receiver/decoder, the private key having

the predetermined key identification has a-validation flag which can be changed by said




.encrypting the si gnatur-;asi ng a private key; formatting the data to |

be down| oaded the’ ’muﬂ“ﬂ" ure and an identification for ~ the
privat ew%&/ﬁ‘glan ; aml ransmtting the MPEG tR{I/REEI7@2d1 at
the receiver/decoder:- ° " S * receiving the MPEG t abl e; -

| ooking up, in a protected area of nenptg4cef the receiver/decoder, a

val i dati on flag for a public key corresponding to the private

key i denti f hpglication,landrascaitilitytolfceive such WHiifthérakdyels debétmined in dependerick t he

| ooked-up flag i,s t: < 1ot decrypting the encrypted
signature i Hp‘ﬁhg’%siﬁsi%é*&?tﬁﬁ%@ti%ﬂé&usi ng 't he public
key corresponding to be private key identified in the received

MPEG table to provide a decrypted signature; 20 generati ng

a si gnat urelf.or Ahmethgdofidowrtieading datactd APHABEGbceivendecoder, comprising the
conpari ng thte degrypt ed signature and the signature generated at the

recei ver? de®®®eP“Tor the received data. 18. A nethod as clainmed in
any of cl ai pgnefatine® dignathie! fob She 3415t eps of:- 25 generating a
val i dation ggglde fntgr the data toe Ee ég%{%&%@%d%@he val i dati on-code being
encrypt ed wendiypting the gigaatwre using tahmrivate kgt i on st ep and bei ng decrypt ed

with the sj.gnatur,e in the decryption step; . | ooking up a stored
val i dati on @ﬂéhﬁﬁqge peta R be gﬂwgf e@fthﬁéﬂﬁﬁgéﬁlgqﬁ@fc and aﬁg‘é@iﬁﬁéﬁﬁmﬁ@oder;

and 30 conmagimgtetm AsORKRPRP takd.1 dat i on code and the decrypted
val i dati on code. 19 A met’hod of downl oading data to an MPEG

recei veld deensarittingthe MEEG gahlbeand WD 98/ 43431

PCT/ EP97/ 02]&% . . - 35 -

steps of ;- A&t the receiver/deqadsr—2 yal i dation code for the data to be

downl oaded,; rccgeﬂ@rtﬁgimggg ighgnature for the data to be downl oaded, or
a part thereof; encrypting the validation code and the signature -

using a private leeking up5in & protected arpatdfencmony dfcthb ecatbmnidecstied Avalidatien

i ' code..and signat ur at | east one NMPEG tabl e;
encrypted validapjop, G publid'key Cofiesponding to the private key identified in the received

15 MPEG table; and
if the looked—~up flag is set:-
decrypting the encrypted signature in the received MPEG table using the
public key corresponding to be private key identified in the received
MPEG table to provide a decrypted signature;
20 generating a signature for the data in the received MPEG table; and
‘comparing the decrypted signature and the signature generated at the

receiver/decoder for the received data.

18. A method as claimed in any of claims 11 to 17, further including the steps of:- |
25 generating a validation code for the data to be downloaded, the validation code being

encrypted with the signature in the encryption step and being decrypted with the

signature in the decryption step;

looking up a stored validation code in a protected area of memory of the

receiver/decoder; and

30 comparing the looked-up validation code and the decrypted validation code.

19. A method of downloading data to an MPEG receiver/decoder, comprising the




.transmtting the ,%mﬁm!mjj tabl e; and at the receiver/decoder: -

recei vi r t 10 decryptin rypted

val i dat‘PgﬁE}g%ag and i g ' l"ﬂﬂ he recei ved MPEG gﬁp&g%ﬁéﬁl es(s)
S .

using a public key corresponding to the private key; | ooki ng

up a stored validation code in a protect+®&3 -area of nenory of the

recei ver/ decoder; conparing the | ooked-up validation code and
t he decrypt s¢pvafirdati on code; 15 generating a signature for the

data in th Lved M t abl id t th f; d
cgrrgalrinng te ﬁréne%%wgyeﬁtvggggloﬁﬁcé’tdg&é’) W%{%%flhoebglgémltoﬂ?%d;generat ed g{ e;) he o
recei ver/ degpglatigh sighgtut& €t the Yatheosbe dowmBadedDor a pArttRédeefl as clainmed in

claim 18 or “19, further rncluding the step of inhibiting or aborting
downl oadi ngendrypting thet validation godehand, thieisignatuwse usinga privatekeylg step, the

cach ot nar . ot e 0 ahufoREd YL R gt Y Bpa SodiCart Bt

wher ei n t he 38 hgRattuse MPEG &ble25 data to be downl oaded is encrypted in a
bl ock of data including other data, with a sel ected of fset between
the start otransmittdeg thefirerh MBEGHablst and of the signature, and the

encrypted da bl ock i crypted in the decryption step.at the
recei ver/deé{) (' cd}‘l‘?:}'/d%cg&er'further i ncluding the steps, at the

recei ver/ decoder re@ivih@@d tided¢R MPEGEfSLe; One st ored offset in a
protected area of nenory of the recei.ve'r/’decoder,.and extracting the 30
si gnat ul® from t ecrypting phecencagpted whlidationsiodg asdisignetuee lin theertceived MBEG

Lgmzfgg? / gtzirla tablcs(s(.ifusgnhgea %ﬁﬁﬁé’ %}? gor?%p%n&'ng (fg the private %;98/ ?3321_

22. A nethod oﬂod@ﬁplugaéiis&ﬁeaiaxaﬁdmmﬁaowjﬁﬁar?@wcvsar A8 CO HemarNoT thel NY
t he steps of: - generating a signature for the data to be

downl oaded; recejvesfdeendes t he signature and other data in a bl ock of

the start of thecbiyades R 1o8RATE alicelion bRE ik BB LRGBRY 86t ™
privateikey; generb@igTBisignature H6r dRtdatd th HR rdeWeORIMBE adble(s) 6r s4iapapt ed

data bl ock as an MPEG tabl e;
thereof; and

comparing the decrypted signature with the signature generated at the

receiver/decoder for the received data.

20 20. A method as claimed in claim 18 or 19, further including the step of inhibiting
or aborting downloading of the data if, in the validation code comparing step, the

looked—up validation code and the decrypted validation code do not match each other.

21. A method as claimed in any of claims 11 to 20, wherein the signature of the

25 data to be downloaded is encrypted in a block of data including other data, with a
selected offset between the start of the data block and the start of the signature, and the
encrypted data block is decrypted in the decryption step at the receiver/decoder, and
further including the steps, at the receiver/decoder, of looking up at least one stored
offset in a protected area of memory of the receiver/decoder, and extracting the

30 signature from the decrypted data block using said one looked—up offset from the start
of the decrypted data block.




_transmtting thewﬁEG tabl e; and at the receiver/decoder: -

recei vi n t he MP wmg ulLul,” ,m Subl | gecryptl ng the ency&gg_ﬁ&égﬁgﬁdf)hgck

in thew Y

to the private key; | ooking up at | east one stored offset in
a protected area of menory of the -36 - recei ver/decoder; 15
extracting the mgnature fromthe decrypted data bl ock using sai d one

| ooked- up method of dewnlaading date to enMPEE repeiverddacpgdere domptisingthe k
generating a gpature for the data in the received MPEG table; and
conparing trﬁg § 3 hature extracted fromthe decrypted data block with the

si gnat ure genaeRtifg adigiafifte TOCHie\Ritd fe6Od6Wnlcaded;he recei ved data. 20
23. A nmethod as clainmed in claim2l or 22, wherein said protected area of

menory includingahe signaturerand atherrdata by e bloskfof data witha seletterd pffshiebetween

o ot et ariie pfoiah R et o Rl fu ot s sielfint i o che o o o e

| ooki ng- up Wﬁgm&gdag@lmrmg A¢rivhRAgyysi ng anot her of the stored
of f sets. A method as claimed in any of clains 21 to 23,

wher ei n at |feas4ttxsg>ﬁt9 c&ﬂta tmbeidownloadechansbthe acrypred datwblock ek a8 MBEGHAable;
dummy .or ar K A method as clainmed in any of
claims 11 t(b)"afix%lt\%ﬂ%?ﬁelwpﬁg t@é?’aanl%s downl oaded 30 as a plurality of
nodul es of thehdmlcaiveddetodergl udi ng the steps of: generating a
nodul e signature for each nbdul e of data to be downl oaded,;

formattiMy the noecsivingdhe ¥MREGC dableiespecti ve modul e MPEG t abl es: WO
08/ 43431

PCT/ EP97/ 02111

generating a dira@yaoyrespaidith footha privd@kdyt i cati on of each nodul e MPEG
table and the respective signature, the directory being the subject

of the signature lgeieg dip agleastepnostored offsefnip afprelegicrarea of gnemory,Qf the

at the receiver/ ?S‘ generating a respective nodul e
signature for eagﬁ&q dr?goc;?g’dul es in the received nodul-e MPEG -

tabl es; 1nd extracting the eigpature) frofvihb dee@ptea datadflaékising Baidl bae tovked vigsl
directory MPEG table with the respective nodul e signature

generated at the offsgbfromy thgestastief the decrypted data block;
generating a signature for the data in the received MPEG table; and

decrypting the encrypted data block in the received MPEG table Wg a public

comparing the signature extracted from the decrypted data block with the
signature generated at the receiver/decoder for the received data.
20
23. A method as claimed in claim 21 or 22, wherein said protected area of memory
has at least two such stored offsets, and, if in the comparing step the extracted signature
and the generated signature do not match, further including the steps of repeating the

looking—up, extracting and comparing steps using another of the stored offsets.

24, A method as claimed in any of claims 21 to 23, wherein at least some of said

other data in the block of data is dummy or arbitrary data.

25. A method as claimed in any of claims 1i to 24, wherein the data is downloaded
30 as a plurality of modules of the data, and including the steps of:~
generating a module signature for each module of data to be downloaded;

formatting the modules of data as respective module MPEG tables;



.10 A method of downl oadin pl uraI_ity of nodul es of data to an MPEG
recei vewuyggg,ger “EI \m ﬁﬂkeps of : generatl;(?lgE
o be dovvnl oaded rrattl ng the

Si gnature for eac

nodul es of data as respectlve nodul e MPEG t abl es; generating a
directory including an identification of ¥acth modul e MPEG tabl e and the 15
respective signature; erating g _directory signature for the
directory; generatipg,adizs lq%ﬁe‘d“éﬁ AR e(S‘PFc%ti“ﬁh‘aft%ﬂcé mRdule MPEG tatkle and dhe

formatti ngNB%‘écEtNeeﬁbﬂt% ?ﬂx@ CBH:‘?:t %@ﬁ sgﬁ]&&ccg%ﬂ s@&r y agé)%ﬁ%tgﬁasécmc;

directory rec

t abl es; and any of claaﬂxstlﬂetomcander/ decoder - receiving the directory
and nodul e I\/ng t abl e7 decrypting the encrypted directory signature
in the receidl GF‘F’@E’%"? WPEG t abl e using a public key corresponding

to the piivate k?éncx%én Q%E%Ncqg?@ulg bipBELeY 2or ShANGE HE ﬁndcdgfes%]ﬁ}edfg&ﬁ%d)r y

in the recelved recto conparing t

directory signat uﬁ@imMRR@mbws;thry si gnature generated at the
recei ver/ decoder; generating a respective mydul e &gﬂ)ature for each

of the nodul es i FORPRTipGERshmedule Signatysriin the procived slifeatory @@Gbl?oWﬁhlthmg
each nodul e sign tQr th t he
respective m)dgl ZL%E‘S‘F]‘Q{E‘E’E%S?J 2%4 g%eg%éfeﬁea‘?rt%%géfchge lltlg"bé

98/ 43431

PCT/ EP97/.02111
27. Alfet R8d a# dnethad of ﬁ‘owbﬂaﬁt% aoplupdity t ofy merdulgsn of tﬂititzngmma M?E§ of

i nhibiting rccewcr/BE pr&msg%ﬂ % of such a nodul e of the data if,

in the nodule S|gn rrparlng step, the nodul e signature in the

recei ved di gendrating NBEGuteahgﬁatafedfotrhﬁch module eSdas to be dowdldaded;i gnat ure
gener at ed at the r cel\é&r/defader for that modul e_da not 5 match each
ot her. afa @ Fespeatiy medyle MPEGaBles:11 to 27, further

i ncl uding t ?gnﬁcggt?x%ﬁmuccm{y td tha?]@ L4 f&nﬁﬁcﬁpﬂf df t’%gh JONMMEORBED t4Hle mﬁl%at he

‘if, in the g step(s or eac ecrypted sighature a
gener at d§ sireppeattivessigimture; mat ch each ot her.

WO

generating a directory signature for the directory;

encrypting the directory signature using a private key;

formatting the directory and the encrypted directory signature as a directory MPEG
table; _

20 transmitting the directory and module MPEG tables; and
at the receiver/decoder:—
receiving the directory and module MPEG tables; _
decrypting the encrypted directory signature in the received directory MPEG table using

| a public key corresponding to the private key;

25 generating a directory signature for the directory in the received directory MPEG table;
comparing the decrypted directory signature and the directory signature generated at the
receiver/decoder;
generating 2 t:cspective module signature for each of the modules in the receivcd
module MPEG tables; and

30 comparing each module signature in the received directory MPEG table with the

respective module signature generated at the receiver/decoder.




.10 29. An ’\ﬁiﬁu“ﬂﬂa’ ‘decoder for use in performng part of the
nmet hod | ai ﬂi X means for receiving such MPEG
t abl es;WO ﬁ/&tﬁ;ans Ofc St i}a@sl ,u?ural ity of public key%CHﬁBg’éﬁlll

identification for each of the public 15 keys; and processi ng nmeans
which is programmed to select one of the38ered public keys in
accordance with the key identification in the received MPEG table; to

decrypt the 27-  Adnethodaeelainehin elpim 25 or 6, fvégvsi' indudifg et stip of irshiibiging he
| ect ed [ i de a rypt I gnat.ure; to,generate a
:iegnat ur ep:‘J gdrrl ﬁdéﬁyo%?gw%ﬁ?wg ot %ﬁl\/ﬁ&ngﬁﬁy‘j?atﬁfz «gat%é)é 1grfg"' IO Fignature o

decrypted sighgiaring stopyl thdodulnéiphdtereoRNE dedvat dirB&ory MPEG t
recei ver/ decoder for the recei ved%t a. 30. Afyr ecel? ve??laggg(}g? as

clai ned in dreReRtive mogyler dgnatymecemeatask ofrthpgeenivaniieceder for thap moadule dompot
ROM 25 5 .ma?léh eac ﬁx‘é‘xC.Ei ver/ decoder as clainmed in claim?29 or 30, wherein

the identification tor each of the public keys is provided by the
storage location of that public key in the key storing neans. 30
32. A receiver/decoder as clained in any of clainms 29 to 31 for use in

the nethod 28. oh methodras glaimed imany iof claims g ter2Arfusther inghiding the steprof v,

and wherein; . L.ng 1S erabl e to downl oad,an
appl i cation %@ftﬁ{éoég%gﬁﬁ o 1%%‘3’?%? g’& c%gq }‘fg’ (Be comparmg\gaegésﬁﬂ@&ﬁ each
PCT/ EP97/ 021dkdrypted signature and the generated signature do not match each other39 -

private key having a predeterm ned key identification, to run the
appl i catifon to cause the receiver/decoder to receive a further key,

moory, 2% 53 AYMPIRS AR 8 i nerinite pe o frometiod ot
i ncl udi ng nmddnsorprisingei ve such a further key which is supplied

locally to the receiver/decoder.
means for receiving such MPEG tables;

means for storing a plurality of public keys and an identification for each of the public
15 keys; and

processing means which is programmed to select one of the stored public keys in

accordance with the key identification in the received MPEG table; to decrypt the

encrypted signature in the received MPEG table using the selected public key to provide

a decrypted signature; to generate a signature for the data in the received MPEG table;
20 and to compare the decrypted signature and the signature generated at the

receiver/decoder for the received data.

30. A receiver/decoder as claimed in claim 29, wherein the key storing means is
provided by ROM.

25
31. A receiver/decoder as claimed in claim 29 or 30, wherein the identification for
each of t}_xe public keys is provided by the storage location of that public key in the key

storing means.

30 32. A receiver/decoder as claimed in any of claims 29 to 31 for use in the method
of claim 14, further including an area of volatile memory, and wherein the processing

means is operable to download an application having a signature encrypted using a




34. A receiver/decoder as c in claima33, wherein the further key-
recei vi 43431 € “l“!ﬂ“ a parallel port, serl ,%% d/ or
smart c‘gégslr eader (“,“Nﬁ \ er/ decoder. P%T o i

recei ver/ decoder as®cl%i red"in any of cl agrms 32 to 34, wherel n the volatile
menory i s provided by RAM 15 36 %Tei ver/ decoder as clained in any

f cl 29 f f cl th
ncl udi ng_ aPBYBE ey RIS PEelEmines K3 ldgms#l?q?@ngt%}nﬂ Bt ampcatiago cause  or
each of at 't}ﬁ:al%t:cﬁ@ﬂ&‘ec@ficrt f0SreBtbe h%ﬁﬁéisk LRk Qhé BEHRY ‘?&? ?? hg Sdt& S

is programed to | ook-up, in the pro ecte area o
val i dati on fn thy 4rea of wolatile memmrgel ect ed public key, and to i nh| bit or
abort downl oading of the data if the | ooked-up 20 flag is not set.

37. A receiver/decoder as clained in claim36 when dependent on any of
claims 33 33 tQ ?e'f_tcwfei’}’ﬂéé”lﬁl& h@@iaﬂﬁéd‘ﬂx @laﬂﬁcg?.e%ﬁﬁcr%aﬁdﬁ rté Qive
storing a validation flag f private key having the predeterm ned

key identifsechta thd@va%acbumsupphcqbdwﬂgsmrtgc ?éceiver/dacodes. oper abl e when
runni ng said application to change that validation flag and is
operable to enable the further key to be so stored in dependence upon the

state of thgy A récc'eﬁﬁr/decoder as %%1mcd AR c&‘fﬁ%j SGRerkf thd %ﬂﬂ&r k%gﬁgﬁ'ﬁé n

performng part of the nethod al m 30 cdonpri sing
recei ving sochndiE@revitdddy a paralh:éapuxt f seriak tporti an/or pmlai-tl cart exgaderdofakhe
I dentifi ﬁat I on, foﬁ tt&e public key; and WO 98/ 43431
PCT/ EP9#P 02 TeFgiver/deco - 40 -
a protected area of nmenory for storing a validation flag for the public
key; and processi ng means which is programed to | ook-up, in the
prot ect ed aBda ofA msaiyes/ CCOder aptlaithed ireeny wé claims 3deto, 349 wirlreid ahe wolatileag
.for the public ke COl keS| to the private key identified in the
recei ved NPE’@WO% progcge p‘? * | ooked-up flag is set, to decrypt 5 the
encrypted signature in the received MPEG table using the public key
correspondin

15 36. A receiver/decoder as claimed in any of claims 29 to 35 for use in the method

of claim 15, further including a protected area of memory for storing a validation flag

for each of at least some of the public keys, and wherein the processing means is

programmed to look-up, in the protected area of memory, the validation flag for such

a selected public key, and to inhibit or abort downloading of the data if the looked-up
20 flag is not set. |

37. A receiver/decoder as claimed in claim 36 whn;.n dependent on any of claims 32
to 35, further including a protected area of memory for storing a validation flag for the
private key having the predetermined key identification, and wherein the processing
25 means is operable when running said application to change that validation flag and is
operable to enable the further key to be so stored in dependence upon the state of that

flag.

38. An MPEG receiver/decoder for use in performing part of the method of claim
30 17, comprising:
means for receiving such MPEG tables;

means for storing a public key and an identification for the public key; and




. to be private key [ received MPEG table to provide a
decrypwgwﬁgsla5| g illmj ll H“mﬂ mte a signature for tg’%&ﬁ%ﬁﬁfﬁ’én t.he

recei ved bl e, npare the decrypted Uind the
signature generated by the rece| ver/decoder for t he received data.
10 39. A recei ver/decoder as clai4fed in any of clainms 36 to 38,

wherein the mem)rE/ for storing the key validation flag(s) is provided
by rewit ab|aeprﬁts=ﬁ f@cﬂf% pf semony fgr. storing a valigation flag forcthie\publid keppiand as

g:‘ aisggﬂ :Otrjlbl%wc ar e g‘fhor e% gﬂaﬁ“‘", ?1& h@%ﬁecasﬁ ‘}\% ‘gtf‘ﬁtf’grﬁeat R}emre%l"lnt' d

val i dation of the rcf:J:l&&(/&e)coﬂEr avalidgiod fRg for tielplidlic key correspohding tofhe private
recei ver/decoder as clained in aNé’rOf clains 29 to 40 for use in the method

of cl ai m 17 key identidied i the rereivehMIES éablesdindy abolookedowy flag is sst.dpidegryat

val i dati @n d S_i a .
decrypt ? hqu ?n%%ft?%ﬁﬁﬂﬂg% tﬁéffcﬁﬂl%d &?ﬁéﬁ?%lg gxsgxgﬁﬂ E%lé[)%?g orrn%g g’f&djg% up
the stored \‘altedptivate keydedentifigdtia gRMRRER hezPEG tablé%kﬁ/gv!ﬂé ¥ adldcpittdn
code and the decrypted val i dation code.

recei ver/ desigheturs,ofo generatn apsignasurei foy ti}ardatibﬁn tth‘e repsiveddMIAEG tabley ambta 7,
conpri sing L .feceivi

S or ng o psamperelE b IR+ HERadiT Etncl e E By e gy iadBagor
prot ect ed ankarcebivegmatay for storing a validation code; and

processi ng means which is programred to decrypt the encrypted validation
code and0 30 signature in such a received MPEG tabl es using the stored

blic k ' X
DR ot 8 R A0k g clgbis B bERE e 35 ORI B gt
I\ggfﬁgg 3lip vbi stetihg theckelevaliddtion fagey ﬁs/pﬁoemeuaﬂy fb&&ﬁt@lﬁlemevomﬂlc mcmory\l\O

-
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gener at 48 b glivalityesfauvie pabliciesye fare storedf Whedehttheas@hdytofl ofing the validation

flag(s) is arranged as a bitmap.

41. A receiver/decoder as claimed in any of claims 29 to 40 for use in the method
of claim 17, further including a protected area of memory for storing a validation code,
20 and wherein the processing means is programmed to decrypt the validation code in such
a received MPEG table, to look—up the stored validation code, and to compare the

looked-up validation code and the decrypted validation code.

42.  An MPEG receiver/decoder for use in performing part'of the method of claim
25 17, comprising: .

means for receiving such MPEG tables;

means for storing a public key and an identification for the public key;

a protected area of memory for storing a validation code; and

processing means which is programmed to decrypt the encrypted validation code and
30 signature in such a received MPEG tables using the stored public key corresponding to

the private key; to look—up the stored validation code in the protected area of memory;

to compare the looked-up validation code and the decrypted validation code; to




-5 43, A receive ¢claimed in claim4l or 42, wherein the
pr 0Ces Sy 9s/4333N S “ @ ng to inhibit or abort geWiarRadNg pf t he
L *

data if the | ooked* code and the decrypted validation.

code do not nmatch each other. 44, A receiver/decoder as clained in
any of clainms 41 to 43, wherein the nertly-10 for storing the validation
code is provided by rewitable non-volatile nenory. 45, A

recei ver/ dessnerate & sigpaturenfoa the datayindhe cdcaived MPEGotable, omsaid part théreofymndr y
for storing the valjdatio Qdes, i s ranged as a bit . 15, 4 A
recei ver/ ded S%Pargsfh% ?%‘fr ”‘83 Slgnaine m%éﬁﬁgﬁ%a% 5°6‘°§?5°% ﬂ’lﬁ§€°‘i‘YF’gI°ﬁ‘§!°ﬁ od

as cl o reteittdhdam’2l, further including a protected area of nenory
for storing at | east one offset, and wherein the processing neans is
programmed to decrypt the encrypted data bl ock in such a received MPEG

t abl e, | @0k - ' .offset, in. the tof,ect ed area of
nenory, tsgncjﬁ fo égtr ?%?:‘{Lr@ﬁ‘go sﬁgﬁgﬁtﬂ%‘i P oaim AL ofde, W}F%b“ RIOHISHIRR mfjns
using the lioptogearimeditd silibit op abb Bosintdadin of the ECTRE fsbkéalep PiRfkon
47. An MPEG recei ver/decoder for use in performng part of the nethod of

claim code apd thyy dacrypyed validatipngede idornatguascly ieach otheh MPEG t abl es; 25
means for storing a public key and an identification for the public key;
a protected area of nmenory for storing at | east one offset; and

processi ng 44eandA wdeiver/dscqiie @5 @iEiRed iR aflp of YREmS 42 8T, ¥itlesin 4R meliopgk 1N
such a recei ved MPEG table using the stored public key correspondl ng

to the 19 i Jfox soring the yalidation cody isprovided bynrsvaitahle doofvelatileimembey. pr ot ect ed
area of nenory; to extract the signature 30 fromthe decrypted data bl ock
usi ng the | ooked-up offset fromthe start of the decrypted data bl ock;

to generatdésSa siAynedeives/decuder e clhivhed iim ahyf of CREME e doMA-@Herdth She memor@nd
to conpare the signature extracted fromthe decrypted data bl ock with the
signature for stonng% vajidatign fodes is arranged as a bitmap.

PCT/ EP97/ 02111 - 42 -
generated at the receiver/decoder for the received data.

15 46. A receiver/decoder as claimed in any of claims 29 to 45 for use in a method as
claimed in claim 21, further including a protected area of memory for storing at least
one offset, and wherein the processing means is programmed to decrypt the encrypted
data block in such a received MPEG table, to look~up said one stored offset in the
protected area of memory, and to extract the signature from the decrypted data block

20 using the looked-up offset from the start of the decrypted data block.

47.  An MPEG receiver/decoder for use in performing part of the method of claim
22, comprising:
means for receiving such MPEG tables;
25 means for storing a public key and an identification for the public key;
a protected area of memory for storing at least one offset; and
processing means which is programmed to decrypt the encrypted data block in such a
received MPEG table using the stored public key corresponding to the private key; to
look-up said one stored offset in the protected area of memory; to extract the signature
30 from the decrypted data block using the looked-up offset from the start of the
decrypted data block; to generate a signature for the data in the received MPEG table;
and to compare the signature extracted from the decrypted data block with the signature




. 48. A recei ver/decodér as clainmed in claim46 or 47, wherein at | east two

R T T et A

gener ated signature do hott matc r epeat t he | ooki ng-up, extracting
and conparing using another of the st or et4éfT set s. 49. A .
recei ver/decoder as cl.ained in, any of c¢lains, 46 .or 48, wherein the nenory
for storing 5%%?‘?%{}‘?%“&%@388&“@’ C}&/\felcflé{ﬁ‘?gaﬁon-vol atile menory. 10
50. A receiver/decoder as claimed in any of claims 29 to 49 for use in a
met hod as clainmed in claim?25, wherein the processing neans is

programed t 48.genér wmiceivar/decoder es plaimed dn mbaim 46 Irgdtwhereinost keasthiwaf suche

nmodul es in the received nodyl e MPEG | es, and tp conpare, each nodul e
si gnat ure i nO¥$RES F’éﬁcgf’{Fédmd#‘FéEPt?FS?dl\ﬁE%# memory,, aqd, the, BIOCesSRg-ems is

modul e si gnabuurenIgeR Tt RfhcRY HiRRiRRH'EE b6 i L match b MBES
recei ver/deco%%r for use ir? per%m%apgé?gg#&?ﬁgl%? %gogf% gllazfihh ME 26,
conpri sing: the lookiegrsp, fewiractorgeand cumpariig uhing enathgr eftie statad off &G t abl es;

20 means for storing a public key and an identification for the public
key; and processi ng nmeans which is programred to decrypt the encrypted

directory siggat uperecéiver/decoliétCas! @5iRtedeidl Ay TCll&its 46 5@48,&%&?&%@9{1&%
stored public key corresponding to the private key; to generate a

directory sifpmataring thoroftskeisdiroeided by rewritdbde nen-evolatile aireneanyor y MPEG
tabl e; tgocorrpare the decrypted directory signature and the directory
signature”25 generated by the receiver/decoder; to generate a respective

nodul e si gnaseire iofofigédtiscoder @fcldifiRdTR Y BF clamk 19 15 A0%oY G HPAIHicoC

tabl es; and to conpare each nodul e signature in the recelved directory
MPEG t abl e wilaimedhén rctadpe2d,i whervind ihe psoggssinginpeans is pregramaned thygentmate a
recei ver/decoder.. 30, .52, A recei yer/decoder, as ¢l ainmed i,n cl ai or
55 “wher oi n TRV SRS Sigraue 51 Sachy o FECRPE RS I o FerhveR ol BipRC
downl oadi ng @blesUsH & mﬁg&e @th hedll@sfmhiurd I the received Wikchirg mE\A%Qame

the received directory MPEG table and the respective nodul e
08/ 4343115  with the respective module signature generated by the receiver/decoder.

PCT/ EP97/ 02111 - 43 -
51.  An MPEG receiver/decoder for use in performing part of the method of claim
26, comprising: .
means for receiving such directory and module MPEG tables;

20 means for storing a public key and an identification for the public key; and
processing means which is programmed to decrypt the encrypted directory signat_ure in
the received directory MPEG table using the stored public key corresponding to the
private key; to generate a directory sigﬁaturc for the directory in the received directory
MPEG table; to compare the decrypted directory signature and the directory signature

25 generated by the receiver/decoder; to generate a respective module signature for each
of the modules in the received module MPEG tables; and to compare each module
signature in the received directory MPEG table with the respective module signature

generated by the receiver/decoder.

30 52.  Areceiver/decoder as claimed in claim 50 or 51, wherein the processing means
is programmed to inhibit or abort downloading of such a module of the data if the

module signature in the received directory MPEG table and the respective module



e e I /55255, 5 113 v el

to 52, erein the proces in§ S =* neans is programmed to inhibit or abort
downl oad| ng of the data if the or each _decrypted SI ghature and the
generated signature do not match each ofh A net hod of
domnloadlng

recei ver/ dec aiﬁégg%&?%ntﬁpgqﬁécglgggg%?%ﬁfbé tﬂataxIBlo F ? o e%%tem tChtcﬁ%h other.

dr awi ngs. 10 55. An MPEG recei ver/ decoder subst antially as described
with reference to the dr awi ngs. An MPEG transm ssion

syst em subst3dnt i & reeiver/decnder Mamftﬁhnr?élﬁ'é?féﬂﬂi@st@ tp |92, wherein therprosessisg
means is programmed to inhibit or abort downloading of the data if the or each

5 decrypted signature and the generated signature do not match each other.

54. A method of downloading at least part of an application to an MPEG

receiver/decoder, substantially as described with reference to the drawings.

10 S55. An MPEG receiver/decoder substantially as described with reference to the

drawings.

56. An MPEG transmission system substantially as described with reference to the

drawings.



