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METHOD, SYSTEM, AND COMPUTER PROGRAM PRODUCT FOR NETWORK
BOUND PROXY RE-ENCRYPTION AND PIN TRANSLATION

CROSS BREFERENCE TO RELATED APPLIGATIONS
f0001]  This application is related to United Stales Provisional Patent Application
Nos. 62/790,163, filed on January 9, 2019, and 62/929,344, filed on November 1,
2019, the disclosures of which are incorporated by reference herein in their entirety.

BACKGRQOUND
1. Field
{08027 This disclosed subject matter relates generally 1o methods, systems, and
products for communicating pins and other sensitive data and, in some particular
embodiments or aspects, to methods, systems, and computer program products for
securely transmitling pins and other sensitive data.

2. Technical Considerations

{0003} Credit and debit-card payment fransactions are processed by a large
number of parties, including point-of-sale (POS) terminals, payment gateways,
merchant banks, payment networks and consumer banks. To reduce fraudulent
transactions, the paymenis ecosystem commonly deploys personal identification
number {PIN) based authentication, where a consumer enters a FIN into a terminal,
which is transmiited in an encrypted form - along with other sensitive data, such as a
personal account number (PAN) - across the entire network fo the consumer's bank,
which verifies the PIN before authorizing the transaction. Not surprisingly, payment
card industry (PCH) regulations mandate that the PIN is never exposed in the clear to
any party. Present deploymenis achieve compliance by using hardware security
modules {HSMs) at each intermediary to decrypt-then-encrypt the PIN before
forwarding to the next party.

{0004] As aresult, HSMs are proliferated across all intermediaries, starting from
the payment gateways. This incurs significant costs, in part due 1o the purchase and
maintenance of these HSMs, and in part due to the burden of observing and policing
PCl compliance. Moreover, HSMs become a performance botlleneck, as the
maximum throughput of payment fransactions at any party depends on the number of
available HSMs at that party, creating further issues during occasional spikes in fraffic,
such as during holidays. For example, some payment networks process on average
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5,000 fransactions per second, and are designed to handle upwards of 60,000
transactions per second; therefore, a large number of HSMs must be deployed to
ensure sufficient hardware paralielism o handle this throughput.

SUMMARY

[0005]  Accordingly, it is an object of the presenily disclosed subject malter fo
provide methods, systems, and computer program products for securely transmitting
personal identification numbers (PINs) and other sensitive data.

f0006]  According to some non-limiting embodiments or aspects, provided are a
method, a system, and a computer program product that generate, with a point-of-sale
(POS) terminal, a first ciphertext associated with a transaction, the first ciphertext
comprising: {i) a first ciphertext value associated with a randomly selecled key (1), the
first ciphertext value encrypted based on the randomiy selected key () and a generator
value {g); and (i) a second ciphertext value associated with a first public key {(pk1) of
a first pair of keys comprising a first public key (pki} and a first secret key (ski), the
first public key {pki) generated based on the first secret key (ski} and the generator
value (g}, the second ciphertext value encrypled based on fransaction data associated
with the transaction and a symmetric key (K) generated based on the first public key
{pki1) and the randomily selecied key {r); communicale, with the POS terminal, the first
ciphertext to at least one payment gateway; re-encrypt, with the at least one payment
gateway, the first ciphertext value with a first re-encryption key 1o transform the first
ciphertext value encrypted under the first public key (pki) to a re-encryplied first
ciphertext value encrypted under a second public key (pke) associated with the ai least
one payment gateway; communicate, with the at least one payment gateway, the re-
encrypted first ciphertext value and the second ciphertext value to at least one
merchant bank; re-encrypt, with the at least one merchant bank, the re-encrypted first
ciphertext value encrypted with a second re-encryption key to transform the re-
encrypted first ciphertext value encrypted under the second public key {pke) of the at
least one payment gateway 1o a second re-encrypted first cipheriext value under a
third public key (pks) of the at least one merchant bank; communicate, with the at least
one merchant bank, the second re-encrypted first ciphertext value and the second
ciphertext value to a payment network; re-encrypt, with the payment network, the
second re-encrypled first ciphertext value encrypted with a third re-encryplion key to
transform the second re-encrypled first ciphertext value encrypted under the third
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public key {pks) of the at least one merchant bank to a third re-encrypted first ciphertext
value under a fourth public key (pks) of the payment network; communicate, with the
payment network, the third re-encrypted first ciphertext value and the second
ciphertext value fo at least one consumer bank; determine, with the at least one
consumer bank, the symmetric key (K} based on the third re-encrypted first ciphertext
value and a secret key of the consumer bank; and decrypt, with the at least one
consumer bank, the second ciphertext value based on the symmetric key (K} to obtain
the transaction data.

f0007]  According to some non-limiting embodiments or aspects, provided are a
method, a system, and a computer program product that receive, at a payment
gateway, a merchant bank public key corresponding o a merchant bank private key,
the merchant bank public key and the merchant bank private key associated with a
merchant bank system; communicate, from the payment gateway o a point-of-sale
systemn, the merchant bank public key; recsive, from the point-of-sale system, at ieast
one re-encryption key, the at least one re-encryption key based on a private key
associated with the point-of-sale system and the merchant bank public key; receive,
from the point-of-sale system, encrypied transaction data for a transaction, the
encrypted transaction data comprising: (i) an encrypted code comprising an
authentication code encrypted with a session key, and (ii) an encrypted session key
comprising the session key encrypted with a public key associated with the point-of-
sale systermn and corresponding to the private key associated with the point-of-sale
system; determing, with the payment gateway, a re-encryption key from the at least
one re-encryplion key based on the encrypied transaction data; re-encrypt, with the
payment gateway, the encrypted session key with the re-encryption Key; and
communicate, with the payment gateway, the re-encrypted encrypied session key to
a merchant bank system,

{0008] According to some non-limiting embodiments or aspects, provided are a
method, a system, and a computer program product that generate, with a point-of-sale
system, a public key and a private key associaled with the point-of-sale system;
receive, at the point-of-sale system, a merchant bank public key corresponding to a
merchant bank private key, the merchant bank public key and the merchant bank
private key associated with a merchant bank system; generate, with a point-of-sale
system, at least one re-encryption key based on the private key associated wiih the
point-of-sale system; communicate, from the point-of-sale system to a payment
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gateway, the at least one re-encryption key; generate, with the point-of-sale system,
encrypted transaction data for a lransaction, the encrypted transaction data
comprising: (i) an encrypted code comprising an authentication code encrypled with a
session key, and {il) an encrypted session key comprising the session key encrypted
with the public key associated with the point-of-sale system; and communicate, from
the point-of-sale system {o the payment gateway, the encrypted fransaction data.
f0008] According to some non-limiting embodiments or aspects, provided are a
method, a system, and a computer program product that generate, with a merchant
bank system, a public key and a private key associated with the merchant bank
system; communicate, with the merchant bank system to a payment gateway, the
public key associated with the merchant bank system; receive, with the merchant bank
system from the payment gateway, encrypled transaction data comprising: (i) an
encrypied code comprising an authentication code encrypied with a session key, and
(iy a re-encrypted encrypted session key comprising an encrypted session key
encrypted with a re-encryption key, the encrypted session key comprising the session
key encrypted with a public key associated with the point-of-sale system; and
decrypting, with the merchant bank system, the re-encrypted encrypled session key
based on the private key associated with the merchant bank system.

{0010}  According to some non-limiting embodiments or aspects, provided are a
method, a system, and a computer program product that receive or generate, with a
transaction processing system, an issuer Key pair comprising an issuer public key and
a corresponding issuer privale key, the issuer key pair associgted with an issuer
system; receive or generate, with the transaction processing system, a merchant bank
key pair comprising a merchant bank public key and a corresponding merchant bank
private key, the merchant bank key pair associated with a merchant bank system;
generate, with the fransaction processing sysiem, at least one re-encryption key based
at least partially on the issuer key pair and the merchant bank key pair; receive, from
the merchant bank system, encrypted transaction data for a transaction, the encrypted
transaction data comprising: (i} an encrypied code comprising an authentication code
encrypted with a session key, and (i) an encrypted session key comprising a session
key encrypted with the merchant bank public key; re-encrypt the encrypted session
key with the at least one re-encryplion key; and communicate the re-encrypled
encrypied session key and the encrypted code 1o the issuer system.
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f0811]  According to some non-limiting embodiments or aspects, provided are a
method, a system, and a computer program product that generale, with a payment
network, a first value (@) and a second value {g9), the second value {g?) generated
based on the first value (a) and a generator value (g); generate, with the payment
network, a plurality of random merchant numbers (mi) for a respective plurality of
merchant banks; determine, with the payment network, a merchant product (M) based
on a product of the plurality of random merchant numbers (mi) for the respective
plurality of merchant banks; generate, with the payment network, a public key {(pki)
based on the second value (g?), the merchant product (M), and the random merchant
number (my) and a random key (rk) based on the merchant product (M} and the
random merchant number (mi) for each respective merchant bank of the plurality of
merchant banks; and communicale, with the payment network, the public key (pki} and
the random key {rki) to at least one respective merchant bank.

[0012]  Further non-limiting embodiments or aspects are set forth in the {ollowing
numbered clauses:

{0013] Clause 1. A computer-implemented method comprising: generating, with a
point-of-sale (POS) terminal, a first cipheriext associated with a transaction, the first
ciphertext comprising: (i) a first ciphertext value associated with a randomly selscted
key (), the first ciphertext value encrypted based on the randomly selected key (1) and
a generator value (g); and (i) a second ciphertext value associated with a first public
key {pk1) of a first pair of keys comprising a first public key (pk1) and a first secrat key
{sk1), the first public key {pk:) generated based on the first secret key (ski) and the
generator value (g), the second ciphertext value encrypted based on fransaction data
associated with the fransaction and a symmetric key (K) generated based on the first
public key (pki) and the randomiy selected key (r); communicating, with the POS
terminal, the first ciphertext lo at least one payment gateway; re-encrypling, with the
at least one payment gateway, the first ciphertext value with a first re-encryption key
to transform the first ciphertext value encrypted under the first public key {pki) to are-
encrypted first ciphertext value encrypted under a second public key (pke) associated
with the at least one payment gateway; communicating, with the at least one payment
gateway, the re-encrypled first ciphertext value and the second ciphertext value to at
least one merchant bank; re-encrypting, with the at least one merchant bank, the re-
encrypted first ciphertext value encrypted with a second re-encryption key 1o transform
the re-encrypted first ciphertext value encrypted under the second public key (pkz) of
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the at least one payment gateway o a second re-encrypted first cipheriext value under
a third public key (pka} of the al least one merchant bank; communicating, with the at
least one merchant bank, the second re-encrypted first cipheriext value and the
second cipheriext value to a payment network; re-encrypting, with the payment
network, the second re-encrypted first ciphertext value encrypted with a third re-
encryption key fo transform the second re-encrypied first ciphertext value encrypted
under the third public key (pks) of the at least one merchant bank to a third re-
encrypted first ciphertext value under a fourth public key {pke) of the payment network;
communicating, with the payment network, the third re-encrypted first ciphertext value
and the second ciphertext value to at least one consumer bank; determining, with the
at least one consumer bank, the symmetric key (K) based on the third re-encrypted
first ciphertext value and a secret key of the consumer banl; and decrypting, with the
at least one consumer bank, the second ciphertext vaiue based on the symmetric key
(K} o obtain the transaction data.

{0014] Clause 2. The computer-implemented method of clause 1, wherein an
intermediary server translates between multiple different parties by decrypting the
second ciphertext value and using a portion of the transaction data to determine
routing and a corresponding re-encryption key for a subseguent communication.
{0015] Clause 3. The computer-implemented method of any of clauses 1 and 2,
wherein the transaction data includes at least one of a mobile personal identification
number (PIN), a card verification number, or a card number associated therewith.
{0016] Clause 4. The compuler-implemented method of any of clauses 1-3,
wherein the second ciphertext value is used to encrypt a personal identification
number {PIN) under the randomly selected key (r} protected by the first ciphertext
value, and wherein a re-encryption generates a new ciphertext value while the second
ciphertext value is unchanged.

f0017] Clause 5. A system comprising: a point-of-sale (POS) terminal including one
or more processors, wherein the PCS terminal is programmed and/or configured to:
generate a first ciphertext associated with a transaction, the first ciphertext comprising:
(i} a first ciphertext value associaled with a randomly selected key (1}, the first
ciphertext value encrypted basead on the randomly selected key {r) and a generator
value (g); and (i) a second ciphertext value associated with a first public key (pki) of
a first pair of keys comprising a first public key {pki} and a first secret key (ski), the
first public key {pk+) generated based on the first secret key {ski) and the generator
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value (g), the second ciphertext value encrypted based on transaction data associated
with the fransaction and a symmetric key (K} generated based on the first public key
{pk1) and the randomly selected key (r); and communicate the first ciphertext to at least
one payment gateway; the at least one payment gateway including one or more
processors, wherein the at least one payment gateway is programmed and/or
configured fo: re-encrypt the first ciphertext value with a first re-encryption key 1o
transform the first ciphertext value encrypted under the first public key (pki) to a re-
encrypted first ciphertext value encrypted under a second public key (pke) associated
with the at least one payment galeway; and communicale the re-encrypied first
ciphertext value and the second ciphertext value {0 at least one merchant bank; the at
least one merchant bank including one or more processors, wherein the at least one
merchant bank is programmed and/or configured to: re-encrypt the re-encrypted first
ciphertext value encrypted with a second re-encryption key fo transform the re-
encrypted first ciphertext value encrypted under the second public Key {pka) of the at
least one payment gateway 1o a second re-encrypted first ciphertext value under a
third public key (pks) of the at least one merchant bank; and communicate the second
re-encrypted first ciphertext value and the second cipheriext vaiue o a payment
network; the payment network including one or more processors, wherein the payment
network is programmed and/or configured to: re-encrypt the second re-encrypted first
ciphertext value encrypted with a third re-encryption key to transform the second re-
encrypted first ciphertext value encrypted under the third public key (pks) of the at least
one merchant bank to a third re-encrypted first ciphertext value under a fourth public
key (pks) of the payment network; and communicate the third re-encrypted first
ciphertext value and the second ciphertext value o at least one consumer bank; and
the at least one consumer bank including one or more processers, wherein the at least
one consumer bank is programmed and/or configured to: determine the symmetric key
{K) based on the third re-encrypted first ciphertext value and a secret key of the
consumer bank; and decrypt the second ciphertext value based on the symmetric key
(i) to obtain the transaction data.

{0018] Clause 6. The system of clause 5, further comprising: an infermediary server
programmed and/or configured to translate between multiple different parties by
decrypting the second ciphertext value and using a portion of the transaction data to
determine rouling and a corresponding re-encryption key for a subseguent

communication.
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f0019] Clause 7. The system of any of clauses 5 and 6, wherein the transaction
data includes at least one of a mobile personal identification number (PIN), a card
verification number, or a card number associated therewith,

{00207 Clause 8. The system of any of clauses 5-7, wherein the second ciphertext
value is used to encrypt a personal identification number (PIN) under the randomly
selected key (1) protecied by the first ciphertext value, and wherein a re-encryption
generates a new ciphertext value while the second ciphertext value is unchanged.
f0021] Clause 9. A computer program product comprising at lsast one non-
transitory computer-readable medium including program instructions that, when
executed by at least one processor, cause the at least one processor 10: generate,
with a peoint-of-sale (POS) terminal, a first ciphertext associated with a transaction, the
first ciphertext comprising: (i) a first ciphertext value associated with a randomily
selecied key (), the first cipheriext value encrypted based on the randomly selected
key () and a generator value (g); and (il) a second ciphertext value associated with a
first public key (pki) of a first pair of keys comprising a first public key (pki) and a first
secret key (ski), the first public key (pki) generated based on the first secret key {ski)
and the generator value {g), the second ciphertext value encrypted based on
fransaction data associated with the transaction and a symmetric key (K} generated
based on the first public key {pks) and the randomly selected key {r}); communicate,
with the POS terminal, the first ciphertext to at least one payment gateway; re-encrypt,
with the at least one payment gateway, the first ciphertext value with a first re-
encryption key to transform the first ciphertext value encrypted under the first public
key (pka) to a re-encrypled first ciphertext value encrypted under a second public key
{pke) associated with the at least one payment galeway; communicate, with the at least
one payment gateway, the re-encrypted first cipheriext value and the second
ciphertext value to at least one merchant bank; re-encrypt, with the al least one
merchant bank, the re-encrypted first ciphertext value encrypted with a second re-
encryption key to transform the re-encrypted first ciphertext vaiue encrypted under the
second public key (pke) of the al least one payment gateway to a second re-encrypled
first ciphertext value under a third public key (pks) of the at least one merchant bank;
communicate, with the at least one merchant bank, the second re-encrypted first
ciphertext value and the second ciphertext value to a payment network; re-encrypt,
with the payment network, the second re-encrypied first ciphertext value encrypted
with a third re-encryption key to transform the second re-encrypted first ciphertext
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value encrypted under the third public key (pka} of the at least one merchant bank to
a third re-encrypted first ciphertext value under a fourth public Key {pks) of the payment
network; communicate, with the payment network, the third re-encrypled first
ciphertext value and the second cipheriext value 1o at least one consumer bank;
determine, with the at least one consumer bank, the symmetric key (K) based on the
third re-encrypled first ciphertext value and a secret key of the consumer bank; and
decrypt, with the at least one consumer bank, the second ciphertext value based on
the symmetric key (K} 1o obtain the transaction data.

f0022] Clause 10. The computer program product of clause 9, wherein an
intermediary server translates between multiple different parties by decrypting the
second ciphertext value and using a portion of the transaciion data to determine
routing and a corresponding re-encryption key for a subseguent communication.
{0023] Clause 11. The computer program product of any of clauses 2 and 10,
wherein the transaction data includes at least one of a mobile personal identification
number (PIN), a card verification number, or a card number associated therewith.
{0024] Clause 12. The computer program product of any of clauses 8-11, wherain
the second ciphertext value is used 1o encrypt a personal identification number (PIN)
under the randomiy selected key (r) protected by the first ciphertext value, and wherein
a re-encryption generates a new ciphertext value while the second ciphertext value is
unchanged.

f0025] Clause 13. A method for encrypting an authentication code, comprising:
receiving, at a payment gateway, a merchant bank public key corresponding o a
merchant bank private key, the merchant bank public key and the merchant banrk
private key associated with a merchant bank system; communicating, from the
payment gateway to a point-of-sale system, the merchant bank public key; receiving,
from the point-of-sale system, at least one re-encryption key, the atl least one re-
encryption key based on a private Key associated with the point-of-sale system and
the merchant bank public key; receiving, from the point-of-sale system, encrypted
transaction data for a transaction, the encrypted transaction data comprising: (i) an
encrypted code comprising an authentication code encrypted with a session key, and
{it) an encrypted session key comprising the session key encrypted with a public key
associated with the point-of-sale system and corresponding to the private key
associated with the point-of-sale system; determining, with the payment gateway, a
re-encryption key from the at least one re-encryption key based on the encrypted
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transaction data; re-encrypting, with the payment gateway, the encrypted session key
with the re-encryplion key; and communicating, with the payment galeway, the re-
encrypted encrypied session key 10 a merchant bank sysiem.

{0026] Clause 14, The method of clause 13, wherein the point-of-sale sysiem
comprises at least one of the following: a point-of-sale terminal, a server computer
associated with a merchant or merchant bank system, a server compuier associated
with a poini-of-sale service provider, or any combination thereof.

{0027} Clause 15. The method of any of clauses 13 and 14, wherein the at least one
re-encryption key comprises a plurality of re-encryption keys, and wherein each re-
encryption key of the plurality of re-encryption keys corresponds with a public key of a
plurality of merchant bank public keys, the plurality of merchant bank public keys
including the merchant bank public key.

[0028] Clause 16. The method of any of clauses 13-15, wherein the at least one re-
encryption key is generated by the point-of-sale system.

{0029] Clause 17. The method of any of clauses 13-18, wherein the privale key
associated with the point-of-sale system corresponds to a public key, and wherein the
private key and public key associated with the point-of-sale system are generated by
the point-of-sale system.

{00301 Clause 18. The method of any of clauses 13-17, further comprising: receiving
or generating, at a transaction processing system, an issuer public key corresponding
to an issuer private key, the issuer public key and the issuer privale key associated
with an issuer system; generating, wiih the transaction processing system, atleast one
second re-encryption key based on the issuer private key and the merchant bank
private key or a second merchant bank private key; re-encrypling the encrypled
session key with the at least one second re-encryption key; and cormmunicating the
re-encrypted encrypted session key {o the issuer system.

{0031] Clause 19. The method of any of clauses 13-18, further comprising:
generating, by the merchant bank system or the payment gateway, an authorization
request message in response o verifying the authentication code; and
communicating, by the merchant bank system or the payment gateway, the
authorization request message {0 a transaction processing system.

{00321 Clause 20. A method for encrypting an authentication code, comprising:
generating, with a point-of-sale system, a public key and a privale key associated with
the point-of-sale system; receiving, at the point-of-sale system, a merchant bank public

10
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key corresponding to a merchant bank private key, the merchant bank public key and
the merchant bank privale key associated with a merchant bank system; generating,
with a point-of-sale systemn, at least one re-encryption key based on the privats key
associated with the point-of-sale system; communicating, from the point-of-sale
system to a payment gateway, the at ieast one re-encryption key; generating, with the
point-of-sale system, encrypled iransaction data for a transaction, the encrypted
transaction data comprising: (i} an encrypted code comprising an authentication code
encrypted with a session key, and {ii} an encrypted session key comprising the session
key encrypted with the public key associated with the point-of-sale system; and
communicating, from the point-of-sale system o the payment gateway, the encrypted
fransaction data.

{00331 Clause 21. The method of clause 20, wherein the point-of-sale sysiem
comprises at least one of the following: a point-of-sale terminal, a server computer
associated with a merchant or merchant bank system, a server computer associated
with a point-of-sale service provider, or any combination thereof.

{0034] Clause 22. The method of any of clauses 20 and 21, wherein the at least one
re-encryption key comprises a plurality of re-encryption keys, and wherein each re-
encryplion key of the plurality of re-encryption keys corresponds with a public key of a
plurality of merchant bank public keys, the plurality of merchant bank public keys
including the merchant bank public key.

f0035] Clause 23. A method for encrypting an authentication code, comprising:
generaling, with a merchant bank system, a public key and a private key associated
with the merchant bank sysiem; communicating, with the merchant bank system toc a
payment gateway, the public key associated with the merchant bank system;
receiving, with the merchant bank system from the payment gateway, encrypted
fransaction data comprising: (i} an encrypted code comprising an authentication code
encrypted with a session key, and (i) a re-encrypted encrypted session key comprising
an encrypted session key encrypted with a re-encryplion key, the encrypted session
key comprising the session key encrypted with a public key associated with the point-
of-sale system; and decrypting, with the merchant bank system, the re-encrypted
encrypted session key based on the private key associated with the merchant bank
system.

[0038] Clause 24. The method of clause 23, further comprising: generating, with the

merchant bank system, an authorization request message in response to verifying the
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authentication code; and communicating, with the merchant bank system, the
authorization request message to a transaction processing system.

{0037] Clause 25. A method for encrypting an authentication cods, comprising:
receiving or generating, with a transaction processing system, an issuer key pair
comprising an issuer public key and a corresponding issuer private key, the issuer key
pair associated with an issuer system; receiving or generating, with the fransaction
processing system, a merchant bank Key pair comprising a merchant bank public key
and a corresponding merchant bank private key, the merchant bank key pair
associated with a merchant bank system; generating, with the fransaction processing
system, at least one re-encryplion Key based at least partially on the issuer key pair
and the merchant bank kKey pair; receiving, from the merchant bank system, encrypted
fransaction data for a transaction, the encrypled transaction data comprising: (i) an
encrypied code comprising an authentication code encrypied with a session key, and
(i) an encrypted session kKey comprising a session key encrypted with the merchant
bank public key; re-encrypting the encrypted session key with the at least one re-
encryption Key; and communicating the re-encrypted encrypted session key and the
encrypted code 1o the issuer system.

{0038] Clause 26. The method of clause 25, further comprising: receiving, with the
issuer sysiem, the re-encrypled encrypted session key from the transaction
processing system; decrypling, with the issuer system, the re-encrypted encrypted
session key based at least pariially on the issuer private kKey; and decrypting, with the
issuer system, the encrypled code based al least partially on the session key.

{0038] Clause 27. A system for encrypting an authentication code, comprising a
payment gateway including at least one processor programmed or configured to:
receive a merchant bank public key corresponding to a merchant bank private key, the
merchant bank public key and the merchant bank privale key gssociated with a
merchant bank system; communicate, to a point-of-sale system, the merchant bank
public key; receive, from the point-of-sale system, at least one re-encryplion key, the
at least one re-encryplion Key based on a private key associated with the point-of-sale
system and the merchant bank public key; receive, from the point-of-sale system,
encrypted transaction data for a fransaction, the encrypted transaction data
comprising: {i) an encrypted code comprising an authentication code encrypted with a
session key, and (i) an encrypted session key comprising the session key encrypted
with a publiic key associated with the point-of-sale system and corresponding o the

12
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private key associated with the point-of-sale systern; determine a re-encryption key
from the at least one re-encryption key based on the encrypled transaction data; re-
encrypt the encrypied session key with the re-encryption key; and communicate the
re-encrypted encrypled session key to a merchant bank system.

{00401 Clause 28. The system of clause 27, wherein the point-of-sale system
comprises at least one of the following: a point-of-sale terminal, a server computer
associated with a merchant or merchant bank system, a server computer associated
with a point-of-sale service provider, or any combination thereof.

{0041] Clause 29. The system of any of clauses 27 and 28, wherein the al least one
re-encryption key comprises a plurality of re-encryption keys, and wherein each re-
encryption key of the plurality of re-encryption keys corresponds with a public key of a
plurality of merchant bank public keys, the plurality of merchant bank public keys
including the merchant bank public key.

{0042] Clause 30. The system of any of clauses 27-29, wherein the atf least one re-
encryption key is generated by the point-of-sale system.

{0043] Clause 31. The system of any of clauses 27-30, wherein the private key
associated with the point-of-sale system corresponds to a public key, and wherein the
private key and public key associated with the point-of-sale system are generated by
the point-of-sale system.

{0044] Clause 32. The system of any of clauses 27-31, further comprising a
transaction processing system including at least one processor programmed or
configured to: receive or generate an issuer public key corresponding 1o an issuer
private key, the issuer public key and the issuer private Key associated with an issuer
system; generate at least one second re-encryption key based on the issuer private
key and the merchant bank privaie key or a second merchant bank private key; re-
encrypl the encrypted session Key with the al least one second re-encryption key; and
communicate the re-encrypted encrypted session key 10 the issuer system.

{0045] Clause 33. The systemn of any of clauses 27-32, wherein the at least one
processor of the payment gaileway or at least one processor of the merchant bank
system is programmed or configured {0: generate an authorization reguest message
in response to verifying the authentication code; and communicate the authorization
request message to a transaction processing systern.

[0048] Clause 34. A system for encrypling an authentication code, comprising a
point-of-sale system including at least one processor programmed or configured fo:
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gensrate a public key and a private key associated with the point-of-sale system;
receive g merchant bank public key corresponding to a merchant bank private key, the
merchant bank public key and the merchant bank private key associated with a
merchant bank sysiem; generale at ieast one re-encryption key based on the private
key associated with the point-of-sale system; communicate, to a payment gateway,
the at least one re-encryplion key; generate encrypled transaction data for a
transaction, the encrypted transaction data comprising: {i) an encrypted code
comprising an authentication code encrypied with a session key, and (i) an encrypted
session key comprising the session key encrypted with the public Key associated with
the point-of-sale system; and communicate, to the payment gateway, the encrypted
fransaction data.

i0047] Clause 35. The system of clause 34, wherein the point-of-sale sysiem
comprises at least one of the following: a point-of-sale terminal, a server computer
associated with a merchant or merchant bank system, a server computer associated
with a point-of-sale service provider, or any combination thereof.

{0048] Clause 36. The system of any of clauses 34 and 35, wherein the at least one
re-encryption key comprises a plurality of re-encryplion keys, and wherein each re-
encryplion key of the plurality of re-encryption keys corresponds with a public key of a
plurality of merchant bank public keys, the plurality of merchant bank public keys
including the merchant bank public key.

{0049] Clause 37. A systemn for encrypting an authentication code, comprising a
merchant bank system including al least one processor, the at least one processor
programmed or configured to: generate a public key and a private key associated with
the merchant bank system; communicate, 1o a payment gateway, the public key
associated with the merchant bank system; receive, from the payment gateway,
encrypled transaclion data comprising: (i) an encrypted code comprising an
authentication code encrypted with a session key, and (i} a re-encrypted encrypted
session key comprising an encrypted session key encrypted with a re-encryption key,
the encrypted session key comprising the session key encrypted with a public key
associated with the point-of-sale system; and decrypt the re-encrypted encrypled
session key based on the private key associated with the merchant bank system.
{00507 Clause 38. The system of clause 37, wherein the at least one processor is

further programmed or configured to: generate an authorization reguest message in
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response to verifying the authentication code; and communicate the authorization
request message {o a transaction processing system.

{0051] Clause 38. A system for encrypting an authentication code, comprising a
transaction processing systern including at least one processor programmed o
configured to: receive or generate an issuer key pair comprising an issuer public key
and a corresponding issuer privaie kKey, the issuer key pair associated with an issuer
system; receive or generate a merchant bank key pair comprising a merchant bank
public key and a corresponding merchant bank private key, the merchant bank key
pair associated with a merchant bank system; generate at least one re-encryption key
based at least partially on the issuer key pair and the merchant bank kKey pair; receive,
from the merchant bank system, encrypted fransaction data for a transaction, the
sncrypled transaction data comprising: (i) an encrypted code comprising an
authentication code encrypted with a session key, and (i) an encrypted session key
comprising a session Key encrypted with the merchant bank public key; re-encrypt the
encrypted session key with the al least one re-encryption key; and communicate the
re-encrypted encrypled session Key and the encrypted code o the issuer system.
{00521 Clause 40. The system of clause 38, further comprising the issuer system,
the issuer system including at least one processor programmed or configured to:
receive the re-encrypted encrypted session key from the iransaction processing
system; decrypt the re-encrypted encrypted session key based at least partially on the
issuer private key; and decrypt the encrypted code based at least partially on the
session key.

{0053] Clause 41. A computer program product comprising at least one non-
transitory computer-readable medium including program instructions that, when
execuled by at least one processor, cause the al least one processor ¢: recsive, at a
paymeni gateway, a merchant bank public key corresponding o a merchant bank
private key, the merchant bank public key and the merchant bank private key
associated with a merchant bank system; communicate, from the payment gateway to
a poini-of-sale sysiem, the merchant bank public key; receive, from the point-of-sale
system, at least one re-encryplion key, the ai least one re-encryption key based on a
private key associated with the point-of-sale system and the merchant bank public key;
receive, from the point-of-sale system, encrypted transaction data for a transaction,
the encrypied ifransaction data comprising: (i) an encrypied code comprising an
authentication code encrypted with a session key, and (i) an encrypted session key
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comprising the session key encrypted with a public key associated with the point-of-
sale systemn and corresponding to the private key associated with the point-of-sale
system; determine, with the payment gateway, a re-encryption key from the at least
one re-encryption key based on the encrypted transaction daia; re-encrypt the
encrypted session key with the re-encryption key; and communicate the re-encrypted
encrypied session key io a merchant bank system.

{0054] Clause 42. The computer program product of clause 41, wherein the poini-
of-sale systemn comprises at ieast one of the following: a point-of-sale terminal, a
server compuler associated with a merchant or merchant bank system, a server
computer associated with a point-of-sale service provider, or any combination thereof.
{0855] Clause 43. The computer program product of any of clauses 41 and 42,
wherein the af least one re-encryption key comprises a plurality of re-encryption keys,
and wherein each re-encryption key of the plurality of re-encryplion keys corresponds
with a public key of a plurality of merchant bank public keys, the plurality of merchant
bank public keys including the merchant bank public key.

{0058] Clause 44. The computer program product of any of clauses 41-43, whearain
the at least one re-encryption key is generated by the point-of-sale system.

{00571 Clause 45. The computer program product of any of clauses 41-44, whersin
the private key associated with the point-of-sale systerm corresponds o a public key,
and wherein the private key and public key associated with the poini-of-sale system
are generated by the point-of-sale system.

{0058] Clause 46. The computer program product of any of clauses 41-45, wherein
the one or more processors are further programmed and/or configured {o: receive or
generale, at a fransaction processing system, an issuer public key corresponding to
an issuer private key, the issuer public key and the issuer private key associated with
an issuer gystem; generale, with the transaction processing sysiem, al least one
second re-encryptlion Key based on the issuer private key and the merchant bank
private key or a second merchant bank private key; re-encrypt the encrypted session
key with the at least one second re-encryption key; and communicate the re-encrypted
encrypted session key to the issuer system.

{0059] Clause 47. The computer program product of any of clauses 41-46, wherein
the one or more processors are further programmed and/or configured to: generate,
by the merchant bank system or the paymeni gateway, an authorization request
message in response to verifying the authentication code; and communicate, by the
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merchant bank system or the payment gateway, the authorization request message
to a transaction processing system.

{0060] Clause 48. A computer program product comprising at least one non-
fransitory computer-readable medium including program instructions that, when
execuled by at least one processor, cause the at least one processor 10: generate,
with a point-of-sale system, a public key and a private key associated with the point-
of-sale system; receive, at the point-of-sale system, a merchant bank public key
corresponding to a merchant bank private key, the merchant bank public key and the
merchant bank private key associaied with a merchant bank system; generate, with a
point-of-sale system, at least one re-encryption key based on the private key
associated with the point-of-sale system; communicale, from the point-of-sale system
to a payment gateway, the at least one re-encryption key; generate, with the point-of-
sale system, encrypied fransaction data for a transaction, the encrypted transaction
data comprising: (i) an encrypted code comprising an authentication code encrypted
with a session key, and (il} an encrypted session key comprising the seassion key
encrypted with the public key associated with the point-of-sale system; and
communicate, from the poini-of-sale system to the payment gateway, the encrypted
fransaction data.

{0061] Clause 49. The computer program product of clause 48, wherein the point-
of-sale system comprises at least one of the following: a point-of-sale terminal, a
server computer associated with a merchant or merchant bank system, a server
computer associated with a point-of-sale service provider, or any combination thereof.
{0062] Clause 50. The computer program product of any of clauses 48 and 48,
wherein the at least one re-encryption key comprises a plurality of re-encryption keys,
and wherein each re-encryption key of the plurality of re-encryption keys corresponds
with a public key of a plurality of merchant bank public keys, the plurality of merchant
bank public keys including the merchant bank public key.

{0063] Clause 51. A computer program product comprising at ieast one non-
transitory computer-readable medium including program instructions that, when
executed by at least one processor, cause the af least one processor to: generate,
with a merchant bank system, a public key and a private key associated with the
merchant bank system; communicate, with the merchant bank system o a payment
gateway, the public key associated with the merchant bank sysiem; receive, with the
merchant bank system from the payment gateway, encrypted fransaction data
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comprising: (i) an encrypted code comprising an authentication code encrypted with a
session key, and {ii} a re-encrypted encrypied session key comprising an encrypted
session key encrypted with a re-encryption key, the encrypted session key comprising
the session key encrypled with a public key associated with the point-of-sale system;
and decrypt, with the merchant bank system, the re-encrypied encrypled session key
based on the privale key associaied with the merchant bank system.

{0084] Clause 52. The computer program product of clause 51, wherein the one or
more processors are further programmed and/or configured to: generate, with the
merchant bank system, an authorization request message in response 1o verifying the
authentication code; and communicate, with the merchant bank system, the
authorization request message to a transaction processing system.

{00865] Clause 53. A compuier program product comprising at least one non-
fransitory computer-readable medium including program instructions that, when
executed by at least one processor, cause the at least one processor (o) receive or
generale, with a transaction processing system, an issuer kKey pair comprising an
issuer public kKey and a corresponding issuer private key, the issuer key pair
associated with an issuer system; receive or generate, with the transaction processing
system, a merchant bank key pair comprising a merchant bank public key and a
corresponding merchant bank private key, the merchant bank key pair associated with
a merchant bank system; generate, with the transaction processing system, at least
one re-encryption key based at least partially on the issuer key pair and the merchant
bank key pair; receive, from the merchant bank system, encrypted transaction data for
a transaction, the encrypted transaction data comprising: (i) an encrypted code
comprising an authentication code encrypted with a session kKey, and (i} an encrypted
session key comprising a session key encrypted with the merchant bank public key;
re-encrypt the encrypted session key with the at least one re-encryption key; and
communicate the re-encrypted encrypted session key and the encrypted code {o the
issuer system.

j0066] Clause 54. The computer program product of clause 53, wherein the
instructions further cause the at least one processor to! receive, with the issuer
system, the re-encryplted encrypted session key from the fransaction processing
system; decrypt, with the issuer system, the re-encrypled encrypled session key
based al least partially on the issuer privaie kKey; and decrypi, with the issuer system,
the encrypted code based at least partially on the session key.
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{00871 Clause 55. A computer-implemented method, comprising: generating, with a
payment network, a first value (a) and a second value {¢?), the second value (g%
generated based on the first value (a) and a generator value (g); generating, with the
payment network, a plurality of random merchant numbers {mi} for a respective
plurality of merchant banks; determining, with the payment network, a merchant
product (M) based on a product of the plurality of random merchant numbers (m) for
the respective plurality of merchant banks; generating, with the payment network, a
public key (pki} based on the second value (g?), the merchant product (M), and the
random merchant number {(mi} and a random key (rki) based on the merchant product
(M) and the random merchant number (my) for each respective merchant bank of the
plurality of merchant banks; and communicating, with the payment network, the public
key (pki} and the random key {rk) o al least one respective merchant bank.

[0068] Clause 56. The computer-implemented method of clause 55, further
comprising: generating, with the merchant bank, a plurality of random payment
gateway numbers (pi} for a respective plurality of payment gateways; and generating,
with the merchant bank, a payment gateway public key based on the second value
{g?), the merchant product (M), and the random payment gateway number {oi} and a
payment gateway random key based on the random payment gateway number {pi) for
each respeciive payment gateway of the plurality of payment gateways.

[0069] Clause 57. The computer-implemented method of any of clauses 55 and 56,
further comprising: generating, with the merchant bank, a plurality of terminal numbers
() Tor a respective plurality of point-of-sale (POS) terminals; and generating, with the
merchant bank, a terminal public key based on the second value (g%}, the merchant
product (M), the random payment gateway number {pi), and the terminal number ()
and a terminal random key based on the random payment gateway number (pi) and
the terminal number (t) for each respective POS terminal of the plurality of POS
terminals.

f0070] Clause 58. The computer-implemented method of any of clauses 55-57,
further comprising: communicating, with the merchant bank, the terminal public key
and the terminal random key to ai least one payment gateway; and communicating,
with the at least one payment gateway, the terminal public key 1o at least one POS
terminal.

[0071] Clause 538. The computer-implemented method of any of clauses 55-58,
further comprising: generating, with the at least one POS terminal, a random number
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{r} for a ransaction message {m) associated with a transaction; generating, with the
at least one POS terminal, a first cipheriext associated with the transaction, the first
cipherfext comprising: (i) a first ciphertext value associated with the transaction
message {m), the first ciphertext value encrypted based on the random number {1}, a
generator value (g), and the transaction message (m); and ii) a second ciphertext
value associated with the random number {1}, the second cipheriext value encrypted
based on the random number {1} and the terminal public key; and communicating, with
the POS terminal, the first ciphertext to the at least one payment gateway.

{0072] Clause 60. The computer-implemented method of any of clauses 55-58,
further comprising: re-encrypling, with the at least one payment gateway, the second
ciphertext value based on the terminal random key to fransform the second ciphertext
value 1o a re-encrypied second ciphertext value based on the second valueg (¢g%), the
merchant product (M), and the random number {r}); and communicating, with the at
least one payment gateway, the re-encrypted second ciphertext value and the first
ciphertext value to the at least one merchant bank.

f0073] Clause 61. The compuier-implemented method of any of clauses 55-60,
further comprising: re-encrypting, with the at least one merchant bank, the re-
encrypted second ciphertext value based on the random key {rki) fo transiorm the re-
encrypied second cighertext value {0 a second re-encrypted second cipheriext value
based on the second value (g7, the merchant product (M), the merchant random
number (mi), and the random number {r}; and communicating, with the at least one
merchant bank, the second re-encrypted second ciphertext value and the first
ciphertext value to the payment network.

{0074] Clause 62. The computer-implemented method of any of clauses 55-61,
further comprising: decrypting, with the payment network, the first ciphertext value
based on the second re-encrypted second ciphertext value, the merchant product (M),
the merchant random number {m), and the first ciphertext value.

f0073] Clause 63. A system, comprising: a payment network including one or more
processors, wherein the paymeni network is programmed and/or configured to:
generale a first value {(a) and a sscond value (g?), the second value (g?) generated
based on the first value (a) and a generator value (g); generate a plurality of random
merchant numbers (mi) for a respeclive plurality of merchant banks; determine a
merchant product (M) based on a product of the plurality of random merchant numbers
{mi} for the respective plurality of merchant banks; generate a public key (pki} based
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on the second value (g2}, the merchant product {M), and the random merchant number
{mi) and a random key (rki} based on the merchant preduct (M) and the random
merchant number (my) for each respective merchant bank of the plurality of merchant
barks; and communicate the public key {pki} and the random key {rki) to at least one
respective merchant bank.

[0078] Clause 64. The system of clause 83, wherein the merchant bank includes one
or more processors, and wherein the merchant bank is programmed and/or configured
to: generate a plurality of random payment galeway numbers (pi} for a respective
plurality of payment galeways; generate a payment gateway public key based on the
second value {(g?), the merchant product (M}, and the random payment gateway
number (pi} and a payment gateway random key based on the random payment
gateway number {pi) for each respective payment gateway of the plurality of payment
gateways.

{0877} Clause 65. The system of any of clauses 63 and 64, wherein the merchant
bank is further programmed and/or configured to: generale a piurality of terminal
numbers {ti) for a respective plurality of point-of-sale {POS) terminals; and generate a
terminal public key based on the second value (g2}, the merchant product (M), the
random payment gateway number {pi), and the terminal number {4} and a terminal
random key based on the random payment gateway number {pi) and the terminal
number (&) for each respective POS terminal of the plurality of POS terminals.

{0078} Clause 66. The system of any of clauses 63-65, wherein the merchant bank
is further programmed and/or configured to: communicate the terminal public key and
the terminal random key to at least one payment gateway, wherein the ai least one
payment gateway includes one or more processors, and wherein the at least one
payment gateway is programmed and/or configured to: communicate the terminal
public key to at least one POS terminal.

{0079] Clause 67. The system of any of clauses 63-66, wherein the at least one POS
terminal includes one or more processors, and wherein the at least one POS terminal
is programmed and/or configured to: generate a random number (1) for a transaction
message {m) associated with a transaction; generate a first ciphertext associated with
the transaction, the first ciphertext comprising: (i) a first ciphertext value associated
with the fransaction message (m), the first ciphertext value encrypted based on the
random number (r), a generator value {g), and the fransaction message (m); and iy a

second ciphertext value associated with the random number (1), the second ciphertext
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value encrypted based on the random number {r} and the terminal public key; and
communicate the first ciphertext to the at least one payment gateway.

{0080] Clause 68. The system of any of clauses 63-67, wherein the at least one
payment gateway is further programmed and/or configured to: re-encrypt the second
ciphertext value based on the terminal random key to fransform the second ciphertext
value to a re-encrypted second ciphertext value based on the second value (g9), the
merchant product (M), and the random number (r); and communicate the re-encrypted
second ciphertext value and the first ciphertext value to the at least one merchant
bank.

{0081} Clause 69. The system of any of clauses 63-68, wherein the at least one
merchant bank is further programmed and/or configured to: re-encrypt the re-
encrypted second cipheriext value based on the random key (rki) {0 transform the re-
encrypied second ciphertexi value o a second re-encrypted second cipheriext value
based on the second value (g2), the merchant product (M}, the merchant random
number (mi}, and the random number {r); and communicate the second re-encrypted
second ciphertext value and the first cipherfext value {o the payment network.

{0082] Clause 70. The system of any of clauses 63-68 wherein the payment network
is further programmed and/or configured to: decrypt the first ciphertext value based on
the second re-encrypled second cipherfext value, the merchant product (M), the
merchant random number {mi}, and the first ciphertext value.

f0083] Clause 71. A computer program product comprising at least one non-
transitory computer-readable medium including program instructions that, when
executed by at least one processor, cause the af least one processor to: generate,
with a payment network, a first value (a) and a second value (g?), the second value
{g?) generated based on the first value (a) and a generator value (g); generate, with
the payment network, a plurality of random merchant numbers (mi) for a respective
plurality of merchant banks; determine, with the payment network, a merchant product
{M} based on a product of the pluraiity of random merchant numbers (my) for the
respective plurality of merchant banks; generate, with the payment network, a public
key (ply) based on the second value (g?), the merchant product (M), and the random
merchant number (mi) and a random key (rki) based on the merchant product (M) and
the random merchant number (mi) for each respective merchant bank of the plurality
of merchant banks; and communicate, with the payment network, the public key (pki)
and the random key (rki) 1o at least one respective merchant bank.
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f0084] Clause 72. The computer program product of clause 71, wherein the
instructions further cause the at least one processor to: generate, with the merchant
bank, a plurality of random payment galeway numbers {pi) for a respective plurality of
payment gateways; and generate, with the merchant bank, a payment gateway pubilic
key based on the second value (g%, the merchant product (M}, and the random
paymeni gateway number (D) and a payment gateway random key based on the
random payment gateway number (pi)} for each respective payment gateway of the
plurality of payment gateways.

{0085] Clause 73. The computer program product of any of clauses 71 and 72,
wherein the instructions further cause the at least one processor to: generate, with the
merchant bank, a plurality of terminal numbers (1) for a respective plurality of point-of-
sale (POS) terminals; and generate, with the merchant bank, a terminal public key
based on the second value {(g8), the merchant product (M), the random payment
gateway number {p), and the terminal number (1} and a terminal random key based
on the random payment gateway number {pi) and the terminal number (&) for each
raspective POS terminal of the plurality of POS terminals.

{0088] Clause 74. The computer program product of any of clauses 71-73, wherein
the instructions further cause the at least one processor fo: communicate, with the
merchant bank, the terminal public kKey and the terminal random key {o at least one
paymeni gateway; and communicate, with the at least one payment gateway, the
terminal public key to at least one POS terminal.

{0087] Clause 75. The computer program product of any of clauses 71-74, wherein
the instructions further cause the at least one processor {0: generate, with the at least
one POS terminal, a random number (r) for a transaction message (m) associated with
a fransaction; generate, with the at least one POS terminal, a first ciphertext
associated with the transaction, the first ciphertext comprising: (i) a first ciphertext
value associated with the transaction message (m), the first ciphertext value encrypted
based on the random number (1), a generator value {g), and the transaction message
{m}; and ii) a second ciphertext value associated with the random number (1), the
second cipherfext value encrypted based on the random number {r) and the terminal
public key; and communicate, with the POS terminal, the first ciphertext to the at least
one payment gateway.

[0088] Clause 76. The computer program product of any of clauses 71-75, wherein
the instructions further cause the at least one processor to: re-encrypt, with the at least
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one payment galeway, the second ciphertext value based on the terminal random key
to transform the second ciphertext value 1o a re-encrypted second cipheriext value
based on the second value (g%}, the merchant product (M), and the random number
{r}; and communicate, with the at least one payment gateway, the re-encrypied second
ciphertext value and the first ciphertext value to the at least one merchant bank.
[0088] Clause 77. The computer program product of any of clauses 71-76, wherein
the instructions further cause the at least one processor to: re-encrypt, with the at least
one merchant bank, the re-encrypted second ciphertext value based on the random
key (rlv) to transform the re-encrypled second ciphertext value to a second re-
encrypted second ciphertext value based on the second value (g?), the merchant
product (M), the merchant random number (i), and the random number (r}; and
communicate, with the at least one merchani bank, the second re-encrypted second
ciphertext value and the first ciphertext value to the payment network.

{0080] Clause 78. The computer program product of any of clauses 71-77, wherein
the instructions further cause the at least one processor 1o: decrypt, with the payment
network, the first ciphertext value based on the second re-encrypted second cipherfext
value, the merchant product (M), the merchant random number (mi}, and the first
ciphertext value.

{0081] These and cther fealures and characteristics of the presently disclosed
subject matter, as well as the methods of operation and functions of the related
elements of structures and the combination of parts and economies of manufacture,
will become more apparent upon consideration of the following description and the
appended claims with reference to the accompanying drawings, all of which form a
part of this specification, wherein like reference numerals designate corresponding
parts in the varicus figures. It is to be expressly understood, however, that the
drawings are for the purpose of illustration and description only and are not intended
as a definition of the limits of the disclosed subject matter. As used in the specification
and the claims, the singular form of “a,” “an,” and “the” include plural referents unless

the context clearly dictates otherwise.

BRIEF DESCRIPTION OF THE DRAWINGS
{0082] Additional advantages and details of the disclosed subject matter are

explained in grealer detail below with reference to the exemplary embodiments that
are illustrated in the accompanying figures, in which:

24



WO 2020/146605 PCT/US2020/012896

{0083} FIG. 1is adiagram of a non-limiting embodiment of an environment in which
methods, sysiems, and/or computer program products, described herein, may be
implemenied according to the principles of the presently disclosed subject matter;
f0084] FiC. 2 is a diagram of a non-limiting embodiment of components of one or
more devices of FIG. 1;

[0095] FiG. 3 is a diagram of non-limiting embodiments or aspects of a sysiem for
PIN verification;

f0098] FiG. 4 is a diagram of an example SO PIN-Block encoding scheme;
f0097] FIG. 5is a diagram of an example PIN-Block encryption scheme;

{0088] FIG. 6 is a diagram of exampie Proxy Re-encryption (PRE) Honest Re-
encryption Atlack Chosen-ciphertext Attack {(HRA-CCA) game oracles;

{00991 FIG. 7 is a diagram of example Private Proxy Authentication (PPA)-HRCCA
game oracles;

f0100] FIG. 8 is a diagram of an example construction of a PPA scheme from a
PRE scheme;

[0101] FIG. 9is a diagram of an example construction of a Hybrid-PRE scheme;
{0102] FIG. 10 is a flowchart of non-limiting embodiments or aspects of a process
for securely transmitting PiNs and other sensitive dala;

{0103] FIGS. 11A-11C are flowcharts of non-limiting embodiments or aspecis of a
process for securely transmitting PiNs and other sensitive data;

f0104] FIGS. 12A and 128 are diagrams of example oracies;

f01058] FIG. 13 is a signal How diagram of an implementation of a non-limiting
embodiment or aspect of a process disclosed herein;

{0106] FiG. 14 is a signal flow diagram of an implementation of a non-limiting
smbodiment or aspect of a process disclosed herein;

{01071 FIG. 15 is a signal flow diagram of an implementation of a non-limiting
embodiment or aspect of a process disclosed herein;

f0108] FiG. 16 is a signal How diagram of an implementation of a8 non-limiting
embodiment or aspect of a process disclosed herein;

[0109] FiG. 17 is a signal flow diagram of an implementation of a non-limiting
embodiment or aspect of a process disclosed herein; and

{0118 FIG. 18 is a signal flow diagram of an implementation of a non-limiting
embodiment or aspect of a process disclosed herein.
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DESCRIPTION
{0111}  For purposes of the description hereinafler, the terms “end,” “upper,”
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“ower,” “right,” “left,” “vertical,” *horizontal,” “top,” "hottom,” Mlateral,” “longitudinal,” and
derivatives thereof shall relate to the disclosed subject matter as it is oriented in the
drawing figures. However, it is to be understood that the disclosed subject matter may
assume various alternative variations and step sequences, except where expressly
specified to the contrary. It is also to be understood that the specific devices and
processes illustrated in the attached drawings, and described in the following
specification, are simply exemplary embodiments or aspecis of the disclosed subject
matter. Hence, specific dimensions and other physical characteristics related fo the
embodiments or aspects disclosed herein are not {o be considered as limiting unless
otherwise indicated.

[0112] No aspect, component, element, structure, act, step, function, instruction,
and/or the like used herein should be construed as critical or essential unless explicitly
described as such. Also, as used herein, the aricles “2” and “an” are intended to
include one or more items and may be used interchangeably with “one or more” and
“at least one.” Furthermore, as used herein, the term “set” is intended to include one
or more items {e.g., relaled items, unrelated items, a combination of related and
unrelated tems, and/or the like) and may be used interchangeably with “one or more”
or “at least one.” Where only one item is intended, the term “one” or similar language
is used. Also, as used herein, the terms “has,” *have,” "having,” or the like are intended
to be open-ended terms. Further, the phrase “pased on” is intended o mean "based
at least partially on” unless explicitly stated otherwise.

f0113] As used herein, the terms “communication” and “communicate” may refer
to the reception, receipt, transmission, transfer, provision, and/or the like of information
(e.g., datg, signals, messages, instructions, commands, and/or the like}. For one unit
{e.g., a device, a system, a component of a device or system, combinations thereof,
and/or the like} to be in communication with another unit means that the one unit is
able to directly or indirectly receive information from and/or transmit information {o the
other unit. This may refer 1o a direct or indirect connection {e.g., a direct
communication connection, an indirect communication connection, and/or the like)
that s wired and/or wireless in nature. Additionally, two units may be in communication
with each other even though the information transmitied may be modified, processed,

relayed, and/or routed between the first and second unit. For example, a first unit may
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be in communication with a second unit even though the first unit passively receives
information and does not actively transmit information to the second unit. As another
example, a first unit may be in communication with a second unit if at least one
intermediary unit (e.g., a third unit located between the first unit and the second unit)
processes information received from the first unit and communicates the processed
information fo the second unit.  In some non-limiting embodiments or aspects, a
message may refer 10 a network packet (8.g., a data packet and/or the like) that
includes data. It will be appreciated that numerous other arrangements are possible.
f0i14] As used herein, the ferms “issuer institution,” “portable financial device
issuer,” “issuer,” or “issuer bank” may refer t0 one gr more entities that provide
accounts to customers for conducting fransactions {e.g., payment transactions), such
as iniliating credit and/or debil payments. For example, an issuer institution may
provide an account identifier, such as a primary account number (PAN}, to a cusiomer
that uniguely identifies one or more accounts associated with that customer. The
account identifier may be embodied on a portable financial device, such as a physical
financial instrument, e.g., a payment card, and/or may be elecironic and used for
electronic payments. The terms “issuer institution” and “issuer institution system” may
also refer to one or more computer systems coperated by or on behalf of an issuer
institution, such as a server compuler execuling one or more sofiware applications.
For example, an issuer institution system may include one or more authorization
servers for authorizing a transaction.

{0115]  As used herein, the term “account identifier” may include one or more types
of identifiers associated with a user account {e.q., a PAN, a card number, a payment
card number, a token, and/or the like). In some non-limiting embodiments or aspects,
an issuer institution may provide an account identifier {2.g., a PAN, a token, and/or the
like) to a user that uniquely identifies one or more accounts associated with that user.
The account identifier may be embodiad on a physical financial instrument {(e.g., a
portable financial instrument, a payment card, a credit card, a debit card, and/or the
like) and/or may be electronic information communicated to the user that the user may
use for electronic payments. In some non-iimiting embodiments or aspects, the
account identifier may be an original account identifier, where the original account
identifier was provided to a user at the creation of the account associated with the
account identifier. In some non-limiting embodiments or aspects, the account identifier

may be an account identifier (8.g., a supplemental account identifier) that is provided
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to a user after the original account identifier was provided to the user. For example, if
the original account identifier is forgotten, stolen, and/or the like, a supplemental
account identifier may be provided to the user. In some non-limiting embodiments or
aspects, an account identifier may be directly or indirectly associated with an issuer
institution such that an account identifier may be a token that maps to a PAN or other
type of identifier. Account ideniifiers may be alphanumeric, any combination of
characters and/or symbols, and/or the like. An issuer institution may be associated
with a bank identification number (BIN) that uniquely identifies the issuer institution.
f0116] As used herein, the terms “payment token” or “ioken” may refer to an
identifier that is used as a substitute or replacement identifier for an account identifier,
such as a PAN. Tokens may be associated with a PAN or other account identifiers in
one or more data struciures {e.g., one or more databases and/or the like) such that
they can be used to conduct a transaction (e.g., a payment transaction} without directly
using the account identifier, such as a PAN. In some examples, an account identifier,
such as a PAN, may be associated with a plurality of tokens for different individuals,
different uses, and/or different purposes. For example, a payment ioken may include
a series of numeric and/or alphanumeric characters that may be used as a substitute
for an original account identifier. For example, a payment token "4900 0000 0000
0001” may be used in place of a PAN “4147 0900 0000 1234.7 In some non-limiting
embodiments or aspects, a paymeni token may be “format preserving” and may have
a numeric format that conforms to the account identifiers used in existing payment
processing networks (2.9., IS0 8583 financial transaction message format). In some
non-limiting embodiments or aspecis, a payment ioken may be used in place of a PAN
to initiate, authorize, setile, or resolve a payment transaction or represent the original
credential in other systems where the original credential would typically be provided.
in some non-limiting embodiments or aspects, a token value may be generated such
that the recovery of the original PAN or other account identifier from the token value
may not be computationally derived {e.g., with a one-way hash or other cryplographic
function). Further, in some non-limiling embodiments or aspecis, the foken format
may be configured o allow the entily receiving the payment token o identify itas a
payment token and recognize the entity that issued the token.

{01171  As used herein, the term "provisioning” may refer {0 a process of enabling a
device to use a resource or service. For example, provisioning may involve enabling
a device to perform transactions using an account. Additionally or alternatively,
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provisioning may include adding provisioning data associated with account data (s.g.,
a payment token representing an account number) to a device.

{0118] As used herein, the term "oken requestor” may refer to an entity that is
seeking to implement tokenization according fo embodiments or aspects of the
presently disclosed subject matter. For example, the token requestor may initiate a
request that g PAN be tokenized by submiiting a token request message 1o a token
service provider. Additionally or alternatively, a token requestor may no onger need
to store a PAN associated with a token once the requestor has received the payment
token in response to a token request message. In some non-limiting embodiments or
aspects, the requestor may be an application, a device, a process, or a system that is
contfigured 1o perform actions associated with tokens. For example, a8 requestor may
request registration with a network token sysiem, request token generation, token
activation, foken de-activation, ioken exchange, other token lifecycle management
related processes, and/or any other token related processes. In some non-limiting
embodiments or aspects, a requesior may interface with a network token systemn
through any suitable communication network and/or protocol {e.g., using HTTPS,
SOAP, and/or an XML interface among others). For example, a foken requestor may
include card-on-file merchanis, acquirers, acquirer processors, payment gateways
acting on behalf of merchanis, payment enablers (e.g., original equipment
manuifacturers, mobile network operators, and/or the like), digital wallet providers,
issuers, third-party wallet providers, payment processing networks, and/or the like. In
some non-imiting embodiments or aspecis, a token requestor may request tokens for
multiple domains and/or channels. Additionally or alternatively, a token requestor may
be registered and identified uniquely by the ioken service provider within the
fokenization ecosystem. For example, during token requestor registration, the token
service provider may formally process a {oken requestor’s application to participale in
the token service system. In some non-limiting embodiments or aspects, the token
service provider may collect information pertaining to the nature of the requestor and
relevant use of iokens fo validaie and formally approve the foken requesior and
establish appropriaie domain restriction controls.  Additionally or alternatively,
successfully registered token requestors may be assigned a token requastor identifier
that may also be entered and maintained within the token vaull. In some non-limiting
embodiments or aspects, token requestor identifiers may be revoked and/or token

requestors may be assigned new token requestor identifiers. In some non-limiting
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embodiments or aspects, this information may be subject to reporting and audit by the
tokern service provider,

{0419]  As used herein, the term a “ioken service provider” may refer to an entity
including one or more server computers in a token service system that generates,
processes, and maintains payment fokens. For example, the token service provider
may include or be in communication with a token vault where the generated tokens
are stored. Additionally or alternatively, the token vault may maintain one-to-one
mapping between a token and a PAN represented by the token. In some non-limiting
embodiments or aspects, the token service provider may have the ability to set aside
licensed BiNs as token BINs fo issue tokens for the PANs that may be submitted to
the token service provider. In some non-limiting embodiments or aspects, various
eniities of a tokenization ecosystem may assume the roles of the token service
provider. For example, payment networks and issuers or their agents may become
the token service provider by implementing the foken services according to non-
limiting embodiments or aspects of the presently disclosed subject matter. Additionaily
or alternatively, a ioken service provider may provide reporis or data output 1o
reporting tools regarding approved, pending, or declined token reguests, including any
assigned token requestor ID. The token service provider may provide data oulput
related to token-based transactions (o reporting fools and applications and present the
token and/or PAN as appropriate in the reporting output.  In some non-limiting
embodiments or aspects, the EMVYCo standards organization may publish
specifications defining how tokenized systems may operate. For example, such
specifications may be informative, but they are not intended to be limiting upon any of
the presently disclosed subject matier.

{01207 As used herein, the term "token vault” may refer to a repository that
mainiains established token-to-PAN mappings. For example, the token vaull may also
maintain other atiributes of the foken requestor that may be determined at the time of
regisiration and/or that may be used by the {oken service provider to apply domain
restrictions or other confrols during fransaction processing. In some non-limiting
embodiments or aspects, the token vauli may be a part of atoken service system. For
example, the token vault may be provided as a part of the token service provider.
Additionally or alternatively, the token vault may be a remote repository accessible by
the token service provider. In some non-limiling embodiments or aspects, token

vaults, due to the sensitive nature of the data mappings that are stored and managed
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therein, may be protected by strong underlying physical and logical
security. Additionally or alternatively, a token vaull may be operated by any suitable
entity, including a payment network, an issuer, clearing houses, other financial
institutions, transaction service providers, and/or the like.

{0121}  As used herein, the term “merchant” may refer {0 one or more entities {e.q.,
operators of retail businesses that provide goods and/or services, and/or access fo
goods and/or services, to a user {(e.g., a customer, a consumer, a customer of the
merchant, and/or the like) based on a transaction (e.g., a paymenti transaction)). As
used herein, “merchant system” may refer {o one or more computer systems operated
by or on behalf of a merchant, such as a server computer executing one or more
software applications. As used herein, the term “product” may refer {0 one or more
goods and/or services offered by a merchant.

{01221  As used herein, the term "point-of-sale (POS) device” may refer to one or
more devices, which may be used by a merchant o initiate transactions (e.g., a
payment transaction), engage in transactions, and/or process transactions. For
example, a POS device may include one or more computers, peripheral devicss, card
readers, near-field communication (NFC) receivers, radio frequency identification
{RFID) receivers, and/or other contacliess fransceivers or receivers, contact-based
receivers, payment terminals, computiers, servers, input devices, and/or the like.
{0123]  As used herein, the term “point-of-sale (POS) system” may refer to one or
more computers and/or peripheral devices used by a merchant o conduct 3
transaction. For example, a POS system may include one or more POS devices
and/or other like devices that may be used o conduct a payment fransaction. A POS
system (e.g., a merchant POS system) may also include one or more server
computers programmed or configured to process online payment transactions through
webpages, mobile applications, and/or the like.

{0124] As used herein, the term “transaction service provider” may refer to an entity
that receives transaction authorization requests from merchants or other entities and
provides guarantees of paymeni, in some cases through an agreement between the
transaction service provider and the issuer institution. In some non-liimiting
embodiments or aspects, a transaction service provider may inciude a credit card
company, a debit card company, and/or the like. As used herein, the term “ransaction
service provider system” may also refer to one or more computer systems operated

by or on behalf of a fransaction service provider, such as a fransaction processing
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server execuling one or more software applications. A transaction processing server
may include one or more processors and, in some non-limiting embodiments or
aspects, may be operated by or on behalf of a transaction service provider.

f0125]  As used herein, the term "acquirer” may refer to an entity licensed by the
fransaction service provider and approved by the transaction service provider to
originate fransactions {e.g., payment transactions) using a portable financial device
associated with the transaction service provider. As used herein, the term “acquirer
systern” may also refer 1o one or more computer systems, computer devices, and/or
the like operated by or on behalf of an acquirer. The iransactions the acquirer may
include payment transactions (e.g., purchases, original credit transactions (OCTs),
account funding transactions (AFTs), and/or the like). In some non-limiting
smbodiments or aspects, the acquirer may be authorized by the transaction service
provider {0 assign merchant or service providers o originate transactions using a
portable financial device of the fransaction service provider. The acquirer may
contract with payment facilitators o enable the payment facilitators o sponsor
merchants. The acguirer may monitor compliance of the payment facilitators in
accordance with regulations of the fransaction serwvice provider. The acquirer may
conduct due diligence of the payment facilitators and ensure that proper due diligence
occwrs before signing a sponsored merchant. The acquirer may be liable for all
fransaction service provider programs that the acquirer operates or sponsors. The
acquirer may be responsible for the acts of the acquirers payment facilitators,
merchants that are sponsored by an acquirer’s payment facilitators, and/or the like. In
some non-imiting embodiments or aspects, an acquirer may be a financial institution,
such as a bank.

[T

f0126] As used herein, the terms “slectronic wallet,” "electronic wallet mobile
application,” and “digital wallet” may refer 10 one or more electronic devices and/or
one or more software applications configured to initiate and/or conduct transactions
{e.g., payment fransactions, electronic payment transactions, and/or the iike). For
example, an elecironic wallet may include a user device (e.g., a mobile device)
executing an application program and server-side software and/or databases for
maintaining and providing transaction data to the user device. As used herein, the
term “electronic wallet provider” may include an entity that provides and/or maintains
an electronic wallet and/or an electronic wallet mobile application for a user (e.g., a

customer). Examples of an electronic wallet provider include, but are not limited to,
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Google Pay®, Android Pay®, Apple Pay®, and Samsung Pay®. In some non-limiting
examples, a financial institution {e.g., an issuer institution) may be an elecironic wallet
provider. As used herein, the term “elecironic wallet provider system”™ may refer to one
or more computer systems, computer devices, servers, groups of servers, and/or the
like operated by or on behalf of an slectronic wallet provider.

{01271  As used herein, the term “portable financial device” may refer to a payment
card {e.g., a credit or debit card), a gift card, a smartcard, smart media, a payroli card,
a healthcare card, a wrist band, a machine-readable medium containing account
information, a keychain device or fob, an RFID transponder, a retailer discount or
joyalty card, a cellular phone, an electronic wallet mobile application, a personal digital
assistant (PDA), a pager, a security card, a computer, an access card, a wireless
ferminal, a transponder, and/or the like. In some non-limiling embodiments or aspects,
the portable financial device may include volatile or non-volatile memory to store
information {(e.g., an account identifier, a name of the account holder, and/or the like).
f0128] As used herein, the term “"payment gateway” may refer {o an entity and/or a
payment processing system operated by or on behalf of such an entity (eg., a
merchant service provider, a payment service provider, a payment facilitator, a
payment facilitator that contracts with an acquirer, a payment aggregator, and/or the
like), which provides payment services {(e.g., transaction service provider payment
services, payment processing services, and/or the like) to one or more merchants.
The payment services may be associated with the use of portable financial devices
managed by a transaction service provider. As used herein, the lerm “payment
gateway system” may refer 1o one or more computer systems, compuier devices,
servers, groups of servers, and/or the like operated by or on behalf of a payment
gateway and/or to a payment gateway itself. The term "payment gateway mobile
application” may refer to one or mare elecironic devices and/or one or more software
applications configurad to provide payment services for transactions {(e.g., payment
transactions, electronic payment transactions, and/or the like).

f0129] As used herein, the terms “client” and “client device” may refer 1o one or
more client-side devices or sysiems (s.q., remote from a transaction service provider)
used o initiate or facilitate a transaction (8.q., a payment transaction). As an example,
a “client device” may refer to one or more POS devices used by a merchant, one or
more acquirer host computers used by an acquirer, one or more mobile devices used

by a user, and/or the like. In some non-limiting embodiments or aspects, a client
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device may be an elechronic device configured to communicate with one or more
networks and initiate or facilitale transactions. For example, a client device may
include one or more computers, portable computers, laptop computers, tablet
computers, mobile devices, cellular phones, wearable devices {e.g., walches, glasses,
lenses, clothing, and/or the like), PDAs, and/or the like. Moreover, a “client” may also
refer to an entity (e.g., a merchant, an acquirer, and/or the like) that owns, utilizes,
and/or operates a client device for initiating transactions {(e.g., for initiating transactions
with a transaction service provider).

f0130] As used herein, the term “server” may refer to one or more computing
devices (e.g., processors, storage devices, similar computer components, and/or the
like) that communicate with client devices and/or other computing devices over a
network (e.g., a public network, the Internet, a private network, and/or the like) and, in
some examples, facilitate communication among other servers and/or client devices.
it will be appreciated that varicus other arrangements are possible. As used herein,
the term “systern” may refer to one or more computing devices or combinations of
computing devices (e.g., processors, servers, client devices, software applications,

e

compenents of such, and/or the like). Reference 1o “a device,” “a server)” “a
processor,” and/or the like, as used herein, may refer {0 a previcusly-recited device,
server, or processor thatl is recited as performing a previous step or function, a different
server or processor, and/or a combination of servers and/or processors. For exampie,
as used in the specification and the claims, a first server or a first processor that is
recited as performing a first step or a first function may refer to the same or different
server or the same or different processor recited as performing a second step or a
second function.

{0131} For the purpose of lllustration, in the following description, while the
presently disclosed subject maiter is described with respect 1o methods, systems, and
computer program products for securely communicating sensitive data, (e.g., PIN
authentication), one skilled in the art will recognize that the disclosed subject matter is
not limited to the illustrative embodiments. For example, the methods, systems, and
computer program producis described herein may be used with a wide variety of
settings, such as securely communicating sensitive data in any suitable setting, {e.g.,
social security numbers, personally identifying information, contact information,

healthcare information, tax information, confidential  information, privileged
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information, trade secret information, payment transaction information, account
identifiers, and/or the like).

{01321  Non-limiling embodiments or aspects provide an improved method for PIN
authentication based on proxy re-encryption that avoids HSM use at intermediaries
during transaction processing. Reasons why simpler mechanisms based on public-
key encryption (from a ferminal directly to consumer's bank) cannot be used in this
setting are discussed in more detail hersin in the Section titled "Strawman Solutions™.
Instead of using HSMs during fransaction processing, HSMs are only used for key
ceremonies during an initial setup phase. After the Key ceremony, the initial public key
and subseguent re-encryption kKeys can be used without the need for trusted hardware.
Since PIN translation is the onily operation which requires the use of HSMs at the
payment gateway and the merchant bank, infrastructure and compliance cosis
associated with using HSMs and reliance thereon is reduced (although the payment
network and consumer banks may use HSMs for other functions {e.g., PIN/CVV
verification)).

{0133} Deploying upgrades is both time-intensive and expensive. For example, it
took nearly a decade to deploy the EMV system in the United States. Due to the large
number of parties in the payments ecosystem, the design space of potential solutions
is large, and several strawman schemes may be identified but discarded due {o
limitations such as deployment challenges or significant costs {e.g., reissuing of cards
to consumers). Non-limiting embodimenis or aspects can be deployed on the existing
EMV standard as described by EMVco., “EMV integralted Circuit Card Specifications
for Payment Systems, Book 2 - Security and Key Management Version 4.3, Aug.
2011. [Online]. Available:
hitps//www.emveo.com/wpontent/uploads/2017/05/EMY_v4.3_Book 2 Security_an
d Key Management_20120807061923800.pdf, the contents of which is hereby
incaorporated by reference in its entirety, without having 10 issue new cards fo
customers or incur significant changes at intermediaries. A key management process,
including the key ceremony between the intermediaries, may be backwards
compatible with the existing PCl-compliant process. Further, while the threat modsl is
well known 1o those within the payments industry, it had not been formally modesled
from a mathematical perspective. A formal characterization of the aclors, the threat
model and the security goals of PIN authentication within the framework of provable
securily is thus provided hersin.
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f0134] Due to the crucial role PiNs play in authenticating payments transactions,
PiNs are a clear target fo attackers. Several atlacks on PIN processing APls which
permit an atlacker {(with access to HSMs either af the consumer bank or at an
intermediary) to obtain customer PINs have been proposed, and a fix which prevents
these attacks called “salted-PIN” has also been proposed, but this fix reguires
significant changes to the payments infrastructure. Other existing methods focus on
how 1o perform formai analysis of HSM APIs for PIN verification and PIN translation to
check for vulnerabilities.

[0135] Several solutions which avoid the need for PIN translation and help reduce
the trust placed in intermediaries also exist. However, much like the strawman
solutions described in more detail herein, these solutions require significant changes
to either the payment card or to the payment terminal.

[0138]  Since its infroduction, there has been a large body of work formally defining
different security properties for Proxy Re-encryption (PRE) and corresponding
constructions which achieve these. Criginal notions of security for PRE only consider
chosen-plaintext attack (CPA) attacks. Chosen-ciphertext attack (CCA) notions were
jater considered for the unidirectional and bidirectional seftings. A flaw in the CPA-
based models has been identified and a PRE notion for security under Honest Re-
encryption Attack (HRA) is infroduced.

{01371 Non-limiting embodiments or aspecis of the present disclosure provide for
{i} a Private Proxy Authentication (PPA) scheme and a definition of security which
accurately caplures the actors, threat model, and security goals of PiN-based
payments, (i} a PPA scheme that can be generically constructed from any PRE
scheme, (iii) a modified key management scheme that uses the same key ceremony,
thus ensuring backwards compatibility (secure key management is essential to
policing compliance in payments, where, today, keys are provisioned using a key
ceremony amongst neighboring parties in the payments ecosystem), (iv) a new PRE
construction which follows the Key Encapsulation Mechanism - Proxy Key Re-
Encapsulation Mechanism (KEM-DEM) hybrid-encryption paradigm in which the Data
Encapsulation Mechanism (DEM) is backwards compatible with existing PiN-block
encryplion processes, which ensuraes least friction for deployment, and (v) latency that
is roughly equivalent to HEMs, while throughput is more than 5x compared to that of
a single HSM.
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{0138} Non-limiting embodiments or aspects provide an improved method for
communicating messages (e.g., PIN authentication and/or the like) based on re-
encryption that uses a combination of public keys and random keys for intermediaries
in a network. As such, computing resources may be preserved (e.g., the use of such
computing resources may be reduced and/or the like) because one or more secret
keys need not be generated for each intermediary. Additionally, security may be
improved because each intermediary need not protect a respective secret key, thus
reducing the amount of secret keys at risk for exposure to attackers. Additionally, the
public key and random key for each intermediary may be based at least in part on the
public and/or random key(s) of at least one other intermediary and/or entity in the
network, so re-encryption of a ciphertext may be achievable based on known
operations (e.q., mathematical operations and/or the like) without need for decryption
of the ciphertext.

[0138] Referring now fo FIG. 1, FIG. 1 is a diagram of a non-limiting embodiment
of an environment 100 in which systems, products, and/or methods, as described
herein, may be implemented. As shown in FIG. 1, environment 100 includes
transaction service provider system 102, issuer system 104, customer device 1086,
merchant system 108, acqguirer system 110, and network 112,

i0140] Transaclion service provider system 102 may include one or more devices
capable of receiving information from and/or communicating information fo issuer
systern 104, customer device 106, merchant system 108, and/or acquirer systermn 110
via network 112. For example, transaction service provider system 102 may include
a computing device, such as a server (e.g., a fransaction processing server), a group
of servers, and/or other like devices. [n some non-limiting embodiments or aspects,
fransaction service provider system 102 may be associated with a transaction service
provider as described herein.  In some non-limiting embodiments or aspects,
transaction service provider system 102 may be in communication with a data storage
device, which may be local or remote {0 fransaction service provider system 102. In
some non-limiting embodimenis or aspects, transaction service provider system 102
may be capable of receiving information from, storing information in, communicating
information to, or searching information stored in the data storage device.

{0141]  Issuer system 104 may include one or more devices capable of receiving
information and/or communicating information to transaction service provider sysiem

102, customer device 106, merchant system 108, and/or acquirer system 110 via
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network 112, For example, issuer system 104 may include a computing device, such
as a server, a group of servers, and/or other like devices. In some non-limiting
embodiments or aspects, issuer system 104 may be associated with an issuer
institution as described herein. For example, issuer system 104 may be associated
with an issuer institution that issued a credit account, debit account, credit card, debit
card, and/or the like to a user associated with customer device 106.

{01427 Customer device 106 may include one or more devices capable of receiving
information from and/or communicating information o transaction service provider
system 102, issuer system 104, merchant system 108, and/or acquirer sysiem 110 via
network 112, Additionally or alternatively, each customer device 106 may include a
device capable of receiving information from and/or communicating information to
other customer devices 106 via network 112, another network {e.g., an ad hoc
neiwork, a local network, a private network, a virtual private network, and/or the like),
and/or any other suitable communication technique. For example, customer device
106 may include a client device and/or the like. In some non-limiting embodiments or
aspects, customer device 106 may or may not be capable of receiving information
{e.q., from merchant system 108 or from another customer device 106) via a short-
range wireless communication connection {e.g., an NFC communication connection,
an RFID communication connection, a Bluetooth® communication connection, a
Zigbee® communication connection, and/or the like), and/or communicating
information {e.g., to merchant system 108} via a short-range wirsless communication
connection.

{0143] Merchant system 108 may include one or more devices capable of receiving
information from and/or communicating information fo fransaction service provider
system 102, issuer system 104, customer device 106, and/or acquirer system 110 via
network 112. Merchant system 108 may also include a device capable of receiving
information from customer device 106 via network 112, a communication connection
{e.g., an NFC communication connection, an RFID communication connection, a
Biuetooth® communication connection, a Zigbee® communication connection, and/or
the like) with customer device 106, and/or the like, and/or communicating information
to customer device 106 via the network, the communication connection, and/or the
like. In some non-limiting embodiments or aspects, merchant system 108 may include
a computing device, such as a server, a group of servers, a client device, a group of

client devices, and/or other like devices. In some non-limiting embodiments or
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aspects, merchant system 108 may be associated with a merchant as described
herein. In some non-limiting embodiments or aspects, merchant system 108 may
include one or more client devices. For example, merchant sysiem 108 may include
a client device that allows a merchant to communicate information to transaction
service provider system 102. In some non-limiting embodiments or aspects, merchant
system 108 may include one or more devices, such as computers, compuier systems,
and/or peripheral devices capable of being used by a merchant to conduct a
transaction with a user. For example, merchant system 108 may include a POS device
and/or a POS system.

f0144]  Acquirer system 110 may include one or more devices capable of receiving
information from and/or communicating information to transaction service provider
system 102, issuer system 104, custorner device 106, and/or merchant system 108
via network 112. For exampile, acquirer system 110 may include a computing device,
a server, a group of servers, and/or the like. In some non-limiting embodiments or
aspects, acquirer system 110 may be associated with an acquirer as described herein.
{0145] Network 112 may include one or more wired and/or wireless networks. For
example, network 112 may include a cellular network (e.qg., a long-term evolution (LTE)
network, a third generation (3GQ) network, a fourth generation (4G) network, a code
division mulliple access (CDMA) network, and/or the like), a public land mobile
network (PLMN), a local area network {LAN), a wide area neiwork (WAN), a
metropolitan area network (MAN), a telephone network (e.g., the public switched
telephone network (PSTN)), a private network {e.g., a private network associated with
a transaction service provider), an ad hoc netwaork, an infranet, the Internet, a fiber
optic-based network, a cloud computing network, and/or the like, and/or a combination
of these or other types of networks.

{0148] The number and arrangement of systems, devices, and/or networks shown
in FIG. 1 are provided as an example. There may be additional systems, devices,
and/or networks; fewer systems, devices, and/or networks; different systems, devices,
and/or networks; and/or differently arranged systems, devices, and/or networks than
those shown in FIG. 1. Furthermore, two or more systems or devices shown in FIG.
1 may be implemented within a single system or device, or a single system or device
shown in FIG. 1 may be implemented as muitiple, distributed systems or devices.
Additionally or alternatively, a set of systems {e.g., one or more systems) or a set of

devices (s.¢g., one or more devices) of environment 100 may perform one or more
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functions described as being performed by another set of systems or another set of
devices of environment 100.

{0147] Referring now to FIG. 2, FIG. 2 is a diagram of example components of a
device 200. Device 200 may correspond o one or more devices of transaction service
provider system 102, one or more devices of issuer systermn 104, customer device 108,
one or more devices of merchant system 108, and/or one or more devices of acquirer
system 110. in some non-imiting embodiments or aspects, transaction service
provider system 102, issuer systern 104, customer device 108, merchant system 108§,
and/or acquirer systemn 110 may include at least one device 200 and/or at least one
component of device 200. As shown in FiG. 2, device 200 may include bus 202,
processor 204, memory 206, storage component 208, input component 210, ouiput
component 212, and communication interface 214.

i0148] Bus 202 may include a component that permils communication among the
components of device 200. In some non-limiting embodiments or aspects, processor
204 may be implemented in hardware, software, or a combination of hardware and
software. For example, processor 204 may include a processor (e.g., a central
processing unit (CPU), a graphics processing unit (GPU), an accelerated processing
unit (APU}, and/or the like), a microprocessor, a digital signal processor (D5SP), and/or
any processing component (e.g., a field-programmable gate array (FPGA), an
application-specific integrated circuit (ASIC), and/or the like), and/or the like, which
can be programmed to perform a function. Memaory 206 may include random access
memory (RAM), read-only memory (ROM), and/or another type of dynamic or static
storage device (e.q., flash memory, magnetic memory, optical memory, and/or the like)
that stores information and/or instructions for use by processor 204.

{0149] Storage component 208 may store information and/or software related to
the operation and use of device 200. For example, storage component 208 may
include a hard disk {8.g., a magnstic disk, an gptical disk, a magneto-optic disk, a solid
state disk, and/or the like), a compact disc {CD), a digital versatile disc {DVD), a floppy
disk, a cariridge, a magnetic tape, and/or another type of compuier-readable medium,
along with a corresponding drive.

{0150] Input component 210 may include a component that permits device 200 to
receive information, such as via user input (e.g., a touch screen display, a keyboard,
a keypad, a mouse, a bution, a swilch, a microphone, a camera, and/or the like).
Additionally or alternatively, input component 210 may include a sensor for sensing
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information {e.g., a global positioning system (GPS) component, an acceleromster, a
gyroscope, an actuator, and/or the like). OQuipui component 212 may include a
compenent that provides ocutput information from device 200 (e.g., a display, a
speaker, one or more light-emitling diodes (LEDs}, and/or the like).

{0151] Communication interface 214 may include a transceiver-like component
{(e.g., a transceiver, a receiver and transmitter that are separate, and/or the like) that
enables device 200 o communicale with other devices, such as via a wired
connection, a wirgless connection, or a combination of wired and wireless
connections.  Communication interface 214 may permit device 200 1o receive
information from another device and/or provide information o another device. For
example, communication interface 214 may include an Ethernet interface, an optical
interface, a coaxial interface, an infrared interface, a radio frequency (RF) interface, a
universal serial bus (USB) interface, a Wi-Fi® interface, a Bluetooth® interface, a
Zigbee® interface, a celiuviar network interface, and/or the like.

f0152] Device 200 may perform one or more processes described herein. Device
200 may perform these processes based on processor 204 executing software
instructions stored by a computer-readable medium, such as memory 206 and/or
storage component 208. A computer-readable medium {(e.g., a non-transitory
computer-readable medium) is defined herein as a non-transitory memory device. A
non-transitory memory device includes memory space located inside of a single
physical storage device or memory space spread across multiple physical storage
devices.

[0153] Software instructions may be read intc memory 206 and/or storage
compenent 208 from another computer-readable medium or from another device via
communication interface 214. When executed, software instructions stored in memory
206 and/or storage component 208 may cause processor 204 to perform one or more
processes described herein. Additionally or alternatively, hardwired circuitry may be
used in place of or in combination with software instructions to perform one or more
processes described herein. Thus, embodimenis or aspects described herein are not
limited to any specific combination of hardware circuitry and software.

{0154] The number and arrangement of components shown in FIG. 2 are provided
as an example. In some non-limiting embodiments or aspects, device 200 may include
additional components, fewer components, different components, or differently
arranged components than those shown in FiGG. 2. Additionally or alternatively, a set
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of components {e.g., one or more components) of device 200 may perform one or
more functions described as being performed by another set of components of device
200.

{0155] Qverview of PIN-Based Payments

{0158] Traditionally, PiN-based verification is reserved for use at ATMs, but with

the adoption of EMV (a.k.a. Chip-and-PIN} PIN-based verification is now widely used
for authentication for both ATM and point-of-sale (POS) transactions. When a
consumer enters their PIN on a POS device, PIN verification happens in one of two
ways: offline or online. If PIN verification occurs offling, the only parties involved are
the POS device and the chip card. The consumer-entered PIN is sent directly from the
PIN pad to the chip card, where the PIN is authenticated. In contrast, online-PiN
verification involves sending the PIN back for verification at the consumer bank that
issued that card. In countries with mature payment infrastructures {(e.g., USA), nearly
all PIN verifications are performed online. Offline PIN verification has not been adopted
in the USA due to the added complexities involved in synchronizing the offline PIN
held on the chip with the backend PiN used for online verification.

{0157] Referring now to FIG. 3, FIG. 3 is a diagram of a non-limiting embodiment
of a system 300 for PIN verification. As shown in FIG. 3, system 300 includes POS
device 302, POS terminal/pariner 304, payment gateway 306, merchant bank 308
{e.g., acquirer system and/or the like}, payment network 310 (e.g., a transaction
service provider system, efc.), and consumer bank 312 {e.g., issuer system and/or the
like). In online verification, after a PiN is entered on POS device 302, the PIN passes
through several intermediaries before the PIN reaches the appropriate consumer bank
312 {(e.g., POS terminal/partner 304, payment gateway 306, merchant bank 308, and
payment network 310). Merchants employ POS partners and payment gateways to
accept payments from cardholders across the globe. POS partner 304 enables a
merchant to manage heterogencus POS terminals manufactured by numerous
vendors. Payment gateway 306 enables a merchant to accept payments from
cardholders by contacting the merchant's bank 308. Merchant bank 308 enables
merchants 10 accept various card types by contacting the appropriate payment
network 310 {e.g., Visa, elc.). Payment network 310 performs authorization by
contacting consumer bank 312, which performs a final verification of the transaction.
{0158] Since a PiNis sensitive, confidentiality of the PIN as it passes through these
intermediaries 1o reach consumer bank 312 should be ensured. Unsurprisingly, PCI
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reguiations mandate that a PIN should never be exposed in the clear to any
intermediary party. Nalvely, one may assume that the POS terminal 304 encrypls the
PIN under a key shared with the consumer bank 312. However, as the POS partner
304 has no direct relationship with the consumer bank 312, there is no way for such a
key to be esiablished. Therefore, each neighboring participant must separately
establish a shared key, {e.g., the POS pariner 304 shares a key with the Payment
gateway 306, which in turn shares a different kay with merchant bank 308, which in
turn shares a different key with payment network 310, which in turn shares a different
key with consumer bank 312).

{01891 A further requirement made by PCl is that PiNs may only appear in the clear
inside secure hardware. This means that each intermediary needs to deploy HSMs {o
handle the PINs as the pins traverse the network. Keys are generated inside the HSMs
and shared with the neighboring party in a key ceremony process as described herein
in more detail in the Section titled "Key Management in Practice”, ensuring dual control
and split knowledge. However, such ceremonies are generally time consuming and
reguire strict processes o be followed. Subsequently, when an encrypted PIN passes
through an intermediary, the encrypted PIN is sent o the intermediary’s H3M 1o be
decrypted and re-encrypted under the shared key of the next hop. For example, in the
first hop {(POS device 302 io POS partner 304) PCl requires that a unigue key is used
for each transaction {e.q., using the Derived Unique Key Per Transaction {(DUKPT)
method). Following this first hop, in the majority of all subsequent hops, a static key is
used.

{01601  An Encrypted PIN Block (EPB) is constructed by first encoding the PIN and
then encrypting the encoded block. PIN block encoding can be performed in multiple
ways as defined in the IS0 9654-1 standard. For exampls, the 150 9654-1 standard
defines five different formats known as IS0 Formats 0, 1, 2, 3 and 4. Non-limiting
embodiments or aspects are described primarily with respect to Formats 0 and 3, but
are not limited thereto and any 150 Format may be used. ISC Format 4 is the most
recently defined, but is yet 1o see wide deployment. Formais 0 and 3 take as inpui the
PIN and the card number {PAN) and output an encoded block. A main difference
between these two formats is that Format O uses a fixed padding while Format 3 uses
a random padding. A more detailed description of an 1ISO PiN-block encoding scheme
400 is shown in FIG. 4.
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f0161]  After encoding, the PIN biock is encrypted using a block cipher to give the
final EPB 500 as depicted in FIG. 5. Formats 0 and 3 both oulput a 64-bit block which
can be encrypted using 3DES. 3DES is the predominant blockcipher in use by the
financial industry due to the difficullies presented by migrating large amounts of legacy
hardware to new methods. [SO Format 4 defines a 128-bit encoded block which would
insiead be encrypted by AES. As mentioned previously, this is vet [0 see wide
deployment.

j0162] Strawman Solutions

f0163] Traditional public-key cryptography based strawman soclutions fail to
achieve seamless deployment. In the interest of brevity, only a few salient strawman
solutions are discussed herein {o highlight that strawman solutions incur significant
deployment overheads.

[0164] A naive way to achieve PIN confidentiality is by encrypting the PIN against
a public key of the consumer bank 312, All parties involved in PIN-based transactions
simply forward the encrypted PIN to the consumer bank 312. The consumer bank 312
decrypts the PIN with the associated secret key and verifies the PIN to perform
authorization. To realize this paradigm, a POS device 302 must have reliable access
to the database of PANs and the corresponding consumer bank's public Keys. Storing
that database in POS devices 302 is not optimal because it incurs massive deployment
overheads. For example, there are 46 million merchants currently accepting Visa
cards. However, the POS device 302 can query a remotely hosted database server
managed by a payment network to fetch the consumer bank’s public key and encrypt
the PIN against that public key. This additional remote invocation increases
transaction latency and requires various intermediaries {o deploy the new changes.
Parties, such as, POS partners 304, payment gateways 306, merchant banks 308 and
paymeni networks 310, need {o deploy the new changes. Furthermore, the mapping
of a PAN number to the corresponding consumer bank’s public key is business
sensitive to the payment network 310, which may act as hindrance 1o a successiul
deployment.

{0165] An alternative for a POS device 302 is 1o read the consumer bank’s public
key from the chip card during a fransaction. Consumer banks 312 today provision chip
cards with a public key and a public/private key pair to support offline data
authentication and offline PIN verification. Offline PIN verification is discouraged and
consumer banks in the USA no ionger support this mode. Offiine data authentication
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is currently employed to support transit payments, which improves latency by
performing offine authorization. In this mode, the card proves ils authenticity by
signing a chalienge randomly chosen by a POS device 302 during the transaction. The
card returns the digital signature, certificate containing the card’'s public key, and the
certificate containing the consumer bank’s public key to the POS device 302. The POS
device 302 validates the certificale chain and verifies the digital signalure o proceed
with the payment. To ensure PIN privacy, the POS device 302 can encrypt against the
consumer bank's public key obtained in the process of authenticating the card.
However, this approach is backward incompatible and incurs large deployment
overheads. It requires re-issuance of cards because all chip cards in use are not
provisioned with the consumer banks' public keys because offline data authentication
is optional. Furthermore, it increases the cost of provisioning chip cards. This approach
is backward incompatible because not all US merchants support chip cards. For
example, gas stations in the US are vet to support chip cards. Re-issuance of magnetic
stripe cards is not an option because they are not designed to store additional public
key material.

{0166] Ancther alternative is encrypting the PIN against a payment network’s public
key. This seemingly simple solution is not deployable due to the following reasons.
First, it only eliminates the burden of HEM reliance on all intermediaries other than the
payment networks. Second, merchanmts lose routing flexibility of PIN-based
transactions. Merchants today dynamically route PiN-based transactions over their
preferred networks 1o minimize the processing fees. To that end, the above seemingly
natural strawman solutions incur significant changes to the payments ecosystem.
{01671 Proxy He-Encryption

f0168] Proxy Re-Encryption (PRE) schemes are Public-Key Encryption (PKE)

schemes enhanced by a re-encrypt operation. PRE enables pariies holding re-
encryption keys 1o transform ciphertexts encrypted under a user A’s public key 1o a
ciphertext under a different user B's public key. A bidirectional PRE scheme permils a
re-encryption key rka_pio be used to re-encrypt in either direction (e.g., from A o B,
or from B to A} as described by M. Blaze, G. Bleumer, and M. Sirauss, “Divertible
protocols and atomic proxy cryptography,” in Advances in Cryptology - EUROCRYPT
‘98, International Conference on the Theary and Application of Cryptographic
Techniques, Espoo, Finland, May 31 - June 4, 1998, Proceeding, ser. Leciure Noles
in Computer Science, K. Nyberg, Ed., vol. 1403. Springer, 1988, pp. 127-144.
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{Online]. Available: htips:/doi.org/10.1007/BFb0054122, {hereinafter Blaze ot al), the
entire contents of which is hereby incorporated in its entirety by reference. In contrast,
re-encryption keys generated by wnidirectional PRE schemes can only be used to re-
encrypt in one direction {e.g., from A io B, bul not from B to A) as described by G.
Ateniese, K. Fu, M. Green, and 3. Hohenberger, “improved proxy re-encryption
schemes with applications 1o secure distributed storage,” ACM Trans. Inf. Syst. Secur.,
vol. g, no. 1, Bp. 1-30, 2006. {Online]. Available:
htips//doi.org/10.1145/1127345.1127346, (hereinafter Ateniese e al), the entire
contents of which is hereby incorporated in its entirety by reference.
{01689] Some PRE schemes restrict how many re-encryptions ¢an be performed.
Schemes which only permit one re-encryption are called single hop, such as the
scheme propesed by Ateniese et al.. Multihop PRE schemes, such as described by
Blaze et al. and B. Canetti and 5. Hohenberger, “Chosen-cipheriexi secure proxy re-
encryption,” in Proceedings of the 2007 ACM Conference on Computer and
Communications Security, CCS 2007, Alexandria, Virginia, USA, October 28-31,
2007, P. Ning, S. D. C. di Vimercati, and P. F. Syverson, Eds. ACM, 2007, pp. 185~
194. [Online]. Available: htips:/doi.org/10.1145/1315245.1315269, (hereinafter
Canetli et al.), the entire contents of which is hereby incorporated in its entirety by
reference, do not restrict the number of re-encryptions.
{01701 A Public-Key Encryption scheme includes a tuple of algorithms (Setup, KG,
£, D) with the following interfaces:

Setup(1y) — pp : Setup on input securily parameter h oulpuls public

parameters pp.

KGlpp) — (pk, sk) : Key generation refurns a public and secret key pair
{pk, SK).

E{pk, my — ¢ Encryption on input public key and message oulpuls a
ciphertext.

D(sk, ¢y — mor L : Decryption on input a secret key and a ciphertext
outputs a plaintext message or error symbol.

{0171] A PRE scheme may be defined as a type of public key encryption scheme.
PRE schemaes satisfy the correctness properties for both a PKE scheme and for re-
encryption. A PRE scheme is a public-key encryption scheme with re-key generation
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{RKG) and re-encryplion {RE) functionalities. Re-encryption has the following
interface:
RE(rkiy, ©) — ¢ or L: on input a re-encryption key rki.; and a ciphertext
¢, RE outputs a transformed ciphertext ¢ or error symbol, 1.
f0172] Furthermore, bidirectional PRE schemes expose the f{ollowing re-key
generation interface:

RKG(sh;. pki, sk, pk) — ria-i 1 on input a source key pair (ski, pki) and
fgsfinaz‘im key pair (sk;, pky), RKG oulputs a re-encryption key
{0173}  In unidirectional schemes, RKG no longer takes the destination secret key,
skj, as input.
{0174] Since a PRE scheme is an extension of a PKE scheme, PRE schemes are
correct as PKE schemes. PKE correciness may be defined as follows:

For alf possible {pk, sk) generated by KG(pp), for all m, with probability
one it must hold that:

¢ = E{pk,m)

m = D{sk, c}.

A PRE scheme is {-hop correct i it is correct as a PKE scheme and for
all possible (pk; sk for 1 i€+ 1, for all ik for 1 iS¢, for all m,
with probabilily one it holds that:

cr = E(pki, m)

Cii= RE(rhonr c) 15isf

m = D{ske.1, Cot).

A PRE scheme is multi-hop correct if it is £-hop correct for all £ 2 1.

{01751 A securily game has two phases: selup and attack. The setup phase
generates key pairs for all participants and splits the key pairs into sets of honest and
corrupt participants. The atlack phase gives the adversary access o the PRE scheme
and a challenge oracle.

[0178] Before giving a security definition, the notion of derived ciphertexis, which
are used io avoid trivial wins in the security experiment, are introduced herein. A
definition of derived ciphertext according to non-limiting embodimenis or aspects
differs from that of Canetli et al. in that a case in which the re-encryption oracles are
deterministic is explicitly targeted.

{01771 Derived Ciphertexis may be defined as follows:
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Let Oreli, §, ¢ and Orxalf, §} represent the re-encryption and re-key
generation oracles exposed to an adversary against a PRE scheme. A
ciphertext tuple (i, ¢} is a derivalive of ancther ciphertext tuple (i*, o if
one of the following holds:

1}, ¢ = (i", ¢ {self or reflexive derivation),

2)if{i, ¢} is a derivative of (F, ¢, where (I, ¢') is a derivalive
of (i*, ¢ {transitive derivation),

3} if ¢ = Crel(i”, i, ¢ {oracle derivation), or

4} if the adversary queries Oaxa{i”, I} Io get a re-encryplion
key from i* to i, rkr—i, and ¢ = RE{rki—;, ¢ (external
derivation).

f0178] Two Re-Key Generation oracles may be defined, one for unidirectional

schemes and the other for bidirectional schemes. The unidirectional oracle disallows

re-key generation if the adversary altempts o generate a key from an honest o a

corrupt party. However, for bidirectional schemes rk..; equals k., hence for those

schemes only queries where either both parties are honest or both are corrupt are

permitted.

{01791 PRE HRA-CCA Security may be defined as follows:
Let A be a securily parameler, A an adversary and PRE = (Sefup, KG,
E, B, RKG, RE) be a PRE scheme. The honest re-encryption attack
securily game is played in iwo phases:

Setup: Aun PRE.Setup and give the generated public parameters o A.

Let n represent the total number of keys decided by A. Generate
n keypairs {(pk;, sky PRE.KG, and divide the indices of the
keypairs among the sets H and C, representing the honest and
corrupt users, respectively. For all i € H give the adversary pk,
and for all i € C give the adversary (pki. skj).

Attack: For all i, j s n, i # j, compute the re-encryption key rk—; using

PRE.RKG. Let D" denote the set of ciphertexts which are derived
from the oulput of the challenge oracle Qcnay; D =0 before the
chaflenge oracle is queried. Similarly, let D denote the set of
ciphertexis which are derived from any encryption oracle oulput.
The adversary A is given access to the oracles 600 as defined in
FIG. 6. Al the end of the aftack phase the adversary oulpuls a
guess b and wins if b= b,

The scheme PRE is (i, €)-secure if for all adversaries A running in time
titholdsthat P b = bl -V s €.

{0188] Private Proxy Authentication
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f0181] A Private Proxy Authentication (PPA) scheme is used 1o securely send
authentication data from a sender (o a receiver through a set of proxies. In the context
of payments, the authentication data is the cardholders PIN and related data. The
sender is the cardholder/POS terminal 304, which passes encrypted data onio a series
of intermediaries {e.g., proxies) spanning the payment network {e.g., payment
gateway 304, merchant bank 308, etc.} and eventually the receiver is the cardholder’s
consumer bank 312,
f0182] A PPA scheme includes six algorithms (Selup, KG, Send, Verify[A; a#],
Enroli, Relay). The Setup function initializes the parameters of the scheme. Key
management is performed through the functions KG and Enroll. The KG function is
run by each participant to generate a keypair. Enroll is used to generate the rekeys
from one party to another.
{0183] [Each Proxy maintains a set of rekeys that proxy shares with each of ils
neighbors. Key management is described herein in further detail in the Section titled
“Generic PPA Construction”. The Send and Relay functions are run by the sender and
proxies respectively {0 generate the ciphertext for the next hop in the routed payment
transaction. A receiver uses the Verily function o check whether the packet (a, ¢) is
authentic. This function utilizes the underlying plainiext authentication predicate A 1o
perform this check. The predicale takes as input the associated data g, plaintext
message m and a secret authentication key ak and outpuis 0 or 1 depending on
whether authentication succeeds or not. In the payments setling A defines the
underlying PIN verification method (&.g., IBM3624, elc.). The formal definition for a
PPA scheme and its associated correciness is given below.
{0184] A PPA scheme for a message space M, associated data space D and
underlying authentication predicate A, is a tuple of algorithms PPAJA] = (Setup, KG,
Send, Verify[A; ak], Erroll, Relay), and may be defined as follows:

Setup(1Y) — pp: Setup On input security parameter A outputs the public

parameters pp.

KG{pp) — {pk, sk): Key Generation refurns a public and secrst key pair
{pk, sk},

Send{pk, a, m) — ¢ Send on input public key pk, associated data a and
a message m oulputs a cipherfext ¢.

VerifylA; akj(sk, a, ¢} — /1 or L Verfy on input a secret key sk,
associated data a and ciphertext ¢ outputs a bit O or 1, or the error
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symbol 1.

Enroll{{pk;, sk), pk) — rk..; : Unidirectional Enroll takes as input source
keys (pk; sk and destination public key pki, and oulpuls a rekey
K -

Enroll{{pki, sk, (pk, sk)) — rko;: Bidirectional Enroll takes as input
source keys (pki, sk} and destination keys (pk;, skj), and outputs
a rekey rki.j.

Relay(R, a, ¢} — ¢': Relay fakes as input associated data a, a ciphertext
¢ and a set of rekeys R and oulputs a transformed ciphertext ¢ or
error symbol.,

f0185] A PPAis I-hop correct with respect 1o a message space M, associated data
space D and underlying plaintext authentication predicate A, if the following properties
hold:

1) Correctness of authentication: For aff (pk, sk) generated by PPAKG
and for all ak, a, m where Alak, a, m) = b it holds that:
PPA VerifylA; akl(sk, PPA.Send(pk, a, m})) = b;

2) £-hop correctness of relay: for all possible (pk;, sk for1sis?+ 1, for
all Rifor 1 2ig{ for alf ak, a, m where Alak, a, m} = b, it holds that:
¢ = PPASend{pfy, & m)
1= PPARelayla, ¢, B) 1s3is/
b= PPAVerifylA; aki(ska, a, cra1) .
{0188] A PPA scheme is multi-hop correct if itis f-hop correctfor ali 2= 1.
{0187 A primary purpose of a PPA scheme is to perform authentication based on
the underlying predicate A in a confidential manner. In praclice, altacks against a PPA
scheme are either performed by direct injection of plaintext {(e.q., through a payment
terminal} or by injecting encrypted messages inio the network. Within the context of
authentication, due to the limited message space of PiNs (10%), an attacker’s best
strategy is simple brute-force, entering sach PIN in turn at a POS device 302.
Mitigations against this restrict the number of retries permitted. Non-limiting
embodiments or aspects are directed to determining whether PPA schemes can
maintain confidentiality in the presence of powerful attackers.
{0188] A confidentiality nolion may be defined as follows. In the security
experiment, the adversary is provided with all public keys instead of just those
associated with the initial sender (2.g., POS terminal/partner 304). Any participant now
has the possibility to be a sender. This makes the model more general than the
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standard paymenis setting where only the public keys of the initial sender {(e.g., POS
terminals 304) are used for encryption and all other keypairs are only relevant for
generating rekeys. This choice results in a stronger security model and, therefore,
better security guarantees. The security definition also relies on the notion of derived
ciphertexts, which can be easily extended from that defined for the PRE seiting for
Derived Ciphertexts as described herein.

{0188] Referring now to FIG. 7, which shows PPA-HRCCA game oracles 700, for
PPA Security Against Chosen-Ciphertext Attacks, tet A be a securily parameter, A an
adversary, and PPAJA] = (Selup, KG, Send, Verify[A; ak], Enroll, Relay} a PPA scheme
with underlying authentication predicate A. The securily game is played in two phases
as follows:

Seiup: Run PPA Setup(1%) and give public paramelers generated to A.
n represents the fotal number of keys decided by the Adversary.
Generale n new keypairs (pk, sk — PPAKG, divide the indices of the
keypairs among the sets H and C (honest and corrupt, respectively), for
all i € H give the adversary pki, and for all i € C give the adversary (pk,
sk)).

Attack: Foralli, j< n, i #}, compule the rekeys rk...;jusing PPA . Enroll and
populate the rekey sets for each pariicipant B = {rki.; 1 Vj}. A s permitied
access to the following oracles:

Enroil: .
Okttt Pk, pi) = i fieH jeC
Unidirectional ki otherwise .

Cenoll (P, DK} = 1 HlipeHorfiggC
Bidirectional rki;  otherwise .

Challenge (one-time), Ocnan(pki, a, mg, my} if i & H oulput L, otherwise
sample a bit b f {0, 1} uniformly at random, return challenge ciphertext
c* = PPA.Send(pk, a, my).

Relay, ORelay(pk, a, ¢), if i € H, a specifies j ¢ C and (pk;, a, ¢} is a
derivative of the challenge then return 1, Else return PPA.Relay(R;, a, ¢)
Verily, OVerify(ply, a, ¢, if (0k;, a. ©) is a derivative of the challenge then
return L, Else return PPA Verify[A, akl(sk;, a, ¢

At the end of the challenge phase the adversary A oulputs a guess &
and wins if 5= b.

The scheme PPA is (t, €)-secure if for all adversaries A running infime t
itholds that B[b = bl —Yel 2 €.

{01801 Generic PPA Construction
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f0191] A PPA scheme PPAa = (Setup, KG, Envoll, Send, Verify, Relay) may be
constructed from any mulii-hop PRE scheme. In addition to the PRE = (Setup, KG,
RKG, E, D, RE) scheme there are two further building blocks. A plaintext
authentication predicate A (e.g., PIN verification, such as 1BM3624, and/or the like,
etc.) takes as input an authentication key ak, some asscociated data a and a message
m, and outputs a bit b which says whether authentication is successful or not. A lookup
function L takes as input some associated data a and a set of re-encryption keys R
and oulputs a single re-encryplion key rk (the set A is defined to be the setf of ali re-
encryption keys output by PPA.Enroli for which the source is /). Nole that in practice
for payments, each intermediary transiates between muliiple different parties and,
therefore, uses the associaled dala a to determine the routing (and corresponding re-
encryption key) for the next hop.

[0182] FIG. 8 shows a formal PPA construction 800 from PRE, which is described
in more detail herein with direct relation to how it fits within the payments context based
on two phases: a setup phase, which generates keys for all the parties, and an onling
phase, which uses those keys to protect the PIN on its journay from the POS terminal
to the consumer bank.

f0183] Initial setup of the PPA scheme is performed by initializing the PRE scheme
(PRE.Setup) and the key ak of the authentication predicale A% Once the system is
initialized, the first phase is o perform Key setup. Any entity calling PPAKG runs
PRE.KG. Similarly, when generating the re-encryption keys, PRE.Enroll is directly run.
Differences in key-management processes belween the traditional approach,
unidirectional PPA, and bidirectional PPA are further described herein below in this
Section titled "Generic PPA Construction™.

{0184] The online phase includes running the functions PPA.Send, PPA Relay, and
PPA . Verily. PPASend is run by the initial payment terminal 304 capliuring the PIN,
PPA.Relay is run by each of the intermediaries as the encrypted PIN block is sent
through the network, and PPA Verily is run by the consumer bank 312 performing the
final verification. PPA.Send is constructed by simply calling the PRE encryption
function PRE.E. The relay call is constructed first by calling the lookup function L to
determine the correct reencryption key o use and making the appropriate call to
PRE.RE. Finally, PPAVerify calls the PRE decrypt function PRE.D and provides the
ouiput of the PRE decrypt function PRE.D to the authentication predicale A to
determine the final output bit &.
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f0195]  An efficient PRE construction, which is used to directly instantiate PPA, is
described in more detall herein in the Section titled “An Efficient PPA Construction”.
This construction uses a hybrid approach which makes the encrypted PIN biocks
backward compatible with existing infrastructure.
{0188] A security analysis of a PPA scheme may be configured according to the
following theorem and proof:
Theorem. Given a ({, €)-secure PRE scheme, the construction defined
in FIG. 8is a (i, €")-secure PPA scheme, where €’ < €.

Proof. Assume there exists an adversary A attacking the PPA-CCA
security of PPA. Use A fo construct a new adversary B attacking the
PRE-CCA security of PRE. B uses its oracies o provide simulations of
A’s oracles.

The security game is started by the Setup phase. Run the setup
procedure for B's PRE-CCA experiment, refurning the honest public
keys and corrupt key pairs received to A. Additionally, generate the key
ak for the plaintext authentication predicate A. Next run the
attack/challenge phase. Whenever A makes oracle calls Osnon oF Ochan
simulate these by making calls to B's oracles Orka or Ocray, respectivaly.
When A makes a Oreny(phk;, a, ¢) cal, first examine a to determine pk;
and then call Ore(pki, pky, @, ). When A makes the oracle call Overy, use
B’s Op oracle to perform decryplion then calculate and return the result
of the authentication predicate A using ak.

When A terminates and oulpuls its guess b, B terminates and oufpuls

the same bit b. It is easy o see that if A wins then B also wins and thus

€'<e.
{01871  In a typical key management process for PIN translation keys, each pair of
neighboring parties establish a shared symmetric key. For example, when the
payment network 310 receives an encrypied PiN from a merchant bank 308, the
payment network 310 decrypts the encrypted PIN using the key shared with that
merchant bank 308 and encrypts the PIN with a key shared with the consumer bank
312 to which the encrypted PIN is sent. As all keys are held within HSMs, a strict key
ceremony process is followed 1o establish these shared keys. Note that there is no
direct online connection between neighboring parties’ HSMs which would facilitate an
on-fine key exchange. Instead, each party designates several employees as key
custodians. Twa parties that wish to establish a shared key do 50 in the following way.
For the purposes of this description, each party may have two custodians. First, one
of the parties (party A) generates a Key-Encryption Key (KEK) in their HSM. The two
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custodians at party A perform an export operation on the HSM so each custodian
receives an XOR-share of the key (k = ki & kz). The first custodian seals their XOR
share in a lamperproofl envelope and sends this to the corresponding custodian at
party B via a courier. Similarly, the second custodian sends their XOR-share via a
different courier 1o the corresponding custodian at party B. The custodians at party B
engage in an import operation on their HSM. Note that at no time has any one parly
had knowledge of the full plaintext key. This concept is known as spiit knowledge.
Once both parties have the same KEK loaded in their HSM, all subsequent keys can
be shared encrypted under this kKey (where key generation and encryption under the
KEK is performed inside the HSM). This is a strictly audited process and follows closely
the requirements mandated by PCL In particular, the process described above closely
follows Control Object 3, Requirement 8 of the PCI PIN Security Requirementis.
f0198] When considering the reality of Key management processes when
employing either a bidirectional or unidirectional scheme (note that for either scheme
type HSMs are used during the key setup phase as no secret keys should ever be
exposed in plaintext), once keys are setup only the final party that performs verification
uses an HSM. This greally reduces HSM counts at the intermediaries who now no
longer need to account for the large number of HSM calis for PIN transiation previously
performed during transactions. A crucial part of key management for PPA is how re-
encryption keys are generated. As a bidirectional scheme uses both secret keys in
order to compuie a re-encrypiion key, the bidirectional scheme uses a strictly
controlled process. In contrast, a unidirectional scheme only uses the source secret
key and destination public key. Sharing of the destination public key with the source
can be performed in a more relaxed {(but still strictly audited) manner.

{01891 With respect o the bidirectional PPA case, the final three hops in a basic
payment ecosystem: the merchani bank 308, the payment network 310, and the
consumer bank 312 may be considered. In the standard seiting, the payment network
310 generates all keys and distributes these to the merchant bank 308 and consumer
bank 312 using the process described herein previously. In the bidirectional PPA case,
whenever g new bank enrolls {(whether that be a merchant bank 308 or a consumer
bank 312), the trusted payment network key manager (based on an HSM) generates
a new key pair. The secret key is shared with the key manager of the enrolling bank.
Note that a consumer bank 312 uses the secret key 1o do the final decryption and a
merchant bank 308 uses the secret key 1o compute earlier re-encryption keys {(due fo
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the fact the scheme is bidirectional). The fraditional KEK-based approach to securely
share these secrel keys between parties may be used. In addition 1o generating and
sharing the new key pair at fime of enroliment, the key manager computes re-
encryption keys. If the new key pair is for a merchant bank 308, the key manager
generates a re-encryplion key towards each previously enrolled consumer bank 312
{and vice-versa for an enrolling consumer bank 312 from previously enrolled merchanti
banks 308). The re-encryption keys are given to the “untrusted” payment network
application (note the application maintain mn re-encryption keys, where m is the
number of merchant banks and nis the number of consumer banks).

{02001 Incontrast, the uni-directional PPA case is much simpler. Here, when a new
participant enrolls, their trusted key manager generates their own key pair. The key
manager shares the new public key with their preceding neighbors and additionaily
requests a public key from each of their succeeding neighbors. Each participant’s key
manager can generate re-encryplion Keys based on thelr own secret key and the
public keys of their following neighbors. These re-encryplion keys are used by their
own application during a fransaction. The application holds a re-encryption key
associated to each of its succeeding neighbaors. In this setling, as only public keys are
shared between participants, KEKs or split knowledge during key transfer need netbe
used, making the key managemeni processes much simpler.

{0201]  An Efficient PPA Construction

f0202] ElGamal encryption, as described by T. E. Gamal, "A public key

cryplosystem and a signature scheme based on discrete logarithms,” in Advances in
Cryptology, Proceedings of CRYPTO *84, Santa Barbara, California, USA, August 18-
22, 1884, Proceedings, ser. Lecture Notes in Computer Science, (G R. Blakley and D.
Chaumn, Eds., vol. 196, Springer, 1984, pp. 10-18. [Cnlinel. Available:
hitps://doi.org/10.1007/3-540-39568-7_2, the contents of which is hereby incorporated
by reference in its entirety, forms the basis for many PRE schemes. it also underlies
many well-known hybrid-encryption schemes, such as describad by R. Cramer and V.
Shoup, “A practical public key cryptosystem provably secure against adaptive chosen
ciphertext attack,” in Advances in Cryptology - CRYPTO 28, 18th Annual International
Cryptology Conference, Santa Barbara, California, USA, August 23-27, 1998,
Proceedings, ser. Lecture Notes in Computer Science, H. Krawczyk, Ed., vol. 1462,
Springer, 1898, pp. 13-25. [Online]. Available: hitps:/doi.org/10.1007/BFb0055717,
the contents of which is hereby incorporated by reference in its entirety. A hybrid-

55



WO 2020/146605 PCT/US2020/012896

encryption scheme is a construction which combines both public-key encryption and
symmetric key encryption. It is formed of a Key Encapsulation Mechanism (KEM),
used to share a randomly chosen key, and a Data Encapsulation Mechanism {DEM),
used to encrypt the data under this random key. A PRE construction according to non-
limiting embodiments or aspects may include a hybrid encryption scheme. The DEM
is used to encrypt the PIN under a random key protected by the KEM. When re-
encryption is performed, changes to the KEM may be made, but the DEM may remain
unchanged.

f0203] S. Myers and A. Shuli, “Efficient hybrid proxy re-encryption for practical
revocation and key rotation,” IACR Cryplology ePrint Archive, vol. 2017, p. 833, 2017.
{Online]. Available: hitp//eprint.iacr.org/2017/ 833, the contents of which is hereby
incorporated by reference in its entirely, describe constructions for hybrid proxy re-
encryption thal focus on use cases related to key rotation for cloud outsourced data
storage and access contrel. In this context key scraping attacks become a major
concern. Here, an adversary who previously had access 1o a file, or for a short time
has access to download a large number of KEMs, can decrypt the KEMs to retrieve
the random key used by the DEM. Following a key rotation and re-encryption, it is
assumed that the adversary should no longer have access 1o the plainiext. However,
in the traditional approach, re-encryption is only performed on the KEM, leaving the
DEM the same even after re-encryption. This means that an adversary who previously
obtained the random key from the KEM, is always be able to decrypt the data. in non-
limiting embodiments or aspects, re-encryption may be performed on the KEM, but
key scraping attacks are not a concern for two reasons. Firstly, the DEM only encrypts
a very short plaintext (PIN blocks are only 64 bits) so an adversary able to compromise
a KEM is able 1o easily compromise the DEM at the same time. In contrast, DEMs in
the outsourced daia setling are typically several Megabytes or Gigabytes. Secondly,
in the payments setting, ciphertexis do not need to be stored long-term as they are
onty relevant for a single transaction period.

f0204] Referring now to FIG. 9, which shows a Hybrid PRE construction 900, a
scheme according to non-limiting embodiments or aspecis may work over a group of
prime order ¢ with generator g and use a symmetric encryption scheme SE = (BEE,
SE.D). Key Generation selects a secrel key sk at random from Z7; and calculates the
public key pk = ¢°*. The consiruction may include a bi-directional PRE scheme so the
re-encryption key generation PRE.RKG uses both source and destination secret keys
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{sk; and skj). The re-encryption key is sk;/ sk;. Note that since the underlying symmetric
encryption schemes takes associated data a as input, the syntax of PRE is adapted
to include this input. The encryption algorithm PRE.E takes as input the associated
data a and message m. First, the KEM calculation is performed, which choses a
random exponent r and calculates ¢ = ¢ The symmetic key Kis calculated as the
hash of pk' = g, which is effectively an ephemeral-static Diffie-Hellman key. Next,
the DEM is calcutated by running SE.E on inputs a and m with the key K, fo obtain ¢z
The final output of PRE.E is {¢1, ¢o). Decryption follows the reverse procedurs. First,
decapsulation of ¢; is performed to obtain the symmetric key K. Here, the hash of ¢1%
= g% is taken, and using K SE.D can be called on a and ¢z to retrieve m. As
mentionad previously, the re-encryplion function PRE.RE only operates on the KEM
¢1. Re-encryption is performed by raising it to the re-encryption key ¢, As shown
in FIG. 9, the DEM is simply labelled as a symmetric encryption scheme SE. The actual
DEM implemented may be based on standard PIN Block encryption as described in
the Section titled "An Qverview of PIN-Based Payments” and shown in FIGS. 4 and 5,
which encodes the PIN based on SO 9564-1 and encrypts this PIN Block using 3DES
using the random key protected by the KEM, which means the DEM ensures the best
possible backwards compatibility with existing PIN verification calls.

{0205] Referring now o FIG. 10, FIG. 10 is a flowchart of non-limiting embodiments
or aspects of a process 1000 for securely fransmitting PINs and other sensitive data.
In some non-limiting embodiments or aspects, one or more of the steps of process
1000 are performed {e.g., completely, partially, elc.) by payment network 310 {e.q,,
one or more devices of payment network 310, elc.). In some non-limiting
embodiments or aspects, one or more of the steps of process 1000 are performed
{e.g., completely, partially, eic.) by ancther device or a group of devices separate from
or including payment network 310, such as POS partner 304 (e.g., one or more
devices of POS partner 304, elc.), payment gateway 306 {e.g., one or more davices
of payment gateway 306, eic.), merchant bank 308 (e.g., one or more devices of
merchant bank 308, eic.}, and/or consumer bank 312 (e.g., one or more devices of
consumer bank 312, etc.).

f0206] Asshown in FIG. 10, at step 1002, process 1000 includes generating a first
ciphertext including a first ciphertext value and a second ciphertext value. For
example, POS terminal/partner 304 may generate a first ciphertext including a first
ciphertext value and a second cipheriext value associated with a transaction. As an
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example, POS terminal/partner 304 may generate a first ciphertext associated with a
transaction. In such an example, a first ciphertext may include (i) a first ciphertext
value associated with a randomly selected key (1}, the first ciphertext value encrypted
based on the randomly selected key (r) and a generator value {g}; and (ii) a second
ciphertext value associated with a first public key {pka) of a first pair of keys comprising
a first public key (pki) and a first secret key {ski), the first public key {pk+) generated
based on the first secret key (ski} and the generator value (g), the second cipheriext
value encrypted based on transaction data associated with the transaction and a
symmetric key (K) generated based on the first public key (pki) and the randomiy
selected key (1}

f0207] In some non-limiling embodiments or aspects, an intermediary server
franslates between multiple different parties by decrypling the second ciphertext value
and using a portion of the fransaction data to determine routing and a corresponding
re-encryption key for a subseguent communication.

{0208] In some non-limiting embodiments or aspects, transaction data includes at
ieast one of a mobile personal identification number (PIN), a card verification number,
or a card number associated therewith.

f0208] In some non-limiting embodiments or aspects, the second cipheriext value
is used to encrypt a personal identification number (PIN) under the randomly selected
key (r) protected by the first ciphertext value, and a re-encryplion generates a new
ciphertext value while the second ciphertext value is unchanged.

{0210] As shown in FIG. 10, at step 1004, process 1000 includes communicating
a first ciphertext. For example, POS terminal/pariner 304 may communicate a first
ciphertext to payment gateway 306. As an example, POS terminai/partner 304 may
communicate the first ciphertext to at least one payment gateway 306.

{02111  As shown in FIG. 10, at step 1006, process 1000 includes re-encrypting a
first ciphertext value. For example, payment gateway 306 may re-encrypt a first
ciphertext value. As an example, payment gateway 306 may re-encrypt the first
ciphertext value with a first re-encryption key to transform the first cipheriext value
encrypted under the first public key {(pki) 0 a re-encrypled first ciphertext value
encrypted under a second public key (pks) associated with the at least one payment
gateway 306.

[0212] As shown in FIG. 10, at step 1008, process 1000 includes communicating
a re-encrypted first ciphertext value and a second ciphertext value. For example,
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payment gateway 306 may communicate a re-encrypied first ciphertext value and a
second ciphertext value 1o merchant bank 308. As an example, paymeni gateway 306
may communicate the re-encrypted first ciphertext value and the second ciphertext to
at least one merchant bank 308.

{02131 As shown in FIG. 10, at step 1010, process 1000 includes re-encrypting a
re-encrypted first ciphertext value o a second re-encrypied first ciphertext value. For
example, merchant bank 308 may re-encrypt a re-encrypted first ciphertext value to a
second re-encrypted first ciphertext value. As an example, merchant bank 308 may
re-encrypt the re-encrypted first ciphertext value encrypted with a second re-
encryption key to transform the re-encrypted first ciphertext value encrypted under the
second public key (pke) of the at least one payment gateway 306 1o a second re-
encrypted first cipheriext value under a third public key (pks} of the al least one
merchant bank 308.

f0214] As shown in FIG. 10, at step 1012, process 1000 includes communicating
a second re-encrypted first ciphertext value and a second ciphertext.  For example,
merchant bank 308 may communicaie a second re-encrypied first ciphertext value and
a second ciphertext to payment network 310. As an example, merchant bank 308 may
communicate the second re-encrypted first cipheriext value and the second ciphertext
value 1o a payment network 310.

[0215] As shown in FIG. 10, at step 1014, process 1000 includes re-encrypting a
second re-encrypted first ciphertext value 1o a third re-encrypted first ciphertext value.
For example, payment network 310 may re-encrypt a second re-encrypted first
ciphertext value to a third re-encrypted first ciphertext value. As an example, payment
network 310 may re-encrypt the second re-encrypted first ciphertext value encrypted
with a third re-encryption key to transform the second re-encrypted first ciphertext
value encrypted under the third public key {pka) of the at least one merchant bank to
a third re-encrypted first ciphertext value under a fourth public key {pka) of the payment
network 310.

f0216]  As shown in FIG. 10, at step 1016, process 1000 includes communicating
a third re-encrypted first ciphertext value. For example, payment network 310 may
communicate a third re-encrypted first ciphertext value to consumer bank 312. As an
example, payment network 310 may communicate the third re-encrypted first
ciphertext value and the second ciphertexi value to al least one consumer bank 312.
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f0217]  As shown in FIG. 10, at step 1018, process 1000 includes determining a
symmetric key based on a third re-encrypted first ciphertext value and a secret Key.
For example, consumer bank 312 may determine a symmetric key based on a third
re-encrypted first ciphertext value and a secret key. As an example, consumer bank
312 may determine the symmelic key (K) based on the third re-encrypted first
ciphertext value and a secret key of the consumer bank 312.

f0218] As shown in FIG. 10, at step 1020, process 1000 includes decrypting a
second ciphertext value based on a symmetric key. For example, consumer bank 312
may decrypt a second ciphertext value based on a symmetric key. As an sxample,
consumer bank 312 may decrypt the second ciphertext value based on the symmetiic
key (K} to oblain the transaction data.

{0219] Referring now o FIGS. 11A-11C, FIGS. 11A-11C are flowcharts of non-
limiting embodiments or aspects of a process 1100 for securely transmiiting PINs and
other sensitive data. In some non-limiting embodiments or aspects, one or more of
the steps of process 1100 are performed (e.¢., completely, partially, elc.) by payment
network 310 {e.q., one or more devices of paymeni network 310, efc.). In some non-
limiting embodiments or aspects, one or more of the steps of process 1100 are
performed (2.g., completely, partially, elc.) by another device or a group of devices
separate from or including payment network 310, such as POS pariner 304 {e.g., one
or more devices of POS partner 304, eic.}, payment gateway 306 {e.g., one or more
devices of payment gateway 306, eic.), merchant bank 308 {e.g., one or more devices
of merchant bank 308, efc.), and/or consumer bank 312 (e.g., one or more devices of
consumer bank 312, etc.).

{02207 As shown in FIG. 11A, at step 1102, process 1100 includes generating a
first value (@) and a second value (g%). For example, payment network 310 may
generate a first value {a) and a second value (g?). As an example, payment network
310 may generate a first value (a) and a second value (g2}). in such an example, the
second value (g?) may be generated based on the first value (a} and a generator value
(9)-

{0221] In some non-limiting embodiments or aspects, the second value may be
generated as the generator value (g) raised to the power of the first value (a). For
sxample, the second value may be generated as foliows:

second value = g2
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f0222] As shown in FIG. 11A, at step 1104, process 1100 includes generating
random merchant number {mi). For example, payment network 310 may generate
random merchant number {mi). As an example, payment network 310 may generate
a random merchant number (mi} for each of a plurality of merchant banks 308. For
sxample, payment network 310 may generate a plurality of random merchant numbers
(m,....mk €G) for g respective plurality of merchant banks 308 (e.g., I = 1,...k, where
K is the number of merchant banks 1308).

[0223] Asshown in FIG. 11A, at step 1106, process 1100 includes delermining a
merchant product (M), For example, payment network 310 may determine a merchant
product {M). As an example, payment network 310 may determine a merchant product
(M) based on a product of the plurality of random merchant numbers {m) for the
respective plurality of merchant banks 308.

{0224] In some non-limiling embodiments or aspects, the merchant product (M)

may be determined as follows:

&
M= H my
i=1

f0225] As shown in FIG. 11A, at step 1108, process 1100 includes generating a
public key {pki} and a random key (rki). For example, payment network 310 may
generate a public key (pki) and a random key {rkj). As an example, payment network
310 may generate a public Key {pki) based on the second value (g%), the merchant
product (M), and the random merchant number (mi) and a random key (ki) based on
the merchant product (M) and the random merchant number {mi} for each respective
merchant bank of the plurality of merchant banks 308.

f0226] In some non-limiting embodiments or aspects, the public key {pk) may be
generaied as follows:

phi = gim
{02271 In some non-limiting embodiments or aspects, the random key (rki) may be

generated as follows:
M

{0228] Asshown in FIG. 11A, at step 1110, process 1100 includes communicating
a public key {(pki) and a random key (rk). For example, payment network 310 may
communicale a public key (pki} and a random key (rki) o merchant bank 308. As an
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example, payment network 310 may communicate the public key {pk) and the random
key (rki} to at least one respective merchant bank 308.

{02291 As shown in FIG. 11A, at step 1112, process 1100 includes generading
random payment gateway numbers (). For example, merchant bank 308 may
generate random payment gateway numbers (p). As an example, merchant bank 308
may generate a random payment gateway number {p) for each of a plurality of
payment gateways 306 (e.g., i = 1,...,k, where k is the number of payment gateways
1708).

f0230] As shown in FIG. 11A, at step 1114, process 1100 includes generating a
payment gateway public key and a payment gateway random key. For example,
merchant bank 308 may generate a payment gateway public key and a payment
gateway random key. As an example, merchant bank 308 may generate a payment
gateway public key based on the second value {¢g?), the merchant product (M}, and
the random payment gateway number (i) and a payment gateway random key based
on the random payment gateway number (pi) for each respective payment gateway of
the plurality of payment gateways 306.

{02311 In some non-limiting embodiments or aspects, the payment gateway public
key for each payment gateway 306 may be generated as follows:

Mp; Mp;

payment gateway public key = pk; ™ = (geMmiymi = gaM’p;
{0232] In some non-limiting embodiments or aspects, the payment gateway
random key for each payment gateway 306 may be generaied as follows:

payment gateway random key = i

i

{02331 As shown in FIG. 11A, at step 1116, process 1100 includes generating
terminal numbers (k). For example, merchant bank 308 may generate terminal
numbers {i}. As an example, merchant bank 308 may generate a plurality of terminal
numbers {4} for a respective plurality of point-of-sale (POS) terminals/pariners 304,
f0234] As shown in FIG. 114, at step 1118, process 1100 includes generating a
terminal public key and a terminal random key. For example, merchant bank 308 may
generale a terminal public key and a terminal random key. As an example, merchant
bank 308 may generaie a terminal public key based on the second value {g?), the
merchant product (M), the random payment gateway number {pi), and the terminal
number (i) and a terminal random key based on the random payment galeway number
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{p) and the terminal number {ti} for each respective POS terminal of the plurality of
POS terminals/pariners 304.
{0235] In some non-limiting embodiments or aspects, the terminal public key for
sach POS terminal/partner 304 may be generated as follows:

terminal public key = (payment gateway public key)" = aMpit;
{02381 In some non-limiting embodiments or aspects, the terminal random key for
each POS terminal/partner 304 may be generated as follows:
payment gateway random key _ 1

Ly ity

{02371 Asshown in FIG. 118, at step 1120, process 1100 includes communicating

terminal random key =

a terminal public key and a terminal random key. For example, merchant bank 308
may communicate a terminal public key and a terminal random key. As an example,
merchant bank 308 may communicate the terminal public key and the terminal random
key to at least one payment gateway 306.

f0238] Asshown in FIG. 118, at step 1122, process 1100 includes communicating
a terminal public key. For example, payment gateway 3086 may communicate a
terminal public key. As an example, payment gateway 306 may communicaie the
terminal public key to at least one POS terminal/pariner 304.

02391  As shown in FIG. 118, at step 1124, process 1100 includes generaling a
random number (r) for a transaction message (im) associated with a transaction. For
example, POS terminal/partner 304 may generaie a random number (r) for a
transaction message {m) associaled with a transaction.

{0240] As shown in FIG. 11B, at step 1126, process 1100 includes generating a
first ciphertext including a first ciphertext value and a second ciphertext value. For
sxample, POS terminal/partner 304 may generate a first ciphertext including a first
ciphertext value and g second cipherlext value. As an example, POS terminal/partner
304 may generate a first ciphertext associated with the fransaction. In such an
example, a first ciphertext may include (i) a first ciphertext value associated with the
transaction message (m), the first cipheriext value encrypted based on the random
number (1}, a generalor value (g), and the fransaction message (m); and ii) a second
ciphertext value associated with the random number {r), the second ciphertext value
encrypted based on the random number (r) and the terminal public key.

{02411 In some non-limiting embodiments or aspects, the first cipheriext value may
be gensrated as follows:
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first ciphertext value =m- g"
{02421 In some non-limiting embodiments or aspects, the second ciphertext value
may be generated as follows:

second ciphertext value = (terminal public key)y = g®¥ v
f0243] Asshown in FIG. 11B, at step 1128, process 1100 includes communicaling
a first ciphertext. For example, POS terminal/partner 304 may communicate a first
ciphertext. As an example, POS terminal/partner 304 may communicate the first
ciphertext to the al least one payment galeway 306.
{0244] Asshown in FIG. 11B, af step 1130, process 1100 includes re-encrypting a
second ciphertext value. For example, payment gateway 306 may re-encrypt a
second ciphertext value. As an example, payment gateway 306 may re-encrypt the
second ciphertext value based on the terminal random key fo transform the second
ciphertext value o a re-encrypted second ciphertext value based on the second value
(g}, the merchant product (M), and the random number (r).
{0245] In some non-limiting embodiments or aspects, the second cipheriext value
may be re-encrypted as follows:

reencrypted second ciphertext value

= (second ciphertext value)terminl random key
— (galvlzpirp‘);ﬁ'l% — gaM’f-r

f0248] Asshown in FIG. 118, at step 1132, process 1100 includes communicating
a re-encrypted second ciphertext value and a first cipheriext value. For example,
payment galeway 306 may communicate a re-encrypted second cipheriext value and
a first ciphertext value. As an example, payment gateway 306 may communicate the
re-encrypted second ciphertext value and the first cipheriext value 1o the at least one
merchant bank 308.
{02471 Asshownin FIG. 118, at step 1134, process 1100 includes re-encrypting a
re-encrypted second ciphertext value to a second re-encrypted second ciphertext
value. For example, merchant bank 308 may re-encrypt a re-encrypted second
ciphertext value t¢ a second re-encrypied second ciphertext value. As an example,
merchant bank 308 may re-encrypt the re-encrypted second ciphertext value based
on the random key (rki} to transform the re-encrypted second ciphertext value 1o a
second re-encrypted second ciphertext value based on the second value {g8), the
merchant product (M), the merchant random number {m), and the random number {r).
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{0248] In some non-limiting embodiments or aspects, the re-encrypted second
ciphertext value may be re-encrypted as follows:

second reencrypted second ciphertext value
o x NS |
= (reencrypted second ciphertext value)™

my
2ok h 2t Ly
- (gal\/l r>1kl - (ger ’r'}M - gaMmi:

{02491 As shown in FIG. 11C, at step 1136, process 1100 includes communicating
a second re-encrypted second ciphertext value and a first ciphertext value. For
example, merchant bank 308 may communicale a second re-encrypied second
ciphertext value and a first ciphertext value. As an example, merchant bank 308 may
communicate the second re-encrypted second ciphertext value and the first ciphertext
value o payment network 310.

f0250]  As shown in FIG. 11C, at step 1138, process 1100 includes decrypting a
first ciphertext value based on a second re-encrypted second ciphertext value, a
merchant product (M) and a merchant random number (mi). For example, payment
network 310 may decrypt a first ciphertext value based on a second re-encrypted
second ciphertext value, a merchant product (M) and a merchant random number (mi).
As an example, payment network 310 may decrypt the first ciphertext value based on
the second re-encrypted second ciphertext value, the merchant product (M), the
merchant random number (ms), and the first ciphertext value.

{02511  In some non-limiting embodiments or aspects, payment network 310 may

fransform the second re-encrypted second ciphertext value as follows:
1
transformed value = (second reencrypted second ciphertext)mi
o (g ..... — gar
{02521 In some non-limiting embodiments or aspects, payment network 310 may

decrypt the first ciphertext value {0 form the message (m) as follows:

first ciphertext value m-g" wm-g'

m T T
{transformed value)a (g% )a

f0253] A securily analysis of a hybrid PRE scheme according o non-limiling
embodiments or aspects may be configured according to the foliowing definitions,
theorems and proofs. The domains of the inputs 1o all algorithms are not made explicit.

it is assumed that if an input is entered into an algorithm, then it is in the correct
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domain. fa b ¢, .. .) and b, ¢ .. .) are written interchangeably. Furthermore, for
an adversary A, defined is

{0254] A Key Encapsulation Mechanism (KEM) includes a tuple of algorithms (K&,
Encaps, Decaps) defined as follows:
KG — {pk, sk} : Key generation returns a public and secret key pair {pk,
sk)
Encaps(pki— ¢ : Encryplion on input the public key, oulpuls a ciphertext
andakeyk
Decaps(sk, ¢} — m or L : Decryption on input a secret key and a
ciphertext outpuls a key k or error symbaol.
{0255] KEM Correctness may be defines as follows:
For all {pk, sk) output by KG, with probability one it holds that
{c, k) = Encaps(pk)
k =Decaps(sk, C) .
{0256] Bi-directional KREMs may be defined, and the definition can be modified
easily to capiure uni-directional KREMs as well.
f0257] A Proxy Key Re-Encapsulation Mechanism (KREM) is a KEM with the

following added functionality:

RKG(sk;, phi, sk, pky) — ri; : ReKeyGen fakes as input source key pair
{ski, pky and destination key pair (sk;, pk) and oulpuls a re-
encapsulation key k.

Bekncaps{rki~; ., ©) — ¢ or l ! Rekncapsultion takes as input a re-
encapsulation key rki; and a ciphertext ¢ and oulpuls a
transformed ciphertext ¢ or error symbol.

{0258] A KREMscheme is I-hop correctifitis comrect as a KEM and for all possible

{(pf, ski forisis{+ 1, for alf rkiiq for 7 <7 < ¢, with probability one it holds that-

{1, K) = Encaps{pky)

cit = RekEncaps(rkion:, ¢ 1€/

k = Decaps(ske .1, Cret) .
{02591 A KREM scheme is multi-hop correct if it is L-hop correct for all £2 1.
02601 A DEMis correct if for all & cutput by KG and all messages m, it holds with
probability one that:
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Dik, Etk, m)y = m .
f0261] KEM CCA Advantage may be defined as follows:

Consider a KEM (KG, Encaps, Decaps), then the CCA advantage of an
adversary A is

A
Adv(A) = A(pk, ¢, k, Decapssk; pk, ¢, K, Decapssq) .

where (pk, sk} « KG, (¢, &} « Encaps{pk), k' is chosen uniformly from

afl strings of length K|, and & may not input ¢ to its Decapse oracle.
{0262 A Data Encapsulation Mechanism (DEM) includes a tuple of algorithms (K3,
E, D} defined as follows:

KG{pp) — k : Key generation refums a secret key k.

E{k, my — ¢ : Encryption on input a key and message, oulpuls a
ciphertext

Dk, ¢) — m or L : Decryption on input a secret key and a ciphertext
outpuls a message or error symbol,

j0263] A DEM CCA Advantage may be defined by considering g DEM (KG, &, D),

then the CCA advaniage of an adversary & is

A
Adv(A) = AE, Dk;$oEn L),

where k « KG, $(x) retums uniform strings of length 1, | always returns

L, and A may query its left oracle only once and may not use the output
of its left oracle as input to its right oracle.

{0264] A KRBEM CCA Advantage may be defined by considering a key re-
encapsulation mechanism KREM = (KG, Encaps, Decaps, RKG, Rekncaps). Lef A

be an adversary, and let A% denote an execution of the KREM CCA game defined
below with b set to i. Then &’s KREM CCA advantage is defined as

A
Advire(A) = A (Go; Gi) .

The KREM CCA security game Gi is played in two phases as follows:

Setup: Run the KREM setup and give the public parameters generated
to the adversary. The adversary returns n, H, and C, representing
the total number of parties, the set of honest parties, and corrupt
parties, respectively. Gengrate n keypairs (pki, sk with KG, and
divide the indices among the sets H and C. For all i € H give the
adversary pk; and for ail i € C give the adversary {pki, skj.

Attack: Foralli, j < n, i# j, compute the re-encryption key rki.; using RKG.
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We let D" denole the set of cipheriexts which are derived from the
challenge ciphertext (see below); D" = @ before the challenge
oracle is queried. Similarly, we let D denole the set of ciphertexts
which are derived from any encapsulation oracle outpul. The
adversary A is given access o the oracles as specified KREM
CCA Game Oracles 1200 shown in FIG. 12A, where A may query
Cenan @l most once, and b = 1.

{0285] The following thecrem follows from a straightforward hybrid argument:

Theorem. Combining a CCA KREM with a CCA DEM resulis in a CCA
PRE scheme, i.e. we can construct adversaries B and C such that

Adveas(A) s Adviaem(B) + Advpen(C) .

The oracle Diffie-Hellman {ODH) assumption is relied on in the random
gracie.

f0268] An ODH-RO Advantage, which is an adversary A’s advaniage in playing the
ODH-RO game, is

A
AF(), g9 g% Fg™ B FC), g9 g% WL R

where F is a random oracle, u, v, W are chosen uniformly at random,
and FAX) = F(XY.

Theorem. Lel A be a KREM CCA adversary against the Hybrid PRE
construction presented in Figure 8, then we construct an ODH-
RO adversary B such that

Advirenm{A) £ Advoprao(B)

Proof. We construct CDH-RO adversary B as follows.

1) B is given ¢¥, ¢, W, Fy, where W is either Hg“) or chosen uniformiy

at random.
2) B runs A and the setup procedure for the KREM CCA game as
follows. A gives B iwo disjoint subsets of {1, ... .1, Hand C,

representing the honest and corrupt users, respectively. For i €
C, B generates independent keys {pki, ski) using KREM.KG. For
i € H, B generates uniform random values n. The adversary B
gives A pki= g for i € H, and {(pk;, sk) forie C.

3) B initiates A’s aftack phase, and responds to A oracle gueries as
specified in simulated oracles 1250 shown in FIG. 12B.

{0267] It can be shown that the standard PIN block encryption scheme is a secure
DEM. These constructions are very related to the Encode-then-Encipher paradigm
formalized by M. Bellare and P. Rogaway, “Encode-then-encipher encryption: How o
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exploit nonces or redundancy in plaintexis for efficient cryptography,” in Advances in
Cryptology - ASIACRYPT 2000, 6th International Conference on the Theory and
Application of Cryptology and information Security, Kyoto, Japan, December 3-7,
2000, Proceedings, ser. Lecture Notes in Computer Science, T. Okamoio, Ed., vol.
1976. Springer, 2000, pp. 317-330. {Online]. Available: hittps //doi.org/10.1007/3-540-
44443-3_24, (hereinafter Bellare et al.) the contenis of which is hereby incorporated
by reference in its entirety. Two main differences are that: 1) additional associated
data is considered, and 2) due to the use of hybrid encryption, only one-time use of
the key/cipher need be considered. An effect of this last point is that the collision
resistance of the encoding scheme no longer need be considered since there is only
ever be one encrypt call for each DEM key. EPB’s SE as defined in FIG. 5 as a secure
DEM can be proven by extension of the results of Bellare et al.

[0268] A PPA scheme may be implemented using Java. For example, a NIST P-
256 curve (a.k.a. secp256r1) with the parameters recommended by the standard may
be used. This curve provides approximately 128-bits of security. The Bouncy Castle
Crypto APls may be used for its elliptic curve implementations. In such an example,
all parties involved in PIN-based transactions may interact in the following order: POS
application invokes PPA.Send method and sends the encrypted PIN to a payment
gateway, paymeni gateway then invokes PPARelay method and sends the re-
encrypted PiN to the merchant bank, merchant bank forwards the message o a
payment network, payment network invokes PPA.Relay method and sends the re-
encrypted PIN to the consumer bank for authorization. Finally, the consumer bank
invokes PPA Verify method to authorize the transaction. Each intermediary deploys
PPA.Relay method in their own environment and interact with the consumer bank
using 1ISO 8583 messagss.

f0269] Both inlermediary and the consumer bank applications may be run on a
single machine. A prototype payment gateway service may be implemented as a web
application accessed over HTTPS. All requests from the POS application are first
handied by this web application and invoke the merchant bank web application running
on a different port in the same machine. The merchani bank web application sends
the request o the consumer bank web application via payment network web
application. Dropwizard may be used to implement all prototype web applications. All
web applications excluding the consumer bank web application may need to efficiently
manage re-encryption keys to invoke PPA Helay method. LevelDb may be used to
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store all the re-encryption keys and load the stored re-encryption keys in the memory
during the web application startup.

[0270] Example Key Setup

f0271] Relerring now to FIG. 13, FIG. 13 is a diagram of an overview of a non-

limiting embodiment or aspect of an implementation 1300 relating o a process for
securely fransmitting PINs and other sensitive data. As shown in FIG. 13,
implementation 1300 includes POS partnerfterminal 1304, payment gateway 1306,
merchant bank 1308, payment network 1310, and consumer bank 1312, In some non-
limiting embodiments or aspects, POS partner/terminal 1304 can be the same or
similar to POS partner/terminal 304. In some non-limiting embodiments or aspects,
payment gateway 1306 can be the same or similar to payment gateway 306. In some
non-iimiting embodiments or aspects, merchant bank 1308 can be the same or similar
to merchant bank 308, In some non-limiting embodiments or aspects, payment
network 1310 can be the same or similar to payment network 310. In some non-limiting
embodiments or aspects, consumer bank 1312 can be the same or similar 1o
consumer bank 312.

{02721  As shown by reference number 1320 in FIG. 13, POS partner/terminal 1304
may generate a POS partner key pair (Dkeos, Skoos) comprising a POS pariner public
key (phoos) and a POS pariner secret key (skoos} using the key generation function
PRE.KG{pp), the POS pariner key pair {Dkpos, Skpos) being associated with POS
partner 1304. In some non-limiting embodiments or aspects, POS partner/terminal
1304 comprises at least one of the following: a point-of-sale terminal, a server
computer associated with a merchamt or acquirer system, a server computer
associated with a point-of-sale service provider, or any combination thereof.

{02731 As shown by reference number 1322 in FIG. 18, merchant bank 1308
generates a merchant bank key pair (Dkmb, skmb) comprising a merchant bank public
key (pkmo) and a merchant bank secret key (skm) using the key generation function
PRE.KG{pp), the merchant bank key pair (pkmo, Skmb} being associated with merchant
bank 1308.

{0274] As shown by reference number 1324 in FIG. 13, payment gateway 1306
receives the merchant bank public key {pkmpn} from merchant bank 1308, For example,
merchant bank 1308 communicates the merchant bank public key (pkms) to payment
gateway 1306.
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f0275] As shown by reference number 1326 in FIG. 13, payment gateway 1306
stores the merchant bank public keys {(pkms', ..., pimo"} from merchant bank 1308.
[0278]  As shown by reference number 1328 in FIG. 13, POS partner/terminal 1304
receives the merchant bank public key {pkme}. For example, POS pariner/terminal
1304 retrisves the merchant bank public keys (phmb!, ..., pkne®) from payment gateway
1306. As an example, payment gateway 1306 communicates the merchant bank
public keys (pkmo!, ..., pkmo"} t0 POS partner/terminal 1304,

{02777  As shown by reference number 1330 in FIG. 13, POS partner/terminal 1304
generales a re-encryption key (ripos--mo) based on the POS pariner secret key {Skpos)
using the rekey generation function PRE.RKG{{pkpos, Skoos), (Pkms)). For example,
POS pariner/terminal 1304 generaies re-encryption keys {rkpos-ms?, ..., oos-mo")
corresponding to the merchant bank public keys (pkmo!, ..., pkms") using the POS
pariner secret Key (shpos). |t is noted that for a unidirectional PRE scheme, PRE.RKG
does not take the destination secret key {(2.g., the merchant bank secret key shms) as
input, but for a bidirectional PRE scheme, PRE.RKG takes the destination secret key
as input.

f0278] As shown by reference number 1332 in FIG. 13, POS partner/terminal 1304
communicates the re-encryption key {(rkpes-mb) 10 payment gateway 1308. For
example, POS pariner/terminal 1304 publishes the re-encryption keys (roos->mo!, ...,
roos-mo™) 10 payment gateway 1306. As an example, payment gateway 1306 receives
the re-encryption Keys (rfpos-mb’, ..., rkpos=mn") from POS partner/terminal 1304.
{0279] As shown by reference number 1334 in FIG. 13, payment gateway 1306
stores the re-encryption keys {(fkess>mb’, ..., MKoos>mb").

{02801 As shown by reference number 1336 in FIG. 13, consumer bank 1312
generates a consumer bank key pair {(pheo, skoo} comprising a consumer bank public
key (pkeb) and a consumer bank secret key {skew) using the Key generation function
PRE.KG{pp), the consumer bank key pair (pkeo, ko) being associated with consumer
bank 1312

f0281]  As shown by reference number 1338 in FIG. 13, payment network 1310
receives the consumer bank public key (pkeo) from consumer bank 1312, For example,
consumer bank 1312 communicates the consumer bank public key (pke) to payment
network 1310.

[0282] As shown by reference number 1340 in FIG. 13, payment network 1310
stores the consumer bank public keys (pkeo!, ..., pkw") from consumer bank 1312.
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f0283] As shown by reference number 1342 in FIG. 13, merchant bank 1308
receives the consumer bank public key (ko). For example, merchant bank 1308
retrieves the consumer bank public keys (pke!, ..., pha”) from payment network 1310.
As an exampie, payment network 1310 communicates the consumer bank public keys
{pheo!, ..., pkeo™) to merchant bank 1308.

[0284] As shown by reference number 1344 in FIG. 13, merchant bank 1308
generates a re-encryption key {rkmo--co) based on the merchant bank secret Key (skmp)
using the rekey generation function PRE.RKG{{pkmn, Skmb), {Dkeo)) . For example,
merchant bank 1308 generates re-encryption keys {fmbsob!, ..., Fhmboct?)
corresponding to the consumer bank public keys (pke, ..., pke) using the merchant
bank secret Key {shmp). 11 is noted that for a unidirectional PRE scheme, PRE.RKG
does not take the destination secret key {e.g., the consumer bank secret key skw) as
input, but for g bidirectional PRE scheme, PRE.RKG takes the destination secret key
as input.

f0283] As shown by reference number 1346 in FIG. 13, merchant bank 1308
communicates the re-encryption key (rkmo--cb) 10 payment network 1310, For example,
merchant bank 1308 publishes the re-encryption keys (o', ..., fEmbsco”) 0
payment network 1310, As an example, payment network 1310 receives the re-
encryplion keys (fimo-eo', ..., rKmb-cb") from merchant bank 1308.

{0286] As shown by reference number 1348 in FIG. 13, payment network 1310
stores the re-encryplion keys (rimo-seb’, ..., fmb-ct™).

{0287] Example Key Setup

{0288] Referring now to FIG. 14, FIG. 14 is a diagram of an overview of a non-

limiting embodiment or aspect of an implementation 1400 relating o a process for
secursly fransmitting PiINs and other sensitive data. As shown in FIG. 14,
implementation 1400 includes POS partnerierminal 1404, payment gateway 14086,
merchant bank 1408, payment network 1410, and consumer bank 1412, In some non-
limiting embodiments or aspects, POS pariner/terminal 1404 can be the same or
simitar to POS partner/terminal 304. In some non-limiting embodiments or aspecis,
payment galeway 1406 can be the same or similar to payment gateway 306. in some
non-iimiting embodiments or aspects, merchant bank 1408 can be the same or similar
to merchant bank 308. In some non-limiting embodiments or aspects, payment

network 1410 can be the same or similar to payment network 310. In some non-limiting
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embodiments or aspects, consumer bank 1412 can be the same or similar 1o
consumer bank 312,

{0289] As shown by reference number 1420 in FIG. 14, payment network 1410
generates a merchant bank key pair {pkms, skmp) comprising a merchant bank public
key {pkmb) and a merchant bank secret key (skmo) using the kKey generation function
PRE.KG{pp), the merchant bank key pair (pkmo, Skmb) being associated with merchant
bank 1308.

f0290] As shown by reference number 1422 in FIG. 14, payment network 1410
generales a consumer bank key pair (pheo, Skoo} comprising a consumer bank public
key (pkeo) and a consumer bank secret key {she) using the key generation function
PRE.KG(pp), the consumer bank key pair {pkes, skon) being associated with consumer
bank 1312.

[0291]  As shown by reference number 1424 in FIG. 14, payment network 1410
generates a re-encryption key {rkmo--co) based on the merchant bank secret Key (skmp)
and the consumer bank secret key (skow) using the rekey generation function
PRE.RKG{{pkun, skino), (Dkes, sken). For example, payment network 1410 generates
re-sncryplion keys (Fas-cn’, ..., faw-cs™) corresponding to the consumer bank public
keys {pkoot, ..., pkoo") using the merchant bank secret key (skme} and the consumer
bank secret key (skeo). ltis noted that for a bidirectional PRE scheme, PRE.RKG takes
the destination secret key (e.g., the consumer bank secret key sk} as input, but for a
unidirectional PRE scheme, PRE.RKG does not take the destination secret key as
input.

[0292]  As shown by reference number 1426 in FIG. 14, payment network 1410
stores the re-encryplion keys {(Mkmb-sco?, ..., Himb->co"}.

{02831 As shown by reference number 1428 in FIG. 14, merchant bank 1408
receives the merchant bank key pair {Dknb, Skmo) from payment network 1410, For
example, payment network 1410 communicates the merchant bank key pair {pkmy,
skmp) 1o merchant bank 1408.

f0294] As shown by reference number 1430 in FIG. 14, consumer bank 1412
receives the consumer bank key pailr (pke, Skeo) from payment network 1410, For
example, payment network 1416 communicates the consumer bank key pair {phes,
Skon) 1o consumer bank 1412,

[0285] As shown by reference number 1432 in FIG. 14, merchant bank 1408
generates a POS partner key pair (pkoos, Skpos) comprising a POS pariner public key
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{pkpos) and a POS partner secret key (Skpes) using the key generation function
PRE.KG{pp), the POS partner key pair {Dfpos, Sknos) being associaled with POS
partner 1404.

f0288] As shown by reference number 1434 in FiG. 14, merchart bank 1408
generates a re-encryption key {rkpes--mo} based on the POS partner secrat key {Shpos)
and the merchant bank secret key (skmb) using the rekey generation function
PRE.RKG{{phpos, sKoos), {(Dkmo, Skmp). For example, merchant bank 1408 generates
re-encryption keys (Foes-mb', ..., fpos-mo"} corresponding to the merchant bank public
keys (phmo', ..., phmo™) using the POS partner secret Key {skpos) and the merchant bank
secret Key (skmp}. 1t is noted that for a bidirectional PRE scheme, PRE.RKG takes the
destination secret key (e.g., the merchant bank secret key skme) as input, but for a
bidirectional PRE scheme, PRE.RKG does not take the destination secret key as
input.

{02871 As shown by reference number 1436 in FIG. 14, payment gateway 1406
receives the re-encryption keys (Hoos-ms', ..., rkpes>mo"}. For example, merchant bank
1408 communicates each re-encryption key (fpos-ms!, ..., pos-mp"} 10 payment
gateway 1406.

{02881  As shown by reference number 1438 in FIG. 14, POS pariner/ierminal 1404
receives the POS partner public key {phpes). For example, merchant bank 1408
communicates the POS partner public key {pkues) 1o POS partnerfterminal 1404,
f0299] Example PIN transiation

{0300] Referring now to FIG. 15, FIG. 15 is a diagram of an overview of a non-

limiting embodiment or aspect of an implementation 1500 relating to a process for
securely fransmitting PINs and other sensilive data. As shown in FIG. 15,
implementation 1500 includes POS partner/terminal 1504, payment gateway 15086,
merchant bank 1508, payment network 1510, and consumer bank 1512, In some non-
limiting embodiments or aspects, PCS partnerterminal 1504 can be the same or
similar to POS partner/terminal 304. In some non-limiting embodiments or aspecis,
payment galeway 1506 can be the same or similar to payment gateway 306. in some
non-limiting embodiments or aspects, merchant bank 1508 can be the same or similar
to merchant bank 308. In some non-limiting embodiments or aspects, payment
network 1510 can be the same or similar to payment network 310. In some non-limiting
embodiments or aspects, consumer bank 1512 can be the same or similar o
consumer bank 312.
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{0301}  As shown by reference number 1520 in FIG. 15, POS partner/terminal 1504
generales g session key (DUKPT) (e.g., a session secrel key ssi, efc.) using the
DUKPT method (e.g., DUKPT = KDF(MSK, Nonce), where KDF is a key derivation
function and MSK is a Master Session Key, elc.)

f0302]  As shown by reference number 1522 in FIG. 15, POS partner/terminal 1504
encrypis an authentication code {(e.g., a PIN, etc.) for a transaction using the triple-
DES algorithm TDES and the session key (DUKPT) 1o generate a PIN block (EPB)
{e.g., EPB = TDES(PIN, DUKPT), etc)

f0303] As shown by reference number 1524 in FIG. 15, POS partner/terminal 1504
encrypts the session key (DUKPT) based on the PCS pariner public key (pkoos) using
the function PRE.E(DUKPT, pioos) (2.¢., wraps the session secret key sse with the
POS partner public key {phoos) 10 generate DUKPT.  For example, PGS
parinerfterminal 1504 generales encrypted transaciion data {e.g., authorization
requast cryptogram (ARQQC), EPB, DUKPT) for a transaction, the encrypted
transaction data comprising: (i) an encrypied code (EPB) comprising an authentication
code (PIN) encrypted with a session key (DUKPT), and (ii) an encrypted session key
(DUKPT) comprising the session key (DUKPT) encrypted with the POS partner public
key {(pkpos) associated with POS partner/terminal 1504.

{0304]  As shown by reference number 1526 in FIG. 15, POS partnerfierminal 1504
communicates the encrypted transaction data {e.g., ABGC, EPB, DUKPT’} to payment
gateway 1508. For example, payment gateway 1506 receives, from POS
partnier/terminal 1504, the encrypled transaction data (ARQC, EPB, DUKPT} for the
transaction, the encrypted transaction data comprising: (i) the encrypted code (EPB)
comprising the authentication code (PIN) encrypted with the session key (BUKPT),
and {ii} the encrypted session key (DUKPT) comprising the session key (DUKPT)
encrypted with the POS pariner public key (pkoos) associated with POS
partnerfterminal 1504,

{0303} As shown by reference number 1528 in FIG. 15, payment gateway 1506
determines a re-encryption key (rkecs-mb) from the re-encryption keys {rkpos-me?, ...,
fknos-mo") based on the encrypted transaction data. For example, payment gateway
1506 determines the re-encryption key (rkoossmo) from the re-encryption keys {rkpos-
smb!, ..., rhoos--mo?) that corresponds with a merchant bank public key (pkms) of the
merchant bank public keys (pkan', ..., phinp?).
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{0308]  As shown by reference number 1530 in FIG. 15, payment gateway 1506 re-
encrypts the encrypted session key (DUKPT) with the re-encryption key {rkpos-»mb)
using the re-encryption function PRE.RE (e.g., DUKPT” = PRE.RE(DUKPT’, rios-»mb)
to generate g re-encrypled encrypted session key DUKPT”.

{03077 As shown by reference number 1532 in FIG. 15, payment gateway 1506
communicaies the re-encrypted encrypted session key (DUKPT”) to merchant bank
1508. For example, merchant bank 1508 may receive, from payment gateway 1506,
the encrypted transaction data {(e.g., ARQC, EPB, DUKFT") comprising: (i) an
encrypted code (EPB) comprising an authentication code (PIN) encrypted with a
session key (DUKPT), and (i) a re-encrypted encrypted session key (DUKPTT)
comprising an encrypted session key (DUKPT) encrypted with the re-encryption key
{rigos--mp), the encrypted session key (DUKPT') comprising the session key (DUKPT)
encrypted with the POS pariner public key (pkues) associaled with POS
parinerfterminal 1504.

{0308} As shown by reference number 1534 in FIG. 15, merchant bank 1508 may
decrypt the re-encrypted encrypted session key (DUKPT”) based on the merchant
bank secret key {sknp) using the function PRE.D. In some non-limiting embodiments
or aspects, merchant bank 1508 generales an authorization reguest message in
response fo verifying the authentication code (PIN) and communicates the
authorization request message to paymernt network 1510.

f0309]  As shown by reference number 1538 in FIG. 15, merchant bank 1508 may
generate and forward, 1o payment nelwork 1510, encrypted transaction dala (e.g.,
ARQC, EPB, BUKPT) for the transaction, the encrypted transaction data comprising:
{i} an encrypted code (EPB) comprising an authentication code {PIN) encrypted with
a session key (DUKPT), and (ii} an encrypted session key (DUKPT’) comprising the
session key (DUKPT) encrypted with the merchant bank public key {pkmo) associated
with merchant bank 1508. For example, payment network 1510 may receive the
encrypted transaction data (2.g., ARQC, EPB, DUKPT) for the transaction, the
encrypted transaction data comprising: (i) the+ encrypted code (EPB) comprising the
authentication code (PIN) encrypted with the session key (DUKPT), and (i) an
encrypted session Key {DUKPT') comprising the session key (BUKPT) encrypted with
the merchant bank public key {pkmno} associated with merchant bank 1508.

{03101  Asshown by reference number 1538 in FIG. 15, payment network 1510 may

determine a re-encryption key (rkme-co) from the re-encryption keys {rkmo-co!, ..., fmo-
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>t} based on the encrypted transaction data. For example, payment network 1510
determines the re-encryption key {rkmb-co) from the re-encryption keys {rkmosce!, ...,
rkmo--co™) that corresponds with a consumer bank public key (pkw) of the consumer
bank public keys {pkes’, ..., pheo").

{0311}  As shown by reference number 1540 in FIG. 15, payment network 1510 re-
encrypis the encrypted session key (DUKPT) with the re-encryplion key {rimb-sob)
using the re-encryption function PRE.RE (e.g., DUKPT” = PRE.BRE(DUKPT, rfmb->cb).
f0312]  As shown by reference number 1542 in FIG. 15, payment network 1510
communicates the re-encrypted encrypted session key (DUKPT”) to consumer bank
1512, For example, consumer bank 1512 may receive, from payment network 1510,
the encrypted transaction data {e.g., ARQC, EPB, DUKPT”} comprising: (i} an
sncrypied code (EPB) comprising an authentication code (PIN) encrypted with a
session key (DUKPT), and (i} a re-encrypted encrypied session key (DUKPT”)
comprising an encrypted session Key (DUKPT) encrypted with the re-encryption key
{rkmb->cb), the encrypted session key (DUKPT’) comprising the session key (DUKPT)
encrypted with the merchant bank public key (e.g., pkrs} associated with merchant
bank 1508.

{03131  As shown by reference number 1544 in FIG. 15, consumer bank 1512 may
decrypt the re-encrypled encrypted session key (DUKPT”) based on the consumer
bank secret key (skew) using the function PRE.D {e.g., BUKPT = PRE.D{DUKPT”, skw)
to get the session key (DUKPT) and decrypt the encrypted code (EPB) using the
session key (DUKPT) (e.g., PIN = TDES(DUKPT, EFB), etc.) to get the avthentication
code (PIN).

{0314] As shown by reference number 1546 in FIG. 15, consumer bank 1512 may
authorize (or deny) the tfransaction based on the authentication code (PIN).

[0315] Example Offling Consumer Bank

{0318] Referring now to FIG. 18, FIG. 16 is a diagram of an overview of a non-

limiting embodiment or aspect of an implementation 1600 relating to a process for
securely transmitling PiNs and other sensilive data. As shown in FIG. 16§,
implementation 1600 includes payment network 1610, consumer bark 1612, and
trusted hardware 1614, In some non-limiting embodiments or aspects, payment
network 1610 can be the same or similar to payment network 310. In some non-limiting
embodiments or aspects, consumer bank 1612 can be the same or similar o
consumer bank 312,
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{0317}  As shown by reference number 1620 in FIG. 16, consumer bank 1612 may
authorize payment network 1610 to provision the consumer bank secret key (sko) to
trusted hardware 1614 {e.g., Intel SGX hosted extended access point, efc.).

f0318]  As shown by reference number 1622 in FIG. 16, payment network 1610 re-
sncrypts the encrypted session key (DUKPT) for a transaction with the re-encryption
key (rkmbscb) using the re-encryplion function PRERE (e.q., DUKPT =
PRE.RE(DUKPT', rlmg->co).

f0318]  As shown by reference number 1624 in FIG. 16, payment network 1610
attempts to send the encrypted transaction data for the transaction fo consumer bank
1612 and detects that consumer bank 1612 is offline.

{03281 As shown by reference number 1626 in FIG. 16, payment network 1610
requests frusted hardware 1614 for authorization of the ransaction. For example,
payment nelwork 1610, in response o delermining that the consumer bank 1612 is
offiine, requests trusted hardware 1614 for authorization of the iransaction by
providing the encrypted transaction data {e.g., ARQC, EPB, DUKPT") to trusted
hardware 1614.

{0321}  As shown by reference number 1628 in FIG. 16, trusted hardware 1614 may
decrypt the re-encrypied encrypted session key (BUKPT”) based on the consumer
bank secret key {skew) using the function PRE.D {e.g., DUKPT = PRE.D{DUKPT”, s}
to get the session key (DUKPT) and decrypt the encrypted code (EPB) using the
session key (DUKPT) (e.g., PIN = TDES{DUKPT, EPB), etc.) to get the authentication
code (PIN).

f0322] As shown byreference number 1630 in FiG. 16, trusted hardware 1614 may
authorize (or deny) the transaction based on the authentication code (PN},

f0323] Example Key Setup

{0324] Referring now to FIG. 17, FIG. 17 is a diagram of an overview of a non-

limiting embodiment or aspect of an implementation 1700 relating to a process for
securely ftransmitling PINs and other sensitive data. As shown in FIG. 17,
implementation 1700 includes POS partner/terminal 1704, payment gateway 1706,
merchant bank 1708, payment network 1710, and consumer bank 1712. In some non-
limiting embodiments or aspects, POS partnerterminal 1704 can be the same or
similar to POS partner/terminal 304. In some non-limiting embodiments or aspects,
payment gateway 1706 can be the same or similar {0 payment gateway 306. In some
non-iimiting embodiments or aspects, merchant bank 1708 can be the same or similar
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to merchant bank 308. In some non-limiting embodiments or aspects, payment
network 1710 can be the same or similar to payment network 310. In some non-limiting
embodiments or aspects, consumer bank 1712 can be the same or similar 1o
consumer bank 312.
f0325]  As shown by reference number 1720 in FIG. 17, payment network 1710 may
generate a firsi value (a) and a second value (g8). For example, the second value (g%
may be generated based on the first value {a) and a generator value (g).
f0328] In some non-limiting embodiments or aspects, the second value may be
generated as the generaior value {g) raised to the power of the first value (a). For
example, the second vaiue may be generated as foliows:

second value = g
{03271  As shown by reference number 1722 in FIG. 17, payment network 1710 may
generate random merchant number (). As an example, payment network 1710 may
generate a random merchant number (mi) for each of a piurality of merchant banks
1708. For example, payment network 1710 may generaie a plurality of random
merchant numbers {mn,...,mk €a) for a respective plurality of merchant banks 1708
{e.q., 1 = 1,....k, where k is the number of merchant banks).
f0328]  Asshown by reference number 1724 in FIG. 17, payment network 1710 may
determine a merchant product (M}, For example, payment network 1710 may
determine a merchant product (M) based on a product of the plurality of random
merchant numbers (mi} Tor the respective plurality of merchant banks 308.
{03281 In some non-limiting embodiments or aspects, the merchant product (M)
may be determined as follows:

7
"

M= H m;

=1
where K is the number of merchant banks.

{03301  As shown by reference number 1726 in FIG. 17, payment network 1710 may
generate a public key (pki) and a random key (rk). As an example, payment network
1710 may generate a public key (pk) based on the second valug (g?), the merchant
product (M), and the random merchant number {rmi) and a random key (rks) based on
the merchant product (M) and the random merchant number {mi} for each respective
merchant bank of the plurality of merchant banks 308.
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{0331} In some non-limiting embodiments or aspects, the public key (pky) for each
merchant bank 1708 may be generaled as follows:

pk; = gaMm,-
{0332} In some non-limiling embodiments or aspects, the random key (rki} may be

generated as follows:
M

ri; = -?-)-1-:
{03331 Asshown by reference number 1728 in FIG. 17, payment network 1710 may
communicate a public key (pk) and a random key {rki) to merchant bank 1708, As an
example, payment network 1710 may communicate the public key {pki) and the
random key {rki} 1o at least one respective merchant bank 308,
{0334] As shown by reference number 1730 in FIG. 17, merchant bank 1708 may
generale random payment gateway numbers (pi). As an example, merchant bank
1708 may generate a random payment gateway number (pi) for each of a plurality of
payment gateways 1706 {e.g., i = 1,....k, where K ig ihe number of payment gateways
1706).
{0335]  As shown by reference number 1732 in FIG. 17, merchant bank 1708 may
generate a payment gateway public key and a payment gateway random key. As an
example, merchant bank 1708 may generate a payment gateway public key based on
the second value {g%), the merchant product (M), and the random payment gateway
number (pi) and 3 payment gateway random Kkey based on the random payment
gateway number {pi) for each respective payment gateway of the plurality of payment
gateways 3086.
f0338] In some non-limiting embodiments or aspecis, the payment gateway public
key for each payment gateway 1706 may be generated as follows:

Mp; Mp;
payment gateway publickey = pig; ™ = (g m = g@MR

{03371 In some non-limiting embodiments or aspects, the payment gateway
random key for each payment gateway 1706 may be generated as follows:

1
payment gateway random key = —
Pi

f0338]  As shown by reference number 1734 in FIG. 17, merchant bank 1708 may
generate terminal numbers (). As an example, merchant bank 1708 may generate a
terminal number (4} for each of a plurality of point-of-sale (POS) terminals/pariners
1704.
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{0339}  As shown by reference number 1738 in FIG. 17, merchant bank 1708 may
generaie a terminal public key and a terminal random key. As an example, merchant
bank 308 may generate a terminal public key based on the second value (g?), the
merchant product (M), the random payment gateway number {pi), and the terminal
number () and a terminal random key based on the random payment gateway number
(P and the terminal number (L) for each respective POS terminal of the plurality of
POS terminals/partners 304.
{03401 In some non-limiting embodiments or aspects, the terminal public key for
each POS terminal/pariner 1704 may be generaied as follows:
terminal public key = (payment gateway public key)' = g“MZ?’iti

{03411 In some non-limiting embodiments or aspects, the terminal random key for
sach POS terminal/partner 1704 may be generated as foliows:

pavment gateway random key 1

terminal random key = e
& pit;

{0342] As shown by reference number 1738 in FIG. 17, merchant bank 1708 may
communicate the terminal public key(s) and/or terminal random key{s). As an
example, merchant bank 1708 may communicate the terminal public key{s) and the
ferminal random key{s) {o at least cne payment gaieway 1706.

{03431 As shown by reference number 1740 in FIG. 17, payment gateway 1706
may communicate the terminal public key{s). As an example, payment gateway 1706
may communicate the terminal public key(s) to at least one POS terminal/partner
1704.

{0344 Example PIN franslation

{0345] Referring now to FIG. 18, FIG. 18 is a diagram of an overview of a non-

limiting embodiment or aspect of an implementation 1800 relating {0 & process for
securely fransmitting PINs and other sensitive data. As shown in FIG. 18,
implementation 1800 includes POS partner/terminal 1804, payment gateway 1806,
merchant bank 1808, payment network 1810, and consumer bank 1812, In some non-
limiting embodiments or aspects, POS pariner/terminal 1804 can be the same or
similar to POS partner/terminal 304 and/or POS partner/terminal 1704. In some non-
limiting embodiments or aspects, payment gateway 1806 can be the same or similar
fo payment gateway 306 and/or payment gateway 1706. In some non-limiting
embodiments or aspects, merchant bank 1808 can be the same or similar 1o merchant
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bank 308 and/or merchant bank 1708. In some non-limiting embodiments or aspects,
payment network 1810 can be the same or similar {0 paymeni network 310 and/or
payment network 1710. In some non-limiting embodiments or agpecis, consumer bank
1812 can be the same or similar to consumer bank 312 and/or consumer bank 1712,
{0348]  As shown by reference number 1820 in FIG. 18, POS terminal/partner 1804
may generate a random number {1} for a transaction message (m) associated with a
transaction.
{0347}  As shown by reference number 1822 in FIG. 18, POS terminal/partner 1804
may generate a first ciphertext including a first ciphertext value and a second
ciphertext value. As an example, POS terminal/pariner 1804 may generate a first
ciphertext associated with the fransaction. In such an example, the first ciphertext
value may be associated with the fransaction message (m), the first cipheriext value
encrypied based on the random number {r}, a generator value (g}, and the fransaction
message {m). Additionally or alternatively, the second ciphertext value may be
associated with the random number {1}, the second ciphertext value encrypted based
on the random number {1} and the terminal public key.
{0348] In some non-limiting embodiments or aspects, the first ciphertext value may
be generated as follows:

first ciphertext value =m- g*
f0348] In some non-limiting embodiments or aspects, the second cipheriext value
may be generated as follows:

second ciphertext value = (terminal public key) = g piter
{03501 As shown by reference number 1824 in FIG. 18, POS terminal/partner 1804
may communicate a first ciphertext. As an example, POS terminal/partner 1804 may
communicate the first ciphertext to the at least one payment gateway 1806.
{0351} As shown by reference number 1826 in FIG. 18, payment gateway 1806
may re-encrypt the second ciphertext value. As an example, payment gateway 1806
may re-encrypl the second ciphertext value based on the terminal random key {0
fransform the second ciphertexi value to a re-encrypted second ciphertext value based
on the second value (g?), the merchant product (M), and the random number (r}).
f0352] In some non-limiting embodiments or aspects, the second ciphertext value
may be re-encrypted as follows:
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reencrypted second ciphertext value
= (second ciphertext valye)terminat randem key
— (ga,'v,'zpitp)g,“la - gaM""7'
{0353] As shown by reference number 1828 in FIG. 18, payment gateway 1806
may communicate a re-encrypted second cipheriext value and a first ciphertext value,
As an example, payment gateway 1806 may communicate the re-encrypted second
ciphertext value and the firsi ciphertext value to the at least one merchant bank 1808.
{0354] As shown by reference number 1830 in FIG. 18, merchant bank 1808 may
re-encrypt a re-encrypted second ciphertext value o a second re-encrypted second
ciphertext value. As an example, merchant bank 1808 may re-encrypt the re-
encrypted second cipheriext value based on the random key (ki) {0 transform the re-
encrypted second ciphertext value o a second re-encrypted second ciphertext value
based on the second value (g2}, the merchant product (M}, the merchant random
number (mi), and the random number ().
{0355] In some non-limiting embodiments or aspects, the re-encrypied second
ciphertext value may be re-encrypted as follows:
second reencrypted second ciphertext value
= (reencrypted second ciphertext vaiue)mi—l

mi
Lo gy L - 72 e imeks o
— (gaM ?)}KL — (‘gaﬁa ’)M —_ game

<

f0358] As shown by reference number 1832 in FIG. 18, merchant bank 1808 may
communicaie a second re-encrypted second ciphertext value and a first ciphertext
value. As an example, merchant bank 1808 may communicate the second re-
encrypted second ciphertext value and the first ciphertext value to payrnent network
1810.

f0357]  As shown by reference number 1834 in FIG. 18, payment network 1810 may
decrypt a first ciphertext value based on a second re-encrypted second ciphertext
value, a merchant product (M) and a merchant random number (mi). As an example,
paymeni network 1810 may decrypt the first ciphertext value based on the second re-
encrypted second cipheriext value, the merchant product {M), the merchant random
number (mi), and the first ciphertext value.

{0358] In some non-limiting embodiments or aspects, payment network 1810 may
transform the second re-encrypted second ciphertext value as follows:
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1
transformed vaiue = (second reencrypted second ciphertext)Mm

1
— (gaMmgr)W‘i — gm’

f0359] In some non-limiting embodiments or aspects, payment network 1810 may
decrypt the first ciphertext value to form the message (m) as follows:
first ciphertext value - m-g" m-g"

==

m= == -
{(transformed value)d  (g?"yd

{03601  As shown by reference number 1836 in FIG. 18, payment network 1810 may
communicate the message (m) fo consumer bank 1812, In some non-limiting
embodiments or aspects, payment network 1810 may encrypt and/or re-encrypt the
message (m) before and/or during communication to consumer bank 1812 using any
suitable encryption and/or re-encryption technique. For example, payment network
1810 may encrypt and/or re-encrypt the message {m) using any encryption and/or re-
encryption technigue disclosed herein.

{0361]  Although the disclosed subject matter has been described in detail for the
purpose of iHlustration based on what is currently considered to be the most practical
and preferred embodiments or aspects, it is 10 be understood that such detail is solely
for that purpose and that the disclosed subject matter is not limited to the disclosed
embodiments or aspects, but, on the contrary, is intended to cover modifications and
equivalent arrangements that are within the spirit and scope of the appended claims.
For example, it is 1o be undersiood thal the presently disclosed subject matier
contempiates thal, 1o the exient possible, one or more features of any embodiment

can be combined with one or more features of any other embodiment.
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