SYSTEM AND METHOD FOR DETECTI NG AND ELI M NATI NG | P SPOOFI NG I N A DATA

TRANSM SSI ON NETWORK Abstract :
arriving at any point

WO 03/073724 A3

A traffic managenent systemsniffs data
in a system The sniffer

(12) INTERNATIONAL APPLICATION PUBLISHED UNDER THE PATENT COOPERATION TREATY (PCT)

(19) World Intellectual Property Organization
International Bureau

(43) International Publication Date
4 September 2003 (04.09.2003)

PCT

(10) International Publication Number

WO 03/073724 A3

(51) International Patent Classification”: HO04L 29/06,

12/56

(21) International Application Number: PCT/US03/03623

(22) International Filing Date: 7 February 2003 (07.02.2003)

(25) Filing Language: English

(26) Publication Language: English
(30) Priority Data:

10/078,386 20 February 2002 (20.02.2002)  US
(71) Applicant: DEEP NINES, INC. [US/US]; 14643 Dallas

Parkway, Suite 150, Dallas, TX 75254 (US).

(72) Inventors: SHARP, Clifford, F.; 2553 Via Merano, Del
Mar, CA 92014 (US). DARK, Susan, P.; 14643 Dallas
Parkway, Suite 150, Dallas, TX 75254 (US).

(74) Agents: TANNENBAUM, David, H. et al.; Fulbright &
Jaworski, L.L.P., 2200 Ross Avenue, Suite 2800, Dallas,
TX 75201-2784 (US).
(81) Designated States (national): AE, AG, AL, AM, AT, AU,
AZ,BA, BB, BG, BR,BY, BZ, CA, CH, CN, CO, CR, CU,
CZ, DE, DK, DM, DZ, EC, EE, ES, FI, GB, GD, GE, GH,
GM, HR, HU, ID, IL,, IN, IS, JP, KE, KG, KP, KR, KZ, L.C,
LK, LR, LS, LT, LU, LV, MA, MD, MG, MK, MN, MW,
MX, MZ, NO, NZ, OM, PH, PL, PT, RO, RU, SC, SD, SE,
SG, SK, SL, TJ, TM, TN, TR, TT, TZ, UA, UG, UZ, VC,
VN, YU, ZA, ZM, ZW.
(84) Designated States (regional): ARIPO patent (GH, GM,
KE, LS, MW, MZ, SD, SL, SZ, TZ, UG, ZM, ZW),
Eurasian patent (AM, AZ, BY, KG, KZ, MD, RU, TJ, TM),
European patent (AT, BE, BG, CH, CY, CZ, DE, DK, EE,
ES, FL, FR, GB, GR, HU, IE, IT, LU, MC, NL, PT, SE, SI,
SK, TR), OAPI patent (BF, BJ, CF, CG, CI, CM, GA, GN,
GQ, GW, ML, MR, NE, SN, TD, TG).

[Continued on next page]

(54) Title: SYSTEM AND METHOD FOR DETECTING AND ELIMINATING IP SPOOFING IN A DATA TRANSMISSION

NETWORK

-1

(57) Abstract: A traffic management system sniffs

‘ -2 100 data arriving at any point in a system. The sniffer
[o44WHz 1.544HHz ¥ operates to extract certain data from each address.
This data could be, for example, the IP address data
and the physical address data. The extracted data
10 18 is then used to access different data bases to deter-
11-1~] OaTA DATA  |-11-2 mine if matches occur. Time 'stamps, sequenc%ng
CONVERTER CONVERTER and other parameters of each piece of data entering
ETHERNET, | [eooorms a system are used to control data access.
TOKEN RING, DETECTION | - 120
L L~
FDOI, TCP/IP AND
14~] | compare 109
ETHERNET )
107~ appLications ., | i
SECURITY ‘\9 SECURITY [ -200-2
SYSTEM @ SYSTEM
109~ THRESHOLD T 19 )
INPUTS 15 oqhj  DATABASE
ROUTER/
127 GATEWAY
108 106
13
OTHER
1017 DEVICES
10— ROUTERS 103 [ severs | |1 Reyps

104



operates to extract certain data fromeach address. This data could be, for
exanple, the IP address data and the physical address data. The extracted
data is then used to access different data bases to deter mne if matches

occur. Time stamps, sequeW O30T 3724 ABr IR 1014 IS0 R AN AR
I ng—a——systemare—used—to—control—data—access————————
Published: For two-letter codes and other abbreviations, refer to the "Guid-
—  with international search report ance Notes on Codes and Abbreviations” appearing at the begin-

(88) Date of publication of the international search report: ning of each regular issue of the PCT Gazele.

18 December 2003



