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.FCR CUSTOM ZI NG AND FORWARDI NG PARAMETERS | N A NETWORK PROCESSCi{ fﬁﬁ% Ii
"OF THE INVENTION Field of the Invention 13 D E C 2004 This inv
rel ates generally to network processor devi ces, and nore specifically, to a
mechani sm for distributing processing across several general purpose
processors (i.e., control point processors). Discussion of the Prior Art
Figure 1 depicts amiyyuocain nDebxwertvs EHrC ovdTomyrrat hsw Fb@AwAxraikedi ng a singl e
Gener al Purpose processor E@”XMM‘O}* ﬁw&ﬁgp g=RBg rol Iing many netvvo_rk
ot

processor devices 25a. processi ng eneck is often created in
the system 1,0 at the GPP since the GPP handl es all speci al aﬁlﬂ”‘lﬂmmmlwm
(Frame) types (eg Point-to- pGaacs RP) OR T 0N unkno

Figure 2 illustrates a nore di Simhﬁ%fe@hél%‘é@ﬁ&oﬂg conf| guration =esiee*
i mpl ementing multiplr General POrpose Processor control devices 15a,..)

15n. In this configuration, in order for a network processor to forward a
speci al franme Thipeitwnai@PPelarespgeregsilinge retohrICRRoretfsirr dsvigrst cadl
st acks f Qior8asitcREMNAO] tid alhahtdid ey HiBELHUNEn @rubédecing OLRBEOr S axe

not able fQ gﬁfggngg 1hgxé§oge85;acgs@m§p@£' 1 f5ARE tp%lﬁcsp%ggigoczﬁp A

requi r enent eac P have a conplete protocol” stack f each
protocol . handl ed by the Network Processor |ncreases menory reqU| renments
and | owers performance. eu ECR ondesr di ngly, the invention
provi des a system for distri but i ng pr oce55| >ag of special data franes

~received 17y anatyor Iaep{&§e§%léﬂp)negﬁéé'k‘£§g'é%n@:gdlz%t:;[érp%eﬁxéiﬁﬁw ki ng

envi ronment gonpri siing one or oge .cont essaors (CPP)
That | ContiBRUapEmy, THIPH RO EOPLR (OEh, GoRy ol EsRpl] SPREESLEas ety
conf i gur aiskworkilprecsarpr edmires] 254: sailkBnat A RELACSHHRY NF":H@PFEJE isopErRppi ng
speci al datatdd aneche/Restdrecei atedhatcrsadithebllthedepr Gandl dah adl t Bregedl dddaess
and a tarp@%kem(ffraeé&drﬁés q8§ 0siat ad-vhift pdmr 964t SPr £aRAD): nRiown

hand~. f n said speci al trame type; azzd an application programma.X~g

~. ntexfacé Tor custonizi ng said configurable table in said NP device with
said target address and target port address entries through a GPP, wherein
sai d NP net workgpreceddbestiratédenoree dbahviibnt fdoneuorking feopfiguratiom |f'| 1
V Lf'" 11~ slmpleddbtidg Wkt ipleVeendfal Mf‘gioiaé etiobager  cchtsl tdepheys 15a~ .V 4

| ~A~~~~~ o~ VENCEQS:, Exsi %rgglm in Q2a23:£b0 FROMAM bRLRWEEr i te shrking, aw-

1~ RALODOGEA, TO JERRY. YEMITTO L1 £, 09118, 3t SULUL B D 9993l ober

13 D E C 564 ¢1"48% fQ’P e recei data- franes an each sai d
frame to kP &5 ?F@aP&’tﬁ’Gﬁ% i ‘FuPapt &l Eincndhe fiegvit \Rﬁ?Re“ﬁPBE€§§| ng
devi ce | ntudel: neads:ipbepbnsitee stwd sappkcdbiisHiafe e kr sprEifypestravizng a
CorreSpom@qﬁgr&%Eycnar& sadlabRate 4 Qbmfitwasdi8go1s R TIR sLohSpidtokay get

GPp thro R w o r r r PP is
G g oo spondan el PO Al S tgl Ao o 8L

per ormarice.

Summary of the Invention

Accordingly, the invention provides a system for distributing
processing of special data frames received by a network processor (NP)
device in a distributed networking environment conprising one or more
general purpose control processors (GPP) that control at least one NP
devices, said system comprising: a configurable table implemented in said
at least one NP device for mapping special data frame typeés received at
sald NP device with a target address and a target port address associated
with a target GPP capable of handling said special frame type; and an
application programming intexrface for customizing said configurable table
in said NP device with said target address and target port address entries
through a GPP, wherein said NP network processor includes mechanism for
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YAC LYY orati@ 0804 ef er red embodi nent a GoP confi gur atgion,.in i_st.ri biadIVIsbo
networ ki ng environnent that obviates the need for p?’qg‘\girbsaﬁghiazngcgc'%egnﬂf‘é‘te
“set of protocol stacks for each GPP device is provided. Preferarxr@g
mechani sm for configuring GPPS in a distZibuted networking envi C 2804
handl e specific special frame types and to provide the capability of
distributing special franme types to a specific, configured GPP by a network
processor_.is qvi ded. Further _an plication Program |nterface (API) and
met hod f o?laﬁfs{y'inﬁu%enﬁeﬁ?’_d’(? s%ﬁtﬁg%ﬁﬁs?ds ETERIL Y EABE H21 B uFFgeto
processoretEies in gt conlisvirablep kuvles sands path debyrads prapeashat \devkee
pr ocgassorintcmud:miniegmu &eﬂb&:&hvar@c%ﬁnl’cli@idh&ﬁ f&&g&itfﬂ,g @p@ﬁ@taj ons i s
provi ded.echBegpdndli A @hne 89 PRCLas d Ig%iden;/%% £8P dY QY %g§d3h%§£ hod f.og K
dat a y

di stributing processi ng of specia rames retelve a né&twor
processor3f M G%gv?% °“87H 3 c&FE?ﬂPPBWdt?F@FM%thd@ﬁWr IhRESHD E8kpri si ng
one or ndREIgeEFPals prepbsioned fiorchangi bre ot diPRE t4iat spentanodatene or
nore NP dedmeespesai d net hod cntprising: a) providing a table inplenented
in said NP device for mappi ng special data Frame types received at said NP
device with aAtarggI addr ess 1gamd cg tnﬁré;,et Fert address associated with a
target GPP capable d¥ pF st &E8THG S S G SPERr ot FF SARLEGHELie) iPekei ving at
sai d NP ReFWordvtpf cresysuring eritiofneatetloft obdataes ftheamed J@e proyisioning
cl assi f yisngeotileteecai vedptabeo) samms adl caondti dgrieaciy pabehdebane to
entries in said table; and d) if said Classified frane type has a

- correspondi ng ihh said, table, Forwardin ai d specjal data frame to
said target Ggg%%%%%bﬁﬁhae{“eggﬂlggpgﬁdfﬁ%ﬁ_ 5?19% aﬁ%sr fmaaddi"ég?, WERd tar get
GPP pr ovPEFEHEG e oF*VARRKISED thibepdle spreifiic spegial Erame types @pVed v 1
rLY-1 W ~paovider they capabifityaof dbsyributiElg speribll - ralde tfges to a specific, .
RAL, 000044niti-Bager By & @besrk2ProbdsbdEiz RRMab@ndl i ng forwardi ng of said
special data frane type, wherein step a) includes the step of: inplenmenting
aza applicati Q0 _pro r anmmi gg interface for configuring said table with said
target address and a>P TGt POt HAgF ¥ SAEETGEr at B v th e hodr §%  GPP for
each spefiatripubiie Pypeessiny acragly saverpdogerieral sushose mebdrrdops eficrabl y
enabl es @om@tolopdimr 0eeSSEbr{)0 atd Sinkbhiliyea PRGEHS phGcaaRbo SIS TENEigkegener al
pur pose PhOGE$EOESsdok - Band160Npeel 1RO aRL QEESS Sl atd enabl es the
capability to configure which processor handl es specific operations in a
| ar ge networ ki_ng environnent thus reduci ng the nunber of protocol stacks
that need to B8 'Vifé‘?ﬁé‘ﬂpf)ﬁ'eé%% LHETET-9F BEGV pifsed ctitPdl £ 9T ocessor. ~n a
yet furt éistaspeting Protensdng i Snsprcdwl dasa affraapp| iecal ve@nbpro geamrikng
I nt er f acpréasseoNINFYUAEVIGeai Gl BNt i PIRACSSNWork M) e@VbRRRPBEAL RELG N a
di stri bubgd diehyrd @eﬂgrﬁn}shfﬁyagewnt&gf SO0 CBE) TREE JSNELE o BUpOSe

control process GPP at. control .one or nore evi ces, sal d
int erfaceéc%%rr%rl%s‘?ir?%?' agar%éic'ﬁ%t%if’gnﬁ"f'%?lsd@ﬁér ating a data structure for input

to said NP device, said data structure having one or nore entries
speci fying $ speriwdidiraretiyleeimndnassdcinisadd ar geticadsbe asping t ar get

port addegssiaasansl akaf Wbbs 2eGRehmus ks B! IRAKE NALLENY I-000ENaEaRAD! ©
of handl ing said special | Lgsngsagg({)e't d o2 devi ce for %pener ting a

cust omi z&d: Cabl e T 8 s41d" genaratadt Hat ™ GEtTF e aftPIutt i ng sai d
cust oni zBEPTABER? G LA AeS gk ireRe fERDY y, wher eby subsequent tabl e | ookups
in said table are performed fox forwardi ng special frame types to an

associ at ed GPB)t feQUGIhA ok asH8t nP L v AL BSSssbd 2838l ELafULENerg agpect the
i nventi ogrmeoxéggee_s a program storage device readable by a machine, tangibly
enbodyi ng a program of instructions executable by the nachine to perform
met hod steps for configuring a network processor (NP) device operating in a
di stributed netwolralsshgyiagyiireo meesitved nixte df mages nerdoxonipat £ng @8er adaipur pose
control praGessosferePn LhA! a0, r glq one or nore N1? devices, said nethod
steps conprising: (a) generating a data structure for input to said NP
device, said data structure having one or nore entries specifying a speci al
frane type and atsdéidtddsriiigatiranerors kavdat engespquoity addresis assbcei at ed
with a GPRolassoeiatrathgvshlid spiediletyunl kg eBVidianidiyet @&aPahl& oAl 2 handl i ng
sai d speg} et : nerat i tom zed tgble fromsaid
gener at egbzﬁéaetsgsﬁ%gcfy%%g? ag%é %é%&? ?1 %Sgéaélggggtus%g grﬁrfé’asjtoae?ejf?ro Np device
menory, whereby subsequent table | ookups in said table are performed for
AVENDED SHEET ~C~U.. | ' >=1G c 07-10-Q002
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U 8 s —ar330dedd ~H Y TH' IHI ULH3 C . 1 1 New@aplewiPagebergewos
Cctober ~ V~, t/ , VVa-~3aEc zoos forwarding special frane types to

an associ ated GPP through a target port address. Preferably, t
structure includes a string o tagged list val ues, each t agged I!’gi C@EIGCJQUU4

including an attribute field representing a AVENDED SHEET WD 01/ 77849
PCT/ G(BO1/ 01566 9 ~ 3 DEC 2p04 special frame type to be included in said

Labl o, 2 Lengn sk iy 6 eaLA UudsibBgid coins e { ap6Rtal szt whl e, and,
a val ue fI rspecitying a.tar associ a [ o ar get
port addr&advPef tieesTHRelr al " PR 13HET ?PF%%&%@%?%QS%T’%%%?%@ DrEtawi %gs
A pref err esk emhothurgng sofidt teelpreisentaidntisiser ARRPES aﬁ‘ﬁv@‘ 58 s EPTbed, by

way of exgailédsOfdabeidh Wit ar efrgeerure for theh fapkripdi Arpmdr AVPHGEL i gure 1
is a general block diagramof a distributed network processing environnent
including a plurality of network processin ' -
si ngl e general Aﬁﬂ%‘ﬁ&gé"‘iﬂléice%‘é’gra ('@g?ﬁeds 5%%5%@%%35?15 529?;%%5;9 h%a%g?g%ﬂgrock
di agr am ofo adigicstmiteuperteneing PRTFE0EVES P HFBATAY BRTRATE ?’f?c?leﬁ’g?rﬁg (3
pl ural ity gfe et Yorde proeessigganiehansscon rebdedihy teueifpperyshetl
pur pose pr ocgseség% gagggg? dOULLAS: ofdrdb Bie3is ldl UsSideahesrcaRieK anpl@nment

abl'e

cust omi zaBf @ , of forwardi t.h Ci LR tyP R LGRakdigng to
a pref er r SR HFBVFREN O PPRE St re"ﬁ?cﬁlngteﬁklgo%@tFi gure 4 is a flow chart

showi ng hewclprasoessl pyrresedFRFPhREEHEF oss several general purpose
processors according to a preferred enbodi nent of the present invention. :c
Det ai I ed Descrigpt g%tof_eglt;mgr%@tef r;ad ﬁii?ﬁﬂdidniepfomﬁ)radli ngpltie}aai%lr ef err ed
embodi ment, o%gngugaggl%li%%g%:i:o%epfé):g@gmﬂgﬂiﬁ{gf 2GRl JprbSedrboVindedastiiceh i s

T D ot 2o Ak ot n b ISE 28" Ll O Rhlas P G Cor0REE S T O

general purpose control processors (@PP) that control one ox more NP
devices, said interface comprising: a mechanism for generating a data
structure for input to said NP device, said data structure having one or
more entries specifying a special frame type and asgociated target address
and target port address associated with a GPP in said networking
environment capable of handling said special frame type; and, a device for
generating a customized table from said generated data structure, and
inputting said customized table to an NP device memory, whereby subsequent
table loockups in said table are performed fox forwarding special frame
types to an associated GPP through a target port address.

In a still fuxther aspect the invention provides a program storage
device readable by a machine, tangibly embodying a program of instructions
executable by the machine to perform method steps for configuring a
network processor (NP) device operating in a digtributed networking
enpvironment including ome or more general purpose control processors (GPP)
that‘CDntrol one or more Np devices, said method steps comprising:

(a) generating a data structure for imput to said NP device, said
data structure having one or more entries specifying a special frame type
and associated target address and target port address associated with a
¢PP agsociated with said networking environment capable of handling said

special frame type; and,

(b) generating a customized table from Baid generated data
gtructure, and inputting said customized table to NP device memory,
whereby subsequent table lookups in gaid table are performed for

AMENDED SHEET
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0Zrlf ?Qﬂ%momﬂg . external GPP, enbedded GPP in nEewugage pRoResy6F —etc. )
fox -enabl'ing the custom zation and confijguration of network progessor (NP)
“devices so that they may handl e the forwardi ng of special data a 2004
(frame) types. For exenplary purposes, reference is made to one networking
processor-based device and system such as described in commonl y- owned,

co- pendi ng U. S. Patent Application Serial No. 09/384,691 filed August 27,
1999 and entit].ed ~~ @é@ REGESSING &SVRhitgAND INMEFEHORETE a
copy of WFEFE GiRd ? % on th §S§Rﬁ§wever the invention may be enpl oyed
i n ot her aféremt-k processor-based devi ces of various hardware/software

desi gns. WO 01/ 77849 PCT/ GBOL1/ 01566 5 ~ 3 oEC 200 General ly, as descri bed
in the af or enegtdr-aRReyGore BEENGLihGurPatrenues\ppbicani o t2edrs défferal 1 ow
of a data frarre recely e B4l aa dekbwws. fidianespresertirgdalf r om
an networfe 8871’ne§'t° ag%gdafm@E%Lﬁggnﬁ&N%é% are identified as either normal
data franes or systen1contro| frames (Quided Franes). In the context of the
preferred enbodi nent, franes identified as normal data franes are enqueued
to an Enbedded Processor Conplex (EPC) which conprises a plurality of

pi coprocessors, e.g., protocol processors, which execute | ogic (picocode)
capabl e of | ooking at the received frane header and deci ding what to do
with the frame (forward, nodify, filter, etc.). The EPC has access to
several |ookup tables, and classification hardware assists to allow the

pi coprocessors to keep up with the hi gh-bandw dth requirenments of the

Net wor k Processor. A classification hardware assist device in particular,
is provided for classifying franes of well known franme formats. The
Enbedded Processing Conplex (EPC) particularly provides and controls the
programmability of the NP device chip and includes, anong other conponents
(such as nenory, dispatcher, interfaces), one or nore processing units

whi ch concurrently execute picocode that is stored in a comon instruction
menory. Each processing unit preferably includes a Processing Unit core,

for exanple, conprising a 3-stage pipeline, general purpose registers and
an ALU. In operation, classification results fromthe classification

har dwar e assi st device are passed to a one or nbre processing unit during
frame di spatch. One processing upit, in particular, referred to as a '
General Data Handler (GDH) conprises a full processing unit and one or nore
co-processing devices primarily used for forwarding frames according to a
preferred enbodi nent of the invention. The APl of the preferred enbodi nent,
in particular, is used by a GPP to configure paraneters which affect where
pi cocode executing at a particular network processor sends certain packet
types. This APl allows an end user to configure a custom zable table that
cross-references special frame types with a target GPP provisioned for
handl i ng the correspondi ng special frames. In this manner, the requirenent
of provisioning a protocol stack in each GPP is avoided. Figure 3 depicts
an exanpl e custom zable table 100 for forwarding the special frane types to
a pre-specified GPP via the API. In the preferred enbodi nent, the

custom zable table 100 is a flat table configured in NP device nenory and

i ncludes entries corresponding to classified special frame types including,
but not limted to: a Point-to-point (PPP) control type 102, unknown data
frame types 105 (i.e., franes of a protocol not understood by the NP
device), IP frame types 107, WO 01/77849 PCT/ GB01l/ 41566 ~ 3 DEC ZOO-r 6
and Wap type 110 frames (i.e., frames received froma switch fabric at an
egress side of the NP). It is understood that additional special frane
types, e.g., layer 3 protocols, nay be mapped for particular GPPs
destinations in the custom zed table depicted in Figure 3. It is further
understood that if the custom zed table 100 is of a |larger size having many
frame type entries, it nmay be configured in the formof a binary tree a in
the nenory of the NP to facilitate table | ookup. For each frane cl assified
as a special franme type, there is a corresponding entry provided that
includes: a target "blade" address 115, i.e., the address of the printed
circuit board el enent associated with the destination GPP for handling the
special frame type: and, a port address 120 of the NP device that connects
to the destination GPP. It is understood that the table 10 0 in sone

enbodi ments i ncludes additional mapping data as well. In the preferred
enbodi nent, the custom zable table 100 is downl oaded fromthe GPP to each
networ k processor AMEADED BHFETN the system 100 via the API. Wat fol |l ows
is an exanple APl inmplenented for configuring the flat table:

~kkkhkkkhhkkhkhkkhhkkhkhhkkhhkkhkhhkhhkhkkhhkhkhhkhhkkhkhhkhhkhkkhhkhhkkhhkhhkkhkhkkkhkkki*k % np In-B
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* ctrl info - control information specifying the * expected asynch response
char-act er ivgd brgr849 OQUTPUTS: * none * RETURN VALUE: * np_ret scn/GBod01ds6 * NP
"RC_NOT_READY - |IMs was not properly initialized * NP_RC BADPARMS - Bad

par amet er passed * NP_RC M SCERR - An erfror occcurred during cori'f %‘2004
NP_RC SUCCESS * ASYNCH RESPONSE: * This APl will provide an asynchr ono
command conpl etion * response as specified in the np msg ctrl _info_s param

[ DESCRPILON, V017849, POTH CRALL01500 42,0, & Gg0ho Lol s API 1o
used to conti gure PRe Ehstom Z6 i cocode on where

to send PPPrestRYIOR pACRSts ofrsaip *if‘é@ﬁ%t’s“ta?ﬁjl%nk?f&ma d'alae paerREt Y e. g.,
data * pregeedbysrobherrgehassPBERtel Rarget.addréssThedfwirbeminegt Hddsess €oval i d
for this AR spéci?_ AJRRBNUMPPPCONTROL_ADDR: 2 bytes NP + 2 bytes port *
NP_ATTRNUM | P_ADDR: 2 bytes NP + 2 bytes port * NP_ATTRNUM UNKNOMN

DATA ADDR 2 bytes NP + 2 byt es_port * NP ATTRNUM WRAP ADDR: 2 bytes NP + 2
bytes port * %k Kk kK Kk k% * % % % x BEXGF D@ P 4 ELOEE % % % % % np-return
code_t np i ns custom zedParns confi gure( np unit32nunber-TLVs, np

TLV_s*tlv, np E8Ger6ifdd bxﬁﬁoeuﬁerﬁtauhefpaese}[hemfveheﬂﬁl mglexammee APl is now
descr i bed,jn JhEs! 8] [ St 8L Lo @R, [cOLL QUS4 SRAER T1GRL LY, EDG1ERLo IRl et S 2

procedure ca dPar mg~conf i gure, Ich 1 n one enbodi nent is
execut ed ??F‘Wt‘-ﬁ%sC/ C++ Ianguage for receivi ng user-specified paraneters for
configuring the custom zed table of Figure 3. The paraneters include: for

exanpl e, a np BNdE32nunbergehbMa bpek dnkdGh sepr @settisutdienatther of tagged

l'ist val u§ OCQIL‘ eg{;%'ng IllQCl%dIllR}/ l hf&ral@gg oq:r Qgﬂvggﬁ ﬂ%cé@él 'gahé‘Zla:tel on ¢
of the nu ecl al frane es t at are to E%%Sn?évqure i'n the

table; a ﬁ?f’tfﬁ'vesd" V@ iSnpete \‘iﬁ? A rBFPese Mt 8“4 14i 0 a string of TLV
val ues; and, a np nmsg ctrl info s ctrl info input which represents control
i nfor mati on f oFiQireasyinCchrgners sysiiemis@sPonse dssiclibassd aenatrkf i cati on

that the ARl..Bas.f eﬂb%%gex&u.%ﬁ@ldeh@g\ pb@ratla@,eoff QEtdRe NMRceWitly nefekence
]Eo the TL o&?cl:&'fe tbl‘l n ,tmlae gene’& ?‘ % : S rrﬁovg?abl y(cggp)tgeewggove identified
orm + { Fehgt a

+ + + where Attr# represents an attrl but e nunber (one or
nore octets) desgrrebB nig ltbteapas tancekanplprotstool zaphattabge tl®0béoxconf i gur ed,
e.g., PPP:pratecqy inben@thuyr epiesentss bbeohiysitak peagitecobnidamvat ug and
Val ue repEﬁé%@%&ntth?n@&ttEé‘rl val ue of the protocol frame type and conprises
an anount ytes .g., two bytes, representing the NP "bl ade" address
and anot her anmount of bytes (e. g.) two bytes) representing the NP port
associ at ed wit Figyre target fiGPPchafesowiad Uy BYCedeiifl dadB8dtFBIutedt orage in
a vari abl ecteBgtdvdriael ghnerfA beadee pidcestfrst ypescdingay bereeéereenced f or
retrievingni g possiecblie purdar Qfvedtds.and, in correspondence with the
custom zed table of Figure 3, include NP ATTRNUM 's including two byte NP .

address + two byte port address such as: NP ATTRNUM PPPCONTROL ADDR, NP C
ATTRNUM | P ADDR Detailed Description of the Preferred Embodiment

Bccording to a preferred embodiment, an application program
interface (API) is provided which is implemented by a General Purpose
Processor (GPP) control device operating in a distributed networking
environment (e.g., external GPP, embedded GPP in network processor, etc.)
for enabling the customization and configuration of network processor (NF)
devices so that they may handle the forwarding of special data packets
(frame) types. For exemplary purposes, reference is made to one
networking processor-based device and system such as described in
commonly- owned, co-pending U.S. Patent Application Serial No. 09/384,691
filed August 27, 1999 énd entitled “NETWORK PROCESSOR PROCESSING COMPLEX
AND METHODS”, a copy of which is placed on the file. However, the
invention may be employed in other network processor-based devices of

various hardware/software designs.



NP ATTRNUM UNKNOWN DATA ADDR, and NP ATTRNUM WRAP ADDR. O her data

confi gur eavd or/7@ewnl oad via the APl include control informetraBowoisss

"speci fying any expected asynchronous res onse characteristics rD

01/ 77849 PCT/ GBOLl/ 01566 ~ 3 DEC ~' ~'i. L as, for exan'zbi EC 2004
notification via the APl that each of the NPs in the network have been
configured with the custom zed table. A return paraneter of the API
referred to asgdiazk il Bs CRAEr fheafl O teéamlremerrtewé@%oveéaaeﬁg sueh menNP RC
NOTREADqur |nd|c%t|n tha#talpq?j{ arfsu s%stemdwasnécp oper 1s
initialiZ&® © tha fAat *a°Pad °VIES Passed;
NP RC M SCERRLIQsS- i rifiasa inggetyest fxap erlrlaﬁrtweeemorleelcwﬂr fy 9t alfitéernet

confi gur atAmnarandentif i RC SSUCGHSS daxmal Ndliteatiangst datsyshen Nbhioenf fgureat i on

was succeggfidlq Flz!ar\réag Cfmfthg%e.@ewefEBQ eéeeaepdnerbwr,kenm oeea%apr in the

~di stri but edd ne% Worla<Lé no e pry ocesfsa%é)so agr; edrr St I’Ié)l{t i %g ranE; \q, acr 0ss rhe
several genera purpose Br 6863s6FS°T S RoW UEsTTi bed wi reference o,;

Fi gure 9 @f@leh EEEbrdtame comPIifesd prdrertdd ehdgPREAEsS®S shidhm in Figure
4, there ptdepi crecksaots r shig@r esesdienfosicepr 28 ovkl clapdels of sloakiret wor K
processortiLeetiivag f.sfafné aHmabF At heriaehyRihke A dstmhwﬁe tehiee ressiatad

frame type. s classified. by aphacduare glassi ) alyolail HENE! M. pragessor

devi ce an frame i s forwar |coco e executin

GDH. |If tHesRAfFREFe CREYEFi T 1RA% Fof Ll &P¢ d’lr‘EP%%%ﬁeF;srortshec)f‘?e fretP t he
pi cocode weltasshd iheghtdandBatédromitérenthassithe cigtivonk Farcstsep- 2F0, the

pi cocode eXxrReutRsSthoYinGriwirepeydiQt Mdigca 1ropki dulhp, tibepewstadriczed tabl e

100 ( Fi gu%leat %lleQ@d%CLmeQ gg"geijptkﬂo% (%rrgmé)ffo@mglgsi V\D{‘Ilfe @:angcﬁi%ﬁolgroclegsin%

under st oo ype pre erably uscseL alaeean i nd e o the

tabl e 100°"Ffigh, (FAH SP&p °2’f3 1%1958 F9% A% iCBATT % pégg’iarg‘m hér®a match
exi sts, itk NPvﬁ?e'tlherChtlhear\‘dr APRLUCSS £ GBBS fSPARI BEHORBIES spedi 3 @emPR /f or
speci al peogassidry basedaass)i tanef pamreypacebfimounischhexi sbiscuriretly No

speci al pé&%@§§'ﬂgo&<§jer est redvorbie gt WREKn PIRGESSOnPrARES SESathe frame
at step le%cel sin atnSt p? gerabl J.ncfucget gr ro@ed { I‘c]_ral‘_lna'ct rgg‘gé:hfgl):(l Sxta% let he
| ookup |sp Forr?e‘d heTéust oM zE0 "t apT "€ 100 to det 6r ni'né t he t%pgst GPP
addr ess aﬁdﬂpﬁeﬂngaad% é§§g€r FireHAe fyeppEat WEPate LEBHEI8 AWM - speti al
frame i s dwmagidedciosstfiecappr opshbte fEPP tak stagyi2P@tiash fgrivoPeassist

par anmet er Sevitheafor peassi 1§ a068€ lorbRek Wpt e ds@ SR Ginit Odii gyl R adle rASHAE S .I N
four possyhl %r%s%?nzjnﬁé) l%hg &qekfér,' fefdll @@r&eqsfaorserrgpacle§§emar&hetrhe

net wor k processor; | redirected to a rocessing; 3)
t he packequﬂé SRS aﬁﬂll43’r?%€sp’é%l?8f‘t|a§‘dd?%epﬁédm%ﬁ’?dc%r{°rﬁﬁ 118 t ed
nmessage i 9eSent nramehid YGRREd Apr deanpiddngsineges ecrediied 6p c?g?f%ﬁertrﬁe

pr ef er r edemivhoginrent wepinie@diom Figure 4 is now described for the case

i nvol vi ng processing of a Point-to-Point Protocol (PPP) frame. The PPP

frame is proce y the net ssor.. Lf the.franme is ol
rame, Tt 1ot RuAPRe] SR b B RO Cao TGP Bor o B g gb4

t he confi Buredt EPPepEree HiT st Wl Fust BiFt 8P e oB kT Pa* et FiNgui® 23) . If the
frame is paidtdyerar3ngrvams, pitdeesiayeends getwonkpaprketeswms - pihée okld B bkamer ds
it to the.dppRHONdrate daetmrrk PIREESHELCHTRONE NMhat | Erdsberdsayetce3 prot ocol

LS ot nandled, by aRL o % Spchne LLALE apd Lolalded k. hhf.aapTLaured GO

fox that p ‘0t 0Co up ta e protocol has not
been enabF%ﬁesP‘i’fé”f’?aﬁ?écf%l éﬁﬁ‘ﬁ?e’*ued 1 $has IPSBaFd GGt RIEEhSwn. 1 f t he
frame is potviaierdegghirzetiododyerack fm amshafRP ttheawpiidedr d unknown PPP frane
is configured, it is enqueued to the discard queue. O herwise, the frame is

forwarded to tE (}gnil({gg{&% Qﬁpé%l%'}lﬁgr‘?&ﬂ/ﬁﬂf@@%ﬂ% zed FRP:iramsngs

'specrfredrnt rr?ary actions taken are su rized in
the fol | o gPTaby efraif’}eo‘f&eél L2 aARFT G PP %Cofit T oit2f Mine® L RAUIT8ct to
conf i gur edr<@RPr¢dP cRpotigedt t ¢hiRUsPoippbie Fabfle| Poepald €dat rraPET Unknown ~
Redi rect tenmaghfdgureadt GRR Unkiaynaddtiadlddest ber riBk noswhe A4 sam® i s not
set int hglfgfléct sb§01lénd§1¥a§n;eo%egh?ﬁcll&)ﬁu%ﬂ'agu: r}gatal{}ﬁtt\égré% pgocessor to

di stribute processing across severa ener ur pose processor s105 nd

provi di ngp?ll'\“ér E%p’&bf‘gr P bfeoBbTH {]M‘P‘? 2R Nbdﬁéiﬁd‘f)ré‘ge pEefiie (t-e-r
oper at i ongrdmesact ar geoteetivorki rses e hpretite, Nad!lﬁaﬂt?a)geéﬁsﬂr)?m? efs‘/lﬁ’leﬁ st the
requi renent of fewer protocol stacks on each general purpose processor, as
each GPP will be equipped to handle only those special franes forwarded by
the NP in accordance with the custom zable table exenplified in figure 3.
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"CLAIMS 1, A system for di stributi ng processing of special data ﬂrgnﬁgc 2004
received by a network processor (NF) devbce (25a, 25b, 25c...25n)"i

di stributed networking environnent conprising one or nore gener al purpose
control processors (GPP) (15a, 15b. 15n) that control at |east one NP
devi ces) sa stem comrisin a conf urabl e table ( i ppl ement e

saa.d a.t” Iéegqé:?g on&* I\Ilf’{)de\lfla"?:ees g(l)x o recéeéle% dat a F?'R:)Ch {g% es a[rjcecel ved
at sai d NPIGRSPi e&der of | the élPtaréétlSaHB‘E%%o‘{oet%') agpiiogat aﬁpﬁé’calpéﬁ‘meaddr ess
(120) assoypeat, ed. gM,t haged ar geitoGRR, capabbe mebped ki prgtisanidrsfrRsi al franme
type: andd@&laapiarrsa&h%epewoammawg @é;tl%@edfm FEHSL08] Zir0i S@hfkher

configurabl e table tlha{; hag Qh%":éuds AR cedV@\ﬁtﬁ Sfb'odlé %Cfg%&a@g?{ egg e 314 L ar get

port addr ess entri es rocessor
i ncl udes FREhARPEYBE %ﬂtéég%rf JE Y PR %E@%ﬂ thf&e ffPEReY At @bhpdfieng
each sai difi riawemerrentf ithe Wh toafabid ordtiegtatdlsl odkabl e, Fandeashi tramet wor k

processi NgLRVIECE IaRCh UHRS AP aRSNd RPONShYE: 9 Salodr&dpansidg esk.Ayr ame type
havi ng a gpcgvé.ggg %I ng rtlztdgy Ia”t?x@eg ‘ttﬁghg' ad8£eJ I’ly@l’g Qg %ﬁ‘é CLdEEé‘gEEOth

said tar rou corres i ng port ad wherel n said
t ar get anh‘? PrHRERA §i16?|‘é‘& Pe#rhg ef‘hgasISBFngeal Wgthofhes&ﬁat%’ét?fhﬁpﬁa%
Frame typeandinThehesyseaimlabomediyrg:tandd ainprl, addreseildOao s pbe i deitcs
frames typeatd Rehiles 8o deaadstane: idh @pEar ottG e Zuntetetgnt Z2deiy tani«l 1Nk
device, S, Ung Susbehbils Chalidkd £LAMPISL MhopfANTREAIAbLA TRANS T OX
enqueui ng franme types of a protocol unrecognised by said NP device to a

di scard queue. 4, The systemaccording to Claim1l1, 2 or 3, wherein said
configurabl e t aBl & gr@%/ erzed | FPOPHISNE: (S| GiFtEBHIIAaEd e nto%ehbry of said
NP devi cedoxﬁ;loaﬂeme?rSystrermamr@rdadmgnemvo&a:r@pé$soz b25&3,. - vilteneim tiai d
confi guraby&etnabb@ dlsa ofe apbi NGhY: tfbefoudess R eftigurad: i cRBrauyr&f sai d
NP devi ce, s AL L Egd f(grtdblstrl buting processing of special data Frames
recei ved by & g fvﬁ)r processor (NP) device (25a, 25b, 25c.,.25n) in a

di stributed netmnrklng envi ronnent conprising one or nore general pur pose
control Arefrded*ctairms***28* CCF** 02 *28* 1 * FROW UK PRI ~ TO JRFRN- 1' RVRTO
LRB P. 13118np ,lms customlzéAPhrﬂs lé-oLﬁJ_léLre()RAL00004~ New Fage 3 @t Ober MvWV4
13 DEC Z06 ILMPU@Socessors (15a, 15b...15n) that control orie or nore
NP devi ceg, “ Shod“‘%éftﬁ> r‘ffsil"hb6 taﬁt mlé%'l% ARcl9edbl e (7. 00) i npl enent ed
in said NE’ ﬁg SRes ta, frame types received at said NP
devi ce wnm@ugargﬁwsa rfRss 1 aﬁﬂéesa a target port address (120)

associ ated s a tar get GPP capabl e of processing said special, frane
type; b) |*e 'E'I‘\TI"]"I ar'd NP-TTet wor k processor a data frame of a data
frame typg f"f@gf stlélfafYI ng the received data frames and conparing

each sai d.fxang LE@HEQ@EI{QE@{I@ Ll (2051 and d) it said classified «
frame type dasraboqf espandang.enidey in said table, forwarding said special
data frane tm tyaes. ltapgatos@ﬁaﬂq hrough~ a correspondi ng target port address,

said tar gét NCPPTRIBLI'Si oned for hrggn(?jl [ ng. forwardi ng of said special. data

- two octets TLV le
frame type t &s the length of the

* Attr# and length fields.

Value - variable length field containing

stored value

ctrl_info - control information specifying the
expected asynch response characteristics

OUTPUTS:

none

RETURN VALUE:

np_return_code t-

NP RC_NOT READY - IMS was not properly initialized
NP_RC_BADPARMS - Bad parameter passed

NP_RC_MISCERR - An error cccurred during config

NP _RC SUCCESS

ASYNCH RESPONSE:

This API will provide an asynchronous command completion
response as specified 1n the np _msg _ctrl info_s param.
DESCRIPTION:

* % o % F X ok % ok ¥ % F & F X *



“wherein step a) includes the step of: inplenenting an application
progr anm wpgo ontmuad ace fox configuring said table w th saidpicarcmsiioasédr ess
“and a target port address associated with a target GPP for each 1%300@
frame type entry. 7. The nethod of Cainmi6, conprising the step of C 2004
providing a configurable option to enqueue to a discard queue frane types o
a protocol unrecogni sed by said NP device. 8. An application progranm ng
interface, f.or._c fi.gqg ng. & letwork pro essqlk {\P), device (25a, 25b,

1 edvtg,.co re toml 2 r ] . ]
25c. .. 25n) %ﬁé{ atngiéazoaedarﬁﬂﬁiﬁksﬁi&éf‘w %bmgﬁwacrke@énent i ncl uding one
or nore gengr ghcltpPosts GOl d4H0688&88E S(e(.PPXatd5a, 7.5b. .. 15n) that
control onherorosiseotNiRrdeharc ®8p, S, detcnt er f ace conpri sing: a mechani smfor
gener at i ny Medfeldowi pqdiLls exdegratiepber 6 s &iFd: NP devi ce) said data
structure, rﬁvﬁm%ﬁeigﬁgﬁﬁﬁﬁﬁﬁg SPEBECYT Vi AGYAR e al frame type and
- aasoci at ed Jpahgeiyoad an ABHRD ,%_ayyggi b@of > 3dee£s5-£€ 7, 20) associ at ed
W th a APP ypaseanNbMietas0 nEDRg 2€Hesorent wapaldoetof handl ing said speci al
frame type;*+and: s devirce* Por gemerat i g a-cust’oiy zed tabl e (100) from said
gener at ed"RIFEE 5198 éﬁép_%{fﬁ%gPﬁmlFFW@rg%u%“&%‘FBhi zed table to an NF
devi ce Arrendedﬁ@#@%,ﬁ;’gu VB2 23 11 I-KUF1 UK 1 PLHWI U ,| HHY
YHf"'IH I U Ll—lglb"nrsg;ciﬂl_l'ipf&l s~cerVid¥i; GBBG o~ 5s6 ' ,~ RAL0O00044 Near

Page: 3 Cctober ~..".., 3 DE C 200g 12 nenory, whereby subsequent table

| ookups in, saighk trABL& 3G RGO R d: § Qlbwf QIsWalKlangn Spectad dbeaneatypes to
an associ gl gd Chb LA OUAN, &, AL 98l POLL AL S, 2.q - NE, APPI T Cali On

pr ogranmm ng At er fAce  acaor ing to i me, WheT'8I s,aicci ata structure

i ncl udes #P_SPELAFORiTedygERslefigrapuad)ickhdehoragheedimest FaPKRCYt[E| di ng
an attri btte c/cet dangprgesendd mgcaivipeaisakrsdecafieedt ppmanteoete fioncl uded in
said tabl g,nd Lgn%t brd | RlsdodBREESANLT O raglRNET rnef pSaindcdA0geeh JdesSt roral ue,
and) a value field fox Speciiving a targeln assonlaled { ehoslupddigss and
target port géafesspf-or sal d speci al rfpr_amajt pe..p A program st or age
devi ce rebdEIsPel By ahigchi(Fe/s)t BFRJiLBFY Enbddyi higta POFFAMBT #hstructions
execut abl eniyial hertriacheehte owypeef arfmeptinbd rene pypeortreonifegari iy a net wor k
pr ?Cesi or c&r[ﬁ);pg&ﬂ/iiﬁetér(e_zéallol%_SQ, np?_&@v_.s*%w)m@ger“aqtiiﬂ:algrép@eaerdissa r[i;[obﬂfﬁd

net wor ki ng_environment_inc i Ng_ope_or_nore ner.al _ pyrpose c rol. .

pr ocessorgo (a@kflﬁgg,Tlegl‘fi.{fefSnjmphﬁtnpc%ﬁ -rcct):?f-olﬁ‘éfo'osf clr%?e”ﬁlg %%vﬁtcvé%l,msai d
net hod st EpEresenpT iconhep! (aforgehetatPhdrad HACRr Y1OME cTYFTE™ f HISPPRffUt SEY sai d
NP devi ceassai dodiatiaastanuchbar ehhaafiIngaoféniorhegorus tend ziingstispaebiey/ifpy the
speci al f{ameut YP&-3BRReSOSI ket 3L UR! safdlgeSsachli&)ingNds trak glabPPrde
address (120) ,as _ol%'eg#le%ey {Ohma C3pp associated with said networking

envi ronmen éapa 'e o andling said special frame type; and, (b)
generating, a custom zed table (100) from said generated data structure,
anal inputh&g#ﬁgr@tgp@lgm zed table to NP device menory, whereby
subsequent +t-able-1-cekups-n-sai d table are perforned for forwardi ng special
frame types to an associ ated GPP through a target port address. 11. The
progr am st'®aEgAt tel FeRrsEata e 2 by IRV HACHTRRE 4SRRI TRFE PATESAi m 10,

wher ei n saeskrdatag sheustuieuiacbudesod it iivgtofbet aguyaidulrest eval u€sF each
tagged |igtottrbye lcngtnIdicpde Ahtat tHd bR chi aledgfieREESRN R DG A afPpeciat frane
type to be lneluded b a3kd Jabke.e 2nl SAGLOAT ELA.T eRICSERIING, Sudeengt N of
sai d tagge 19°st valhue, and, a Value fi'el c'for, speci1yin a target

associ at e8™tHWgef Y487 ess Jand"CaP et prrr 3 ddt8S 1P oY sﬁ?ﬁd%pégg’éﬁssf?ﬁ%
type. Amenctd@rcémdurs of bytes (e.g., two bytes) representing the NP port

. AY!, . AF. AES AL A e A tBAEL x AD. PR Afile sAF) a1k Ya A% &Pk de o€ Xatiolk g e/

U] c"a U] C/ijq awvgggabl{]eci\é’ang%cg:?eld,. A header file np types.h may be referenced
for retrieving the possible number of TLVs and, in correspondence with the
customized table of Figure 3, include
NP _ATTRNUM 's including two byte NP address + two byte port address such
as: NP_ATTRNUM PPPCONTROL_ADDR, NP_ATTRNUM IP_ ADDR,
NP_ATTRNUM UNKNOWN DATA ADDR, and NP_ATTRNUM WRAP_ ADDR.

Other data configured for download via the API include control information

for specifying any expected asynchronous response characteristics, such
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Xol (10%& ©F- ?#‘f(_f)%’f K Progessgioodt (3% uuggq yERs Frame type is

"109&' ()-'g$go@ﬁ§bqy q#FPh@m_am01ﬁg9x into the table lOO Then, at step 213, a

10! <109 (et bQEOUB dr) 1 1045’ {9 +bLutbtOOR o haEH: TLOUR, ()} -4 V~yZOMRE Q!

frame is to be forwarded to a specific GPP for special processing based on
its frame type. If no match exists (i.e., no special processing is
required), the network processor processes the frame at step 215. If, at
step 213, it is determined that a match exists, the lookup is performed in
the customized table 100 to determine the target GPP address and port
address for that frame type at step 218 and, the special frame is
forwarded to the appropriate GPP at step 220 using those parameters. The
processing described with respect to Figure 4 results in four possible
outcomes: 1) the packet is forwarded for processing in the network
processor; 2) the packet is redirected to a GPP for processing; 3) the
packet is dropped; and 4) the packet is dropped and an unsolicited message

is sent to the GPP.

An example using the methodology of the preferred embodiment
depicted in Figure 4 is now described for the case involving processing of
a Point-to-Point Protocol (PPPF) frame. The PPP frame is processed by the

network processor. If the frame is a PPP control frame, it is forwarded
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" dEDC i@watOs 10% w&he) adplrdOBbat&’ f9twork processor component. If the Layer

3 protocol is not handled by picocode, the frame is forwarded to the

configured GPP for that protocol as specified in the lookup table. 1If the

protocol has not been enabled, the frame is enqueued to a discard queue,

not shown. If the frame is not a recognized Layer 3 frame and the discard

unknown PPP frame is configured, it is enqueued to the discard queue.

Otherwise, the frame is forwarded to the configured GPP for

unknown/unrecognized PPP frames as specified in the lookup table.

Exemplary actions taken are summarized in the following Table:

Protocol Action
PPP Control frame Redirect to configured GPP
Ip Proceed to NP IP Layer 3 if IP

enabled in PCT

Unknown Redirect to configured GPP (Unknown
Data) if the unknown PPP frame is not
set in the PCT.

It is understood that by enabling a network processor to distribute
processing across several general purpose processors, and providing the
capability of configuring which NP handles specific operations in a large
networking environment, advantageously results in the requirement of fewer
protocol stacks on each general purpose processor, as each GPP will be

equipped to handle only those special frames forwarded by the NP in

accordance with the customizable table exemplified in Figure 3.
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by a network processor (NP) device (25a, 25b, 25c...25n) in a distributed
networking environmment comprising one or more general purpose control
processoxrs (GPP) (15a, 15b.. .15n) that control at least one NP devices,

said system comprising:

a configurable table (100) implemented in gaid at least one NP
device for mapping special data frame types received at sgaid NP device
with a target address (115) and a target port address (120) associated
with a target GPP capable of handling paid special frame type; and

an application programming interface for customizing said
configqurable table in said NP device with said target address and target
port address entries through a GPF,

wherein said NP network processor includes mechanism for classifying the
received dara frames and comparing each said frame to entries in smajd
configurable table, and said network processing device includes means
regpongive to said classified frame type having a ¢orresponding entry in
said table, for foxrwarding said frame to said target CPFP through a
correspondlng target port address, wherein gaid target GPP is provisioned
for handling forwarding of said special data frame type.

2. The system according to Claim 1, wherein a special data frames type
includes a data frame of a protocol unrecognized by said NP device.

3. The system of Claim 1 comprising:

configurable means for engqueuing frame types of a protocol
unrecognised by sald NP device to a discard queue.

4, The system according to ¢laim 1, 2 or 3, wherein said configurable
table is of a flat table design configured in memory of sald NP device.

5. The system according to Claim 1, 2 or 3, wherein said configurable
table ie of a binary tree design configured in memory of said NP device.

6. 2 method for distributing processing of special data frames received

by a network processor (NP) device (25a, 25b, 25¢...25n) in a distributed

networking environment comprising one oxr more general purpose control

Amended claims



28 OCT '@2 23:11 FROM UK I1PLAW TO JAPAN-YAMATO LAB P.13/18

UfOWfMﬁbom{@}Q% & ()- T&IO%& ()- T&I0W& ()- TEhOWRab3: 3 October svew
TELO%K&! () - <<<====f >uV7/ 10&10% & ()-y&10% & ()-y&10% & () - y&l0% 3

h& () -y! 0SULO%N& () - SYL0% & ()- 10f >?MP[ ?{ 2?C| Z; 7/ 10" @10% h& 1 &E&/ZOM
& ()- &109%& ()-y &109%& ()-y!"0&10%A1& (}1y&10% h& ()-yChCFFFZG[G\G]G{YK—

10 h h 10 h h 10 h hi'y) (10%h h& ()-: "y) (10%>& ()-:!1#y)

(10%Ct & ()-:'y) (10%h4h& ()-:1f&y10% h& ()-] GGG xJJ}[9K=/ 10 h

roa0vE’ (o7 %@%%%?%R“ i SEPE dgh @%ﬁ% ) Bl B

010%08 ( )sad 38 thYSORRIRE si@lOO/&' ()-sR RTUWOU Ur<{\: 10 h !!I!,
f ps10%64H& () -mi f 109%& () - 0%9&' () 10%& () - #10%9&' ()-!
95g10%bb& () - &Y L ZOM¢ a0 N1bd) -im péﬂ&h&ﬁ@%@&p(aevwgﬂemﬁp)mglobb

10bb 10bb! S##1099b& () - -! 10%0b&'
F"109& ()%FSFid1 él) 32 Q’i"o& d%%/g% %0/;35 ‘)idreﬁs |~
__t aBM (115) and a target port address (120) assoc;ate with a target GPP JJS&

of processing said special frame type;

b) receiving at said NP network processor a data frame of a data

frame type (203);

¢) classifying the received data frames and comparing esach said
fyame to entries in said table (205); and

d) if said c¢lassified frame type has a corxesponding entry in said
table, forwarding said special data frame to said target GPP through a
coxrresponding target port address, said target GPP provisioned for
handling forwaxding of said special data frame type (220),

wherein step a) includes the step of: implementing an application
programming interface for configuring said table with said target address
and a target port address associated with a target GPP for each special

frame type entry.

7. The method of Clsim 6, comprising the step of providing a
configurable option to enqueue to a discard queue frame types of a
protocol unrecognised by said NP device.

8. an application programming interface for configuring a network
processor (NP) device (25a, 25b, 25c...25n) operating in a distributed
networking enviromment including one or more general purpoge ¢control
processors (GPP) (15a, 15b...15n) that control one or more NP devices,

said interface comprising:

a mechanism for generating a data structure for input to said NP
device, said data structure having one or more entries specifying a
special frame type and associated target address (115) and tarxget port
address (120) associated with a GPP in said networking environment capable
of handling said special frame type; and,

a device for generating a customized table (100) from said generated
data structure, and inputting sald customized table to an NP device

Amended claims
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target address and target port address for said special frame type.

10. A program storage device readable by a machine, tangibly embodying a
program of instructions executable by the machine to perform method steps
for configuring a network processor (NP) device (25a, 25b, 25¢...25n)
operating in a distributed networking environment including one or more
general purpose control processors (GPP) (15a, 15b...15n) that control one
oxr more NP devices, said method steps comprising:

(a) generating a data ptructure for input to gaid NP device, said
data structure having one or more entries specifying a special frame type
and associated target address (115) and target port address (120)
associated with a GPP associated with said networking environment capable
of handling said special frame type; and,

(b) generating a customized table (100) from said generated data
stxucture, and inputting said customized table to NP device memozxy,
whereby subsequent table lookups in said table are performed for
forwarding special frame types to an associated GPP through a taxrget port
address.

11. The program storage device readable by a machine as claimed in Claim
10, wherein said data structure includes a string of tagged list values,
each tagged list value including an attribute field representing a special
frame type to be included in said table, a length field representing a
length of said tagged list value, and, a value field for gpecifying a
target associated target address and target port address for sald special
frame type.
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