SYSTEM AND METHOD FOR SIGNING A COMPUTER DOCUMENT FIELD OF THE INVENTION
The field of the invention relates to signing of documents readable in a computing device, as 5well as
the authentication of such signatures. BACKGROUND OF THE INVENTION In today's global society
connected by the Internet and the increasing use of mobile communication devices, such as
smartphones argiigipied, ANDEXERATHIO P FORBIENINGNNCONMPUTEREDO OBNI BOCPMeS more
frequent and common. These documents can be in any electronic format, such as Microsoft Word or
Portable Document Format (PDF). These documents may require application of signatures thereto
before being sent out so that the recipients of such documents can verify their authenticity. Such
signaturgﬁsg%}sé g%eglq,@ ﬁ%ﬁp&rﬁsum handwritten signatures, or in the more traditional form of
biometric signatures like T ts and/or thumbprints. Signatures may also comprise both a
handwritten signature and a biometric signature. Handwritten signatures alone are inconsistent, while

true bionféifidisigRatheiNRBIyEBIR O BE MoleceBisistEridathe ipraSRRPIE HisNERRriten
signaturegeis fhaidhavheaRRaN LR giakigand inconsistent, especially if the person signing is
having a bad day or is under pressure. It may also be difficult to accurately 20 ascertain the accuracy
and authenticity of such signatures. It is increasingly common today that signed documents are sent
online instead of by the traditional snail mail or courier, and unless the original copies are absolutely
required, soft copies of the documents are transmitted electronically. The documents can comprise
anythingjﬁér%é)%%@%% X%JWME&HQH letters to sensitive personal or corporate information.
25 A common method of signing a document and sending it electronically is to print out the document,
verify its boritelats s agldhhk naipting omened deurientTéracrigidalisig hedtedomgmenst isf oftebikept in a

safe p'ac&xﬁfxﬁ*[lﬁigﬁ%{’l%%&%f‘%i&s a&‘%‘?a}ﬂ?d&?&eaﬁﬁ%ltél?, the exchange of documents within

10 the online domain becomes more frequent and common. These documents can be in any

electronic format, such as Microsoft Word or Portable Document Format (PDF). These
documents may require application of signatures thereto before being sent out so that the
recipients of such documents can verify their authenticity. Such signatures may be in the form
of the usual handwritten signatures, or in the more traditional form of biometric signatures
15 like fingerprints and/or thumbprints. Signatures may also comprise both a handwritten
signature and a biometric signature. Handwritten signatures alone are inconsistent, while true
biometric signatures like fingerprints may be more consistent. The problem with handwritten
signatures is that they can be highly unreliable and inconsistent, especially if the person
signing is having a bad day or is under pressure. It may also be difficult to accurately
20  ascertain the accuracy and authenticity of such signatures. It is increasingly common today
that signed documents are sent online instead of by the traditional snail mail or courier, and
unless the original copies are absolutely required, soft copies of the documents are transmitted
electronically. The documents can comprise anything ranging from simple acknowledgement

letters to sensitive personal or corporate information.
25

A common method of signing a document and sending it electronically is to print out the
document, verify its contents, and then signing on the document. The original signed
document is often kept in a safe place. If the document contains more than one page, the
signature can be on one page (typically the final page), all of the pages, or any number of

30  pages in between. Subsequent to being signed, the document is scanned into the computer and
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signature can be on one page (typically the final page), all of the pages, or any number of 30 pages in
between. Subsequent to being signed, the document is scanned into the computer and then sent out
by email. However, during the scanning of the signed document, the document is likely to be prone to
tampering. This is especially so if the document contains more than one page. One example of

tampering\és hadnsenipBredidddiionalpagessnhichctinisig Nt aididsigoatamnntismot enaiendf, or the
omission, of some pages during scanning, Another 5example would be that a person skilled in the art
can extré&ﬂ%&i‘é’n@ﬁﬁ@%?ﬂ BRI d M ARoCERTBEY Yt SRtd ARo RS BSEL FUHERASPEES {idBosing as

the signainsypAwothes enmpln shethed:is §oi g rap i enited disignaiiedidady andai@dagument
electronically before sending it out. This solves the problems of insertion and deletion of 10 pages and
but it maiTd BEVREb IR RN oRTo ¥ BIaHAILAL. YA BRRSR, QHE SO £t VRS the
contentsexfathpleloaiimesd hetoe@asingif&ignalidrerotaii. ddewe ee, siauieb esmahexisactingthe

signature and embedding it in anpther docyment still applies here, Another disadvantage is that there
il ot RO RSP yTBER 1 e EEHSER & D5 Eifeui to verity the authentciy

of the signature when it comes to 15contention, especially in cases involving important legal
documents. To overcome these problems, the graphically signed document can be encrypted with a
digital signature. The first step in digitally signing a document involves hashing the document to
generate/mbdsh ooxligest ofethed dcumeniphicidljashnlorddigesgnatarshdittend marsiondot tineen20

documentsg hat [ can.be engrypred faster Although i ot echiically required o petform e
hashing Funcflon, & process of e ryp(%lng he entits document is often 100 slow 16 56 feadible. The
secidhd gtegeinvolydsiencnyptingl thebhasiil o alide $o witlracpovaté Key shatabelonbs sddhesetider. In
order to decrypt she,nashyor dioest tie [sqibiert geeds tose a.public key a3 mpds Quallgble to
him or her?Each private key tor encryption has a corresponding

the problem of extracting the signature and embedding it in another document still applies

here. Another disadvantage is that there will not be an original copy signed by pen, i.e. wet

signature; it will be difficult to verify the authenticity of the signature when it comes to

15  contention, especially in cases involving important legal documents.

To overcome these problems, the graphically signed document can be encrypted with a digital
signature. The first step in digitally signing a document involves hashing the document to
generate a hash or digest of the document. This hash or digest is a shortened version of the
20  document so that it can be encrypted faster. Although is it not technically required to perform
the hashing function, the process of encrypting the entire document is often too slow to be
feasible. The second step involves encrypting the hash or digest with a private key that
belongs to the sender. In order to decrypt the hash or digest, the recipient needs to use a public
key that is made available to him or her. Each private key for encryption has a corresponding
25  public key for decryption. In other words, the sender must first provide to the recipient the
public key necessary to decrypt the encrypted electronic document. If the public key does not
match the private key, there will not be any authentication between them and the document

cannot be decrypted. This method of encryption is commonly known as digital signing.

30  The advantage digital signing offers over traditional signing by pen is that digital signatures

can only be created by the intended signatory, assuming his or her private key is kept secret.
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25 public key for decryption. In other words, the sender must first provide to the recipient the public
key necessary to decrypt the encrypted electronic document. If the public key does not match the
private key, there will not be any authentication between them and the document cannot be decrypted.
This method of encryption is commonly known as digital signing. 30The advantage digital signing

offers over icrdiionalizigningtbkpensisithat digitRibsignapiek camenihie ereateshbyhenintended
signatory, assuming his or her private key is t secret. If access to the private key is made available
to partieP HHEY TAAABRASE GR ARG SRES ia%@f%ga AR LR et %é?o'%?a‘?ﬁ dgitHis ign
documeniignakireiatb o ey fiadidoyad gignatties are ofieniajaethie @xprEisal HOWaNeEs a5 eharajor
issue of q%gital signaud%gs is atg1e corresg)ondigeg?f blic Eey must be used before the ocurélent can
be openddFary SR & ¢ RBRISr & BIEhES 'Y eg%e-é fofiRGYBRRIoFehhS SPRSREAAL 6 keys
betwieen Thersfieletharchterdanipignt Kbt theadigitdl pign g langd ot Ryt M @rdrd erryplids: of
documents that are encrypted with a digital. signature. The Uniform Electronic Transactions Act
(CETAy A1 16 B S R i SEAT 61 P ARBPAFEO TP (oSHERD S4Bty what
constitutageavakgtad dviegaltidinidingalaetronic signature. Specifically, an electronic signature is a
sound, symbol, or process associated with a computer document, such that it is unique to the

signatory, under the sole control of the signatory, linked to the document in such a way as to prevent
tampering, and capable of being authenticated. 15 Without the implementation of separate

infrastrucire,seftware, e signad.docyment may @k shof o e requiement Jinked dg.fne
document In such a way as to preven?ctamperlng . Wi respec?to Igita sign%l%ures, the signed
dodimerindh Nafathsh Qidrofriére eséao (dE 3¢G Ny espanty witde r dhes sole cantedidhtidel sggHatbipdiighe

private kgyl unlntentlop%gysz Cdg.c%lﬁse%}]?&cgct%ls in turn#aads. to ISSUGSdWItht glfourth r%géjslrement

0
‘capable of %é?ﬁlglgcasd wenticatd8* T fie above-men gﬁ%dsp?oﬁ?élr%§ and the I&r;alfrgspect, there

exists a needitoecomitinge thmpdvadtagesof, tsaditidnali signatures tarttedsggtal teignatiastie admngle

signing meghanism, 25 e compier docHeis, nArderp meetdne lagaleduirements, Acggrdingly
it would be desirable forra S|gX’a ory to intentionally ancilmanually B’er?ormpfhe signing on & computer
documentapatiieaok dnohgrttdenoed biometric signature, and encrypting the computer document with a

digital signature.
15

Without the implementation of separate infrastructure software, the signed document may fall
short of the third requirement “linked to the document in such a way as to prevent tampering’.
With respect to digital signatures, the signed document may fall short of the second
requirement “under the sole control of the signatory” if the private key is unintentionally
20  disclosed, and this in turn leads to issues with the fourth requirement “capable of being

authenticated”.

In view of the above-mentioned problems and the legal aspect, there exists a need to combine
the advantages of traditional signatures and digital signatures in a single signing mechanism
25  for computer documents in order to meet the legal requirements. Accordingly, it would be
desirable for a signatory to intentionally and manually perform the signing on a computer
document with a handwritten and/or biometric signature, and encrypting the computer

document with a digital signature.
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30 SUMMARY OF THE INVENTION The invention solves one or more of the above-mentioned
problems. The invention provides a system and method for digital signing of computer documents
which uses a two-factor signing sequence to combine the advantages of handwritten and/or biometric
signatures, and 5 digital signatures, together in a single signing mechanism. Advantageously, the

inventiorsy oS AR YO BIgERUN YE NG TONque to the signatory and under the sole control of the
signatory (in the handwritten/biometric signature), and as such ensures that there can be no substitute

of the SiGRAGEY OYianPIKYs THE RYREOSF MERGL Allans dentis Rignature 1@ bR A6 sRihgcomputer

document such that the document cannot be tampered and for the 10 signature to be authenticated in
two factorss{eranangritailisidrietrid gighigrangnafdigirapsigh derancas swbichnesasveriiehisedVides for

Comp"argqgnmg]s SR 3581 O ING A.31906d AP HocHmA Bl ARAe AR PEdIRG:

According to afirst aspect of the invention, there is provided a method for digitally Signing an 15
unsigneditb@l riieReiAres cédpepthvn gt dvidBdo rmighink aptehaidsa. ndfvaRtHRMTabe des/iteontiRitein the

unsigned; dagunentiis rsarabie by e samRUter dieviseThs MeihasiePmRIiSeR theatePsfikeceiving

a first signature information generated from a first signature provided by a user to the human interface

device dsiengitefdttioh haedapidsnihiomeltisigHnUrEdhfephaticH Betngues drptiisrsfandbe no
charactegiging:the &f%héigfgﬁ%?ypﬁ?%dﬁﬂy?y USRI IFBCRRIAIING R YiaRkign adilien af e first

signature from the first signature information. The method further comprises either (i) hashing the

unsignediabedirife Hta s genurei«lachaeHastehe il P geReRat KaRPOWWRRA BpeEed RBY: iardhe

compiningdhg Hesignsd dasument-dne firsbSigRaINre HRfIMALoN,RALIHE schpiedfitsidgsh into a
signed document, or 25(||Zlcomb|n|ng‘the unsggned document and the first S|g_n_ature information into a
marked signature). As such, the invention provides for compliance with the conditions of making a

signed computer document valid and legal binding.

According to a first aspect of the invention, there is provided a method for digitally signing an
15 unsigned document in a computing device communicable with a human interface device,
wherein the unsigned document is readable by the computer device. The method comprises
the steps of: receiving a first signature information generated from a first signature provided
by a user to the human interface device during interaction therewith, the first signature
information being descriptive of and characterizing the first signature provided by the user;

20  generating a graphical rendition of the first signature from the first signature information.
The method further comprises either

(i) hashing the unsigned document to generate a first hash; encrypting the first hash with a
private key; and combining the unsigned document, the first signature information, and the

encrypted first hash into a signed document, or

25  (ii) combining the unsigned document and the first signature information into a marked
document; hashing the unsigned document to generate a first hash; encrypting the first hash
with a private key; and combining the marked document and the encrypted first hash into a

signed document.

The resultant signed document displays the graphical rendition of the first signature when

30  viewed with the computing device.



document; hashing the unsigned document to generate a first hash; encrypting the first hash with a
private key; and combining the marked document and the encrypted first hash into a signed document.
The resultant signed document displays the graphical rendition of the first signature when 30 viewed
with the computing device. According to a second aspect of the invention, there is provided a system
for digitally signing an unsigned document. The system comprises a human interface device
communicable with a computer device, wherein the unsigned document is readable by the computer

device. T& 5raHRIG0 GG INGMAES MeaRvRiJe caMng A FLRIonYLENFormatian,ogopfated from

a first signature provided by a user to the human interface device duririg interaction thérewith, the first
signaturéinfopraacd desaimg e SbApNvE B comPehay adtienrn dise Fe dsiyprayapronsable mitthe user;

means o, aertAlRY; I RIIGA {Eé‘qﬁk‘(?i Qlhithsdimksonate fies e dISh RIS [pdormation.

10The system further comprises either (i) means for hashing the unSigned document to generate a
first hastyrieansifdiceneelistiagnagantr SohExleixing & pHvhtegeeiira naipiamtiofodmtdi AP e
U”S'g”echﬁjsqcéi'g%ﬁﬁfeﬂis?of&'iﬁlsé'{a%“ﬁ"s%ﬂ@BO{ﬁBa}{{HHarﬁﬂﬁeﬁl?Qc‘éQféWEEe&’u%ﬁ hashdoaRiangth,
document, or (ii) means for combining the unsigned document and the first signature information into
a 15 martisdist sHBHuIm Blos RSt IRA sPRHE I GHBIEYR @0 dBdnsBAtag Gk atecalfisst HEBAURSeans for

enCWD“’]ﬁJUﬁléHﬁiﬁ‘é\%%%@"&ﬁeQﬁ@’%ﬁ d&¥- AN MeApRicn camRibingrthe MarkedhdorumentAad the

encrypted first hash into a signed document. The resultant signed document displays the graphical
renditionfobtisteRrsiIsi gHaEIMRRen viewed with the computing device. The foregoing summary is
illustrative only and is not intended to be in any way limiting. In addition to the illustrative aspects,
embodimBrtsystaoh featoee sonipixesemieapparent by reference to the following detailed description.

(i) means for hashing the unsigned document to generate a first hash; means for encrypting
the first hash with a private key; and means for combining the unsigned document, the first

signature information, and the encrypted first hash into a signed document, or

(i) means for combining the unsigned document and the first signature information into a
15  marked document; means for hashing the unsigned document to generate a first hash; means
for encrypting the first hash with a private key; and means for combining the marked

document and the encrypted first hash into a signed document.

The resultant signed document displays the graphical rendition of the first signature when

viewed with the computing device.

20
The foregoing summary is illustrative only and is not intended to be in any way limiting. In
addition to the illustrative aspects, embodiments, and features will become apparent by
reference to the following detailed description.

25



DETAILED DESCRIPTION OF THE PREFERRED EMBODIMENTS Embodiments of the invention will
now be described by reference to the accompanying drawings. The illustrative embodiments described
in the detailed description, claims, and drawings are not meant to be limiting. Other embodiments may
be utilized, and other changes 5may be made, without departing from the spirit or scope of the subject

matter prPEAN{EL PBrBRSERIETION'G B THE PRICFH REID EMBOBIMENIEYice being in
communication with the computing device. FIG. 2 shows a flowchart of the method of digitally signing

an unsiggeehgeFHMRN LA E Gy ehSBAVEI NG e alensiutas mathad of digHally Signingd\Ahe

unsigned document. FIG. 4 shows another of the steps in the method of digitally signing an unsigned

documerttam@es shvwdlbrieatyehenzhegsnantsedastribedicatifty dleighed doetinient. FIgms, stislys
another of IR IERS MLiNGAHING MICRIRG? SIRECARRIMER s ma§' G (LEHEW S ARG BHBIRMenting

the method of digitally signing an unsigned document. 15In the drawings, like parts are denoted by like
numeralsnay pecrefsd veihsstileratiog themhlisrpbit provieles o e thbia0DabeidReaNesi§atag an
unsigned document. The method 100 occurs in a computing device 20 or computer that is
communicable with a human interface device 22. The human interface device 22 can be a

FIG. 1 shows a schematic of the human interface device being in communication with the

computing device.
FIG. 2 shows a flowchart of the method of digitally signing an unsigned document.

10 FIG. 3 shows one of the steps in the method of digitally signing an unsigned document.
FIG. 4 shows another of the steps in the method of digitally signing an unsigned document.
FIG. 5 shows one of the steps in the authenticating a signed document.
FIG. 6 shows another of the steps in the authenticating a signed document.
FIG. 7 shows a system implementing the method of digitally signing an unsigned document.

15  In the drawings, like parts are denoted by like numerals.

A preferred embodiment of the invention provides a method 100 for digitally signing an
unsigned document. The method 100 occurs in a computing device 20 or computer that is
communicable with a human interface device 22. The human interface device 22 can be a
20  tablet device comprising a touch-sensitive portion 24, such as a Topaz tablet, or a similar
electronic device that comprises a similar touch-sensitive portion 24. The touch-sensitive
portion 24 is capable of accepting actions performed on it by a person (alternatively known as
user or signatory), such actions including but not limited to, making a handwritten signature
and a biometric fingerprint. The tablet device may further comprise a stylus for ease of
25  writing or making the signature. The human interface device 22 can be connected to the
computing device 20 via a computer interface connector 26 such as a USB connector for
communicating with the computing device 20. The computing device 20 is capable of reading,

viewing and displaying, among other things, the unsigned document.

6



20 tablet device comprising a touch-sensitive portion 24, such as a Topaz tablet, or a similar electronic
device that comprises a similar touch-sensitive portion 24. The touch-sensitive portion 24 is capable of
accepting actions performed on it by a person (alternatively known as user or signatory), such actions
including but not limited to, making a handwritten signature and a biometric fingerprint. The tablet
device may further comprise a stylus for ease of 25 writing or making the signature. The human
interface device 22 can be connected to the computing device 20 via a computer interface connector

26 such g3 ﬂly%b%%%@ﬁ&)'iﬁé’rrﬁQﬂﬂlﬁHUmlﬁaﬁ&ﬂwﬁgstqﬁec%boqﬂﬂgo@'er}é&%@g g Sompuling device

20 is capable of reading, viewing and displaying, among other things, the unsigned document. In the
embodimeRtThé R apisdatebicomprisss sigaattsp NOYideddvei ingraditse Sigmaturetenfereritioes

generateg,fig ‘Rtéirﬁﬁiﬂ_'%?tﬂ{@ RIQUHRARY RubSEN RS DUMAR INfRURCS devigg.durngdnigsaction by

the user with the human interface device. The first signature information 5 is descriptive of the first
signaturdspreviaed sy ahehadesarignateesparsieidithardeeneimmndnhe firpabigraftaharacksiniag shghature

can be agfiormoplhandwiienisignasiia.fl 2 Aaspelrigdingerpainhenifaihsithametiod eosmrrises the

step 104 of generatipo%pa grag)hical rendition of the first signature from the first signature information.
The graphiesrpensRiopP8T thacripetBrfhaourBrises Bigitta B eingcorbrg ot Sigplaate AL it can

be receivgd gpd wathRydhe o BRI SRYCe (I hRMsihad dushshicomersrRI6rsiep gfeither ()
106 or (ii) 108 as described in the followm%él) The step 106 comprises the sub-step 110 of hashing

the unsign@tde inlehetslieddieie affths hasp AR shHREINIdt c8RtRIGIH 5ad RigBet of the
15 ymsig gmﬁh' j ' |gfmgs iBlgsf ihkerant
doc}l?merggl%glﬁ ield the g%rr}?g] %ﬁ%ﬁ%@%&fygﬁﬁﬁg&%putaﬂgmﬁa?dhirq%e%g/ygigg%hf
documerttearidbed e i oliingcess. The step 106 further comprises a sub-step 112 of encrypting the
first hash with a private key. The private key is used in Public-Key Infrastructure (PKI) which is a
well-known 20 cryptography application with digital signatures. There is a public key corresponding to
the private key, and both keys are related by a one-directional mathematical function, such that one

key is uniqugforthe Giger Jd1e GiiyaLe KeNdSsaprsRgIy kersserurbytHie signaryaedmy used

when necessary to encrypt a document with a céiﬁgital signature. The step 106 further comprises the

sub-step 114 25 oPETHfiAgiHE DRtgnkRf dBtinterh, {hechishiidatitharterAthibeeshrrf i

engrypted first hashigienadsignesheRcwmentiSssgutalhoubie SigRerd acHManbaompesvBIises the
original unsigned document and the first hash that has been encrypted with the private key, as well as

the first signature iSRRG rerSS atSreNidrniBtion @i s irst Rash4ioviERsIAE ifirmation
necessary to 30vergdynibetfiishaidpadureeitsiaaaue tlruhanticRlH BIRES BREHrocess. The step

106 further comprises a sub-step 112 of encrypting the first hash with a private key.
The private key is used in Public-Key Infrastructure (PKI) which is a well-known
20 cryptography application with digital signatures. There is a public key
corresponding to the private key, and both keys are related by a one-directional
mathematical function, such that one key is unique to the other. The private key is
normally kept secure by the signatory and only used when necessary to encrypt a
document with a digital signature. The step 106 further comprises the sub-step 114
25 of combining the unsigned document, the first signature information, and the
encrypted first hash into a signed document. Essentially, the signed document now
comprises the original unsigned document and the first hash that has been
encrypted with the private key, as well as the first signature information. The first
signature information and the first hash provide the information necessary to

30 verify the first signature in subsequent authentication processes.



(if) The step 108 comprises the sub-step 120 of combining the unsigned document and the first
signature information into a marked document. The step 108 further comprises the sub-step 122 of
hashing the marked document to generate a first hash. The first hash is essentially a shortened digest
of the marked document 5 which is unique enough such that it is almost impossible for two different

documents 1@iyiEhd g SABediashschhRenashsteps@tsdheaitpriationaklgaciidRueiyptingithe
document and expedites the process. The step 108 further comprises a sub-step 124 of encrypting the
first hash with a pri?)é% ﬁ@l&ﬁe}{g dﬁgg{m{@‘isnﬁ@ed‘idrﬁgﬁgc-%&}lm?ﬁst ?ufégfpiéamlﬁgﬁ‘épa
well-known 10 cryptegpapky hpplitatiep with digitalsignaisres:ldietedaadpublicdsayrarrresponding to
the private key, and both keys are related by a one-directional mathemagical function, such that one
oy 6 i 1 10 BTer PO S0 K RSN RSB 1 LS PBHibec
whep necessary towiichy/ft andagiemaniigithsaddigikat signatareosihenspepsitle fvithevcatitfyisas the
sub-step 126 15 of combining the marked docyment and the encrypted first hash into a signed
document, Essentdl THESgHoR 0 nGHE T Sbr DAL b MR BT AR IFETRRS: nash
that has been encrypteghviii tihe pdivatedigy,aad Walpaditie fiist prgoaiurertfoseptiansvifigthaas
previously combined with the unsjgned ument to generate the marked document. The first
Cionature nformatSRSHA SRR ha o dToa L iAo PHEbOLLar 4 iy e 1
signature in subseguBnatalitieificatonprpoeissds Chifsaguenirto @Kirwhitte aferemtntianed two
ste 5 106 and 108, the si netg doc%%ent displays t e.(%;arlaphical renditixﬁﬂ of the first E‘i@pat%e when
viewed with the coﬁ{gaﬁ)ﬁga@e%c@ At thd igl 81584 16 B thie flrs?rgighsatﬁrep dined Yrom the
human interface dexdaespbadinapioicat reriditiohof, thadfivetisigaatune is:Riraphigallpembieddedon the

signed document suct’hthat whlep viewed wi}lh he computing device, t@e cgmpﬂtin devicE disglays the
. mathematica .1%(: 10N %Hc that one 1S 1que éot %ot er. eﬁrlvate eél
document with the graphical rendition of the first signature. This advantageously atlows a person to

visually see that thedacilinéepheas:indésdinesigsigne dilny enbjgmatb kyheitma S8handwsiiteypand/or
biometric signature., Preferably in the.embodiment, the first sigpature information comprises. g first
ploralty of charact AL It A Biar SR S SO e B
dird&tion, and fidelityf @bthbifinsg signatarked decspeed weldtds torthyptadafion dhsimmtakenipyethe user

in making a handw(ri';[)tceur}n seilglltn%téjsre. iTa qe c%l,lrecsz'{ior(la (5e(la'(r.:es te% ttrﬁ% \giffgren'gssetr es %ﬁ?o(lj égre}l user 5in
making a handwritten S|gnature.e‘FI£|e e |Fy felates 16 NS Visod GRS St the Randivritten signature, or
in the case of a biométtie fiingehpsinththd dnbeandshapedivarhcteristicstokthe biombtac tedamprint.

Preferably, the embodiment canlprises a met od of transmitting the s@gne do ument to a 10({ecipient.
. S%ﬂ&tu%@ 1n1o m%tlon winic was PrI]'eVIOthql compine W1 (] uns11$ne .
Once a user or signatory has signed a computer document, document can be sent or transmitted
to another person, decthrenetipgentritealicansmiissidocoareie, Thet Hiot [ngtadite,ibjoemaiboramiernet file
tra%fer' the first hash provide the information necessary to verify the first signature in

subsequent authentication processes.

Consequent to either of the aforementioned two steps 106 and 108, the signed document
displays the graphical rendition of the first signature when viewed with the computing device.
25  With the digitalized form of the first signature obtained from the human interface device, the
graphical rendition of the first signature is graphically embedded on the signed document
such that when viewed with the computing device, the computing device displays the
document with the graphical rendition of the first signature. This advantageously allows a
person to visually see that the document has indeed been signed by a signatory with a

30  handwritten and/or biometric signature.



Preferably in the embodiment, the signed document is capable of being authenticated by the
15recipient using, either step (i) 130 or step (ii) 132, or both steps 130 and 132 in any sequence. The
steps are described in the following. (i) The step 130 comprises the sub-step 140 of generating a
second hash of the signed document. In a similar hashing function as generating the first hash

describe@retOrallgvi, the catipiinicaenewipsassecond hagheiibe swnpdsdocumenblasdlty ivfthe
recipient's computer. The second hash is independent of the first hash. The step 13%/1‘#rther
compriseL St 59 26 RIBEY BtRG S St PSS AP RS HIMERSS ‘b‘thﬁf M7 whEFElPthe public

key is coseisfesldingtentherfrivatactkey arcdgseder@bayehelhapidlistkmidsanaceyaynailableio the
recipient b%/}ﬁ‘ge sitgna o% 25 and/or m%%% vailable f?r retrie\ﬁal tggqfublé% Theﬁfgeép 1}30 further
comprise8 RS AR SEN 1AL oF &P Sring B LG RESHWRA the Gt RsG TSt haLH t Wisth
hastses matahkiien aedhgitainsignature. ITHB € Sigine detioetiroaht s alilh®stdics of the(ljatderstep 132
comprises the sub-step 150 of co ring the first signature informagion 30in, the signed document with
o atalo s SE HE el S15Fe h PATHb1 CARE S U ETe MNP PSR S bature
informatibivaieaicifiagepdncharacterizes a second signature. As every second signature information in
the plurality of second signature information is different from one another, each second signature

information describes and characterizes a different second 5 signature. In order to describe and
characterize a second signature, each second signature information comprises a second plurality of

characteristics, . wherein the second plurality of characteristics comprises at.least one of speed,
Ciraation e R R o P BB ek crisics
is déscribedpaenpadhe pasanoetepsamtiyehfis si pladalitp oipdiercharantaristesidesaibechalbovenAt least

one of the %boveme t'loned Barameters is %om ared pe[tﬁveen the first sigpgtu e {nfor at%og {amd the
or transmitt 0 anot eli_P]ers n, 1.€. the, réecipient. {1, nsm%ssmnc F ut not 1m18 Q
second signature information.” The step may further provide for informational alerting to indicate

whether thyecoon paiisemee sudtsrimdgpositive match or a negative match. 15The authentication can also
be performed by a third party who is neither the signatory nor the recipient of the signed document in
guestion. Especially in events of contention wherein the veracity and authenticity of the signature is in
dispute, or in litigation matters, the need for an authoritative verification of the signature arises. In most

cases i”\ﬁ%&ﬂﬁ%ﬁ’ﬁ?gE&O&}ﬁ@&d}}ﬁe\ﬂe@hﬂaaﬁgx%ﬁ“&&&}gaﬁ%%apa%?eC&%@ﬁ@%ﬂ@&f&%&@%9%1?& visual
sighting which can be
15  recipient using, either step (i) 130 or step (i) 132, or both steps 130 and 132 in any sequence.

The steps are described in the following.

(i) The step 130 comprises the sub-step 140 of generating a second hash of the signed
document. In a similar hashing function as generating the first hash described

20 above, the recipient generates a second hash of the signed document locally in the
recipient’s computer. The second hash is independent of the first hash. The step

130 further comprises the sub-step 142 of decrypting the encrypted first hash with

a public key, wherein the public key is corresponding to the private key as

described above. The public key is made available to the recipient by the signatory

25 and/or made available for retrieval by the public. The step 130 further comprises
the sub-step 144 of comparing the second hash with the decrypted first hash. If

both hashes match, then the digital signature in the signed document is authentic.

(i1) The step 132 comprises the sub-step 150 of comparing the first signature information

30 in the signed document with a database. The database stores a plurality of second
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20 somewhat inaccurate, and even more so if there is intended forgery and the forger is an expert in
this field. Moreover, in today's world, computer documents are being exchanged frequently and any
intended forger can hide behind the computer and impose as the intended signatory. Therefore, it is
necessary for signed computer documents to be capable of being authenticated. 25Preferably, the

embodiment also pvisiagea nethodfon editherotacihng theSignes decormanbin raspenss toagambining
the unsigned docu(%ent and the encré/

ed first hash into the signed document. Once the document is
edit-protected, modifitAGEAY S thass ﬁépﬁbﬁgﬁ?ér&'d‘ééu?ﬁ‘é% [ B‘glﬁé‘r‘f&m&f’%ﬁfﬁ%t‘%ﬁ%e

advanced computinpguiatiynigtiescByledigproiectinginettignsddiffetone ftotheorrCipieicgar L@ certain
that the signed documerﬁt1 received indeed 30 orric?inatﬁd fr%rgq thﬁ: si%nator and there has not been
any alteration or tafip&Mhg’ SR &olURBKESTri NG ARSIl o AN RSFE b h SUICERY AiESPRfon or

tamgering, or any tsgnsmissitn efder, ithdesorteniual teusigeadedocusaant vaiadilee lvhngedmnd the
second hash generated from tfhe signed document by the recipjent would not match with the first hash,
thereby not authentiEaiHE HEISGHUSHSEIREN FoSErOVE RIS STHCHA 1Y h MIE IR the
method may furthescomppaadhs siephkiemilshyotgirigethe: Jaasesigndtisect) dadnase biydhe

same signatory. Preferably in the embodiment, each of the first signature and the second signature
comprisles a hgndvxﬁ‘f%élrtys)i/éﬂé re’ 5B h?é%ﬂ%t%]i&ngﬁ% ,B?Irﬁgi#.g% H;ﬁ%ﬁvr?ﬁ%?{]gi gfﬁf‘ :go elchribed

as a signature madshiy@csigiatory'sibauntbeide.aa vet Sigaaparameagapar. thdidinetrpdisighatwe can
be, but not limited tqi fingerprints andl&r(}h%mbé)rintt belon in? o the si nato(%. (Fi’referabl in.the

em}) diment, the uﬁs?gr]?‘ne 588%%%% fie Mar 'eé‘ Setintg £ ﬁees?g% HoCUEnE2aHa* r)s/ Other
variants of documesismpiiecih BEween heemthiodigOhinethiafaboveembadinhentenaydosiknplermented in

a system 200. Theis¥stem.15ptlcﬁ/édes the m ans for ‘Ferﬁ)er_rpgglqn?ach met gll (grrtld/or step.and/or

.Infermation step, may._Tu 0OVl ormationa 1ng. to_indicate
sub-step as descrlbe(?ln ?ﬁe above enﬁ’bogﬁnerﬂ. %Iﬁ)l e various aspects and embodiments have been

disclosed herein, othiettaspdetsoanshesnhadinienis aybhdigvappadndita tegsevekilledtin the art. The
various aspects and 20embodiments disclosed herein are for purposes of illustration and are not
intended to be limiting, within the scope and spirit of the disclosure being indicated by the following
claims.

15  The authentication can also be performed by a third party who is neither the signatory nor the
recipient of the signed document in question. Especially in events of contention wherein the
veracity and authenticity of the signature is in dispute, or in litigation matters, the need for an
authoritative verification of the signature arises. In most cases involving paper documents
with handwritten signatures, the comparison is often done by visual sighting which can be

20  somewhat inaccurate, and even more so if there is intended forgery and the forger is an expert
in this field. Moreover, in today’s world, computer documents are being exchanged frequently
and any intended forger can hide behind the computer and impose as the intended signatory.

Therefore, it is necessary for signed computer documents to be capable of being authenticated.

25  Preferably, the embodiment also provides a method for edit-protecting the signed document in
response to combining the unsigned document and the encrypted first hash into the signed
document. Once the document is edit-protected, modifications of the edit-protected document
cannot be performed without any advanced computing techniques. By edit-protecting the
signed document, the recipient can be certain that the signed document received indeed

30 originated from the signatory and there has not been any alteration or tampering of the
document during transmission. If there has been any alteration or tampering, or any

transmission error, the content of the signed document would be changed and the second hash

10



CLAIMS 1. In a computing device communicable with a human interface device, a method for digitally
signing an unsigned document readable by the computing device, the method 5comprising:

receiving a first signature information generated from a first signature provided by a user to the human
interface device during interaction therewith, the first signature information being descriptive of and

charactepziRgntbe fisshsignaibnepavdaadbiheusetifiogenaidting.a araghicai endifion ahihe first
signature from the first signature information; and one of: | hashing the unsigned document tp generate
a first haliF enerBtiry e el Ag s ith RS hIGe SR ank? cB?%ﬁ?néhﬁee??‘ﬁ'ﬂﬁﬁ‘éﬁl%cH}n , the
first 15sigpatiient)ibemaditod angythe@ectiitpe o shhash sitecmsigney detignmentaaitdsignat@@bining
the unsi%n%d docur[%;e,né and the first signature information into a marked document; hashing the
marked dBQGHEAERYJBASPRE UHPRYsh: encrypting the first hash with a private key; and combining
the marked document and the encrypted first hash into a signed document, 20wherein the signed
docdment displays the graphical rendition of the first signature when viewed with the computing
device.

Preferably in the embodiment, each of the first signature and the second signature comprises a

handwritten signature, a biometric signature, or both. A handwritten signature is described as
a signature made by a signatory’s hand, i.e. a wet signature on paper. A biometric signature

can be, but not limited to, fingerprints and/or thumbprints belonging to the signatory.
10

Preferably in the embodiment, the unsigned document, the marked document, the signed

document, and any other variants of documents are in PDF.

The method 100 in the above embodiment may be implemented in a system 200. The system
15  provides the means for performing each method and/or step and/or sub-step as described in

the above embodiment.

While various aspects and embodiments have been disclosed herein, other aspects and
embodiments will be apparent to those skilled in the art. The various aspects and
20  embodiments disclosed herein are for purposes of illustration and are not intended to be

limiting, within the scope and spirit of the disclosure being indicated by the following claims.

11



2. The method according to Claim 1, the first signature information comprising a first plurality of
characteristics, the plurality of characteristics comprising at least one of 25speed, direction, and fidelity
of the first signature. 3. The method according to Claim 1 or 2, further comprising transmitting the
signed document to a recipient. 30 4.The method according to Claim 3, wherein the signed document
is authentEAEMIBY the recipient with at least one of: i.generating a second hash of the signed
document; decrypting the encrypted first hash with a public key, the public key corresponding with the
private key; and comparing the second hash with the decrypted first hash, and comparing the first
signaturegl jnformatiprdmpaeisigned docstimanhivitla wiakabasen dhei statalaseccwnpiisighadiiality of

second signature information, each in the pjurality of second sigpature information being descriptive of
and characteriziHg H BbcR & ARANE SRS HBH N A A Bl BN GPARRY P AR eSS TG the

secand pluralitycofrgltaiagteristics comprising at least one of speed, direction, and fidelity of the second
signature. The method according, to arj:%/ prece.dig?? claim, each of the first&sriéqnature and the second

signature comprising efffgé‘gflgﬁeﬁ&?ta? BRI gﬁ%‘h%lﬁfél%&eg B3 Sﬁ%‘&fﬂ'ﬁ%?‘i‘h"é thod
according to Claynysethergia e dmetric Signadaéuisng fingei@ion vktbeidsahcliheuxigiioge
according to any Precedin claim, the. method further comrPrjsingle it- rotecting the s&gg%d dﬁ)cument.
nformation~being descriptive of and characterizing the first signatur€ provi y the
user;
10 generating a graphical rendition of the first signature from the first signature
information; and
one of:
1. hashing the unsigned document to generate a first hash; encrypting the
first hash with a private key; and combining the unsigned document, the first
15 signature information, and the encrypted first hash into a signed document, and
ii. combining the unsigned document and the first signature information
into a marked document; hashing the marked document to generate a first hash;
encrypting the first hash with a private key; and combining the marked
document and the encrypted first hash into a signed document,

20 wherein the signed document displays the graphical rendition of the first signature

when viewed with the computing device.

2. The method according to Claim 1, the first signature information comprising a first
plurality of characteristics, the plurality of characteristics comprising at least one of

25 speed, direction, and fidelity of the first signature.

3. The method according to Claim 1 or 2, further comprising transmitting the signed

document to a recipient.

30 4. The method according to Claim 3, wherein the signed document is authenticated by
the recipient with at least one of:

i. generating a second hash of the signed document; decrypting the

encrypted first hash with a public key, the public key corresponding with the

private key; and comparing the second hash with the decrypted first hash, and

12



The method according to any preceding claim, wherein each of the unsigned document, the marked
document, and the signed document is in Portable Document Format (PDF). A system for digitally
signing an unsigned document, the system comprising: a computing device and a human interface
device, wherein the computing device is communicable with the human interface device and the
unsigned document is ifeadaklentyyathey Cemputisigevieenformaen ibe e gedd a9 @ fiksttsigneiure
information generated frorE a first siillg?n%ture provided b%/ % uégfr tof[\?ég human interface device during
interaction therewith, tH&% §Tesi§?a RO VARG BRih & YESEH v S M S I8 ZRG HRB first
signature provided by #aehusethageans orsgenaraiinga g agbiealtiendition attbaitst sgaature from
the first signature information; and one of: i.means for h shin%the unsigned&%oc ment to generate
2 first hash; means for BAEISHALEhd FEE PSRRI BrivAe AP HAAmdant R c BTG te
unsigned document, th fitstsigtatueminioenation phdale enalyptetfisidasinipisiasignedst
document, and means for, combining the unsi netd document.and the first signature information
into a marked documeft€ii %??Sqoglﬁ%lcéh‘?ﬂgafﬁifl#é?ﬂgéfﬂ &B%ﬁ?ﬁgﬂ tsc’)g%aaléﬁ‘erate a first hash; means

for encrypting the first hash with a private key; and means for combining the marked document and the

sl bk T o R R R

second signature comprising at least one of a handwritten signature and a biometric

10 signature.
6. The method according to Claim 5, wherein the biometric signature is a fingerprint of
the user.
15 7. The method according to any preceding claim, the method further comprising edit-

protecting the signed document.

8. The method according to any preceding claim, wherein each of the unsigned
document, the marked document, and the signed document is in Portable Document

20 Format (PDF).

0. A system for digitally signing an unsigned document, the system comprising:
a computing device and a human interface device, wherein the computing
device is communicable with the human interface device and the unsigned document
25 is readable by the computing device;
means for receiving a first signature information generated from a first
signature provided by a user to the human interface device during interaction
therewith, the first signature information being descriptive of and characterizing the
first signature provided by the user;
30 means for generating a graphical rendition of the first signature from the first
signature information; and
one of:
i. means for hashing the unsigned document to generate a first hash;

means for encrypting the first hash with a private key; and means for combining the

13



10 10.The system according to Claim 9, the first signature information comprising a first plurality of
characteristics, the plurality of characteristics comprising at least one of speed, direction, and fidelity of
the first signature. 1511.The system according to Claim 9 or 10, further comprising means for
transmitting the signed document to a recipient. 12. The system according to Claim 11, wherein the

signed documenhiscasthésticatad e therenipitnt theoadtitiontiaatianecarvppséadiailaasi ane of:
20i.means for ge.neratgwg a second hash of the signed document; means for decrypting the encrypted
first hash with & FSHCREYMHE: Aflic key corresponding with the private key: and means for

comparing the secondihash wigatefsle coypba fir stheashsi gnell nasamadar aampasingsthe dirsfusignature
information in the signed 25 document with a database, the database comprisjn lurality of second
et inform BB T RSt LBEb e RS TE Ty o Betie ASEHAROL Bt o

chargicterizing axsegandasignaiuse; ancheoropesingpageaentirplheality dh chatiastelisticananetiihe second

plurality of characteristics comprising at least one of speed, direction, and fidelity of the secon
Cignature. 50 11T RGOS Lo o S TR o e B R o EH LD A SRtERe and

the second signa&ituieneanprising at least one of a handwritten signature and a biometric signature.
wherein the signed document displays the graphical rendition of the first signature when
viewed with the computing device.
10
10. The system according to Claim 9, the first signature information comprising a first
plurality of characteristics, the plurality of characteristics comprising at least one of

speed, direction, and fidelity of the first signature.

15 11. The system according to Claim 9 or 10, further comprising means for transmitting the

signed document to a recipient.

12.  The system according to Claim 11, wherein the signed document is authenticated by
the recipient, the authentication comprising at least one of:

20 i. means for generating a second hash of the signed document; means for
decrypting the encrypted first hash with a public key, the public key
corresponding with the private key; and means for comparing the second hash
with the decrypted first hash, and
il. means for comparing the first signature information in the signed

25 document with a database, the database comprising a plurality of second
signature information, each in the plurality of second signature information
being descriptive of and characterizing a second signature and comprising a
second plurality of characteristics, and the second plurality of characteristics
comprising at least one of speed, direction, and fidelity of the second signature.

30

13.  The system according to any one of Claims 9 to 12, each of the first signature and the
second signature comprising at least one of a handwritten signature and a biometric

signature.

14



14. The system according to Claim 13, wherein the biometric signature is a fingerprint of the user. 15.
The system according to any one of Claims 9 to 14, the system further comprising 5Smeans for
edit-protecting the signed document. 16. The system according to any one of Claims 9 to 15, wherein
each of the unsigned document, the marked document, and the signed document is in Portable

DocumentFormaie(Ridfen Hcording to Claim 13, wherein the biometric signature is a fingerprint of

the user.

15. The system according to any one of Claims 9 to 14, the system further comprising

5 means for edit-protecting the signed document.

16. The system according to any one of Claims 9 to 15, wherein each of the unsigned
document, the marked document, and the signed document is in Portable Document
Format (PDF).
10
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