
METHODS AND SYSTEMS FOR CRYPTOGRAPHIC KEYS EXCHANGE 

ABSTRACT 

Embodiments provide methods, and systems for cryptographic keys exchange. A method 

includes receiving, by a server system, a client public key being part of a client 

asymmetric key pair from a client device. The method includes sending, by the server 

system, a server public key being part of a server asymmetric key pair to the client device. 

The method includes generating, by the server system, a random value master key and 

sending the random value master key encrypted using the client public key to the client 

device. The method includes generating, by the server system, an initial unique session 

key and sending the initial unique session key encrypted under the random value master 

key to the client device. A unique session key from the set of the unique session keys is 

used by the client device to encrypt a session data for transmission to the server system 

per seSSIOn. 
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