WO 2014/026616 PCT/CN2013/081499

In response to an information reading request of an NFC S110
scanning device for a mobile terminal, detect whether the -
NFC scanning device works properly

v

Acquire an unlocking authentication command when the — S120
NFC scanning device works properly

v

Instruct, according to the unlocking authentication | —— S130
command, a user to perform an authentication operation

v

Perform an information reading operation between the

NFC scanning device and the mobile terminal when the [ —— S140

authentication operation is consistent with a preset
authentication manner

FIG. 1

1/5



WO 2014/026616

S210

In response to an information
teading request of an NFC scanning device for a

PCT/CN2013/081499

mobile terminal, detect whether the NFC
scanning device works properly

Yes
S220

No

\ AVl

S230

Detect whether the mobile No—»

terminal is working properly

Give out warning
information

Yes
S240
v

el

Acquire an unlocking authentication command

!

command, a user to perform an authentication operation

'

Perform an information reading operation between the

authentication operation is consistent with a preset
authentication manner

FIG. 2

2/5

Instruct, according to the unlocking authentication | —— S250

NFC scanning device and the mobile terminal when the |—— S260



WO 2014/026616 PCT/CN2013/081499

Receive an
3001 Information
Reading Request

Detect whether NFC scanning

device works properly
Not working
properly
Working
properly
Perform security examination
No security
3003 risk found
Security Terminate
risk found communication
3100
Acquire contextual
information 3004
Y
Choose risk level 3005
Y
Select authentication
method 3006
Y
Prompt authentication
operation 3007
Y
Respond to NFC 3008

scanning device

FIG. 3

3/5



WO 2014/026616 PCT/CN2013/081499
110 — 120 / 130 140
: . Instruction and :
Detection Acquisition o Execution
authentication
module module module module
FIG. 4
p= 150 110 = 120 130 140
( 4 ( 4 -
Presetting Detection Acquisition Instruction and Execution
— authentication
module module module module module
/ 160
Prompting
module
FIG. 5
110
Detection module
~ 112 L~ 114
Scanning Comparison
module module
FIG. 6

4/5



WO 2014/026616 PCT/CN2013/081499
Mobile Terminal 700
< Memory 706
716
Operating System -
718
Network Communication Module —
720
NFC Communication Module -
: NFC , 722
Display || CPU (s) : Security Programs —
Chip(s)
701 702 709
T Verification Program \/724
731
Detecting Module —
) ‘ U 732
Network Security Examination Module
crwor Input - 1 704 Acquiring Module 133
Interface [ | Device(s) 734
708 703 Risk Choosing Module -
Contextual Info Database 742
Risk Choosing Algorithm 744
Authentication Selecting Module [~ 735
Selecting Algorithm 746
Authentication Programs ¥/72 6
FIG. 7

5/5




