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LASER DIRECTION DETECTION FIELD OF THE DISCLOSED
TECHNIQUE The disclosed technique relates to laser warning receivers
in 5 general, and to methods and systems for detecting the presence of
very low power laser radiation, usually associated with laser guided
weapons, such as laser missile systems, and for determining the angle of

arrival of a laser bdaWpas3ddiBied WRINJIAER wedpBehs systems, in
particular. 10 BACKGROUND OF THE DISCLOSED TECHNIQUE A laser
missile system is a type of weapons guiding system whereby missiles are
guided toward$-taiy @ By hhe dNS 01 DIFESF B hiéEiioned on the
target. U%ﬁ’at nt No. 4,709,875 issuqd to rire osnik et al., entitled

&ny

“Apparatus for Grdng b IEUEHE SHRIEP miQny tR SERENHY EGRRSng
gyisteais anidimetiedicls fordases yoissie Rysthmiscilingdnenptctiendasel very
beam is usually spatially encoded, and rasters, oves in, redefined

4P B IS e O s AR oA SO e s g il ey
e S keed taigsiidesthg snissimtbivandts dnentaigeth&hengpatichencoding
can he achieved,b}/a%lteri g th(?fmodulation frequency in 20 thrious spatial

3Rt ORe Brafe GGl L SHCR NP EPaS RS HiRy B RS He achieved

by altering the amplitude and wavelength in various spatial sections of the

specified area, or by using phase modulation, on-off keyin

equencySAGHGHRUNK B THERISCLAS BR AN The

modulation fiegHERFLIRING Rfyancy ayMhich IFBARBHISR A systen
ser

emitted from a laser source, and not the wavelength of the la eam,

wiisieghie s ont it deddaviaidshe ntarlidiomraqaaicbgesdram
pEhiBdefinaRiadange. Inopagial USEr (RYBRESABYSSIE Atfosnik et

positions the aiming"” cross of the laser beam on the target. The back end
bt thatided cAepgotriskile adindietdaietiiphidh epatpiubily déemminas

oﬁ‘sB%Qgtﬁpr E{@Fﬁcﬁ? | é%mb%'goﬁ%gsﬁm@%ﬂ@%ygmg‘f AL NGl the

detect vides etermined particular characteristic to a‘processor
ladsichbgeterisingsually spatially encoded, and rasters, or moves in a

predefined way, over a specified area at a high modulation frequency.
This specified area is used to guide the missile towards the target. The
spatial encoding can be achieved by altering the modulation frequency in
various spatial sections of the specified area. The spatial encoding can
also be achieved by altering the amplitude and wavelength in various
spatial sections of the specified area, or by using phase modulation, on-ofi
keying, frequency-shift keying and phase-shift keying, all known in the ar.
The modulation frequency is the frequency at which laser pulses are
emilted from a laser source, and not the wavelength of the laser beam,
which remains constant. In general, the modulation frequencies used fall
within a definable range.

In general, a user launches a missile and positions the aiming
cross of the laser beam on the target. The back end of the launched

missile has a detector which continuously determines a patticular
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where the launched missile is located in relation to the target. The
processor then provides instructions to the on-board flight computer of the
5 launched missile to change its flight direction, if necessary, such that it
heads towards the target. As a user continuously moves the laser beam,

the launched missile continuously.follows the laser heam, al S trvip

St R e ek S g

iRsaliecsystemparedlificuhtodeteistibecausgersow idphwdstaseines

beams are used to@guide the miisile towards aét i(r‘ﬂ(%{‘]et Intﬁ%eqeral the
gher
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drieasiiydeneh ¢f poigesipierted dysasletecton-iBuct fightevelspftsnteribiey
make it difficult to differentiate b ,tv¥ﬁ1en detected. laser beams an

laanshied RYRsHe R RRARGR T A it RSO Bl DRGRSEIN rﬁ%?dg dhat i
Hedadeineldyiing theinitiahsecosds adtairulassly guided nhissieds beam,

launched towards a target because the le of th f the |
b IRl B e K RIER e R RO NE AL TGS
Jowarisithisrtarasiabeareatkfndie drareases asbessentially zooms in

and focuses in on the target. During the initial seconds when the spreag%

20 angle Isgerymisgle isksimmsurte qilisiara ety RREHSE, B
Uiginaing,om adases quidediprigailesysiemierausatasatiaaiide In

Intensity of the laser beam to the area over which it is spread is large.

gemienaltidheitieasitndayeleatdinRiRi) SIME Yiedd Bl %\Myamﬂhef
t@éﬂi‘?&ﬂﬁbr}&ﬁﬁm&%m&%@ laserheRRyan GYRRIBIOSSLIMSRIMDIanse i

a noise signal. Very power laser beam detection and angle of

intehaitydemenindiinbyisslicwelinio hatiare drlagisplgnt Rrams and
c?é?e?cjt»ia%g%of&?.u%%Q@B@ﬂ%@ér aRutgd @uriengihagile reaeiamvib
noise neutralization and angular localization capabilities (WARNALOC)"

tis dotdiredtiigobn jfiolslecronicaliicelaspaieidrd sty irgunched
tgrﬁgle sc%o{af &0 'Bg‘(%ggé)%g‘ ghyRyY dewRowprdadiafionanthser beam

termining 1ts angle o

*(herein the spread angle) is initially very large. As the missile heads

towards the target, the spread angle decreases and essentially zooms in
and focuses in on the target. During the initial seconds when the spread
angle is very large, it is difficult to detect and identify the laser beam as
otiginating from a laser guided missile system because the ratio of the
intensity of the laser beam to the area over which it is spread is large.

This ratio reduces the detecled intensity of the already very low power

. Jaser beam, thereby giving the laser beam an even closer resemblance 10

a noise signal,

Very low power laser beam detection and angle of arival
determination systems are known in the art. US Patent No. 5,771,092
issued to Dubois et al., entitted "Wavelength agile receiver with noise
neutralization and angular localization capabilities (WARNALOC)" is
directed to an opto-electronic device capable of detecting the presence of

a collimated beam of very low power radiation and determining its angle of
o
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arrival and wavelength. The device includes a linearly variable optical filter
which allows for the transmission of a spectrum of wavelengths over its
surface, superimposed over an elongated detector having at least one
radiation detector element in each quadrant of the elongated detector. 5
Radiation incident on the filter will project two separate images of two

portRrs iy airaodntoltocaijaedneistesterisrRmyarinye yrbgal filter
AHpdraniaf ibe glangaird-fateeior TheRositien of havigiesied nesss

can be used to determine the wavelength of the radiation. One image is
Profeted oprs DRSO SRIE ofeheslcigagaiatbideleaivhiie iwsat dpesinRiye
ISP ?&cﬁ rg%pﬂgrﬂ%eéé%ﬂeq‘ﬁfa%ﬁ{%ﬁ@glgﬁé%q% de8&for.
prolecte image on the elongated detector generates a signal. The signal
generatetﬂiaﬁlaherse“m@ddﬁhmgéhe dilitstraile prepeatthiesigpah A drataes
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fetantial threat indications within a potentlal threat time period. The
counter produces a threat indication if the number of



counted potential threat indications, within the potential threat time period,
exceeds a threat value. According to an aspect of the disclosed technique,
there is thus provided an apparatus for determining a direction of low
power radiation originating from at least one source, with the radiation
arriving essentially collimated. Th aratus includes an opening, at

loast twoSIOMMA B3R THESDISHE HSED G U L hation
sengfe aiEHRAANIOR BRI S IVRREIGIGEHANG & RERCOSRP siEAckh for

integrator is coupled with a' respective radiation sensor and with the

detaesiatithe eRERERCThaliHAM: RESMSEJRISE BRI ARG Heteraraing the
anSRABIEE TR IPEICERS PAdSERIDIReh Wit RRsb Ghihe dtegiatataandb ieof the

threat detector. The opening receives the incoming radiation. The
Prigagidtion sensors are located at different spatial locations behind the

opeming. \yikereherrgiatianppase deterting et iRRS R §ReEHYS RATIGWer

of the incoming radiation received from the opening. The radiation |
POSEHSHEIabTEATBNIEHIENE BbISRITIREIESInG aaRRH i ACIudes
a FRERECH SchsbecHiginld eURG AIISINGERALE. TR LQPREAINR] detector

~ electric signal. The threat detector detects threats and produces a threat
is ipempiseh Yotkdbe sedietionusentonradrcibsthecierntabs Tie radiation

sefGCHRNOf IR aRItO R AR5 IR dO B AMOYRISIAL BIRSHICRASIENAIS into a

integrated by each ofthe integrators. Disclosed herein is a method for |
coneRInging preasitcsiani pbaciintemthdlpieRsBbrPERREENg PoRential
thi2LE AR RAB SRYEE TRRIMRINOR TSRS NCRIERRUGHAIHRINMIING. The

the incoming radiation into a corresponding electrical signal, determining
conRtRIaHyIyiieles slumbaonesptrriing dsenicisgisaliany prshlitiagratential
iRl Peerldndiaaian.eeb TS 1RSI IIIRANGR AR number of
reshold level. The method further includes the procedures of counting
cotriedipptansial oleiamd tndecatipare aiddnviienesardatidhisad dimpaeeriod,
exBEHAY ARTRIOPLCIEY a threat

According to an aspect of the disclosed technique, there is thus
provided an apparatus for determining a direction of low power radiation
originating from at least one source, with the radiation arriving essentially
collimated. The apparatus includes an opening, at least two radiation
sensors, a respective integrator for each radiation sensor, an integration
enabler, a threat detector and a processor. Each integrator is coupled with a
respective radiation sensor and with the integration enabler. The threat
detector is coupled with the integration enabler. The processor is coupied
with each of the integrators and the threat detector.

The opening receives the incoming radiation. The radiation sensors
are located at different spatial locations behind the opening, with each
radiation sensor detecting at least a respective portion of the incoming
radiation received from the opening. The radiation sensors convert the

respective portion of the incoming radiation into a respective



indication if the number of counted potential threat indications, within the
potential threat time period, exceeds a threat value. According to another
aspect of the disclosed technique, there is thus provided a method for
determining the direction of low power incoming radiation originating from
at least one source, with the incoming radiation arriving essentially

clegtitnsianalrhbhnethis@itisds e piodbguresnsttisceripg tite Sigamhinghe
thﬂ@eﬂ'%@ﬂ%é%?“&@t@&@%?ﬁ%%oﬁfﬁia IRRAIO JAUAN SRIRGER ARG each

providing the incoming radiation on R]e radiation detectors as respective

detgetsflc Is Tt PreeRsgaurdeicimsingss the grassturesbitheegrdinigon
acEGRA S ﬂf’@.W%ﬂ?ﬁﬂ?%@%?@ﬂﬁ@ald%ﬁ%?@ﬁ@'qg]téf ddC8P Rk of the
_ radiation originated from a threatening source, and. determinihg a
miggeativn.for the incoming radiation, if the incoming radiation originated
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inmingn_grﬂetﬁw;m forigiffatiag dff@_ﬁ_ﬁioﬁé dead _immni:ﬁrg}mqiaﬁﬂﬂﬁ Thsthod
ind AU, CHRIREARESs UBPNAGHERINE RH@”H@&H&? InQiGaNe0s Theto a
direction of the incoming 5 radiation is determined by comparing the
coresiretidingmolasigictinctgnal rdatationtmginging wtonsife rigliglionf the
- I { IP T ISC :
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potential threat time period, exceeds a threat value.

According to another aspect of the disclosed technique, there is thus
provided a method for determining the direction of low power incoming
radiation originating from at least one source, with the incoming radiation
arriving essentially collimated. The method includes the procedures of
receiving the incoming radiation through an opening onto at least two
radiation detectors and providing the incoming radiation on the radiation
detectors as respective electric signals. The method further includes the
procedures of integrating each of the respective electric signals, determining
if the incoming radiation originated from a threatening source, and
determining a direction for the incoming radiation, if the incoming radiation
originated from a threatening source.

The radiation detectors are located behind the opening and are
configured to each receive different amounts of the incoming radiation for
different directions of the incoming radiation. The integrating commences

upon receiving a potential threat indication. The direction of the incoming



10 operative in accordance with an embodiment of the disclosed
technique; Figure 3 is a schematic illustration of the laser beam detection
module of the system depicted in Figure 2; Figure 4 is an illustration
depicting the changes in a shift-registry as it corresponds to a graph

depicting the intensity of a laser beam signal 15 as a function of time, ,
raghptign dicdrieERingd dnceampang Hi SRARREBY e REgIseIs dgincoming
rAGERRIAEgHS S Aeerated usigdien.of the laser beam direction

module of thé system depicted in Figure 2; Figure 6 is a graph depicting

the on-off state of an integrator and 20 the amount of electromagnetic
radiation integrated in an integrator as functions of time, constructed in

accordance with an embodiment of the disclosed technique; and Figure 7

is a block diagram describing a method operative in accordance with an

embodiment of the disclosed technique. -7 DETAILED DESCRIPTION OF

THE EMBODIMENTS The disclosed technique overcomes the

disadvantages of the prior art by providing a highly selective laser

detection and angle of arrival determination design. The selectivity of the

design is achieved through the s use of a plurality of filters and a

probability function describing the chances that detected electric signals

correspond to very low power laser beam radiation and not to noise. The
highly selective design allows an angle of arrival determination system to
only integrate detected very low power laser beam radiation and not
detected noise. In general, missiles, using a 10 laser guidance system,
are launched at distances which require about 10 seconds of flight time to

reach their target. Using the disclosed technique, the presence of such a

laser guidance system can be detected, and the angle of arrival of a

missile being guided to a target by such a system can be determined,

while the missile is in flight.



10

15

20

is Reference is now made to Figure 1, which is a graph depicting laser
beam intensity and noise as functions of time, generally referenced 100,
constructed in accordance with an embodiment of the disclosed
technique. The horizontal axis of graph 100 represents time and the
vertical axis of [ i r epicts a laser
20 beam signaﬁ%&éﬁgﬂéﬂggﬁﬁ/ﬁgﬂgﬁ@% graph 100 is a
theoreticall geaphisoithe serse thplanyippRaraivsaniaimarsupsigated

YR e o e Gl e

trlydoneicgeve, wiligh will be the superposition of the measured laser 25
beam intefp_sit and the measured noise signal. Graph 100 is a graph in

which the'dfHiRah&d@s GRPIIAG drBRA FemR HERN ety ARSERfAR
fimetihecnSapasalashisie e IRSRestYESrdeRithase Bk d0%e

(iés a very low power signal. As such, the measured intensity level of laser
S5 gAaFHDISI € only slightly higher that the measured intensity level of

a0 noise $ignab104isNoiseranalcL Otds-stBpantaly S WhisRRisEignak

which means that noise signal 104 isn't correlated to laser beam signal -8

deisdlitnisonid renpisecbriravall delpaeingtie nney semtiteristitirisdr and
beansignrhied IR DGR INIRILIovel aldaserbean signa &%2

is typical for laser beams associated with laser guided weapons systems,

such as 153 ipissiie systbwativdpusictianeinbiadaser theeshaldtrtisrs

rhBaWe RS §9§@9\%@&r&gm¢fwg%mue associated with noise
e

signal 104, The predetermined val c.an_’be, for example, a proportional
multiplicakisitsf thésiateHbisjmiien oepinbosithmrhodgFaiesholifiensidng

' b I iljty e for false;alarms, and b
T A e el S B B
a0 F durestinmpld, imeeprebatiiistecb e biordadse atamiib developedbyeSiQnf
tﬁécﬁi%[}sté% Ltléggnﬂ&%?verage false alarm rate FAR developed by Rice

IS given as
Figure 5 is a schematic illustration of the laser beam direction

module of the system depicted in Figure 2;

Figure 6 is a graph depicting the on-off state of an integrator and
the amount of electromagnetic radiation integrated in an integrator as
functions of time, constructed in accordance with an embodiment of the
disclosed technique; and

Figure 7 is a block diagram describing a method operative in

accordance with an embodiment of the disclosed technique.
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FAR= e'~' (1) 2z-,F3 where -r is an input pulse duration(s), 1,2 is the root
mean square value of 15 a filter output noise current, and I,Z is the
threshold value of a detector. Threshold level 106 can also be determined
by field tests, for example in broad daylight. Threshold level 106 is used

to set the probability of a false_alarm, ' fined
occurren mﬂ-ﬁés%%apﬁﬁﬁég@iﬁémgﬁmﬁe 1I8§. 2%5 i
gﬁi;ergncwx% n@i‘é’(cffi@@? t@&igdw@ezlo\oé;i@b@e?réﬂuelsﬁaadmamagmeﬁ the
Jided weapons detection and angle of arrival determinatjon system, .
PRI ST EE 4 105 b R HFEPb 0SBV PGB L e
0 Smbadbnentohhediscleraditaghmniavs dayriane hifinaddesoudhstre

eam detection module 112, a laser beam direction mod

avavi D G Gl Y e RHQTAHC B HBIGHEET B SRA°
EiealAt PR CaNpiat wileoppier CONIEIdW boimintsser beam

controller 116 is coupled with integration enabler 117. Integration ena}bler

tefeiioronpibaowith ek bdam BB bSA!ATHAC 119N ALY &Lnste of
gﬁW&t@@th@tiWsy%twtac%ﬁﬁ indiher driibindigurg Bu-assier

eam direction module 114 is descfibed in further detail in Figure 5.
ineembiearmadidiivn B holiddeveist GRipBwdR 198BRTAlALSH!H §IRRENTY
19 AIRRHISOUR Ot AR IR AR NRle Adas i RSey By Bls 10
and noise signals, originating from various radiation sources (all not
shoovnls forfbghiipteedelestah dhwitraragin bl ingihrorishkeserd tsGRNique,

istantly located laser ra i d inter '
ekl Stk Sl TR
isngimitdratoivad dftensigsievesiaf pddebddann dyaal DYSUCY SIS aRICE

G ATE R BRI oo e oo

simultaneBestyrehaseisheam detiztiorFipodald , 1aDifhdes ahagragterepicting
laser beam intensity and noise as functions of time, generally referenced
100, constructed in accordance with an embodiment of the disclosed
technique. The horizontal axis of graph 100 represents time and the
vertical axis of graph 100 represents intensity. Graph 100 depicts a laser
beam signal 102 and a noise signal 104. [tis noted that graph 100 is a
theoretical graph in the sense that any apparatus which measures the
intensity of a laser beam will simultaneously measure any noise signals it
receives. As such, the graph drawn from such a measurement will include
only one curve, which will be the superposition of the measured laser
beam intensity and the measured noise signal. Graph 100 is a graph in
which the simultaneous measure of laser beam intensity and noise signal
have been separated into two respective curves. Laser beam signal 102
is a very low power signal. As such, the measured intensity level of laser
beam signal 102 is only slightly higher that the measured intensity level of
noise signal 104. Noise signhal 104 is substantially a white noise signal,

which means that noise signal 104 isn't correlated to laser beam signai
kB_
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radiation and determines whether incoming radiation 118 originated from
a threatening source, for example a laser missile system, or from a 15
non-threatening source, for example a noise source. Laser beam direction
module 114 receives incoming radiation 118 and converts the radiation
into an electric signal. Laser beam detection module 112 provides

1g8térmhishiBateiyn arsse cbahtet conteluing whdrnaingdituitesrafliktreT

biafhisighiapariod tanavmaugiaa sl i, adaalenind spuLce. JRAR 10,
_receiving a potential threat signal, counter controller 116 provides a
ispbieinahlhresesigrams rRsevdittstatith lenablgritt?l Wpapaeceishe s,

' ; b tent reat.signals, i ration enahler 11
s b dsrom st T prsbers e S el
188eratbielhdHetetniibevih ecamyiesl efearmivedcofiak emirgy cathieio nwiths ntikse

- th termine t le of arrival of i '
L oo e LTITE <ouh B B b R H G P B R
mgigréraioto HigwestBramiy &velefbranse sgynalvitadd todshurd 13y aihich

' ¢ illustrati f the | . ti dule of syst
o R B T e300 Rl Ao B
apphdote thi2riraletiés a spegtabfilter 424, paulight Sonsorat2s b sempiorall.

ilter 128, a threshold -10 detector, 130 and a shift-registry 132. S |
R B e DT oBAHLS TERSE (2R e A e oLeS o, S
Rinsludn aslaysainhtTisensetrpt RiswalasruRIRd VI spastakfitemfos

. detecting the presence or absence of sunlight. In an embodiment of the

1S §18&i8<&4 5 technique, the spectral filter is not included in laser beam
detection module 112. Light sensor 126 converts laser radiation into
corresponding electric signgts- L@mﬁhsor 126 can be, for example,
photodiode. Temporal filter 1282mé§/ include a plurality of filters, each

essi (fferent types of predetermined signal characteristics (all not
R LR A BUTETIS odn o eI aRER f Exardplie o
a WM Sutput noise current, and 77 is the threshold value of a detector.

Threshold level 106 can also be determined by field tests, for example in
broad daylight. Threshold level 106 is used to set the probability of a false
alarm, where a false alarm is defined as an occurrence when noise signal
104 goes above threshold level 106.

Reference is now made to Figure 2, which is an iliustration of a
laser guided weapons deiection and angle of arrival determination system,
generally referenced 110, constructed and operative in accordance with an
embodiment of the disclosed technique. System 110 includes a laser
beam detection module 112, a laser beam direction module 114, a counter
controller 116 and an integration enabler 117. Laser beam detection
module is coupled with counter controller 116. Counter controller 116 is
coupled with integration enabler 117. Integration enabler 117 is coupled

with laser beam direction module 114. Laser beam detection module 112
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comparator (not shown). Shift-registry 132 includes a plurality of registers
1361, 1362 and 136N. Each register can store a "0" bit or a "1" bit.
Shift-registry 132 can be substituted by any device capable of counting
the number of occurrences of an event, for example, a counter. In an 15
embodiment of the disclosed technique, spectral filter 124 is coupled with

igiglessahserinderting ileddrdipiont darmt LeREbAToplR Yaue 114

i%%@@%@ﬁ?ﬂﬁﬂ@t@éﬁllﬁ- fightesgnsor 126 is coupled with temporal
te [

ilter 128. Temporal filter 128 is coupled with threshold detector 130.

Thresholihdetedwradaioaotibfein@itHashiferygiewy ey siareremsiaion
ol RN RISA Wi SoHatRlERtRCt iy In BnoRar ARt AR

closed technique, the locations of a temporal filter and a threshold
systentorark meissrsdgnalith eripirisen dome olpiegsitadintionrseneres (all

detector, the thr d j ilt
e e e
distpinijes lonapdctiaktiterrapgeSpates filend 24hseldetioBnlallslpstronic
incoming yadiation 118.qf.specifie I HORINGH ' '

RS AT 1 Guon oo Rl ot FEpRg et 118
iskowiiscomihg iatbatin ki&iwithl eaveleagthssion@spoadinigueant) and

wavelengths_of laser beam radiation. ssociated yvith ided
“Wéng}QB,%]o &1@ t}"n(flelf‘{aet#}(jugﬁ'.C ane{ﬁgtﬁ%(?%!ﬁ o%%e'ﬁﬁ 91% dgs?cl:lgasseeé
hieghnidessahectialiités 124 Sekautiivilyer 1hedlowsliressiomgmadiagort 14
118 of specified polarizations, for. example polarization sQcia i
SHELS re e TRAPGHE RO i Bea & ThSLSgto Reaty
rARRETRIN G rRIdIREOM 118 thatqins s dsc ool sfreatral filteod g atepiriges a

on light sensor 126. Light sensor 126 s generates.an electric sign

VR A B oot YABTE o e St SV g rom
neeRerISE v falisensr Bainpovider ¢codemperal ditari28n Tivapioral
filter 128 selectively allows electric signals corresd:)%rg)%i\lr’]ecrhtso apeatira

Ily ..
TeRled 1467 H58UrHS RS PRGN HIRRLAAS an adfation

into an electric signal. Laser beam detection module 112 provides
potential threat signals to counter controller 116 when incoming radiation
118 is suspected to have originated from a threatening source. Upon
receiving a potential threat signal, counter controller 116 provides a
potential threat signal to laser integration enabler 117. Upon receiving a
predetermined number of potential threat signals, integration enabler 117
directs beam direction module 114 to process the electric signal converted
thereto and determine the angle of arival of incoming radiation 118. It is
noted that system 110 can determine the angle of arrival of incoming
radiation coming from multiple sources (described in further detail with
reference to Figures 3 and 5).

Reference is now made to Figure 3, which is a schematic
Hlustration of the laser beam detection module of system 110 (Figure 2),
generally referenced 112. Laser beam detection module 112 includes a

spectral filter 124, a light sensor 126, a temporai filter 128, a threshold
-10-
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Each type of spatial encoding corresponds to a predetermined set of 10
signal characteristics. For example, in an embodiment of the disclosed
technique, if incoming radiation 118 is spatially encoded using different
modulation frequencies, f, to f,,, temporal filter 128 includes a band pass
filter. This band pass filter can be formed by combining a high pass filter

deiaciaow gasaither. PhEHERIBEYsd Her el dijaal lvfAdedansbe a
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ing:; icularamethod of i ing laser
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THRENAE Caust. 196 sianalis, dpisgRed aroe Sanaland g,y 4
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Sthiftreggistyy 1IR3 earbbesaby iype dbindicatimyibaicsigrifie sthe untensite
nIev%leofi %rg(i:n radiationf118 is at rafbove thresruold level 106.
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incoming laser radiation 118. Light sensor 126 is coupled with temporal
filter 128'. Temporal filter 128 is coupled with threshold detector 130.
Threshold detector 130 is coupled with shift-registry 132, Shift-registry
132 is coupled with counter controller 116. In another embodiment of the
disclosed technique, the locations of a temporal filtker and a threshold
detector are reversed, with a iight sensor coupled with the threshold
detector, the threshold detector coupled with the temporal filter and the
temporal filter coupled with a shift-registry.

Incoming radiation 118 impinges on spectral filter 124. Spectral
filter 124 selectively allows incoming radiation 118 of specified
wavelengths, impinging upon its surface, to pass there through. For
example, speciral filter 124 may only allow incoming radiation 118 with
wavelengths corresponding to the wavelengths of laser beam radiation
associated with laser guided weapons, to pass there through. In another

embodiment of the disclosed technique, spectral filter 124 selectively
41-
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the sensitivity of laser beam detection module 112, threshold level 106
needs to be set appropriately depending on the scenario system 110 is
used in and the type of threats system 110 is to detect. In an embodiment
10 of the disclosed technique, threshold level 106 is set to a fixed
sensitivity level, for example a sensitivity level appropriate for using laser

pRews desesting niedakion1 3 18 drbSReFIgRt. RY'SAGEIENEMBIIRTHTD
e fisglosedilaciiipsie. Wesholt laveld@Bisyssind tnpifigiegt upon its

sensitivity levels depending on the time of day laser beam detection

syseen, 112 pass Ubede fohiexsMple IRCRIGIY Saliafiary IB1RI MipingiRees

ILiPaSHRLY qprng tapniehs@ntbe
tgﬁélrjl tk%? %ﬂ%@am@\ ?tglg %@ﬂ%@érﬁ??gg&%ﬁg register%ﬁa count by

geargtas nlentrie gictep 1B te sl Gl A Pdgrat r iR TG NY
132 contains a 0° bj ' |saeql &l dae kit sdRporal
i e S e it kel
fitigister2B36N Beimgaveitekitover! 2hd %eiecﬁlw&%ingfaw&eda}%@%téignals
1361. The shifting ov redi ' I redian.
R N R B ol et

Faohinypsechepatidbtestioding ocueespandactotim Pecdeipiminediser<,

all the bjts in shift:regis e shifted ister,
A T 1o e S B o B e R R e
ietheen of ercmiaiertidikithredtifive meddd/lyoamtededntding difgerent

resets all bits stored.in registers 1361 "Q" hi
A0St TR SRR . i d IR AT el S e pass
BrEerionhistbendrivatia titorbmpsed forBod dsettimytalitwdiddiaraasiiier

SR i e IR RS el
Foisspendmdt is natediibaukition theqotesyardhgeattinie periodasdnonly
SEnimi Becamaiy s g SRR e ws
{orRmIng:r aRjatiPNieanving Sieaemudipigpurcistieadt 8 may be spatially
encoded using different encoding methods, in another embodiment of the
disclosed technique, temporal filter 128 may include a plurality of filiers,
each fiter including a predetermined set of signal characteristics
corresponding to a particular method of spatially encoding laser beams. In
this embodiment, the signal provided to temporal filter 128 is directed, by a
demultiplexer {(not shown), to the filter therein corresponding to the method
of spatial encoding used.

“The temporally filtered signal is provided to threshold d-etéctor
130 where the intensity level of the signal provided thereto is determined.
It the intensity level is below threshold level 106 (Figure 1), the signal is
considered a noise signal and is abandoned. If the intensily level is at
threshold I'éve'l 106, or above threshold level 106, the signal is considered
to have originated from a threatening source and threshold detector 130

provides a signal to shift-registry 132 to register a count. The signai
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s originated from a threatening source or not. Since the calculatlpn time of
whether a beam of incoming radiation originated from a t.hr.eatenlng
source or not is usually on the order of a few hundred milliseconds, th.e
probability that two beams of radiation will arrive at laser beam detection

ithin a few microseconds of one another is very small. Most
o e R L i hcomiga o aoibeaciaséios the
béaieradieletoh ohodoleing2adihasive 7 tims intensls 8pasRdiMevel 106

t_laser beam detection module 112 can determine
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enaebﬁ‘é%%'ékf’ﬁéé?% cRERMAIRIRCI4D Dertbeehtdetbetolesd Revel 106
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est source of continuous wave radiation during
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threatening source, or from a non-thredtening source, w ling
'&fé_{ﬁéﬁdlgi%q'éwe@ntl‘h_tﬁm@wak%/fzérﬁrﬁ(:é.igs.,wéij/eerri 'fﬁ@*‘gﬁﬁ%}ﬁ?ﬁiﬁiﬁf}’;‘y
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g dR i§xRiRied athidiar @Gght{s@%ﬂ@r@&aﬂ?ﬁeﬂee&ﬁiggm? is
e 1o & er g e e Bl e ey
¥{Res & is cloudy. Shiit-registry 132 registers a count by storing a "1* bit in
register 136y. Initially, every register in shift-registry 132 contains a "0" bit.
Each time a count is registered, all the bits in shift-registry 132 are shifted
over by one register, with the bit stored in register 136y being written over
and a "1" bit being stored in register 1364.  The shifting over by one
register can either be to the left or right, depending on how shift-registry
132 is coupled with threshold detector 130. in laser beam detection
module 112, each time a count is registered, all the bits in shift-registry
132 are shifted over by one register 1o the left. Shift-registry 132 registers
counts for a potential threat time period. At the end of each potential
threal time period, counter controller 116 resets all bits stored in registers
1364, 136, and 136y to "0" bits. Alternatively, or in addition to, theend of a
potential threat time period criterion, other criteria can be used for
resetling all the bits stored in shift-registry 132 to "0" bits. These criteria

are explained with reference to Figure 5. The potential threat time period
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temporal filter is used to differentiate between pulsed radiation originating
from a threatening source, and pulsed radiation and continuous wave 5
radiation originating from a non-threatening source. Reference is now
made to Figure 4, which is an illustration depicting the changes in a

shift-registry, generally referenced 170, as it corresponds to a graph .
CABpREIG RS Ol E550B8ars SdhAI et RRGIBRCD! It orta
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embodiment of the disclosed technique. The horizontal axis of graph . 160
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signals. Laser beam signal 162 is a very low power signal. As such, the
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ovalutiassacisiedwite nolse signiswdnindiepratiiaerenssd Namsababiity
for example, a proportional iplicat | | I ise112
R B e
vathiand 1684nEachasbndiichf coneespotioer tis ¥ partenfl ifderid hatae
at which the intensity.level of : j i :
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nRGdtiGlaT 2shilt-redistrie simeAbarva;, Kesehial ZROUSAChRrh Siffdy it

instance in 25 time of shift-reqistry 170. insta it fonint
ot R B LBl L0 o ot St g e e raciation
okefdatEhisrcrarespoadaintg ssindicatedin Figure 4 by arrows 1691, 1692,
1693 and, 1694, which connect peaks 1,16 3 684
shift-regiftﬁe eﬁ‘%ﬁgﬁ‘?ﬁ ’lqu;rfg gﬁ rl%i62§4.1ﬂﬁﬁ%ﬁ§/%§§cﬁa€?egg(‘i§?§r m%dule
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during the day or at night, when incoming radiation 118 is in pulsed wave
form. Spectral filter 124, temporal filter 128 and threshold detector 130
together enable laser beam detection module 112 to differentiate between
continuous wave sources, for example, the sun or the headiights of a
passing vehicle, from pulsed wave sources, for example a laser missile
system, besides detennining whether incoming radiation 118 originated
from a threatening or non-threatening source. lt is noted that the sun is
the strongest source of .continucus wave radiation during the day, which
contributes 1o the noise signal. Laser beam detection module 112 can
also determine whether incoming radiation 118 originated from a
threatening source, or from a non-threatening source, when incoming
radiation 118 is in continuous wave form (e.g., when incoming radiation
118 is continuous wave infrared radiation). However, this determination is
possible only at night. In the case where continuous wave form radiation

is detected at night a light sensor generates an electric signal
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right, and placing a 1" bit in the left most register. Shift-registry 172,
corresponds to an instance in time when laser beam signal 162 passes
threshold 166 and forms peak 1681. At this instance in time, all the bits in
the registers of shift-registry 170 are shifted over one register to the right,
5 with right most bit being written over, and a "1" bit is placed in the left

cOfigsPeBgiateioshit-layritpdirdie dmpEiindsie i Gn A R AR Bfen
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time whep-{ases - BERMAN 482 RESERRFBreshqiflitAcia Hirdiime-aiod

forms peak 1683. At this instance in time, all the bits in the registers are
deghiffting dlaer chentsseigistestifitiedisiny, asnarallybieieisiaeed iy theasftt
ctor Shift-registn.d? ¢ . . N
e S A T
funetan af dimejustancdlindieecallafd Blsdanbd vetpsténsaars atpamacshitied
0 |ster.to the ri 1 it ] I
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1Gsaokpiicsethe interwsity 1bealatited aighaf provitcbibrepesinlts deteatdy.
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a potéen reat time perio ICh point counter controller 116
sigeséts dlathw hitsin shiftabdBerjs18240/ D pomert sepralseAts susiyniie

g RS A e
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A ] RO TRG b Rea By i ple L e et 2y Bl
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for example, a proportional multiplication of the intensity level of noise
signal 164. Laser beam signal 162 includes four peaks 1684, 168, 168;
and 168,, each of which corresponds to a particular instance in time, at
which the intensity level of laser beam signal 162 is greater than threshold
tevel 166.

The changes in shift-registry 170 include four particular

shift-registries 172, 1725, 1725 and 1724, each at a different instance in

time of shift-registry 170. Each instance in time of shift-registry 170
corresponds to one of peaks 168y, 168, 1683 and 1685  This
correspondence is indicated in Figure 4 by arrows 169y, 169,, 1693 and
1694, which connect peaks 1684, 168,, 1683 and 168, to shift-registries
1724, 1725, 1725 and 172, Initially, each register in shift-registry 170
contains a "0" bit. Each time laser beam signal 162 passes threshold level

166, a count is registered by shifting all the bits over one register to the
-15-
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-16 112 to differentiate between noise signals detected by system 110 and
threatening laser sources impinging upon system 110. This probability can
be stated mathematically as ~z! P(D)=(t-(2) ;=j!(rz- j)! s where P(D)
defines the overall probability of detection, meaning that incoming
radiation 118 falling incident on system 110 originated from a _threate 'Bg
righlirc@)d) RIARBPrababiltiat Bl wotint SRR ac By %Q@H%tiz 1
HpB:pdheatening isureavil bt anakove tireshold dryel 180 (Figises

4), j is an index number corresi)ondin% to the individual registers, 10 of
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edisigeadinhiftiregigiond 3 inAatantialdberatine getigdosurh daat,

system 110 (Figure 2) goes into a threat mode (explained with reference
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er of succéss, meaning the number of times a count is registered,
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register a count. in is defined as the hit value, or the
otheerayiatae 10 Heevsiglels ford) 2arl beidistdnantd bytheldplbstost spstatar-
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value can be predetermined in uation. n,. shiff-fegist
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register to the right, and a "1" bit is placed in the left most register.

‘Shift-registry 1724 -corresponds to an instance in time when laser beam

signal 162 passes threshold 166 a fourth time and forms peak 168,. At
this-instance in time, all the bits in the registers are again shifted over one
register to the right, and a "1" bit is placed in the left most register.
Referring back to Figure 3, shift-registry 132 registers a count
each time the intensity level of the signal provided to threshold detector
130 is at or above threshold level 106 (Figure 1). Counts are registered
for a potential threat time period, at which point counter controller 116
resets all the bits in shift-registry 132 to "0". A count represents a signal
that fits the characteristics of a signal originating from a threatening
source; although the signal may have originated from another, possibly
non-threatening; source. As:the number of counts registered in a potential
threat time period increases, the probability that the counts registered
originated from a threatening source, for example a laser missile systern,

also increases. This probability is used by laser beam detection module
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register 138 registers a count, then the probability that incoming radiation
118 originated from a threatening source is considered high and system
-17 110 goes in a threat mode. Each time shift-registry 132 registers a
count, laser beam detection module 112 provides a potential threat signal
to counter controller 116. The potential threat signal provided to counter

tdRussiiersntit b alwaspeaeisadaremals tHatewriby wasientagismy
ﬁ:ﬂé’e&@ﬂﬁg’%é%@g@&Q%Pﬁﬁﬁmkﬂﬂiéb&}@ﬂtﬁignal provided to

counter controller 116 is further provided to integration enabler 117

(Figure 2)This grobalpibbimantst shleristiateenedaalies as the

probability that incoming radiation 118 origipated from a threatening

source increases, th&(&iredt vailie igld ed e threat value is lower@}
1

once laser beam 10 detectith module 1 as’determined that incoming
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sadiatded fitdhisa stilleeriginiag ng nem willseaie ninghevdr derasiadidabeystas
0 shofwd therefare remaigé'lg a threat mode until the engd of a ?otential
|
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110 (Figure 2), generally referenced 114. Laser beam direction module
regisiERtIEs ibtirgisty, 1We, detacielerionl, drigal drpe theriadphfiers that
j t | ; , S
e A AP B el o
Higuisaf banh apisrttie. nBrmecbreasisanin192f-segikcatdddetifaing

ime isclosed 0 {ectar
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and n can be associated with the number of trials, meaning the number of
times, in a potential threat time period, incoming radiation 118 is verified fo
determine if it will register a count. m is defined as the hit value, or the

threat value. The values for 4 can be determined by field tests of system

110, or mathematically by using a probability model for false alarms.
Since m defines the threat value, all counts in registers, with an index

humber equal to or greater than m, are factored into P(D) by summation

since registers registering a count, with an index greater than m , indicate
that incoming radiation 118 originated from a threatening source with a
certainty greater than the certainty associated with the hit value.

The hit value can be predetermined by using Equation (2). In
shift-registry 132, the hit value is designated by a hit register 138. If hit
register 138 registers a count, then the probability that incoming radiation

118 otiginated from a threatening source is considered high and system
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radiation 118 passing through opening 191 impinges upon an equal
amount of surface on detectors 192, and 1922 if incoming radiation 118
30 passes through plate 190 perpendicularly. In another embodiment of
the disclosed technique, the detectors are located behind the opening
such -18 that different amounts of incomjng radiation 118 impi upon

nge
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@afefore remain in a threat mode until the end of a potential threat time
period.

Reference is now made to Figure 5, which is a schematic
illustration of the laser beam direction module of system 110 (Figure 2),
generally referenced 114. Laser beam direction module 114 includes a
plate 190, two detectors 192, and 192, two amplifiers 194 and 194,, two
integrators 198, and 198;, and a processor 200. Plate 190 includes an
opening 191. Plate 190 can be a mask. Opening 191 can be an aperiure.
Detectors 192, and 192, are located behind plate 190. in an embodiment
of the disclosed technique, detectors 192y and 192, are located adjacent
to one another, evenly located behind opening 191 such that incoming
radiation 118 passing through opening 191 impinges upon an equal
amount of surface on detectors 192, and 192, if incoming radiation 118
passes through plate 190 perpendicularly. In another embodiment of the

disclosed technique, the detectors are located behind the opening such
-18-
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each integrator is coupled with a respective amplifier. Each integrator is
coupled with a processor. In this embodiment of the disclosed technique,
laser beam direction module 114 can determine, essentially
simultaneously, the angle of arrival of multiple beams of incoming
radiation 30 originating from different sources. 19 In another
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converterf)n Ia_ﬂe_‘iQGQ %Mmﬂmméthe thiecdustat éechpite 190sning 191
BEQmngJalaliand L8 mAjages ndlaie 90, PlRte LA AIoNS. 9. oo

amount of laser bear radiation to pass through opening 19
tirdidewvit@n dietectosgl 9Oidanidd 920! Binvesdetectimo @R 1 apdiling2 diet

R L e
thadiatiain skir8aisenatqarsilleltchling 26 Citve rekitivendiffd@nce betwéenher
D T R B Al s 98 Ak e 4 456 Shat i
substantially not equal to the width of the detectors. Detectors 1921 and
192, can be photodetectors. Detector 192, is coupled with amplifier 194,
and detector 192, is coupled with amplifier 194,. Amplifier 194, is coupled
with integrator 198, and amplifier 194, is coupled with integrator 198,.
Integration enabler 117 is coupled with processor 200. In a further
embodiment of the disclosed technique, laser beam direction module 114
includes a switch, and a plurality of amplifiers and integrators. In this
embodiment of the disclosed technique {not shown), each of the detectors
is coupled with the switch, each amplifier is coupled with the switch, and
each integrator is coupled with a respective amplifier. Each integrator is
coupled with a processor. In this embodiment of the disclosed technique,
laser Dbeam direction module 114 can determine, essentially
simultaneously, the angle of arrival of multiple beams of incoming radiation

originating from different sources.
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25 detectors 1921 and 1922 can be used to determine the angle of arrival
of incoming radiation 118. It is noted that the effect of any noise on the
signals generated by detectors 1921 and 1922 will substantially average
out to zero because the signals are subtracted from one another. If the

angle of arrival is greater than a.critical anglg a, measur ither si
so of Iineﬂioai?cfﬁié% iﬁ@ﬁ%@?%i&ﬁgﬁ% \(f(\?lllﬂsoen y%l%r%rgt ‘%Eﬁn% rgﬂr?) ?ﬁe
euiane of ohe gbthedigliectarithainddoentcest o8 gledft@Bivalcaniottber

-20 determined. Critical angle a depends gn the,confiqurati openj
ST ok e e e S
ctheigtanee beiwespitdstectars 192wand 182anaitcatmbgkiradsiinf the

l, less than 90 rees, and be, f le, 22. )
i s HFERon WU LAY e A Ord S I A o

JatEYR EPapRING:AdRRYE Ofiza degiarss depibiediindhigwe Sby disoloRal.
In an embodiment of the disclosed technique, aﬁlural‘w of laser heam

t
GBI mibUIBLCTIA AR BBRIES dinfo8 &rPURIAS oY Wiridar uer (Nt

sHBGH BRI aNgR AT 3P bpearirgs! N thimemhnHimenhiratintageofl the
beam detection module 114 is placed next to one anf%ther in.a Circu'ﬁﬁers

dinclased Wrghaisitenfiadrs sbatesnav oy @LGrSQSHIGH WHE Bioha

aRgtartonrd§2landd RdnaehgenertaianalettysirRidd orgspanting
to the amount of laser beam radiation impinging upon their ris eCtngF@n

tharileelicphe witeiae difarhgurbrit Hiegkteis < 48p, 9821
pPo%if 'iﬁﬁ@@ﬁﬂé‘i%'ys?gjﬂ&idWé@lﬁé‘%p\ﬁ%’5 194, andoLR42avhidharas of

coupled thereto. Amplifiers 1941 and 1942 provide their respective signals
systamgidors Eos;tipal rodkesneajtatem embier EsrlRiolegsy Law or

s Frtéﬁiﬁ% iﬁ&‘?@éatgés i 9HaRd it 98k WhenAw grigstial Jupatsignasisare

etected by integration enabler 117, from counter controller 116, 20
cimtptedtonsitospaea9s? FeliisabRiecsrsanedy, ddhotihtedate Ay

LT e e e o
plate 190. |

Incoming radiation 118 impinges on plate 190. Plate 190 aliows
an amount of laser beam radiation to pass through opening 191 and fall
incident on detectors 192, and 192,. Since detectors 1924 and 192, are
evenly located behind opening 191, more laser beam radiation will fall on
the surface of one of the detectors if the angle of arrival of incoming
radiation 118 is not parallel 1o line 202. The relative difference between
the amount of laser beam radiation falling incident on the surfaces of
detectors 192, and 192, can be used to determine the angle of arrival of
incoming radiation 118. It is noted that the effect of any noise on the
signals generated by detectors 192 and 192; will substantially average
out to zero because the signals are subtracted from one another. If the

angle of arrival is greater than a critical angle «, measured on either side

of line 202, then incoming radiation 118 will only directly impinge on the

surface of one of the detectors, and hence the angle of arrival cannot be
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1982 are enabled and, thereby, integrate signals received thereto.

Integrators 198, and 1982 remain enabled as long as integration enabler
25 117 receives a potential threat signal from counter controller 116. If a
count is registered in shift-registry 132, counter controller 116 provides a

tential threat signal, for a particular duration of ti integrati -
CRIRBUISEL7. GTEH 07 Raae i ol a4 65 NCM TURD f3, Shering
1oarraspendingpddtmardupativngof Simeand eparticald0Humtibi @R timeds
30 defined by characteristics of incamin igtion 118. If incoming . .
Uepeaven S e AR e ol
genRdhe, Rordanoimanngecsndsidioan darnter coctnailer LGGpaditessa

R0l GU R ERGh ind L OB JLSSFiE MEBRAERARY, 2nle o

aBBINgsin s elnlieldtestiehpisicacblon roMdmeBroprapetieat
the threatening source. 5 For example, if the pulse Widtﬁ of iFniomin

InaihfSAbOHEeA0ohdNh e BRSpre lRABRGHE BUPEtBH RN beam
dretaniial thieatisignakis prpuidedemaycbesfruyanicipsenands. &f arrival

incoming radiation 118 is radiation emerging from a laser with a dut
)ié%l%fr

deieniBAtiRR drlsEob086Yi. degiBrition hallify STPRENREIN BRSH
bigsgerdhanHig exgmpe 15A0ns)then the kO moiantialibieat sionatirular

provided for the duration of time laser beam signal 162 is above threshold

mevslersBitih eashempgaimianated it diecrReE s dri eeiAARS 1aser
beam dirpeliap, modyle>114 inclydes aswHChe AR AP IR IBYefRMRIHRES

and integrators, laser beam direction module™ 114 can determine each of
citecgipectiting tf halapobehaidaranbeaing adiztignimaingipgdpon their

K @%%ﬂ%%ﬁé@g OGO §?é%{ﬁs@i’%%%‘f‘s deleciais d B¢ qaRdibAed §8chnd

generate an electric signal corresponding to the amount of laser beam
1E&Hafﬁﬁmﬂiﬁgmi;?awwmwv@g@e@imﬁf@é@§.%mi_ha%dffh'@h are
e O e e
toespeEgiattyirkfiedant p@Ridedntegredicespormitey sél 6f enables and
disables integrators 198, and 198,. When no potential threat signal is
detected by integration enabler 117, from counter controller 116,
integrators 198, and 198, are disabled and, thereby, do not integrate any
signal received thereto. When a potential threat signal is detected by
integration enabler 117, from counter conirolier 116, integrators 198, and
198, are enabled and, thersby, integrate signals received thereto.
Integrators 198, and 198, remain enabled as long as integration enabler
117 receives a potential threat signal from counter controller 116. If a
count is registered in shift-regisiry 132, counter controller 116 provides a
potential threat signal, for a particular duration of time, to integration
enabler 117, which in turn enables integrators 198, and 198, for a
corresponding particular duration of time. The particular duration of time is
defined by characteristics of incoming radiation 118. If incoming radiation

118 is short pulsed radiation (i.e., radiation having a pulse width on the
0
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amplifiers and integrators via the switch. Since the potential threat signal,
provided by counter controller 116, is provided for a predetermined time
period, which is in general a fraction of a second, the probability that
multiple beams of incoming radiation will arrive at laser beam direction 25
module 114 at the same time is very lo f [ ' :
o SR Sl maCa T G g
witbarriigrat thme dnfemcdse spmced dar eihoughl dipaet, slibh thegdetesningt

direct t lectric si
O Rt PR A AR e
498 andQ8Rcuniulatifrelyiktepvate oyt distent theAl{fEigtesiay goesce.

into a threat mode. System 110 gpes inta a threat ,-22 mode hit
R AR (Rl TSR, A R K el B O g
pysigmdblémpve dansidess: intdimimghadiationtik] 8 e baverarligin preditted
a threatening source. In a threat mode, integrators. 1981 ﬁg 1982 diat
BEirGe fo IR FHeGate! n’fillcé)'ﬂ’«g@ef@r Aial s'i eé;srafiz':ci)n'ation
%ﬂﬁ@;@:ﬂ@ﬂ@w@nggémmm@' ‘ dimium(?&tmsmmqésamrm@oa& {isictapiaition
e.integrators are reset. The predetermined jntegration threshqld,can be,
havBehfhptesenudig Ry S gl Oﬁﬁ%%'i%t%*rs? Eﬁ#ﬁ’qheﬂ e

ﬁ&?ﬁt&[lﬂligé%‘ﬂ g@%lhé@ﬁk&l@g@@;@h@ﬁ@mﬂlm thee deevdteaitisignal
system would require to identify a change in djrection 10 of incomin
& Gy drr

GiaBoRbore, DFRSHACLIEHR. HoPexdiile SIWECHEN & Al ctiesiRet
t@dﬁ‘h‘%ﬁéh% ipyRichreat snasieyrintgesatass 188dard 19Bhdmmriebedesgich,

many times in a potential threat time period. Integrators 1981 and 1989
i alsb EURtTEp NRErard e Hialery dreepitermaliRrikitimedule
PREICAVNSR SOMRIRLLINEOHSE HiREERRIS alf eIk iBdmebiBiiragistiing

132 back to "0" bits. Counter controller 116 can also be enabled to reset

radtationics in BHFeEhedment phdkectisclpeed serbaiusnegerers 192

- dallpueng chtey .r?érr'é?é hessel SRmaeasvEsd dnteAgTEs e Phount of

incoming radiaftio )
laser beam radiation impinging upon their respective surfaces. According

to the wavelength, polarization and spatial encoding of the incoming
radiation, the electric signals generated by detectors 192, and 192, are
each respectively directed and provided to a corresponding set of
amplifiers and integrators via the switch. Since the polential threat signal,
provided by counter controller 116, is provided for a predetermined time
period, which is in general a fraction of a second, the probability that
multiple beams of incoming radiation will arrive at laser beam direction
module 114 at the same time is very low. Most of the time, the various
beams of incoming radiation, arriving at laser beam direction module 114,
will arrive at time intervals, spaced far enough apart, such that the switch
can properly direct the electric signals generated by detectors 192, and
192, to the appropriate set of amplifiers and integrators.

Integrators 198y and 198, cumulatively integrate until system

110 (Figure 2) goes into a threat mode. System 110 goes into a threat
=20
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118, on the detecting surfaces of detectors 1921 and 1922, is 20 less
than a predetermined intensity threshold level. a count has not been
registered in shift-registry 132 for a predetermined amount of time, for
example a few milliseconds. incoming radiation 118 is incident on only

one of the detectors, either only on detector 1921 or only qn,detector
MPE5 055 G 'n@@@%ﬁ%ﬂ %u@%"fﬁ&i E‘?R@%gﬁo{% Fe%%rﬁ%ingﬂaﬁﬂﬁeeg %E’ﬁso%e
inghifiteeoibtly dpdacko iYvbitsrshiftregirtonidg radiaberrebtl toahgve
times wjthin a single potential threat time period., If hit,register 138
OUGHEIRL o0+ Bt AP HY S tentaf SR (e Bental A Bl e
as@ntiolier thhiowdes aaignéioeBO integniation endibler Ii2delsichiied
turn provides a signal to processor 200, -23 to gbandon, the cum%gﬁve%ts
ontai

InfeRIGHRRA RIS RO irRE G ROPSTSEMINGH 882 IPIRERSYSd? 158%

which" Biirwhig indisgien ibahrysterel 10 Thia ariusahmiode, thamyration
counter controller 116 provides a signal to integration enabler 117,

7, which
threahelhréAteds siffal 53 PERRssBI2 08 IRAUETHIALCS thE glé’foftthe
infE¥aLes Inconaing sadiatiamadBipssamhep fatcumuipsveiniranates the

signal of integrators 198, and 1982. In a threat mode, integration enabler

amprRiopkiHmSSYSHRBVIHES Wi AP@H iRt 88N B0 B RBARHT GG IOn
ofIRIESMING theupnals aharrvpla! ibsaming radiebiearaf, basekandes of

cumulative integrated signal of integrators 198, and 1982, io until the end
mifsepetttial iHreActRad irtrisua Wb Imatenaiaaabeng P eangd 982
I -0 hits; the ' f thedissiesed lpebniate
"ﬁf@iﬁgéé{;rﬁ%@jﬂﬁéﬁﬁeg %at;}@(? %%s‘gltlﬁ]|L(;lészsi'l;1mpIifigr@l 194, anﬁ%z °

196hemddl Poianinpinresrsiglrivelnérdetsats YRt jhaish & rimarigrtial
e e o G R potencalthont
shigmapistryietsiRebankinte Patiitsendbamiar coanispiiers gy candaleq e
eﬁéﬁigaalp)k?gset all the bits in shift-registry 132 back to "0" bits il at least
one of the following criteria is true:

« the sum of the measured intensity level of incoming radiation
118, on the detecting surfaces of deteciors 192y and 192, is
less than a predetermined intensity threshold level.

s+ a count has not been registered in shift-registry 132 for a
predetermined amount of time, for example a few milliseconds.

« incoming radiation 118 is incident on only one of the detectors,
either only on detector 192, or only on detector 192;.

[t is noted that in using these criteria, for resetting all the bits in
shift-registry 132 back to 0" bits, shift-registry 132 may be reset many
times within a single potential threat time period.

[f hit register 138 contains a "0" bit at the end of a polential
threat fime period, then counter controller 116 provides a signal to

integration enabler 117, which in turn provides a signal to processor 200,

53
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and, thereby, provide their respective signals to integrators 198, and 1982.
In a further embodiment of the disclosed technique, integration enabler 20
117 enables and disables detectors 192, and 1922. When no potential
threat signal is detected by integration enabler 117, detectors 192, and
1922 are disabled and, thereby, do not convert the amount of lase m
RS B G PR Y SN IR Sl S
nQieRiin iy aaipsignaliissdgtectest bylinegraiicnentdimesdiérdéidtiors 25
192i and 1922 are enabled and, er%t%, ﬁ{enerate an eIecEri[c si%nal ion
b SpBARING S tRRUAMSS FRIBFHELr 'U&a PR H#iRGIRg Upoh their
offaneetve sWiiraem and Pioirthe sranectveretecisiorsigoatdalataptifiees
1941 and 1942. In another embodiment of the disclosed technigue, , ..
thereratorrbrad o Angemping AAdiaiibibds BRGR r?ﬂoﬁ%@{}?ﬁ‘)‘”%"e

iRSRHER I ERHAT opaniBg b 299Rmpliliersi$84, anh 1942nexly praids
_their respective signals to integrators 198, and 1982 for a short a %Lénttof
il i eRRDIhHLFSHTUBSTERIUIES ComRE TR RHESRGSHhat 0 10

c%ﬁﬂ[?&eé?y?%%té}%négﬁ?eoﬁ lategraipithe amanpsefitrcomingsadiation
118, impinging on the 5 respective surfaces of detectors 192, and 1922

based therthe somelathsbibmey aad isietrRf iTHRAIGCm 8 ShgRatkd $im
RTIEAIE RIS 125 b SAKAE S IDIRURIENS LR, ANACOBR e @alRithesgistry

respective electric signals provided thereto and further provide respective
18R etricrsigpidine Iordtdsd®r 200. Processor 200 determines the angle of

tegratol T e L o e R e o
caalsler. I dneeaiteriiavshiitahiedisorpietechRiuanthe agmpéﬁ/ih@ﬂ no
S B e e Ly e
16xanapie, 15 intagrdisnlloglantie thebeactidn rReEuRRvikeng dgaipclive
SO SEPBRAB AP G S U lAnG WAaar fese g o
detected by integration enabler 117, amplifiers 1944 and 194, are enabled
and, thereby, provide their respective signals to integrators 198, and 198,.
In a further embodiment of the disclosed technique, integration enabler
117 enables and disables detectors 192, and 192,. When no potential
threat signal is detected by integration enabler 117, detectors 192, and
192, are disabled and, thereby, do not convert the amount of laser beam
radiation impinging thereto into corresponding electric signals. When a
potential threat signal is detected by integration enabler 117, detectors
192, and 192, are enabled and, thereby, generate an electric signal
corresponding to the amount of laser beam radiation impinging upon their
respective surfaces and provide the respective electric signal to amplifiers
194, and 194,. In another embodiment of the disclosed technique,
integration enabler 117 enables and disables a shutter {(not shown)

located in front of opening 191.
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198, and 1982. In another embodiment of the disclosed technique, the
comparing includes retrieving the angle of arrival of incoming radiation
118, in a normalized look-up table, corresponding to a normalization of the
20 signal received from each integrator. Reference is now made to Figure

6, which ig a graph depicting, the on-qoff state of gn integrator. used in
ystem 120 1TSS roP Bl OGO B EhE Sl Spifls 1o
iamgunbed EMgadiation igegrated in shotntegnatonused inmysteati 1@nter
%%mé)le integrator 1981, as functions of 25 time, generally referenced

SR deésa TROSRIEST A With NS dRmtiniBat BYsealifes dsky and
toshrianentdghenrenial curs GIfigcaph 2P derierentdimepiReriion 287

of the vertical axis represents the on-off state of an integrator and section

'55ReRIIR VRGPS (SFtEStRKS thedotaNdmiiam PRI theHidR some
RBBEDIeaEAREIRAYINRIEASR CranidgRalindrdasii pentrl laser

threat time span 225, in which a shift-registry registers counts, threat

SAGKRE tinfdl e 2368 Bieb ke 0l maviier arPestvm@igratisr fonals
URLERIvehs RISOrAHAT RivRIP reeeivgs thespion i ORRCSRARAS » i
which an integrator is on and actively integrating the signals received

aﬁé‘r@%&?ar?%tiﬁf@%%ﬁwz@%iwﬁréﬁnaeﬁm@gmt%) fFEVRS ﬁéﬂHCQrﬂEﬂg
rHURAIGHNG BNy LORPaARcPIMEIRLORRA R dEPEhTIRR §RADS3DEN Snd
which an integrator is off, not integrating any signals received thereto and
¥8nt, Anerabp\ddntailling d eicoiind aealsigplalalfi s elembydRfient of an

i d techniqguey: d ntjal at ij 2
g R L e LS e R
stelshittne distrsignay Issebsed manyairedstpgpatentiartaxempimdrdpgraior

: f r ' n \{\mﬁn- re rmi
%%ggﬁégf t res%gill ,Fof%g\%qgé@nﬁnzﬂda time t ré@ﬁ%‘iﬁdg %‘e’rqufhe ?%3 le,
iniesyedeor, TBBexarmipe, dntdtpatmrd 9821k reseniMalized biya dhviekitgndlde

AR AN S S TR A e
198, and 198.. In another embodiment of the disclosed technique, the
comparing includes retrieving the angle of arrival of incoming radiation
118, in a normalized look-up table, corresponding to a normalization of the
signal received from each integrator.

Reference is now made to Figure 6, which is a graph depiciing
the on-off state of an integrator used in system 110 (Figure 2), for example
integrator 198, (Figure 5), and the amount of EM radiation integrated in an
integrator used in system 110, for example integrator 198, as functions of
time, generally referenced 220, constructed in accordance with an
embodiment of the disclosed technique. The horizontal axes of graph 220
represent time. Section 222 of the vertical axis represents the on-off state
of an integrator and section 224 of the vertical axis represents the total
amount of EM radiation energy integrated in an integrator. Graph 220
includes a potential threat time span 225, in which a shift-registry registers

counts, threat mode time spans 2264, 226, and 2265 in which an
D5
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1s a threat mode time span demarcates the beginning of a reset time
span, for example reset time span 232. Reset time span 232 ends once
an integrator begins integrating signals received thereto after the
integrator was reset. It is noted that many threat mode time spans may

. exist in a. single potential threat time span, a t ode time;
SO0 BT B 8 S e R oes e
stige spaniR ahichregshardsdiothe partiodlactivedtiontedtiirocduntignals

controller 116 (Figur provides a.potential. threat si oJn !
AR DB g 5 R SR ) TG (e Pt e bt
irteyratid Hme sipen228oveaspondidp dneitineasbetiskifbregist§l 3
does not register 25 apy counts. If incoming radiation 118 (Figure 5) i
Wé}h@?t%'mg&%%&%{ti'én‘?ﬂ(i%ﬁ’,t HQ%‘?&&% “ﬁa%ﬂ}g %%%?ﬁ‘is s %E%r%?r%jépgf

e wi fh on

rSENOSRERNIELBIRRIAMIIMG spamARAZtadl bigealixeth time spahddiotent of
shown), as the duration of the g&fg&ial threatls{gnal lcounter conag%geEhe
they §isRVESSIRS tichieh 86 rPOEST e R AP TR R ek
shRYiRigiemCRUASHHinGAranG n@diaiibpdld it rediatafisnetging tlanvae,
laser with a duty factor on the -26 order of 50%, (i.e., riidéatio?zpﬁ%vin%a
theuisBiflicsir amaYvdBe 4RSS TENY1BBI5S) HeR BRRE BRaR 28 SviPan
o481y injepindas S1ownheapending emcheduraticieafl imedbetntensiy
level of incoming radiation 118 stays_above a predetermined thr?‘ilgﬁli%
r

Nt B e ehald 208 dapedpesnies BRmb RN Fol&
mg%gerﬁ%fﬂ% depenoing s%qhﬁ&awa of; tae iconpiag radiatiom iewingine:

n system 110, and whether the incoming radiation will cause system

tink payisterdeanunainthdly SB&ich22eRgrapH 26 MeMKls Me BRNGH
inS%%YHYe‘{&W%W%?é%%?@r RNes:982dkigureR). Iectlionaddak granhndst

Icts the amount of incoming 10 radiation integrated by iril?t;?rators 198,
adhderdsposedinencpap demaspiiradhe SEHNeesrl 222150 He

PEYAARIINEMRAnCCaARIPID! IHUsBPIadNigaRIone 18RuaNsha B8N
erefore receive no _ _

integrator begins. integrating signals received thereto after the integrator
was reset. It is noted that many threat mode time spans may exist in a
single potential threat time span, and that threat mode time spans 2264,

206, and 2265 are not equivalent in duration of time. On time span 227

corresponds to the particular duration of time counter controller 116

(Figure 2) provides a potential threat signal fo integration enabler 117
(Figure 2) when shift-registry 132 (Figure 3) registers a count. Off time
span 228 corresponds to the time when shift-registry 132 does not register
any counts.

if incoming radiation 118 (Figure 5) is short pulsed radiation,
(i.e., radiation having a pulse width on the order of nanoseconds) then on
time span 227 will be a fixed time span {not shown), as the duration of the
potential threat signal counter controller 116 provides to integration
enabler 117 will be the same for each registered count. If incoming

radiation 118 is radiation emerging from a laser with a duty factor on the
D6~
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signals to integrate. Segment 229 is a horizontal line representing a
constant amount of energy, indicating that no signals are being integrated.
15 Segment 230 corresponds to on time span 227. During on time span
227, integration enabler 117 is enabled. Integrators 198, and 1982
therefore_receive electric si%\r%al_s to integrate. Segment 23Q is an

ofige a5 slopss RRIR ‘éﬂﬁtﬁé’a%%w@é&iﬂa ahaTReoRLAgrgpan
1ingicAting i s\eralsaTebeing Wegintecth Argarditgvintagintmyash

and 1982 integrate for 20 only a specified amount of time, in a pulsed like

UngaANERigRrehimsdhantaiadnils ol doBraminsnBighosh drér whays

a@f@\‘?@ i) GRINBASISAINEE PRIBAKRY !B(%ﬂi.t_ t@?ﬁtﬁﬁ@%ﬁ_gﬁ 125983(@@9@_@“%\*@%
integrators 198, and 1982 from reaching a saturation point, and in order

Ofothnevidysmm PRt IR HrBe e dktERRfTE kARG e Of
tlreFremRtdnGaning P rafiRien LR FigyeeR)- Referanee rnraMemade
_to Figure 7,"which is a block diagram of a method, operative in

ingeoriantectiFioanvahsedirte sy stafe ditéloSedeweivhidueatid ritedet-

sbathesionametnddsaerligbls b ASHRINSMNGRISIBIING, and
whether incoming radiation originated from a threatening 30 source, or
198m{ higwie thl e teniinsdttcd, eiaphgaRe dapisisdhaightonwnkal ieoming
A B o g Tadiadon igiatcl Fom 220
ctiireamifg Sourbelipefrema 20h-tHedieaing! StnfecepanelPth én@mﬁﬁ@
o, R T e oo
sigheNeinig ndthgaiean BegsehivR@A nulipleatireatehihiger adintimesbogces
e s S
SallpwsrihEGmingy rastiatals 6b spetiifieds paveleigthrit;mgass fmeugtarForio
P REATRIG the ARgFUAlFitering: may O BUPNRCIYIIRS143D Willetore
receive electric signals 1o integrate. Segment 230 is an increasing sloped
curve, representing an increasing amount of energy, indicating that signals
are being integrated. Accordingly, integrators 198; and 198, integrate for
only a specified amount of time, in a pulsed like manner. Threat mode
time spans 2264, 226, and 2265 are shorter in time, in compatrison to
potential threat time span 225, in order to prevent integrators 198, and
198, from reaching a saturation point, and in order to allow system 110
(Figure 2) to actively determine changes in the direction of incoming
radiation 118 (Figure 5).

Reference is now made to Figure 7, which is a block diagram of
a method, operative in accordance with an embodiment of the disclosed
technigue. It is noted that the following method is applicable in scenarios
for determining whether incoming radiation originated from a threatening
source, or from a non-threalening source, during the day or at night, when

the incoming radiation is in pulsed wave form. At night, the method is also
27 -
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wavelengths corresponding to the wavelengths of laser beam radiation
associated with laser guided weapons, to pass through. In a substitute for
procedure 240, incoming radiation is filtered according to specified
polarizations corresponding to polarizations associated with laser guided

15 weapops. The incoming radiation | INPASHIQNRS; low,
aBBWé’Ie&Pa af rgﬁ%ﬁghngqﬁgi%ﬁ’a?ﬁ%hﬁn%ﬁﬁgégf éolurce, fgirplegirﬁépﬁe a ‘Igsgr
{Hrissiigirey stemcandrricise signaldlicrjprtiogirormeaanbas tagidtepming

sources, for example celestial electro j jati [ i_ad
LRy ‘?08%&&8%?%9 Fngé \{i%d?é)rri&] ’Fﬁl%egirr%%?ﬁe\%% iﬁléeh?e%%/q)éﬁvg
rROwe2laseraciakowand iplreenisedigonls drdsvelgaintiad With the

reference to Figure 3, spectral filter 124 selgcti I ' 09,
T S iR e L R A I
apé%g@m_mz, the spectrally filtered incoming radiation is converted into

a corresponding electric signal. With reference. to Figurg 5 '!ﬂﬁﬁm
radiation‘?ﬁl@fﬁ&?ﬁﬁﬁeg‘q{%roﬂ?ﬁ?%@@tré?ﬁ|?§1r01124!9imﬁtn%3§ on Ilght(lﬂg'

SE0RAN& 26 ol 8 gayarmtesTar etpetdudigiltsrogresiriiely
to the laser radiation i,mpintf;ing th(fr(a;o. In roc?pur,[e0244$§hﬁnc rt%r
adymalIRCAreR BABBPAIGT HRUIRANB SIEHEtEFmned 88ts Of efectric

SgnpleharctepstisathaieaAcarreprons tailtiffeinnbtyjies ohtiatorspatial

encodings. The temporal filterin selecti\{eéy ||0Wi iﬁ%nal%%%g%e§$8ﬁ%ﬁg

waveheialise REFESRPRSEY- 38 HaaMeVE EHSL i 3 “Forexample, in a

a%ggéf%%ﬁ {prpiacedie R4 henacenyagy adietigh.islispatiabiyténtotied
[

using different modulation frequencies, f, to f,,, the temgoral filtering

retiopri e Sffial tCHAESOhFRUBN At &orilSIEHILRT B-r'ﬁinﬁoras mﬁ%ﬂgj

DBeing amited ahasaranatiop femansyihafabsimthenngaef guéd
iInce the iIncoming’ radiation may be spatially encoded using different
\mmmﬂi%ncﬁhm@W&W&?dﬁaﬁat%?ﬁ}ﬁ%@fﬂm@%ﬁw&i%g@’ ¥ eder

I%%t%rf%@:aefﬂ%qé L@(ﬁﬁ;ﬁ%acﬂ% Qi'isgté%&h?c@ig@ é&mgcﬁiqam peitaile
system, and noise signals, originating from various radiation sources, for
example celestial electromagnetic radiation, like the sun, and distantly
located laser range finders. The intensity levels of the very low power
laser radiation and pure noise signals are very similar. With reference to
Figure 3, spectral filter 124 selectively allows incoming radiation 118 of
specified wavelengths, to pass there through.

In procedure 242, the spectrally filtered incoming radiation is
converted into a corresponding electric signal. With reference 10 Figure 3,
incoming radiation 118 that passes through spectral filter 124 impinges on
fight sensor 126.  Light sensor 126 generates an electric signal
corresponding to the laser radiation impinging thereto.

In procedure 244, the converted signal is filtered temporally,
according to predetermined sets of electric signal characteristics that
correspond to different types of laser spatial encodings. The temporal

filiering selectively allows signals corresponding to spatially encoded laser
-08-



10

15

20

25

30

to a particular method of spatially encoding laser beams. In the case 10
where continuous wave form radiation is detected at night, procedure 244
is omitted and the method proceeds from procedure 242 to procedure
246. Procedure 244 is used to differentiate pulsed radiation originating

from a_threatening sougce from pylsed radiati nd contj Ve
ber% Atior’ aosrlsgﬁ]l%t f?%%frorﬁ raeﬁgﬁﬁgé&?eanigg%ssgﬂtr%g%\:r/iﬂé%%éﬁ;‘jﬁ\ggfl{fg f
th&iguceBjithe rkBisigmal ige spedielty/by tighd adnseint2 @liqueovideddolation

_temporal filter,128. . Temporal filter, 128 selectively allows electric,si
e Balnddo s Al BB L B S ol i DU
thireghdureiR4tnriegpotemsitioleet atithg temjpmiially filtened sighatisat a
determined. It is noted that the order of execution of procedures 20 244
S AR AU I AALE Sh6 by e B
rafﬂlfmglufﬂe%ﬁ%i@ Wd‘ e, Withceferennedto difgrmens, thatiemporallying
iltered signal is, provided to threshold detector 130 where the infensit
AAUBH1 b SRSUF bR el RO BETL i 21 oSSR U
maigndligisuspested b avgratiginategde2idrampdnaesitenicgsesiicading a
count is registered in a shift-regjstry, or in any device capable of counting

10 {Re RRIHBIR bIBenre AL BANL FEROHAY e iREARBuUNtBY igHRSe
witgiemainge iniensiydenshisratimtiiesholsiéevell o glgpvethedaiashol

level. Otherwise, if the determined intensity level is_below the threshold

is R @ e Bebiddiers LR Rinasii fXF B ATacHEYar 4°-
ProvRefiiieir Rosesie 2ifeibhiRdeirimrriniensiholigiekimatioe a

threshold level, or above the threshold level, a potential -29 threat =
thigaieaios Boweautien et rBbrinpifeaP MHIERNSN EHE iRd@ gD
orEj?HQﬁuiﬁgrﬁﬂﬁ%r%Hltﬁré‘é%ﬁﬁ{gT%FBé‘?s‘hq{% Ipvekiseatid @3, the

predetermined value associated with a noise signal. The predetermined
sigiahleden® e by iahb 6 ab Pt i aP FAVIATEAB ole B ST ke nsTy-
T%ﬁ%ﬁéﬁi ?{g}%hsei signali e diresholdslevstean brydalerTiRed sonpiriealy
spatially encoded laser beams 1o pass there through.

In procedure 246, the intensity level of the temporaily filtered
signal is determined. It is noted that the order of execution of procedures
244 and 246 can be reversed, with procedure 246 being executed before
procedure 244 is executed. With reference to Figure 3, the temporally
filtered signal is provided to threshold detector 130 where the intensity
level of the signal provided thereto is determined.

In procedure 248, the signal is suspected to have originated
from a threatening source and a count is registered in a shift-registry, or in
any device capable of counting the number of occurrences of an event, for
example, a counter, if the determined intensity level is at a threshold level,
or above the threshold level. Otherwise, if the determined intensity level is
below the threshold level, the signal is considered a noise signal and is
abandoned. In a substitute for procedure 248, if the determined intensity

level is at the threshold level, or above the threshold level, a potential
-0g.
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testing, for example in broad daylight, or mathematically through a
probability model for false alarms, for example the probability model for
false alarms developed by S.O. Rice, as is known in the art (see Equation
10 (1)), and by applying the model to a single pulse of a pulsed form laser

. beam signal. In proceduye 248, the thr Id is.pe fixedioati
theag itml%? %Wé\, for g{g%up 8ée?ser%mv§§?§ve egé%jrij%?i;ti%g; Jsﬁg ]i%adlicr}gct
pradilight, b eosubstituegifieprdcedarec@dsethe fiveshoidholelly ehifeged
different sensitivity.levels depending on the time of day. of u ri
até‘?(‘é‘?n@ePéeﬁféﬁg%%%%ﬁﬁ@%evaeﬁsﬁﬁ }%8 he‘”c%l‘?y,Q\I/vh({i‘eéﬁ]éi)%E is%ﬂ#ra]y, gm ea
priowsteRansitivity ey ebeuting tiveaigintylandh dortmpthierdhynwitgniveiton of
cloudy. Since tre threshold leve| substantially sets the sensitivity level, the

then BB ﬁ?afefijgcft?ﬁes@é}aéppropriately depending on the scenario
and the tpe Bidarests /b ceatdstede Ganite dremegistalfe diornahdield

potential threat time period, for example, for a ti eriod gf 2
teﬁﬂfﬁ@ec@r’id@?‘?\'ﬁm*%f&eﬁfi%até Ié%ﬂ@g iP{he%"E}ggﬁﬁﬁgeeYo&ﬁ%uggngl,
prépigsminaddusiieshakbdeieste, 180 dganihesholglevebilios fgeteid),

or above threshold level 106, the signal.is suspected to have ori 'nat%d

fafﬁﬂwﬁ@fﬁ?%é‘f‘é‘fﬁﬁ@@@ﬁlée%@d HirEs RIS IHENEY 3H% biess qyRarto

(125 Shifl-IRRistpIHa? tRdagister acausihdidhedniensity Isvisienf tensigrear
etermined by threshold detector 130, is below hrl;%shold Ievéel 106, ;he q
bashabigEnsilierampaasbise ddfatbndiyesan ifprstetfurd 256

sdREIRTENGS obR wﬁﬁﬁ@iwmmtﬁ |S\pserpinRb fi-te thedpeamitigect

radiation is determined If it originated from a so threatening source).

sunbigfingvacruheiiide dnsipErearky s oiinBitss i ' HRHEaEIRY ©
et e ot o Etof ertobconts. 0 g number o
exmple réghigheidseng PutbhirehrsnghiBp e WHen ths SEmfd 2
ISR U oA g, pvapaFen ¢
cloudy. Since ihe threshold level substantially sets the sensitivity level, the
threshold level needs to be set appropriately depending on the scenario
and the type of threats to be detected. Counts are registered for a
potential threat time period, for example, for a time period of 20
milliseconds. With reference to Figure 3, if the intensily level of the signal,
determined by threshold detector 130, is at threshold level 106 (Figure 1),
or above threshold level 106, the signal is suspected to have originated
from a threatening source and threshold detector 130 provides a signal to
shift-registry 132 to register a count. If the intensity level of the signal,
determined by threshold detector 130, is below threshold level 106, the
signal is considered a noise signal and is abandoned.

in procedure 250, the presence of a threatening source is
determined (i.e., the incoming radiation is determined if it originated from a
threatening source). Incoming radiation is considered to have originated

from a threatening source if a count is registered in a hit register of the
-530-
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5 hit value, or the threat value, and can be predetermined by using
Equation (2) depending on the desired sensitivity level. Procedure 250
therefore includes determining if a "1" bit is registered in the hit register or
not. With reference to Figure 5, system 110 goes into a threat mode once

hit register 138 (Figure BQregisters a cqunt. ﬁ‘ln roce.d![ue 252, at thg
SBi6P ket BRAMEL EHhATBE e e I PG P gonds
1¢chpagineBbithe bitsistorashindhedshiftregitiviso ehitsinTd @enettiadich
then returns to procedure 248, where counts are. registered in a .
thafiftipegioiRpir tRAIAIRRsIRD b Qﬁ'ﬂﬁ'ﬂgr%r%ﬂ&v%%ﬂ@ﬁﬁre@ﬁoﬂﬁl\gogI.

oMjthdelerensedarfrigithhpidecendaiieachrmotesialdmtbrieatdined the
period, counter controller 116 resets all bits stored in rea%ister_s 1(%61, 1362
¥igia?

hin@hss e HRa! KRjecaetlBRe Rissieirianiree Quation
(?H&%@FH@%W@%%@ Retentigiihieakindicaiicniofa partigwasfime
u

_duration, is provided for“ each count registered in the shift-registry in a
insbrelenatieiveainingifhe périel s jsapiedidn thfehdlieisiPb A Botirlial
rdRERALSIORA! FR5 ROteNtia) tupatingdicglen. ARReRdhREhine BakIBRIdNG:
iIncoming radiation. If the incoming radiation is short pulsed radiation, (i.e.,
regifitaiolthévigiy @ Pursginieth AHEorder of nanoseconds) then the

potential, {iRAIIANABRIQMABLIR! BIRIEERIBITIARE dakoal {Bfod,
The 25 predetermined duration of time can be determined theoretically,
tremmiifltadigistiydagh sl dieshangite i dobis Higise nonByskiftbirgistry
‘ iog : :  the i : tion.is radiati
N o L, Bl R By My ot ohee
regiittied ihavisijhmosywitthenndarsite olaihersdganl 16 0Hs)) theavmhéhe
atentjal 30 threat.signal. vj r the dyration of time the.i '
A o T B S oo W L et
thembénefpesibdpuntsitegisteved i tha (otsatial alireds shoesskitotegisters

1E$é2i\§§§%%ih$@b%mgtygng_t the incoming radiation originated from a

In procedure 254, a potential threat signal of a particular time
duration, or a potential threat indication of a particular time duration, is
provided for each count registered in the shift-registry in a potential threat
time period. The particular time duration of the potential threat signal, or
potential threat indication, depends on the nature of the incoming
radiation. !f the incoming radiation is short puiséd radiation, (i.e., radiation
having a pulse width on the order of nanoseconds) then the potential
threat signal is provided for a predetermined duration of time. The
predetermined duration of time can be determined iheoreti(_:aily,
empirically, through field tests of the method of Figure 7 or by known
properties of a threatening source. If the incoming radiation is radiation
emerging from a laser with a duty factor on the order of 50% (i.e., radiation
having a pulse width on an order larger than 100ns), then the potential
threat signal is provided for the duration of time the intensity level of the

signal is at or above a threshold level (procedure 248). As the number of
31
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also increases. With reference to Figure 2, laser beam detection module
;12 provides a potential threat signal to counter controller 116 when 5
incoming radiation 118 is suspected to have originated from a threatening
source. In procedure 256, incoming radiation is received through an
opening, or an apertur ,whicp ailow an amount of laser iatj

cR e R b, BRPRELE D e TG e o e

p%tﬁ@@iﬂb t$ gt lpeatecbbahinchtiiatopeoingnatiddentta dneatsvihgrs tvige
substitute for procedure 256 th}e (%etector re evenly located.-behi
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_another substitute f d 256, the det [ d.15.
AR A Brep, BPra S ah REa B e Sp g

. 'iﬂreno%enlng.
sBirther substitute for procedure 256, the detectors are not located adjacent

to one another and are not evenly located pbehind.the openi H
the deteéfbr@réFé’fB{fgte%ﬁﬁeHﬂﬁﬂ%ﬂ@%p@mﬂ'gﬂcﬁtﬁﬁ?‘ﬁl‘iﬁ SHFSOHV@%Q

opEHIRdNERAING KRAaHOWAINERRO BIeaeh @ftheskifacesafthadition
detectors, for ditferent angles of arrival of the incoming [g%jiatio .In an
i

toiRer basetithrevehprodeddle 988! e o PERFHIEs stiBStdtit

defsreowidihuas ek Hdhpdetrciganighdbpiovherdnsamingtiagtiationa
passes through the opening perpendicularly, the incoming radig{t‘?i%%ﬁwg1§5

sithptiigiss faparasasiitmialy MR drirciaPdGREO N &CaIR
ofSIGRIDI S BrA M e{2HRSHLAP FAHRINSRdWasShEy tRARANING NGSehing

width that is substantially not equal to the width of the detectars. The
paav@@fdjrsitiﬁwbfzﬂ,!'I%ﬁ@x@hﬁﬂ%’,%i%%ﬂ’é”tb@io%‘f@ﬁ?c@Q@W&@E&@rﬁrein

2FUENLY laciiesiehing the slitymaredagerRgamdrdiationpdl ivpingated
upon the surface of one of the detectors if the angle of arrival of 30 the
aitiecrmih dor stiatoroib e td rpEn evendy 1oantesLibeliadiiveRabgrsin 2

el CRGHARP RV SRL BB AL IBSR BRI Rl Rt mRna e efi
to one another and are not evenly located behind the opening. However,
the detectors are located behind the opening such that different amounts
of the incoming radiation impinge upon each of the surfaces of the
detectors, for different angles of arrival of the incoming radiation. In an
another substitute for procedure 256, the opening has substantially the
same width as each of the detectors, such that when incoming radiation
passes through the opening parpendicularly, the incoming radiation
impinges upon substantially half of the total sutface area of each of the
detectors. In a further substitute for procedure 256, the opening has a
width that is substantially not equal to the width of the detectors.

The detectors can be, for example, photodetectors. Since the
detectors are evenly located behind the slit, more laser beam radiation will
impinge upon the surface of one of the detectors if the angle of arrival of
the incoming radiation is not perpendicular to the surface of the detectors.

The difference between the amount of laser beam radiation impinging on
-30.
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the surfaces of each of the detectors can be used to determine the angle
of arrival of the incoming radiation. In another substitute for procedure
256, the detectors are located behind the opening such that different
amounts of incoming radiation impinge upon each of the surfaces of the 5

deteciorsdes different englessetaurival afinseningred@iemiMihhe angle
reference to Figure 5, incoming radiation 118 impinges on plate 190.

F
P8 dlotls dRcambimi8AIaEr be HhAReilabs b Py RS Uy cedure

opERingd Hetastded inddrueaseiasions h2) 2 PEIRGIOLRPEnt
and 1922 are evenly located behind opening 191. 10 In procedure 258, an

HRINES fHaNS YRS Afctiaiosn FRPHSIR WeOSoRRED SH R BaltiRsamplufite
afdasanRears agidbRmi MMBRRg SRS reSPIVS ﬁg{ fRciatibg. SIgNA
ect

generated are each respectively provided to two respective amplifiers,
WEIRIEICRINS, dridetrd cdupRsningH asialirss pbtavirwingsiedawinkkes 190.

?_hgt@wi?@beémvsb%@%qﬁm@edmﬁbl%@éme%ﬁi&e{&?g!ss%“%ro h
disable integrators from integrating. The switches can also b replacec]JI gy

LRANNIsIcRTHahBsidai Psigiriesiare pRRiged (b9Re rEisective 192,
%m@liaf'@zg SRNUDBAKSYC Alds MARRL eﬂmg%*{?s 240 to 254 are

executed simultaneously as procedures 256 to 258 are executed. With
reference 8 ARjOEE B iigetebibrsaro X laniia 9gra eischggorented an  each

ic.si r in iation . .
SR 10 IR A LSS oo
cintisussPpBlidestekmsctividsigigina o aenlifides! 19¢leact 8pactively

ifi 4 rovide.their respective signals to_jntegrators .
e o D e A A
iegiespest o8, tisrb 8B 2wifiiers nol petentitditbceat sigaahis/deteictedvhich -

e PRSI DR e
thetetmdvan aleriaivepiaqrddedareidgh: dependinthengbranseelengibls
SRR RS e aater e Snel 0.
ocedures 240 to 254 are executed simultaneously as procedures 256 to
258 are executed. With reference to Figure 5, detectors 192, and 192,
each generate an electric signal corresponding to the amount of laser
beam radiation impinging upon their respective surfaces. Detectors 192,
and 192, continuously provide respective signals to amplifiers 194, and
194,.  Amplifiers 194, and 194, provide their respective signals to
integrators 198, and 198,. Integration enabler 117 enables and disables
integrators 198, and 198,. When no potential threat signal is detected by
integration enabler 117, from counter controlter 116, integrators 198, and
198, are disabled and, thereby, do not integrate any signal received
thereto. In an alternative to procedure 258, depending on the wavelength,
polarization and spatial encoding of the incoming radiation, the signals
generated on each detector are each respectively directed and provided to

a corresponding set of amplifiers, which in turn, are each coupled with
-33-



i0

15

20

30

a corresponding set of amplifiers, which in turn, are each coupled with -33
corresponding respective disabled switches. With reference to Figure 5,
detectors 192, and 1922 each generate an electric signal corresponding to
the amount of laser beam radiation impinging upon their respective

surfaces. Accordin the. : izadi tial encodi
o R TR R e S et 1091

datebt922 afe eadh 8espamtivelgrtirattethasle grivrigtabcarcorrapdngiig
set of am é)

ifiers,and integrators yvia the.switch. duge;
s et s i i i A e g
sOreriion ofdooedaagitithe aval@lpagihtigitrezabighahid seetiiceritaeiady

abling th d sjgnals i i '
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aREPGe0Urerad4sadhagananately sieateihapcb pedvie 258 aredritegpated gy

procedure 260 in two respective. integrators for a particular duration of
Sﬁh%f.afﬂ@‘@\%f&ﬁ@&%ﬁ%ﬁ%@%ﬁ\@%s %PFoﬁrig as a potential threat signal

is being proyies thesetosd heheespectivepetetiratalisatled | atvigipes are

integrate signals being provided thereto until a predetermined integratio
epBEbIED e PROGSIYRTITGY RRTE sﬁ%&a%é) eé)gh I@eateﬁﬁ%h%%ntg

piftergsranive nipanators asrdestiey padeliennihedymtegratidsignals

. thrc_eshold can be, for example, the 20 signal saturation value of.the

ERRAINS: T FrOSotBAGERLIR S ST Vo BIE] Lmartple hce

cAPPHAPEIRE e AUERALIRkSosYSRa B Ude Hiify alebaprgeiiateiredtoaloin
the incoming radiation, which could be, for examgle on the order o

. . £
prrilEsigendSOft igfforddenkeint threREHAEEE ethe fle Jlatfe nigFiRetve
LIRRDYdimesARia patentiatidiestime peredswiichbe respagtiveabled
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Inteégrators may also cumulatively integrate signals being provided thﬁreto

agniitmige @ndeofRefsstiRhiANtRRiapigna! piri Gt U eR GHHRE BRETthe he
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thereto until a predetermined integration threshold, or a predetermined
time threshold, is reached, at which point the respective integrators are
reset. The predetermined integration threshold can be, for example, the
signal saturation value of the integrators. The predetermined time
threshold can be, for example, the amount of time required for a system to
identify a change in direction of the incoming radiation, which could be, for
example, on the order of milliseconds. It is noted that in a threat mode,
the integrators may be reset many times in a potential threat time period.
The respective integrators may also cumulatively integrate signals being
provided thereto until the end of a potential threat time period, when all the
bits in the shift-registry are reset back to "0 bits. The bits in the
shift-registry may also be reset back to "0" bits if any of the following
criteria are true: the sum of the measured intensity levet‘of the incoming

radiation, on the detecting surfaces of detectors, is less than a

predetermined intensity threshold level, a count has not been registered in
-34-
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criteria are true: the sum of the measured intensity level of the incoming
30 radiation, on the detecting surfaces of detectors, is less than a
predetermined intensity threshold level, a count has not been registered in
-34 the shift-registry for a predetermined amount of time, for example a

few |II|sec nds, or the in ing. radiat is ent
R o e R TR 81 RA e 185,
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of time. Integrators 1981 and 1982 cumulatively mtegrate until system
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integration threshold, or a 20 predetermined time threshold, is reached, at

cQiieHasoiht Bhe |Hte‘»§rﬁfﬁ1‘§t dﬁe registenad ghateiit98gising 168> r?%";}né‘f’s"o
cOMPHatYelY HHRamRie Mrpiidhe anAebd QQF%]“%H@ rﬁ@ﬁﬁm%tpﬁﬂﬂﬁldﬁhﬁﬁ

counter controller 116 resets all the bits in shift -reg |str§?132 back to "0"

tigs Hniaie apdivramia e hiddedtiichdo e eprblgsonimiRiespd&ieand
1@@@@?& %Ui%@%%ﬁ&%@p%ﬁ&ﬁ&fgﬁéﬁﬂ%ﬁﬁﬁ@'%@?ﬂ%@ fygation

ime, each time a potential threat signal is received, thereby enabllng
198 genuraiadbightggrate until system 110 (Figure 2) goes into a threat

mode. In a threat mode, integrators 198, and 188, continue to
cumulatively integrate until a predetermined integration threshold, or a
predetermined time threshold, is reached, at which point the integrators
are reset. Integrators 198, and 198, may also cumulatively integrate until
the end of a potential threat time period, when counter controller 116
resets all the bits in shift-registry 132 back to "0" bits. In an alternative to
procedure 260, the corresponding respective disabled switches are
enabled for a corresponding paricular duration of time, each time a
potential threat signal is received, thereby enabling the generated signals
in procedure 258 to be integrated in corresponding respective integrators.
The respective integrators cumulatively integrate signals being provided
thereto until a predeiermined integration threshold, or a predetermined
time threshold, is reached, at which point the respeclive integrators are

reset.  With reference to Figure 5, according to the wavelength,
-35-
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in procedure 258 to be integrated in corresponding respective integrators.
The respective integrators cumulatively integrate signals being provided
thereto until a predetermined integration threshold, or a predetermined 30
time threshold, is reached, at which point the respective integrators are

t. With ref Figure 5, di th 53 antri
otk S GRLL ey O T IHESRIAE MENRIRIS e dectic
sigigalsgeresated by disestons 1922 areht9 2D aseasackastpaepesfively
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_ hormalized look-up table. It is noted that procedur 25;2 istﬁxec&g%darg)l%
infaeTgiokediif SHTraCEoNNER IS RPIRIERR r@@@f’é e hronanifity

rdbak ihe iSRG fagRtgs iegsicinatemhisom iethsapiaindl$euccariparing
substantially high). If no count is found in the hit register, then the

caunfurbied inedea e EigHacf iosadlR <Ll ALENdBRRE KHAY t© the
ety 116 pravidos m signal 1o,
: ler provides a signal to, .
nirieshiaabiviengterel 262 ihiekertiah pROLIIAY RIS %%é%rgc‘éggl}? 1S
e e o Comttaler 116,
opiginied fremralttsasiegiatoroerier SE AR IR plbiige gt 1
Pl gl gl e
260 is abandoned and procedure 262 is not executed. With reference 1o
Figure 5, if hit register 138 contains a "0" bit, then counter controller 116
provides a signal to integration enabler 117, which in turn provides a signal
fo processor 200, to abandon the cumulative integrated signal of
integrators 198; and 198,. i hit register 138 contains a "1" bit, then
counter controller 116 provides a signal to integration enabler 117, which
in turh provides a signal to processor 200, to determine the angle of arrival
of incoming radiation 118 based on the cumulative integrated signal of
integrators 198, and 198,. Processor 200 determines the angle of artival
of incoming radiation 118 by comparing the signals received from
integrators 198, and 198, and provides the determined angle of arrival {0
a user.
In procedure 264, if the incoming radiation is determined to have
originated from a threatening source, then the modulation frequency of the

incoming radiation is determined. The modulation frequency is
-36-
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25 integrators 198, and 1982. Processor 200 determines the angle of
arrival of incoming radiation 118 by comparing the signals received from
integrators 198, and 1982, and provides the determined angle of arrival to
a user. In procedure 264, if the incoming radiation is determined to have

30 origingted from a threatening source, then the, modulation frequ of
ORI b AU LoD e o e e
ddetdomioktnby lDwdragtbeittitegistey amddaysthividiogtheihittvalileduydios.

uration of time it takes a, shjft-reqistry.to reqgjster a count in its hit regjster.
pkie i T N R I e
tibahdbmingamdngticatiaticn issgihatiginating tahveddiadatpsingsaurddth

With e reference to Figure 3, as the prohability that incoming radjatio 8
SR AR ot ke R
ol@yuesedt Tiasthraatvalu@isigwergencedasasbsanhdeteetion madulds

112 has determined that incoming radiation 118 originatﬁd from a

IaWRsseninsdlireal EaliRts ONRRRIOIEE (AR HRESIMIAgERiom mrodule

1modydationteaavaaey efdncpodginadisdiontids. twill begarperridteshby
persons skilled in the ail that the disclosed technique is not limited to what

g8 lBBEI pARBIRSHy sHOWIN D CRIEERIRY HeRindiive IRIGHBINGRR the
nﬁf&ﬂﬁt@rﬁ%ﬂmﬁﬁébﬁim{f@dﬂ%@ﬁeﬁ@my by the claims, which

follow. -37 CLAIMS' Apparatus for determining a direction of low power

radiation! s¥ill I6% poirsrcialgidiby ARJiFRImgSHUIRFatledBEoRE dhaicEe
dR sadigtionasiving faseRialyicaiaated. fhe RpeaiaiiarfraHIRNSAd

an opening, for receiving incoming radiation; at least two radiation

despdbesl loeetitphoffenaibspdhial R JBRIrdSslResh &g Bichs
déﬁ%@gmy%@%&%ﬂ%?m%%ﬁ%; a respective portion
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of said incoming radiation, received from said opening and converting said
respective portion of said incoming radiation into a respective electric
signal; for each said radiation sensor, at least one respective integrator,
coupled with said respective radiation sensor, for integrating said
respective electric signal; an int€gratiggsenabler, coupled with each of
sai%at least tywo respective integrators, a threat detector, coupled with
‘sai ﬁﬁ%raia?igv fe%ié)m%? GetERHE tRFAAYS BRUSHrERARIRG Saeaw power
indieakiivforrigititisgifaeteCiesbthrentcancba pracesssiocaupleg Wikkntialiy

saiggmﬁg{@ﬁp{ﬁ%ﬁ@é&@gﬁéﬁ%ﬁ?tor, for determining said direction

according to the amounts of said electrical signals integrated by said
integratc?8.CREPHY oiSp ApaRiMnacEePaHNg t@eialient, further including a

switch, caupied withragridoat deAssvp radiationisrnesr st 98I AHERhing
onesg]adsgenct%e 'rétaeé]nr%tacacri' rg%{ %lrgcstln% Osaldtresr)ectlve electz[lc signal to a .
corresponding oné of Said at TeastoneTeSpactile fitsgrdresreye portion
appar&eis heeordiagaistitim leoeigeavirereirssalicdirsongirencadiatienting said
ImpiEgRe HRASLARPEERIChBLIRASTIMABAINEN. SE0SASHeitBRic signat

apparatuys according to any one of claims 1-3, wherein said integratio

enabler 1$'COTPISHP TR LRIM SPESRT & 11545t Q16 respRTiNR it iroreovipled
saitvitfe spectivepecdieti oncdiehsore ol hbappaaitiad el haghRY 88
of tgﬁrg.{;?ceding claims, wherein said processor comprises an
analog-to-digital converter. -~g 6. The apparatus according to any one of

the prec@HiHGESIERRRS! Rifkliein SuBleprytasaarefcraiinasieast Wipatstonctive
by subgraciieg said amount of said electric signal integrated by one of

said respegtive integrators from said. amount of said. electric signal _
integratgéd ﬁé %rgo%?g?‘%?%aﬁaur%tggz%{tlvesﬂédP:g?g@,‘ﬂ‘f‘e?éﬁ?ﬁfro%cﬂ%eﬁmg
subtrgsivane surdTcimhe Hppairadisaticedlingdo stdmicsestdnbtetnasadtd
subtractignhfesalbit, coupled with said integrators and said threat detector, for

determining said direction according to the amounts of said electrical signals
integrated by said integrators.

The apparatus according to claim 1, further including a switch, coupled with
said at least two radiation sensors and said at least one respective integrator,
for directing said respective electric signal to a corresponding one of said at
least one respective integrator.

The apparatus according to claim 1 or 2, whersin said incoming radiation
impinges upon sach of said at ieast two radiation sensors,

The apparatus according to any one of claims 1-3, wherein said infegration
enabler is coupled with each of said af least two respective integrators via said
respective radiation sensors.

The apparatus according to any one of the preceding claims, wherein said
processor comprises an anaiog-to-digital converter,



normalized by dividing said subtraction result by the sum of said amounts
of said electric signals integrated. 8. The apparatus according to any one
of the preceding claims, wherein said processor determines said direction
by retrieving the direction corresponding to said amounts of said electric

. signaks arpgnatteddncandognilizey look-op tiad|eré:cbire appatatugnerein said
ac%ggy&q;gp @é{grﬂﬂﬁegfstgﬁ Brﬁ_‘?‘ﬁgwtgfﬁ'ﬁﬂ%cw%e i %%%I{qur%a éaid electric
detector comprises: an optical filter, for filtering specitied optical properties

of SIHAHEVRAIRETRYiSNe P Sriiaserrien bup @ dTe thethepshrMABBhegRId

rackgdisioasigreanivestingesaly IBABIMENTNREEAHO0RIBILR E0HRIPIIMNAhereby
ele ;gﬁ si%naa[, s%l{; r&ldiatrignultsensor being optically couple_d with said _
optica Hﬁeﬁ 3 threshord de ector, for determining an intensity level of said
electric signal and producing a potential threat indication each time said

. intensitydevalgxcerds-aitgrashaiditgvel. spidtresheld detesiarheing i is

upled with said radiation sensor, at least one temporal filter, for filtering
ore R RRE PSS BTGl - RSN BRAPRLIE RS BT S aIgunts of

spatiad efctdirnisrefssaidgratetning radiation, said at least one temporal
filter being coupled with said radiation sensor and said threshold detector.
a counter, for counting the number of said potential threat indications, .

- WithineaGhorEAiE AFeRIFiNadD&doRaI chimp g coaimed Witreaidaid
thresbeddsdetantorand said ntegration ee?aﬁwa@ q%/m%f%@@ﬂé@tggdmg to
co r_produce id threat indication, if the number of said counte
o B S e e R R Aermlespicep eole
exceeds a threat value. -39 10. The apparatus according to claim 9,

- whetRinsspistihieal daterloniesrls saldocovteratigreach said patental iy
threa timg%gerlod. 11. The apparatus according to claim 9 or 10, wherein

saill RFLSPRAISL FPTELERS

an optical filter, for filtering specified optical properties of said incoming
radiation,

& radiation sensor, for detecting said incoming radiation and converting
said incoming radiation into a corresponding electric signal, said radiation
sensor being optically coupled with said optical filter,

a threshold detector, for determining an intensity level of said electric
signal and producing a potential threat indication each time said intensity level
exceeds a threshold level, said threshold detector being coupled with said
radiation sensor,

at iezast one temporal filter, for fillering predetermined sets of electric
signal characteristics corresponding to spatial encodings of said incoming
radiation, said at least one temporal filter being coupled with said radiation
sensor and said threshold datector.

a counter, for counting the number of said potential threat indications,
within a potential threat time period, said counter being coupled with said
threshold detector and said integration enabiing device,

wherein said counter produces said threat indication, if the number of
said counted potential threat indications, within said potential threat time
period, exceeds a threat vaiue.

-3Q.



said counter if the sum of said at least respective portion of said incoming

radiation, detected by said at least two radiation sensors, is less than a

predetermined intensity threshold level. 12. The apparatus according to

any one of claims 9-11, wherein said threat detector resets said counter if
10an raifiperatnambmrdhgdid patentiavihesein isali dtivas deeecauntedin said

PredaiRfaRInRs IR BRI EAE AR AIYS according to any one of

claims 9-10, wherein said threat detector resets said counter if said
radiation is only detected by one of said at least two radiation sensors.

1114. THecapppariak aaoedirding myone 1of Ql@ié?@' r?slflbﬁi W@é?lﬁbﬁ@dfbr resets
thr I dete n sm ollowjng equation

(§% %‘Hﬁ‘t‘%ﬁ?‘ afndﬁeresr?]é(f) %e lt'lnes the: 6Vve|pe§1 bgb twggmmg

salwé{@%@e(ﬂﬁﬁ@@ﬁﬁn@ra&ﬂ&h@i deRfthdved fﬂﬂﬁ@mmwmglsom@e than a

wheretiesaiBemiesspiobabiliidhatan individual one of said potential
threat indications, which actually corresponds to said detected incoming

radiation originating from a threatening source, will be at or above said
12thrésolereareluw eindipgs tetermined by aipivbability, modebiordalsehreat

alagpe ABPYeskto & single-pulse of %QM&W'H%B%P% xwfb%%% ;g‘%r%@a%

index number, wherein m defines said threat value, a erein n efines
the WEARRORARARYSISH Firfic ERtEratNSS R e e ATiaSn said potential

threat time period, to determine if said potential threat indication will be

pr ratus according to_ any an ofca|m59
3wr?§§§m%§ l%hres%%%%\%ﬁos sgg %%ve a p?%'po%t%h?af muh‘tepﬁlca %’H tpreaf
theqﬁ’{@ﬁgftyq%gz}:éﬁﬁaql FoisterdfgpRif radiation is only detected by one of said at
least two radiation sensors.

14, The apparatus according to any one of claims 9-13, wherein said threat value
is substantially determined using the foliowing equation:

PD)= Y’ -l1-g) - (‘_),

wherein P{D.) defines the overall probability that said detected incoming
radiation originated from a threatening source,

wherein g defines the probability that an individua! one of said potential
threat indications, which actually comesponds to said detected incoming

radiation originating from a threatening source, will be at or above said
threshold level,

wherein ¢ is determinad by a probabiiity mode! for false alarms applied
to a single puise of said incoming radiation,

wherein j is an index number,

wherein m defines said threat value, and

wherein »n defines the maximum number of times said radiation is

verified, in said potential threat time period, to determine if said potential threat
indication will be produced.
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16. The apparatus according to any one of claims 9-15, wherein said
threshold level is calculated by applying a probability model for false
alarms to a single pulse of said incoming radiation. 17. The apparatus
according to any one of claims 9-16, wherein said threshold level is

15 detEhminerRiBiusx poshngnaith radyatioa sésaims Broddvdeykghis:ds. thisshold
apRAVAILLS ECHEIBHIAR% RGP HINRRISARII NG ﬁjig”i‘?@r@ﬁy:%%l of @ noise
comprising a respective amplifier for each said radiation sehsor. 19. The
appaatus according to claim 18, wherein said integration enabler is
coupled with each of said at least two respective integrators via said at
lea tiv. ifiers, 20, The arat cording to claim 1

o T AR e GORR S e g ehor
intdBjfatoTSatataiendee e spuehabityconsieidarifalemelafrsaith a single
respgstive sanphidersianebwiihoene of said respective integrators. 21. The
apparatus according to any one of the preceding claims, further
comprising a shutter, said shutter located in front of said opening. 22. The

17 appdraterattivrd rrgoadingine Znwbrerein siaichintedMtisheesiablaidsthreshold

coypledwith&sachealsald aldeastiwo Jeshertive intagrators M%F?gﬁ%@'.

shutter. 23. The apparatus according to any one of claims 9-17, Wherein
said integration enabler enables said respective integrators for a
18 preteterppisret. amountiof imeneach tie:gaicktiieghaithdeteeios: comprising

progess sajd saiapildpieat iadlgadg 24 The gpparatus according to

claim 23, wherein said predetermined amount of time depends on the
characteristics of said radiation. -41 25, The apparatus according to any

190nepé thepreardingoslains, twhasain saidwpkaeesSRidietesRHRRS Saihbier is
directio egrur\ég/vhae%sgfi% tp e%t det?ct:tor roduc%es Z;sgdd threat indication.
26 PHE Apprat i 2 oraih T ToTARY Wi’ GP RGN e MEam IR MR SRReTL St
saitiveaspeetine intejiitrs are reset if a predetermined threshold is
reached. 27. The apparatus according to claim 26, wherein said

pregetermined threshold is ‘ o
20 he apparatus according to claim 18 or 18, further comprising a respective

diode for each of said respective integrators, each diode being respectively
coupled with one of said respective amplifiers and with one of said respective
integrators.

21, The apparatus according to any one of the preceding claims, further comprising
a shutter, said shutter iocated in front of said opening.

22. The apparatus according to claim 21, wherein said integration enabler is
coupled with each of said at least two respective integrators via said shutter.

23. The apparatus according to any one of claims 8-17, wherein said integration
enabler enables said respective integrators for a2 predetermined amount of time

each time said threshold detector produces said potential threat indication.

24. The apparatus according to claim 23, wherein said predetermined amount of

time depends on the characteristics of said radiation.
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selected from the list consisting of: the signal saturation value of said
respective integrators and the amount of time said apparatus would
require to identify a change in direction of said radiation. 28. The
apparatus according to any one of claims 9-17, wherein said optical

25 profErtRrrectysriscospdiodidd wawelvagthdie sedsntgnitarnadiationi?Said
The8RRAISHURRGHAENEAA 3PUQRR Y FaAlRS P old W@E?'H&%%ﬁ(%g&g%ces

progerties com%rlse specified polarizations of said incoming ra
The2 PRI AR ing to claim 28, wherein said specified wavelengths
include wavelengths associated with laser guided weapons. 31. The

ap di ne of claims 9-17, wherein said threshold .
2 s A R a PR thr ey SR, ST rpeseie
apPETRRGEVACHETAIAE T AHAYaSHE bR carseominetitrrahaithipresnies.

controller, coupled with said counter, for resetting said counter after each

said, potential threat time period. 33, The apparatus according to claim 14,
2 B A R a5 B eI REBEOBATRE (reshold s

appeieies! atreording tistlaionsSjnghefeinhsaidignaintartgetermingsa of said

A S P DS
C

Q4RI RARRF6521% 5288 he apparatus according to any

one of claims 9-17, wherein said at least one temporal filter is coupled

2s Vit saiddiesiold deieniar and said-oupter, a6, The aRRarBlS g optica
according to any one of claims 9-17, wherein one of said a least ol
terﬁﬁ%ﬁ%‘f%‘ﬁ?éf%ﬂ’?ﬁﬁ@@%f‘ﬁﬁr‘{\fﬁﬁ@%@ﬂ’fér?@ﬂ%i¢ﬁ@9®b‘&ﬁ@d§ﬁ@¢ording
to any one of claims 9-17, further comprising a demultiplexer, coupled

og witlﬂhséaig radiation sensor ar)td said temporal filter, for _directing said

FRal 1o the approbriats Bn St Sid & Tast dhe YRGS aFaffftetotical

electric signal'to the approqp

coRERBHRRRY ToPiRe Spaddipd modrlingtiohsaifl saconingirgdiatiotio38. The

apparatus according to any one of claims 9-17, further comprising a day-
30. The apparatus according to claim 28, wherein said specified wavelengths

include wavelengths associated with laser guided weapons.

31. The apparatus according to any one of claims 9-17, wherein said threshold
levef varies according to the time of day said apparatus is used.

32. The apparatus according to any one of claims 9-17, further comprising a
coniroller, coupled with said counter, for resetting said counter after each said
potential threat time period,

33.  The apparatus according to claim 14, wherein said threat value is lowered as
P(D) increases.

34. The apparatus according io claim 33, wherein said counter determines =
modutation frequency of said radiation, when said threat vaiue is lowered, by
dividing said threat value by the duration of time it takes said counter fo
produce said threat indication.
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night sensor, coupled with said optical filter, for detecting the presence or
absence of sunlight. 39. Method for determining the direction of low power
incoming radiation, said low power radiation originating from at least one
source, said incoming radiation arriving essentially collimated, comprising
35.thel prospdareis o Baerdingty said aneoniingirasigtich tensih saidogideing one

on;gr%é@gﬁmwms adigtanAsestonsesaidd aiatian Qﬁaeéaméaﬁ?eﬁe_d _
n e

behind said opening, said radiation detectors configured to each receive
different amounts of said incoming radiation for different directions of said

36.nCOeingppadiationicpoesiiving smigl ineontingsiagiasion, anreaishasieast BaR at
raqéadg?%,qee{lg%\gégaﬁﬁtégégﬁ%ﬁ\é%seé cirig si nsa#ﬁ‘;elrntegratlng each of said

respective electric signals, t y producfljng a respective integrated
amount, said integrating commencing upon receiving a potential threat
37 indTeaticipipdeiersn E&B&éﬁrﬁg’iit% ingQMingG (rj@%d ié{@@ﬁf@g’i W%t%irc?nqﬁ@mprising a
. : etermining.a direction for said | X
a0 KB AR UAUHEA B P (A m BTG S, o
by derntging s aigaespanaldo dmanms ofidte omng sadimﬁdmehn@rirggimporai
UpgResaighakleARlifY e adiatan. delesiprs A R LaraRIding to

claim 39, wherein said comparing comprises subtracting said respective
amount of radiation impinging on one of said at least two radiation

38 deféntorpdemaisaidaespectiveramornsiof srdiagorrimpingingndadinga e -

ot f said at | ia] e hereby producing a__ i
suhtﬁ%%ti%%’%g u Egévm%ég%ﬂga% %:J rgf%ﬁﬁ%ls Eﬁrisd\%%rc?ﬁ% z%gg 6))5“&\9/'?&% go‘
safePEGhHaclisH" e8It by the sum of said respective amounts of radiation

impinging on said at least two radiation detectors, thereby determining
39_sai|9]ecu_rlggtif%p é)e];tgfani%niir?é: %‘:rgigﬁer&%g%?%w power incoming radiation, said low

power radiation originating from at ieast one source, said incoming radiation
arriving essentially collimated, comprising the procedures of:

receiving said incoming radiation through an opening onto at least two
radiation detectors, said radiation detectors located behind said opening, said
radiation detectors configured to each receive different amounts of said
incoming radiation for different directions of said incoming radiation;

providing said incoming radiation on said at least two radiation detectors
as respective electric signals;

integrating each of said respective electric signais, thereby producing 2
respective integrated amount, said integrating commencing upon receiving a
potential threat indication;

determining if sai¢ incoming radiation originated from a threatening
source; and

determining a direction for said incoming radiation, if said incoming
radiafion originated from a threatening source, by comparing said respective
amounts of incoming radiation impinging upon said at least two radiation
detectors.

40. The method according fo claim 38, wherein said comparing comprises
subtracting said respective amount of radiation impinging on one of said at

least two radiation detectors from said respective amount of radiation impinging
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41. The method according to claim 39, wherein said comparing comprises
looking up, in a normalized look-up table, said respective amounts of
radiation impinging upon each of said at least two radiation detectors,
thereby determining said direction of said radiation. 42. The method
actBRINGacrirsy GheatcriiinastIwn ragiglioncoatptising ttresepy queduringf a
pragiueiagisaigpatential threat indication each time said respective

electric signals exc‘:feds a threshold level, said potential threat indication

being pritticaY 3B S PPEGSHORNTRRHY SRR ERY 2¥idiR salctfyRtraction
accesdingytthelsirm 44, saiveres pessivk predetesun estiatount @b time on said at

dependsgp heyEhar eSS otsaiddadiaion, dd, Tag method, -
according to claim 42 or 43, %’erein sa% %%?ggmﬁgﬁ?e\?e%}% gtg?%%vgfasa’d
propeRitrarafi@ilication of the intensity level of a noise signal. 45. The
method according to any one of claims 42-44, wherein said threshold level

is ca| lyi bahjlity, model for false alarms to a single
g R T R
claiths W2-a4)eieierrsiigitesiadie lesalt iseledixtedbypfiot @stwitiation

braagAaniohipdd - Themethedacgording t9.any.988 @ clalns: AR 46k rany
Wh§l‘ in said thredsg.old level_ is constant. 48. The method according to any

onSBF LIRS 33%UBHHBRTh B BHRUNId level is varied according to

the time of day said method is used. -44 49. The method according to any

420608 GlaimsB3:A8 dhher camBrising the proggdure afresetting said
integrated amouﬁt ifr amgedegggn?ﬁgdqglrgghﬁ%d ’:355 %éﬁ&ﬁ%@é&%(ﬁgng th.e
meRSEAEEOrRing RALENG AGidviRsiEmiiahidnbratichdivatien thrsshdimes said
selestestfiremetbetiist signsistiagefdthe: signalimatuiation valwerisaid threat
integr, nt and the.amount of time required to identify a change in
the |§;%e5§{|ggr?’ rgﬁ Lig{ ‘?Qﬁ%&ﬁ%’ﬁ? ﬁ?#—ﬁg*}fﬁg} % rggggtrgif'n%n}% any one of
claims 39-50, for detecting the presence

43. The method according to claim 42, wherein said predetermined amount of time
depends on the characteristics of said radiation.

44, The method according to claim 42 or 43, wherein said threshold level s set

above a proportional multiplication of the intensity level of a noise signal.
45.  The method according to any one of claims 42-44, wherein said threshoid level
is calculated by applying a probabiiity model for false alarms to a single puise

of said incoming radiation.

48. The method according to any one of claims 42-44, wherein said threshold level
ie calculated by field tests in broad daylight.

47. The method according to any one of claims 42-48, wherein said threshold level
is constant.

48. The method according tc any one of claims 42-46, wherein said threshold Jevel
is varied according to the time of day said method is used.
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49

50

51

52.

53.

54,

55,

of said incoming radiation, further comprising the procedures of:

converting said incoming radiation into a corresponding electric signal,
determining an intensity level of said corresponding electric signal;
producing said potential threat indication each time said electric signal
exceBdsnatine srsieriing | icqumtingahel muaimer 39-48id fodtentistrtimésing the

indigatismsewithibsatpetessial idugatdinsRenied Qrﬁé?!&%%&ﬂgaatmééﬁ&d is
indication, if the number of said counted potential threat indications,
Witﬁ?ﬁ%  potential threat time period, exceeds a threat value. 52. The

method according to claim 51, further comprising the procedure of

T A I R,

wheRSRIA st Teadisbrensistios Préperigtal saleationivsinar sieid integrated
consigiing efuspecifieslwaialergbsebaald insamineradiatiana@rection of
spes%i%e%ﬁgtli%rizations of said incoming radiation. 54. The method
according to Slaim 53, wherein said specified wavelengths include
wavelengths associated with laser guided weapons. 55. The method

accdipgdanLeneing elains adeod: é%h@rf@%?@é}%@&v% QedLeohe

rese tirﬁ]a% said counted number of potential threat indications after said
pot@nitrat thre St AeE BEHDY. "HE SR RRRNSE RS HIRF ® any one of
claims 53568 finthesic omprigigg atietiproocedarecottenmtinglly;fiftet rg; said

incominggadiatian accoRding 9. predelermipe: s%%@d?fsgeé%%ﬂ%% Hgll;

characteristics corresponding to spatial encodings of said incomig '
radiatiorP"87-4M@ ARGhBRIER HvsFtdndinpliee sreluiing SRide atieresional
saidxtwedd yahiesisolgubséantially determined using the following equation:

P(D):Z%éﬁ%ﬂ% rﬂ'we]?@n"llb'g?‘]o)f said potential threat indications, within a potential
threat time period; and
producing a threat indication, if the number of said counted potential
threat indications, within said potential threat time period, excesds a threat
vaiue.

The method according fo claim 51, further comprising the procedure of opticaliy
filtlering said radiation according o at least one optical propery of said
incoming radiation.

The method according to ciaim 52, wherein said at least one optical property is
selected from the list consisting of. specified wavelengths of said incoming

radiation and specified polarizations of said incoming radiation.

The method according to claim 53, wherein said specified wavelengths inciude

wavelengths associated with laser guided weapons.

The method according to any one of claims 51-54, further comprising the
procedure of resetting said counted number of potential threat indications after

said potential threat time pericd.



wherein P(D) defines the overall probability that said detected incoming
radiation originated from a threatening source, wherein g defines the
probability that an individual one of said potential threat indications, which

actually corresponds to said detected incoming radiation originating from
o6 4 threafeRiheCsBGREETIEI t9e 2o Pap ove dlaistifreSHol futthver, sohwrtsing Ehe

detspringe: by, @éﬂﬂﬁi@ﬂi%v RS Orsfﬁ_l:‘?’?_iﬁl%:%ﬁfppéﬁgﬁéﬁ azB9Eng to

pulsecg)f said incoming radiation, wherein j is an index number, wherein'm
(eI TN RAL 3 alle R RERAN ST AR RSIRE ARIATRRRGRBer R
timewsdinttaefistichiisovsndieajiatisaid potential threat time period, to
determine if said potential threat indication will be produced. 58, The
method according to claim 57, wherein q is determined by field tests in

57 brdd¥ BAHGAEEP NG IRARb @R 8b MG S HiafmERirtRaICdbrapt e is
thespeediale oételetersainngoatmosidationdeeauency of said radiation.
60. The method according tg claim 59, Whereip said procedure of
determining consistg(@)avgréng{gaig}tmeaﬁalue as ?(D) increases, and
dividing said threat value by-the duration &frimélit takes to produce said
threat invg['cation. -A6.61, The methog?chordin to ani)t/ one of claims
)

51-60, fHAST Comprisiig The ‘R SPARt NG tRadRRiaREs ficoming
abseneecafsigtight! 63miheappaiallisaceerding to any of the claims

1-38 substantially as described hereinabovye or as illustrated in any of the,
drawing\@gée. !Ei“h‘}é %neé%h%ad % 5?8%@'&8{%% of thﬁX\g]ﬁﬁt's%-gg sald potential
sulistantiaijiasisescrubech heteirabove imsmilussaidnAw-aidhecoming
dr{?’%@%ﬂ'ﬂ'iginaﬁng from a threatening source, will be at or above said

threshold lavel,

wherein ¢ is determined by a probability model for false alarms applied

to a single puise of said incoming radiation,

wherein j is an index number,

wherein m defines said threat value, and
wherain »n _deﬁnes the maximum number of times said radiation is
verified, in said potential threat time period, to determine if said potential threat

indication will be produced.

58. The method according to claim 57, wherein ¢ is determined by field tests in

broad daylight.

58. The method according to claim 58, further comprising the procedure of
determining a modulation frequency of said radiation.

60. The method according to claim 59, wherein said procedure of determining
consists of lowering said threat vaiue as P(D) increases, and dividing said

threat value by the duration of time i takes to produce said threat indication.
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61.

B2.

83.

The method according to any one of claims 51-680, further comprising the
procedure of detecting the presence or absence of sunlight.

The apparatus according to any of the claims 1-38 substantially as described
hereinabove or as illustrated in any of the drawings.

The method according to any of the claims 39-81 substantially as described
hereinabove or as illustrated in any of the drawings.



