-+ 63 -~ ABSTRACT A re-encryption key generator according to an enbodi nent
generates a re-encryption' key required to re-encrypt, w thout decrypting,

ci phertext data obtai ned by 5encrypting plaintext data by neans of a first
public key of a first user device to obtain re-encrypted text data which
can be decrypted by a second private key of a second user device. The first
storage device stores a first private Key6§orresponding to the first public
key. The second 10storage device stores a second public key correspondi ng
to the second private key. The re-encryption key generation nmeans generates
the re-encryption key based on the first i va ey, the second public
key, and the first random nunber. a8 PR %'E?Tk

A re-encryption key generator according to an
embodiment generates a re-encryption key required to
re-encrypt, without decrypting, ciphertext data obtained by

5 encrypting plaintext data by means of a first public key of
a first user device to obtain re-encrypted text data which
can be decrypted by a second private key of a second user
device. The first storage device stores a first private
key corresponding to the first public key. The second

10 storage device stores a second public key corresponding to
the second private key. The re-encryption key generation
means generates the re-encryption key based on the first
private key, the second public key, and the first random

number.
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