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;e3e’ 14#f$' 6R T's"a 09 MAY 70Al INAGER TA PROCESSI NG AND ENCRYPTI NG '
APPARATUS The present invention rel flhage processi ng rat us,
and nore particularly to the encryp@“@w\m\\‘wmgadat a. Fig . 1@“@ 0bck
di agram of a configuration Lion or or .art imge encodi ng apparat us
having a=. encryption function. Fig. Z is.a bl ack diagrarn of an inage
decodi ng apparatus for decoding the iange data encoded by the apparatus of
Fig. 1. In the encoding apparatus shoran in Fig. 1, nuneral 110 denotes a
hi gh resol uti on anal og video signal (hereinafter referred to as an HD
signal) , which, in the present exanple, has 1,050 scan lines and a frane
frequency of 30 HAMAGEIDATA\RROCESSIING AND ENGHNETINGaARAMIADISsi gnal of an
ordinary resolution HD signal, a video signal of an ordinary resol ution
havi ng .525 scan lines, a frame frequency of 30 Hz and 858 pixels is
referred to as an SD signal. An HD A/D conversion circuit |12 sanples the
video signal 110 at a sanpling frequency of 54.0y MHz to convert it to a
digital signal. By virtue of the sanpling frequency, the nunber of pixels
per line of 1 a DTRavRreEOB: ineenitipn arekbtssghal 2nis 12¥86. A high
resolution (HD)/ordinary resolution (SD) conversion circuit 114 reduces the
nunber of pi REFSSSSLGFe ARAF=3 H Hotafd HeeXKRr PRERLCHILRSLYi 6f &G hori zont a
direction to output .a video signal_of the ordinary resolution having the
525 scan | i nE8CTERENFafE AR df 30 Hz and 858 pixels per line. An
encoding circuit 116 efficiently encodes the digital SD signal outputted
fromthe conversion circuit 114 by an encodi ng schenme which is a

combi nation of notioriomensaied adaldyeapredigt ben sercadigg-ardoRCT. A
decoding circuit 118 decodes the encoded signal outputted fromthe decodi ng
circuit 116 bd reeprdeucearr iSi2sd Hidod g SDHbEraaneteivangsiagnal 120

i nterpol ates pixel's to the output video. data fromthe decoding circuit 118
by a factor ehczwptierbdiundtieowvertical direction and horizontal direction
to convert it to an HD signal, Nanmely, the SOYHD conversion circuit 120

out puts a signal corFdspordi ngsto & Helegighdkessrigt Pén a2p dBGS& gnal havi ng
1,050 scan lines, 1,716 pixels per line and the frane fre%yency of 30 Hz. A
subtract or 138 <SFPNFaARPAIFEBULIRA PRCPGens the image data emcaded

by the apparatus of Fig. 1.

In the encoding apparatus shown in Fig. 1,
nuﬁeral 110 denotes a high resclution analog video
signal (hereinafter referred to as an HD signal), which,
in the present example, has 1,050 scan lines

and a framé frequency of 30 Hz. Relative to the
HD signal, a video signal of an ordinary resolution
BD signal, a video signai of an ordinary resolution
having 525 scan lines, a frame frequency of 30 Hz &nd
858 pixels is referred to as an SD signal.

An HD A/D conversion circuit 112 samples the
video signal 110 at a sampling‘frequency of 54.05& MHz
to convert it to a digital signal. By virtue of tn e

sampling frequency, the number of pixels per line c&
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SDY HD conversion circuit 120 fromthe output of the A/D conversion circuit
112 for each pixel. The output of the subtractor 122 is referrechgmgi ?n
auxiliary video signal. An encoding circuit 124 encodes the 1 ' 7 03 vay
2003 - 3 output of the subtractor 122 in the sanme encodi ng schene as that
for the encoding circuit 116. A nmultiplexing circuit 126 nultipl exes the
encoded data (the encoded SD sigmald outputted fromthe encoding circuit
116 and the encoded data (the encoded auxiliary video signal) outputted
fromthe encoding circuit 124 and outputs it to an encryption circuit |28.
The encryption circuit 128 encrypts the output of the nultiplexing circuit
126 in acatreddigd bdil Hars iegtorly pits dn Keby. siAgridlgrofregelene¥9Ppti on key out put
circuit 130, and an output unit 132 outputs the encrypted data outputted
fromthe dhidlypriddmagy digtolgao E0)r aesersion I9ivecuiss descri bed above,
the transm ssion |line may be a caomuni cation Line or. a recordi ng medi um
The encr ypeRgfess the drimpPeie s ild&E La 1P 8% térde o . 3995 .18 and 4. The
foll owi ng encryptiaqn techni ques, are .available. Fig. 3 .as . a.flow chart of
the encryNEr&ACHy %H%El?stliﬂi’t é’@n?‘%&tzio&jfa%t S YPESC fubtE%hed in the
FI PS Publicati.on 46 dat.ed uary .15, 1977, .Fi g. .Sh a function of
the encryft VR0 sl;l'lggﬁl.a‘J‘?;.O“:“]I'f]£ edé’%glé.‘ﬁ&yyﬁte’ls@ﬂ‘r&%ll&&gi}}aﬁ’nﬁ (é) e DES is
publ i shed _as the "Data Encryption Standard" as dgﬁchibed above. Referring
to Figs. 32an8can LRBePEStPE LXpIsi FEGIUPREYDERE, *Hofiferts bl ock encryption
to binary datg go riiin% O'z.and 1's. In the DES, the binary data is
grouped i APB BAbPL*HrSckErand™Ehe transposition and a ¢ i, = 0 9 MAY 2003
- 4 the repl acengAt eHBdieREReduh@r 1@aCk fizlietle nitQ ye R e d ttheAN
encryption key is a 64-bit signal, of which 8 bits are check bits for
detecti ngaagieeLosD EHgsalaoutputted from the conversion circuit

114 by an encoding scheme which is a combination of

motion compensated adaptive prediction encoding and DCT. A '

decoding circuit 118 decodes the encoded signal

outputted from the decoding circuit 116 to reproduce an
SD signal. An SD/HD conversion signal 120 interpolates
r;ixels to the output video data from the decoding
circuit 118 by a factor of two in both the vertical
direction and horizontal direction to convért it to an
HD signal. Namely, the SD/ED conversion circuit 120

outputs a signal corresponding to the high resolution

video signal having 1,050 scan lines, 1,716 pixels per

line and the frame frequency of 30 Hz.

A subtractor 122 subtracts the ocutput of the
SD/HD conversion circuit 120 from the output of the

» A/D conversion circuit 112 for each pixel. The output
of the subtractor 122 is referred to as an auxiliary

video signal. 2An encoding circuit 124 encodes the




56-bit encryption key is actually effective. The repl acenent of gﬂﬁ Q6§it
is controlled by the encryption key in each cycle. Fig. 3 showsU Y 200
encryption process of the DES. Fig. 4 shows a function fK(R) which is the,
heart of the encryption. As shown in Fig. 3, a 64-bit plain text is first
transpositioned. This is a fixed transposition independent fromthe
encryption key. Then, the 64 bits are divided into a |left half LD and a
right half RO. Then, the foll ow ng operations are repeated over the 16
stages: Ln Rn_1 Rn = Ln-1 + fKn (Rn-1 ) (1) where + represents a sum of
node 2 for each bit, Ln and Rn represent the left half 32 bits and the
right half g(ZuQi&f LasPecbityeltoratl 2zhd rertheofsanre Radtdn for the n-th
stage, anfl¥ I's generated fromthe encryption key as shown in the right
side of Fig, 3. 48 Ehet ¥3r the ensbimge cli myuiX Iddhdensed transposition
i s defined“as the transposition excluding some of the input. In Fig. 3, 8
bits out of the 5§ mopwtphiekdnar eiexalidddd &euliP arSUt PR conprises 48
bits. The condensed transposition is irrevocable convenfi{g#so fhat the

i nput canpgiohed dexa NeYe2@0®odedpdlf eddng Irle SIS S r T e Sut put .
This serves to make the estination of the encrxftionﬁﬁg% égégé%¥lt)

Ref erring.heoBigg ¢irchétf dadt ieed FREREAGPIHY 934 s cifica

in Fig. 4, to generate the function fK(R nment,ed ition is nade
to R Theazauglear¥dvidgsssddnaidn q%pd’&fge;ﬁie?]%én D‘Hiee oet}{er : a%ggZd

transposition of some inputs. |n the illyst AL EXHT Bredbe bi3s. out of
the 32 inperbFFle4aBBéaPu%ﬁu5§%PEa§9m€ﬂtéggﬁib Y

6-bit bl oBke &RAT¥YREPEspective 6 bits are converted to a bits by S1, Sz,
-, 98, riggﬁgg&%ggycié%?i@ NG ¢ hat dwMdrids wontstdri ute one 3.
y

char act er ™4 e“considered as e. type of replacenent. However, since
the output ig EQﬂ?ﬁeﬁé tignd 10ides art ecorpeisn drey sSUtPEvocabl e.
AccordingFQ, {Re K(R) is generally an irrevocable function. This

however , fqgggu'itn@g OEaRndt hal cuteutomndrtsi iR ofutBRET oFhRI SPFEYPTY
irrevocabl'e. The formula (1) may be converted as follows: Rn. 1 _ Ln Ln-1 -
Rn + f KngheRnodtputtedRirent KHen)encyRtiqn ¢t sed?d nd? ¥n-1 and Rn-1

can be calculated fromL and R n n' The cal cul ation of_ the (1) is
repeat ed tpahbméssand Wiae -L16Sak@SREG RE% aé?e‘?ve"?m %,tlﬁ%@é%%}gﬁ

line may ke a communication line or a recording medium.
The encryption is Erieflyldﬁscrihed with

reference to Figs. 3 and 4. The following encryption

techniques are available.

Fig. 3 Is _ a flow chart of the encryption by
the US Data Encryption Standard (DES) published in the
FIPS Publication 46 dated January 15, 1977, and Fig. 4
shows a function of the encryption of Fig. J. The data
encryption algorithm of the DES is published as
the "Data Encryption Standard" as descr;bed above.

. Referring to Figs. 3 and 4, the DES is explained.

The DES converts block encryption to binary data

comprising 0's and 1l's. In the DES, the binary data is

grouped into 64-bit blocks and the transposition and

y descri bed

put. K conposed by the key
is node 2 added to_the ou '@%h‘itTgﬁB.r SHUAY L Ahdidstase 6l vired into eight

F
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0 9 MAY 2003 - 6 finally transpositioned again and the encryption is
termnated. In a decoding apparatus shown in Fig. 2, a transnissgﬁ Bﬂ?@@

i nput- unit 140 receives the data fromthe transm ssion |ine and g 3it
to a decryption circuit 142. The decryption circuit |42 decrypts it by
utilizing the encryption key signal outputted fromthe encryption key
output circuit 144. In order for_;Qf_pecryption to be correctly perforned,
the exactly same encryption key as that outputted fromthe encryption key
output circuit 130 used in the encodi ng apparatus (see Fig. 1) should be
used. The decryption is substantially a reverse operation to the
encryption. Briefly, th I.QcC r f dotdomdaryidte top in
Fig. 3 Firdte rgp,lgé f“seél%t rBar(r%sg% ieﬁ%ﬁie?%%t ﬁréaglma;b{l%t ransposi tiyE)n in the
encryption is d n = 1,anrd ;ld-21 car-g jdeteiHaied 4 erhitdre & ornul a (2),
and when RG'ang%Lgpgrggégpgrﬁ?ﬁgé%pg fgveﬁgé t?ansposition to the first
transposition in.theLRCEYRE @B %R ingn alhieg EnnerThushe 2ori gi nal 64
bits are F@gfo tuced. In order to decrypt the DES encrypted text, there is

no known nethqd Qhherpkhan Re3mini pEtiule lkeys feae e ondheAssumi ng t hat one
m croseco S needeg to examne if one key is correct one or not, 2,783
years is neeqedechenexafi aaeakligdft 456 coaysollled tavarkdyd ssion data decrypted
by the deCryption i f 0 9 MAY 2003 circus-t 14Z is separated by a

separ at i O neirh/pHiibnl 4@yt dneecatedt ytdtea of ihe 3SBhSIWn&" and encoded data of
the auxiliary video signal, which are supplied to decoding circuits 148 and
150, respecicryelyonThaodessdiofg téier ORS- 1X8Joutp FOhé dd@Ced SD
signal and the decodi ng girﬁuit 15%t%%%gut thetn%%roduced auxi liary video
signal . AK(3D APBtodFefrBPoRSErFc ) CSAVErtS ' he digital SD signa

outputted fromthe decodi ng cir.cuit, 148 o al;qg sl ghals. The out put of
the SD A/D convergfoﬁ%SVPc it F152 %§ énsgngﬁgg%Gi eo signaf havi ng 525 scan

lines and _t.he fr I of 30 ;Hz.i sThi ¥iV%iede@ SingsiitSoapplied to a
moni tor d&GFES & ggﬁgggggﬁggédfesoldliéﬁ o display the inmage. . Ah SD/HD
conversi on cLtglist 154, 6ANYRL! & nihe odiight &leySD $hemal toid But tadsf rom t he
decodi ng &P%%E%#a 28 tg a digitgl HS%Signal in the sanme process as that of
the SD/HD,¢@nwershen ehkeuit 1:2@. nAnrfaddesntSe adgatt helduRput of the
decoding circuit 150 and the output of the SD/HD conversion circuit 154.
The out putrheh,t Beeaddel olk5higi »paratden ssiegralrepertesp@ydngheo t he high
resolution video signal. An HD DJ A conversion circuit 158 converts the
di gi tal outpatagksthe adder 156 to an anal og signal. The output of the HD
DA .
Ln = Ry
Rn = Ln-l n-l)

where + represents a sum of mode 2 for each bit, Ly and

+ FX_(R (1)
n

Rn represent the left half 32 bits and the right half
32 bit, respectively, at the end of the operation for‘
the n-th stage, and Kn is generated from the encryption

key as shown in the right side of Fig. 3. 1In Fig. 12,

~

[ .S are 1 or 2.

16
Condensed transposition is defined as the

1

transposition excluding some of the input. In Fig. 3,
8 bits out of the 56 input bits are excluded so that an
output comprises 48 bits. The condensed transposition

is irrevocable conversion so that the input cannot be



.converter 158 is a video signal having 1,050 scan |ines and the frane
frequency of 30 Nz. The video signal is applied to a high resol uf @AY 2003
noni t or 0 9 MAY 2003 - 8 . to display the inage. The above prior art

vi deo signal encodi ng and decodi ng apparatus has a problemin that the

vi deo Signal cannot be reproduced for those who do not have ~e encryption
key, for both the | ow resolution video signal and the high resol ution video
signal. . There is a denand that charges to users are discrinm nated between
the | ow resol ution display device having 525 scan |ines and the high

resol ution di splay device having 1,050 scan lines for the sane content, but
the prior art apparatus does not neet the requirenent. In a first aspect
"the present invention i @M deger PEOCesshng appaeat s which permts
t he rep@gdd@ﬂﬁ%?eﬁfﬁﬁﬂégé?%gﬁi% i mge hagfng a lower resolution than a

pr edet er mi ned Ievelfygkig%rggs%ﬁgmgﬁéxygmumﬁim@yoaiéﬁibnége havi ng a

hi gher me$mlﬁﬁ%n?ﬁﬁ'conducting a predeterm ned process. In, one ,

enbodi nent , t he . 'm|ge jHPCES ST 1. appatiad uSurcoinipe i sEE (Beéparati on means for
separating input Tmage data into | ow resol ution i nage data and one or nore
auxi | i afy ¢i. mage sdatpfign dater prisaidined He IFdy.resolud i on i mage data, and
encryption neans for encrypting at |east one auxiliary data. F 0 9 MAY
12003 g IﬂlfyygfgﬂerﬁwﬁaﬂimmlQMb®Uin§®§m€¢¢ﬁ¢i%ﬁﬁ%sﬁPéé§Fﬂ5 appar at us for
separatﬁﬁb the input image t3 into the Ioeresqutign Lnageagata and the
one ire aydidd &y iMegeumented IFRRIPRIEIING the Fod/ FEs8Futi on i mage
data and decodi ng the image data having at Ieastugge ayxi Libary imge data
encr ypt g averilses afb cgAn FRAC LS ¢ rseﬂﬁrﬁ%?lng'the encrypted auxiliary
P ,age data, and synthesi_zati neans_for_ synt heshzi hesl ow resol ution
i mage dand vsrrdatssl KGR ATy fﬁa%%ts ol €l o2 OCFE 21 At b

appear in overlap at the output. K composed by the key
is mode 2 added to the output. The resulting 48 bits
are divided into eight 6-bit blocks and the respective
€ bits are converted to 4 biEs by Sl’ 52, e 58’
respectively. Assuning that the 6 bits constitute one
character, it may be considered as a type of replacement.
However, since the output is compressed to 4 bits, the
conversion is irrevocable. Accordingly, the fK(R) 1is
generally an irrevoceble function. This, however, does

not mean that the conversion of the formula (1) is

irrevocable. The formula (1) may be converted as

follows:
Rn—l = Ln
Ln—l = Rn -+ fKn(Rn_l)
= (2)
= Rn + fK(Ln)

It is thus seen that L__, and R _, can be calculated

from Ln and Rn'
The calculaticn of the formula (1) is repeated

16 times and when Ll6 and RlG are determined, they are



data. OQther , aspects features and advantages of the invention will beco
apparent fromthe followi ng detail ed description taken in conj unclUiQOMAYvaﬂ&‘i
t.he acconpanyi ng draw ngs. bRI EF DESCRI PTION OF THE DRAWNGS Fig..1 . is a
bl ock diagram of a prior art imge encoding apparatus, Fig. 2 is a block
diagram of a prior art inmage decodi ng apparatus, Fig. 3 is a flow of prior
art encryption, Fig. 4 is a flow of prior art decryption, Fig. 5is a block
di agram of a configuration of ome fenmbodi nent of an i nage encodi ng apparat us
of the present invention, Fig. 6 is a block diagramof a configuration of
an enbodi rent of an i nmage decodi ng apparatus of 0 9 MAY 2003 _is .. a
present invention, Fig. "1 is a block diagramof a nodified portion of a
configurg?kgmlgftaanﬁ@bﬁﬂédaéﬁﬁoéﬁﬁéﬁta@@ Fihg. eFEYPLIP s* A bl ock di agram
of a nodified portion of a nodified enbodiment of Fig. 6, Fig. 9 is a block
di agram pf rainenédgurati on of a second enmbodi nent of the image encodi ng
apparatus of the present invention a bl ock diagramof a

, Fig. 10 '"is
configuration ofI@ éeééﬁ&déﬁﬁoépﬁéﬁFth Fﬁ@ﬁ”n& e f'd&coding apparatus of the

present invention, Fiq. 11.illustrates hand di.visi of space frequency,
Fig. 12 tsanémb$%h?ndgﬁﬁﬁaﬁpgg%au g%f?éﬁréffgﬁvgsf%%f g%%ﬁﬁﬁ%%&lportion of

dified embodiment,of Fide b k0syEbgsel3i | i agram of
cont | gur 6k R T REACTT &4 Bor PLoR BP 2 Sindtt £ o e edifanC of Fig. 10,

'Fig. 14 is a di agramiel r9p8R8EI i ¢cBRE0HRY aelckGuitls afe the
enbodiné%&?c%ﬁ%q§¥%. igﬁis a E?SCk diag?gﬁgof a specf??tshecoding circuit

o 1 DL g EFA LEB, B3 LS S E RN g S5
of the engodidwr BppadAt Meyobuthet circuit 144. In order for

the decryption to be correctly performed, the exactly

same encryvption key as that outputted from the encryption

key output circuit 130 used in the encoding apparatus

(see Fig. 1) should be used.

The decryption is substantially & reverse

operation to the encryption. Briefly, the process

proceeds from the bottom to the top in Fig. 3. First,

2 reverse transposition to the last transposition in the

encryption is made, and R,y eand L _, are determined
and L

from the formula (2), and when R are determined,

0 0
& reverse transposition to the first transposition in
the encryption is made. In_this manner, the original 64
bits are reproduced. In order to decrypt the DES
gncrypted text, there is no known method other

than examining the keys one by one. Assuming that one
microsecond is needed to examine if one key is correct
one or not, 2,283 years is needed to examine all of

256 keys.

The transmission data decrypted by the decryption



present invention, and Fig. 6 is a block diagramof a configuration of the
decodi ng apparatus. The encodi ng apparatus shown in Fig. 5 is firSB@JMAYZWS
descri bed. Nuneral 10 denotes a high resolution video signal having the
1,050 scan lines and the frame frequency of 30 Hz as does the signal HD
110. Nuneral 12 denotes an HD A/ D conversion circuit for converting the
video signal 10 to a digital signal, nunmeral 14 denotes a high resolution
(HD)/ordinary resolution (SD) conversion circuit for converting the f
digital HD signal outputted fromtheH D A/D conversion circuit 12 to a
video signal of the ordinary resolution, nuneral 16 denotes an encodi ng

circuit for efficiently i t 0 t . the. ¢ S| jrcuit 14,
nunmer al 8 r8mbt éeza léeé%g;i%%t(r}?jr cbhi £ %’I)e?:% eaggoldﬁmngc%ﬁ%yg%t %)g? g{p t he
encodi ng cirguit meal tes an 0 S prcuit for
interpol&PFﬁéeghg%gB g?gngl gﬁ?ﬁﬂ%%g% ?ﬁg 5@%% |ﬁ£‘@%§%u+€na§éto convert it

to an HD si %gggrynu&reéal s44ndanoLeg ca St rs%‘ﬁp‘lriécd)rto“’cpécf@cﬁrﬁg the output

of the SBFID conversion circuit 20 fromthe out put of the HD A7 D conversion

circuit 12 %Q{tgaghspiaxal 15and rRyperak véd vdenates ar&ngRding circuit for
encoding..f e output of the subtactor 22. The circuits 12 - 24 have the

sanme fungctionst ass8hosepatst hteCiepyblackd2sp k34mefl Frg thend operate in
t he sane manner. ~ 9 MAY 2003 - 12 nuneral 26 denotes an encryption
circuit detodirng ypitragithéS6ubptbudfthherepcodiungdeiansiiltia?d i n accor dance
with an encryption signal outputted froman encryption key output circuit
28. As thidencidydirdbn techni que, the one which conplies with the DES

standard i s used . neral 30 denotes a nultiEIexing circuit for
mul ti pl exing t hen"bl.é\ﬁ%p]ﬁ/%fc?rl‘ﬂéeﬁﬁh%i YT ERE Euitp 216°BNE IittFe toECr ypt i on

circuit 26,..and 2_denotes.an output ynit .for outputting

t r ansni é‘é%ntagatéyﬁﬂ%fe%g%p%ég?%e Wt?ﬁ?egﬁad&f‘?cﬁﬁfcﬁ‘étt 0 a

Lransm Sy d ohe SRS A LMMUNEAL QUL NG 0 nd £8CAYEI NG Mmedi um The
encodi ng apparatus shown in Fig. 51s no described e operation. of the

Circui t $ohdrersdénalcl ddifi S aBD afs IS Dl od N1 PELOE 18R L 1aRRGEALUS. Nanely,
the encoding circuit 16 outputs the encoded data of the video Signal

derived BT @RAST t1ires hendilise gheemd Oftequércyrdi nary resol ution, and the
encoding circuit 24 outputs the encoded data of the auxiliary video signal
to reprodud Hee hildh sr edclapt ivignaldés sigpialed riomn & heotiamsni ssi on vi deo
data of the ordinary resolution. In the present enbodiment, prior to the
nul ti pl EkVAGEoP~t B BELHNEFYodEFdattdon e slityria erickrictnzize a of the
encodi ng circuiAhZé iigencrxpted by the encryption circuit 26 by using the
encryption key 27 gRRY FBUEBIVEEE o MiFRE idn dryntS B %S dttdut circuit 28

and it &fgf@@ii§§ E?gﬁgf gﬂkkh@k%éiggo%ig %i%e%%ding circui
148 to a digital HD signal in the same process as that
of the SD/HD convefsion circuit 120. An adder 156
adds the output of the decoding circuit 150 and the
output of the SD/HD conversion circuit 154. The output
of the adder 156 is a video signai corresponding to the
high resolution video signal. An HD D/A‘converSion
circuit 158 converts the digital output of the adder
156 to an analog signal. The output of the HD D/A
converter 158 is a video signal having 1,050
scan lines and the frame freguency of 30 Hz.:

The video signal is applied to a high resolution moniter




- 13 Accordingly, in the present enbodi ment, the nultipl exing chsqw“gmgo
mul ti pl exes the encoded data of the video signal of the ordinary resol ution
(the output of the encoding circuit 16) and the encoded data of the
encrypted auxiliary video signal and the output pit 32 outputs the out put
of the multiplexing circuit 3p to the transm ssion line. Accordingly, the
video signal of the ordinary resolution is transmtted w thout encryption
and the information for reproductn§ the high resolution video signal
(auxiliary video signal) is encrypted so that, in the receiving station,
the high resolution video signal cannot be reproduced w thout the
encryption key and the video signal of the ordinary resolution can be
reproduceQOWEihDMQYtﬁ@eeh@??ﬁtion key. The decodi ng apparatus shown in Fig.
5 is Nunmeral 40 denotes a té@pgpigfkogiggéa l@pyi gg&gdggg Lggei ving data
42 Qénot & n

fromthe transni§%¢%naP?H%, nuner a a separati crrcuit for

separating a set stre [ e,t LSSi.0Nn L APyt it 40 to a
portion réder®d oa?%%p;é%%%g?é%pd%t %f%?ﬂ%'ﬁelthg?gﬁ%?Qaﬁgdgaporti on rel ated

to the encoded dat bder Sxddi@Ly FYoHeOhSiINMo @H0nHUNBERL 44 denotes a
decryptiCﬂﬁiﬂ%%nﬁﬁghéﬁ decrypting the encoded data of the auxiliary video

signal fromthe y St 1108l ClfetliBo i bie I BERI €O G 1be epeeyption key
si gnal odﬁﬁhfie fromthe encryption key output circuit 40. 0 9 MAY 2003

0 9 MAY 2003 .1 krd tiuneigh ASabnoies aidesosiqgerircuit for g the
encoded dita of the SD signal fromthe ration circuit 42, nuneral 50

denot es a decodi rMneg cif ta frmaet oehialy ¢REEPT ot DA BFSthe auxiliary
video Signal fromthe decryption circuit 44, nuneral. 5~ denofes an SD D/ A
conver si @i sciriadinaFest RN it di QY 15 ST i fh e L TRt PUtLH-$% om t he
decoding ' circuit 48 to an anal og_signal, nuneral, 54 denotes an ~

conver shen igigr S@ist sican ddmesr BnAg thise Ndiddi £5°5 Bt§F€ngﬁj%ﬁf§htted fromthe
decoding circuit 48 to a digital _HD signal ,in the s ess as that of
the ED %@N\i@ﬁsihéwléigr ui %> %Faﬁu&éﬂl&ls %g’rd&r’?& €$m§n%§§‘c¥§”q1£’or addi ng t he
out put of the decadin ircult 50 . to the, output .qf nver si on
circuit 8% t?’eaﬁdfl.orn —ﬁp%gaggﬁotdgsesar?oﬁDﬂﬁ%; gg‘ﬁvg{‘%%ﬁléﬁ%ﬁi t for
converting the digital output of the adder 56 to the anal og signal. The
operation of the decoding circuit shown in Fig. 6 is now described: the
transm ssion data input unit 40 receives the data fromthe transm ssion
line and supplies it to the separation circuit 42, and the ~° separation

circuit 42 separates it to a portion related to the encoded data of the SD

signal and a portion related to the encoded data of the encrypted auxiliary
vi deo signaI]%ndas 5Fi &§PEhe f or mef Do FERE edéc ddVAG T 8??%@ggand t he

atter to the deceyplign SLLSULL:43 JTHS-JR6LYRHIQN BLLAULG dhdecrypts the

reproduction as usual for an image having a lower
resolution than a predetermined level and permits the
reproduction of an image having a hicgher resolution by

conducting a predetermined process.

In one

embodiment, the image processing apparaius comprises
separation means for separating input image data into
low resolution image data and one or more auxiliary
image data for interpolating the low resolution image
data, and encryption means for encrypting at least one

auxiliary data.



to the encoded data of the auxiliary video y using the sane enﬁﬁyﬁgi@@ key
signal outputted fromthe encryption key output circuit 46 as e enclytion
key signal outputted fromthe encryption key output circuit 28 of the
encoding circuit (Fig. 1). encoded data of the auxiliary video signal
decrypted the decryption circuit 44 is applied to the decoding ~t 50 and
decoded t hereby. Thus, the decedidng circuit 48 outputs the reproduceed
- digital SD signal and the decoding circuit ,.gyp outputs the reproduced
digital auxiliary video signal. The SD D) A conversion circuit 52 converts
the digital SD signal outputted fromthe decoding circuit 48 to an anal og
signal . The SD BPhAzgeanerspoaferredi embdimerivto dearidlase si gnal havi ng 525
scan lines and the frame frequency of 30 Hz and the video signal is applied
to a nonitor deMyceppirehesofdrnarygarasendt FoF tl@PditspiTRf ¢ he i mage. The
SO/ HD ¢ ersion circuit 54 converts the digital SD signal outputted from
the decodingigkbcune A6t6e3OHL§ieRI L8RGRaFCR £RE $aife Process as that of
the SD/ MB conversion circuit 120. The adder 56 adds the output of the
decodi ng Ci:bgai £uBbLEBTY hEMETE ptiE tBf £ Phe > BEPFBOCAMEFsSIF dittuit 54 for
each pixel. The output of the adder 56.is vi deq _si gnal_ cqrr.esponding to
t he higrasbésﬁiﬁﬁiHﬂa%?d%%t§iﬁﬁglseﬁﬂ§lﬂ5 %Pﬁ coﬁggrsfg Y% 58
converts the digital_ou f. —al r..o6 to an anal og
lgf%r%dﬁ%\e%gthZQQ?ted éom%gq.eses

si gnal . athaeadt pte of ¥ conversion*&ircurt is a high

resol ution video si [ o | i t Bexfih f requency of
30 Hz adéCFYP?&ﬂPtﬁa%ﬁ%ﬂ%%ﬁg%%?éyéﬁ%hﬁrgg%l%??gﬁgggﬁi?grl%%ggysplay t he
image. Ln_thejdecodifg sppaiad sashonmeansi gorbsywthbeukithe encryption
key or P2t he encryption key is correct (hereinafter collectively referred
to as Wi houbw keysarutniokeiynast atdatheaniéctypt aoritiacyi imdde outputs a
quite . unstable data pattern so that the output of the HD Y A conversion
circuitgb8ais al so unstable and an unstable pattern such as a noi se i nage
is displayed on the screen of the display_device such as a CRT

Al ternatively, Qe eFPEMaYe W%%‘?s‘“p‘?%y%@iv%tf%%s hP§htP&sol ution

noni tor ‘'screen in .t e ,no keey state. Figs. 7 1%i‘\g_]d 8l how gorti ons of bl ock

di agr ambn AR SRTh 'fle&fmen(?‘c?cﬁaﬁge%tpp AP S Tﬁ% %"l enents in Fi gs. 7
and 8 are desi t 0y i K I ' : Ltch 60 is provided
bet me@%%ﬁfé%sﬁglﬁéﬁg& teta%%' ar';%lt oeA%dEegi?g,wg%\%%m%%n the no key state
(no i nput h NG AR | key signal) is detected by the decryption

ci rcui tacéff, %a}tﬁmg‘?.g\% ?gyﬁ@%g%:gs set to '0" by the detection output so that 'O
is applied to the adder 56. When'the correct encryption key is inputted to

the decryption circuit 44", the decryption circuit 44" connects the switch
60 to tdRXEF DESCRIPTION OF THE DRAWINGS

Fig. 1 : is a block diagram of a prior art

image encoding apparatus,

Fig. 2 15 a block diagram of a prior art

image decoding apparatus,

Fig. 3 45 a flow of prior art encryption,
Fig. 4 1is a flow of prior art ‘decryption,
Fig. S5 is a block diagram of a configuration

of one embodiment of an image encoding apparatus of the
present invention,

Fig. 6 j5 a block diagram of a configuration

cf an embodiment of an image decoding apparatus of



p 9 MAY 1003 output of the decoding circuit 50. In Fig. 8, a switch 62 is
provi ded between the adder 56 and the HD D/ A conversion circuitg®BAs0I hat
in the no key state a predetermned level is inputted to the FAD D/ A
conversion circuit 58. The switch 62 nornmally selects the output of the
adder 56, and when the decryption circuit 44" the no key state (no input of
the encryption key signal), the switch is set to the predeterm ned | evel
input. In this manner, when the-cbérect input is present, the high
resolution video signal is outputted and in the no key st.ate, the
predeterm ned | evel signal is outputted and an image corresponding to the
predeterm ned level is displayed ' on the nonitor screen. In Figs. 7 and 9,
the switchesp bdkamd vvenrele¢ttustrated to facilitate understanding although
it is apparent that the function of such switches 60 and & nay be

i ncor porat ed i n Rite- decdd ng iR SR *f Hp PPDEESRTersion circuit

58. Alternatively, the x%eiOUt ut. of the decoding circuit 50 or the HD DA
conversilgfrt:icrft‘,lﬂﬁ FresPTHe F et P predetidrsd P PRYBENEFOF exanpl e,

zero output) in response to the detection of the no key state by the
decryptimigcifcuit s 44. 3 In Figs. 7 and 8, the no key state is detected

by the decrypti %q_gci reui t 44 filﬁl%%licg%iiaérgﬂ% Ogehﬁci%;cg%gggé)giger;\o;eggﬁg

detection or an”érror coffection procés

enbodi nment tq;ont Re R ereils i i eMddn mbicC A $1@ppld ed to a systemin which
the i mag®imnformation is transmtted by the band division by the 5 space

frequency is nowidesar i g_gd Fig b1ddks dad abkr@ek of. .2 &dH fgf@an viom
configuration of an encodi ng apparatus thereof, and Fig. 10 is a bl ock
di agr amgf aa seenhidgeméciddmentt fdetedinggappacatding Fpparidtusd | ustrates the
band division of the space frequency.
of the present invention,
Fig. 10 'is a block diagram of a configuration
of a2 second embodiment of the image decoding apparatus
of the present invention,
Fig. 11 illustrates band division of a space
frequency,
Fig. 12 is .a block diagram of a configuration
of 2 modified portion of a modified embodiment of Fig.
10,
Fig. 13 is  a block diagram of a configuration
of a modified portion of a modified embodiment of Fig.
10,

Fig. 14 is a block diagram of a specific
encoding circuit of -the embodiment, and )
Fig. 15 ;g' : a block diagram of a specific

decoding circuit of the embodiment’

DETAILED DESCRIPTION OF THE EMBODIMENTS

Fig. 5 is 2 block diagram of a conficuraticn



Nuneral 2|10 denotes an anal og HD signal to be encoded. In the R@fﬁﬁﬁﬁ@3
enbodiment, it is a video signal having 1,050 scan lines and t

frequency of 30 Hz. An HD A/ D conversion circuit 212 sanples the anal og HD
signal at a sanpling frequency of 54.054 MHz to convert it to a digital
signal. The nunber of pixels per line of the sanpled HD signal is 1,716.
The output of the HD A/D conversion circuit 212 is applied to band division
filters 214 and 216 and divided by the-filters 214 and 216 to a | ow
frequency conponent and a hi gh frequency conponent respectively at a

hori zontal frequency and the nunber of pixels is reduced ~o one half . The
out put of the band division filter 214 is a |ow resol uti on conponent of the
hori zont al, ¢f 8qUEREPS RN Gfs Hher tereodigysarearad 4 1t @f | 8¢ f r equency
conponent and a hi gh frequency conponent at a vertical frequency by band

di vi si on FNSSATE 2987 ML PRC 3RS PRk Vel 35 13 hltRieediagran vy 2003 i 19 s
the nunber of pi.{els to one half . Simlarly, the band division filters
222 and 224 SSEPHRL IR Qtithhe AR DARPHHAEEF on filter 21b (the high
resol uti on conponent at .the horizontal frequenc 3 into.a | ow frequency
conponent and aT%?gﬁn?P@ﬁﬁﬁnEQPEBﬁﬁBﬁeﬁPOV%sb%C¥'9e|? 46 tRESVerti cal
frequency,to reduce the " | .nynber of pjxels to one half, , In this
manner; (He e$éS&Fﬂ?FBX LpdgﬁngFﬁﬁaF hh@?nﬁeﬁ?gﬂﬁlﬁngFgePn t he

hori zont g]. di j n , 02 ixels in the vertical _direction is
separate?%éﬂ%ﬁgﬁéﬁgngig%él9(?%@ %ﬁ?%u#lﬁ?stﬂ% béh% Fo'Sion filter 218),
an LH si ouEp e d, dLV] 8] faht 220), an FT signa

(the out%%%g§§é§ﬁ% %gngbdﬁ%ié$0%9€€|%g% §§%§Q%h%6aﬁ{9$|signal (the out put
of the banshediadi sidrd¢notes 224¥DhavPngoonerhabh ofirthétt dbal nunber oz
pixels in the harizontal direction.and the vertical direction, as shown in
Fig. 11. cenye&dmdy GiMe Y19ee ghb¥nahslfhko | avwipassadasagnalbot h t he

hori zontal dir chﬁon and the vertical direction, it is the video
i nf or mat i"GA SrfTiC

CETBETRPT ALERAEFHP LS aﬁfﬁ%lét/Pﬁ%lPﬁﬁée and .
corresponds oégh% v}gjo signal of the ordinary resolution having 525 scan
li nes théeFP;f‘“ﬁé fr eq{Je(ra?cyC? $0° +2° a?fd‘%‘%% p&?(‘el%orb‘éF'H‘ﬂ‘é bFe858. On the
o e onaBlps e I e s L o GO e g oo

circuit 12 to a2 video signal of the ordinary resolution,
numeral 16 denotes an encoding circuit for efficiently
encoding the output of the conversion circuit 14,
numeral 18 denotes a decoding circuit for decoding

the output of the encoding circuit 16, numeral 20
denotes an SD/HD conversion circuit for interpolating
the SD signal output of the decoding circuit 18 to
convert it to an HD signal, numerzl 22 denotes a
subtractor for subtracting the output of the SD/HD
conversiqp circuit 20 from the output o% the HD A/D
conversion circuit 12 for each pixel, and numeral 24
denotes an encoding circuit for encoding“the output of
the subtactor 22. The circuits 12 - 24 have the same
functions as those of the circuits 112 - 124 of Fig. 1

and operate in the same manner.



are'and they are the auxiliary video signals which p 9 MAY 2003 d - i Xx i
z s s rmthe high resolution video signal in cooperation Wth the LL

signal . The encoding circuit 226 efficiently encodes a the outp@tg MAY yhe
bend division filter 218 (LL signal) by an encodi ng scheme which is a

conbi nation of the notion conpensated adaptive prediction known as the CCl
Recomendati on 723 and the DCT. Encoding circuit 228, 230 and 232
efficiently encode the outputs of tRe-band division filters 220, 222 and
224 (LH signal, HL signal and HH, signal), respectively, by a conbination
of the DPCM and a zero run | ength encoded and vari able | ength code. The

out puts of the encoding circyits 228 - 232 are .nul ti,pl exed a

nul ti pl exi ng cir@UF?e@%h.ﬁﬁnEEHEFﬁﬁt?BneEFF€ﬁ99°f3§léﬁ%?&pggxihe out put of
the multiplexing cirquit 234 by usj t he encrypt.ion .key oytputted fromthe
encryptiamqaﬂféiﬁﬂnéh%i?%ﬁ??gzgg FﬁgaEESPgéﬁ eqhﬁ?ﬁlt é4eg%}yption

hni f the DE . i bed T Lt al exi O Lt 240
L e gorraTs s vis LR ndEDELL be0-abaKe. fig T Rharl 9o, of Toul !

'hg Circuit 6 and the output of the

encryption circuyi ande e ovEpPUict Bgreok sl $neUERRELEA @ the
transnis§W65YFﬁE§%b§égﬁe out put un?t£54g. In fhe decodiﬁg épparatus shown

in Fig. 10, ,the Jansd ssiondatn EoRYLiuBi §y1280 thecebges tkhgakaansni ssion
data from®he transm ssion |ine and applies it to the separation circuit
2S2. The;sepaeation 0 9 MAY 2003 - 21 circuit 252 separates it into a
portion related to the encoded data of the LL signal and a portion rel ated
to the other LH, Ndmearzd HH sigmatss amiudppbilesinbecfigemdt fort he decodi ng
circuit 254 and the latter to the decryption circuit 256. The decryption
circuit RSGtdpdeyxprg tihe anicoeied dfitthefenpedipd FLEraRdtEMSsRAal s by using
the encryption key signal outputted fromthe encryption key output circuit
258. In GhéanFEYEGPH&nq%FQﬂ&ﬁ)&ﬁ'iﬁ?dt%%m%ﬁﬁ}ya¥iSﬁnﬁéﬁssﬁﬁuld be sane as

t hat df i th ti Kk ignal . . T cat i i it
560" sepaPaEBLty RELOuLRR S A RET Tt hA TIRLEFFan; 4586 T ort AL BRdoded dat a
~ the LH sij . of i : he. ded dat f
The. 11 sPanE e e e B R o P B e and 566
respect i yely. o Ing deratiG Lisgi s, 262ec2baiARthagEAecode the

encoded a Inputte ereto, respectively. The autput of the decoding

circuit 254 is thgalbngicdnadly =H SRJU¥ Asxemveini Piigciscust 268 converts
the output of the decoding circuit 254 to an anal og signal. The output of
t he S desiofived Si OThei ogwixta tZitfh. | fantlmatgecvwideol 3i gnad &ae@i ng t he
nunber of scan lines of 525 and the frame frequency of 30 Hz and it is .
di spltdyeds@se as those ot the prior art apparatus. Namely, the

encoding circuit 16 outputs the encoded data of the
video signal derived by converting éhe HD signal 10 to
the ordinary resolution, and the encoding circuit 24
outputs the encoded data of the auxiliary video signal
to reproduce the high resolution video signal from the
transmission video data of the ordinary resolution. In
the present embodiment, prior to the muitiplexing of
the both encoded data, the output encoded data of the
encoding circuit 24 is encrypted by the encryption
circuit 26 by using the encryption key signal
outputted from the encryption key output circuit 28

and it is applied to the multiplexing circuit 30.



an i.mage by an image di splay device of the ordinary resolution. The
reproduced LL signal and LH signal are conbined at the vertical frequency
by the band 0 s May zoo3 - 22 synthesization filters 27Q and Z4Mpni} he
nunber of pixels in the vertical direction is interpolated to two tines.
Simlarly,~the reproduced HL signal and Hii signal are synthesized at the
vertical. frequency by the band synthesization filters 274 and 276 and the
number o. pi:~cels in the verticaljydirection is interpolated to two tines.
The synthesized signals are conbined at the horizontal frequency by the
band synt hesization filters 278 and 280 and the nunber of pi:~els in the
hori zontal direction is interpolated to two tines. By those synthesization
. processes, the digitalaifgaly resoltiel @it ediedo exitgrialmenayi ngiel’ , 050 scan

| ines_and ‘the frame frequency of 30 Hz is reproduced. The HD D/ A conversion
circuit 282 conyelity tdieduepy cduaed tdipdieals HDes iegreaid etdo dark2aanal og si gnal
In the deeddi'fg apparatus shown in Fig. 10, in the no key state,

the. decryptiQn Giied tsi25@E lowtfputhe arguinee yurstsadiue igat dth&t tern so that
the outp® 6f thé HD D/ A conversion circuit 282 is also unstable and an
unst abl e patfer Bisttle ENCAHIIGITE irgHgs iL§ ) dizgisl &ed s e datéen of the
di spl ay device such as CRT. Alternatively, the inage of t%& |%W resol ution
or a stily imegencayRteddisspidjed Yo iAfe Righ eGPt 6n FMoMtor screen in
the no key state. Figs. 12 and 13 shaw Bortigns q{ bloc%igkﬁqrans cf such
modi fi ed w@geodizn§UERiEcathe RSt RE &PE: Pl ftd Fig. 10 are

S8 HRoSET6
0 9 MAY 208 - z3 .designated by.the |i ral.s. .l Is 12, an SD/ HO7
conversi G GPréHFttfﬁﬁs%&Fségﬁv ﬁpﬁﬁg €E§O%§?§3?y§ftﬁ%egégggding circuit

254 to the HD_signak a I [ Ih,Ch f sek8¢kicag the output of the
SD/ HD coﬁvéPgﬂoﬁ%c%&@u?gd§§}§g$%%ﬁgagégkﬁegfzggaoutputeby t he band

synthesiZaEEBBtfEEE%g%t%oR&mﬁndﬁ%ﬁoihf%ﬂﬂa&&@ﬂ'fbﬁgrbbpbauthﬁgHD DA
conversi 8 ¢rrcuit 2 are provided. The SD/HD conversion circuit 284 is

i denti cal ,Lopthe SBsUDuesBvendiden eibault (54xdfliEry. vBdeShe switch 286 is
nornal Iy ‘connected to synthezied f L output of the band synthesization
filters g78namny 280enErgmtedhen nbzkeyist she rscedvéogedtByirhe decryption
circuit, it is switched to the output- of the SD/fD conversion circuit 284
by the dehechigh sesplutiPhuyides EhenNAd KRepnetaPe TERECFHEGE can be
displayeSiE%o&Eethe encryption key and the video signal of the
ordinary resolution can be reproduced without the
encryption key.
The decoding apparatus shown in Fig. 6 is
now described.  Numeral 40‘denotes a transmission data input
unit for receiving data from the transmission line,
numeral 42 denotes a separation circuit for separating
a set stream from the transmission data input unit 40
to a portion related to the encoded data of the SD
signal and a portion related to the encé&ed data of the
auxiliary video signal, and numeral 44 denotes a
decryption circuit for decrypting the encoded data of
the‘auxiliary video signal from the separation circuit

42 by referencing the encryption key signal outputted

from the encryption keyv output circuit 46.




s'r 'high resolution nonitor although the quality of the inmage is not
sufficient for the high resolution nonitor. When ~ the encryption key
signal is not ' inputted to the decryption circuit 2S6', it is P@sMHAYLIE
that the output of the encryption key output circuit 258 is forcibly
stopped or the encryption key output circuit 258 itself is not present.

For. the configuration shown in Fig. 12, the high frequency data of the
band synt hesization filters 270 80 is reset by the detection output, of
the decryption circuit 256" to atfain the same effect. In Fig. 13, a switch
282 i s provided between 0 9 MAY 2003 _ z4 _ ~.;~~~esized output by the
band synthesization filters ~d 2gp and the HD DY A conversion circuit 282 so
~ the no key'state, a,pred Lpe Ly =t 1.0 t~ D/ ?.

conver si on ci rciPpes8s. 4$h§£ﬁ%g]ﬁEZgBh%g?héhangg?gétts EH%E synt hesi zed

out put by ~e.bandh sg%gggazg‘gkgnoﬁwkgr §p2L85aRd 28Qm ak when ~e no key
state |§#Qgﬁ30€e8 By e decryption circuit ZSo. it is switched to the
predet e~-tni ned | eXFLcLE?E"UEZPYnmﬂef:Qlesbi @BneYkRUL. delddiing nManner, when
the corragrr2t*@ypiTon key I's present, the high resolution video 5;~~, zl
is outputted, and. igetbeing key ehcbe=dt beta, b€daner murad ilaavel signal is
outputtedlﬁﬁﬂttﬁe‘inage co=responding to the predetermned |level is

di spl ayed .on §~$PQi fpemstneedecrienonheiragiyptitonnkegrsilgnal i s not

i nput t e8P e>decr yption circuit 256', it iS ~ possible that ~::e output of
the encryplies:key2ouspub/&ideuyer $sonoceFerytsteppeanyertiadencryption key
output”éircuit 2.3 itsel=1is not present. F For the configuration shown in

Fig. 13,pbheigischk $RhsDHE g mott bR pf o9F deB®af@<Ph&gut put of the D D/ A
conversion circuit 282 ma%/ Pe forced to_a cgngt ggtdggggl S(fa%r exanpl e, zero
out put ) clipcatt ot a2 2319  7ef et ecP BN dut pat “GF °tRE AG key state by

) e RS e 18, S 188 Bagkeyineate 3 il ected

=ignal outputted from the decoding circuit 48 to a

.éigital #HD signal in the same process as that of the

.sp/ED conversion circuit 20, numeral S6 denotes an
idder for adding the output of the decoding circuit 50

. +to the output of the SD/KD conversion circuit 54, and

pumeral 58 denotes an HD D/A conversion circuit for
converting the digital output of the adder 56 to the

analog signal.

The operation of the decoding circuit shown in

Fig. 6 is now described. the transmission data input unit
;O receives the data from the transmission line and
supplies it to the separation circuit 42, and the
geparation circuit 42 separates it to a pogtion related
to the encoded data of the SD signal and a portion
related to the encoded data of the encrypted auxiliary
video signal and supplies the former to the decoding

circuit 48 and the latter to the decrypticn circuit 44.

The decryption circuit 44 decrypts the encryption



-"25 an a rror detection code or error correction process. Enbodi nents of
the encoding circuit and the decoding circuit used in the respective
enbodi ments are no w described. Fig. 14 _ is . a block diagranggMm 2003
speci fic enbodi ment of the encoding circuit. The encoding circult shown in
Fig. 14 conprises a blocking circuit 301, ADCT circuit 302, a quantization
circuit 303, a variable length encoding circuit (VLC) 304, a notion
conpensation circuit 305, a nptl@n_vector detection circuit 306, a rate
control circuit 307, a |local decoding circuit 308 and a buffer nenory 309.
In Fig. 14, image data to be encoded is grouped into 8 x 8 pixel blocks by
the block formng circuit 30l and they are supplied to the DCT (discrete

cosine transform cej rg&?gdg@%gm aghe hhea st cor Bl0iddbe switch 310 is
peri odiﬁ%uyd('f%r %xarrp e, for each franme or every several fields) swtched

to atermnal a &{’1 eviedt s B ¢ OaROtsp PLOPagay | oigndNanebypunhed it is
conneckggmat)Q¥e ermnal a an intra-frame or intra-field encoding (intra
node) I's conducted A dhed ntdecpmdecirduits OCRs ramsforned by the DCT
circuL21692U§ﬁ§3 € resulting DCT coefficient is quantized by the

quanti zation cirqui¢ SOfhainddupdteed efwotethdendeyvbrfabkey| engt h
encodiagC€T?%h|t 304 and tenporarily stored in the buffer 309. 0 9 MAY
2003 - 26-_On theriot fef dfaridie ignandiers tHeirtHe (Fi%a hbde, the switch 310
is con®etfed to a terminal b to conduct the notion conpensated prediction

encoding, Mugral el afnd DR 2 WendiaF 4 HE AT Ak i DR REETt and a

de-DCT"Circuit which constitute the |ocal,.de i i 1 t:308. The data
quant i zgde kb yd edF Rfttaiit i Cﬁ{]ClUSI R3S s%ﬁges oe(r:e%ééfj%éjflﬁ ori gi nal

i mage "data by the |.ocal 0 mﬂ_g[ jJcuit 30B. Numeral 313 denotes an adder,
numer a&iﬁmtde:‘r?otaé’sdoéiaescva c%ndd |ceﬁ:"i s closed in other than the intra node,

and numeral 316 denqtges s HdiHAidcuitha d eaalduk dagaded i mage data ref
ers the notionVvector detected by the notion vector detection circuit
Iggrcduced digital SD signal and the decoding circuit
S50 outputs the reproduced digital auxiliary video signal.
The SD D/A conversion circuit 52 converts the
digital SD signal outputted from the decoding circuit 48
.tp an analog signal. The SD D/A conversion circuit 52
may be an analog signal having 525 scan lines and the
frame frequency of 30 Hz and the video signal is applied

to a monitor device of the ordinary resolution to

display the image.

The SD/HD conversion circuit 54 converts the
digital SD signal outputted from the decoding circuilt
48 to 2 digital signal in the same process as that of
the SD/HD conversion circuit 120. The addér 56 adds
the output of the decoding circuit 50 to the output of
the SD/HD conversion circuit 54 for each pixel. The
output of the adder 56 is a video signal corresponding
to the high resolution video signal. The HD D/A

conversion circuit 58 converts the digital output of




i ined franme (preceding
6 'to output the correspondi ng bl ock of the pr e_?_ﬁgegm But rar mtjg(gn
i 0 cceeding frane or interpolated frane). e output of g§ L1
Lo S;Jion circuit 305 is subtracted by the inpu | ?s Cotadod by the
subtract 316 to produce a difference. The dlffereﬂ vari ohi e | endt h
SUbtraCto{t 302, the quantization circuit 303 an? t 209 1able length
o C!rcucircui%'304 and it is stored in the buf gr encbded Jrotion
encod;ngn circuit 306 conpares the trage-data tﬁ ﬁntion O e e
g?éggt;rnined o on vector gagawﬁg ggggucezg © detection circuit 306 Ls
| n o i it t i bl ock to be
OUthF gftghfhgnhgﬁ?on conpensation circuit 305 toTspeC|fZ Lge bl ock To D
supp '? d by  Beaddrs orf cePrpmsand boyg ciigid 1. 308, tgﬁggguaﬁfi EgFi on st on ot
207 o ? olg the quantity of encoding by.smnpch}ng _ afion step
307 con {i zagh o A iGN AL SFE3 | it BRicidy dehdes Wi tHi a0 P%%%I?%%l%gt‘él%%‘?ect L%y
t he qug”data in the buffer 309. Finally, the notion et b i sation code
?Egoggti on, o detkion dn?mmaanqmﬁf;ﬁﬁuﬁ ggr%lat a i n%li cat’l ng thed
[ ifying the infra node an n _ S| o e
]::]Sgnlt Id?n;lt T %’Ir'lf %[%ﬁza@dad&igl?z ?‘specil??icmg ocaélkhld%grr am o%ﬁ%tdhrg decodi n?O
: i i nner
o th?tgngﬁgﬁgggg%?ﬁﬁfkﬁh%ﬂﬁﬁytﬁﬁﬁ(%maQF-operates_|n erchregﬁg“Hain -
CLnghcbding circmjhsﬂggwag£b51&% éé” glﬁ?%:?ﬁg%ggineﬁggh decoding circuit
ESeconprises an input buffef nenory o yar T e Sogrh decod
402, a de- gudutatihen e@id’x@ﬂgiéw?@eﬁ Oq:e-ir the encryption key is
conﬁensation circuit 405 and an

not correct (hereinafter Collectively referred to as

without key or no key state), the decryption Circuit 44

outputs a quite | unstaple data pattern so that the

output of the ED D/A conversion Ccircuit 58 is also
unstable and an unsteble pattérn Such as a2 noise image
is displayed on the Screen of the display device such as
& CRT. |

Klternatively, a fixed image may be displayed on
the nigh resolution monitor screen in the no key state.
Figs. 7 and g show portions of block diagfams of such

modified eéncoding apparatus. The like elements i

n Figs,
7 and 8 are designated by like numerals.

In Fig. 7, a switch 60 is Provided between the

ding circuit 50 and the adder 56,

key state

deco and when the no

~

(no input of the encryption key signal) is

detected by the decryption circuit 44, the switch 60 is

by the detection Qutput so that !
applied to the adder 56.

set to 'Q! 0' is
When the correct éncryption

key is inputted to the decrvption circuit 44, the

decryption Circuit 44 connects the switch 60 to the




out put buffer nenory 406. The encoded data sequentially read fromthe input
buffer nmenory 401 is processed by the variable |length decoding circuit 402,
the de-quantization circuit 403 and the de-DCT circuit 404 and saMNEBd to
the space area data. G 0 9 MAY 2003 - ze The quantization step of the
de-quanti zation circuit 403 is determ ned by the quantization step data
which is transmtted along with the encoded data. D uneral 407 denotes an
adder for adding the output of the dg-Eiﬂ;circuit 404 to the difference
outputted fromthe notion conpensation Circuit 40S, and nuneral 408 denotes
a switch for selecting the output of the de-DCT circuit 404 or the out put
of the adder 407. The switch 408 is connected to the terminal a in the
intra node byutreitereddiing dslesdifd catiqn code detected by the data
detection circuit, ngéishomn, and connected to the termnal b in the other
node. The decoded datlan i&sig.enpprardd red; Jd : uf f er nenory
406 and restored to the original spacéﬁggﬁgﬁﬁtggﬁ?ﬁgﬁ gﬂ %nﬁ%%xf 5
one-frane or 26RELT PEI @ Ndrage dit @/ Az ohiviel e T @adidyi winderst qod from the
above description, in accordance with the present enbodinent,q?he hi gh
resol ution vi@eb"8i BRal s shst-er eproddeedrivinetthose atha sda el thave the
encryption kgg agd %ge reproduction of only the |ow resolution video signal
is permtted®TheSc raéé FBAVRESUSBr SinaylbeSai.scine satiedhbeghween t he

di spl ay devig he resolution and the display device of the high
resolution(ﬁﬁﬁﬁé}%%niggg%féngheTﬂ%tb?ES%%ttFﬁvéﬁﬂPénSﬁayabé wnphenented in

ot her vari oushd CHé&%EMHtCQPPQIE i DQ' féf?em rtlcpekesﬁe\i gi:gtgm(jno input

of the encryption key signal), the switch is set to the

predetermined level input. 1In +this manner, when the

correct input is present, the high resolution video

signal is outputted and in the no key state, the

rede i i T
)= termined level signal is outputted and an image

corresponding to the predetermined level is displaved

on the monitor screen.

In Figs. 7 and 8, the switches 60 and 62 are

. .
illustrated to facilitate understanding although it
1S apparent that the function of such switches 60 znd

62 may be incorporated in the decoding circuit 50 znd/or

HD A/D conversion circuit 58. Alternatively, the

output of the decoding circuit 50 or the HD D/A
conversion circuit may be forced to a predetermined
level (for eéxample, zero output) in resbonse to the

detection of the no key state by the decryption circuit
44.

In Figs. 7 and 8, the no key state is detected

by the decryption circuit 44 althcugh it may be detected

by error code detection or an error correction pProcess.




0 9 'MAY 2003 29 _ scope of the invention. For exanple, while the inmage
signal is divided into four frequency bands in the second enbodi nent, the
present invention is not limted thereto. In other words, the for@gdlAhgol3
description of the enbodi nents has been given for illustrative purpose only
an d " is not to be construed as inposing-limtation in any respect. The
scope of the invention is, therefore, to be determ ned solely by the
- following clains and not limted. by ﬁ@e_text of the specification and
alterations mad a within the true spirit and scope of the invention. 09
MAY 2003 - 30 ~1. Az~ irnagc processing apparatus conprising: a) input
means for inputting an inmage signal; b~ division neans for dividin~the
i nputted i mage si ~nax kBEOnA PhubalhbytOf ¢f u nd ,sjg+.als, each of
t he frequency band signals has diffe%gﬁtéfrgg%cﬁ%%%ﬁggdgrékggﬁégﬂia~ means
for eneodi n~ 4 feh frecuepriedand &i gpatsn aRdWHLBNEHEPLHAYSreans for enct;
ypting at | east one of the encoded frequency band signals.” 2. An i mge
processi ng apparatatsi anchs di ngnsmi G ed i1, cMvhesgincepesebat B fIec! uency
band signals is encoded by using an orthogonal |eans form 3. An 1 nage
processi ng apEratireaeoudi 7t gndo ddsaied, WheFegn at ieast zopgoek the
encoded freguency hand signals and at |east one of the encl~ted frequ~:ncy
band si gnal Si&g& @ iP|cEE 4 tiramef taexersP@ingi depadatdsn i nage
processi ng apparatus copprising: a) input means for inputting an inmage
signal ; b) EBW§P§i’oﬁ%§H§T drgo cBhver t& g A%e dipex PP f ndge signal into a

plurality of j i.gnal s=cach of the irnag e signals has_different
resc)lution?oégggﬁggkagﬁkﬁ%aﬁé ST G He comet t et i nage si gnal s:

and dl encrypii;00-88aR1S +her waRg ¥Rtk i (east tine of tt,c encoded image
signals. ~5. An imge pr_ocesS?lgig\éégﬁggggus?‘agtcnoer cﬁpnagcet cFr(ﬁdaLf‘?ﬁ%f' wherein

one of the convertelunggge Si@nabsoksseproded | ' ! onal
transform 6. An image processing appgratus acgﬁfg?%ggfﬁﬁ%fé%$n , Wherein

at | east orenafdedie ehnodrd pragensi @nBbaimeRd tat ilkeast -0ng @f, the cnc;r~ted
image signals are nultiplexed to transnjt external side. 7. An image

F~r ocessi ng 2pparat havésapii §5Agscan 1Lhpas aﬁareﬁefakaﬁ@pﬁkthGﬁc?|Ura|ity
of _ez~coded fre.qucn _cy band vignals which include_at | east one of the
eztcrYpfed I gﬂ@ Z-pARdERi §nBI sonearhioh checentoded samples

the analog HD signal at a sampling frequency
of 54.054 MHz to convert it to a digital signal. The

number of pixels per line of‘the saﬁpled Hd signal is

1,716.

The output of the HD A/D conversion circuit 212
is zpplied to band division filters 214 and 216 and
divided by the filters 214 and 216 to a low frequency

coﬁbdnent and a high frequency component respectively at a-
horizontal frequency and the number of pixels is reduced
to one half.

The output of the band division filter 214 is a
low resolution component of the horizontal frequency,
which is further separated into a Jlow frequency
component and a high' frequency compeonent at a vertical

frequency by band division filters 218 and 22¢

respectively to reduce



0 9 MAY 2003 - 31 frequency band s.i~nals has different fi-eaneacy band,
b~ decr~~ntion weans for decrypting at | east one of the enervated gWﬁﬁﬁaﬂcy
band si ~nal si cl deeodi na nmeant for deeodi n~e encoded freduene~vaﬂ :
signal si and dl syntheb5iz:~t~i nn means for synthesizing an iruage signal by
usi ng -at | east nne of the decrypted fzequency band sip~als: 8 A .n inmge
pzocessi ng apparatus according to Claiw. 7, wherein the synthesized inmage
si~-nal is inhibited to display whch a$ Least one of the encrypted
frec~ue: ncy band signals cannot he decrypted_ 9. An image processing
apparatus according to Caim7, wherein a pre~detnrm ned signal is

di splayed in lieu of the ~vnthesizcd iru~e si$nal ~ovhen at | east one of
the encn~pt ed'd rBRS e\ hambic el Yl soromninol £ be slimetyrted, tA8, bArnd i nage
processi ng apparatus conprising: a) input neant f,or inputting a plurality
of encoded GG 1O 7sifgnili&F satd Th antt| Atke spdBasts nbke ofu tiet ~shcr ~~pt ed

i mage signal st and .each .of, the encoded inage signals has different
resolution;t§F %ggﬂy i"oht Yarfd 56 5 deer s Mg mtresdlsttiore of the
encrypted i ans for decodjng.the encoded irpa-~e

~ ~al ~ d di
si gnal s: anggﬁpgggﬁghégi%QF.%%%f?ggFgga £ ePIFENHINtHES A n-%h | sna~e sea

by usi ng~atfi&psdndna Shipdhendesiy qsiirﬁrmfﬂ%ué l?%"e‘ﬁés’f‘ﬁ{‘ﬁl n i mage

processi ng apparatus according to d al erel esi ~ed i maf L

si _g_nal isrégpudtiiesl ¥ catditshd aye M e Btedeasty 0b8 péatbe epezynted
inp=tirrtals capnot be dc:cr~pted_ 12, An i.naage plUCCS5l|If appaxatits
accor di ng troutlexi mL7.fdxeds hoe-eimre ehglre,; det erm ncd signal is displayed in
lieu of the s~m hesized i mage signal when at |east otte of the encrypted
i mge s~nal s cannotIbetdesrmaphed, 4hd. hAPhi FREE1REQEASEEAGLAPPA,AY US
conprising: a) separation neans for separating input inage data“into |ove
resol uti on 14 d ol BE apticals | Basthenkonlzanxili dtyetohgr gaga for
interpolatin%QJuagcwiéesolution i mage data; and 0 9 MAY 2003 - 32 b)
ezt cx~~pt i off 14Tc A $ 07 EhCERR preTig G L | Samec bhen of St hepanxted ; 1nyo | Mage

data. 14. [ e pr.ocessi ng apparatus according to Caim13; wherein the
| ow r esol uﬁ%or{ji?gn%ég‘aglat éts}}esg%L?%g‘lfecPrbfrthik?@n% oYt firjondl Ltemnsf or m

.. 15. A n iygge Q&o%qﬁsgi%aalpp%%abt us &gcordin etg chi m x4, wherein the

encoded | ow re, ~ol uri on 1iage data and At qeast A% e ik r ypt ed

au~:iliaryfimeee 22003l,a B ermyiignRhexqd d  dLAnsSy 4 Gl ernal side;.

division filter 222) and an EH signal (the output of
the band aivision filter 2ﬁ4) having one half of the
total number of pixels in the horizontal direction and
the vertical direction, as shown in Fig. 1ll. Since only
the LL signal has the low-pass data in both the
horizontal direction and the vertical direction, it is
the video information which can be reproduced for
display as the image and corresponds to the video signal

of the ordinary resolution naving 525 scan lines

the frame frequency of 30 Hz and 858 pixels

per line of 858. On the other hand, sinée the LH

signal, the HL signal and the HH signal are high-pass

data, they cannot be displayed as the image as they

are and they are the auxiliary video signals which



i
~16. An inmage processing apparatus conprising; a~ input nea&§3w8#ﬂm3 i
i nputtin~lov~ resolution image data and at |east one of encrypted auxiliarﬁ
i mge datai b~ decryption nmeans for decrlrotirg at | east one of the ;
encrypted auxiliary image data: and c~ synthebi ~ation neans for :
synt hesi zing the low resolution inmage data with at | east one of the %
decrypted auxiliary imge data 1o provide s~nth~sized i mage ~iafa. 17. An E
i mage processing apparatus aceordins io Claion 16, wherein the |ow ro
resol ution inmage i s encoded by using &R orthogonal transform 18. An image !
; processi ng apparatus according to Caim 16, wherein the sl!nthesized i mage:
data is inhivitcd to display when at | east one of the encr~ted :
auxiliary_i mage data- can.not be decr %ed. ~19. An i.naage processipg .
appar at us_acgof@i hyet Br et af 77 9 ?th9ﬂe¥g R apFeadetBr APAGGra4LaNi S '
di spl ayed in I|ieu-of £Ee S zt%hesized i mage data v~~hen at least ore of the’
encr ~~pt cd aasFPi%?%_~ iﬁﬁé@a ata cannot be decrs~ted. 2p. An inage
rocessi ng apparatu riskng. arat pon_.ppans r separating input :
Pnage data into Iomﬁ?@%o Té$%£ H%%@ggg a?g%degﬁl?é3§£95n8?g9?eéuxiIiary :
i mage data foz_i | af i t oy resol ut j ' dat a; _and maski ng |
neags for naé%?ﬁgggé é%iﬁﬂ%%ggﬁﬁétﬁgvgi§+¥i%?gt%ggggadggg.s.igagﬁ i mage 5
pt' ocessi ng @ppﬂ &l MSo RLGEPT Sl Midnd Qv @ M 20, ¥l RhPibheqEownEesol ution ’
i mage data iS encoded by wind an ortho~nnal transform 0 9 MAY 2003 - 33
' -22. An i NROEE dTr rad st dtge B B Pt 1kSe GEE6d T ¥1i0o A Ok fd@h e 2 1thwhecei n the
encoded Jow resolution imase data and at | east one of the masked zuxiliary
i mage data ageromnerndatisired 2D amdansmg tD&EX: erBratodinke: ci28iP. h28m age
yroeessi ng nmethod conprising the steps of: a) inputtingan inmage signal: hl !
di vi di ngt hn thuﬂﬁbdﬂﬁhﬁgﬁiﬁ%ﬁﬂﬁlﬁrﬁRFQ%SJQHQNqQSP%#Sf¢%qﬁ@ﬁc@a%@nd
signals, each of the frequency band szgnals has different fTeauency band: :
0) encodi ng &34S9 t%?rpd e EnG i U) (EhcF 2 ptd heaE T | %’a‘%‘i‘a%ne of 5
t he encoded fr nc~bhand sis~nals.. 24. A.n image .processi ng. net hod :
accor di ng t&feei’{*fnséﬁ“a er gier?pc?ﬁ}léaefdiyt'hé:’}% e QU e sTgnat i s
encoded by I X onal r f 5 i g&§§§ing
met hod accolrégﬁdr%g at%g % %Q%Q’Z%nmilﬁ%&% en%c{dgd g Pard o

erein at leasi one of the encoded

f xec~uency bapd sighal Sudpdtat Jreatle @ fidde ignariwy exb d reauencyband

signals are nmultiplexed to transmt external side. ~26. An inmage .
. processi ngatret had tdelpikesdi by theaudtdpd eafingalciideuitt ta3d~an Anmage si gnal
hl converting the inputted inmage signal into a rolurali~ of im~c si~nals_
each of theencikiyagéosi gaakuih; RS6dehRayelis rdsolowtiznt, of the
multipleking circuit 234 by using the encryption key
outputted from the encryption key output circuit 238
in accordance with the encryption technique of the DES
standard described above.
The multiplexing circuit 240 multiplexes the
output of the encoding circuit 226 and the output of

the encryption circuit 236 and the output thereof is
outputted to the transmission line by the output unit
242,

In the decoding apparatus shown in Fig. 10, the
transmission data input unit 250 receives the
transmission data from the transmission line and

applies it to the separation circuit 252. The separaticr



C¢) encodi ngt ~oe converted i mage si ~nal Syand d) ener~tlng at |east one of
the encoded image signals. 27. A n inmage processing n~, ethod accor dj QMmAF 2003
Claim 26, werein nne r~F the convened i nage signals is encoded by vsin~ an
ort hogonal transform_ ZS. An innage processing netb.od according to G ainn
2l , wherein at | east one of the encoded i mage si~' nas and at |east one of
the encrypted imge signals are nultiplexed to txansmt external side. 2c).
An i mal ; e processi ng net hod cqng;igjng the steps nf: 0 9 MAY 2003 - 34

al rutting a plurality ol encoded‘frequenc~band signal s which include at

| Fast one of the encrypted frequency band signals, each of the encoded
frequency band sisnals has di:f('crent frequency band: bl rlecn~nting ;jt

| east anecafltt e Zerepaplaed o riaduency Had signatestatodd desotiielg t he encoded
frcgyuency band 5ignals_ and dl synthesizinz an i mage signal by using at

| east eneocdidt kia tde oty tthed LIz aquenaqt arkianrd poxr didd rdls2t@d. tA n. i mage
processi ng nethod according to Caim29, whezein the s~nthesized irnagc

si gnal the enhicli féd tHo dngplay sikenr lat, leeaste apid aof thie; L @Aty pt ed
freguency band signals cannot b~ decrypted. 31. An inage processing nethod
accor dkagthe Gesioding, cilienditn 28 4pred dher ilgivted iyrfdi® i s di splayed in

| ieu of the sinthesized i me si pal when at | east on~~ of the ener'~ted
~Ueg_UuBREYYRARGNSFé X RYUL§ ééﬁnotTgé decrypdd on3 S AT ® processi ng met hod
cotupri,sin.g the steps of: a7 inpytting_a plurality.of encoded image
signa'?§9ﬁh85ﬁ hel & §°§FdIQ&$ﬁ Be tOE e qcfyﬁtéﬁiﬁﬁﬁﬁé%ﬁgnalsLand each
of the_en ed Lmage signals_has dif.ferent r Ut 4 )+lecrygti n~at

| east %ﬁeﬁggnghéggngFﬁ6ggglfﬁaggysFéﬁgﬁg;nggggggﬁﬁEﬁgf?ﬁgggncoded i mge
si~n_alfera8didh RY¥HLBESHELNG 12BLEENSTE S—RAl BYeliSiRy Ariaasly one of the
decrypted Tma~, e sitsnals. 33. An inmage processing nethod according to

G ai m32crwber ek the snchibesbzedelymageusiugbal skme riH hittaad to di splay
~~~h_en at | east one of the_encrypted imagf: Signals cannot be dca~~tcd.
34. Anusadgeopr enesding ttethedcagpoidnngetosCgaiedn 32, wherein a
predeterm ned signal is displa~~cd in_lieu of the synthesized i mage signal
when at | east Bhe stpehetienrgpreditnmidse spgaarseSanidt BER¥écrypted. ~35.
An i mage processing method conErisin% the steps of: a) separating input

i mage Wat 81 rEeCTE+e8of LEFYAT] ARBetBatReaRBCar ey 8558 Ghe OF° auxiliary

i mge data, foz

i nt, | at i the | JUii i -d : db
encrypt nﬁﬁ%ﬁa}ggggéggggb%ggtﬂ%gﬁu§¥1ggggL#h%ggnéatgsa Ty and b
pli

encoded date of the HE signal, which are ap ed to the
decoding circuits 262, 264 and 266, respectively.

The decoding circuits 254, 262, 264 and 266
decode the encoded data inputted thereto, respectively.
The output of the decoding circuit 254 is the LL signal.
The SD D/A conversion circuit 268 converts the output of
the decoding circuit 254 to an analog signal. The
output of the SD D/A conversion circuit 268 is an analog
video signal having the number of scan iines of 525 and
the frame frequency of 30 Hz and it is displayed as
an image by an image display device of tHe ordinary
resolution.

The reproduced LL signal and LH signal are

combined at the vertical frequency by the band



0 9 NAB 2003 - 35 36. An inmmge ~~rocessing rz~ethod according to d aim 35,
wherein the low resc)lution image data i s encoded bY using an org§q4 g@ga]
transform 37. An inage i7rocessing nethod aecordi.ns to C aim 3D, %ﬁ in
t he encoded how resolution inage data aid at |east on_e of the encrypted
auxiliary inmage i 3ata ase rnult~lexed tn transnmt external side. ~3%. An

i mage ' processi ng net hod conpzising the steps of: al inputtinglow resolution
i mge data and at | east one of er~crZ~ted auxiliary inage datai bl
dec~pting _at least otle of the enery=té&e¢ t au}:ilian~ image data; and cl
synt hesi zing the low resolution inmage data vvitb at | east one of the
decrypted ar~xiliary_ima~e _data tn ~pro'vide s~~nthesi zed i nage data. 39.
An i mage progessihrg et cardin 0 Claim 38, wherein the | ow

resol ution.intage da??%lgqjeg%‘gl eed"sb%-}L%iarfgj_aW%r%%gtBﬁaF@‘P?an@f orm ~40.

~. n image predessisng nmethkod Aqgardi ng .to G aim 38, wherein the s~~nthesized
i mage data is inhibited to §i gpﬁ%é% & A Abdst YheSofC t hkedinks 4wa ed

auai liaty i magmedat ascannat-1Re r a4l A~ i.nmage , processing nctliod
according to Claim 38, wherein g%%r é%%?gflrﬁcﬁ%id '@atsd‘gf ]diﬁ'tﬂ dfed in lieu of
the synthesi gégné hrngeedavacben-al Least.one . Qf; e encrypted auxiliary

i mage dat a cgnnot be decn,~ted} 42.aE.EEFnggégﬁfggéégfﬁﬁxﬁgphﬁﬁ &&®pri si ng
the stees ofberd sephhesingtibpuEilgrge dakazhAt 97ow, I | ution i mage data
and ~t |east one of auxiliary inmage data foraintgzgoggffﬁg“iﬁgmg8ﬁ

resol ution iMagettRks; ianthe) venshcay airdeasbnone QEtEQ%OQQ{QE|LgTy i mge
data. 43. A y} e processi ng nethod according to Claim42, whereirn the | ow
resol ution inage " dHtS i STRMcSY Rt bizedi nignabs ostbogenaknbransf prm  ~44.

An i mage pr i thod according to Caim43, wherein the e:n~nded | ow
rcsol ntion %%a%%og%ageaér}c?qﬁe’?%s@ ot dfendhesnehépiedtaon~filt ey

[ dat | tignf t it t, | side. .A n%A3y.A

" 9age dat a 2eeafl bisd Gy i WABNT LN S e A0 23S

LAY ALA, L FiAA B! 12 AS&eA ol AR ALY A@E@, A AS?. A A AH A yr. A A % A@
% Ay . AaY. AnE. AA. AR@ A. A?I 1>‘°Z'\%L\/E\7|°ql;a e i il

>356| wrmhc”Y] ca] ca] Bg] eapea] egheakealkealoal calealsalLal t%aé ca] ca] ca] ca] ca] ca
] ca] ca] ca] ¢a] ca] ca) ca] ca] ca] cal] c !

a] cRa! 67>KESSS}R/N&| ASP} xemcduZfpoajeakeakeghea] ﬁgl,ciglgcq] @ahcal ca] ca] cajcalc
a]J cal]ca] ca caéciLca%ca]ca%ca]ca]ca]ca]ca]ca]ca]ca]c&a]cRa! Q

2GIK~"$J| i T¥XR8nT 4" 2¥ ] Baf chheafcaheafrativahcy] oa] 8a] ga] ca] ca] ca] ca] ca] ca] ca]
cal ca]ca]calc cal cal cal cal ca] ca] ca] ca! _" nimj 45p7 8
}xsnid_Z]]g%]€%§€%§€% %a]ﬁﬁ C%Tcé{%aﬁ%%?@ﬁﬁé@?c@}cawia]zapca]ca]ca]ca]ca]ca
| ca] ca] cal s wadcal ol calsalsal sa!

signal.

digital HD signal to an analog

In the decpding apparatus shown in Fig. 10, in
the no key state, the, decryption circuit 256 outputs a
quite unstable data pattern so that the output of the
HD D/A conversion circuit 282 is also unstable and an
unstable pattern such as a noise image is displayed on

the screen of the display device such as CRT.
Alternatively, the image of the low resolution
Or a still image may be displayed on the high resolution
monitor screen in the no key state. Figs. 12 and 13
show portions of block diagrams of such modified decoding

epparatus. The like elements to those of Fig. 10 are
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10*" 10 ##$X$%W‘>§@ ¥D D/A conversion circuit 282. The

5v4’Ch 288 normally selects the synthesized output by
e pand synthesxzatlon filters 278 and 280, and when
t=

v no key state is detected by the decryption circuit

255, it is switched to the predetermined level input by

In this manner, when the correct

cne cetection output.

gnc:VPtion key is present, the high resolution video

signal is outputted, and in the no key state, the

S:gdatermined level signal is outputted and the image

coz-asponding to the predetermined level is displayed on

-~2 monitor screen.

When the encryption key signal is not inputted

- the decryption circqit 256', it is - possible that

-

zhe output of the encryption key ocutpuc circuit is
forcibly stopped or the encryption key output circuit
253 itself is not present.

For the configuration shown in Fig. 13, the
switch 288 may not be provided and the output of tﬁe
4D D/A conversion circuit 282 may be foréed to a
constant level (for example, zero output) in accordance
with the detection output of the no key state by the
decryption circuit 44.

In Figs. 12 and 13, the no key state is detected

by the decryption circuit 256 although it may be detected by
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an error detection code or error correction process.

Embodiments of the encoding circuit and the
decoding circuit used in the respective embodiments are
now described.

Fig. 14 1s . a block diagram of a specific
embodiment of the encoding circuit.

The encoding circuit shown in Fig. 14 comprises
a blocking circuit 301, ADCT circuit 302, a quantization
circuit 303, a variable length encoding circuit (VLC)
304, a motion compensation circuit 305, a motion vector—
detection circuit 306, a rate control circuit 307, a
local decoding circuit 308 and a buffer memory 309.

In Fig. 14, image data to be encoded is grouped
into 8 x 8 pixel blocks by the block forming circuit 301
and they'are supplied to the DCT (discrete cosine
transform) circuit 302 through the switch 310.

The switch 310 is periodically (for example, for
each frame or every several fields) switched to a terminal
a to prevent erroneous propagation. .

Namely, when it is connected to the terminal a
an intra-frame or intra-field encoding (intra mode) is
conducted.

In the intra mode, it is DCT-transformed by the
DCT circuit 302 and the resulting DCT coefficient is
guantized by the quantization circuit 303 and further
encoded by the variable length encodihg circuit 304 and

temporarily stored in the buffer 309.
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the motion compensated prediction encoding.

Numerals 311 and 312 denote a de-quantization

circuit and a2 de-DCT circuit which constitute the local

decoding circuit 308. The data gquantized by the

quantization circuit 303 is restored to the coriginal

image data by the local decoding circuit 308.

Numeral 313 denotes an adder, numeral 314

denotes a switch which is closed in other than the intra

mode, and numeral 316 denotes a subtractor.

-

The locally decoded image data refers the motion

vector detected by the motion vector detection circuit

306 to output the corresponding block of the

predetermined frame (preceding frame, succeeding frame

or interpolated frame).

The output of the motion compensation circuit

305 is subtracted by the input image data by the

subtractor 316 to produce a difference.

The difference is encoded by the DCT circuit

302, the quantization circuit 303 and the variable

~

length encoding circuit 304 and it is stored in the
buffer 309.

The motion vector detection circuit 306
compares the frame data to be encoded with the
predetermined reference frame data to produce the

motion vector, and the output of the motion vector



10z° 10z 10z@ 10%& () - 9910%& () -
F79109% & ()-310%& ()-/10% & ()-8889:.:e: dEYNCO 1!!, 09 MAY 2003
S109& () - 10%! () - ZLO0%&: ()-f, 410% ()-:10% ()-%0%: ()-Fe:::=;g;, aBYNCD
101, 1$2 109 ()-" 109% ()-'q @' 109 ()- @' 109%& ()-s 109%& ()- 109%& () -
| >S>T>UsV>] >>*2bC0 111, 109 ()-,' 10% ()-Y: 10% ()- 10 10 10, ;
109& () - S&109%& () - * 7e @ A<ALAAa?bCD_1!11 &

109% () - 8% 10%&' ()-!y@GLOYGGR' ()-“9sTs109& ()-L10%& ()-" 10%& ()-
ACCCCCCCC- @ 1!!1: 10%&' () - %&10%&' ()- 10 10 10L- 10%&' ()-M@& | 109%&' ()-! &
109%P& () - CCDLEGEEF} [ <~ @ 1!! S109& ()-!S@LO0% ()-3s10%& ()-3!Y 109%& () -

1Y 109%&: | 9 F 0 11, 109N&
1ocy&'()-e?e?;,eclt?)if%$§igf(a @Ff&%/gg‘ﬁpf@%ﬁ% & ‘@H%l 1I2I3I@Gr|g)—0

1113@ 10%&&'@9&&@:&%@&&&1& w%(gpé;c%é)blégk 100 be

outputted by the motion compensation circuit 305.

The rate control circuit 307 controls the
quantity of encoding by switching the gquantization step
of the guantization circuit 303 in accordance with an
occupation rate of the encoded data in the buffer 309.

Finally, the motion vector data detected by the
motion vector detection circuit 306, an encoding
identification code for identifying the intra mode and
guantization step deta indicating the guantization step
are added by an adding circuit 315 and it is outputted
as the encoded data.

Pig. 15 is a specific block diagram of the
decoding circuit.

The decoding circuit basically operates in the
reverse manner to the encoding circuit shown in Fig. 1l4.

The decodiﬁg circuit shown in Fig. 15 comprises
an input buffef memory 401, a variable length decoding
circuit 402, a de-quantization circuit 403, a de-DCT
circuit 404, a motion compensation circuit 405 and an
output buffer memory 406.

The encoded data sequentially read from the input
buffer memory 401l is processed by the variable length
decoding circuit 402, the de-quantization circuit 403
and the de-DCT circuit 404 and converted to the space

area data.
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which is transmitted along with the encoded data.
Numeral 407 denotes an adder for adding the
output of the de~DCT circuit 404 to the difference
outputted from the motion compensation circuit 405, and
numeral 408 denotes a switch for selecting the output of
the de-DCT circuit 404 or the output of the adder 407.
The switch 408 is connected to the terminal a in
the intra mode by the encoding identification code
detected by the data detection circuit, not shown, and
connected to the terminal b in the other mode.
The decoded data is temporarily stored in the
output buffer memory 406 and restored to the original
space arréngement and outpufted zs one-frame or one-
field image data.
As will be readily understood from the above
description, in accordance with the present embodiment,
the high resolution video signal is not reproduced for
those who do not have the encryption key and the
reproduction of only the low resolution video signal is
permitted. The charges to the users may be discriminated
between the display device of the low resolution and the
display device of the high resolution of the same
content.

The present invention may be implemented in other

various forms without departing from the spirit and
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present invention is not limited thereto.

In other words, the foregoing description of the
embodiments has been given for illustrative purpose only
and  is not to be construed as imposing -limitation in aﬁy
respect.

The scope of the invention is, therefore, to be
determined solely by the following claims and not

limited .by the text of the specification and alterations

made within the true spirit and scope of the invention.
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YYyyyy ¢) enco 1Qg means fOr cncodm_g tbc frcquency bzmd signals; and
d) encryption means for encrypting at least one of the encnded frequency band

signals.

2. An image processing apparatus according to Claim 1,
wherein onc ¢f the frequency band signals is encoded by using an orthogonal

transform.

3. An image processing apparatus according to Claim 2,
wherein at least one of the encodcd frequency hand signals and at least one of the

encrypted frequency band signals are multiplexed to transmit external side.

4. An image processing apparatus comprising:
a) input meauns for inputting an image signal;
b) conversion means for converting the inputied image signal into a plurality of
image signa}g_caci; of the image signals has different resolution;
¢) encoding means for encoding the converted image signals: and
d) cncryption means for encrvpting at least one of the encoded image signals.

:5. An image processing apparatus according to Claim 4,
whercin one of the converted image sigpals is encoded by using an orthognnal

transform.

6. An image processing apparatus according to Claim 5,
wherein at Jeast one of the encoded image signals and at least one of the cnerypled.

image signals are multiplexed to transmijt external side.

7. An image processing apparatus comprising:
2) input means for inputting a plurality of encoded frequency band signals which

include at Jeast one of the encrypted Bequency band signals, cach of the encoded




10BB 10BB! 6&109BB&’ ()- 6&10% R& ()-,5 10% & ()-yz@qzK{{{z[9uVv70 1! L
10%0& ()-410% 0& ()- !"10% & ()- 10% 0& ()-!1 10%ww& ()-!|

10%@@& ()-{!|Z|n|| I} <uv70 111" & "10% 0 0& ()-!f& 10% 0’ 0 é@?
“$10% 0& ()- ! "1 109 0*0& ()-° 10% 0& ()-s, 10% & ()-}}S~~~~~~~ fﬂ_ 1003
111191 10% ()- 10'0 10'0 10'0; "10% o0& ()- 3

99810% 0&' ()-/Y10% 0& ()-f!/Y10%H#& () f~~. Za?j _@ 111118109 ()-!f10%& ()-
&10%& () - 109 ()- f10%& ()- @.LlO%&'%l) 41[<| @

1IIF+1O%&'()-I#I10%@L() s#1109% & ()-s!, ! 10% ()-"! G ! 10%e& ()-" 10%& ()-d

T 8210%%3“%@&6‘3&5‘(“}5 has dif5ognt (CIBLGY RS - / 100& () - S&- - 10%& () - @b CD
111 10% U&bY JecrvaFion Gshisfof Je@ bz lasletst 086 QOhLBiotypied fr@megry band

signals;
¢) decoding means for decoding the encoded frequency band sigpals; and
d) synthesization means for synthesizing an image signal by using at least nne nf the

dectypted frequency band signals,

8. An image processing apparatus according to Claim 7,
wherein the sunthesized image signal is inhibited to display when at least one of the
encrypted frequency band signals cannot be decrypted.,

*9. An image processing apparatus according to Claim 7,
wherein a predeirrmined sigpal is displayed in lieu of the svnthesized image signal
when at least one of the encrypted frequency band signals cannot be decrypted.

10. An image processing apparatus comprising:

a) input means for inputting a plurality of encoded image signals which include at
least one of the znerypted image signals, and each of the encoded image signals has
different rcsolution;

b) decryption means for decrypting at least one of the encrypted image signals;

c) decoding nieans for decoding the encoded impage signals: and

d) synthesizatiop means for synthesizing an image signal by using at lcast one of the
decrypted image signals,

‘11, An image processing apparatus according to Claim 10,
wherein the synthesized image signal is inhibited to display when at least one of the
encrypted imag:; signals capnot be decrypted,

12. An image processing apparatus according to Claim 10,
wherein a predetermincd signal js displayed in lieu of the synthesized image signal
when at least one of the encryptcd image signals cannot be decrypted.,

13. An image processing apparatus comprising:
a) separation means for separating input image data into low resolution image data
and at least one of auxiliary image data for interpolating the low resolution image data;

and
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b) encryption rmeans for encrypting at least one of the auxiliary image data.

“14. An image processing apparatus according to Claim 13,
wherein the Jow resolution image dat» is encoded by using an orthogonal transform.

15. An image processing apparatus according to Claim 14,
wherein the encoded low resolution image data and at least one of the encrypted
auxiliary image Jata are mujtiplexcd to trangmit external side.

-16. An image processing apparatus comprising;
a) input means for inputling low resolution image data and at least one of encrypted
auxiliary imagc data;
b) decryption means for decryoting at least one of the encrypled auxiliary image data:
and
c) symhcsizatior:x means for svathesizing the low resolution image data with at least

one of the decrypted auxiliary image data to provide synthesized image data.

17. An imagc processing apparatus according to Claim 16,
wherein the low resolution image is encoded by using an orthogonal transform.

18. An imape processing apparatus according to Claim 16,
wherein the synthesized itnage data is inhibited to display when at least nne of the

encrypted auxiliary image data cannot be decrypted.

19. An image processing apparatus according to Claim 16,
wherein a predetermined data is displayved in lieu_of the synthesized image data
when at Icast qne of the encrypted auxiliary image data cannot be decrypted.

20. An image processing apparatus comprising:
a) separatjon means for separating input image data into low resolution image data

and at least one of auxiliary irnage data for interpolating the Jow resolution image data;

and
b) masking mieans for masking at lcast one of the auxiliary image data.

21. An image processing apparatus according to Claim 20,
wherein the Jow resolution itnage data js encoded by using an orthognnal transform.
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-23, An image proccssing method comprising the steps of:
a) inputting an jmage signal:
b\ dividing the: inputted image signal into a plurality of frequency band signals, each
of the frequency band signals has different frequency band:
c) encoding the frequency band signals; and
d) encrypting at Jeast one of the cncoded freguency band signals.

24. An image processing method according to Claim 23,
wherein one of the frequency band signals is encoded by using an orthogonal

transform.

25. An image processing method according to Claim 24,
wherejn at least one of the encoded frequency band signals and at least one of the

encrvpted freauency band signals are multiplexed to transmit external side.

26. An image processing method comprising the steps of:
a) ipputting an image signal;
h) conventing the_inputted image signal into a plurality of imagc signals. each of the
image signals has different resolution;
c) encoding the converted image signals; and
d) encrypting at least onc¢ of the encoded image signals.

27. An image processing method according to Claim 26,
wherein nne nfthc converted image signals is encoded by using an orthogonal

transform.
28, An image processing method according to Claim 27,
wherein at least one of the encoded image sigpals and at least one of the encrypted

image signals are multiplexed to transmit external side,

'29. An image processing method comprising the steps of:
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31. An image processing method according to Claim 29,
wherein a predctermined signal is displayed in lieu of the synthesized image signal
when at least one of the encrypled frequency hand signals cannot be decrypted.

32. An image processing method comprising the steps of:
a) inputting a plurality of encoded image signals which include at least onc of the
encrypted image signals, and cach of the encoded image signals has different resolution;
b) decrypting at least one of the encrypted image signals;
c) decodipg the encoded imagc signals; and
d) synthesizing an image signal by using at least one of the decrypted image sirnals.

33. An image processing method according to Claim 32,
wherein the synthesized image signal is inhibited to display when at least one of the
encrypted image signals cannot be decrypted.

34. An image precessing method according to Claim 32,
wherein a predetermined signal is displayed in liev of the synthesized image signal
when at least one of the cncrypted image signals cannot be decrypted.

-35. An image processing method comprising the steps of:
a) separating input image data into low resolution image data and at Jeast one of
auxiliary image data for interpolating the low resolution image data; znd
b) concrypting at least one of the auxiliary image data.
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38, An image processing method comprising the steps of:
a) inputting low resolution image data and at least one of encryoted auxiliary image
data;
b) decrypting at least one of the encrypted auxiliary image data; and
) synthesizing the low resolution image data with at least one of the decrypted
auxiliary image_data tn provide synthesized image data.

-39. An image processing method according to Claim 38,
wherein the Jow resolution image data is encoded by using an orthogonal transform.

40. An image processing method according 10 Claim 38§,
wherein the synthesized image data is inhibited to display when at least one of the .

cncrvoted auxiliary image data cannot be decrypted.

41. An image processing mcthod according to Claim 38,
wherein a predetermined data is displayed in lien of the svathesized image data
when at least one of the encrypted auxiliary image data cannot be decrypted,

42. An image processing method comprising, the steps of:
2) separating input image data into Jow resolution image data and a1 lcast one of
auxiliary image data for interpolating the low resolution image data; and
b) masking ai Jeast ope of the auxiliary image data.

43. An image processing method according to Claim 42,
wherein the low resolution image data is encoded by using an orthogonal transform.

44, An image processing method according to Claim 43,
wherein the encnded low resolntion image data and at least one of the cnerypted

auxiliarv image data are multiplexed to transmit extcrnal side.



