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02 NOV 2004 NETWORK USAGE MONI TORI NG DEVI CE  AND ASSCOCI ATED METHOD Fl ELD OF
THE | NVENTI ON The present invention relates generally to network m%&@&l%h
nonitoring and, nore particularly, to a network usage nonitoring device
and associ ated usage nonitoring methods that operate to capture usage data
at a point of network access. 5 BACKGROUND OF THE | NVENTI ON Conmuni cati on
networ ks, such as the Internet, corporate intranets-and the |ike, have
beconme the chosen formof information distribution in the workplace, as
well as, the home. Wth the need to access information from such networks
10 increasing, so to is the need to provide a neans for nonitoring the

i nformation distributed by such comuni cation networks. Monitoring of this
nature heretofore referred to as "usage nonitoring", can provide val uabl e
information, statistical or otherw se, to network service providers,
network users or network beneficiaries, such as n \ﬁﬁigvertisers. 15
The network service provi ISETWAQRKHERAGE MQISHh %ﬁ% ioring in many

di fferent applications; for inspaNTEASSOCIWTIED METHA® t he capability to
create network wuser profiles based on the information that the user has
accessed and the information that the user has provided to the network.
User profiles are benefici al tog ﬁﬁ%ﬁﬁ FENTIE®Y i n many applications,
such as, intelligently caching - E. storing copies of network
pages accessed by thge yaREdt invhtion relnes gemdnalbgtodwtworki usage mondelieg Atk

future network page access and storing such). Additionally. .
noni t ori ng i nf cromapartinulagy, tagnetierkiuspss MO evace@@ﬁ%’%l%é@ﬁsreﬁg{sy

breach. It provides val uahl - hr | fBhta @02 hhRk of ACtwdEk BisoRes.t O
trace the hi stW‘tB'fmgW&@Fi&#%ﬁ%ﬁt&ﬁg%&u}%ﬁ&mm cgtion net wor ks, such
as the Integnet, have provided another nedium over which advertisers can

distribute information and solicit custoners. 2004 Because of
the vast nunmbers of peopl e WBAEKIGROEBL O a frequent, if

Communication networks, such as the Internet, corporate intranets and the

like, have become the chosen form of information distribution in the workplace, as
well as, the home. With the need to access information from such networks

10  increasing, so to is the need to provide a means for monitoring the information
distributed by such communication networks. Monitoring of this nature
heretofore referred to as "usage monitoring”, can provide valuable information,
statistical or otherwise, to network service providers, network users or network
beneficiaries, such as network advertisers. -

15 The network service providers can benefit from usage monitoring in many
different applications; for instance, it will provide the capability to cregtt: network
user profiles based on the information that the user has accessed and the
information that the user has provided to the network. User profiles are beneficial
to the service provider in many applications, such as, intelligently caching data (i.e.

20  storing copies of network pages accessed by the user) and/or prefetching data (i.e.
predicting future network page access and storing such). Additionally, usage
monitoring information is instrumental in case of a network security breach. It
provides valuable post-breach information that can be used to trace the history of

the breaching party.

25 Communication networks, such as the Internet, have provided another

medium over which advertisers can distribute information and solicit customers.
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not daily, basis, advertisers have invested enornous anounts of money to
deliver advertisenents via the Internet. Unfortunately for advertiﬂélgmlsv,mmr
advertisenments that are nerely distributed on a nass basis are not

typi call%/ C(r)]St effective since many, 5 if not the mpjority, of the

reci pi ents have, no i | | k ' '
ndverti sed. s Biane S TERS! himbHE oFRECUNSsI9uBoN Ble RlemATitd ikt 20
adverti sement s fopdaily; basistadoértisas hbee infvested endmmbusamdutts of grompy to deliver est ed

aver 0 : . .
my. be most | radertiserments wiadhe IMemgt SyRoaNGA AT 305 e AT DA o
security conpanies 10. ' | 4S4 ) PV I0ERA

To be able to t%¥ %@%H@%‘}@%‘P@] H;%Fg63@us¥gh%ﬂré’g{a&glge?%§ﬁadvertiserim’ra’nrjzi

be abl e to 8CCEpRoMURAERAjITRY) dfahié REiplaitahive @ inteecst itt thepafticsibir produstiobe
provided with data that is fornmatted, or can be readil formatted, to
addr ess the dersogrcgpiringadvsriigedc hstsueh.radpertissrs ﬁ‘l”ﬁfm’ﬁhb%ﬂfﬁ to; tgrgegﬁnar essed.

15 Additionally, usage nitoring inf ' [ ent -
B stri but on NAERRGRERERLS St SCefaffoRle Rl #8 vERfLchio bERR! Atk fPEST -
network —on thgprg&’&dt%r odrvies Befigl aakGHHS8d. | 1t erBEiple| Aew Homzotvhers By bé mest t o
their clients dn the subscribers. Network users, such as househol ds or

corporations, Cciateréstereinisecurity sysiemgiand, 202 pesults wridantial SEQHHUCPPRAPGS may

moni toring the usage of jindividugls within the I it :

cor por ati ont0 Su@feekd Frt"(S‘_P’P‘iI\‘ﬁ"‘igﬁg_ W %wa%er?'n’g‘?g?g@gltg t:g%%t tﬁ%tr potential
accessing I nap p§l§wr+&%%sé, R OIdVREtseR st BB EPIdite Bcdels 1gage tamitoeing datarin aof
time browsing the Internet or intranet. Wile comunication networks, such
as the | nt er netseabtime ifsshicn anddeiprovidabwish detathitds formaliadransas bR IFASY of

peopl e communi cat e, t i - _ el
e user s " horsBreasoh s SGER I F B BRLAR TR BE TR

nature of the u§ﬁﬁfr§ss he content of the information accessed by the users,
t he denographi c brea down of the users and other usage . related
i nf or mat i on}s For exayditionally,weage mdnitoringsnfosmatior cambe rpdriaatio ondent

determ ning, I real -tine, bath il o i NQ:
and_ i nfor nat | oRwaPHANRESC D ey b SPA TR PERRIT o Bk
Network servi ceo, H{egya'éfi%f%sép%\fiﬁfdﬁ%i% hifd prelide bettacdeiviges tonheirelients arel t he

information accessed by any one user so as to provide nore intelligent
cachi ng and pr etietsubsoripersapabi liti es,

Network users, such as households or corporations, can benefit from usage

20  monitoring information by monitoring the usage of individuals within the
household or the corporation. Such monitoring insures that the individuals are not
accessing inappropriate information or spending an inordinate amount of time
browsing the Internet or intranet.

While communication networks, such as the Internet, provide a medium

25  over which an enormous number of people communicate, network service
providers, network beneficiaries and the users themselves have generally been
unable to determine the exact nature of the users, the content of the information
accessed by the users, the demographic breakdown of the users and other usage
related information. For example, network advertisers have had difficulty

30  determining, in real-time, both detailed demographics regarding the users and
information relating to the actual content requested by the users. Network service
providers have had difficulty tracking, in real time, the information accessed by
any one user so as to provide more intelligent caching and prefetching capabilities,

security breach investigation capabilities and the like. Additionally, the network
2



security breach investigation capabilities and the Iike. Additionally, the
~network -2 4 2:\NOV 2004 users (i.e. households or corporations) hqygNﬂ@Q%h
been provided with an adequate neans of tracking the use of the
“i-ndividuals (i.e. fam|lymenbers or enployees) in terns of content
~accessed or duration of the access session. In this regard, current .

- techniques exist for nonitoring network usage at different discrete

| ocations within a communi cati on network. For exanple, network serveas
and/or' routers located within the stream of network comunication can
nonitor usage by keeping | ogs of access requests for the content hosted by
t he server. These | ogs provide information“about the number of users that

access a Daksi(td! hédselRMHr eérpareSats) Bive R8RS HRdided Win BRNdGREL ARA s grequence

t hrough the pages- Software is also provided for Ferform ng statistical

pr ocessi ngrasking fhie weekibe mdyigdvals fior fenilnmrmbersste epployessk infemmperficontedtor i ng
i mpl ement eﬁcé&ﬁtﬁﬁgﬂﬁ%ﬁyﬁﬁwkﬁﬁﬁh see United States Patent No.
o™

6, 026, 440, entitl e erver Account Manager Plugin for Mnitgring
Resources", i ssuti repufehmred tephBQ8S ciist fohmoxitiming aétwork gagoat diffrernder et

al. In they . 440, .pat ent _an ljcation Programm I nterface (API)

i s requi reﬁ%éﬂgiélufmnp%ﬁéﬁ 8 %@%@&r%@ﬁﬁﬁﬁﬁsﬁaﬁs ‘H’é@ﬁé. As
such, nonivaesigated wikin theigrege of eeurbikesminvRicARin dad cirditonphgaBnt ed on al |
web servers-throughout the network. In a simlar regard,. |nternational

Publ i cat | JFREE gﬁ%?%f%“f@f‘"%“ﬁ?if?’il&ﬂ““‘l"@%}?‘isf‘%bﬁlﬁ S BEbuFTgETRIBrFor Net wor k
Appl i cat | diifsimatiod Rbai RRGueBer ofdsclPRbtaEYeed §Pticd]st Pabod BHEof fakesldBMENt OF S
Casella et al,, .is ,a debugging application that provides nonitoring

capabi | i t iTBenavigHignRabrequense thsraesy- SpBwaess alsp pspridedor pefomab® | 2 01819

publi cat i Qusikfcal HBEUARIAREsDREfILL] C Client and one specific server The
Casel l a 01819 u%lei catton does Hot teach nmonitoring between nmultiple

clients and nulFet emplse pigstrak wags mesitoringdwplomented aftheweb $aver favel nat i onal
Publ i cati gewiﬁ? 941y Aol . k ) !@@ﬁp Capturing,
Anal yzi ng%and IdEWI ng ﬁ%@gg%‘%z\t/\&bqrﬂg’ cpﬁ?%i?r;ﬁ;%br%n'fg‘ﬁu |§ﬁ§#@€gﬂﬁ§rbh 1998,
i n t he narfer Mpnitouing ResquscePh jeuedtl s Februiny 200EinPrgmanielof @R emoty Sheaiet ein,
nmonitoringyi ‘ Q tream [ocation . w thin the, network that
o ovi des ok iRt RS ol o ABYREG L REM Bl (P KB 01
speci fi c ristimplelentdhen Pageseivr @mmifor iwvelntiagt Aeswchmadnitprinyofkeesta t'eachi ng of
nonitorin I.ng.pekrfq at net wor k. access point, (i ,€.,] oj nt of
aggr egat i gﬁ%%tr"i ,L"'Qﬁ%]ﬁ?‘(?ﬁ%&”@ﬁ@mﬁ?%&%a@ ?'g'? Smsg‘gmﬁélﬁf“mﬁ“ﬁ%’%ﬁ Pul tiple
clients  esimilar regard, Internations] Publication No, $9/01819, entitled “Testing and

Deﬁugging Tool for Network Applications”, published on 14 January 1999, in the nam':z

of inventors Casella et sl,, is a debugging epplication that provides monitoring '

capabilities, However, the monitoring that is taughtinfhe Casella 01819 publication s

between one specific client and one specific sexver. The Casella 01819 publication dol‘clzs

) @)

- not teach monitoring between multiple cients and multiple networks. Another exa.mpie
is found in International Publication No. 98/11702, entitled “Apparatus and Methods for
Capturing, Analyzing and Viewing Live Network Information”, published 19 March
1998, in the name of inventors Fage et sl In the Page 11702 publication, monitoring s
petformed at 3 downstream Jocation within the network that provides for multiple clients
to be monitored of their usage of one specific network. The Page 11702 publication does
not provide a teaching of monitoring being performed st a network access point (ie.,
point of aggregation) that would thercby provide for nsage monitoring of multiple clients
and mulfiple network sepvices.



and-multiple network services. -3 0 2 40V 2004 Li kew se, usage can B?NUVZML
_nonitored at the user level, i.e., at an individual's conputer,

keeping, in nmenory, a |log of the content accessed by the user. ThIS | og
provi des informati on about the usage patterns of the individual user

i ncluding the content accessed, the. navigational sequence through the
content and the azuount of tine spent on each page. Further, sone

I nternet service providers (1SPs) can include a proxy-caching server that
stores the nost frequently requested informati on These proxy-caching
servers can be designed to nonitor the web content usage of those users

that are rout ta the network,vi XVr cac er.

Unf or t unat el y, PHSFER% “ﬁ%ﬁ‘%@“&‘é‘ﬁ?é&sﬂ& &'@d’g?rﬁ‘ﬁé%l’ﬂrge? @%?@W‘X’ﬁ{sl on by a

net wor k a&ﬂmpmwtﬁyaieepmg&niﬂaﬁm}y K ®ogl of i cdfifent seceapy@tonts wer | Phis gnf i gure the
proxy cache.. Further, not near | y aII cli ent requests_are, directed to the

pr oxy- cachPyigesiafopmation shentahs/useza pademp g @%@@é“ﬁ?&%ﬂ&hﬂ%cﬁﬁﬁﬂﬁe@ and much

nggcl \6/1? l %@E&%% %ér‘u[‘tggsr;g%gﬁﬁxﬁgghm £§tétrh§§&%%ﬁd%or port i on of .

t he web. ﬁohpmrmthgr muhmetnymmonéersﬁ&ﬂimmdludﬂmwgm | evel and

at the user vel I QUS onl fi.e C at the server
and by t het lfggbr?t? éle& IS{\/%W t ?ﬁnaﬁ%ngi orlﬁgy%%ingggt ed via a
pr OXy- Cacssivgs @6 bedesigirh Yo infgittr ttfeJ% csﬁtmﬁ Bhgetdithost ket thitequeated t6 or a

particul ar | SP, etwork Wile theé,e varlaus t es of usage nonitoring

are of soRBITOIGYA HePrRXy-ca pPraRAtely, PR YAEhnE SATVRTY YeIBERef i ci ari es
and net Wogdtr ES¥eRitiod BPS fethBikd diinfistd@R iof fhie mtsaﬂﬁﬂmah;sp%ﬂmxpn a much

broader scale covering nany different users attenpting access

i nf or mat i esafiEs theprosy srakey Ryrtherenat aearkallliest regisste Fﬂeldawt ©rih% he networks
of mai Ly Eﬁ?ﬁ.@ m:a]? a&?%&;ﬁ THE

| NVENTI O\Frgﬁne ﬁgé%cge% %ﬁ%i usn‘gdazi 'S E{eére ore provided for
noni t or i negalueblt wor k usage at a netvvork access p0| nt i. e. network traffic

aggregati on po | cal de et wor k
I nterfade \A.%gﬂlb&r}/g gﬁg@é n| to Sﬂhmnéicfu%e of the
present | m&aﬂigb@ﬂa aa&eﬁmmwds; ﬁoﬂﬁmlﬁm&reboffoﬁmmmmonﬂomgmw users who
are attenptin 0 access Vv us, net
ngundurgec} at the server lew 8 of the use:mﬁveli o’okusly only identifies usage

occurring at the server and by the user, respectively, In addition, monitoring conducted

via a proxy-~caching server only identifies some of the client requests for a particulsr ISP,

network. While these various types of usage monitoring are of some assistance to

netwark service providers, network beneficiaries and network users, these entities desire

usage monitoring on & much broader scale covering many different users attempting to

access information hosted by many different servers, potentially on the networks of m.my

different service providers.
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services provided via the gateway device. Thus, the usage information
collected by the usage nonitoring nodule of the prasent invention is
considerably nore robust than that offered by conventional nonitor0adi0V 2004
techni ques. As such, the 10 information is considerably nore valuable to

networ k service providers, netvvok beneficiaries and the

like. In addition, the usage m® Mag OrdRgyiN VBN ratus of the
present invention offers a, nunber qg rtj r . ' he
nonitoring process “\ﬁé‘fquéﬁag(eﬁléowmg n@é&?’%ﬁ thérgﬁ)wf’%f%b&r%f gﬁh?ﬁﬁ?é S
collected. 15 |Nnn\p&k REROSH ARBVorkidecesy paie, it netwark fgffieidgochation pajpar at us
captures all bytes of data transmtted between user and network services
and records usagpicallybior gaitwpndeviceeoriasindavnatworkinigsage deniee sAssugh, the |
Uni form Reference Locations ., (URLs))., Typically,.the.us ' '

met hod and AppaAladk Wi mPP’ré‘i‘“&‘H@“‘%f’ﬁﬁE © t1nﬁ’f"€t}°r9a(%%§ﬁg${§r}tﬁés{'%%ge
where a user gaj WO ke AfenfiRtingit6 Gcatbsivaicig aktlforRNy Usage
i nf ormati on as%ﬁ%ﬁ%&f?h&gg‘gﬁ%ﬁes t hat gﬁgn\gdeterm_ned to be

i naccessi bl e, tdeviedyproeidud viaght peeway devie. t Timsy thewisageigfataatipa sellecter

| nprovi ng subsequent searching of the abase .and’'.. eachin

t f,.th
dat abase. The bistgasagninewiorig meduieg tg‘ﬁ@’%?ﬁ’b‘dpﬁ?‘ﬁ’?“éf 8%“58‘&??}1%’ Eleotrﬁe
avas. et . ! et _al
"opl enent ot + on SPURMbARECATEAbY BobRfliohd Horfink REbhIGuEd Bhs bith,the g

and appar atyf Ofhfdifatish @s&ssiderb BNinbvalusbldwrnetkdnssrvicr prohelermnetvark ng  of
user query strings as well as information input user into a vvebhg;(f)rm

| N ! .0y
i nportantiy, thesensagevarkhendficiangs ard Hgdikgndn aﬁfb‘g?‘ézttg%u?ﬂge%“&r’élgé?ﬁt

i nvention captures navigatipnal segquenges t .
desi gnated 30 n? aﬁ%’o‘?fégggrf.seq? AS ﬁ%n ng[grad{, ﬁLegqgggﬁg‘ﬁlg{ gaggggsdtro ess can
ei'ther be desi g'}g‘gr%dc tHemAHoMAE Pradfessiad welhd valuetdfehd spgdinformeationatbat

e

noni t ori ng nodu to be the nost popular addresses. Alternatively, the
usage nonitori nip aolleétedt and apparatus can nonitor the addresses that are

in a neighborhood of _a designate etwork a

Isecluenclagorl%rder inl%\ﬂ’i“i:‘f’{’l1 mg dﬁ’gs}{é%%engﬁ%rgcé%g@gg%%E@ﬁiﬂ%céaﬁ%sv

2004 simlar faaigbgﬁsh?dﬁt%ahﬁﬁmaaa@&uu\.nwri@h refveoriseyicesand texordsqisape hod
0 e

and appar at us present invention nonitors the addr esfses in the
nei ghbor hood of information associated with network addresses (i.., Uniform Reference Locations

(URLs)). Typicaily, the usage monitoring method and apparatus will limit the
storage of information to instances where a user gains access to the network
20  service and discards any usage information associated with addresses that are
determined to be inaccessible, thereby reducing the size of the resulting database
and improving subsequent searching of the database and caching of the database.
The usage monitoring method and apparatus also permits the monitoring of
streaming content in real time and facilitates the implementation of web-based user
25  surveys. The usage monitoring method and apparatus of thé'prescnt invention
further allows for the monitoring of user query strings as well as information input
by a user into a web form.
Importantly, the usage monitoring method and apparatus of the present
invention captures navigational sequences that include one or more designated
30 network addresses. In this regard, the designated address can either be designated
in advance or determined on the fly by the usage monitoring module to be the most
popular addresses. Alternatively, the usage monitoring method and apparatus can
monitor the addresses that are in a neighborhood of a designated network address

regardless of the sequence or order in which the addresses are accessed. Ina
. 4



t he designated address, the usage nonitoring nethod and apparatus can

moni tor the domains that proceed and/or foll ow a designated donai .
“Furthernore, the 5 usage nonitoring nethod and apparatus can m)nitOt2 %Q"YZU[M
associ ated address that is in the neighborhood of a designated address,
i.e., an associated URL that has proceeded or foll owed, aé_géﬁcix?g%;ed

address by no sipitarfashipndopheischiqug bewhichthe B5agsmompres rdl ess of

the particul ar navigatjiQn sequence.. The . [ . i ned
in many ways aﬁﬂpqrgtgfﬁ)&'fé’l Ny eieg rﬁ?f“gb?%g{eéra Egeg%gqﬂg vvorlé aé%&rﬁj@{rat or
to identify otfgrg @?9@3aasgs@,%r@ag@&onﬁwﬁﬁg\ﬁi&mddr@dapﬁmmsrcabwﬁniwet of
information related™ o the usage o e conmuni cati on network, e usage

f t |"at th ge of "th 0 t t k, th g

noni tori ng net teddandnsihptprates! afl/arfelley asesignated demtine Fushsrpesvibge very
useful information to .usage njtoying informati.on _cli | e,
the usage ndni 1‘16%8‘3@%@(‘??%(1"%&%‘1 %l}i{)%qufaﬁ‘és Y rlﬁ‘ﬂgs#%{%%} %143%%%@3?

derogr aphi cs aﬁgtﬂe'}fce%ﬂ;mﬂ gd oT?ld@éi' ed 8ddré®, EONERsofibteliURBOIABACd  Sites
or of native stream media. In a It1on, by nmonitoring the usage at the

gateway to t he ptatieedadedr,followed a tesgmatidaddodss byaiofmeredbay 2 peedetsmminee usage.
nonitoring nethod and apparatus can nonitor the usage of a Iar,gﬁ%nunber of

users request i mymbgeekaddressesyragprdiess oé thepardelan nay1gsngy SeRIcece. o fhBR| EF

DESCRI PTI ON OF THE. NGS Fi i I | A defiRed B9 9

noni t ori ng app&?%@@%ﬁvgfﬁ%F%Q%J%&i%egéﬁgﬂ%lgﬁ%ﬁgag?@?% %r esent 1 nventi on.
_ Figure 21ps arRbeedfk dimeiarmsito ideatifs ager anotiaediaddreaggmar at us accor di ng
to another enbodiment of the invention. 25 Figure 3 is a flow ch

i

lustrating the gerBy edptupgamorsiobpeseiefintermptiomeelated inylbespag ti"ﬁg

met hod and appar at us .of. one, enbogdi nent . ' | El 4
is a flow char tcomni“ffg?ar"gf‘iﬂﬁﬁv%ﬁ’eﬂﬁg\%gﬁa{ﬁélg%ogﬁ] gg{é%tﬁgﬁé?dnh oper%?f]%ﬁgr EchE
perfornmed by usagsBRRAM Bfdvitt vERY hadulantbrpfian & usge imbnitoring defoomatiert h

anot her 30 enbodi nent of the invention. Figure 5 is a diagram.il |3$t rating
a rel ational dafisbtas&ot teampledheiussge manitoriag mahodand WPBHHSRARINGHE he

usage moni tqring, FELNOY AN AR A SnBmbih RIEHEW thd DHERM: bPHhe dclessed
sites or of native streaming media. In addition, by monitoring the usage at the
gateway to the Internet, i.e., the point of traffic aggregation, the usage monitoring
method and apparatus can monitor the usage of a large number of users requesting

access to many different service providers.

20 BRIEF DESCRIPTION OF THE DRAWINGS
Figure 1 is a block diagram of the usage monitoring apparatus according to

one embodiment of the present invention.
Figure 2 is a block diagram of the usage monitoring apparatus according to
another embodiment of the invention. ..
25 Figure 3 is a flow chart illustrating the general operations performed by the
usage monitoring method and apparatus of one embodiment of the present

invention.

Figure 4 is a flow chart illustrating the navigational sequencing operations
performed by usage monitoring method and apparatus, in accordance with another
30 embodiment of the invention.
Figure 5 is a diagram illustrating a relational database that could be utilized

by one embodiment of the usage monitoring method and apparatus of the present

invention.
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0 2 NOV 2004 DETAI LED DESCRI PTI ON OF THE | NVENTI ON The present invention
now wi | | be described nore fully hereinafter with .-xeference to the
-acconpanyi ng drawi ngs, in which preferred enbodi nents of the inve tzi e
shown. This invention may, however, be enbodied in many different Q fr@?r@ﬂ'
and shoul d not be construed as limted to the enbodi nents set forth herein;
rat her, these enbodi nents are provided so that this disclosure wll be

t horough and conpl ete, R fW&Me i nvention to
those skilled in the art= gI%IV T O N;hd s t hroughout.

A network 10 i npl emaﬂ% ed}asems @nt{&m&%img% désRriBEL AoBRALIY HerdifafidiavithlO
I'S

present invention I cte 1. e usage nDnltorlng nodul e 12 is
preferably inplefepsited thla aocordpamrsgeﬂawmgs,anm}nclcmefwmrnbp guls ohihe

device 14. For exanple, .in an_enpodipent in which the.,u e non i n
nmodul e is mpllemﬁpe@rq 0&*@%@9{6‘&%‘8% hPWé"%‘aP%ﬁB&‘?"@‘&g ‘%E‘a%ﬂq‘g%e‘i

uni ver sal | ber
Vil | age, :ﬂ g-fr’ﬁ?%arﬁln OH scCr |bge§Xg{‘glgai apﬁfnw%%nﬁdM1 ?%tg%{l&gﬁhggﬁeg} Nos.
08/ 816, 174, 09/ 1458y, #kte eRDodintenbiste Prcﬁf%dﬂékb,t&?tlhishhscb:snteemlbbmmovdughhndr e

mcorporated by reference as if setforth fullai'1 herej n Alterngt‘ively, the
gat eway devi ce wapldse, andywibffully pemmsa thaicope RE eg&‘t’eé\klﬁi} to thoge slalled uptlg| o of

i mpl ementi ng pr nodu} e ordi nary Skl|| in

the art. It sh(ﬂﬂgc}‘agmnﬁ'glpgﬁ?%ﬁo@h %Té}%%s }R?TE%}%%FI on in 20 conjunction

with a gateway devicg n'eﬁvd}keﬂlﬁmb%enhhguswgagﬁorﬁmﬂmtgpmattgomlanhd\elthdld d be

I npl emented with ot her devices or be an independent deyice %3 Agrl] as the
t

nmodul e or dévi qnfesenpirﬁ'mtltmn nglepm@dmbﬂw é. |T§ep@§gqmew&mgrfn? rk so

that it receives_all est ueri.es f

recei ves all re&rﬁ@F&b&m meﬁédf(}?BH‘?‘ﬁ?qs ﬁi%'%hwcgﬁés&e‘)ro\l}ﬁce%%%a;’t conpri se
the network (i. anpte qfaéén&ﬁﬁr\ﬁ@ﬁtiinw}ﬂ&fﬁ@ R Mgniterinp moduie dne
enbodi nent of t e |nven the gateway device inpl errentl ng t@He usa

noni t ori ng nodulneplevmentedin pg&swabd@dcmhdﬂaﬂﬁwi%devﬂﬁt% 2 VREea) sybscn er

plurality of user devices e I enai |

netvork i ce. g HEveE Ry idiE G TR ViR, CHRTRNE pEg bt A
Thus, the Uﬁsag iR P%hpﬂpﬁ%iﬁbﬁ%ﬁal'%' 82V 16,214, 09/ 45 SHEONOM S RGENS of 30
access that serves as a point of traffic aggregatlon for a”lgnsetfortﬁlfully

services that a0®541,8¢T twawntantshifiwhitteare dpaoparated ibyisiernca8s

herein. Alternatively, the gateway device can be any of a number of other gateway
devices capable of implementing programming modules as known to those of
ordinary skill in the art. It should be noted that while implementation in
20  conjunction with a gateway device is preferred, the usage monitoring module could
be implemented with other devices or be an independent device so long as the
module or device implementing the module is positioned in the network so that it
o receives all requests/queries from a plurality of users and receives all responses
coming from all the network services that comprise the network (i.e., a point of
25  network traffic aggregation). In one embodiment of the invention, the gateway
device implementing the usage monitoring module will be positioned within the
network between a plurality of user devices 16 and the remainder of the
communications network (i.e. router 18, service provider complex 20 and Internet
22). Thus, the usage monitoring module is implemented at a network point of
30 access that serves as a point of traffic aggregation for all network services that are
included within the communications network.
The network users can communicate with the gateway device via a number

of different user devices 16, such as handheld communication devices, portable
-6-



The network users can comruni cate with the gateway device via a nunber of
di fferent user devices 16, such as handhel d communi<€ati on devi ces, ﬁ@;& bl e

-6 0 2 NOV 2004 conmuni cation devices (i.e. |aptops), personal conp 208
the like, which are in conmmunication with the gateway device via an access
mul ti pl exor 24. Additionally, depending on the nmeans of conmuni catiaon

bet ween t he useomammicatien derdtead.&. laptops)npersenak comphterseerithe ikergyhich aredge a

network interface deyice (.N 5 (not, shown in Figurs.. serves to
link the vari oGeMAMIHANGH g”d@rfﬁ%uﬁ?‘ﬁ'&f‘y gevice vgan agges% lfeitlél)aeﬁ{nfe]z?‘{'LI\/DS (Local
Mul €ipoi nt DY SRt RBENGIAESH thelthas W@ combaasaioh bReweenithelsa andthd he
like. While Figure pl Cts the comuni cation network users comruni cati ng
wi th the net womnktvidikatighetvosk aghitecitreansy inniuide apicbxenk, infenfage dgpicec@iID)
comuni cation network nultiple access iplexers will 10 be inplenented,

] mul.tj Rl
as ‘wel | as frul {nqsishoya iRbiure Ht@?tfsﬁﬁ"ésé%{ﬂ‘}& vapigus regls ommyniationy ser
capabilities. Th eyi ' : A tdeviHSS! fall
comuni cate W ISH&h%aIégﬁa%’P% ’ Wﬁ 18-’%6?1%%/&10“?@35%?@%E@%tﬁgf%le??’e(?? h%br’ by the
| SP (I nternet Fok¥d fiffe, Brifdlésd oF the like. AWMhiteFipupe | depiosithocdmmunizatiaor por ate ™
intranet or the like). As shown in Fi'ggre 1, 15 the gat,evx%cdevi ce may be
i n comuni cat i aetwark isers gommung:ating withahe setwogk Hsovgh 2 HBLIFACRESEonmuni cat i on

to the service pr,v)j der.server,conplex 20. t : r
net work servic ‘(IHBfFX%th\/% ﬂpwaﬁfﬁﬁ%“'f??°’¥/%‘?‘?“§“{t‘?%‘§§dg§%"‘%gsp‘.“g{“é a rés)?vﬂgl e
router, in é@ t Yoiif _len&‘éi\'@ﬂ;l_ﬂé wall iaQﬁﬁx_ltﬂﬂé wetwork iAtéitfaqel devicesitteaowrfds or

swi tching devices wll be in communication with the gateway device for
properly 20 rowxpagledeseovoapatwbhetini cations to their addressed destination.

According to the pregent .invention, .the usage. ' | Brale[TTE es

al | packgt s translron' teﬁ?cgaﬁeé’f%‘ger‘fmteﬁé %‘8?@ %%ﬁ“ hgé %%e{r%\o{brg& selrﬁ{llligﬁ‘:t{e‘;’?m}yiE

Filtering is %ﬁ%gfcrfﬁﬂ neBvtkisERides A fferé@bigieany tpalSte(istehivh Setvire: Rioager)
r

nonitoring client efers to nonitor (such as HITP_ requests and_,
responses, DNS craquetrpristmetwekibasetporaleintjanetonihg like} wAp Hovay nFighregh

netvior k serld: cobe RAMERECPES BONCRL FrBmupraIRL FATRCR: Pl 3B o Blue

network serlyi ¢

. . twork - services are captured
by the usage nqpigf iBRRR%0 HRrHEAHR VB bérotl agnplak 20athe Inameb22
either internal to the device inplenmenting the usa?e noni_t.oring, npdul e or
ext er nal or any other network service (not shown in Figure 1). While Figure 1 depicts a

single router, in a typical communications network, multiple routers and/or
switching devices will be in communication with the gateway device for properly
20  routing network communications to their addressed destination.

According to the present invention, the usage monitoring module captures
all packets transmitted between the users and the network services. Filtering is
performed to extract all relevant packets that the usage monitoring client prefers to

- monitor (such as HTTP requests and responses, DNS requests and responses, etc.)
25  and forwards such to an associated usage monitoring database 30, The requests by
a user for network services and the responses from the network services are
captured by the usage monitoring database. The usage monitoring database can be
cither internal to the device implementing the usage monitoring module or external
to the device so long as the usage monitoring database is communicably connected
30 to the usage monitoring module. In one embodiment of the invention, the usage
monitoring database stores information associated with the HTTP requests and
responses and processes the information as described hereinafter.
Figure 2 depicts a schematic representation of a network implementing

usage monitoring having a series of databases, in accordance with an embodiment
-7-



to the device so long as the usage nonitoring database is communi cably
connected 30 to the usage nonitoring nodule. |In one.enbodi nent of the
“invention, the usage nonitoring database stores informtion associlbd 88V 2004
with the HTTP requests and responses and processes the information as

ri hereinafter. Figure 2 [ h I Cc repr ' ;
descri bed hereinafte gure depicts a schematic eﬁﬁgﬁatlon ?f a

net wor k i npl emehthiemgesentinyentionniAsot Feayt ABLS PRFIUETSH A RN QR BRI,
accordance with an epbodi ngat .- f ' Hunter AS
a result of ité“%‘ﬁé"ieg'})?{g aggtmgc%gﬁ’ﬁ}cz%Wa gfbgqggﬁkg‘éﬁﬁﬁ&ki%%%e net\gvork

architecture, pheugatisomefordaeteeoddtheestivedsserdaese dhshib regardy thedage  of
subscri bers for Internet or other network Services. |n this regard, the

usage nonitori mpmitodog erdduis impiemented ia the gatguerdevicessapedle of capiyng dl of

capturing all of t ackets since t ' €S, k. a
prom scuous mHE;hngucFﬁ@%nﬁ%@?egagﬁgggggg%{a&%aggﬁg%&%ﬁﬁﬁﬁf{glt at abase
I's inpl ement ed v, 2 R imeHR td Bk Mo RbaRpeAtsRE ieimpldnerted bhassagcess to
auxi liary databases associated w th the usage nonitoring process. The

usage nonitori mgpmitodog dathBassiseiver 3bthat hagrecesstte avrlianyinDap¢aFecated o t heir
respecti ve dat abﬁ\z&, I n accardance with one aspect of the present
i nvention. | f WiHEE ¥eA8GBAYPACREOF8hr esent s a request or query fromthe

user, the request i Sppe§@fEfohiforidpSnb@AdeswillabnurssacRkds ahdradelitchom to
capturing user request packets, the usage nonitoring nodule will capture

packet s repoesehdii regpectivp datgbaseaimcicorrance witls angrrspeetof {RGPREsEY MypEntipR
network services. In this regard, the usa nj i Mch ' mat ch
the responses &f'clﬁc@l’i‘é‘ferdsﬁaé?ggéglfr’?%ltsraeﬁfﬂggs?8?8'11%‘&t Oé]?giscé'récr’equgg%a&?r query
i s successful, shor@di e r&gltewakabﬁﬂ 4. CR 2d8A1¥nSo AgMefifg 0fer odquespaskets gahponds
to the query, then the response is matched with the user request(g(?tgd t he

i nformati on pentsageninngitering pdulermtild haptursaqraclssts Fepgereang BSPINSLANSONET war d

to either a tenporary databgse 36 qr the pri 4 -
response from tfﬁ%ss.%?sr’i‘@f‘%’rti?gz’é’rlg‘?ﬁ PH&?%@E%SQBIE’ ﬁ}élg %@@ﬁﬁ%@‘?g %Or%%ﬁflg not
forthcom ngs syghy éu@ﬁﬁ?&%&lthg resP6ibe® ithaR€ie Edpective Requrbts abf the usersequeste

|

error has occurred, etc. or ~a time-out occurs bef ore a response i
recei ved, then dripaencigsesessfal; abdbeneiwodk servich graniiacgessHr @&wgﬁéﬁmfl om

(1 2L abase, 0 SR (R e DR R B g
| information pertaining to this matched set of request/response is forward to either a
temporary database 36 or the primary database 38. If the response from the
20 network service indicates that a valid response is not forthcoming, such as access is
denied, access is unavailable, a service error has occurred, etc. or if a time-out
occurs before a response is received, then the request database deletes the
associated request from the database. In a similar fashion, if the response from the
network service can not be matched with a user request or if the response occurs
25  outside of a predetermined allowable time window, then the lresponse from the
network service is discarded. This aspect of the invention, which provides the
capability to discard requests that can not be matched with valid responses and vice
versa, allows the usage monitoring apparatus to conserve storage, thereby
minimizing the storage space required to support the usage monitoring apparatus.
30 By not permanently storing requests/queries that do not result in successful
responses, the primary database 38 can intelligently provide superior performance
in the searching/caching operations.
Once the usage monitoring module has matched the user request to the

network service response, the information found in the requests and responses 1s
-8-



25-outside of a predetermned allowable tinme w ndow, then the response from

the network service is™discarded. This aspect of the invention, mhyycﬁ )

“provides the capability to discard requests that can not be matche P% 004

valid responses and vice versa, allows the usage nonitoring apparatus to

conserve storage, thereby mnimzing the storage, space requj eghto support
1y dstagasentf

t he usage noni tstoredin eihsnthettermporaty dafabase 3poF ¢ usage

requests/queries that do t |t .in.sUccess . - AL mar
dat abase 38 caﬁ“?‘?’r{"é"lnﬂi"@%cﬁﬁ? V‘lga%mgc yﬁ'ﬁ% i) f&g‘leefc’ i I(E)r%?lrgﬁg gﬁﬁ' crlléttE ﬁrenBEﬁ y
sear chi ng/ cachi g vaPeF Alitif Pquei §6a bGicURRAHOWHRI sérofck gichad ulveebhyasremaf ched

the user request to the network service résponse, the information found in
the requests anhe detspuinstian issnadeghdy itis Ndthizenmitalgegurst o e Prefeterained

tenporary dat abase 36_or..the prinmary, database 38. The ,us LLtorin

modul e wi | | Sdetmaynhen of jnitidlgeq §%ﬂ?‘¥ﬂﬁé§@’qﬂéﬁ%§°“&ﬁ “éth%prgg‘?%fég‘g& Shed

nuber of i ni t1 4l SOUSRISd liAhe 1Sk UaRiballe! OREANS REMIGHR scliRiadDean Web
€ a

page. If the ermnation 1s nmade t it iswthin an initial requeSt
or the pre- det eqcoessedimobe thamtierpreideienninied numdbgueStimes, thetnfomeationfisr mat i on

found in the request and the response,is sjored [nh the.tenporary dat abase.
Once the net wortkanstarigd de apdistorsddn th%%%é%t%?%éé]%cﬂs bﬁ%qr%Pé det er ni ned
nunber of times ' L OR it toldhBREN&d [Pl beinfiRyldabbased Tha the
primary dat abasrgq@%?sgﬁg%%%?;&égg@ﬁéi tpéélgestrs/resg%nses are proxied to and
stored in tige priplEhsntakisoéthe tenfjveary@atabpiccavennnts fanthofact Hat many aetyark

dat abase accounts for the fact that rra% network. servic sffre onky
requested a si n¥FrEces are oBkY 18qyesteH RingleHTOr GMInIHAIAMONRT Of FIES 3%y o { e

statistical pregence o ] Nl & R RENFRSpOHRYs Rfly nobe
requi red when ptrSnSEeg%r&%Sggﬁgtf%gb%é%goggﬁgéﬁl orrrgéigéri\[ occurg. I?\ t ins
regard, the pridRqiirédivabRp@cesing dfithe aage datadafarmatien aerues. alodbisrogerdi ng
to subsequent 15 processing of the database by eventual u e m)nti)tor

i nformation cl i éwatpsingdry é?tﬁgasﬁé-'t RiHRIZEd;SPi a8 o PB}H%@?‘?}“’H%‘?%EQO subsequent
beneficiari or_ net wor bhi®dH iRfbrimdsh Eli&Ad(iRe
configured ﬁ) t RRECPIE § r@%g{tggraﬁieﬁggv%ﬁuﬁggrsa%%ﬁ?nﬁ trilal requeéts ?s

sel ected to bal aaeerk feviee preideny ngtwdrk befeficartasdirmgtvadrk ugers). vilhy usigea

er and streanlining the datab o : ot
gf edet er m'S ned g{yml'rtgg@&morlgggzgp %; goqﬁgr:n'gé) er)e th%{jl &%Slareé]e?él\rll%\{r?erd numhbeer of initial

requests is selected to balance the competing goals of recording all activity of a
user and streamlining the database. In some cases, however, the predetermined
20  numberissetto 1.

Additionally, the network usage monitoring apparatus of the present
invention may include a database of designated network addresses 40. The
designated network addresses are typically frequently visited network addresses
that are predefined by the network usage monitoring administrator, typically the

25  gateway device administrator or the like. The designated network addresses are
most often addresses that the usage monitoring information client deems
particularly important. The usage monitoring module allows for navigational
sequences to be stored in the database of designated network addresses for those
network addresses predefined as "designated". A navigational sequence will

30 typically include a predefined number of immediately preceding and/or
immediately succeeding network addresses accessed by the user. For example, a
network beneficiary, such as a commercial advertiser, may desire that a particular
Internet site be designated for usage monitoring purposcs. As such, when a

network user accesses the designated Internet site, the usage monitoring module
-9



Addi tionally, the network usage nonitoring apparatus of the present

i nvention may include a database of designated network addresses 40. T&léav

- desi ghat ed network addresses are typically frequently visited networﬂkz 2004
addresses that are predefined by the network usage nonitoring

adm ni strator, typically the 25 gateway device adm nistrator or the I|ike.
The desi gnat ed wifltreghisede rets@sk addressas beinptdesignatdd and will resard anbstorsage

nonitoring information client deens particularly. inpportant. ;Ehl usage
moni tor i ng noddheprEreding aRbucRerARERE RN S%&f&&%@é@@d‘l’% apd 92%&%%
dat abase of des| geg?taﬁﬂlegc%&%&%d%%o??ﬁ&ﬁe%sc.’rIttsﬂ&ﬁﬁ bc'?x_%lte}mh!ﬁ tﬁé‘ﬁ_ﬁ\ﬁ@iﬁtﬁﬁal

predefi ned as | navi gat 1 onal -sequence w 30 typically

i nclude a pr ed%{;{lﬁ@e BoMIRktcRl beJOTRIH AREk isdtseasst provited tlor intermalidtetenl y
succeedi ng netwo addresses accessed by the user. For exanple, a network
beneficiarys suesias iswithimeprdeermited sessivarwindey. desire that a particul ar

Internet site be desi t f . i.tori o
netvor K user accessds amenthodnig LAY re (B MRS s s RHEY jeif g
modul e -9 0 2 Nonfufi@lfbn'ieth 2 RIS e RUTG ik R0 Goabendiositbi @ PC

designated and W record and store e preceding and succeeding
navi gati on sequgikelikealhaprovgssing eapihefioin ammynitdeon it dipsusgge meaitoring

desi gnat ed network .address. It should be noted.t hat t(?g[[l I_gat ianal
sequence coul d @k@t@h@mﬁbﬁ‘y‘ﬁﬁ%t@idﬁﬁ'lbésedgéf’nlé‘@%'é‘?'bﬁ_‘tﬂra :ﬁéc\émﬁﬁlgaﬁﬁ?eér val
between 5 esffﬁger}faﬁégimvﬂl%ﬂé@ﬁ@og tHe %@e@&h@%ﬁ@ﬁ&sm réédisiaWengife aB&sses

enbodi nent e usade noni ng apparatus 1s in

communi cat i on Wt a@bieds @6&iraghce ngdibithe é@mfriands oftht abageanémitoringemight tosuch
as a PC or the like. The processi ng engine is in gfommni cation vvlﬁllrg t he
usage noni tori nprocesatibesege FvMitainedafaaCeording e spEHle 55T EGHTEREM oM Pt h a

Gul (G aphical User 10, ) gL bace) (VRGN 0 Alnk R SRR HGuABAIGHE. The

processi ng engi f8 abase 1 accordance wth the commands of

the usage moni t Qihid ifdel@i seeer 4N ERAESInTFgurs LgEonwaintyde, ithgindetianacwer di ng
to specific user requirenments. In one enbodinent of the Fresent I nvention
the processifg prgicomprise i targespdradiertinement INGEHHIAN SFTVERRIH BT BSPASUNSr 44

{ar get ed adver { TSBHERPOTREST T BirowengaPEnF b{iheh UEhedaedpYoRiRtit, &7 o
server. The proggsghing wiROhMRridsiR} Srepks whed beasitans yeteorinprodier or the
network beneficiary based upon collected usage monitoring data. Once a targeted
advertisement or survey determination is made a command is sent to the insertion
20  server and an appropriate advertisement or survey is forwarded to the network user
via communication with the gateway device 14. The advertisement or survey will
typically be in the form of a pop-up control panel sent to the user's communication
device.
Figure 3 illustrates a flow diagram of a method for usage monitoring, in
25  accordance with an embodiment of the present invention. At step 100, the usage
monitoring module, typically implemented on a gateway device, reads all the bytes
of information that are being transmitted from the plurality of users who access the
network via the gateway device and the bytes coming from the network services.
The gateway device will typically operate in a promiscuous mode to insure that all
30  bytes of information, regardless of destination address, are processed by the usage
monitoring module. At step 110, the usage monitoring module detects the start of

an HTTP (HyperText Transfer Protocol) header in the TCP (Transmission Control

Protocol) flow.
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determ ne what advertising or survey would benefit the network provider or
the network beneficiary, based upon col |l ected usage. nonitoring data. QBW a
- targeted advertisenent or survey deternmination is nade a conmand isD 2004
to the insertion 20 server and an appropriate advertisenment or survey is
forwarded to the network user via communication wth the gateway device
14. The adverti senemhe Qagelthstdioritiglthoduly/miag bk loptibmallyndastgned o as ofilydo pop- up
control panel sent to the user's communication devjce. tii ure :
i|lustrates a frionitorithegisagn effnetvorkiusers wl@rhmag@smdﬁﬂ?ﬁr' H'S?PF etesgined
accordance with an e | ment of .th res ' i QR : e
usage nonitor PH‘&B%%&J?“"P%‘?‘%’STH %P%f%ﬁ?ségn%ht%gx %ﬁﬁéé gat é&gﬁltfﬁg\lnﬁg%ur‘%é;ads
all the bytes jafahff Hﬂgfa's%iéﬁ.‘alfhi@ﬁx%ﬁh@bméfeaﬂétmx{mﬂe Histabasevettpluur al ity
e

of users who access’t network via the gateway device and the bytes

coni ng fronst heignifioantlk impairing &= inteFity afdhedaty baearise yserp whotoply acess/a
operate in a praom scuous node to insure that.  all 30 bytes ft itplformation,
regardl ess of ausmaaumbsr afrideesses "&?%n?frpé‘é\élgggﬁa’b\?atf%‘&aellfgﬂg@@ fO¥ieCor i ng
nodul e. At step 110.. th S [ i I hei -an-
HTTP (Hyper Textmoflr‘tgﬁgégﬁmg'r i‘?‘géeg@? ’ zhggggr?ul .Q%g?ﬁg’ gg%@?brﬁlgﬁgﬁﬁ%%\a%gnt rol

Protocol ) fl oWyirelifir helcuienVsedQ0f fIBefor fRARe IR dxoeéded thopreteterminede
optionally designed so as only to nonitor the usage_of net\/\grk users who

have accessed mimeshaldennimym.c fdhenser haonot poeasesd HPTGIhAR HieRiEdsismHgF

addresses, _such as In et, URL's (Uniform Resour : l,hg a
sessi on. THES 5‘1"‘8@1‘38%@% ‘H‘W&Lﬁ?ﬁg% u?enuslaﬁ%gﬁ’gl? 3%@%(51][0 \?\lﬁ% ﬁ}%&%m@é&r%
significantly Imnaidifidtehbiaoi thee&fuebty t@hsrhifted Bgithe hsee At dousnotfuther onl y
access a mninmal nunber "of addresses may not provide vital statistical

data to the usagelyzeramd stord thg resuesis tntilthenwnbereof raquests 4x6aed thst ep 120, a
determ nation i s made .as !ﬁﬁ(') %met her the current session flow for the user
has exceeded t%edfﬁ‘%’é’{‘@r 63819 ¢ hr eshol d minimum |f the user has not

accessed more than tde.dihedeh dalllBel dfrcthiPel prédddiiifed iufbdioffeqeasi on,

t he usage nonitori-ng nNo e continues to nonitor, at step 110, the
requests tngnsmvringd seysidher i sierusapeimodiveingubdalgrdoenot impa¢men thisd st ore
the requests until the nunmber of requests exceed the cPlfleegeettérerﬁirrrxiesrﬁQhe
t hr eshol d. optional filter, then, at step 130, the usage monitonng mo

packets represent a request or a response, typically by analyzing the HTTP header

of the packet. If the captured packet represent a request, then at step 140, the

request is stored in the request database. If the captured packet represents a

20  response, then at step 150, the response is checked to determine if the status code

in the response is a valid or invalid status code.

Usually, while monitoring network service accesses or other requests, the
fact that the user might not have been able to access the service for some reason (it
may have been a dead link or the server may have been down temporarily) is not

25 taken into account. In one aspect of the invention, howcver;' the response status
codes from the requested network service are also monitored in order to record
only the addresses of the network services that the user actually gains access to
with the other requests being deleted from the database. This canresultina
significant saving in storage and processing computation.

30 The status code is a three-digit integer number returned by the requested
server. The first digit of the status code represents the class of the response. Some
of the more common status codes returned are:

1) 200 0K

2) 301 Moved Permanently
-11-



Once the user has issued nore than the predeterm ned nunber of requests 15
during a session or if the usage nonitoring nodul e-does not inplenent this
~optional filter, then, at step 130, the usage nonitoring nmodul e det gy 0l
if the packets represent a request or a response, typically by anal yzigr@ﬁ
the HTTP header of the packet. If the captured packet represent a request,
then at step 140, tBp 3(da§etddodifiedst ored in the request database. |If the

captured packet represents a 20.response, then at step 150, the response is

00 dedlegor

checked to deterniné) code in the response is a valid or

i nvalid status code5) Usgaardelidgédri | € nonitoring network service accesses or
ot her requests, the “fact that the user m ght not have been able to access
the service for somg)r4sNot Kound may have been a dead'|link or the server

may have been down tenporarily) is not 25 taken into account. In one aspect
of the invehtion, h&&l,ntquése@seﬁ&% status codes fromthe requested

network service aregal ' L order to record only the addresses
53 0% FB e

of the network servi e user actually gains access to wth the
ot her requests bei ngvRigd £trthsicoderof 100 iddicatea tent thEhveb page capdelvisited, the ,
significant saving in storage and processing co uhation g{) The st at us
code is a threetlmrgﬁatusimﬂ@@@ﬂlcﬁ@ﬁb@rtmWﬁhpﬁ%"oca&?ott & Vislgte L tAGTOSRRICer . The

first digit of the status code repr S: 1 he SEPIRSE at SONE
of the nore coifdt SASIY etmg%dlp&eﬁﬁ\ﬁie%l, 3%.24: st%é‘g%doeoﬁ&&g?ar%m Noved

Per manent | yo- 118 130, NSYest8R< i3 His3Rdedand Medhdttltilg reduedids deletedtframitteed  5)
403 Forbidden 6) 404 Not Found 5 7) 500 Internal Server, Erro 8) 501 Not

| npl ement ed Wirbquest dfattass Addiéomz_fllj,g_e@sq:rrrngt way badelefeddromphersgietan pe
e e et SRR TG Bt e BHoPRYE AR AR PO
associated network response. If the response status code is determined to be valid
then, at step 170, the network response is matched with the associated user request
15  in the request database. If no match is found for the returned network response
such as in instances in which an excessive amount of the time passed between the
request and the response, then, at step 180, the network response is discarded.
At step 190, the usage monitoring method and apparatus optionally
determines if the matched request/response is in the primary database or the
20  temporary database. While all requests/responses and information associated with
such can be stored in the primary database, the usage monitoring method and
apparatus of one aspect of the present invention initially, and optionally, stores
data in a temporary database if the requested network service has been requested
for the first time or, if configured as such, requested for less than a predetermined
25  number of times. Thereafter, the request/response information is transferred to
and/or recorded in a primary database once the network service is requested for
more than the predetermined number of times. As previously discussed, since
many of the network addresses, e.g. Internet URL's, are only requested a single
time the size of the primary database can be minimized while continuing to store
30  all of the network service requests/responses that are visited more than once by any
user. This can be accomplished by establishing a separate, albeit temporary,
database for network services that are infrequently requested less than a predefined

minimum number of times.
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status code is determned to be invalid, i.e. a status code other than 200,
then, at 10 step 160, the response is discarded and-the natching reqelgshtoviﬁ
" deleted fromthe request database. Additionally, a user request may be 2004
deleted fromthe request database if a predeterm ned tineout period is
exceeded prior to receiving an associated network response. |If the
response status cod@his ifket entry isdeunddn beth/the ipdrmaneahdatabass apg theAgmperasy

PE;Q’ZQF (ot Bbadaabis (o e mun B S 1 YeL R b o orast Rl b e
betvecn the rURIEGRolR HHER PR RGP UG, ERRL AR HTE Retvor
response is di mﬁﬁ?-daﬁ%aﬁ gPard 8ry IsTBuntbirgfic peridnent dwgatase ted, atredep

apparatus opti ly” deternmines if the matched request/response is in the
primary dat$ibage0dhe pereradentidatabascais ypdated tsaindicatyn nesv EQUeSTEIROBE FRBS ponses

and i nformati on assocj at.ed wth, uc n, be stor i r. Y.

dat abase, the MQ&@“ﬁhﬁi ‘f%‘?‘ PIHYY @Wﬁﬁ"&ﬁﬁtmﬁ?ﬁ%{?iﬁgg a%% Hgﬁ%gg{sl%g%ttacg 5t he

present invention.dnifEaklysi PhiARAbA Ot By @ 2., tiaprRdétBrmine@mpor ary

dat abase if thgagé%é&é{s{oggﬂdnuestl%ﬁl}ﬂsgrﬁ\ﬁéce haztis bee§ requested for the first
time or, if comfihuuigthrasholdilifit is bejug skaddédrthérg atstepah0,4hp eolge peeniiiged 25

nunber of times. Thereafter, the request/regponse inforngtion is
transferred to froanthedemperacy pdabasearg tiﬁ“?éﬂ'ﬁ;%ﬂ’?é’ﬁ&’é@%ﬁ@“ﬁﬁ@ net wor k

sf er’ hiheds _ _ _ tvork
o1 evi ous! y 1 sousscan o8p FRBBfichBpe FeRiGH ThFARERITRE dabalq e O

URL's, are onkye RIUTILEqRest bidhRocikicdRedpoases i Inggenéral, ke JREiwitlrigclude tizas e
can be mnimzed while continuing to store 30 all of .the network Sgll:ﬁ\il ce

r equest s/ r esporseascoltpnefix, drepart sumbet, thedemainnarh EHDGHECHTY nafcs An € can
be acconplished b stablishing,a s te J L I se for
networ k servic hif‘ aﬁ?"é‘aﬁerﬁqbgal?éﬂﬁ@{tﬁ% Beesgliltteigil%né%g’ t Qéﬁééﬁ %ngtgel?l?graled

m ni mum nunber d{aﬁgag%imﬁl- prefefati? stk i M@ pribitss databasepa eatiety of sttfeodatd i n bot h

t he per manent ase and the tenporary database_ (or i f the m ninmum
t hr eshol d 11i5mi trehesl ty ¢he tequdstamkibe aespanseorindhis regasd,ithe falloaving Apgas, v

dat abase) then, at step, 20Q,. the request/respaon ' | . in the
t emporary dat aH&B‘é?ﬁH @ﬁgﬁtcgrﬁqr@/ﬁ'\egequqﬁﬁﬁsmps %&E‘BF@%‘H‘% é@%gggge t hen,
at step 5 210, &atgaq)ageerrranent dat abase is updated to indicate a new
request/response entry.

a) Subscriber Identification (This identification may be anonymized
before being provided to the usage monitor client by mappingitto a
20 random number and will be indexed to user profiles that provide
information about the user’s age, gender, income, etc.)
b) URL (URL's will be logically arranged in clusters)
c¢) Timestamp - indicating the time at which the packet was processed by
the usage monitoring module. o
25 | d) Referring address (obtained from the HTTP headér) - typically, the
address that provided the hyperlink to the accessed address.
e) Content-type (typically obtained from the HTTP header)
f) Content length
g) Response Status Code
30 h) User Query String (usually sent as an argument to a CGI (Common

Gateway Interface) application or as a result of the network user posting

a form).
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Additionally, if an entry is found in the tenmporary d

current access qualifies it for inclusion igpthe éerﬁéﬁgﬁfedg?gbggg . e

- the predeternmned mninumthreshold limt is being exceeded) then beﬂgﬂ@b
210, the entry or entries fromthe tenporary database are transfe}red to

the permanent database. 10 In one embodi ment of the invention, the usage

moni toring dat abaseTké preeading listighk notb Hefrensteipdasexbanstizeihirat ed

response. In general, a URL will include the ot I '

nurber "t he' danfarmafianeaysliode e e e s os Rttt VIR EP1C
o] e present .| | : . | ' |

preferably st oﬁ'pé’,hc?tﬁont %éwp;lr“fhﬁégy %g{}%botggg.}ﬁgaggtr%%hgdl (r)\? he?aftl:? :SES\M .

related to the requeafiicandidfbendtidnnRmilsged ihnhd tics requgsts dnd

; : nefvoflo

is typically collected fromthe request/response q:gd g?ore inrftSﬁgﬁlﬁﬁg data
appropri at &  dednieastered &) diSfebent midnoers) he printary detabase of ARG ewgﬂﬂ't“?eﬂt 8btheon

may be anonym zed  before hei ovid 1o t.he. : [ |
v T 1 e kAR T SRS,
provide infor ggets")%g%vggﬁ&esée%m&?3&§e1ma1 ARAKARE is 4 Aelirstablsted)wapdf URL

(URL's will y arranged in clusters) c) Tine I ndi [
: _ stanmp - d
the tine at V\hktﬁﬂngﬂﬁta%@l{ﬁit rvBshave ocleSaestipsywith ¢v2§h@§m§e I‘hﬁnpﬁ? iﬁr’ééagﬁ‘lgceﬁﬂat HI lrjllge.

25 d) Ref i d ' .
adr )eSfe'E hat gﬁa\"&;o@éﬁsséméé’ RoderRrseRS EpHar HOEd T Hip ity dNREPL Born t e
ent - typicall i '
yg& St é%%lé %%&ét%qg& %é}%gg{er%ﬁ@é%veﬂ(smigcﬁﬁgﬁ@addf‘éss.CEﬁé}Eﬁkiceksacsfgt h

g) Respons tring (usually sent as an

argument to a Glgsoé CaNMHeAD dlas et | i
t he networKk usgrga%osti ng g@;g;&\bﬁl}é asaenlagefersith ks aIRpiLIcAINEX sul ¢ of

not to be constclmwaédaféhmﬁsibﬂt\?@iﬂs gh@rzl%}lzlryoqfﬁhgﬁ%g?;%ﬁﬁﬁé@%g%g ?fgﬁé‘h ‘23( .epgcit Zd
L or e | o R HEASDr S it AL eae T nddavil ARG IreRidcadditRhahi ch the
information related to that accé,ss/accesses such as time of access, frequency of
15 access, content length and type, etc. For example, in the instance in which user 11
accesses address/URL 25 the relational database stores user 11 in Table 1 and
address/URL in Table 2 with a node linking the entry from Table 1 and the entry
from Table 2. This form of data storage provides for ease in data retrieval, such
that, the usage monitoring client can access all the nodes that a user is linked to in
20 order to compile information.

In accordance with the flow diagram of Figure 4, an alternate embodiment
of the present invention is diagramed that entails usage monitoring in the form of
navigational sequence capturing. Network service providers and network
beneficiaries, such as network advertisers, are interested in knowing not only what

75 network services are most frequently accessed and how much time is spent
accessing them but also the navigational sequences that include these frequently
accessed addresses. The network administrator and/or the gateway administrator,
at the bequest of the service provider or network beneficiary, may predefine or
"designate" specific network addresses for navigational sequencing monitoring.

30 The administrator will store the designated network addresses in the designated
network address database. The navigational sequence related to a designated
network address will comprise a predefined number of network addresses that were
accessed by the user immediately preceding and/or succeeding the access of the

designated network address. It should be noted that while a typical navigational
-14-



VWhile the information included in the user requests and network responses
5 can be stored in different manners, the primary database of one 02 MO )
~enbodi nent of the invention is a relational database as depicted in & 5.“4
5, which relates the users and respective addresses fURLs . A rel ational
database is a well-established way of storing data,sets that nmay have

rel ationshi ps wkquencawill oeavs duringa singls uspeaTie®, 3 RaYEsAtoRaL SRANEICEIMY and

each accessed address arg, stor ne L : ' Rt ol Ekskibg

bei ng stored e%&?gi’fewcﬁhﬁé eﬁﬁgrusg'éélbg@?g@se\ggh?ﬁ{é&ggﬁtgs. Eac%alccéergs of
a page can then,dg 4 GREFRAMRhAS Additegally, afdesiprated aectmmrk atddpbemay bt he
context of relational databases) that joins the entry of the user

accessi ng t he gpddrofswmratiintdne nawigatignabsequeces tarefore, Hig W3saBOPHERS Thi s
node wi Il then inglude additianal .informatjon_ rela : fne
access/ accedsedd %Og@e PIFENIJRVRDOR Y 9“?@&% %‘ﬁc&}o oefetﬂig&g:w(}gé su,lfogjc}%ttmenrit
length and type, etG BoFmERMRAtfonal fbqhéiRel Bl STRate nokier addess & d part
accesses address/ URL §5 tﬁe r +g¥llaon§| dat abase@tores user | | in Table 1
and address/URL in Tafile 2 with a node linking the entry from Table I and

the entry fromTable 2. This form qof data .stqrage proyi.des for 4n
data retrieval, sucH Onky thegppst H%Pa‘é%r TRSHEAHER3 S Iﬁggﬁé@}g‘g‘he)&c@gégg@%}lﬂ t he
nodes that a user is littﬂE%x%l&@fJiﬂts})ﬂ&tgﬁlgﬁiork‘ﬁd&%@idpﬂrtidﬁ ormation. In

I 'agram o I

accordance with the flow Figure 4, an alternate enbodi nent of
t he presentgi nventi on The dieguereyed aphniculznnavigatiorshgequenes thet thaglesignatad
formof navigational sequence capturing.. Network service providers and
networ k beneficiari es, N6tk addrgsisd PRt 8Gverti sers, are interested in

Knowi g N0 0! Jonlifkarich 160 U e SRR LGB EBRRL iRy aRdILteRRe sod and

how nmuch tine i accessl al so the“navi gati onal sequences
that include thafRadyidacbesy will bes desstibnaddhessosrk dministtaiarrde gateway

adm ni strator and/or the gateway adm nistrator, at the bequest of the
servi ce provi deadmypistratofor k beneficiary, may predefine or "designate"

speci fic network add K kgait ISEWEERE v cQkdsnBat tR® The
adm ni strator wll s{;‘grﬁg%fﬁ&%?égg@g%?ﬂg%&@ﬁk addrzgggﬂgﬁ?ﬂrﬁ t he desi gnated
net wor k addr esspgabaEsecuridnees iy woddiin aahffxdenibriong s¢tel efitexbisghelesi gnat ed
network address will conprise a Fredefi ned nunber $ netvvoi;gk acdllI1 hesgeis t hat
were accessed tepiprecal ge ordanedthetlEaapeRYeReSHITRRE A Hff SRR HSih g PHe

access of the ﬂ%ﬁ%ﬁp %%%Fo&%"s@a&lyaﬁ?{iﬁ%? fes FreSHRIyAnALHRAGY flefdéntwidrie a

typi cal navi gat
While a pure Zipf's law relationship does not readily occur, power laws (where the

20 relationship between the order of the frequency of occurrence and the frequency of
occurrence is not linear) exist in a wide variety of situations, such as network
service access frequency. One consequence of this is that a small number of
network addresses accounts for most of the user accesses (e.g. 5% of the available
network addresses account for 95% of network accesses). These assumptions

25  imply that statistical data, i.e. navigational sequencing and the like, for only a small
percentage of network addresses (e.g. 5%) needs to be readily captured and stored
within the usage monitoring database. In this regard, the network service
providers and/or the network beneficiaries are provided the option of either
predefining the designated network addresses that will be navigational sequence

30 monitored or allowing the usage monitoring module to navigational sequence
monitor the most frequently accessed network addresses as defined by the
database.

Referring again to the flow diagram of Figure 4, the usage monitoring

module of the present invention monitors the navigational sequences of the
-15-



0 2 NOV 1004 sequence will occur during a single user session, a
navi gational sequence nay extend beyond the single user session provided
~the interval between two sessions is under a specified threshold. {7 N0y
Addi tionally, a designated network address may be part of nore than onezmM
navi gati onal sequence; therefore, the usage nonitoring 5 nodule of the

present invention may capture and store the fol|l.ow ' L OR.

?ﬁ\e/ i %’g‘t ![ onal lsé@ﬁ!@ﬁé“_é‘sﬂ%@" PRt BBRE rwaghWeggsﬂogI@%%d)ﬁﬁ St@ﬁg C;llhs
nmost popu i LgaLl SRAVERG | [ iRgeah

of visits) tha?ﬁ%lilﬁg?gglﬁﬁéglgﬂess ?@qgé}t%mgﬂf&ﬁg%ﬁ@?ﬁgaﬁ%%g?gw% a oe

particul ar naVhﬁlﬂtthéi‘eﬁlre,ff&ﬂh&mﬁuislmoftthesecbee}jsgviﬂtmtﬂbe necesEAry. hédirgeﬁ@nals a

part of. Configuration of the navigational”sequence database,.typicall
i ncl uded i n t heequen¢empyitetingils aseomplishedhaccarding o @ﬁtpif?ﬁﬁnbif“’?rﬁ@ t wor ky

adm ni strat t dm ni . ; |
T g g e e R T S R

word in a suffigienthiiddNtheinfies b sPécifi@the nBmbbeof narwbriraidadssef ¢ he or der
of the frequency occurrence. For exanple, the 10th _ nost frgﬂuent wor d

occurs ;xa?t I lypil&eﬂijngmadlsmedinngehsigyatﬁﬁant\’fq{b agidress. t FREfUEHEC GRITRE Wil e
a pure Zipfs law rel atignshi oes not readi.ly . occur e th
fZE)ea el at i onfshl ﬁpﬁéﬁ%ﬁﬁlﬁﬂ’ét‘gﬁ’rgé’lr ggtpwlaﬁégwrga\éaéﬂr&p Oqan(%@fgg‘({ordgﬁ\ggfc%@ [ﬁe ©
requency o [ | Lhe [ ] ' i ' f

S tuat 1 ons. . sudk Ea B A R R e R o equance of

this is thady apafet ofuraetk afdresseat ane monitdrbddssiebefavandrafier ther dosizmatedt t he
user accesses (e.g. 5% of the_avail abl e networ kviafldresses qz.lccou t for 95%

of network accestewk addressa differsrpralusranng asHgn op e WPGEAE P dat a,

I . e. navigational sequencin | for only a small percentage of
net wor k addres§3§°°€§ﬁ1‘ nebys ﬁgg%sgep’gfgéﬁﬁgadi |y captured and stored \g/]m'thi n

the usage nonitori NGACAERDEE Ehe dsagé Biositsggmddulehistansives hetier dieretwork
providers and/or the networKk bene%i ciaries are provided t ti,on of
ei ther predef iusemigastaceesdedss dergratednstwpnkiadderss é“s&@é’r‘m‘é‘fs pqtvopgservice
o navi gat 16nal Eedtoria RO R e i e R or K
addresses as de({ésfﬁglemﬁe@dﬂﬁk address in the previous k accesses then, at step 230, the current
accessed network address is then added to the navigational sequence iaeing
constructed. If a determination is made that the network user has not accessed a
designated network address in the previous & accesses then, at step 240, the usage
20  monitoring module determines if the current accessed network address is a
designated network address by attempting to locate an entry in the designated
network address database. If the usage monitoring module determines that the
current accessed network address is a designated network address then, at step 250,
a command is sent to store the previous k network addresses accessed by the user
25  asanavigational sequence. If the usage monitoring module determines that the
current accessed network address is not a designated network address then, at step
260, the current accessed network address is added to the list of kmax network
addresses for that particular user and the oldest network address in the kpay list 18
discarded if the k. list already has & network addresses. The kpe list is stored
30  because it is not known beforehand which network addresses will be accessed by
the network user and, thus, the kg list provides for a listing of preceding network

addresses if the network user accesses a designated network address and a

navigational sequence is required.
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dat abase. Referring again to the flow diagram of Figure 4, the usage
nmonitoring nodule of the present invention nonitors the navigati qnakgy 004
- sequences of the -15 0 2 NOV 2004 desi gnated network addresses in,
generally, real-tine. It should be noted that steps 100-170 of the Figure
4 flow are identical to the steps in the Figure 3 flow diagram and,
therefore, further djsedissh e mohitérigsEsesheess whdstsmid dreworcesdee y .

Navi gati onal sequence nonitoring is acconplished aCCE{:‘di ng tq the gr esent

i nvention by 5 respepseacthe usage rodnitoniag mathedans appastysithe prpeidpeniiopgal o
by each user in their current .sessi,on. . T . jeif er
01}/ netwoler adl:llné%‘g'é’lg usa&eéégt&ﬁ:mngﬁ%ﬁtgﬁ*&ne% ?W“ﬁgg?ﬁgﬁ%gﬁr@{a \%%m

address. The k Nal\eqt HVveRfon. I GirbAigT gR¥nieREcmadither ke live gateceualed and the
adm ni strator and can differ over different desjgnated network addresses.

Al t hough t hss deptard wil coeut, g thesteamitgeontdnt isdelivered framdtha ndvesEelming
addresses are nonjtored both befgore and after the designate k
address, a di f magdinserye)tohengtw ‘}§§§Y1§ﬁ€°dg§5‘?’a¥ ﬁ%“?)ei‘ g@%gggnﬁgmg
succeedi ng net wor.k [ ' ' RRyr pElticking stsyade noni tori-ng
modul e determ \r%&w%\lﬁgﬂﬁg?s@%nee dr?gl%e\?\lgﬁ{tqﬂg%@oﬁig aé?esslgd asdesi gnat ed '

net wor k addr esSnfofmhtiéh 1L RUS! JreaminDidntse deiapackers Theodemwewhilefalla
determ nation is nmade that the network user has accessed a 8351| %nat ed
networ k addr es sstieamirigecopteay paslistsiareeapbiysd at the dpagenoRiANeIBedUERe current

accessed n fwor K aggf{“g ?’%ﬁtfﬁ’g to&'@ﬁ:”pa%ﬂ&? glelﬁ t%ﬁ%i{ﬁ%ﬁqao\ﬁit %chEﬁtj fo? BAYRGrdTRENY

construct ed. |fSl%.u 'S nma e networ user has not

accessed a desjgynat.edontineidnireds 6§ thel sirehhingoatdnopacketsaeitealkes farhen,  at
step 240, the usage 20 nonitoring nodul e determines.if the .current accessed
networ k addr esssigmfieant fiteringitet esgunand il kpradidedaionpytion PERYINA P 115 e an

try in the designated, network .ad dat L _ tori
modul o det or m S E TR Lone it eani BRRERE, e urhgRudRepB IR foring

desi gnat ed net wark addr@asctidiec. For HiCsndhat mentemguachdcsr therdevice st or e
t he previous k network addresses accessed bt/ the user 25 as a navj gat& onal
%

sequence. |15 t hinplemgreingshé beage mpnitodog eady EYGRY 2 BREWAHEEVIGS) M REC
260, "t he curr orlo ACEHE S TBRRSER S ELEnoRGi P SRR B R pffhstt P
net wor k known status of the streaming content. Additionally, the usage monitoring
module or, alternatively a post processing application, will track users currently
accessing streaming content, the site from which the streaming content is coming
20  from, the amount of data transferred during a connection and the last time a
streaming content packet was observed for a particular user/streaming content pair.
Since there is no explicit connection termination in the case of streaming content,
the usage monitoring module will need to implement a timeout to determine when
the content steaming terminated. These tracking functions can occur at the usage
25  monitoring module or the unformatted data can be sent on a.'per streaming packet
basis to a post processing application to determine the tracking parameters.

In yet another embodiment of the present invention, the usage monitoring
apparatus can be used to provide targeted surveys to network users. As previously
discussed an insertion server may be implemented to send targeted surveys to

30 network users based upon usage monitoring data. The surveys may be sent to the
network user unsolicited or the network user may choose to participate in the
surveys. In this regard, network users may be selected randomly and a pop-up
screen will appear at randomly selected times on their communication device. See,

for example, U.S. Patent Application Serial No. 09/541,877, entitled “Information
-17-



addresses for that particular user and the ol dest network address in the
kmfu list is discarded.if the kmax |ist already has k network addp ﬁéavs

- The k,,,"" list is stored 30 because it is not known beforehand whi LU? 2004
network addresses will be accessed by the network user and, thus, the k,,
|ist provides for a listing of preceding network addresses if the network
user accesses AndaSdr@redUetsdleFuoUke With & Netaork Gateway Infetfaceifiled Agribdce i s
required. -16 0 2 NOV 2006 In addition to nonjtoring user access rre?g sts

SRS

and networ k se209Gén theamnmerfaaventorsShesteial niid dssienfy e syge & us

of the present _invention ca LLaQr a : ST Y3 BE tdd b ‘
accordance wt Rr?glft lg‘r']%"tt é'r %%@#&%ﬁ{ﬂ%?ﬁﬁé}%&%sem I?"lgﬁvgnt o) q.’raThe 4 :
stream ng cont gdtrenddlasif s@BdriiPRllyihegeiRr recorded and the S capture will
occur, as the streamng content is delivered .fromthe native streaning

medi a servef to the Imenwberkatgsarbodinent o thepreseay inyentions thexisage MAdoRBRt ent

Is typically high volunme content ,so it.IsS { i I Is to
store the inf& 4 4 9PR ‘Edn?)balﬁ? pog{t?%%%%ﬁaﬁgﬁgﬁtngﬁorgélg Qr%gg‘k%?i’s.a
Therefore, whi bgndli ser¥tde@plifionOfica b a@aﬁkﬁbﬁ%iﬁé er theyliker &Y monitdringthage
moni toring nmodule a 10 significant portion of the packets will be filtered
out 't o account ghery 4 tteotk wer submilits to a nedwonkese isetigroRich@sasgatsh t he

t ' tent, ts will all f i qni fi i i
o i 11 pr ovi @BEinR kAR bknRt e onb e sSb el ditbs S bES AR OCRREN
during thegtr %?qu%% FUAECHbRifbridg o ddt PR Riritdicaphbilitgto mbhieaimgal-

C.

connection, et or this”constant” monitoring to occur the device 15
i mpl enenti ng t hitngy siatyeorkmsértqueriey Rexdtine: mopmporing ¢fnesvork USRRGUARSITHES Wi | |

d |1 ' . of ' ) . h
Curront or | 85 PIONABVEPRYPI bEgoB At st BRI CONEAT > SR P by

usage nonitoring pr&mg%ﬁ&&orﬂskﬁm&vﬂem@umaﬁthnﬁ@@asfgm@ iRfPat&L.i on,
wi Il track users currently accessing streamng content, thengl te from

whi ch the str edtorhgstare} i€ntusérseawhentyr 8@ thodehTautus aepdks Ferd gayegsite, a
transferred during a connection and the |last ti,ne a_ streamn t ent
packet was 18bsareiReerkradyeriserfanuse s ! %@?#@P#%QW?{&HCE%H%@%&%%#??Q Si nce
there is no expl.i.Git: e bk M nation in the case of stream ng
content, the @gg@giltr}gﬁ%?fﬂﬁg %D%trﬁ e wll need to inplement a tinmeout to

determ ne when the ansthenformtodasemnputevhicinearchl mPhidered by AekR$8gCf unct i ons

can occur at the usage
monitor?ng method and apparatus are the web forms posted by a user, such as

network service registration forms, application forms and the like. Current
20  methods do not capture information in forms that are submitted by the user on the
web.

As previously stated, the network usage monitoring apparatus and method
of the current invention provides for the capability to monitor and store a wide
spectrum of network user related information. This information includes, but is

25  not limited to, the content of the network service accessed, the demographics of the
user population (i.e. user population age, gender, geographical location, service
plan, etc.), and the duration that network services are accessed. In this regard, the
network service provider or beneficiary will be able to determine real-time
statistical properties of users accessing any particular network service at any

30 particular time. For instance, "How many women between the ages of 34 and 55
are currently accessing a specific web-site?" or "What proportion of users listening
to a particular classical music station are under 35 years of age?” This information
can then be provided to network beneficiaries, who can exploit this information to

benefit their core audience in an effective manner.
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25 monitoring nodule or the unformatted data can be sent on a per stream ng
packet basis to a post -processing application to determ ne the tracking

" paraneters. In yet another enbodi nent of the present invention, th@gt@@gm
nonitoring apparatus can be used to provide targeted surveys to networ
users. As previously discussed an insertion server may be inplenented to
send targeted surveys to 30 network users based upon usage nonitoring data.
The surveys nay be . user unsolicited or the network
user may choose to Width Miéb laf%.“‘lﬁgsurveys. In this regard, network
users may be sel ect étherfalicloingyisangbion seoyesup hypathetanallyicstimategbaamatntrafndond y
selected times on their comunication device. See, for exanple, U S. Patent
Appl i cati on Semiaih mdmorp e¥gsired 8yqperata the ysage monfteripgMogale inpgcqrdangeayitipoo4
And Control _Consol e F?r USﬁ Wth A Network Gateway Interface" filed April

3, 2000, in tH2FPEERt VeI I%Bnt or Short et al., and assigned to the sane
assignee as the preg@ikhidg Metht Seradd1en st anbadrebs isM®ytes aifd #phirabériosn
are hereby incorporated by reference as If setforth fully herein. 5 In an
al t er nat e embodctientustdmerb és ptiesanourit of staragesan bp salgslalfd afoni t ori ng et hod
and apparatus may al so nonitor ries .that a network,uyser submts to a
network service application, s czﬁg'é“gﬁ‘ggégfyh" n&i & og the |ike. By

moni toring the quer,AyHet WRE KothPe redui@fehbthieR dapdifd BRI thefordlaimber of
application such as a search engine, additional know edge about the user's
pr ef er enced0canstr thditaacese the rétworknt thiOparbtilavaccess ietatge noni tori ng do not

provide for the capability to Ltor, in real- tjme, twork user queries.
Real -time nonitoring of netmrgzg@’fagﬁdﬁgye&ﬂl;;ﬂeﬂp? vi des networ k

benefi ciari es, such e MRLNA Sorfll PRIVIRES Studild!irldiched ihkiCatldhg (e bl 0-1 O
profile the network uUser and provide the user with nore targeted
information. P ofitheanem ard dctige.udem resdt; teggpicalrstorage raquaEmealyUs ovly t he
Ford website, a_ 15 network advertiser can use tE'gs information to direct an

adver ti sement faPUBZS%ROMHRA YOrEt (PotiREAeeFeAIE 5 Y. Anot her form of user
[ nput. wihi cfyscan be il feRE@RYyHiOR piSad % usiBIN LAdd 00 B5td touphkorphar at us
are the web™forns poste y a user, "such as network service registratjon
forms, appli catiRI'sfdorexserdintd midve thahteiceGhis length. 2TherlonperddREs trpicalbaprsulte

information in fornms that are subpmtted by the user on the
from infrequent queries anc{n as a result 8o notoceur veryr}'requently. Thus, for the

purpose at hand, it can be assumed that the average value of /is 100 bytes.
The typical length of a user session varies from 55 minutes for dial-up
20  customers to 95 minutes for DSL customers. And since the average time spent on
a webpage by a user is approximately 2 minutes, it is fair to estimate that the
number of network addresses visited by aﬁy user in one network session is usually
of the order of 100. This gives us an upper bound on the value of k.
Thus, if it is assumed that 128MB of RAM in the primary database 1s
25  dedicated to storing navigational sequences identified accorciing to this method and
the value of k is 100 and I is 100 bytes, the usage monitoring module will be
capable of monitoring nearest neighbors for 12,800 users. One can thus conclude
that this method scales well in terms of the amount of state required, i.e., the
number of preceding and succeeding network addresses that are maintained, and
30  the main memory requirements.

Secondary Storage Requirements

The number of navigational sequences stored in the primary database will
typically increase with time as the users visit more of the designated network

addresses through different navigational sequences. The number also increases
-19-



web. As previously stated, the network usage nonitoring apparatus and

met hod of the current isnvention provides for the eqpability to nitor and
- store a wide spectrumof network user related information. This ZNUVZU(M

i nformation includes, but is 25 not limted to, the content of the network

service accessed, the denographics of the wuser population (i,e. user
popul at i on agewithénrealye gbbay thohavigatianatsaquences shamselyes bgrome loé‘tgﬁr.') , and

the duration that network services are accesse . Y : t he
network servi cEN§IF %6 R WaYs tBé?fg’PFél?eaﬁ??faﬁf F99UE dé‘éﬁgb{]%ﬁlcri'gtqgﬁfr%gﬁe real -tine
statistical propsrties BbutBEhsvigtRatdederk@y, particul ar network service at
any 30 particular tine. For Instance, "How nmany wonen between .t he a?es of

34 and 55 are currentAgingoecegiages A pievistanp isstored veth eagh nawpgaiona
proportion of users listening__to, a partjcular classjcal ' ion are
under 35 yéars of age®equshics [THSS %’ndb%%sttﬁ%%sgtémﬁpbc\%{é%c? é’%ﬁetv\ork
beneficiaries, who can_. 2 O B | IO O visted RENEDELIfiEH Gile od
audi ence in an effectivg;%%aﬁﬁe}}e.sgél%ghgﬂ%r%\/ 2054 Mai n El\gflgm)ry Requl??renents
The foll owi ng di scussiipis thaedest dnd ityglaetheti cally esti mate the anount of =
main menory required to operate the usage rmni,ﬂt}'fgsri ng nmodul.e in dance

acco
wWith 5 the present *i nkkminasninfraguaniraqyerdeat 4ipls 1AVasagdniicalys H’agfmfz’i'rf‘
address is 1 bytes and_ t nunber of Y ] i , t of
storage can be cal cul airgzg}?grgp%ﬁlon g?%%“%é%ésiaﬁe ﬁé;?é%{iﬁé?oﬂ*:ﬁgﬁ OfEﬁr]rﬁaz&’g& EQThe

worst casejgtorage re%ﬁﬁsﬁﬂ%"ﬁosiibl@ﬂoQ%E@Bdﬁth@mawgatidm?alBeqm:hcasuhtielre of 10
users that access the network at this particular access point. SN (Storage

in bytes) =1 * 2 k,"",visitd lesPthan as 18uRkar & iIMSSyi der) st udi es i ndicate
that at any time only 10- 25% of the users are active. As a result, the
typical storage requirement S" is only about.25% of the worst case

storage requirenent [Shccobdantlvilieiiitntite ambydinmal oprbe pedsehtsnventiainl theunder
100 bytes though some URL's do extend to nore than twice this | ength. The

longer URL's tuygieanbhijorirgsapperatusrodmiethoduar e ugerkbicl @BtunanGEor thesul t do

not oceur \{g Y n]::irg%%greflr(])told%'f d;,rsrllgr?dtedf r%rtwgrrl](eaddrcsses. In this embodiment, there is no

significance given to the order in which network addresses are accessed by the
user. The only information stored in the database is the network addresses that
occur within a specified number of pages (or time) of the designated network
address. The number of network addresses in the neighborhood defined as £,

20  usually increases as the user accesses more network addresses. The number also
increases with the value of k. Similar to the secondary storage requirements
defined above there are two ways to reduce the storage required without losing
valuable information about the neighborhood. ]

*  Aging the neighborhood: A timestamp is stored with each network
25 address entry that is part of the neighborhood. This timestamp indicates
the last time the network address was visited. If the network service
has not been visited for a specified time period it is timed out and is
deleted from the neighborhood.
= Eliminate infrequent neighbors: Zipf's law again indicates that only a
30 small proportion of network addresses in the neighborhood are
responsible for a majority of accesses. Thus it is possible to delete the
network addresses that are visited below a specified number of times

from the neighborhood.
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purpose at hand, it can be assuned that the average value of 1 is 100
bytes. The typical |ength of a user session varies—from55 m nutes fUOZN v
“dial-up 20 custoners to 95 mnutes for DSL custonmers. And since the ave?a@&
time spent on a webpage by a user is approximately 2 mnutes, it is fair
to estimate that the nunber of network addresses, vi siteghegﬁ)(?;g’nyl&user in

one network sessi onJus a%ﬁl@zi’l@‘?mfsdﬂ?‘f‘%d%ﬁcﬂé?s B2y HHcaphe s an upper
bound on the vai&g@g%% %%b-(gar?fcﬂ%{d dc}'fatdocgigxﬁteﬁ‘%%ﬁ ald@ls; 1148 ¥Bo pebsiblebi n the

primary dat aba® e orrng navigational sequences
i dentified acceiiraghd Gorhfihneiphbiidodotla dedignaved drenaih. Thegdi@searesdnl is 100
byt es, the usage nonitoring nodule will be capable o(g ear est

or
nei ghbors for d&igote edomaingtbatdbyanththe WasRTGRECT TH ‘flg?%nb’?gwg{]h } scal es
LT o o S R s g

precedi ng WO esses t are maintained, and. 30
the main Menor y.deesdist eApiine. WiRhane aser aliasagaddsiznaied dopmisththsagainber  of

navi gational sequences stored in the prinmary databa i1l typigall N
i ncrease with niomtoamotihle staves the preyiqusrisiomaigs 4‘1@%556%%3?%‘33853%@?&&5 kﬁ/e -
addresses thro di fferent vi gational seque " ]
i ncreases -19 %‘%}"’Gné kﬂwagﬁgﬁat % Vet Wgu%ﬁcgse ‘ggsﬁualglatg %%Mgﬁegdg‘tk ;ég-lr?al
sequences t he@@ké\l’ﬁ%%ﬁ@ﬁ@rﬂézd t-domhiH3ra8 vl Bastaleningitey infreqwahtiyeyisited

t hout sin

storage require val uabl e information about the
navi gati onad sdguaiiges. ~ Aging the sequences: A tinestanp is stored with

each navigational 5 sequence. This tinesta I ndi c.a t .t t he
_sequence was Vi si t@Pthn&%f%@dMBﬂﬁﬁgu%g?s Tr}g‘g lct}iﬁiel (yeggnlf—i %? ngh{s’%g{ci fied
time period it is L iR Gst twvollt hddrBRkEarephartedgay be
sequences: Zi paflal‘g“g% %?vpaagg%lr@?gﬁ{lifa%i&%tﬁg?e or?l y ar smal | Ii’I)roport?,c_)n of

sequences are Igagigasi Wostbrape ambtonfutition iatosivsetn thivregpdsan altgraatiessi bl e
to weed out the navigational sequences that  ar

speci fi ed nunbanethed isipieyded FPFMH?WWWC%S‘\&F?‘@%E’F '33%% Sté-" %Pn%%t of
e Py eSent st Ml Blogh P dSBYRed ARWOHOLIIRELS AMRARAL WFgcAfiRboTebBRSK oy be
(this is to ensure that the storage requirements and state information are reasonable
and implementable) and with the associated set of network addresses being
typically defined by the gateway or network administrator. In a network advertiser
scenario this associated set of network addresses may, for example, belong to
20  competitors of the designated network address. The network advertiser may wish
to monitor if prospective customers are visiting a specified list of associated
addresses (such as the General Motors, Volvo, BMW or Mefcedes websites), while
browsing in the neighborhood of a designated network address (such as the Ford
website). The usage monitoring module will provide the capability to search the
25  navigational sequences, which include the designated network addresses and the
associated network addresses and provide the advertiser with statistics of
customers visiting network addresses of associated sites.
As a result of its position at the edge of the communication network, the
usage monitoring module according to the present invention can monitor the
30  requests issued by a plurality of users and the responses provided by a number of
different network services in order to collect a canonical set of metrics that 15
useful for network service providers, network users and network beneficiaries.
This data can be quite robust and can include web and native streaming content as

well as user demographics and navigation sequences. Based upon the robust set of
‘ -21-



15 nei ghborhood of designated network addresses. In this embodi nment g thﬁ
is no significance given to the order in which network addresses areZ 04
~accessed by the wuser. The only information stored in the database is the
net wor k addresses that occur within a specified nunber of pages (or tine)

of the designated network address. The nunber of networ. es in the

addr es
nei ghbor hood diafd endigcted from QGI%MIQWS?THW’@é’é"e?c&?‘%}%wdgee?'arée&g ses nore
net wor k addresses. ., The.n r "y 1 tdinegkmetfbdn | ar
to the secondaﬂegv%rlk&cg'é C%;%g&t%%gtﬁ?és%gﬁ?ﬁgﬁwa%’%ghﬁggﬂé&gre tgwo ways to
reduce the st%a&gpmamidfmb Pesdnoitivehtior o proeideabbstaritial emounts of valvebie t he
nei ghbor hood. _ gi ng the nei ghborhood: A-tinmestanp.is stared vm'tF each
network 25 addfatst matwesk schdee provisiers, network Bsers ing sk sasticiaResandthee st anp
indicates _the.last tinme the network address was visited. If the network
service has ®been visited for a specified tinme period it is timed out
and is deleted frogahheJuehiciRBas APsther dhbddimaite of e iagereivn wit ginbotos:
Zipfs law again indicates that only a 30 small proportion of network
addresses in tiindeioghiskilledautizrast torvdsgiothis inventian peataiag svingthepenglt@dses:
Thus it is possible to delete th net wor k addr.esses I S 1 bel ow
a specified nutbBésachings prasented FbﬁthW&g?I‘é‘g ﬁ%ﬁﬂ%ﬁ?ﬂq%%&s@fﬂ?ﬁ@ﬁ%'wst
as the previo . i ; ; fdteo Betliitdd toakldr esses
nei ghbor hood gfhéﬁ%i’gés)?tglgg{?géhﬁﬁsﬁ?w&g‘?é@hﬁ% s al so possible to
capture thg dos(}ﬁbmcr&miahﬁéﬁt@dﬁcmtammshmadiédammd.othawrr&:@demntgéﬁe can
designate the domains that it wants the %i%qg nmoni Eloci m)dulg Lo fjonitor.
The 5 usage nomtenged tpbrinsludsd withinthe sep ¢ 2pRfaded elatBys %I"b%gi ns that
a user has acces at any _tine. esdripniat ed
donai n the usaﬁ?C&eﬁgﬁWSo?e%BF&%dg}%?%ghgﬁae&glrgéedv?lgatcgé%ﬁggrﬁrgiqns I’g,(lf:lcessed by
the user as weldhs@snlyd nbefdrputpgekotionnitim. t hat the user will access.
Again it is possible to reduce the storage required by agi ng out domains
as well as elimnating infrequently visited 10 domains. Capturing entire
navi gati onal sequences of which the designated network
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address arnd a specified list of associated network addresses are part of,
. may be considered too storage and conputation intensive. In this rﬁygp?
an alternative nethod is provided for that tracks an associ ated set 2004
networ k addresses in the 15 nei ghborhood of a designated network address,
within a large tinmeout period T (this is to ensure that the storage
requirenments and state information are reasonable and inplenentable) and
with the associated set of network addresses being typically defined by
the gateway or network administrator. In a network advertiser scenario
this associ ated set of network addresses may, for exanple, belong to 20
conpetitors of the designated network addréss. The network advertiser may
wish to nonitor if prospectt = Ivisiting a specified |ist of
associ ated addresses (such as the CGeneral Mtors, Volvo, BMNor Mercedes
websites), while browsing in the nei ghborhood of a designated network
address (such s t Ha dpprratus fieswiniterjng cPmeairatien etk asagsgompusing wi | |

provi de the capabi i j LaPAl whi ch

i ncl ude the desi gngt%%ée%%%]gﬁ%@%gge%@%%%% asselgmiatg@ net wor k :
addr essesamsin@tvariovssptenst paekets wet ddasied toviiltehthe cattured poken o exdrastwagy s vi siting
network addresses of associated sites. As a result of its position at the
edge of tHEM 8 thers #8t work, the usage nonitoring nodul e according
to the present inverdgemoaabriniitdbale (20)6n SQmtiRdtitioh wilissidagadey a plurality
of users and the responses provi dedréfy a nunber, of 4different net wor k

servi ces PAUKIEEmofyle adintedle reseivs fis Riteer usage mopiterg datastegm the Ysage yseful for

net wor k sgppidie Bogiledgd ﬁ%ﬂs&m& USRS s GHINRknde RGhdChakbgs.  This
data can be quite robust and can include web and native stream ng content
as wel | e ngberk wepangs pasketeas and navi gation sequences. Based upon the
ropust set. of 21 fgedihed Bl W Bl ibRlifLmbaAPLAaRed i dlieldor! USErS who
are accessing a wi 46 Varre y o NELWOrK services and ot her entities over

t he | nt er seéss phintindgegdntehistroksts gr newikdervem dndispdapatdis ceftutetal pr esent

i nvention can prpovi de substanti al nts qf val yuabl data to network
servi ce pmsﬂé‘?g‘?m RS ”‘K‘fﬁ’gb"ré"mﬁg'g#ﬂ W°ﬂ%‘ff5‘fsi(t$§?$5%re§ﬁ@s?he 5 1ike.
Many nodi fackéts renmitteddroni DpliradfFhefmil srades(Ig22vention will cone to

mnd to one skilled-in the art to which this invention pertains having the
benefit of

2. The apparetus of Claim 1, fixther comprsing a gateway device (14) that is
adapted to implemnent the usage inonitori.ng module, wherein the pateway device is
disposed within the petwork at a point of network traffic aggregation and adapted to
recejve all requests ffom 2 plurality of network users (16) and receive &all responses from-
network services (22). |

3. The apparatus of Claim 1, wherein the usage monitoring module (12} is
adapted to filter the captured packets to extract network addresses sud the usage
monitoring database is adapted to store the network addresses.

4. The apparatus of Claim 3, wherein the network addresses further comprise
URLs (Uniform Resource Locators).

5. The apparatus of Claim 1, wherein the usage monitoring module (12) f'is
adapted to filter the captured packets to axtract usage monitoring data comprising at least
one type of data chosen from the group consisting of user ideptification, network
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t he teachings presented in the foregoing descriptions and the associ ated
~drawings. Therefore, it i's to be understood that the irnvention is not to

be I'jmted to the 10 specific enmbodiments disclosed and that nndifi%éﬂﬂ%ﬁmg
and ot'her enbodinments are intended to be included within the scope of the
appended cl ai ns. Al though specific terns are enployed herein, they are

used in a generic and descriptive sense only and not for purposes of |
limtation. 02 NOV 2004 THAT WHICH IS CLAIMED: 1. An apparatus for i
nmoni tori ng comuni cati on network usage conprising: a usage nonitoring

"nodul e (12) adapted to capture user request packets and network response -

packets a adapted to filter the captured packets to extract usage
moni t or i r?a_gﬁﬁfeﬁ’_ l{aﬁgfff _ BWP%&@EW# ﬁ%gﬂﬁﬁﬂ’ﬁﬁéﬁﬁwﬁ in
comMunNi CabdRAsatds &ahgndlﬁ@gtqua?gﬂhé_orl ng nodul e adapted to receive the

filtered usage nonitoring data Tromthe usage nonitoring nodul e and
adapted to stare the data associated-with the user request packets. and

network response p gE§: i . a Li.ring nodul e
oper ates at arhrglet V\oa'(?lE ac%@%ﬁg’%n gp@%%ﬁ%m%&%rgéﬁﬂﬁdﬁ@%ﬁ network
servers afddpted togetafpime datigativapli ssienéihg on copguebpaches kegszo tqoaitsrd tted from a
plurality of net k users (16) and all response packets transmtted from
a plural iwuwe?ﬁ%ggag%ﬁ&gﬁeﬁxﬁw. 2. The apparatus of Claiml1,
further conprising a gateway device (14) that is adapted to inplenent the
usage nonitorinhg rnguI e, wherein the gateway device is djsposed within the
t

network at a poin Famnglﬁﬁflfsﬂ'@g%@gth‘é‘éﬁﬁ@ﬁwg ed215  receive
al | r equegibsted fopBBoR b Wisflsichye &fccﬂg%

j !
responses. from. et uork servi e W&gﬂé@fs\%r&sﬁ@segsﬁe{s%w@h

The apparatus of Caiml, wherein

the usage WFoHIaE apteytorpIaquesteq adtyatkservivediddnetschorthst plyidate asypsiatedywith e d
packets t : : S t nitori ng database is
aapted 15 SHPIeAe B U102 808 ol 01 09 0TS
wherein the network addresses further conprise URL s-(Uniform Resource
Locators).. 5.,-The ar at us Claiml erein the. us .toring
modul 6 (12) 13 aq i BpPRef o & rEeeigft PEE Be it BRIt uoage
noni t or i rigrtikateampAsE aiuséritgqrit 28BSk (34) that temporarily stores user request data

prior to receiving a response from a requested network service.

9. The apparatus of Claim 1, wherein the usage monitoring database (30)
further commprises a temporary database (36) that temporarily stores user monitoting
information for network addresses that bave only been accessed by a user no more than o
predetermined minimum mumber of times. '

i 10.  The apparstus of Claim 9, wherein the predetemmined minirmum numberjof

times is one.

11.  The epparatus of Claim 1, wherein the usage monitoring database (30)
further comprises & designated petwork address database (40) that stores network
addresses that have been designated for navigational sequencing.

12.  The spparatus of Claim 11, wherein the usage monitoring madule (12) Jis
edapted to receive the network addresses that have been designated for navigational
sequencing from & usage momitoring client.
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one type of data chosen fromthe group consisting of user identification.
mnetwork 23 02 NOV2004 addresses, packet tinestanp, referring network
address, content-type, content |length, response status code and us&@lﬁquM
string. 6. The apparatus of Caim1l, wherein the usage nonitoring nodul e
(12) is adapted to perform navigational sequencing on captured packets so
as'to nonitor a sequence of network addresses accessed by a user. 7. The
apparatus of Claim1l, wherein the usage nonitoring nodule (12) is adapted
to performa status code check on network service response packets to
verify that] a user has access to a requested network service address so
that only data associated with accessible“network services is stored in

t he usage nonitoring database. 8. The apparatus of Caim1l, wherein the
usage nonitoring database (30) further conprises a user request database
(34) thatfterprB.ariW:@bgdmuﬂsﬁiﬁnﬁﬁmﬁgﬁﬁ%%ﬁbﬁtﬁﬁnkmddﬁﬁqlwéﬂg_ a .
response froma reguested network service, 9. e arat us o aim 1,

wher ei n tl?@%r?ﬁﬂé‘e % BY VAL "’\é\gﬁe%ﬁﬁ%@%‘\i’@% m#ﬁﬁ?ﬁ%’d‘?ﬁ?ﬁ@ a tenporary
dat abase (s3&iendifi@bastEBE HelploticySthH aSGerlbs Qasl BRIdeQFdrl0Sddrésey Mat i on for net wor k
addresses that have only been accessed by a user no nore thanja
predeterm ned m ni mum nunber of tines, 10. The apparatus of Caim9,

wherei n the preget '@g&a&m Wwﬂéﬁémmghaasasﬁﬁ%n;ac@ﬁsmg% The

apparatus of Claim ereln the usage nonitdring ) ase further
conpri ses farthbe simgprisce e arpdaiabael (Ate thet deresthadua dagatedwith theasars net wor k

addr esses dasi fF navigational sequencing. 1Z . The
appar at us %@%Pg%#gfggﬁaﬂgﬁéﬁe%g%%qﬂéage nonitoring nodule (12) is adapted
to receive the network addresses that have been designated for navigational
sequencing froma usage nonitoring,client. 1,-24 Q02 _NOV 20 13. The

appar at us of Cl'ai m%?%?’é?ﬁé]ﬂ‘?gl GWH%EF%SBWSM%“% ®is adapted
to defi ne coh@RRhbidN HoMe 1656 8onidinl diabSe BOP hatiRsrigaaietobrk aferdith gat i onal

targeted information based on network user usage monitoring data.

16.  The apparatus of Claim 15, wherein the insertion server (44) further
comprises an advertisement insertion server that provides network users with targeted
advertisements based on network user usage monitoring data.

17. The apparatus of Claim 15, wherein the inssrtion server (44) further
comprises & survey insertion server that provides network users with targeted surveys
based on network user nsage monitoring dafs '

18. A method for providing usage monitoring in s communications network,

the method comprising: l

capmﬁng all netwuork user transmitted data packets and network service
transmitted deta packets; ' '

ﬁltcriné the captured packets to provide for usage monitoring data; and

storing the usage monitorin,'o, data in a usage monitoring database, '

characterized in that the step of capturing ell netwark user genertated
packets and network service geperated data packets oscurs at & network point of access
and, therefore, provides for the capture of data packets transmitted from a plurslity of
users and a plurality of network services. .
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sequenci ng based an the frequency that a user accesses the network address.
14. The apparatus of Claim?, wherein the usage nonitoring database (30):
further conpri-ses a prinmary database (38) that stores the data asso&&ﬂ&wmu
with the user request packets and network response packets. 15. The
apparatus of Claim1, further conprising an insertion server (44) in
communi cation with the usage nonitoring database (30) that provides network
users with targeted information based on network user usage nonitoring
data 16. The apparatus of Claim 15, wherein the insertion server (44)
further conprises an advertisenent insertion server that provides network
users with targeted advertisenents based on network user-usage nonitoring

data. 17. The apparatus of C aim 15, wherein the insertion server (44)
further conpril8es Fhewetheyof Plgun 15,0vhetrin capuringatl npi<ovk vees tensmiedk user ;

w th target VEVS - [ LLori ta,19. A
et hod 1 oARR BT 24 aprd s Bl Bt o e e TR el &

met hod conptwatk tgt tramspfited daty patketvmilwetiork sevict tranaittdd dath whakas gacket s and
network service,. transmjted data packets, filtering the captured packets -
to provi d&AFYEY €4%Fe nonitoring data; and storing the usage nonitoring
data in a usage nonitoring database, characterized in that the step of
capturing all network user genertatedld. sta packets and network service

generated dat aZpackEhemetbedipEClawm 1f, méewrin Rlitgsige fie wptuprdpeskets gagmvidher ef ore,
i d s X BaaRlS, b U Lality of
Dsers. an que[ge ua t:at %ch% npé%l ce ﬁ;lé,' - e&gﬁ‘éﬂﬁsﬁ:@&l ?&éTlheyrret hod

users and a7l network serv 2 NOV 2004 19
of O ai m t8nitwhieg dtncepeppisingishiFadohe fype whbida dwesn from fergrovpesdnsishizefpacket s

and net wor AN l gﬁﬁggm e &E,ggg' capturing
all' net mug?a%éggﬁﬁobhnsrrﬁ{%%&égg&gac et's zﬂﬁggf%%flé\%r se"lrw cé transmtted
dat a packebstentttype, corent kagthoryionss st20s cofle@ndredsh qebrpftrifk.ai m 19, whérein
filtering the captured packets to provide usage nonitoring data further
conprises filtering the captured packets to extract usage nonitoring data

conprising at Reast Thwetyder Clhindl 8, aheleiicaoridy thevdapemghitsthgeatgnat i ng of
usage monitoring database, further comprises storing the usage monitoring dataina

temporary database prior to storing the usage monitoring date in & primary database.
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user identification, network addresses, packet tinestanp, referring
networ k address, content-type, content |ength, response status code and
user query string. 21. The nethod of Caim 18, wherein storing the &23&@\&2004
nonitoring data in ar usage nonitoring database, further conprises storing
the usage nonitoring data. in a tenporary database prior to storing the
usage noni tori ngteedkdservic@repporzarytagatiod sedetOntindton i8 0oMie itk ksesBas/i ce
response data packet if a determnation is_.nade. that. th(gjé_user has not

exceeded a pr edutekeaededia pradstermisred samper &f REbY Ok SENAERPINESS ACEEEFes. 27.

The nethod of C aim 25, wherein the second dat abase conprises a 5 primary
dat abase that stores the transmtted data packet and the matched network
service response datzy packeé method of€lsinmis)attieosin it szeckel ddtehase hempdsess shas
exceeded a predeterm ned nunber of network servic t%d rtﬁss a%%ﬁsses. 28.

[

The method &f QrananyZiatabpsa thakstores Hstransmited datagacks g mafchef getwork
transmtted data packet d ' )1
126 reapose 44 @aéﬁgfga%gg%&%@cﬁ{nmt Llelin I st RadBiceBdlg

storage of the e e first se. 29. A

met hod for provj fi-AgeHRREE niRBLE S debPorkbefvicOmALRE abdese3s 15 network, the
met hod conprising: capturing a transmtted data packet at the network point

of access, the transmtted data packet being determ ned to be a network
service generated response packet;. verifyi user network accessibility of
the second transnitt ¥ da?gewﬁﬁg&fg?mhg%ﬁﬁeéc?w@"tgwghsm tted data packet
with a user generated req inflft iR (HRaAEHEhitted M taS) R kbiNS cBER Pesesdion flowi ng
information“?romthe rratcHgtgﬁ?lrngﬁtslmtted dat a pa;é:ket and user generated

request data pahi@itsoiad téwdahatxasege @5ha first Thesmittet ddtagfacigtan thedrst wher ei n
capturing a transmtted data packet at a network point of access further
conpri ses capt uddtapse: transnitted data packet at a network gateway devi ce.
30 31. The nethod of Claim?29, wherein verifying network accessibility of

. 29. A method for providing usage monitoring in a communications

15  network, the method comprising:

capturing a transmitted data packet at the network point of access,
the transmitted data packet being determined to be a network service generated

_ response packet;

verifying user network accessibility of the second transmitted data

20  packet;

matching the transmitted data packet with a user generated request

data packet; and

storing usage monitoring information from the matched transmitted

data packet and user generated request data packet in a database.

25
30.  The method of Claim 29, wherein capturing a transmitted data
packet at a network point of access further comprises capturing a transmitted data
packet at a network gateway device.
30 31.  The method of Claim 29, wherein verifying network accessibility of

the transmitted data packet further comprises checking the status code of the

transmitted data packet to verify user network accessibility.
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the transmtted data packet further conprises checking the status code of
the transmtted data packet to verify user network-accessibility. ﬂﬁﬂb\%ﬁ
- 2004 32. The nethod of Claim 29, wherein storing usage nonitoring !
informati on fromthe matched transmtted data packet and user generated

request data packet in a database further conprises storing.usage
noni tori ng i nformat38n fThemethed oftleitedd: WhersH 10BL WABE MPIRENEand user

ted data. ket i 5t dat ' ) ' ' d
Shat the usar - HIGTBton ol dhrEURE] RaboltBbfIRRG ks And b hAH el Mo
addr ess access i 33k T SRR CofipisaoMEnSigd ridnitoring infoagation

noni tori ng nforration fromthe matched tfransmtted data packet and user
gener at ed requéein e miatiedirmkmittddrlate prarkabasiaistugerieeated datpipackad ig or i ng

usage nonitoring information_ fromthe matched traqnsm't ed ?ate a‘gket and
user gener al ed teraparapydatabase if aletesmination iymags hat therusgr fRs N Fﬁ(?ﬁﬁ? fis

made that the us has _ﬁ%ﬁﬁg@w@?‘gﬁ%ﬁé%m& Wphes of network service

addr ess access®&9¢ navl gati onal sequence usage

nmonitoring in a conmunications network, the method conprising: designating
net wor k addresses requiring navigational sequencing; capturing, at a '
network point of acddss, Tneusethod phGkwm20ewhamwinstoRg REAECRYBIIBed with a

Captur ed user - ipaRHT Fep Hurd bt ket Lol I Rk aRE e Rt Al 20
Storing a pedeler gl padn aUIhBks S WRigtiseddoRRg asademininiring iatreation
proxi mate the desi‘ghat ela networ k address as a navi gational sequence if a

det er mi nati on ifeoneckamatohdd tnetswotted dedelpackst arbessr geraiatal dptarseketapur ed
user 25 transmttied data packet is. a.designat et wor, [ 35. The
met hod of d ai mﬂmfym‘épéﬁed&gwwa'é"b}ség@f%tﬁgﬁtﬁgasﬁ{&ﬁ%gg&eg?&%etwor K
addresses thal QLeaHEEAARHNE OXhoRlRk lvicdaat@asiadseel wor k address as a
navi gat i onal squuence urther conprises storing a predeterm ned nunber of

30 network addresses that are accessed subsequent to the access of the

desi gnated network address as a_navigational sequence. 36 . t hod of
Clai m 34, Wlerein st¥tri ngA@f'ﬁ}f‘%‘ﬁg’F@P BRUQNA STAYERCE usage momtonIE?nge

communications network, the method comprising:
designating network addresses requiring navigational sequencing;
capturing, at a network point of access, a user transmitted data
packet associated with a network address;
20 determining if the network address associated with the captured user
transmitted data packet is a designated network address; and
storing a predetermined number of network addresses that are
accessed proximate the designated network address as a navigational sequence if a
determination is made that network address associated with the captured user

25  transmitted data packet is a designated network address.

35.  The method of Claim 34, wherein storing a predetermined number
of network addresses that are accessed proximate the designated network address
as a navigational sequence further comprises storing a predetermined number of

30 network addresses that are accessed subsequent to the access of the designated

network address as a navigational sequence.

36. The method of Claim 34, wherein storing a predetermined number

of network addresses that are accessed proximate the designated network address
-28-




of "network addresses that are accessed proxi mate the desi gnated network

address -28 O 2 NOV 2004 as a navigational sequence further corrprig;gwgvzm

“storing a predeterm ned nunber of network addresses that are accessed

prior to the access of the designated network address as a navi gati onal

sequence. 5 37. The nethod of C aim 34, wherei n,storiﬁiag a F[{Sﬁda rm ped
T

nunber of net woaRaigationsbsequentgtiugher CARPESSLHOPRSIP JUEI§RAt ed
net wor kK address . as, a,pavi.gational. seguenc i t Ok | a
predet er mi ned AGWHEK 3 ‘essﬁgﬂ%?ﬁ? a&%F&Feg*sj %"sre‘?ﬁ] Bl &W&ésﬁ‘%wﬂ'%m

al are access prior to the

access of the QQ?ge%t%v?m@g]lgcq@gé_ess as a navi gational sequence. 10
38. The nethod of C aim 34, wherein storing a predeterm ned nunber of

net wor k addresses that are accessed proxi mate the desi gnated network
address as _a navigational sequepce. further. conprises stqring.a
pr edet er m néd nunber’ef %m%ﬁﬁ%ﬁ‘ékﬂ@gégswt'ﬁféi?%?‘é“%%B%’*?S{&Hgé"ﬁéé‘él&}}’ ht to
and prior to the. ac ' ipAskdH ASEv AR add

A RREE Sl 48 SRR ERnE et snac spcnt o

navi gati onal sequénce. alm 34, further conpri sing:

deternining if atA@avigafiond)séquertd futther coseprises stosng & pesdettamingdauiaher ods A
accessed a designated network address in a predeter n(}ifngg nunber, of Brevi ous
20 networ k addmetysork@dgrssees thas ave asaersedPHoTclorBs drseRs dBF destEnalednetyark s er

transmtted dat acket to .a i gat.Lonal sequencing list if a
determ nation i d%ﬁﬁﬁs?ﬂ%ﬁlgﬁtwgaﬁs\é@?&ﬁg‘s accessed a designated address in

the predetgpym ned nunber of previous network address accesses. 25 40. The

met hod of Claim 34, further conprising storing. the .designated. netwqrk
address in a databas¥. 41ThemnethadphGhrimf34CHArTRiBEoNHE 2 PEASIHRN H&'EV\‘%‘F@

net wor k addresses 30, requiri navi gat i onal . ‘ jed RASSH JMBRA

det erm ni ng thé r‘f‘ﬁ??or}(r"‘ggi‘f@srﬁs Irﬂ%‘t arf@@%%%%‘ﬁ"%éf‘ﬁ%?ﬁé@é Bas es. (Z NOV3004
as a navigational sequence further comprises storing a predetermined number of
network addresses that are accessed subsequent to and prior to the access of the

15  designated network address as a navigational sequence.

39,  The method of Claim 34, further comprising:

determining if the user that sent the user transmitted data packet has
accessed a designated network address in a predetermined number of previous

20 network address accesses; and

adding the network address from the user transmitted data packet to
a navigational sequencing list if a determination is made that the user has accessed
a designated address in the predetermined number of previous network address

aCCCSS5Es.

25
40.  The method of Claim 34, further comprising storing the designated

network address in a database.

41.  The method of Claim 34, wherein designating network addresses
30 requiring navigational sequencing is based upon determining the most frequently

accessed network addresses.
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42: The nethod of O aim 34, wherein designating network addresses

requiring navigational sequencing is based upon network addresses acgﬁjﬁﬁﬁ
a predeterm ned nunber of tinmes. 5 43. The nmethod of O aim 34, wher et 004
desi gnati ng network addresses requiring navigational sequencing is based
upon usage nonitoring client selected network addresses.

42.  The method of Claim 34, wherein designating network addresses

requiring navigational sequencing is based upon network addresses accessed a

predetermined number of times.
5 43,  The method of Claim 34, wherein designating network addresses

requiring navigational sequencing is based upon usage monitoring client selected

network addresses.
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