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FIG. 1 

Obtain at least two behavior records that are generated through triggering 

during running of an applet

Extract a behavior feature of each behavior record

Form at least one feature combination by using at least two behavior features 

of at least two successively generated behavior records, where each feature 

combination includes at least two behavior features, and a sequence of the at 

least two behavior features in the feature combination is the same as a time 

sequence of generating behavior records corresponding to the at least two 

behavior features

Determine whether there is a feature combination that includes a 

predetermined feature combination of a malicious behavior record; and if there 

is a feature combination that includes the predetermined feature combination 

of a malicious behavior record, determine that the applet conducts a malicious 

behavior
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Obtain at least two behavior records generated 
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FIG. 3 
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FIG. 4 

Obtain at least two behavior records generated by an applet during running of 

the applet

For two adjacent behavior records in the at least two behavior records, when a 

first function page corresponding to a behavior record with an earlier generation 

time jumps to a second function page corresponding to a behavior record with a 

later generation time, determine whether the first function page jumps to the 

second function page via at least one third function page, and if the first 

function page jumps to the second function page via at least one third function 

page, generate a corresponding behavior record for the third function page

Use the at least two behavior records generated by the applet and the behavior 

record corresponding to the third function page as the at least two behavior 

records that are generated through triggering during running of the applet
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FIG. 7 


