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BACKGROUND

1. Field of the Invention

[002]  The present invention relates generally to data path control. More particularly, the

invention relates to systems and methods for data path control in a wireless network.

2. Description of Related Art

[003] WiMax (Worldwide Interoperability for Microwave Access) is a wireless
broadband technology, which supports point to multi-point (PMP) broadband wireless access.
WiMAX™ js based upon the IEEE 802.16 standard enabling the delivery of wireless
broadband services. WiMAX products can accommodate fixed and mobile usage models. The
IEEE 802.16 standard was developed to deliver non-line-of-sight (LoS) connectivity between a

subscriber station and base station with typical cell radius of three to ten kilometers.

[004] All base stations and subscriber stations claiming to be WiMAX compliant must
go through a rigorous WiMAX Forum Certified™ testing process. WiMAX Forum Certified
systems can be expected to deliver capacity of up to 40 Mbps per channel. This is enough
bandwidth to simultaneously support hundreds of businesses with T-1 speed connectivity and
thousands of residences with DSL speed connectivity. The WiMAX Forum expects mobile
network deployments to provide up to 15 Mbps of capacity within a typical cell radius of up to
three kilometers. WiMAX technology already has been incorporated in notebook computers

and PDA s to deliver high speed mobile Internet services.

[005] One of the advantages of WiMAX technology is the use of Orthogonal Frequency-
Division Multiplexing (OFDM) over Edge, GPRS, or HSPA to deliver higher bandwidth



[002]The present invention relates generally to data path control. More particularly, the invention
relates to systems and methods for data path control in a wireless network. 2. Description of Related
Art [3] WiMax (Worldwide Interoperability for Microwave Access) is a wireless broadband technology,
which supports point to multi-point (PMP) broadband wireless access. WIMAXTm is based upon the
IEEE 802.16 standard enabling the delivery of wireless broadband services. WiMAX products can
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bandwidthuse OFDM-based 802.16 systems to overcome the challenges of non-line-of-sight (NLoS)
propagation. OFDM achieves high data rate and efficiency by using multiple overlapping
carrier signals instead of just one. All future technologies for 4G will be based upon OFDM

technology.

[007] Orthogonal Frequency Division Multiple Access (OFDMA) is enhanced OFDM
and is used in Mobile WiMAX technology and the IEEE 802.16e-2005 standard. It is a multi-
user version of Orthogonal Frequency-Division Multiplexing (OFDM). The difference
between the two technologies is that OFDMA assigns subsets of sub-carriers to individual

users allowing simultaneous low data rate transmission from several users.



efficiency, and, therefore, higher data throughput, with more than one Mbps downstream and higher
data rates. Adaptive modulation also increases link reliability for carrier-class operation and the
possibility to keep higher order modulation at wider distance extend full capacity over longer distances.
[6] OFDM is a digital encoding and modulation technology. It has been used successfully in wire-line
access applications, such as Digital Subscriber Line (DSL) modems and cable modems as well as
WiFi. Products from WiIMAX Forum member coéﬁ%ﬁéﬁ—@&en use OFDM-based 802.16 systems to
overcome the challenges of non-line-of-sight (NLoS) propagation. OFDM achieves high data rate and
efficiency by[088]g multiple; avelitogpiiglicachal gigdats pisteanagfiuabomsstédl fiviure destrobiogies for
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instructions may comprise instructions to tunnel the received data using one of a plurality of IP

tunnels.

[0010] A base station may comprise the routing device. In some embodiments, the
communication instructions comprise instructions to tunnel the received data using one of a
plurality of IP tunnels and wherein the target device comprises a CSN server. Alternately, the
communication instructions may comprise instructions to process the received data using a

VLAN protocol. The CSN server may comprise the routing device.

[0011] In various embodiments, a method comprises receiving communication
instructions from a control server, receiving data from a source device, processing the data

based on the communication instructions, and routing the processed data to a target device.

[0012] A system may comprise a means for receiving communication instructions from a
control server and receiving data from a source device, means for processing the data based on

the communication instructions, and a means for routing the processed data to a target device.

[0013] A computer readable medium may comprise instructions. The instructions may be
executable by a processor to perform a method. The method may comprise receiving
communication instructions from a control server, receiving data from a source device,

processing the data based on the communication instructions, and routing the processed data to
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[0010] A base station may comprise the routing device. In some embodiments, the communication
instructions comprise instructions to tunnel the received data using one of a plurality of IP tunnels and
wherein the target device comprises a CSN server. Alternately, the communication instructions may
comprise instructions to process the received data using a VLAN protocol. The CSN server may
comprise the routing device. [0011] In various embodiments, a method comprises receiving
communicaffsgihdeietions from a control server, receiving data from a source device, processing the
data based on the communication instructions, and routing the processed data to a target device.
[0012] A sysfetdnaylaomsisectnbigins il tecdivingl aemmyhicatomansd acinas fiarlgprmatinlserver
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configuring the routing device based on the routing instructions, receiving network data from the

source device, and routing the network data from the source device to a target device using the
configured réQfilYY deVlgenetwork device may comprise a WiMAX server or an LTE server. In some

embodiments, the network device is an access server network (ASN) server and providing the
routing instructions comprises providing the routing instructions from the ASN server over an

R7 interface to the routing device.

[0016] In various embodiments, the routing instructions may comprise instructions to
forward matching incoming traffic arriving on a specific ingress interface to a specific egress
interface. The ingress interface may comprise a specific generic routing encapsulation (GRE)

tunnel and the egress interface may comprise an IP to IP tunnel.

[0017] The routing instructions may comprise instructions to drop matching incoming
traffic arriving on a specific ingress interface, instructions to duplicating outgoing traffic to two
or more egress interfaces, and/or instructions to buffer packets at an egress interface according

to hierarchical quality of service (QoS) policies.

[0018] The method may further comprise matching network data using packet

classification rules to determine a routing function.

[0019] In various embodiments, a system may comprise a network device and a routing
device. The network device may be configured to receive control data from a source device,
generate routing instructions regarding routing network data based on the control data
instructions, and provide the routing instructions to a routing device. The routing device may
be configured based on the routing instructions to receive network data from the source device,
and route the network data from the source device to a target device based on the routing

instructions.



[0015] The network device may comprise a WiMAX server or an LTE server. In some embodiments,
the network device is an access server network (ASN) server and providing the routing instructions
comprises providing the routing instructions from the ASN server over an R7 interface to the routing
device. [0016] In various embodiments, the routing instructions may comprise instructions to forward
matching incoming traffic arriving on a specific ingress interface to a specific egress interface. The
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comprise matching network data using packet classification rules to determine a routing function.
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instructions to receive network data from the source device, and route the network data from the
source device to a target device based on the routing instructions. [0020] A computer readable
medium may comprise instructions. The instructions may be executable by a processor to perform a
method. The method may comprise receiving control data at a network device from a source device,
generating routing instructions at a network device regarding routing network data based on the
control data, providing the routing instructions to a routing device, configuring the routing device based
on the routing instructions, receiving network data from the source device, and routing the network
data from the source device to a target device using the configured routing device.



BRIEF DESCRIPTION OF THE DRAWINGS [0021] FIG. 1 illustrates an example of a centralized
architecture of a WiMax or 802.16e system in the prior art. [0022] FIG. 2 is a block diagram of an
exemplary access service network. [0023] FIG. 3 is a block diagram of an exemplary routing device.
[0024] FIG. 4 is a block diagram of an exemplary ASN server. [0025] FIG. 5 is a block diagram of an
exemplary WiMax network. [0026] FIG. 6 is a block diagram of an exemplary base station. [0027] FIG.
7 is a block diagram of an exemBRFESHERERIRIQNE AELDRAVWIMNGS |G 8 is a block diagram of
an ASN server and a CSN server operatlonally coupled toa routlng device in some embodiments.
[0021] FIG. 1 illustrates an example of a centralized architecture of a WiMax or 802.16e

system in the prior art.

[0022] FIG. 2 is a block diagram of an exemplary access service network.

[0023] FIG. 3 is a block diagram of an exemplary routing device.

[0024] FIG. 4 is a block diagram of an exemplary ASN server.

[0025] FIG. 5 is a block diagram of an exemplary WiMax network.

[0026] FIG. 6 is a block diagram of an exemplary base station.

[0027] FIG. 7 is a block diagram of an exemplary connectivity service network.

[0028] FIG. 8 is a block diagram of an ASN server and a CSN server operationally

coupled to a routing device in some embodiments.

[0029] FIG. 9 is a flow diagram of an exemplary method for decentralized distribution of

data in a WiMax network.

[0030] FIG. 10 is a block diagram of an exemplary digital device.

[0031] FIG. 11 is a block diagram of an exemplary packet forwarding module.

[0032] FIG. 12 is a block diagram of an exemplary data path process.

[0033] FIG. 13 is a flow diagram of an exemplary method for data path processing.



[0029] FIG. 9 is a flow diagram of an exemplary method for decentralized distribution of data in a
WiMax network. [0030] FIG. 10 is a block diagram of an exemplary digital device. [0031] FIG. 11 is a
block diagram of an exemplary packet forwarding module. [0032] FIG. 12 is a block diagram of an
exemplary data path process. [0033] FIG. 13 is a flow diagram of an exemplary method for data path
processing. DETAILED DESCRIPTION OF THE INVENTION 0034 In various embodiments, the
data plane may be abstracted AR PR, R9 SN as WiMax, WiFi, LIE or
the like. Data plane (i.e., forwarding plane) functions, although controlled through communications
from the con@oB@lanén m&mb@ qiebtalimedtqnta sapapaiecdayice: dhersevictq@ardaoning fhendateaplane

v ey DE TSy ALH L ENCRS o) EQPULRS (i RBAEHE &roRARATa g PoneF P

functions, although controlled through communications from the control plane, may be

performed on a separate device. The device performing the data plane functions may be
completely ignorant of the nature of the data being routed. As a result, the data plane device

may be used by different wireless network servers utilizing different architectures.

[0035] For example, in a WiMax architecture, access service network (ASN) data plane
functions may be performed by a routing device rather than an access service network server
(ASN server). Together, the routing device and the ASN server may comprise an ASN
gateway. The routing device, however, may be agnostic of the ASN server. As a result, the
ASN server may be replaced by any wireless network server (e.g., for a WiFi or LTE
architecture) and continue to work with the digital device to perform data path functions.
Alternately, the routing device may be replaced with another routing device that performs
routing in a different manner, however, the ASN server (e.g., without reconfiguration) and the

new routing device may still perform the function of the ASN gateway.

[0036] In various embodiments, the rest of the wireless network devices (apart from the
ASN server and the routing device) will not need to be reconfigured or altered even though the
ASN server may be performing control plane functions and the routing device may be
performing data plane functions. In other words, from the perspective of base stations (BSs),
other ASNs, or a connectivity service network (CSN), the ASN server paired with the routing

device may appear and perform as a typical ASN gateway.

[0037] In some embodiments, a decentralized data path as described herein is simpler in
implementation than an integrated data path (e.g., the integrated data path products tend to be
complex products which leads to costly systems that may be buggy). For example, traditional
ASN and/or CSN servers tend to perform both control plane and data plane functions.
However, in some embodiments, the routing device comprising an off-the-shelf router (e.g.,
Juniper MX or M series router) may perform the data plane functions thereby simplifying the
function of the ASN server. By simplifying the function of the ASN and/or CSN server, the

ASN and/or CSN server may be less expensive and more reliable.



[0035] For example, in a WiMax architecture, access service network (ASN) data plane functions may
be performed by a routing device rather than an access service network server (ASN server).
Together, the routing device and the ASN server may comprise an ASN gateway. The routing device,
however, may be agnostic of the ASN server. As a result, the ASN server may be replaced by any
wireless network server (e.g., for a WiFi or LIE architecture) and continue to work with the digital
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home NSP 106 comprises CSN 114. [0039] The figure depicts normative reference points R1-R5.
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may choose any physical implementation of functions, either individually or in combination, as long as

the implenhitgiohefedi iHe adieiohkd egiamtaie ey A6y e gumaitefdNs such as ASN 110.
The ASN 110 communicates with another ASN 116. Each ASN may include an ASN--GW

(ASN gateway) and a plurality of base stations (BSs) not depicted. The ASN gateway may
comprise an ASN server which is in communication with CSN 112 over an interface (e.g., an
R3 interface). The ASN gateway also communicates with one or more base stations (BSs)
over respective interfaces (e.g., R6). Each BS serves the communication needs of mobile

stations (MS) or subscriber stations (SSs) within a coverage area.

[0041] A BS communicates with one or more mobile stations over an air-interface
governed by, for example, an R1 protocol or R1 interface. The R1 interface is between the
SS/MS 108 and the ASN 110 as per the air-interface (PHY and MAC) specifications (IEEE
P802.16d/e). R1 may include additional protocols related to the management plane.

[0042] Furthermore, BS in different ASNs may directly communicate with one another
over respective interfaces (e.g., R8 interfaces). Additional functions that may be a part of the

BS may include (but are not limited to) micromobility management functions, such as handoff
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[0040] As shown, CSN 114 communicates with (transfers data to and receives data from) a network
such as the Internet (e.g., application service provider (ASP) network or Internet 120). Similarly, the
CSN 112 may also communication with the ASP network or Internet 118. Further, the CSN 112 and/or
114 communicates with one or more ASNs such as ASN 110. The ASN 110 communicates with
another ASN 116. Each ASN may include an ASN--GW (ASN gateway) and a plurality of base stations
(BS s) notr@f&%@%@%ﬁﬂé@ﬁ&?%ﬁé&ﬁﬁ%@%%@@% APHCHeBRFIRtRRation with
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communicates with one or more mobile stations over an air-interface governed by, for example, an R1
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management, and multicast group management.

[0044] Additional functions of the ASN server may include, but are not limited to, intra-
ASN location management and paging, radio resource management and admission control,
caching of subscriber profiles and encryption keys, AAA client functionality, establishment
and management of mobility tunnel with base stations, QoS and policy enforcement, foreign

agent functionality for mobile IP, and routing to the selected CSN.

[0045] The ASN server may also communicate with another ASN 116 over an R4
interface. The R4 interface consists of a set of control and bearer plane protocols
originating/terminating in various entities within the ASN 110 that coordinate MS mobility
between ASNs. In Release 1, R4 is the only interoperable interface between heterogeneous or

dissimilar ASNs.

[0046] In operation, the CSN 112 and/or 114 may operate as the home agent (HA) and
may also provide the authentication, authorization and accounting functions (AAA server). As
shown, the CSN 112 may also communicate with the SS/MS 108 via an R2 interface. The R2
interface between the SS/MS 108 and CSN 112 and/or CSN 114 is associated with
authentication, services authorization, IP Host Configuration management, and mobility
management. This is a logical interface thus may not reflect a direct protocol interface
between SS/MS 108 and CSN 112 or CSN 114. The ASN gateway may operate as the
gateway for routing data to the respective base stations among other things, and the base

stations handle the communication needs of the mobile stations (e.g., SS/MS 108).

[0047] The CSN 112 may also communicate with another CSN 114 over an R5 interface.
The RS interface consists of a set of control plane and bearer plane protocols for

internetworking between CSNs operated by either the home or visited NSP.



[0043] The ASN gateway may be configured to act as a layer 2 traffic aggregation point within an ASN
110. The ASN server communicates with the CSN 112 over an R3 interface. The R3 interface is the
interface between the ASN 110 and the CSN 112 to support AAA, policy enforcement and mobility
management capabilities. It also encompasses the bearer plane methods (e.g., tunneling) to transfer
IP data between the ASN 110 and the CSN 112. [0044] Additional functions of the ASN server may
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routing data @04y respecivie bhkelsiditignsnanfiangatingi dhingseanditiechase afatiasiNhanalelthe

communicalion heeds ot 1ne, mable SiEtions de.0., SSIMS AQR). 100471 The GO 1z ay also

communicate With another over an nterface. ce consists of a set of control
plane and Gearelr qiddetp retbqoiscisriimge ribéwlatkipg hptoveesing Sy bperatechied bighertitenpome or

visited NSP. . [0 The.C 11% be configured to provide connectivity to the Inter SP,
bher pube st e e R R R 8 S AN e
AAA servegstehatysupport authentication for the devices, users, and specific services. The CSN 112

may also provider per user management of QoS and security. The CSN 112 may be responsible for IP

address map enk AHRRRY EJ&[JQ@W@'}%@&%E% gifrreaLNaPsidogal manassmanieveen

ASNs, and mobility and roaming between AS urther, CSN 112 can also provide gateways and

interworkifPWitingsieplazeichenksiradds 1 SRR RlbIR: sogiteediraiep o Hethe tvdNd 03 Ginmngnd
3GPP2. Those skilled M adomihanrigciaig gk it tdZmnd $re oSNt MEaeeHgrm similar

features.
communicate with the BS 204a over RF or any frequency range.

[0051] The ASN 202 comprises BS 204a and 204b, an ASN communication network 206,
and an ASN gateway 208. The ASN gateway 208 comprises an ASN server 210 and a routing
device 212. The BS 204a may also communicate with the ASN gateway 208 over an R6
interface. The R6 interface consists of a set of control and bearer plane protocols for
communication between the BS 204a and the ASN gateway 208. The bearer plane consists of
intra-ASN data path or inter-ASN tunnels between the BS and ASN gateway 208. The control
plane includes protocols for IP tunnel management (establish, modify, and release) in
accordance with the MS mobility events. R6 may also serve as a conduit for exchange of

MAC states information between neighboring BSs.

[0052] The BS 204a may communicate with another BS (e.g., BS 204b) over an R8
interface. The RS interface consists of a set of control plane message flows and, in some
situations, bearer plane data flows between the base stations to ensure fast and seamless

handover. The bearer plane consists of protocols that allow the data transfer between base

10



[0049] FIG. 2 is a block diagram of an exemplary access service network (ASN) 202. In various
embodiments, the traditional functions of an ASN server may be separated between control and data
path processing. The data path processing may be performed by a routing device. When paired, the
ASN router and the routing device may comprise a seamless ASN gateway. [0050] A mobile station
(MS) 200 (e.qg., a digital device such as a computer, smartphone, PDA, music player, ebook reader, or

media playEyesriaReiadantovse K aresam obHe atfiid heoRiE DRI ARRY EE with the

Internet ovigiihe A\ AR chis VbrodR@ Inah AmMEMEaeMiEN e B e Lver RoteEamniiequency
range. [0051] The ASN 202 comprises BS 204a and 204b, an ASN communication network 206, and

an ASN gatievasosts Hivethedi g dranvisy bo eaipridiasaniaiors darodvesin Airfaviditiicaedite 212.
The BS 2Q4aymaytalisa.communicate with the ASN gateway 208 over an R6 interface. The R6
interface consists of a set of control and bearer plane protocols for communication between the BS

204a and th gatew. . The bearer plane.consists of intra-ASN data path or inter-ASN
tunnels be 008 the BE 40si ROA AT ) B THELHRNICH SDEET e TRBEERErS b Rine
managemaf osiablishyimREifyhanbyretease) inacicsdivce TheBREMS myhibiygienisliitimay also
serve as a.conduit for exch f MAC state %or atj fween n '@[qborin BS.s. J0052] The BS
0 oy SR A T A S R b O B b e 108 i ace

consists ofaget dfovontnyl pamennies sage dloavscaade insbme siatitnz)b@aRé) planel dathdlows

between the base,stations.to.ensure fast and s ss handover. The bearer plane.consijsts of
sttt ekl VT G R e
station. TheecesinahplBSe20dnaisislef thetimteleBiSecbirdmunication protocol defined in IEEE 802.16 and

additional set of protocols that allow controlling the data transfer between the Base Stations involved in

handover of @@‘ﬂainmgg’i@\]sggmun{&qgﬂ Je%cﬁl?‘%@ Aﬁgﬁgt%wi%@?tgevice configured to
e

communicate with the MS 200 (e.g., via RE) thereby creating a service flow. BS 204a may

comprise adiyhungetive bpyweerdm Bie20B 200 %?@Wq‘éﬁlb@@h‘é%&_zmlfo?ﬂ% Asnmateway 208.
The servicg, floy; Mgy OenHBREIBL VSRR ARRENE FAHIBS 9D8ERSHIBHASICRHtnRglig,the routing

device 212. In one example, the GRE tunnel creates a virtual point-to-point link between the BS 204a
and the rodeigptevi¥e Ihe ASN communication network 206 may support communication via R6

and/or R8 protocols.

[0055] The ASN server 210 performs control plane functions of the ASN gateway 208.
As discussed herein, the ASN may support AAA, policy enforcement and mobility
management capabilities. Additional functions of the ASN server may include, but are not
limited to, intra-ASN location management and paging, radio resource management and
admission control, caching of subscriber profiles and encryption keys, AAA client
functionality, establishment and management of mobility tunnel with base stations, and QoS

and policy enforcement.

[0056] The routing device 212, when paired with the ASN server 210, may comprise a full
NWG compatible ASN gateway. The routing device 212 may comprises any digital device
configured to route data and/or handle data path processing. In one example, the routing
device 212 distributes data from the BS 204a to a CSN (not depicted). The ASN gateway 208

may be compliant to WiMax Forum Profile C which can be used to control non-Telsima BSs.

[0057] The routing device 212 may receive data from a source device (e.g., the MS 200
via the BS 204a) and provide the data to a target device (e.g., the CSN not depicted). The

source device is any digital device that provides data that is received by the routing device 212.
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[0054] The ASN communication network 206 is any network that supports communication between the
BS 204a and BS 204b with the ASN gateway 208. In some embodiments, the BS 204a may
communicate with BS 204b via the ASN communication network 206. The ASN communication
network 206 may support communication via R6 and/or R8 protocols. [0055] The ASN server 210
performs control plane functions of the ASN gateway 208. As discussed herein, the ASN may support

AAA, polichlérifsecé ffartsaitdmishait fayisg e eysabimbya AHdinan araiiiabis B $RISSN server

may includgyviiédt aramotdimiieddoidatrepASN location management and paging, radio resource
management and admission control, caching of subscriber profiles and encryption keys, AAA client

functionality lishment and mana ent of mobility tunnel with base statjons, and Qo$ and policy
enforcement 5o QSRR A S 3RS A R SN oo
full NVVG eaimpadblerdiNigateved . i eaidinfig aiedioe gth2ratayot asspiise g daryatigdied demee
configured to route data and/ ndle data path.prqcessing. In ope example, the royting devige 212
Cistiutosr BT 02 56 GO N (o0 R Ry A A JBRS 00 M B Eoiant o
WiMax Fonorn Rndftedapsitiich dawndiak safio aontrolithoi Selsing(BSes). [DRSGREwaihing device

212 may receive data f source device (e,g., the MS 200.via the BS 204a) an vide the data to
2 target AR O 6 IR 5t ASICEI. The A s bt T i ot
that is recehzgﬂl@yld:hiearduﬂngajdadc@]ﬁ]@}rﬂhmtmg@deh@mﬁanyadtgﬁmkievize mmmiv_lgs the data
that was p(rioyé{%%g b%é &Qﬁ SQUIs; ﬂg\ﬂl&&&(/l&&\ﬁ rqutlng device 212. [0053] The rputlng device 212
may be coneﬁgure 0 perform ata path processing. In one example, routing device 212 maybe

configured to generate (or assist in generating) a generic route encapsulation (GRE) tunnel per service
flow betweeh0#f®toutiugtleksyibe muRingdeticcE’s 204 bedoaficapsdilate oty dikkraesiic dfopg With 1P

security (IRge€), 108G BRfe BINMESP RAGKSESIRE }8&%%%?%8%2{*? ACheNEMRIAWR packet size

may be set as 1400 bytes. The routing device 212 may be configuredto process the nonstandard
packet sizuwieefiviaibindylohtte BB ivewsehd B ddadairirtsel A Nronjgbe §iR e litveprovitileg device
212 may he canfigyrgd tstynnel data received from the GRE tunnel to the CSN. For example, the
routing device 212 may tunnel data using an IP tunnel (via the Mobile IP protocol) to provide data

received from the GRE tunnel to provide the data to the CSN. ) .
[0060] The routing device 212 may be configured to communicate with the ASN server

210 over an R7 interface. The R7 interface represents internal communication within the
gateway and may carry control signals. In one example, communication instructions from the
ASN server 210 are received from the routing device 212. Communication instructions
comprise instructions to carry out data path functions. In one example, communication
instructions indicate that data is to be received from a specific GRE tunnel data. Similarly,
communication instructions may indicate that data is to be provided to a specific IP tunnel in
order to transmit the data to the CSN (not depicted) via the R3 interface. Further, the
communication instructions may indicate that data is to be received from a specific IP tunnel

data and forwarded to a specific GRE tunnel.

[0061] FIG. 3 is a block diagram of an exemplary routing device 212. The routing device
212 may be configured to perform data path functions for any number of wireless networks. In
some embodiments, the exemplary routing device 212 comprises a control module 302, a
service module 304, and a router module 306. The control module 302 is configured to receive

communication instructions from a server such as the ASN server (not depicted).

[0062] The service module 304 is configured to instruct the router module 306 based on

the communication instructions from the control module 302. In one example, the service
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[0060] The routing device 212 may be configured to communicate with the ASN server 210 over an R7
interface. The R7 interface represents internal communication within the gateway and may carry
control signals. In one example, communication instructions from the ASN server 210 are received
from the routing device 212. Communication instructions comprise instructions to carry out data path
functions. In one example, communication instructions indicate that data is to be received from a

specific GRIEWMARECCSTRYIRMY TR AR EAtB ioat dEamrikerayinbieat ka0 4 ans Rrayides
provided tgA:SpRRIfiGHRHANELRQArIRTHE dransmitidhecdatrdadhens NHORHaPistad)mshaR3

interface. Further, the communication instructions may indicate that data is to be received from a
specific |PAFTRRICRARGFITOATRTASASRITS Shalifé BREORMHBICA{OBEAI FIiO8S NI HRSR AAHEm of an
exemplaryisautingugigMissiaib2zogne routing device 212 may be configured to perform data path
functions for any number of wireless networks. In some embodiments, the exemplary routing device

212 compris ontrol module %ﬁ , rvice module 304, and a router modyle,306. The control
module 302 LV o S B AT RIS o LRI ORI RSN server

(not depictedM sfoR62ddibe darvicaiwedile B s corfiguredniodnki@d thecroatstentmpathle 306 based

on the communi?atio instructions from th module 302. Inoggé? ex nfglf%the service.module

I tr
304 procelbitignons o the sertes modufe R ot Stamire. i OB mOdyit Soo ey inpacks

instructiondanafiechcarspieei iorGRBnicaitd basstroctionmiatheacuied prodide (BOGlatn @lteradig some
embodiments, some or all of the communication instructions may be provided to the router module
306. [006&‘1?]\/'?“!1% router module 306 may comprise a router such as Juniper MX series router or an M
series router. In various embodiments, the router module 306 receives data path instructions from the
service mod(l@®@34. Fosweraniphedinecntute GREdumdos mizsringpabkngaia deorrnansdduifiec®RE tunnel

based on (e, iSRRG A RUME DG dafaind RRGRIdeYIRE ¢ [0 A daeRiR smpdimeats. a

GRE tunnel humbering scheme is determined between a negotiation between a base Station and an
ASN servel0ThRBeAte) Medut @o2Mingl redehie wbrahnfuRiEdtarcinstivbionsdvnitie iddicpshwhich

GRE tunnel is;taberyzed i M6, datd-PRib REMMEES pIERMIGE MP il 223 may.then Prawide the

router instructions (i.e., data path instructions) that the router must retrieve data from the specified
GRE tunndstrgies})thatibe eotdenpiast theicerviaia fowuie spacpiedidéEinsingttions to the router
module 306 to unpack the data from the specific GRE tunnel. The instructions may comprise some or

all of the corypgsicatipdnstereiianss, the sevweeriasdy 03 R Alsa e gEustians to pack
the data in an IP tunnel to route the data to the CNS. Alternately, the service module 304 may provide

instruction 89 e ute MrR3ak RSB ad oAb DaCBtf GHR & WnBElficTis HINRAT RS YSARRRE data
through a sp@eifie AREHeRhnT B SAIHNG ARNEEE 1 A AR MNATO A Jal SSOMIGRatl QIS it ME AN
information for VLLAN tunnel implementation.

instructions to pack the data in an IP tunnel to route the data to the CNS. Alternately, the

service module 304 may provide instructions to the router module 306 to unpack data from a

specific IP tunnel and transmit the data through a specific GRE tunnel. The routing device 212

may further tag service flows with VLAN information for VLAN tunnel implementation.

[0066] Those skilled in the art will appreciate that, in some embodiments, the router of the
router module 306 may be replaced or updated to take advantage of new functionality of a new
router (e.g., a new off-the-shelf router). In some embodiments, no further changes may be
made to the routing device 212 or the ASN server. In other embodiments, the types of
instructions of the communication instructions may change or expand. The routing device 212
and/or the wireless server (e.g., ASN server) may be configured to provide new
communication instructions to take advantage of new functionality or services. In one
example, communication instructions may indicate a different tunnel may be used (rather than

a GRE or IP tunnel) or a different routing technology may be implemented.
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[0066] Those skilled in the art will appreciate that, in some embodiments, the router of the router
module 306 may be replaced or updated to take advantage of new functionality of a new router (e.g., a
new off-the-shelf router). In some embodiments, no further changes may be made to the routing
device 212 or the ASN server. In other embodiments, the types of instructions of the communication
instructions may change or expand. The routing device 212 and/or the wireless server (e.g., ASN

server) may WOHnfidhrel RS grovigéisvihabmmindielst SR SHuBEBAS A 1ake SavhivEgdiBnHels:

functionalif @ sendersy. INPHRample oﬁgmmé@ﬁfd@iﬁ?ﬁ% Bapindicatgsadiffergnt tunnel
may be used (rather than a GRE or IP tunnel) or a different routing technolo%may be implemented.

[0067] It witBsRls i rReinge tRERhle Ry AUIEPCRIS) CBAYHIREE UBRNS Y, araRElRe FRsiene ohieor

circuitry. 1Rae18XamBiRENBEi MOKE HfNAL RiRlcame GoR RIS R i uGionmeapahiaiaf being
executable by a processor may perform one or more of the functions of the modules described herein.

In another 8RS8k, CHEIRI YA ST PtiBIrAtHR AT AR B SS RIF flFse oA Hem UM W¥eRliments may
comprise Mgl sndtivpeticnmyessivplent pradutesiodisithbe withirdhprcapprelpigsent

embodiments. For example, as previously discussed, the functions of the various modules may be
combined YreHadd FHURSHEDS FfoBBSTIRPYaRIL MBI Rferie iR SL Y Uit s9 hay be
configured to support WSG multicast. In one example, Internet Group Management Protocol (IGMP)
Join packetd @68 cdivedrinynthenimdingdevine @hAndal€RE 200 nely et @dipyedicastGforil he router
module 3 ., yia an IGMP/PIM moduyle not ict rocesses the | uest per standards.
The aon soar R S dtsiagiy Hodse GRTa Rt R T G E RBRR R
instructionsreacesvedd by the caningl daodal21302a GRSt imtleds fihat piny equeast,She Thatenmodule 306

may add an interf 0 a multic %&du ication process. The multica may be tagged by
many me S g 0 e B R R A e e TR R
tunnels andgodbtienT e\ SN isioast-SF A J00G8]tThiesenskyl ldctidet heh atrt auilicayp priziciaféothatidP TV may
be supported through.the WSG multicast mechanism. In various e dipents, each channel is a
cpecte R R e R T R U 8 PSR o
may be corfigosedhorsera arod @MFOMessagd evenetine sochaniialdst phakgetiplibaisetpopdsox may

be further configured to go to the multicast-sf to get the data. e else, j aqyewing the
channel, 1 S e A TR A L RO S R R B e
routing dewécei 24 ¥ hislyl dtaataoisdHAINE datd Bt amnesing dpaisihevifiotv inANlitagi-Fhe BS may receive

the data packets through the VLAN tag and send the data packets to the connected multicast-SF.

VLAN is furtpgigipcugediiSNRRaHSianahpraliseian fierelNyBentddrdl dfudlsdvay 14,

2007, entitled "Dynamic VLANS in Wireless Networks" which is hereby incorporated by reference.
[0070] FIGVA {3 Btk dnasham on alessinpiam red Nnsaiuataoh ghasielidt asseel e Faiticasiid ASN

servers in JaeRrighatlidR S HRIABIANS: Golnc QW RS AIRERIRRR IR RPEIFACed (TR ibe £aYie! plane. As

such, the ASN server 210 is configured to generate control plane messaging (€.g., communication
instruction&oBf EsErAcE I 38 MEHEIED EY OISt GRtive 1o debetthg dvsebtond¢seBayIG. 3) to

perform dajaaiafs [WAriaRe: A (63l alilie:absiaciRmdtiB ASH sefueh2lfuiayiaqiperiomm any

data plane functions (e.g., retrievmgeg]ata from a GRE tunnel or transmittiné] data over a GRE or IP

tunnel). RARBANBDASRNSEH Bie Vi gemsieaBhtral tRibsrdiUpRABABAb sPRSifIE daEIsE s A@re T TIReoRS N
server 210, 33-4ihegUh-d888 104 NAYE 19208 £0RfAYEE 18 HIARBEK JAAOLIR PeneqpeeiRed Wik the

actual routing of packets. .
tag. The BS may receive the data packets through the VLAN tag and send the data packets to
the connected multicast-SF. VLAN is further discussed in US Nonprovisional Application
Serial Number 11/748,476, filed May 14, 2007, entitled “Dynamic VLANS in Wireless

Networks” which is hereby incorporated by reference.

[0070] FIG. 4 is a block diagram of an exemplary ASN server 210. As discussed herein,
unlike ASN servers in the prior art, the data plane (e.g., forwarding plane) is abstracted from
the control plane. As such, the ASN server 210 is configured to generate control plane

messaging (e.g., communication instructions or IP service messages) which provide
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[0071] The ASN server 210 may comprise an AAA transfer module 402, a network discovery and
selection module 404, an IP address allocation module 406, and the routing communication module
408. The AAA transfer module 402 performs, independent of mobility mode, the transfer of AAA
control messages to WiMax subscriber's Home Network Service Provider (H-NSP) for authentication,
authorization, and session accounting for subscriber sessions. [0072] The network discovery and

selection MBHYIADAPErFORHR T 66 Pand lededten BrlaP BHpriapRate hetorkeseivite
provider (NRRbthatachiaaSubssHbeD ﬁb}ﬁ@a%sﬁéﬁp‘éfm a%?WH%&%ﬂ)mM@n@ié&@Ld(@? ?élﬁ@@ﬂ@“

module 406 manages Layer-3 (L3) connectivity established with a stationa;é%ubscri er or mobile

subscriberdesigg)2 GBEAPHOTSHNE EHRsIaRCYE6A FRENEEGEREY JenbrattharntPptstiver

communicatigmistsEHANAI® FIRHItIE Pemisendd 21seinkadharatagNang s abotraciaddigmisae control
plane, the functions of the data plane are controlled via the routing communication module 408. In

some exarfiBavede Pseng agisthio MrRarsriato aule BB SneR e Ehe StHA FRusRsPiRarsEtbns

that indicate which GRE tunnel data is to be received and which IP tunnel data is to be provided. The
communicat[@07btruthersSiayrber pridvidey dontipe souibirgide s 21 2nod0R /4) naarewexample, the

BS tunnels, data received.from a mabijle statio g\/lﬁ1 within an appropriate E nel. The BS and/or
1S may s B A e e B B R et e SR o
module 40& mayneceive el clent0sl. dEta ArdAinsinstti-the doletitlp pevicemiR] itle petiderecth@etdatayirom

the correct GRE tunnel. For le, the control mo 02 of the routing device 212 may.receive
tho instrachoNS A E A SO H RTS8 of Bk S S D RS e 306
may then f&tridderttié- NaR) fiamuthe carsech GRIbdtnnelgndpsesdoba the datdntoftireddsgabelevice. In
some embodiments, the router module 306 may tunnel the data within an IP tunnel to the CSN as
further instq'thsé{gl&Sby the routing communication module 408 of the ASN server 210. For example, the
ASN server 210 may control ASN/CSN tunneling and intra-ASN mobility. The ASN server 210 may

also perfqrn{%’@hg dig Istanok drignsgerreatscbependindwa 4hé wﬁﬁgn&aﬁ@ﬁpthélmesgam may
also provideagio, Wé@ﬁr@b@&?&ﬁ&\%{@s‘ew% pi0%GR) (osp) el SRR AL B Re cQrligied for

applications such as VolP and video broadcast. For session based applications such as VolP, the full

QoS and AWk misebe UhadP tdsdeshabreftiine PasiitetOF nranegethea xS SbA)EORISHYAY control

the QoS leyels RPN RE &Qfﬂoﬂ%%?ﬁ%é@ﬁ{ﬁéﬁomﬁlﬁﬂ&%&‘ﬁfeg&?‘ﬂﬁ)be configured to control the
VLAN usage either putting the VLAN tags for the customers by the BS or allow the customer to tag the

traffic but police the VLAN tags. o ] o
[0073] The routing communication module 408 may generate and provide communication
instructions to a routing device 212. Since the data plane is abstracted from the control plane,
the functions of the data plane are controlled via the routing communication module 408. In
some examples, the routing communication module 408 may generate communication
instructions that indicate which GRE tunnel data is to be received and which IP tunnel data is

to be provided. The communication instructions may be provided to the routing device 212.

[0074] In one example, the BS tunnels data received from a mobile station (MS) within an
appropriate GRE tunnel. The BS and/or MS may provide control data which is received by the
ASN server 210. The routing communication module 408 may receive the control data and
instruct the routing device 212 to retrieve the data from the correct GRE tunnel. For example,
the control module 302 of the routing device 212 may receive the instructions from the
communication module 408 of the ASN server 210. The router module 306 may then retrieve
the data from the correct GRE tunnel and provide the data to the target device. In some
embodiments, the router module 306 may tunnel the data within an IP tunnel to the CSN as
further instructed by the routing communication module 408 of the ASN server 210. For

example, the ASN server 210 may control ASN/CSN tunneling and intra-ASN mobility. The
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[0076] FIG. 5 is a block diagram of an exemplary WiMax network. In various embodiments, there is no
ASN gateway, rather, the data path can be distributed through a base station (e.g., BS 204a). MS 200
sends and receives control messages directly with the ASN server 208 of the ASN 202. The MS 200
sends data to the BS 204a (via the R1 interface). The BS 204a, in addition to functions of the BS 204a
described herein, may perform data path processing based on communication instructions received
from the ASRNsEREF é(f@ B REPEFHTRASHE aﬂ%%@mﬁe&ﬂ?ﬁr%s RepRrHBINVIEE such as

routing deyisgiddAddisausseshnsssia) -mzlg(&?s@ Proei S Al cNArLerpiyeRRNNENNEANION instructions
from the ASN server 208 and data from the MS 200. In some embodiments, the data is to be provided

to the CSN y 304 e CSN 502. Th com unication instructions S 204ato
o the oA T thEE RS So TR LS G EARTA L RETOF 4R Bk Loieo
Alternatelyhrhdesmrionseadion Has&thaﬁprmﬁm mﬁu@tVb@Bﬂie?ﬁﬂaQOSwhﬂeicﬂﬁﬂssiatammyn@a VLAN
tunnel and/or %wde tthed ta to ano her st OR&(T\I BS ﬁ4ré As |nst utgt %?ﬁpfn the ASN
server 203l EgRel Oll}nrl(éa ?rPst? fons, e% efng vﬁ:ré/%f ?gfﬁﬂéomay ea&ora‘lngly
[0078] Theb@b RIgateway ok lmaysu ﬁpmcksﬂ\ésdater f2o0nbae lbl'e’ <tunf1ghmdd¢)mwd@1 the WataNo the

Internet 5065( sgAeSeﬁ)t}?eqS I&l%ac%g Ft tworl%OSrl écus O/BOSI\{I) ﬁgtwro&rhOS‘% SOtZ)Q eIrn (\)/arlous
embodimenteohe or Motethase sta may € recon |gur o per orm rou ng unctions o

comprise ahmmﬁfg:@avmd@aﬂlembmmged in the art will appreciate that a wireless network may
comprise a combination of base stations configured to perform data path functions via the routing

device and \jaggio e bAse RIRR, INANGSIAINAIR A0 WARITGWIEE RaSE Siatian may transmi

data to an ASN gateway via GRE tunnefing. A configur d ase station, however, may perform the data
path functionaskisien B SRetfate i SAs gatevsat, rd@m@r,frbﬁﬂﬂﬁ@mdséasmﬁohsméytbé tnenghed Wwisectly to

the CSN galeway204psI98B0] R RiFRrlogkAIaiam of AlPXURIALY RARE S HIRNRI4ININ

various embodiments, there may not be any ASN gateway. In accordance with various embodiments

described frevelrRthe bR beMBSicteoland ofmBfb Hse siatiori | Aerlrssult e each
base statiqpymay,COMRHRG N UGS R B MAICHERBPRSAM Y GRIGRINBILplanS from the

ASN server (not deplcted) and routes data accordingly.
processing based on communication instructions received from the ASN server 208. In some

embodiments, the BS 204a comprises a routing device such as routing device 212 (discussed

herein).

[0077] The BS 204a may receive communication instructions from the ASN server 208
and data from the MS 200. In some embodiments, the data is to be provided to the CSN
gateway 504 of the CSN 502. The communication instructions may instruct the BS 204a to
tunnel the data from the MS 200 using an IP tunnel (via Mobile IP) to the CSN gateway 504.
Alternately, the communication instructions may instruct the BS 204a to tunnel the data using
a VLAN tunnel and/or provide the data to another base station (e.g., BS 204b). As instructed
from the ASN server 208 via communication instructions, the routing device of the BS 204a

may route accordingly.

[0078] The CSN gateway 504 may unpack the data from the IP tunnel and provide the
data to the Internet 506, ASP 508, legacy core network 510, or 2G/3G Mobile network 512.

[0079] In various embodiments, one or more base stations may be reconfigured to perform
routing functions or comprise a routing device 212. Those skilled in the art will appreciate that
a wireless network may comprise a combination of base stations configured to perform data

path functions via the routing device and unconfigured base stations. In one example, an
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[0081] The base station 204a may comprise an RF module 602 and a routing device 212. The RF
module 602 is configured to receive data from the SS/IVIS via RF. Although data is described as being
received in RF, the data may be received by the BS 204a in any frequency. [0082] Those skilled in
the art will appreciate that the BS 204a may comprise any number of modules performing any number
of functions. For example, a module may be configured to perform micromobility management

functions, SURPPHEHEH B8TE RSEIg A HEPRITHE A 4bAY gasHE Y SR HtHRRGHBUIRS may be
configured:tpREHRIBIRNARROUIMRANAIS R NRaR RIGY.ANfercamRNf s Nassiieation,

DHCP (Dynamic Host Control Protocol) proxy, ke mana?ement, session management, and/or
multicast gtodg THHh&EhEND thebass WHiREeRYhe Sines errbisehhendhadsiNEten e each base

station of a wireless network may require a routing device 212. In alternative embodiments, one or
more base sfe0i8ds nEGbe Rpashily dagpistoina creilipiadebice fikod bedoulingacevice 212 may

receive com u(riljcati(t:)n tiFstructions from th%ﬁﬁN i%ver. Bata ma be&;rt vided to th%autigﬁ device
212 "as is*Or 8n1cr3%%tsjla st en%uﬁr%}fje iceS3 Y Hhe r(?ﬁﬁ(r)]rg evice 1"2“;%%’335/ ?3%1 orm data path
functionalitiesoritach hbasioethe i copiane nias thera istivcidonsoas cesciib dasbataiions (0084 [rédddt, 7 is a
block diag{ m ofh n exem lary connectivity servi(%e n%tworkz(ﬁs .7}94. Similar to embodiments
discussed eereea'l%, &°%ohtral P %1}/1806]?%136% Orlﬁér)}goeeg SStractéc #?or%e?ﬁlev%sa(fgnﬁ Ane i Various
embodimentsiutigosafteniatitingStestee:i idbniapibe doapledutie sadu Sdtselivegtyor an CSN server
without reconfiguration (see FIG. 8). [0085] In various embodiments, the ASN/CSN communication

network 702;i5g rawe%@é‘@&‘&&lt%ﬁ'?&@%gn iJ 6 REN (A CROWPLIRER 1%&1%% &K/YEn {96 and a

routing device 212. In some embodiments, e CSN server 706 and the routing device 212 are

paired, 17 theRtonmstide QT 8Nagdtgwey (Tresqoatidpdesicshe 88 1¥ SorimRInicatiheigbsapias with the
Internet 5QR the H3E 29 EISIAT REEHGMRH R0 Aditha O4RQ BOSHENEWRI R Qdedrey.

[0082] Those skilled in the art will appreciate that the BS 204a may comprise any number
of modules performing any number of functions. For example, a module may be configured to
perform micromobility management functions, such as handoff riggering and tunnel
establishment. One or more other modules may be configured to perform radio resource
management, QoS policy enforcement, traffic classification, DHCP (Dynamic Host Control

Protocol) proxy, key management, session management, and/or multicast group management.

[0083] Unlike some other embodiments described herein, each base station of a wireless
network may require a routing device 212. In alternative embodiments, one or more base
stations may be operably coupled to a routing device 212. The routing device 212 may receive
communication instructions from the ASN server. Data may be provided to the routing device
212 “as 1s” or encapsulated to the routing device 212. The routing device 212 may perform

data path functionality in compliance with communication instructions as described herein.

[0084] FIG. 7 is a block diagram of an exemplary connectivity service network (CSN)
704. Similar to embodiments discussed herein, the control plane of the CSN may be abstracted
from the data plane. In various embodiments, the same routing device 112 may be coupled to

an ASN server or an CSN server without reconfiguration (see FIG. 8).

[0085] In various embodiments, the ASN/CSN communication network 702 is operably
connected to the CSN 704. The CSN 704 comprises a CSN server 706 and a routing device

212. In some embodiments, when the CSN server 706 and the routing device 212 are paired,
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[0086] The CSN server 706 may comprise a routing communication module (not depicted). The routing
communication module may generate and provide communication instructions to the routing device
212. Since the data plane is abstracted from the control plane, the functions of the data plane may be
controlled via the routing communication module. In some examples, the routing communication
module 408 may generate communication instructions that indicate that data is to be retrieved from a

specific IPRGHFEMPLFhe S thESUENRY: cORsrHHESHY Kot Ad rRalrebigrt Yy i asiicho 12
where to rputedhiesdatanandsip s da@lisiepeofertbaraosessasi @oadunnelrMlie 1eRBdlkkyither, the

CSN server 706 may be configured to perform control plane functions. In some examples, the CSN
server 706 erate e hom ent (HA) and may also provide the authentication,
athorization B ol (ot RFCED TS A AR QLA C NS R Foay also be
configureditppesdprimidastuonbiguratinicavian ageiuenhay demabit ynd pragémentminéc o server
706 may alsq provider per user manage t of QoS and security. Further, CSN server 706 can also
provide oS LRGBS TR uor RS P BB T A A SO P laphone
network), PGRE tlenfh BERR20 HRO&E) blehe8rigyabelocktdidgdara dicaro Wbl sanetiofiand a CSN

server 706 ododeliati?nall cougle to ?hrouting1 device 212 in some elm%gliments. Due to data path
. I ude. n S0 €X mﬁ) %S], € routi g commélfécatlon module maar%en%ra C. .
abstraction, as described herein, the routing device may receivé communication instructions from

any sourcedmguiiiatASihsencao2OthariGGddtsehae A8} withoret figrtbd froanfigpeatfonIPrvaneluting

device Zl%m be agnostic as to the server ﬂ?f’“l sends the c?rﬁmunicatign instELicztioHs or Wf&/1 the
. }J.I't (& (] (%lltlll communication u emay mstrugt the routin CVICC where to route
communication instructions’were generated. In some embodiments, Oné of more chassis may

comprise tihe Aff\nsdifeh?08athaddsNustrepréOSanddize rontikigdievice 212. [0089] Those skilled
in the art will appreciate that the ASN server 208 and the CSN server 706 may be in communication

with the samggafing:aauiGe f1&dR QS E*ABRIGy hE J&Hﬁ@&&ﬂ@ﬁ%&éﬁd@%fﬁ%ﬁ{% dafram a

base station and/or mobile station from a GRE tunnel and provide the data "as is" (e.g., after
unpackingltheougtaxiomplehciGRIBIsmiedy (dthaastepreisastihbnsr o8 (Hhé ) egdayaaoiemetwork

510, and/qy e QR0 RkilR AR AR Zui oA ARCI GRS atb fever FR6MRX Re dpa) o the

routing device 212, the routing device 212 may need not tunnel the received data in an IP tunnel. In
one examplee thalYoatheg dekivey2alsohayostigivetnmsiipicationt fnstrigHetoiramng s SN e ver 208

to retrieve ihe fasa,ram (e P aHIC SR VAN OHEANER PHYIAG MR dala: (WRUL Mg dYgneling or

encapsulation) to a destination. [0091] In another embodiment, a MS or BS may provide data directly
to the routiiy sespedy2 FuRerPGONMHeline (@§ camalognoside cateriilss wdHpa sk sibehfsle, the

routing deyge, &2 g e pireRtesl i onackdie e fiom e, wpel hycgappunication

instructions from the CSN server 706 and then provide the data "as is" to the destination.

[0088] FIG. 8 is a block diagram of an ASN server 208 and a CSN server 706
operationally coupled to a routing device 212 in some embodiments. Due to data path
abstraction, as described herein, the routing device 212 may receive communication
instructions from any source (e.g., the ASN server 208 or CSN server 708) without further
configuration. The routing device 212 may be agnostic as to the server that sends the
communication instructions or why the communication instructions were generated. In some
embodiments, one or more chassis may comprise the ASN server 208, the CSN server 706 and

the routing device 212.

[0089] Those skilled in the art will appreciate that the ASN server 208 and the CSN server
706 may be in communication with the same routing device 212. In one example, the routing
device 212 may retrieve data from a base station and/or mobile station from a GRE tunnel and
provide the data “as is” (e.g., after unpacking the data from the GRE tunnel) to the Internet
506, the ASP 508, the legacy core network 510, and/or the 2G/3G mobile networks 512.
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[0092]FIG. 9 is a flow diagram of an exemplary method for decentralized distribution of data in a
WiMax network. In step 902, the control module 302 (see FIG. 3) of the routing device 212 receives
communication instructions from an ASN server 210 (e.g., from the routing communication module 408
-see FIG. 4). In some embodiments, the communication instructions comprise instructions to retrieve
data (e.g., a service flow) from a specific GRE tunnel. [0093] In step 904, the router module 306 of

the routing dO%I 215 iRcedReS IR EERERY QosBitchedaitdosie AL ingEIs Vicetbpy Gtfsr A Eervice
module 3%{!1@6@132511&'8? fesdaion@dHie BRELREIN&Ir@Mting dewcaiadrragess ‘éﬁ%@i’é@ﬂe%dﬁﬁg

communication instructions (e.g., via data path instructions). For example, the service module 304

identifies WRIAACGREMANAEITD APRERGLAIEBARHE s frae ths PIGE3RE 306 e dlisgly.
[0094] In stgn 9% the spuirTcrondula B3RP saiesthR drtake - dadhe SRovicR Ry hasem oBthe

instructions from the service module 304 to the target device (e.g., a device on the Internet, an ASP
server, or BRSAAREIaLoBO 5T BREINEEIRY A block diagram of an exemplary digital device 1002. Any of the
SS, MS, ASN server, CSN server, digital router, may be an instance of the digital device 1002. The
digital devic¢(DO0P cdmpiistsrapiockssar, LOUKS, on&B onyy1 PR &ickagditQoy, antiapoiitieyice 1010, a

communicatian network interface 1012, and utput device 1014 c unicatively coupled to a
communicg ivtnlﬁecr?la%\ﬂl‘r’llgl Otfgpéhneg ;S‘F“' -3§§£§§oﬂ&§f§ﬁ@§%8 E%eeggg & eXedl ':1;1\48 g’in&s?tructions
(e.g., programisy {edoatl 2magdiendinisiethe pipadsgor Q04 condpriHEa1aireLityycomamn jerocessor

capable of processing. the exe ble instructions. . - I
P IS RUChOns From the (‘fﬁf\"f‘ server y&)C and then provide the data “as is” to the destination.

[0092] FIG. 9 is a flow diagram of an exemplary method for decentralized distribution of
data in a WiMax network. In step 902, the control module 302 (see FIG. 3) of the routing
device 212 receives communication instructions from an ASN server 210 (e.g., from the
routing communication module 408 —see FIG. 4). In some embodiments, the communication
instructions comprise instructions to retrieve data (e.g., a service flow) from a specific GRE

tunnel.

[0093] In step 904, the router module 306 of the routing device 212 receives data from a
source device such as a BS. In step 906, the service module 304 instructs the router module
306 of the routing device to process data based on the communication instructions (e.g., via
data path instructions). For example, the service module 304 identifies which GRE tunnel to

unpack data from and instructs the router module 306 accordingly.

[0094] In step 908, the router module 306 routes the data (e.g., the service flow) based on
the instructions from the service module 304 to the target device (e.g., a device on the Internet,

an ASP server, or the like).

[0095] FIG. 10 is a block diagram of an exemplary digital device 1002. Any of the SS,
MS, ASN server, CSN server, digital router, may be an instance of the digital device 1002.
The digital device 1002 comprises a processor 1004, memory 1006, storage 1008, an input
device 1010, a communication network interface 1012, and an output device 1014
communicatively coupled to a communication channel 1016. The processor 1004 is

configured to execute executable instructions (e.g., programs). In some embodiments, the
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[0096] The memory 1006 stores data. Some examples of memory 1006 include storage devices, such
as RAM, ROM, RAM cache, virtual memory, etc. In various embodiments, working data is stored
within the memory 1006. The data within the memory 1006 may be cleared or ultimately transferred to
the storage 1008. [0097] The storage 1008 includes any storage configured to retrieve and store
data. Some examples of the storage 1008 include flash drives, hard drives, optical drives, and/or
magnetic BiIECEAEAMFHARTRERSISSYSRMTIIOPIRRETHYE siprkie Yyurie TpBscasERa
computer-fgagaisnnedium, which stores instructions or programs executable by processor 1004.
[0098] The input device 1010 is any device that inputs data, e.g., mouse and keyboard. The output
device 1014 ts data, e.g., a ker or display. Those skilled.in the art will appreciate that the
Storage 1000088 h: AbUFBAOHE, TR SO EY T BOG P ED G b A HE LTS device
may compdisadée pracasBRAMOBROIRARMAchd 0afas welhas cadevice d6 seceivbaindaiput data
(e.g., the communi atltion Qetg\gorktinte face 1012 OlC[Jill‘le outgquhder'lce 1014). 18?% 99] The
communicAion HetWark itterfade (Com. NetWSrK in facef J‘.%TZ rhaly? eecn&ﬁp &d to a network (e.g.,
communicelsaredetwbtiknaby wialiaiadked GibStdiagecbdfunication network interface 1012 may
support communication over an Ethernet connection, a serial connection, a parallel connection, and/or
an ATA con Gﬁé‘ﬂn . icat ' C rtwireless
communicatTon (e.g.@%Zg%%%m Ii\(;)lvelIl\{/I}%(\éV%IE E%/?/él%) %ﬁﬁ%g%&%ﬂ%ﬁ%ﬁéﬁgﬁilge'dslﬁ tee art
that the comammisariohasitwagk 10t fiachid© flasbatrisap gondrdeimgswors s drittividpe kaskostanagasts.
1004001 1 vilkbe:anper iR Dase il BBd G ATLIIALL S Nefase clfiRels ol digital device
1002 are not limited to those depicted in FIG. 10. A digital device 1002 may comprise more or less
hardware, rsefiabég enadtiyor, fithichznterco mponetimsshanmemsiepictsable by Ao dPerating systems,
touch screens, biometric analyzers, etc.). Further, hardware elements may share functionality and still
be within varigssgembgdimenizcassiped RergiNN QNS fXAPIN e eadingRRd adeseding, may be
performed by the processor 1004 and/or a coprocessor located on a GPU (i.e., Nvidia). [00101] In

various enfBSAHBRHEeissIO S AupR bRRIA dhcPipReAUAr ABtRIAY aFBsspkitsdd oAl ®kBmple, the
control of thpAataseriingdBLR Peskmss bxacirss digitah dayiee &4eHa8:3 6eBALSRIVELEE.O., an

ASN server, CSN server, LTE server, or other wireless server). The actual routinﬁ may be performed

by a secorfd diie HevREBE dF YsaMBY GAF It B Y 8T Chvc ORI oRRE dAHethecdmS frouter).

The controlSeEves ey Gentl AR FaUlng (RSt URHQBM (B:hictAbAMEeAti dRdABMEtionShwbichdnay be
provided to the routing device (e.g., via the R7 interface). The routing device may then route network

data (e.g., WRRHSHE 8Lfe device to be received by a target device) based on the routing
instructions. In some embodiments, the actual routing of data is performed by the routing device.
Routing inst0689hs riay campise dtistr uetioosk tmidréareytiog dexieerihatt@dntep | S0t emagdpath. In

some embodiments, the router (e.g., Juniper router% in a routing. device js figured to receive and/or
porform fur ISR I FESE Al ot TR AL B HE TROTUS TR ke e routing
instructionsocamiigiteitmencowiing idevtaectd ez @ive slgipoitaromanparitatilan ingresshdierfiace and provide

data at a particular egress interface. An integﬁu‘le Is a logical 143 o GRLT. r Mobile IP leﬂnel) or
. cotnnectlon serial connection, a parallel conngctron, and/ ranAk CORHCC on. 1L ? .
physical port on"an access router which receives and/or transmits packets. An egress interface is an

interface frammvindtapackets enitithertaced$d 2autgraldn ingpesswintdeface isramikteidade. to, &bRchl
packets arri t cce . RE tunnel ma eidenti{iilj 3-tu %e ., source endpoint
& cosL B R A e ) R PR et e s B o R o7

The mobiledRrtumieltinayde duktheedasciDEddmRED@B4Athny wired and wireless standards.

[00100] It will be appreciated by those skilled in the art that the hardware elements of the
digital device 1002 are not limited to those depicted in FIG. 10. A digital device 1002 may
comprise more or less hardware, software and/or firmware components than those depicted
(e.g., drivers, operating systems, touch screens, biometric analyzers, etc.). Further, hardware
elements may share functionality and still be within various embodiments described herein. In
one example, encoding and/or decoding may be performed by the processor 1004 and/or a co-

processor located on a GPU (i.e., Nvidia).
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[00103] In various embodiments, by separating out control of the routing function to a separate digital
device such as a control server from another digital device such as a routing device, the same routing
device may be used by a variety of control servers. In one example, the same routing device may
receive routing instructions from an ASN server and a CSN server. The routing device may route
network data based on the routing instructions from both servers. Those skilled in the art will
appreciate trﬁa?%ﬂélrolmw?gla%w@%ﬂ@yl@é&e@%ehﬁgdmm%gw&ﬁ&}lﬂdﬁ%@}g&raigim devices.
[00104] Theligitad davise thahgapearaieseulipgHIHIs ions N AL P8 d pelasesbwithoutreRiasing the
routing device. In one example, an ASN server which generates routing instructions for a routing
device mafBEFeHREAYAFRREN BTE Sev8r. e YN eeife iy HINg: SFERE rBLARY Rt By
generatingsgpriNgAstib&lPnsSutTEmay g sievietasy Peaanpstistasda hesservay Prouetuork (e.g.,
WiMax, LTE, or other network) which provides the routing instructions. [00105] In some
embodimeffté e butdhif e SOty Hetice T Ranighiret o re bRV RGNS A BHEWHich control
routing comynandmihatasayesident imibaicaudarnthe N HEURMAn®S iidhRIEQUAhIRY e
configured by the router manufacturer (e.g., Juniper). In some embodiments, the router may not

comprise &YiF6iry d5mbdha isiircshebhtc e e slctire Savdanipuie Ss s daoriid g.,
LTE or Wikén\h sd0REQR) B \BriRus @ivbatineniscsapaiad g Jae 0k ebaitltha iautiogsfupctions

between two or more digital devices may allow for increased redundancy. Instead or replacing or

adding ex 8RGIEBALEERIHIBE SSHRY SRR G D BIISERRE it SttHB dRd SN G EASN

server of the e aagd tompriblissnvetiondhe Peeb@ihg Menedtiay benrelkiple dawtinghdavices each
comprising a commercially available router. If one routinﬂidevice fails, the contro| server may route

data to andtH¥r FEUY RN CintE e olHHE G SORE HBy? CBMBASI ESMERBIARYF SV AN ABIE Yo uters,

replacemexis/or pedundanhhaskupsepponbeleas expensiveandidass complex than replacing entire
gateways in the prior art. [00107] FIG. 11 is a block diagram of an exemplary packet forwarding

module 110206’10*@5"0&?@%0‘]” nepts, g ASN esnyen 240 com r@ﬁ&?&h}fn ?Fe%‘?éégévrvé‘crg‘v” 45100'“'8
1100. In other em merﬁs%e’routmg dévice 21 comprises the packettorwarding mo ufé 1100.
Those skilleahimtpa tart wiliggrpse ciate tbatahproonteal e ater fecrgepluirefgsss serudayor digital device
may comprise the acget.fo ardi odyle 1100, In some embaodiments, the functions of the. packet
forwarcing T A QU B SheE by A o e S I 8 e R e
[00108] Thecpackemidiowardinyimpdcketl 100 egraprises Ao atcnimyarfoculeoil 02 ch forvkatd entvdule
1104, a dr% g}%g usk:f\o%l g@’ﬁnQB%?gs%?iﬁEe%déJ lg élnllor@ér%pc% ?%%%%ﬂqoa%ﬂlé‘atslalr%ioé-rp ﬁlﬁm aac%ceré:sng module
1102 may genera%e one or more-routing instructions to match INco Ing networ data (e.g., from a
stationary sutscribdsRESmrcdmbjSeusdimgipad ket clasgific &tign solesctondetenmiBeawlhstirdtiion to take

f . t ice fl ificati les yx ' i tob
S e T T

taken for identified data received from an ingress interface.
contained wvithile dhyudatd wiary deifartrecdashimztibm Stdats4éructures.

[00103] In various embodiments, by separating out control of the routing function to a
separate digital device such as a control server from another digital device such as a routing
device, the same routing device may be used by a variety of control servers. In one example,
the same routing device may receive routing instructions from an ASN server and a CSN
server. The routing device may route network data based on the routing instructions from both
servers. Those skilled in the art will appreciate that the routing device may receive routing

instructions from any number of digital devices.

[00104] The digital device that generates routing instructions may be replaced without
replacing the routing device. In one example, an ASN server which generates routing
instructions for a routing device may be replaced with an LTE server. The LTE server may

also control the routing device by generating routing instructions. The routing device may be
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[00109] In some embodiments, a packet classifier comprises the packet classification rules. A packet
classifier may comprise an index which may comprise a priority and matching condition which are the
conjunction of any number of criteria. The index may uniquely identify the classifier on the interface
and may have values in the range of 0-65538. The priority (0-255 highest) may define the order that
the classifier rules are tried in. In some embodiments, the forward module 1104, the drop module
1106, the BEIRHISEE HABRIRSTYEDET AFABIHR 0% Matid 11 9boMher AShNGLr Y ks arRYides She or
more routingifstractiapgdhat are stored within the packet classifier. For example, the forward module
1104 may generate one or more instructions that identify a matching condition and an action to be
performed thm 'ﬁ@[o:}ed in the‘}%g;chl:é(et clasigger. ?[1001 0] The forgvard modlélée 1104 may generate one
or more rout g IR b BRI SRS Hia fi R IREBATST SRR AP¥iRg SR SRS AL TREPESS interface
to a specificiegre ssstnietiasew Hidhns exahnpleinih eciamdards mhadule t104d g endiatesweneiremore routing

instructions tct).forward network data ge.gﬁ, dEta reieiveddfgorala SOL[JI‘CG devfic%fro? ong n%r??s
interface t6 AN Egress INterfate. Forexamples R ASN Seler' 210 may fedetve Contrrr dataitoim an
MS that n@tworkedaisbdidimeiine, M8 isuehepravidecioiacGiNrgadeyayandial thiargepaeivice. abhe
forward mod I.%e1t104 ray lenerate one or.mor rouﬂclqéinswiq?{#éto forward network data received
from one GR lfnlﬁrgl%ndlf%ﬁsesr%Or%ﬁlggb(?uﬁglﬁ%gel‘?l'e da a?rtunlne " data through a specific IP to IP
tunnel to the CSN gateway. The routing instructions may then be provided to the routing device (e.g.,
via UDP or dA0¥@kobolari{os ertjodianothercpxaimsehermom®hasdrier2u0npdyncseiybatpeto| data

from the Co serysrc s ndicates that IRMPRSIARIIR R SN Seferiato e fararged to a S

The forward module 1104 may generate one or more routing instructions to receive network data from
a specific Rdmgrerpansvanddreovidexienernibii pertn AxpecifictGRErauing fufodansiels.some

embodimegtethe.fgraaicl MOGHe %ﬁ&"ﬁh@‘@éﬁ'%’r@e%?%t@?gfb‘? MBS N i{r}nﬁ;%%ﬁtﬁﬁ perform

a variety of different R7 command types. For example, the forward module 1104 be configlred to
generate clediopygarh coutinimsergetivner coabpearel blmimitcde stioe aquimme oiepddie iaunnel.

When the fomaid megdulg LEQFIERSIAER, AR QLMY 94899.”@1@@&%%4‘89&&%1&&%@_&5” nnel, the

routing device may be configured to create a specified tunnel. For example, the routing device may be
configuredcfingraste anisra b avadabip aatingeakvicmaniti BSuadant hagrpstotandly dasd/or a tunnel

between the JAINGAGUIGE a0 A BN %ﬁﬁic(%%ef%?]: %ﬁ&d@é‘iﬂ MeDprddiEafprward module 1104 may

be configured to generate any type of tunnel. hen the forward module 1104 generates one
or more routing instructions to destroy a tunnel, the routing device may be configured to destroy a

specified turl@21L07he FERvAldidNars firsiema) gl AsraelidnearkHidid vauting metueiii¥d¥estroy a

tunnel whegihe:fpaahisie lapoesNeigersed.doaipexamBlep WREN A MG ABAMESAUY ph@NArea
serviced by a particular ASN server, a routing device associated with the ASN server {gﬁn%be
t

configurec B ERRYIIMEE BRI WA IO M EPRIEIRY ths Backetiuritio SR dH Pouting

device. In anetbekiexampPiRe thewautipgreaxicehmian PesRriiaures (e desiinyean Jeer ) Bitdnnel
between the routing device and a CSN router. The forward module 1104 may be configured to destroy
any type ofVissdpay comprise the packet forwarding module 1100. In some embodiments, the

functions of the packet forwarding module 1100 may be shared by two or more control servers

and/or digital devices.

[00108] The packet forwarding module 1100 comprises a matching module 1102, a
forward module 1104, a drop module 1106, a broadcast module 1108, and a QoS module 1110.
The matching module 1102 may generate one or more routing instructions to match incoming
network data (e.g., from a stationary subscriber (SS) or an MS) using packet classification
rules to determine what action to take for one or more packets or service flows. The packet
classification rules may comprise actions to be taken for identified data received from an
ingress interface. Packet classification rules may be contained within any data structure or

combination of data structures.
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[00114] The forward module 1104 may also be configured generate one or more routing instructions to
update any type of tunnel and/or update the parameters associated with an existing tunnel. In one
example, the forward module 1104 may generate one or more routing instructions to change the type
of tunnel from a GRE tunnel to a VLAN tunnel. Further, the forward module 1104 may generate one or
more routingé&nstructions to change tunnel parameters. For example, the forward module 1104 may

generate onE081 b rd oM TRRARIRING foPerksigdeesitieeryandsendin@adstielciicainriylenanle
fragmentatiopa &eabigs $4ePR N thimplekiahdbe denuarshnestdlsild 94 Moryaiaa Raeanfigured to

generate one gr more routing instructions to create a route and delete a route. When the forward

module 1180498 tiERE BierrEPSHARG SR8 ALPR (f Srisiis-a Thaiadaanaytinileice may be

configured dertigate: 24 flepsartio thiouie dvinie niayater waid etverka Aiddd fiorsene. ingkess interface
to an egress interface. When the forward module 1104 generates one or more ro,utirig instructions to

delete a rdietiHd Yoty essie amadebachsmydredhg tegieyibisn Biehits tisd Fould sthome

embodimesthdienternyard rapdale hbadenaalsahegoniigured foQenertadras: aldnake1nging
instructions to update or otherwise alter existing routes or change parameters associated with existing

routes. [G4%] BH QS RAGSH Y 4% CANEBBrIR RS LR THI I ThBine IasHaysBbard data
between agy intestecemandiop RN YREsH dUNRe! (R GnplREe MeRIRIRo¥MAN] MBS, @igeraaimilarly,

those skilled in the art will appreciate that the packet forwarding module 1100 (and the components
thereof) maGARERWHH SRy KioRs Spatitlsarisy hiriehiags Yrdibiedasy! anyeio8 b bemsEiBPgeikihte a
scheduler {ostard i@ Opibkaal)assi@ed 1 7] The drop module 1106 may generate one or more routing
instructions to drop matching incoming traffic arriving on a specific ingress interface. In one example,
the drop molj'#ﬂ 06.geperates one or mare routing instructions to drop network data (e.g., data
received fro a(igjgtrcq;eg%g?/rlgea)r (frrgr%ggzeemnag{-%@i (gr 5328.0 For re%)r%ep 3, t\}vnr%alrrl1 Sérrlllﬁc\i[/fgntsré%sitions from
an area seivedulynoatehfgNinsernvirg21:0fio amotingroficr spstifict perod oittiMaes netwprcidatagirom the
MS may be preadoap (a.ngth ARN gevers, Pnes the fiandoft from one ASN, server o ihe othen s
complete, the rop moduie 1 rhay generate one or more rou INg Instructions 1) cPr%p any Hetwork
data that mafobeardogiteork datathiegomarrivgress finter fagai{ecgle GR Eftunnal): iNgeefommarthoeadule
1104 may glso. gengrale.ane,or more Fputinalesituctions ip destioy e [omen ingress, iniaifece.
[00118] In another exampl%, an ASN'Server may receive an indication hat an MS'is ho onger
receiving dbaaregorkhéai $dsnsthatNdff)isThdapopvided ther 11906 gneypibe oodifigaradto deneratEhene or
more routipg.instructions op netwark data from the CSN gateway (e.g.,via an, IP_to IR tunnel) that
s cirected R RO RAUE 41 (TR SRARCOIR RO IR D B el SR
generate onecdrerhbrerontigRFstruntions! talteopnestamorid datg tesbtintennvititha detrtidutargbervice. In
one example, a-uUser n MS b di ut petbigs e hich may.be dropped he
routing oot e o L S R SR BRI e
a particulathturmingdgvece e . type Gbdtata deygproredPl) that a subscriber has not purchased. As a
result, VolP data from that particular tunnel may be dropped.

[00111] In another example, the ASN server 210 may receive control data from the CSN
server that indicates that network data from the CSN server is to be forwarded to a SS. The
forward module 1104 may generate one or more routing instructions to receive network data

from a specific IP to IP tunnel and provide the network data to a specific GRE tunnel.

[00112] In some embodiments, the forward module 1104 may also generate one or more
routing instructions to perform a variety of different R7 command types. For example, the
forward module 1104 maybe configured to generate one or more routing instructions to create
a tunnel, destroy a tunnel, or update a tunnel. When the forward module 1104 generates one or
more routing instructions to create a tunnel, the routing device may be configured to create a
specified tunnel. For example, the routing device may be configured to create a tunnel

between the routing device and a BS (e.g., a GRE tunnel) and/or a tunnel between the routing
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[00120] The broadcast module 1108 may be configured to generate one or more routing instructions to
copy outgoing traffic to two or more additional egress interfaces. In some embodiments, the ASN
server 120 may receive control data to provide network data received at an ingress interface and
broadcast the network data over two or more egress interfaces. In one example, when an MS travels
from one area served by a first ASN server to another area served by a second ASN server, the

broadcast #iY§6 RN FOSTNEPYEhErdte g & Hre MU ting sisiyatb ot A% Bay Betwork data

destined fQp RS QYgbRefaREAVMIR! &7 thenMS as well as direct a copy of the network data to
another ASN server and/or other routing device which will forward the network data via another GRE

tunnel. By bi- ing network data, th recejve the network data even if the MS is out of
the arca of JUB e SR L VAT LT THE G HELNE T8 POV Ay Dh e DG enerate
one or modeswoyiagunstiptitonstagddepior hiifercpackeisrad agdessdnietipeeaicoardingliechierarchical
quality of service Qo@gﬂl&gs In some embodiments, the Q.oSt moduletl 10t controls the %uality of
service of tRe UTRG Hevice, ABRUEH L GBS MBALTE LIS MaY ESE At SAE SrGIE Uty
instructionshéabiifééispacketigeabaimggreds iesiacaple oxdien tm Vibritizecs eivworkad ataaseavireglire
quality of service. If the ets overflow .the buffer or violate a QoS palicy, for example, the Qo
hadule 1700 TR b A T BERUITHS b dRE PR e NS o O BBy RO D S
in the art willdeppogciatRihatithe QoSynoftutectVlirimay gdrietateonieedvfhate tauimgimsiidtians for
any kind of QoS policy including schedujing (e.g., based on scheduling par ters such as maximum
e, quar e R R R S e S o G o haping
functions. tetsarretkenbodipeleidctha QoS Shaduterl T2 fioay gdnecdtdarididctionbdecarfgteed to
scheduler,dlégtcrigteag stchg%LflIglrﬂnarl\d/or destroy a scheduler. In some embodiments, the QoS module
1110 genera eohe ormore rou%hg instructions for the routing device to create a scheduler with a
given quality of service for a specific egress interface. For example, QoS module 1110 may generate
one or morelddd iddw detivas foothderblitihghaevice be epatiried gisadierahappnoricizZes Ve |P data
over a parfiRllardB o el sueih At Rl SraGemale wlkeldn SR pAglaRSRmAnce due fo
packet throughput. Those skilled'in"the art will appreciate that the QoS module 1110 may create any
kind of scitediiiag asyisdiate @neitkamylg/pecdptiordumdde dil8drass Eeefaceye 0OITBITHEGOS
module 1510,MayaiSe IRAMARORBLEMAIRIMHING BRIGHARP P LVEAIR AfABRduehdp fle
example, the QoS module 1110 may determine that the network performance one a first egress
interface iV thadudsp el {s LN eiireeRI\ iR APUETRENGT HINE eIty Of thenae ikl and/or egress
interface fiom, NR4QUEY deviea). A8 RFEniBEROS MAdHeLiddE R IR RRIA Rl O More

routing instructions to update an existing scheduler for the firSt egress interface such that network data
sent via thBfirgcagne $8 chaaviadeRdbEagide biesaiisissrimmhanbemhie Oasneaiea.ereblenay also
generate on@ @ Ryarg other routing instruction to update another existing scheduler for a higher
performing egress interface to packet shape network data that requires a higher guaranteed grade of

service.
[00115] The forward module 1104 may also be configured to generate one or more routing

instructions to create a route and delete a route. When the forward module 1104 generates one
or more routing instructions to create a route, the routing device may be configured to create an
IP forwarding route which may forward network data from one ingress interface to an egress
interface. When the forward module 1104 generates one or more routing instructions to delete
a route, the routing device may be configured to destroy an IP forwarding route. In some
embodiments, the forward module 1104 may also be configured to generate one or more
routing instructions to update or otherwise alter existing routes or change parameters

associated with existing routes.

[00116] Those skilled in the art will appreciate that the forward module 1104 may forward
data between any interfaces and/or any type of tunnel (e.g., GRE, Mobile 1P, VLAN, MPLS,

etc.) Similarly, those skilled in the art will appreciate that the packet forwarding module 1100
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Those skilled in the art will appreciate that many schedulers may be created or updated depending on
the quality of service required, needed, or preferred. [00124] In some embodiments, the QoS module
1110 generates one or more instructions to destroy a scheduler. In one example, the QoS module
1110 generates an instruction to delete a scheduler or an egress interface. [00125] The QoS module
1110 may also be configured to generate one or more routing instructions to add a tunnel to an

existing sciBHNEOPHRMREMS DEIFRIS MR A ekidtitRy SaRdhiRn Al S5 MEERSHIBI8 s A @Yo’ nodule

1110 may@9@%ﬁtﬁlﬁ)&%pgéﬂ@[ﬁé’g%@ﬁg‘ﬁ]&rﬁﬁtiﬁﬁst%@gfi@n@&f_ tunnel to or remove a GRE tunnel
from an existing scheduler. Further, in some embodiments, the QoS module 1110 may be configured

to generate mgre routing instruyctions to cascade two or more schedulers, As a result, the
routing ceviUThb bd BB o e eS B M PR e BRGSO g8 Seffbculer uses
a priority amdtchiapsinteeaidit traféi Ofrtie sgbrsehpetitarsn g0 126HatE. hi2dscackinapldidgrdromf an

exemplary da Wrocess. The exemplary data.path process comprises four dj ita‘iﬁjevices
A S 4 il

including an FHASR? S8 8k 078 ARRSd %u 2O ) aer%g%ﬂt WA Those

skilled in thecairteditrayppreciate thaidbefexempdng datd peitaqr déassxomyl hevisadbdi§een any

source device communicating with a et devjce over ireless network comprising,any.control
sorver anc RS VT Wl dEos TSB e S LS T B R0 TOv GO (b TORBRISY AL
transmitteddrentithiatvifoh? @2 tol hmASN bervdrali20hoflind Sdikeol énfomeattaherhaydodnipriseany

informatio ted to a session associated with.the ASN se 1204. In some embodiments, the
Contror i L PSR 0 B e R e A ok
such as thadntertiats t¢QRER 8hinnsteprk2di2a thet AN serveri 1RDEpnobe Seesm¢hengontralttaomation to

generate gne o re routing jnstructions. In so mbodjments, the packet forwarding module 1100
Ty rocoi e e S A a5 THOE TRO AT e 1.4 b Mitagured t
generate angroctioosasaletingyinstrfmtionsigrgenatattaae GRE tunnel between a BS and the routing

device 1206, generate an IP to IP tunnel between the routing device 1206 and the CSN gateway 1208,

and assign e Suan paeiildala KRG VGddroTyihe Nrwly ereRiad QR HAPGH iy ngled

using the newly formed IP to IP tunnel to the CSN gateway 1208. In some
longer receiving data (e.g., the MS is shut off). The drop module 1106 may be configured to

generate one or more routing instructions to drop network data from the CSN gateway (e.g.,

via an IP to IP tunnel) that is directed to the MS.

[00119] In another example, the drop module 1106 may be configured to generate one or
more routing instructions to drop network data associated with a particular service. In one
example, a user of an MS may be sending out netbios packets which may be dropped by the
routing device based on routing instructions generated by the drop module 1106. In another
example, a particular tunnel may carry a type of data (e.g., VoIP) that a subscriber has not

purchased. As aresult, VolP data from that particular tunnel may be dropped.

[00120] The broadcast module 1108 may be configured to generate one or more routing
instructions to copy outgoing traffic to two or more additional egress interfaces. In some
embodiments, the ASN server 120 may receive control data to provide network data received
at an ingress interface and broadcast the network data over two or more egress interfaces. In
one example, when an MS travels from one area served by a first ASN server to another area
served by a second ASN server, the broadcast module 1108 may generate one or more routing
instructions to bi-cast any network data destined for the MS over a GRE tunnel to the MS as
well as direct a copy of the network data to another ASN server and/or other routing device

which will forward the network data via another GRE tunnel. By bi-casting the network data,
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embodiments, a QoS module 1110 may be configured to generate one or more routing instructions
associated with a quality of service for the network data (e.g., a level of performance for the network
data). [00129] The routing instructions are provided to the routing device 1206 in step 1214. In some
embodiments, the routing instructions are provided to the routing device 1206 via the R7 interface. The
routing instructions may be provided in any protocol. The routing instructions may be used to configure
the routindMeMeemRI069@ Y. the refitirrin dhid FyRnGRMe!e 286! theswitieodeisobfitiérteNhe routing
device 12Q6ggRerates a specific GRE tunnel between the routing device 1206 and the base station
associated with the MS 1202 based on the routing instructions. The routing device 1206 may also

create an IP 1o IR | from the routing device 1206 to the CSN gateway 1208. [00130] In some
embodimentOHE L R0 E67 S T B R BFSpHUIE ShS 2 SSI5 840 packet
classifier. insonet@xamplizopoe mrffaopadkeisiascithei packetclassifitn mahhegdieshtpdlbasgd on the
routing instructions; Ip one example, the one ar more entrjes indicate that matching data (e.qg,, network
dnta recoE BSAT e RN oraR e EARTRERITS (5 o e SPRENR, Do Rl Ghrace
(e.g., the newly crdabeddRtiioe| Betucmn e s Buct) eliec e Onwdulenbrélantyes:otitite packehalassifier may
indicate that rtnatchirtl data rgcgi\%?d oV rtthetIP to IP tu.n?eyrom th%ﬁC§N %atetway 1t208 isdt be
forwarded SHd TRARSIEE SVEF e hel galccree%fie&%fﬁﬁ%hnngi 5sehd the'm c(ﬁllnléeo%leté’v tooﬂfhea S 1202
via the BSand@0i&®]dnadiigpol i ceetifohk patkeis previthed thebutfer MSibROR 4@dRpalitindgatevice
1206. In some e[[nbt?fgeé‘lts, %’1? r‘ielt ork data is §ent frortn th[e MtS 202 to a target ice orl1(t e
Internet. The nework data 12 8?’nay & ¥EcevEd Wife1ess ycbif)?hé) SR RIS the RekvBk data
via the GRE tunnel to the routing device 1206. [00132] Those skilled in the art will appreciate that the
BS may conlff¥22thelimstngidedivethoas willaprirsiptelibatdhedp Jevisi 208 driagyngsrseawithia the

BS. In somg &m@qgﬂﬁg%ﬁﬁs%%ﬁ%éiﬁ%ﬁy itfd 606 oﬂ%g%@urcﬁ}f g RASRALAR PUSRGREructions
from the ASN server 1204, a CSN server (not depicted), or both. [00133] In step 1218, the routing

device 1zoéh@hﬂé@gmwmml@ag%mmnhmwﬁn@mmﬂdm mlmwlénemﬁ@d_tm@mymhe routing
device 12%%&&&%?33%%%}595‘%9&%}??@?sﬁiﬁi&‘{wg%ﬁﬁ‘i‘?&g%Es%&ﬂ@%%@&ﬁ%‘ﬂé‘ﬂh%%@ 1206

may determine that data from the speci
module 1110 may generate instructions to create a scheduler, update a scheduler, and/or

destroy a scheduler. In some embodiments, the QoS module 1110 generates one or more
routing instructions for the routing device to create a scheduler with a given quality of service
for a specific egress interface. For example, QoS module 1110 may generate one or more
routing instructions for the routing device to create a scheduler that prioritizes VoIP data over a
particular IP to IP tunnel such that VoIP services are unlikely to suffer poor performance due
to packet throughput. Those skilled in the art will appreciate that the QoS module 1110 may

create any kind of scheduler associated with any type and/or number of egress interfaces.

[00123] The QoS module 1110 may also generate one or more routing instructions to
update a scheduler. In one example, the QoS module 1110 may determine that the network
performance one a first egress interface is lower than expected (e.g., by receiving updates of
the quality of the network and/or egress interface from the routing device). As a result, the
QoS module 1110 may generate one or more routing instructions to update an existing
scheduler for the first egress interface such that network data sent via the first egress interface
does not require high performance. The QoS module 1110 may also generate one or more
other routing instruction to update another existing scheduler for a higher performing egress

interface to packet shape network data that requires a higher guaranteed grade of service.
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GRE tunnel is matching data (e.g., matches information within the packet classifier) and then follow
any actions associated with the match. In one example, the routing device 1206 may route all data
received from the specific GRE tunnel to the newly created IP to IP tunnel. The routing device 1206
may have also created a scheduler which buffers, prioritizes, and/or otherwise schedules the network
data for tunneling over one or more tunnels. [00134] In steff 1220, the network data is routed to the

CSN gateWa§se2681at irBeaiamplePRscidabrk Baty rehsArrs ey the Cested atewdstebos via the 1P

to 1P tunneje JagifrSh dRiQyalY - 408-mMav: thenifcanamiddbeongimerkdata to the target device in step
1222 (e.g., over the Internet). [00135] In step 1224, MS data (e.g., network data sent to the MS 1202)

is received ateway 1208. In ope example, th data is from a digital device on the
oot hat Aot REGIER TR0 oy S LD I e 153 e EERMg B 1208
may providestheyM Sctladalte.the sautirgnieviadclQos inclele 1206 gén@neexamgiectivm rousgaevice
1206 receives hle MS data via the %P to IP tunnel. [00136] In step 1228, the routing device routes the
MS data bHseq %ﬁrrooru%fln%glrﬁé%né i0NS In some embodiments, the routing device 1206 matches the

MS data from the IP to IP tunnel based on information contained in the packet classifier. In one
example, mdf¥Hi2Yl ddtee @af , dedaleetkiladayialtiocbs yeofiguirddol Bengnaiel pis emmetedawing the

specific G%E&H&Kb‘?l 1 gBRANG: %&%W@é‘;r‘/é}t‘w s%%&ﬂf&e&rdr%}ﬂ‘c‘s@e(ﬁ-ﬂlmf*e‘ﬁfﬁé% %%%?sﬁé 0137] In

step 1230, the MS data 1230 Is received MS 1202. In one example, the MS data IS tunneled via
the GRE tseimsiuiothnBowehishnipresarble Qe 8 dided id dhpayl 100 mearimescaipiiotiments, the

BS forwardi, (0% M5 daauIP MR A2 rslassl o BRAIE MRuan rauling i disgypsed in FIC. 12

as possibly using a packet classifier, those skilled in the art will appreciate that the packet classifier is
optional. Iffemtecaxampi ehbedutianttéhic@aPomkicohfiglresy toe b gitadia geraiie @WapbNe

ingress IntGIIAce, 10i AR ROARH NISIIALENARW BIFHEINGALEGERUURG ARNige ﬁ%ol%ﬁﬂﬂg fi& s@nfigured

to route network data and/or MS data using the routing instructions in any number of ways. [00139]

FIG. 13 is mdlobe diagtawicditasasgeasiipyormathioddordidess pueh graiddsdinysdhedtdpr 18652 a control
server suc}t;ﬂ%ﬁ@paﬁ@%gﬁmggdlgg Irﬁgqjyﬁgegggggghgaﬁtlr&gions (e.g., control data) from a source

device such as & SS. The control instructions may indicate that

[00126] FIG. 12 is a block diagram of an exemplary data path process. The exemplary data
path process comprises four digital devices including an MS 1202, an ASN server 1204, an
routing device 1206, and a CSN gateway. Those skilled in the art will appreciate that the
exemplary data path process may be used between any source device communicating with a

target device over a wireless network comprising any control server and any routing device.

[00127] In step 1210, control information (e.g., control data) is transmitted from the MS
1202 to the ASN server 1204. The control information may comprise any information related
to a session associated with the ASN server 1204. In some embodiments, the control
information indicates that the MS 1202 is to communicate with a target device on a network

such as the Internet.

[00128] In step 1212, the ASN server 1204 processes the control information to generate
one or more routing instructions. In some embodiments, the packet forwarding module 1100
may receive the control data from the MS 1202. The forward module 1104 may be configured
to generate one or more routing instructions to generate a GRE tunnel between a BS and the
routing device 1206, generate an IP to IP tunnel between the routing device 1206 and the CSN
gateway 1208, and assign a route such that network data received from the newly created GRE

tunnel is tunneled using the newly formed IP to IP tunnel to the CSN gateway 1208. In some
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network data is to be received from the SS and routed to two or more target devices that are operably
coupled to a CSN gateway via a network. In one example, the control instructions are received by a
packet forwarding module 1100 (see FIG. 11) within the ASN server. Those skilled in the art will
appreciate that the control server may comprise any kind of server, including a CSN server, LTE
server, WiMAX server, and/or any wireless server. [00140] In step 1310, the packet forwarding

module 1198098HBFAtEsAdARSINAHE FoHmenmBE GRNERY R EE FEuBRY HeRNET KWAREbased on the

control insrdgtiefisns R dBiateAIReIMOGU Bt B 3dMave SRSk QNRaQE MOKEIFAMETY instructions
which may configure and/or control the routing device to match network data (e.g., network data

received VRSAEPRERR feiRe Fvankaidderform various actions including actions associated with
routing instructions generated by one or more other modules of the packet forwarding module 1100.
[00141] In onoetasplehtheddnyandtrmodioie ditQdovidyhendeateudng devivere20eLiingemsTustian to
create a GRE tunrle)elcpetweerghthe r%.uting devitce and a BS.i ﬁf(t)m unictatiog with EI}E}?SS Th 9rward
module 1104 SIS B HE Bt sl HB RO AL 4I5S YKt dRE BBV Fo ity T &rlons to
create a tunrefdcea TsNawidginGSiNtgatenway bepaikeiedigitah devicels). The hnaadcastmadune 108,
based on the control jnstructions, may generate on ore routing .instructions to bro t network
data roceneR 6 the R e B el it Tt S R D R AT R
tunneling twereetvbokidatathticuighnting devive re2differentatana et atichCGasPhAd itharnels). thihe QoS
create ond B T Uoh AU Lo e HI Aoree e g RO i e
gress interfaces (e.g., The egress interfacesdentified
in the routimgtimetiarctioriis))oyeinerdtet dyA0@ faryvasd nedelen 1PA4.1P[00h4Pfrbmstbp rbBfibg the packet
forwardingdg{,?gu é&%oﬁ%aé( O\Qt%gv the15%§ting instructions to the routing device. In step 1320, the
routing device 517 (Se .%%‘ﬂ% conﬁfﬁure or controlled based on the routing instructions. In one
example, a control module 302 of the routing device 212 may receive the routing instructions and the
service mod@13H4 rhayosenfiglhedimnsiutbe Ansdule8TGobdkethBind E1pOULHGNIR SodEwiTsANIY ohe

example, gpearmare. A e replng: nstelans Are RSSAE BNt Aioagkal flRRR LR [if Service

module 304 and/or the router module 306 may comprise the packet classifier. For example, the router
module 3083n&y afssteredhasedondlc spuipuaies insHers ahdl Micrexaalsadecionn ghenasatpmgrics

instructiong, ; (U4 1L R1ER J 320,18 rAUINHIENC L3 P GO GRNRIWAT K MalRTHRE ARAUISR

device. In one example, the wirelessly transmits network data to the BS that provides the network

data to theedgting tedecel @2 3pdeitisee BRE inipraretatvakegendiagenisy IRdadbitenpedy tatos,
[00144] In §iepnl 33 dRe LOREOUF ek TRHHRY GR4ER 2hay %&%@%MPH&%&%%@&E%%&%%QBV@ to

a target device. In one example, the router module 306 matches network data received over the GRE

tunnel withhgcotesthtihag depet thpSSittezas Youtd288d Yo hel fasy arehanddraeried &y avbdRendre
egress integfaces FRIFHEH NS LeHEHIRIRIE 0803y bR fe8figured jorscpgdule the network data at

the two or more egress interfaces. Each egress interface maybe scheduled differently depending on

the routing instruction received from the packet forwarding module 1110, ) )
[00131] In step 1216, network data is provided from the MS 1202 to the routing device

1206. In some embodiments, the network data is sent from the MS 1202 to a target device on
the Internet. The network data 1216 may be received wirelessly by the BS which tunnels the

network data via the GRE tunnel to the routing device 1206.

[00132] Those skilled in the art will appreciate that the BS may comprise the routing device
1206. Alternately, the routing device 1206 may not be within the BS. In some embodiments,
the routing device 1206 may perform routing based on routing instructions from the ASN

server 1204, a CSN server (not depicted), or both.

[00133] In step 1218, the routing device 1206 routes network data based on the routing
instructions. In some embodiments, the routing device 1206 receives the network data via the

newly created GRE tunnel. The routing device 1206 may determine that data from the specific
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[00145] The above-described functions and components can comprise instructions that are stored on
a storage medium such as a computer readable medium. Some examples of instructions include
software, program code, and firmware. The instructions can be retrieved and executed by a processor
in many ways. [00146] The present invention is described above with reference to exemplary
embodiments. It will be apparent to those skilled in the art that various modifications may be made and

other emb & &HEE A BRITERE (WithGut d B BRI RORTH OB BEBEY Bedaekst tiestifisgeAbdERtion.
Therefore,fgp@s@@@,cggmgg HRLIES \Uﬁﬁfﬂh@ﬁlﬁéﬁmﬁwﬁém@ﬂ@&{&t%%?&%m‘édl g@@gnggvered by

the present invention. Claims 1. A method comﬁrising: receiving control data at a control server from

a source deWiEe! dagarrENAAJIHRGRIHHICHIRS Bl Koiirdicsdy ercasyhHbity Foting! ndtiork
data basegyaniBIGAB PhOGIRAAY have also created a scheduler which buffers, prioritizes, and/or

otherwise schedules the network data for tunneling over one or more tunnels.

[00134] In step 1220, the network data is routed to the CSN gateway 1208. In one
example, the network data is tunneled to the CSN gateway 1208 via the IP to IP tunnel. The
CSN gateway 1208 may then transmit the network data to the target device in step 1222 (e.g.,

over the Internet).

[00135] In step 1224, MS data (e.g., network data sent to the MS 1202) is received by the
CSN gateway 1208. In one example, the MS data is from a digital device on the Internet that
received the network data provided by the MS 1202 in step 1222. The CSN gateway 1208 may
provide the MS data to the routing device 1206 in step 1226. In one example, the routing
device 1206 receives the MS data via the IP to IP tunnel.

[00136] In step 1228, the routing device routes the MS data based on routing instructions.
In some embodiments, the routing device 1206 matches the MS data from the IP to IP tunnel
based on information contained in the packet classifier. In one example, matching data (e.g.,
data received via the specific IP to IP tunnel) is tunneled using the specific GRE tunnel to the

BS and, ultimately, to the target device (e.g., the MS 1202).

[00137] In step 1230, the MS data 1230 is received by the MS 1202. In one example, the
MS data is tunneled via the GRE tunnel to the BS which forwards the MS data to the MS 1202.
In various embodiments, the BS forwards the MS data to the MS 1202 wirelessly.

[00138] Although routing is discussed in FIG. 12 as possibly using a packet classifier, those
skilled in the art will appreciate that the packet classifier is optional. In one example, the
routing device 1206 is configured to route all data received via one ingress interface to an
egress interface without matching. The routing device 1206 may be configured to route

network data and/or MS data using the routing instructions in any number of ways.

[00139] FIG. 13 is a flow diagram of an exemplary method for data path processing. In
step 1305, a control server such as an ASN server 120 receives control instructions (e.g.,

control data) from a source device such as a SS. The control instructions may indicate that
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providing the routing instructions to a routing device; configuring the routing device based on the
routing instructions; receiving network data from the source device; and  routing the network data
from the source device to a target device using the configured routing device. 2. The method of claim
1, wherein the control server is a WiMAX server. 3. The method of claim 1, wherein the control server
is an LIE server. 4. The method of claim 1, wherein the control server is an access server network

(ASN) serBeFil diieie Broserg I ihin gttt tedp RSO SHam daris Fothigre
instructiongfspim @ dpri BEVESRVEL AR (intertacete thedRUERLARYIERe control instructions are

received by a packet forwarding module 1100 (see FIG. 11) within the ASN server. Those
skilled in the art will appreciate that the control server may comprise any kind of server,

including a CSN server, LTE server, WiMAX server, and/or any wireless server.

[00140] In step 1310, the packet forwarding module 1100 generates one or more routing
instructions regarding routing network data based on the control instructions. The matching
module 1102 may also generate one or more routing instructions which may configure and/or
control the routing device to match network data (e.g., network data received via a specific
GRE tunnel) and perform various actions including actions associated with routing instructions

generated by one or more other modules of the packet forwarding module 1100.

[00141] In on example, the forward module 1104 may generate one or more routing
instruction to create a GRE tunnel between the routing device and a BS in communication with
the SS. The forward module 1104, based on the control instructions, may also generate one or
more routing instructions to create a tunnel to a CSN router, CSN gateway, or other digital
device(s). The broadcast module 108, based on the control instructions, may generate one or
more routing instructions to broadcast network data received via the GRE tunnel to two or
more digital devices such as target devices (e.g., by tunneling the network data through two or
more different tunnels such as VLAN tunnels). The QoS module 1110, based on the control
instructions, may generate one or more routing instructions to create one or more schedulers to
one or more egress interfaces (e.g., the egress interfaces identified in the routing instruction(s))

generated by the forward module 1104.

[00142] In step 1315, the packet forwarding module 1100 may provide the routing
instructions to the routing device. In step 1320, the routing device 212 (see FIG. 3) is
configured or controlled based on the routing instructions. In one example, a control module
302 of the routing device 212 may receive the routing instructions and the service module 304
may configure the router module 306 based on the routing instructions. In one example, one or
more of the routing instructions are associated with a packet classifier. The service module
304 and/or the router module 306 may comprise the packet classifier. For example, the router
module 306 may also create, destroy, or update tunnels and/or routes based on the routing

instructions.
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5. The method of claim 1, wherein the routing instructions comprise instructions to forward matching
incoming traffic arriving on a specific ingress interface to a specific egress interface. 6. The method of
claim 5, wherein the ingress interface comprises a specific generic routing encapsulation (GRE) tunnel
and the egress interface comprises an IP to IP tunnel. 7. The method of claim 1, wherein the routing
instructions comprise instructions to drop matchin%tilncomi_ng traffic arriving on a specific ingress

interface. 8.14¢Hedicticsr dammthe WHERSHINIETSURTGHYEHREBHI ESRIp A AsttEsoASSS-
duplicating Py QinehtAlientodwq RE1ReKe RaIgRRIMR AR datato the BIainA G fviRmhd . nvhesain the

routing instructions comprise instructions to buffer packets at an egress interface according to
hierarchicAPHURITPEERELE 156 3] puitiBs OFd: FrashiBmowrdeerariad Rirther syRigreigEmtening
network data using packet classification rules to determine a routing function.

[00144] In step 1330, the configured routing device 212 routes network data from the

source device to a target device. In one example, the router module 306 matches network data
received over the GRE tunnel with actions in the packet classifier to route and broadcast the
network data to two or more egress interfaces. Further, the router module 306 may be
configured to schedule the network data at the two or more egress interfaces. Each egress
interface maybe scheduled differently depending on the routing instruction received from the

packet forwarding module 1110.

[00145] The above-described functions and components can comprise instructions that are
stored on a storage medium such as a computer readable medium. Some examples of
instructions include software, program code, and firmware. The instructions can be retrieved

and executed by a processor in many ways.

[00146] The present invention is described above with reference to exemplary
embodiments. It will be apparent to those skilled in the art that various modifications may be
made and other embodiments can be used without departing from the broader scope of the
present invention. Therefore, these and other variations upon the exemplary embodiments are

intended to be covered by the present invention.
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11. A system, comprising: a control server configured to receive control data from a source device,
generate routing instructions regarding routing network data based on the control data, and provide
the routing instructions to a routing device; and a routing device configured based on the routing
instructions to receive network data from the source device, and route the network data from the
source device to a target device based on the routing instructions. 12. The system of claim 11,
wherein the control server is a WiMAX server. 13.AEMystem of claim 11, wherein the control server
is an LTE server. 14. The system of claim 11, wherein the control server is an access server network
(ASN) server andAthecthodiogrigvidggcommunicates with the ASN server over an R7 interface. 15. The
system of claim 11, wherein the rguti?ﬁ) instrucllions co%lorise instrugtions to forward matching

|

incoming traffic af?ﬁﬁhvén(%ncgn%)é fi# gfrgggtfﬂ Sfacs glgpsé’gﬁfg 8‘(&% interface.

generating routing instructions at the control server regarding routing network data
based on the control data;

providing the routing instructions to a routing device;

configuring the routing device based on the routing instructions;

receiving network data from the source device; and

routing the network data from the source device to a target device using the configured

routing device.

2. The method of claim 1, wherein the control server is a WiMAX server.
3. The method of claim 1, wherein the control server is an LTE server.
4. The method of claim 1, wherein the control server is an access server network (ASN)

server and wherein providing the routing instructions comprises providing the routing

instructions from the ASN server over an R7 interface to the routing device.
5. The method of claim 1, wherein the routing instructions comprise instructions to
forward matching incoming traffic arriving on a specific ingress interface to a specific egress

interface.

6. The method of claim 5, wherein the ingress interface comprises a specific generic

routing encapsulation (GRE) tunnel and the egress interface comprises an IP to IP tunnel.

7. The method of claim 1, wherein the routing instructions comprise instructions to drop

matching incoming traffic arriving on a specific ingress interface.

8. The method of claim 1, wherein the routing instructions comprise instructions to

duplicating outgoing traffic to two or more egress interfaces.
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16. The system of claim 15, wherein an ingress interface comprises a specific generic routing
encapsulation (GRE) tunnel and the egress interface comprises an IP to IP tunnel. 17. The system of
claim 11, wherein the routing instructions comprise instructions to drop matching incoming traffic
arriving on a specific ingress interface. 18. The system of claim 11, wherein the routing instructions
comprise instructions to duplicating outgoing traffic to two or more egress interfaces. 19. The system

of claim 1P: wher&li thethodiH g MEE d RS ECE Hip RS RS IATERSHE S IR {54 EREES UPR @ HEEL
interface aeeqding i BIRERSGHIEARLEYAIDG R SE YRR H42AR N QNRIRS: 02 QerliiR sy paiGaim 11,

wherein the routing device is further configured to match network data using packet classification rules
to determine a routing function. 21. Computer readable medium comprising instructions, the

instructionggexecuytablgetioa Breaassor faMerfasmpn mathed g Menesk cRMRIIBGacket

classification rules to determine a routing function.

11. A system, comprising:

a control server configured to receive control data from a source device, generate
routing instructions regarding routing network data based on the control data, and provide the
routing instructions to a routing device; and

a routing device configured based on the routing instructions to receive network data
from the source device, and route the network data from the source device to a target device

based on the routing instructions.

12. The system of claim 11, wherein the control server is a WiMAX server.
13. The system of claim 11, wherein the control server is an LTE server.
14. The system of claim 11, wherein the control server is an access server network (ASN)

server and the routing device communicates with the ASN server over an R7 interface.

15. The system of claim 11, wherein the routing instructions comprise instructions to
forward matching incoming traffic arriving on a specific ingress interface to a specific egress

interface.

16.  The system of claim 15, wherein an ingress interface comprises a specific generic

routing encapsulation (GRE) tunnel and the egress interface comprises an IP to IP tunnel.

17. The system of claim 11, wherein the routing instructions comprise instructions to drop

matching incoming traffic arriving on a specific ingress interface.

18. The system of claim 11, wherein the routing instructions comprise instructions to

duplicating outgoing traffic to two or more egress interfaces.
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receiving control data at a control server from a source device; generating routing instructions at
the control server regarding routing network data based on the control data instructions; providing the
routing instructions to a routing device; configuring the routing device based on the routing
instructions; receiving network data from the source device; and routing the network data from the
source device to a target device using the configured routing device.

19. The system of claim 11, wherein the routing instructions comprise instructions to buffer

packets at an egress interface according to hierarchical quality of service (QoS) policies.

20. The system of claim 11, wherein the routing device is further configured to match

network data using packet classification rules to determine a routing function.

21. Computer readable medium comprising instructions, the instructions executable by a
processor to perform a method, the method comprising:

receiving control data at a control server from a source device;

generating routing instructions at the control server regarding routing network data
based on the control data instructions;

providing the routing instructions to a routing device;

configuring the routing device based on the routing instructions;

receiving network data from the source device; and

routing the network data from the source device to a target device using the configured

routing device.
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