DETECTI ON OF | NFECTED NETWORK DEVI CES VI A ANALYSI S OF RESPONSELESS OUTGO NG
NETWORK TRAFFI C ABSTRACT The present disclosure describes one or nore
systens, methods, routines and/or techniques for detection of infected
networ k devices via analysis of responsel ess outgoing network traffic. A
conput er inplenented nethod may include executing a routine that receives
as input first packet information, The nmethod may include executing a
routine that analyzes the first packet infornmation to determ ne whether the
first packet information identifies an outgoing network packet that is
associated with the initiation of a network comunication. The nmethod nmay

i ncl ude exeDEMIBWIEDN OR INEECTED XETUSEGRE! DENYEES VHACANARIASHBQF i n one or
nore data stores, RESPONIEIESS QRIGOINGINETWORK TRAFRECfirst packet
information is determned to be a potential responsel ess packet. The net hod
may i nclude executing a routine that causes renoval and/or ends tracking of
the first packet information if tASSTRAGT packet information is deternined
to not be a responsel ess packet based on anal ysis of second packet

i nf or mat i on. Theguresentldisclosure describes one or more systems, methods, routines and/or

techniques for detection of infected network devices via analysis of responseless outgoing
network traffic. A computer implemented method may include executing a routine that
receives as input first packet information. The method may include executing a routine
that analyzes the first packet information to determine whether the first packet information
identifies an outgoing network packet that is associated with the initiation of a network
communication. The method may include executing a routine that causes storage and/or
tracking, in one or more data stores, of the first packet information if the first packet
information is determined to be a potential responseless packet. The method may include
executing a routine that causes removal and/or ends tracking of the first packet information
if the first packet information is determined to not be a responseless packet based on

analysis of second packet information.
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