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A Met hod of Exchanging Digital Data The invention relates to digital
data exchange and el ectronic conmerce, and in particular, to a method of
fair and effiwoests2saexchange of digital data between potentpeischispbgaost f ul
parties over a digital comunication channel. An inportant issue in

I nformati on processing and el ectronic fomr'erce I's how to exchange
non-repudi ati on informati on between two potentially distrustful parties.

ina secure and faig usEABACHE eI MIC DGt Ddema the el ectronic
contract signing problemwhere two parties are physically apart and

negotiate a contract in the formof digital docunent over a conmunication
network. The contract is considered |egal lw{a binding if the two parties
havé eachTdehdrvengignt aplatemater @0l eatd gRrdianggo dnde filectreniGo

parties need to execute, a fair. exchange _proiocol 1o .obtain e Qther's
Gl tal oCOMIEEPEs. <8 nif PERHCTRET ofS 20PSHERT oh Aty dmt SHECSRE Enc! ude
certified ex%hsagéoefcﬁﬂwagedat\éersem@ _eg BLhOMT SHALLARIAG Duekies

i nternet. Fair exchange has been st udi or sone tinme in the context of
"simul t aneeds aedigit£XJonrgaicatisyradinmelsecret rel easing”, see for
exanples, S. Even, 0. Goldreich, and A Lenpel, "A random zed protocol
for signing contracts", Conmmunications of the ACM vol.. 28, pp. 637-647,
June 1985;. also see T. Okanot and K. Onhta, "How te sinultaneously,

Q . 1 -
exchange rEROR AT e kS IR s dR5PFBALION PPELERRFIRE 8Rdt IR eShdCoRER

ConferenC%oQﬁeSQgpféeﬁow to exchange non-repudiation information between
o two potentially distrustful parties. in ‘a secure and fair
manner. An eiample of this is the eiecfronic contract signing

" problem where two parties are physically apart and negotiate a
contract in the form of digital document over a communication
network. The contract is considered legally binding if the two
parties have each other's digital signatures on the digital
document. The two parties need to execute a fair exchange
protocol to obtain each other's digital signatures. Other
applications of fair exchange protocols include certified
electronic mail delivery and electronic auctioning over

internet.

Fair exchange has been studied for some time in the context of
"simultaneous secret exchange" or "gradual secret releasing",
- see for examples, §. Even; 0. Goldreich, and A. Lempel, "A
randomized protocol for signing contracts®, Communications of
the ACM, vol. 28, pp. 637-647, June 1985; also see T. Okamoto
and K. Ohta, "How to simultaneously exchange secrets by general

assumptions®, Proceedings of the 2nd ACM Conference on Computer



2 and Conmuni cations Security, pp. 184-192, Fairfax, Virginia, Novenber
1994. In sinultaneous secret exchange schenes, it is assuned that two
parties A and B each possess a secret a and b, respectively, where a and b
are n bit.st Woepms24Burther it is assuned that both secret gcrepsspsRnt sone
‘value to the other party and that they are willing to trade the secrets
with each other. A sinmultaneous secrgt exchange process is typically
carried out as following. First, A and B exchange f(a) and g(b) for sone

pr edef i neghd Urehm@iTatibnandeinie ¥ idp .t h@apRGPET FY; AL jaot get b
fromg(b) and B can not recover a#mroﬂr% f(a). Then,uA an’d‘éi re%égée a and b

bi t - by- bi¥overers10i94a Iprsimddaneoubesecedtllexchiangusscliaidsf it e
following two requirenents: correctness -- the correctness of each bit
gi ven mAISHEed kBakVDpaghins acsd Breadh prsarasthgeches/aaemndsberet  has

t bei b fai - _th tational .effort
roqui ed TR TRTK {FBSR L MR SAEneF Ee R Toatr F shoul d
be appr OX) Ml @HiltAncth dBKrebl A0EAMLA ddie SHIGH! kAN B LReRI O OCOI -

Note that the above fairness definition base n equal conputational

conpl exi tpartyalas shasehwy wrefwilkidgveoparide THRAKEcLEEE Wik TREERNG pover ,
an often unrealistic and undesirabl e assunption. Another drawback of the
above scHiheh.s A hgimplanspusutsesrest e¥nhangeheroceeguilsesymirplipunds of

I nteractions .bea:1 rties. The ot her g%pgr oach in fair

ween the two, part,
exchange $¥ s auﬁrﬁ%%f’llﬁﬂgl?é)uﬁl&&t' A and B exchange I (a) and g(b)

for some predefined functions f£() and g(), with the property
that A can not get b from g(b) and B can ﬁot recover a from
f{(a). Then, A and B release a and b bit-by-bit. For such a
_ protocol to be useful, it must satisfy the following two
requirements: correctness -- the correctness of each bit given
must be checked by each receiver to ensure that his/her secret
has not being traded for garbage; and fairness -- ‘the
computational effort required from the parties to obtain each
other's remaining secret should be approximately equal at any
stage during the execution of the protocol. Note that the above
fairness definition based on egqual computational complexity
makes sense only if the two parties have equal computing power,
an often unrealistic and undesirable assumption. Another
drawback of the above scheme is that the execution of the
scheme requires many rounds of interactions between the two

parties,

The other approach in fair exchange is using an on-line trusted
third party (TTP), see for examples, J. Zhou and D. Gollmann,

"A fair non-repudiation protocol’, Proceedings of the 1596 IEEE



third party (TTP), see for exanples, J. Zhou and D. Gollmann, "A fair
non-repudi ati on protocol", Proceedings of the 1996 |EEE

3 Synposi um OQO%E(‘;‘ rity and Privacy", |EEE Conputer Press, pp. 55-61,
Qakl and,” CA, R”H. ng, L. Gong, A. A Lazar, and W \WandCT/SG%e024a|

protocols for certified electronic mail", Journal of Network and Systens
Managenent, vil. 4, no. 3, pp. 279-293% 1996. In on-line TTP based
protocols, the TTP acts as a middleman. A and B forward their

messages/ SPHAR@IAWR oy JemurityPandhBr Tyl ,r SEEEhCoksuttdre Rimdsisgi pyp.of t he
recei ved |l gnatures and then_relays themto the re;ﬁ)ective parties. The

maj or dr awbAck: of O¥HEARdp FPoaBh Hs PERA: tlve OPTE) | A. A wdiagar.naolvid in t he
exchange g iy e anest_and _no_. fault occurs; therefore,
t he ongl i nﬁ% i %ggggﬁég éﬁgrr%%f‘gﬁ onar S%ﬁ’rfelr?élclflaﬁ?gan&Sm‘ﬂ?ﬁ&Eat i ons
bot t | eneckgodnaBVek @:e%%@kbgﬁalsﬁﬁect@@ MBnERLferlOVEh 1 APPT Qach i .10 use

a

protocols with an off-line TTP. I's, the TTP-does not get ‘i R¥ol ved in

t he nor mal 2'99-2XTeoioen| Essorcdime TrPJdeised proto®ils,0shy T1p thesprgsence of

faults or in the case of dishonest parties who do not follow the
prot ocol s.2 Wmiddlenan.k RoanddBefoxwardotheit anessagehdagengtnutesc tbsthsi ng

off-line T, ar Y by..N. _Asgkan, M. Schunter, and M_ Wi dner,

" Opti ni st i%?%'r ot 5‘%’ol 'gg? ort Sk %?}k"c‘ﬂ‘zfngél,‘e Pr"@gééaf'lﬁgé’f ofhe haegehvagdy
Conf er enc LQrauy | | O e i . Zurich, April 1997.
However , teshfegs% pr ot Oggﬁ%ﬂgﬁpé%‘éﬁ“ ngésthc%n%%ﬁé%tlhvg chea ) u{ﬁ%ﬁ a
transfer ohajor i @eaiSdcit tof | 8ndb! BppPodBW IS CeRat CPhACPIEN sf QR Wil

ot herwi se, a
‘involved in the exchange even if the parties are honest and no
fault occﬁrs; therefore, the on-line TTP is both a
computational bottleneck and a communications bottleneck. To
avoid such bottlenecks, a more novel approach is to use
protocols with an off-line TTP. That is, the TTP does not get
involved in the normal or exceptionless case, it gets involved

only in the presence of faults or in the case of dishonest

parties who do not follow the protocols.

To our knowledge, the only fair exchange protocols using
off-line TTP axe given by N. Asokan, M. Schunter, and M.
Waidner, "Optimistic protocols for fair exchange®, Proceedings
of the 4th ACM Conference on Computer and Communications
Security, Zurich, April 1997. However, these protocols achieve
-fairness only if the TTP can undo a transfer of an item or it
is able to produce a replacement for it; otherwise, a
misbehaving party ma:y get other party's data and refuse to send
his data to the other party. When this happens, all the TTP

can do in the above mentioned protocols is to issue affidavits



m sbehavi ng party may get other party's data and refuse to send his data
to the other party. \Wen this happens, all the TTP can do in the above
mentioned protocols is to issue affidavits

4 attesting wosss3 happened during the exchange. However , PGISI98/00020
affidavits may be useless in the internet environnment where the cheating
party may di sappeared easily and the damage to the honest party nmay not be
revocabl e. In accordance with the present invention, a nethod of

exchangi noatticiitidly dat anhet N d iGLelinBaFbY e tMMnBE . FHMNMFHIE  ghichSt
digital data, and a second party, having a unique second digital data,
over a.conmifidsatiit@enmay de ubhkesstinodhe oiyprdsietgentimieapswivére the(a) the
first party encrypting the first digital data and enerating an

aut hent i caEheRtieE Martyamay dieanpedrndi ea®tibn andetilief idampgeatrhéhei cati ng

that the encrypted first digital _data,is an encryption of the first
di gi t al dgki%{’é/s%na’a%Pde“ﬁﬁ n&é’%ﬁ&"?ﬁ?@bjefi rst digital data and the
aut hentication certificate to the second party; (b) the second party
verifying that the encrypted first digitdal data is an encryption of the

first digitml dcrdasc8y wienh aHdepiegaht ONiwaItiibhcatg, witthddeogecond
party sending the second digital data to the first party if the
veri fi cat ierhangipgsdigieal data between a girst party, having a unique
first digital data, and a second p&fty; having a unique second
digital data, over a communication link, the method comprising
'the'steps of:
€
(a) the first party encrypting the first digital déta and
generating an authentication certificate, the authentication
certificate authenticating that the encrypted first digital
data is an encryption of the first digital data, and sending

the encrypted €first digital data and the authentication

certificate to the second party; @

(b} the second party verifying that the encrypted first digital
data is an encryption of the first digital data using the
authentication certificate, and the second party sending the
second digital data to the first party if the verification is

positive;

(c) the first party verifying that the second digital data is
valid, and if the verification is positive the first party
accepts the second digital data and sends the unencrypted first

digital data to the second party;



(c) the first party verifying that the second digital datais valid, and

I f the verifig LS positive the first party -accepts t i gital
data and- sendé”aqé? ﬁ#uencrypt ed first digital data to the g%@%%@g‘{}?y

(d) the second party verifying that the first digital data is valid, and.
if the verification is positive, the sgcond party accepts the second
digital data; otherwi se, the second entity sends the encrypted first

di gi tal dat(d)anbet econst @adtii geriflyingdshatt then fitviatddpaityl daka digparty

havi ng a decryptlon key to decrypt the en ted first di dat a; and
(e) the tthPal Bar 85 d%gr%ﬁ |‘W§ltfl’1'éaE+i%TFy‘p?éﬂy A ¥e dF ?t%?g%%‘fapa‘f‘iy obtain

the first d| [yl e flrst t i tal
data are vgic andéjﬁlé aseb El%% | rg%ﬁ;ahdoutl%remsseedo% ed?%f’?’?‘g %gfgé}gre
verified agenaki the S&ittvig aheuéd rcﬁtgl%gléééa%a{@tm klgongc@harty and
the second digital datato the first party. The invention providés a

nmet hod of @sebangi agtilixgl paktdathiddeparep Nawingis Gebrpptiorskeyearo a
communi cation |ink, and has the advantages of 1) using an off-line trusted
t hird partyiecmp)th¢ encrypred dbistndigi bad gatra; iamdt he exchange unl ess one
of the exchanging parties behaves inproperly; 2) being efficient in
communi cations, only three rressage exchanges are requi red in the nornal
situation; (e?dtﬁ% chi.evi airn

h Fe n% bt a each
other's dat'§’ of lrdt’?f’Lr ef:igc ﬂr%/Fh?negﬁcu ﬁ n% 19?%3% cliaqz ncurred
to a parthBOObtaln the first digital data, verifying that the first and

the second digital data are valid and, if both the first and
the second digital data are verified as wvalid, sending the

first digital data to the second party and the second digital

data to the first party.

The invention provides a method of exchanging digital data
between distrustful parties o&er a communication link, and has
the advantages of 1) using an off-line trusted third party
(TTP), i.e., TTP does not take part in the exchange unless one
of the exchanging parties behaves improperly; 2) being
efficient in communications, only three message exchanges are
-required in the normal situation; and 3) achieQing fairness,
i.e., either A and B obtain each other's data or no party
receives anything useful, and no loss is incurred to a party no
matter how maliciously the other party behaves during the

exchange.

Fairness is only achieved if the exchange protocol possesses a

so called loss-preventing property. Loss-preventing means that



matter how maliciously the other party behaves during the exchange.

Fai rness is onlx achieved if the exchange protocol possesses a so called

| oss- prevent iHY erty. Loss-preventing neans that PCT/5G98/00020

6 no loss is incurred to a party no matter how i nproperly the other party
perforns. More specifically, an excharge protocol achieves true fairness
If it guarantees that either both parties obtain each other's signatures
or none oo Hemsgdis imeprhiedgto TAepaxtharyanahrere irowpiopeepaxly rthehi s
invention are the first_which achieve true_fairness with off-line TTP.

A new cry@H§FaBRFEY RETETe, MOBP | REFUT CBLLY | 1R AEVGPICEREIIRRX Message
Being a Sianatyce (t%%'XBSEaiéneagss o ¢ nygnted, NeLes Ihe: C@Y‘%ﬁfe!cs pigd to
ypt ed g is a n-party gna

prove that "an encr nessage C ai a S si ureon a file
Wi t hout r@uedkii8ddbR8inachifl! othePad Us fgnatudesa el & MRlhRo G
exchanging digital data in accordance wth the invention will now be
descri bed anythingf erlesn @xchantbesystemsnpasyentedd i avt igs invanvbos kre

Figure 1 shows the steps of fair --exchange digital si gnatures on
“a comon ftiieefirst whighy achizpvehbyie thed roesgswith fofif-1érehBfRe of a file
and a digital signature on a one-way hash of the file; Fi gure
3illustrates the flow diagramof the first _

A new cryptographic primitive, called the Certificate of
Encrypted Message Being a.Signature (CEMBS) is also invented
here. The CEMBS is used to prove that an encrypted message is
é. certain party's signature on a file without revealing the

actual signature.

Examples of a method of exchanging digital data in accordance
with the invention will now be described with reference to the

accompanying drawings, in which:

Figure 1 shows the éteps of fair exchange digital
signatures on a common ':;'ile; '

Figure 2 shows the steps of fair exchange of a file and a
digital signatﬁre on a one-way hash of the file;

Figure 3 illustrates the flow diagram of the first
Signature-Ciphertext-CEﬁBS—Generation Program {SCCGP) used
in the preferred embodiment of the present invention; and,
Figure 4 shows the flow diagram of the second
Signature-Ciphertext-CEMBS-Generation Program (SCCGP) used

in the preferred embodiment of the present invention.



Si gnat ur e- G phert ext - CEMBS- Gener ati on Program ( SCCGP) used in the

preferred enbodi nent of the present invention; and, Figure 4 shows
the flow diag he second Si gnat ur e- G phert ext - CEMBS- Gener at i on
Pr ogr am'(S(:(:(Elg,)%ma}sa;e2 in the preferred enbodi mnent of t &/q0y

i nvention. 7 The parties invol ved
in the protocols and sone of the notati7zons wused in the description of the
exanples are as foll ows. Notations related to public key encryption

scheme Bhe parties involvefl dpthe HEOFosats \aNG ame cifelibe Remtions

encryption orithmaof P_.Pdecr ecryption_algorithmof P PK
a public k‘ég&?nubt Odescrlpglon of tthﬁeeﬁPV‘Bg?% &y 28of?P ding to PK

Pencr (PK, m encryption output (i. e., ciphertext) of a plaintext m
usi ng PK Pdecr (SK, c) decryption output (i. e., plaintext) of a
Ci phert extNetatsidrgs Jelatelotat hiilsd gt efctPotdical kahesb gnat ure schenes
S  a digital signature schenme Ssign : signing algorithmof S
Sveri . verifying algorithmof S sk . a private (or signing)
key in S lQk : the public (or verifying) key corresponding to sk
: a public key encryption scheme '

Pencr : encryption algorithm of P

Pdecr : decryption algorithm of P

PK : a public key in P

SK : the private key corresponding to PK

Pencr (PX, m) : encryption output (i. e., ciphertext) of a

plaintext m using PK
Pdecr{SK, c) : decryption output (i. e., plaintext) of a

ciphertext ¢ using SK

Notations related to digital signature schemes

g : a digital signature scheme

Ssign : signing algorithm of §

Sveri : verifying algorithm of S

sk : a private (or signing) key in S

vk : the public (or verifying) key corresponding to sk

Ssign(sk, m) : signature on a plaintext m under private
key sk

Sveri(pk, sign, m) : verification of a signature sign on a

message m using public key pk; it outputs

yves if the signature is wvalid and no



Ssign(sk, m : signature on a plaintext munder private

key sk Sveri(pk, sign, n) : verification of a signature sign on a
message m using public key pk; it outputs yes if
t he signat.ur ¥@8%48243i d and no PCT/SG98/60020 S

ot herwi se Mathematics notations alerr]b :a raised to the bth power
al|b : the concatenation of a and b %? the set of p integers {O 1,
2, ..., p-2, p-1} Zp* : the subset of integers in Zp which are relatively
prime to p There argthéfeesdeneric parties in a fair-exchange
“system Parties invol ved A ra party involved in a fair exchange.
It has a pathephtipabhétationsat e keys pkA and skA used for signature
verification and generation, respectively. B ;a party involved in a
fair exchange. It has a pair of public/private keys pkB and skB used for

signature _werificali an eperation, respectively. T an off-line
2B LRCRet iy S RICRAR Yoy |

trusted third par . of
a||b : the concatenation of a and b

Zp : the set of p integers {0, 1, 2, ..., p-2, p -1}
Zp* : the subset of integers in Zp which are relatively prime
to p |

‘There -are three generic parties in a fair-exchangé system,
Parties involved

A :a party involved in a fair e#change. It has a pair of
public/private keys pkA and skA.used-for signature verification
and generation, respectively.

B :a party involved in a fair exchange. It has a pair of
public/private keys pkB and skB used for signature verification
and generation, respectively.

T :an off-line trusted third party (TTP). It has a pair of
public/private keys PKT and SKT used for encryption and

decryption, respectively

Remarks: the above keys of each parties are long term keys.
There must be a secure binding between a party's identity and
its public key. Such a binding may be in the form of a public
kgy certificate issued by a certification authority. For

references on public key encryption schemes, digital signature



public/private keys PKT and SKT used for encryption and decryption,
respectively Remar ks: the above keys of each parties are |ong term keys.
There nust be a secure binding between a party's identity and its public
key. Such_a BO48¥3may be in the formof a public key cer€i/$Gs8a8%0i ssued
by a certification authority. For references on public key encryption
schenes, digital signature ‘gchenes, encryption and decryption
and one-way hash functions, public key certificates, see D. E. R Denning,
Crypt ogr athemied, BatayptSeslahlydecrAgdiibhoind\@hlkeeyway Haadiragctids, 1983;
W Stallings, Network and Internetworks Security - Principles and
Practice, ici key adtifiaggtesnsee®i B sR. Nlenniags; Caynt o@rapkgudmdan, R
Perl man and M Speciner, Network Security - _Private Communication in a

Publ i c WHAF2 PREPNEHYr ceAAERFIOENRE0d REPATRS, MR 1053837 Wy will

describe t : t I | @it al t wee

deser ! oe. U BBt ek iobobotie CihonBe eyl pdlaigliges
all the proteeqks, WeehBPLENBAL1,2 MY ewdodPCQSERPNI Ky TELCHSH SapLak] ed
Certificate of Encrypted Message Being a Signature (CEMBS). A CEMBS is
gener at ed Kayufivae, pR! tBerlwhn amd M. aSpecindrgi Neexatkaggeut ity r-orPeivac®t her s,
in particular the other party, that an encrypted nessage is a certain
party's $cgmanication lla_%?o%iklchéldeﬁTlRePrﬂPﬁ%tHal evEagleaweod he
signature. . Let. PKX/ SKX be party X' s publkc/private key pair in a public
key encry;ﬁ:"il%ﬁ%cﬁgrrej;g%?rd PkY/ skY be party Y's '

- We will describe three prdtoco}s;}o: fair exchange of digital
- data between distrustful partieé A and 'B” with an off-line
‘trusted third party T. In all the-?rotodols, we implement a new
cryptographic mechanism called Ceri:ificate of Encrypted Message
Being a Signature (CEMBS). A CEMBS is generated by the party
who initiates a fair exchange to prove to others, in particular
the other party, tl_zat an encrypted message is a certain party's
gignature on a known file while without revealing the
signature. Let PKX/SKX be party X's public/private key pair in
a public key encryption scheme; and pkY/skY¥ be party Y's
public/private key pair in a digital signature scheme. Let
sign Y = Ssign(skY, M) be Y's signature on a file M under skY
_and C_X = Pencr(PKX, sign Y) be the ciphertext of the encrypted
signature sign_Y under X's pﬁblic key PKX. Party Y can generate
a CEMBS, denoted as Cert Y X, to prove that C_X is indeed the
encryption (under PKX) of the signature sign Y on M while
without disclosing the signature. The Cert_Y X can be verified
by anyone using a public verification algorithm Veri, which on

inputs Cert_Y X, C_X, M, PKX, and pkY, output "yes" or "no".



public/private key pair in a digital signature schene. Let signY =
Ssign(skY, M be Y's signature on a file Munder skY and C X = Pencr ( PKX,
signY) be the ciphertext of the encrypted signature sign Y under X s
public key WBO948Rrty Y can generate a CEMBS, denoted acPechsibozd o prove
that CX is indeed the encryption (under PKX) of the signature signY on M
while wthout disclosing the si gnat, ﬁ The Cert Y X can be verified by
anyone using a public verification a gorlthm Veri, which on inputs Cert Y

X, CX, MhabPKs, &F&ﬂ'@%rtoytﬁu'[c Xyeﬁ ﬂtx yes or no. If it is
10 That is, Verl(Oert Y =X C_ M ka) yes or no. If it is

yes, th@msvvethastw@amtﬁthePenx:réﬂﬁer&m ¥igand) Surl isveleY (pks,gn_Y, M =
yes for sone si In other words, if we decrypt C X using SKX, the
resul t isdgph¥, Jgrranreﬁef@n Somengtgn tthe IRegthex Words i 3£ iwepdesripb

t I | d i Cert Y X th \Y/ Cert Y X, C

PR SO FRTEELS o ek i gﬁ.(pw |
Y, f i d
S0, ey Vo5 TG5O SOREL LA no 0 (B peyr L 2

DSA- | | keegegirt Rl sticgnatiae vesGheeet ttxcaa ®| se, berxeald@gd Onyes
cryptosystens with P = El Ganal pubTitc key encryptlon schene and S =

Gui | | ouwQhegtaCeX =dPgnta(Prd,gmdbur ¥) sehéndvefX (rialjusegnol, t MB #eal i zation
and verificatjion of CEMBA will be shown [ater. Inall the fair exchange
pr ot ocol¥$sdi beldirg Hare fpr gemeneion Y. : -

The CEMBS éan be realized on cryptc;systems with P = ElGamal
‘public key encryption scheme and S = I:)SA-like digital signature
scheme. It can also be realized on. cryptosystems with P =
ElGamal public key encryption scheme ;'and 8 = Guillou-Quisquater
digital signature scheme. Procedures on the realization and

verification of CEMBA will be shown later.

In all the fair exchange prbtocolsf.disclosed here we assume
that 1) the parties A, B, and T have agreed on the public key
encryption scheme P and the digital signature scheme S; 2) all
parties know each others public keys via authenticated manners;
3) the communication links between all the parties are reliable
and are confidentiality and integrity protected where
necessary; and 4) party A is the one who initiates a fair

exchange session.

1. Protocol 1 - Fair Exchange of Digital Signatures on A Common

File




that 1) the parties A, B, and T have agreed on the public key encryption
schene P and the digital signature schene S; 2) all parties know each

ot hers public keys via authenticated manners; 3) the conmunication |inks
bet ween- al | %é??i es are reliable and are confidential PFYSEHENPt egrity
protected where necessary; and 4) party Ais the one who initiates a fair
exchange sessi on. 1. Protocol 1 - Rkair Exchange of Digital Signatures on
A Common File _ 11 It is assuned that
A and B hateiagassdneh thatoAnendf B|kavs agreedson ali gpumin ddder éstchiocunent )
M Referring to Figure 1, the steps for A _and B to exchange their digital
si gnat ur &8s gRigi tah FARtFICE BRCWRERY: M- Referrimgfp Kiguxesiepth®0o using

a Signaturg- 'pgert Xt - S ner at.i.on Pr.ogr (SCCEP) . conput its
Si gnat ur cPEFER RO & Ui TRASKHS (1 FROREaL 1D ERHEr PRIl =
Pencr ( PKTangSk9gn/3 &0 wiagdA under T's public key PKT, and the CEMBS
Cert AT which TsTused to prove that C T is a ciphertext of signA without
di sclosing the signature. A sends MSGL = (C. T, Cert AT) to B b.
Party B, upon receiving MSGL in step 120, checks whether Veri (Cert AT, CT,
M PKT, pRA) =Pyetyil sinegtep0l00fusing aafigoatiseGipherBedbe€EMRRhi ng or
sends an alert signal to A ip X .
Generation Program SCCGP)., computes its signature sign A =
Ssign(skA, M) on the file M, thé ciphertext C_T = Pencr (PKT,
sign _A) on sign A under T's public key PKT, and the CEMBS
Cert_A_T which is used to prove that C T is a ciphertext of
sign_A without disclosing the signature. A sends MSG1 = (c_T,

Cert_A_T) to B.

b. Party B, upon receiving MSG1l in step 120, checks whether
Veri(Cert A T, C_T, M, PKT, pkA) = yes in step 140. If the
answer is "no", B does nothing or sends an alert signal to A in
step iso,— if iE is "yes", B computes and sends his signaturé

sign B = S_sign(skB, M) as MSG2 to A in step 180.

c. In step 200, A checks to see if it receives MSG2 and if
go, checks whether Sveri(pkB, sign B, M) = yes. If A does not
receive MS8G2 or the received sién__B is not wvalid, A does
nothing or sets up an alert signal to itself and B in step 220.
If sign B is valid, A accepts it and sends sign_ A as MSG3 to B
in step 240. At this point, A considers the fair .exchange

completed.

d. In step 260, B checks to see if it receives MSG3 and if



step 160; if it is "yes", B conputes and sends his signature sign B =S
sign(skB, M as M5& to A in step 180. C. In step 200, A checks to see
if it receives MS& and if so, checks whether Sveri(pkB, sign B, M =
yes. |f. A do®O19@8243recei ve MS& or the received sign_B isprooscesalosad, A

does nothing or sets up an alert signal to itself and B in step 220. |If
sign _is valid, A accepts it and sends, signA as M5sG to B in step 240. At
this point, A considers the fair exchange conpl et ed. d. In step 260,
B checks so sebetks ivhaRei VSSeﬁ&XﬁkAanélgh A, M) = yes. If B receives

12 so, checks whether Sveri(pkA, sign_ M = yes. If B receives MG
and sign MSE3 @8R gightAateecpatid) ght Aa¢¢|er§taapﬁlmQA An sthps2poinht B

consi ders e fair exchange conpl et | f B does not recei ve MSG3 or the
recei ved ?&‘@ﬁ,ﬂ??ﬁn‘hota \?&F’ga degs SR alR?l e¥ghangs seERieted- NEGR @8‘# in step
300. | P Tin te IS checks
sign B u5| nt gge&laﬁﬁfggskgg é@%é&n%?kee& gu% I%hast no 911 SESI 8ﬁg?ure on

M If si gchle SRAT&Cdn | BTaeeﬁéw@oCEf HSid@p BbE. prlvate key SKT to get
si gnA and then checks Wiether it is A's si gnature on Musing A's public

key pkA. If both sign_A and signB are valid, T sends sign-Ain M5G to B
and sign Bin MG to Ain step 360. On the other hand, if either sign_B
or signASs | Heerr seceivingeMSEbt BRngtep 3@8d &h estensi 3l fn-nstB in

step 380.
P checks sign B uging B's public key pkB to make sure that’ 1t_1s.

B's signature on M. If sign B is correct, T decrypts C_T using
its private key SKT to get sign A and then checks whether it is
A's signature on M 'usi'ng A's public key pkA. If both sign A
and sign B are valid, T sends sign A in MSG5 to B and sign B in
MSG6 to A in step 360. On the other hand, if either sign B or
sign_A is incorrect, T does nothing or gend an alert signal to

B in step 380.

£. Upon receiving MSG5 in step 400, B accepts sign A and

terminates the session.

g. Upon receiving MSG6 in step 420, A accepts sign B if it

has not been accepted in step 240; otherwise, A discards MSG6.

It is apparent that.if A and B both behave properly, they will
obtain each other's signatures without any involvement of T.
Now consider what happens if B performs improperly. B has two
chances to perform improperly. The first one is in step 180
where B may send A an incorrect sign B, but A can detect this

in step 200 and refuse to give sign A to B. The second chance



f. Upon receiving MSG in step 400, B accepts sign A and termnates the
sessi on. g. Upon receiving MSG in step 420, A accepts sign B if it
has not been accepted in step 240; otherw se, A discards NMSGG. It is
appar ent .t haVOP¥48M33nd B bot h behave properly, they will WHY¥FS0M3eH
other's signatures w thout any involvenent of T. Now consider what happens
if B perforns inproperly. B has two ijghances to performinproperly. The
first oneis in step 180 where B may send A an incorrect sign_B, but A can
det ect this rightstépe20ftemd20gf Bsetdps give miaynéoly Goedheo SEcard chance
13 is right after step 120, B stops the protocol, goes to T, and asks it

to decrymske AY tordppryPs §ell dngRrAetintPedtkt AdER_A gihi ) withmt o A
however, agccording tQ step 340, T will send  si Ato B only, if gi ves
correct STORTSoEERE K AY HATVEYET, 2CFORRHTS 55 RPR Woyn TEVEDL A9 ot ep
360. Fin I S I deg s todlaRRENS 1 | I O papreperly. A may
perform aélir%lrgpghg ?%ﬁgp?pglgb% cgi Vi ng %l m%r%g{' ?g ,gtPCert_A_T).

However, B will deieaid! Hignand tet s ihhastegssion. Find1Bgndset”"Rle T, Cert
A T" to B such that Veri (Cert AT, CI, M PKT, pkA) = yes, then, CT nust

be the cigqreritdext whahdeappdas idf AApsricimmaimpmopenlil. aicoayliperfamt he
definition of CEMBS. In this case, if A perforns inproperly later in step

240; suchlWRroreEAYi An Bred 1%fc &yr 8aving g meprrest 48n8i ngeEhAiFng, B can

However, B will detect this and stops the session. If A sends
*C T, Cert_A T" to B such that Veri(Cert_A T, C_T, M, PKT, pkA)
= yes, then, C_T must be the - ¢ciphertext (under PKT) of A's
signature on M according Ito the défi:nition of CEMBS. In t:his
case, if A performs improperly lat:er in step 240, such as
sending B an incorrect sign A or not sending ar;'ything, B can

ask T to open C_T and get A's signature on M,

2. Protocol 2 - Fair Exchange of Digital Signatures on

Different Piles

Here we assume that A and B have agreed on two files M_A and
M_B. The process for A and B to exchange their digital
signatures on M_A and M_B, respectively, are identical to those
in Protocol 1 except that 1) A's signature is on "M_A||h(M_B)"
and B's signature is on' "M B}|h(M A)", i. e., sgign A =
Ssign(skA, M_A||h(M B)) and sign B = Ssign(skB, M_B||h(M_3)),
where h() is a one-way hash function; 2) when B asks T's help
in step 300, B sends M A, M B, C_T, and sign B as MSG4 to T;
and 3) upon receiving MSG4 in step 320, T in step 340 decrypts

C_T to get sign A and checks to see if sign_A and sign_B are



ask T to open CT and get A's signhature on M 2. Protocol 2 - Fair
Exchange of Digital Signatures on Different Files Here we assune that A
and B have agreed on two files M A and MB. The process for Aand B to
exchange .t he¥@ M8t al signatures on M A and M B, respecPFU/EFIP/O0RPe
identical to those in Protocol 1 except that 1) A's signature is on "MA|
|h(MB) " and B's signature is oniygMB| |h(M_ A", i e., sign A =
Ssign(skA, MA|] h(M _B) ) and sign B = Ssign(skB, MB|| h(MA)), where h()

i s a one-amdly Ahasid fBUscisignatdyeshen M adia (N B) hedpd "B BIMIO0, B sends M
A, MB, CT, and signB as MS&4 to T; and 3) upon receiving M5&4 in step 320,
T in stefFesPec8e¥PYBts C T to get sign A and checks to see if sign_ A and
signB are 14 and A and B's
signatures on "MA|| h(MB) " and "MB||h(MA)", respectively. - 3

Shovs  he pr BE2E8 St & chanii g BreBat tonti AToialene O TRRUS ana | AVlre
on the nasmagereetween A and B. Mre specifically, this protocol lets A
send a digital signature on a one-way hash h(M of a file Mto B in
exchange for MfromB. Note that A's signature is on h(M ' instead of M-
It is inpossible for Ato sign directly on Mbefore A sees it. On the
igure 2 shows the process of exchanging a confidential message
and a signature on ﬁhg. message between A and B. More
specifically, this protocol lets A send.r-;t digital signature on
a one-wajr hash h{M) of a file M.to B in exchange for M from B.
Note that A's signature is-.on  h(M) instead of M. It is
impossible for A to gign directly on M before A sees it. On the
other hand, after A sees M, it’ may refuse to send B the
signature. No protocol can solve this dilemma. To avoid A
signing on h(M) but raceives a message M' different from.the
desired M, we assume that A has means of obtaining a one-way
‘hagsh of the desired message M in .authenticated manners. As
pointed out in M. K. Franklin and M. K. Reiter, "Fair exchange
with a semi-trusted third party", Proceedings of the 4th ACM
bonferences on Computer and Communications Security, pp. 1-5,
April 1-4, 1997, Zurich, Switzerland, this assumption is
justified in protocols and applications in which one-party is
responsible for revealing the input that produces a known
output, already validatéd ~as part of the protocol or
application, from a one-way hash function. Examples include the
S/KEY user authentication system, see N. M. Haller, "The S/KEY

one-time password system", Proceedings of the Internet Society

Symposium on Network and Distributed Systems, 1994, the PayWord



ot her hand, after A sees M it may refuse to send B the signature. No
protocol can solve this dilemma. To avoid A signing on h (M but receives

a nessage M _different fromthe desired M we assune that ns of
obt ai ni ng-a 8&’ ?&g’?? hash of the desired nessage Min aut h@ﬁ%g@@gﬁ
manners. As pointed out in M K Franklin and M K Reiter, "Fair exchange
with a sem-trusted third party", Prorseedings of the 4th ACM Conferences
on Conputer and Communi cations Security, pp. 1-5, April 1-4, 1997, Zurich,
Swi t zer | afbeck¥pric payuemt i sghewe, | S f Red Rivegtotagish| 8. arfhamdpl i cat i ons
.responsible for revealing the i ngut t hat produces a

> L hieh - .
IkgownI Cou?%%“?g’%é é”i’f?ﬁﬂl%\? P 6d™ ¥R FIRISOPIFR §FRgRes p fPcat i on,
f - f ' . inclwds: A

bt hent | caFYBIoRfiE | 488k, Yo RIBIRASGIL o By Bilbdtlfing 5.

systent, kspseednagdswOf st hestorheeng] Sehetvo SYRPOStANB OR NalgsekR and
Distributed Systens, 1994, the PayWrd

15 el ect docurenpay,rSouraabhevt, CrggtoRogii, va$2) amg .A99Shan) r1991 . PayWrd and
McroMnt - two sinple mcropaynent schenes”, RSA CryptoBytes, 1996, and
applications of digital tinmestanping S. Haber and W S. Stornetta, "How

to tinme-stanp a digita docunment ", Journal of Cryptology, 3(2), pp.
99- 111, 1 ?L.Stepsl'fgﬁ’eﬁt_ é‘&pgx‘?ﬁa’f% &%Ehanges are: a. Party A in step

500. using a Signature-C phertext-CEMBS- GCeneration Program ( SCCGP),
conputes its signature sign A ] -
a. Party A, in step 500 using a Signature-Ciphertext-CEMBS-

.Generation Program (SCCGP), computes its signature sign A = -
SsignkskA, h(M)) on the one-way hésh of the desired message,
the ciphertext C_T = Pencr(PKT, sign A) on sign A under T's
| ‘public key PKT, and the CEMBS Cer't‘:_A_T which is used to prove
that C_T is a ciphertext of sign A without releasing the

signature. A sends C_ T and Cert A T as MSGl to B.

b. B, upon receiving MSGl in .step 520, checks whether.
Veri(Cert A T, C_T, h(M), PKT, pkA) = yes in step 540. If the
answer is "no", B does nothing or.sends an alert signal to A

step 560; if it is "yes", B sends M in MSG2 to A in step 580.

c. In step 600, A checks to see if it receives MS8G2 = M and
if so, checks whether the one-way hash of the received message
matches the known h(M). If A does not receive MSG2 or M i_s not
valid (i. e., the one-way hash of the received message does not
match h(M)), A does nothing or sets up an alert signal to
itseif and B in step 620. If the received M is valid, A accepts

it and sends sign A in MSG3 to B in step 640. At this point, A



Ssign(skA, h(M) on the one-way hash of the desired nessage, the

ci phertext CT = Pencr(PKT, signA) on signA under T's public key PKT, and
the CEMBS Cert A T which is used to prove that CT is a ciphertext of sign
A without re™f8i4p3t he signature. A sends CT and Cert APEracod/bicto t o B.
b. B, upon receiving MA@ in ,step 520, checks whether Veri(Cert_ A T,
CT, h(M, PKT, pkA) = yes in step 540,,If the answer is "no", B does

not hing or sends an alert signal to A step 560; if it is "yes", B sends M

in MB& t eoAsidesst efhebFoir ex€hangd probeds 688spiatehecks to see if it
receives Mos& = Mand if so, checks whether the one-way hash of the

recei ved nessage natches the known h(M. If A does not receive MS@& or M
is not wvalid e., the one-way hash of the received nessage does not

i
mat ch h( MPY, Aﬁﬂo%%e?uﬁQﬂ'né Ghecks st@pPem 1 ditt repgivgs MPC3 @3@ fifand B in
step 620. _Lf t cej,Vv M is.valid, A accepts i nd sends siLgn Ain
MBG3 t o Bsil"h séti‘%ﬁ&‘&g.he%?’ef hi s BEEHPERA SSGPA] nin PSSP BEOR-
16 consi debsibde Moty MLRABACAPIOCRIS £OMR Qb8bors %%n i & 000 O
is erﬁér ver

checks to see if it receives"M5&3 and 1f  so, checks _ _ i (pkA,
si gnA, h(EBp. Atyashis Ipoilit,r & atotes ddoed thRd £6igN Aesichangkl rddesaccept s -
sign Ain stef 680. At this point, B considers the fair exchange process
conpl et edcorplereded fnBtdoascBpy reved¥etSEheorr boeinsseivedreigm A igot val i d,
B sends M. anpd ,éo Tin MB& in st%p 700.
not valid, B sends M and C_T to T in MSG4 in step 700.
e. Upon receiving MSG4 in step 720, T in step 740 first
computés h(M) of the received M, decxypts C_T using its priVate
key SKT to get sign A and then checks whether it is A's correct
signature on h(M) using A's public key pkA. If it is, T sends
sign A in MSG5 to B and sends M in MSG6 to A in step 760. On
the other hand, if sign A is not a signature on the newly

computed h(M), T does nothing or send an alert signal to B in

step 780.

£. Upon receiving MSG5 in step 800, B accepts sign A and

terminates the session.

g. Upon receiving MSGé in step 820, A accepts M if it has not

been accepted in step 640; otherwise, A discards MSG6.
4. The First Ewbodiment of the SCCGP

Figure 3 shows the flow chart of the first embodiment of the

Signature-Ciphertext-CEMBS-Generation Program (SCCGP). It is



e. Upon receiving M54 in step 720, T in step 740 first conmputes h(M of
the received M decrypts CT using its private key SKT to get signA and

t hen checks whether it is A's correct signature on h(M using A's public
key pkA |f MO99%4824Yy sends signA in MSGS to B and sends I\/?'F"ngzgo Ain
step 760. On the other hand, if signAis not a signature on the newy
conputed h(M, T does nothing or sendian alert signal to Bin step 780.
f. Upon receiving MSGb in step 800, B accepts sign _A and ternm nates the
sessi on. desgribédofiorcacicnypgobBStennwibep $206; BlGamedptmubliicf kedy has not
been accepted in step 640, otherw se, A discards MSGG. 4. The First
Enbodi menene¥YRpos@aheme andg§r & BSahddkset Aioitagw sdnnptuse SeRens r st

embodi menf of {he., S QALY 81 SLRLP LG CEMSE General hon pBLogr Am ,S00GP)

crypt Osysgﬁﬂiwerk"eﬂg ngﬁ%eﬂu%ﬁ ‘%eys;,gﬂ&é&%t | Q&%ﬁé‘égﬁé&d oh =

DSA-1i ke digital si chene. or references on ( schene and
DSA, see dis&héedBlogarithRyb] iXEHELYrah¥REOSMS M Pitbrinatii@RathEsBChene
based on discrete logarithns", |EEE Transactions on |Information Theory,

| T- 31 (4) IT4BD(4)7269-332 , aheBNaSd FIFE FEEE B8 18D Pigiltadi Signatruere
Standard, U.S. Departnent of Conmerce/ National Institute of
Standard, U.S. Department of Commer;:e/National Institute of

'Standards and Technology, respectively.

© Let p and q be prime integers such that p = 2q +1. For security
"reas'.bn, we require that ¢ - 1 have no small prime factors
except 2. Let G, an element in Zp*, have order g and g be a

generator of Zg*. We have

P: ElGamal public key encryption scheme on (Zg*, g)
8KT: a random element in (1, 2, ..., g-2}

- PKT: g*SKT mod q B
The ciphertext of m, where m is an element in Zg*, under PKT is
C_T = Pencr(PKT, m) = (W, V) where W= g*w mod q for a random
number w in {1, 2, ...,q-2} and V = m(PKT)*w mod g. The

decryption is m = V/(W*SKT) in Zg*. Further, we have

S: a DSA-like signature scheme on (Zp*, G)
skA: an element in Zg*

PkA: G*skA mod p

Party A's signature on M under skA is Ssign{(skA, M )= (r, s)

where r = G*k mod p for an random element k in Zgq* and s =



St andards and Technol ogy, respectively. Let p and g be prine integers
such that p 2q +1. For security reason, we require that q - 1 have no
small prime factors except 2. Let G an elenment in Zp*, have order g and g
be a gener }WW4BM37g*. W have P: El Ganal public keyP€H8@99#9626n schene
on (Zg*, g) SKT: a randomelenent in (1, 2, ..., g-2) PKT: g"SKT nod q
The ci phertext of m where mis an ejgnent in Zg*, under PKT is C_
Pencr (PKT, m = (W. V) where W= g*w nod g for a random nunber w in (1, 2,
., -2} (hM)M@SkI()I?KTC) fwd npdHereThe) idesromst-way hassimfanvEidtSKhe i n Zg*.
Further, we have St a DSA-like signature schene on (Zp*, G skA an
el enent VAr¥Eicatign SyesidAprkdd ﬁ)r slhaMly & $osichaskurkerbeiifder skA i s
Ssi gn(SkAG*ll-\L/l(r)()) {pkA“%:)) m\é\/gere r = Gk nod p for an random el enent k in Zqg*

and s = p. 18 (h(M +r(skA) ) /k nod q.
Here h() is a one-way hash function. The verification Sveri(pkA, (r, s),
M is to check whether r*s = (G'‘h(M) (pck”r) nod p. CEMBS in the

Crypt osyetmeps dgac rHee de it yeRembidse@libé@d above can be realized
through Stadler‘'s PEDLDLL (Proof of Equivalence of Discréte
Logarithm to Discrete LogLogarithm), see M. Stadler, "Publicly
verifiable secret sharing", Proceedings of Eurocrypto'Sé, LNCS
1070, Springer-Verlag, pp 190-199, 1996. The PEDLDLL problem is

" ‘stated as follow:.ng
:
Let p and q be as defined above. Let x, y and z be elements in
Zg* and X and Y be elements in Zp* where the order of X is q.
There exists a a in {1, 2, ..., g-2} such that y = x"a mod q
and Y=X"((z"a)) mod p. A prover, who knows a, can produce a
PEDLDLL certificate to prove to a verifier that indeed y = x"a
mod ¢ and Y = X™¢( (z*a)) med p for.- gome a while not revealing a
and z"a. Here x, vy, 2z, X, and Y can be regarded as public

. values to the verifier.

The CEMBS Cert_A T can be induced from a PEDLDLL certificate as
follows. When party A encrypts the signature sign & = (r, s)
under PKT, it only encryptse s while leaves r in plain. That is,
.the encrypted signature is C_T = (r, Pencr(PKT, s)) where
Pencr(PKT, s) = (W, VT), with W = g*™w and VT = s((PKT)"*w).

Hence, the encrypted message is A's signature on M implies that




t hrough Stadl er's PEDLDLL (Proof of Equivalence of Discrete Logarithmto
Di screte LogLogarithm, see M Stadler, "Publicly verifiable secret
sharing", Proceedings of Eurocrypto' 96, LNCS 1070, Springer-Verl ag,

pp. 190- 199, 19W98%48M¥% PEDLDLL problemis stated as fol |l ow per/sGesotet p and
g be as defined above. Let x, y and z be elenents in Zg* and X and Y be
elements in Zp* where the order of X igsq. There exists aain (1, 2, ...,
g-2} such that y = x*a nod q and Y=X*71 (z”a) ) nod p. A prover, who knows
a, can praftee a(G*IBEmDL(mef)t iMmdcgt,e to prove to a verifier that indeed vy
=xa nmdqandY =x"( (zta) ) nod p for. sone a while not revealing a
and z"a. Here &w yodzg,X, and Y can be regarded as public values to the
verifier. The CENBS Cert AT can be induced froma PEDLDLL certificate as
fol lows. VWerr sHBKE ®) emedydt s the signature sign A = (r, s) under PKT, it
only encrypts s while leaves r in plain. That is, the encrypted signature
is CT = (r Pencr (PKT, s)) where Pencr(PKT, s) = (W VI), with W= g*w
and VT = Fimt%lght%waré RS BT MRIELHIPSBR0E 4o 3@%&9@%&;}6 on M

i nplies that (M)
(pk™r) nod p, = g™w nod q, = S(PXT*w) nod ¢ It is straightforward
to see that the above are equi vaI ent to

1/W = g*(-w) mod q,

(G*h (M)} (pkA*r) = (x*VT)*(PKT*(-w)) mod p,

‘Note that here W, g, G, h(M), pkA, r, VI, and PKT are all
) 3 | : '
public wvalues. Hence, proof of the last two equations is

equivalent to the PEDLDLL if we letia = -w, x = g, y=1/W, z

on deset] -

= PKT, X = x*VT, and Y = (G*h(M)) (pkK*r) . Therefore, generation

of CEMBS is equivalent to generation of a PEDLDLL certificate.

Reﬁerring to Figure 3, the steps of the first embodiment of the

SCCGP invention are: . *

a. After reading the message M from step 1000, compute party
A's gignature sign A = S_sign(skA,. M) = (r, s) on M under
private key skA based on the DSA-like signature scheme in step
1020, where r = G*k mod p for a value k selected randomly from

Zg* and 8 = (h{M) + r(skaA))/k mod q.

b. Encrypt s under T's public key PKT to get Pencr (PKT, s) =
(W, VI) using the ElGamal public key encryption scheme in step
1040, where W = g*w mod q, VT = s(PKT"w) mod q, and w being a

number randomly selected from {1, 2, ..., g-2}.



1/ W=

here W ¢,-G h(M,
proof of the last two equations is

- W,

certificate.

t he

X

1000,

unde

Pencr ( PKTE"¥7,

r

g"(-w) nmod g, (G*h(M)(pkAr) - (r*VvT)~(PKT*(-w)) nod p,
pkA,. r, VT, and.PKT are all public values. Hence,
equivalent to the PEDLDLL if we let a
=.g, ywosypsz = PKT, X = r*VT, and Y = (G'h(M) (mkofste3/eoez0
Therefore, generation of CEMBS is equivalent to generation of a PEDLDLL
Referring to Figure 32 the steps of the first enbodi nent of
SCCGP i nvention are: a. After reading the message Mfrom step
conput e gddaceAcEMBE PAHURE TSI A ety 1980IMMHS 68rt M T {4 £nd) On M
private key skA based on"the DSA-like signature sCHeme in step
1020, WhePEDLDLL Gﬁ‘é@ﬂ”ﬂfdcatéaﬁr& \eal=uewk xe¥eg;qd=rap|ﬂonty—fmn XZg* and s
(h(M + r(skA))/k nod q. .. Encrypt s under T 's public key PKT to get
—and WY W)@@(Mg)t(m’m)c;ar@e PRENLDELK dyg esmegrpt:eénagcherre in

step 104%3%“.2&1'\/%;925 :rfrgr?n Firs 2L, ran(dpalg} )seimct wi Prom {bEI 29

nunber

20

C.

certificate W

(G*h(M) eRrk&K]) |yThe| Eﬁ%@?kmgm&nﬁr@&qth@] | Tolijave.| | ERL) | wheke

L, randomy select w

H() is a one-way hash function. with L output bits c =

Not e t hat

a

2,

clc2...cL, ci = 0 or 1. Finally, compute R = (rl, r2, ..., rL)

whexre ri = wi -a{ci) mod g-1, i =1, 2, ..., L. The PEDIDLL (or

equivalently Cert_A_T) is (R c)
. i
13

"d. Output sign A, C.T = (r, Pencré(PKT, 8)), and Cert A T in

‘step 1080.

The verification of the PEDLDLL/Cert_A T is to check whether c

= Hix||y[{z|{x]{¥]||u1r|lur]|u2||u2|]...||uL{{UL) holds true,

where ui = (x*ri) (y*ci) mod g, Ui = X*(z*ri) mod p if ci = 0 or
Y“(z“:r.:i) mod p if ci = 1, for i =1, 2, ..., L, and where x =

g, ¥=1/W, 2z = PKT, X = r*VT, and Y = (G*h(M)) (pkA*r).
) :
5. The Second Embodiment of the SCCGP

Figure 4 shows the flow chart-of the second embodiment of the
Signature-Ciphertext-CEMBS-Generation Program (SCCGP) of the
present invention. It is described for a cryptosystem with P =
ElGamal public key encryption schene and § = Guillou-Quisquater
digital ~ signature scheme. For reference on the

Guillou-Quisquater digital signature scheme, see L. C.

G.e.nercg.tze} dC%%ﬁguEsréxﬁT LRy P %‘) jog,GQbeh%(‘g‘f‘z’*b&f‘ t{TﬂA % dngﬁg PEDLDLL



., 0-2}, conpute txi = X*wW nod g, tXi = X*(z*Ww ) nod p, and H() is a

one-way hash function, with L output bits ¢ = «clc2...cL, ci =0 or 1.
Finally, conputeR = (rl, r2, ..., rL) where ri = w -a(ci 98,&8210, i -1,
2, ..., L THRMEDLL (or equivalently Cert AT is (R F&) ' Qut put
signA, CT = (r, Penc(PKT, s)), and Cert_AT in step 10B0O.. The

verification of the PEDLDLL/ Cert A T2is to check whether ¢ =

HOX] [yl [zLEXEY] Jul FTul b Tu2] [U2]| ... |uL]|UL) holds true, where ui = (x*
(y~ci) no@uitlay, M (Yoen,) amdl - id- cQuhsq}laéler:y"'(f‘ée ﬁF“?rFrD@aEdeAci =1
for i =1

2, ... L, d wh = .y = 1/ W =, PK = AT, dyY=
(Gh(M) (5’&%‘?‘3?&123'35.Sg‘r%ﬂ‘él"sgrc‘%eﬁﬁcEntﬁ%%%ﬁdl 5 PﬁBIS%&[?Pt° rgaﬂe 2 shovs
the fl f i t t hes ;
Si gnat 8¥Ve£%ag(?1°§%eén§tg géﬁﬁce%ﬁg? ggygﬁp Pr'I‘glfgr a%?&?ffofl? °er“‘aptrlé’§‘ ent

inventi Onznéé%iﬁtﬂesaiéw BPrea ofypheswasemeethpPess, ENGamdoriybl i ¢ key

ri)

encryption schene and S = Guill ou-Qui squater digital signature schene.
For ref ppeper-614n199khe Cuil |l ou- Qui squat er digital signature
schene, see L. C ' 21 Cuillou, M

Ugon, and J. -J. Quisquater, "The Smart Card: A Standardized Security
Devi ce Deg) caled L O vattll GeGuiPLY! 99¥ruseld SAUGMMAAILAELYPRY QY - The
create system parametérs. AC chooses two primes R and Q where
R = 2p'qg+l, Q = 2pg+l for priﬁes p', p and g, sets n = RQ and
.chooéés an element g in Zn* such that it has order g. Next, AC
randoﬁly chooses a large number v co-prime to (R-1)(Q-1) and
publishes system parameters n, g, ¢, V. R and Q can be.

destroyed and AC may cease to exist after this system

initialization.

The cryptosystem uses the ElGamal PKC on (Zn*, g) and the
Guillou-Quisquater digital signature - scheme on (Zn*%,v).

Specifically, we have

p: ElGamal system on (Zn*, g)
SKT: randomly selected from {1, 2, ..., g-2}

PKT: g”SKT mod n

The ciphertext of m, an element in 32n*, under PKT is
Pencr(PKT, m) = (W, V), where W= g"w mod n for a random w in
{1, 2, ..., g-1} and V = m(PKT)*w mod n. The decryption is m

= V/W*SKT mod n. Further, we have



Integrity, edited by G J. Simmons, |EEE Press, New York, pp.561-614,
1992. The cryptosystemrequires a trusted authorized center ACto

create system paraneters. AC chooses two prines R and Q where R = 2p' g+1,
Q = 2pq+l fowomouszes p', p and g, sets n = RQ and chooseycascsd/moFent g in
Zn* such that it has order g. Next, AC randomly chooses a |arge nunber v
co-prinme to (R1)(Q1) and publishe zsystem paraneters n, g, q, v. Rand Q
can be destroyed and AC nay cease td“exist after this system

initializgti Orbuilloghéu%éj@é&?ﬁ/%tjﬁﬂhk'éfé denil gﬁ@i?gKQ)on (Zn*,. g) and

the Cuillou-Quisquater digital signature scheme on n*,v). Specifically,

we have gk rdddoal®l seyedéesa Fronlpix g) SKT: randonly sel ected from
(1, 2, ..., g-2} PKT: g"SKT nod n The ciphertext of m an elenment in

zZn*, unpfehk: FKEuchs thRenZ (MMTV ¥) 1=m¢d\yn V), where W= g*w nod n for a
randomwin {1, 2, ..., g-1) and V = n(PKT)”w nod n. The decryption is m
= v/WSKT nod n. Further, we have 22-

) : T : N )
S G| ay- Qs QURkSEagh WASH %y K ELRaSR f Wovsdd - S'¥is’ ndophy el ected
mod n, computes 4 = h{M||T) and D = r(skA®d) mod n. The
signature is sign A = (d, D). The verification of the signature

" is to check whether @ = h{(M|| (D*V) (pkA*d) mod n) holds.
Referring the Figure 4, the steps of the SCCGP program are:

a. Upon imputing the message M to be signed in step 1200,
cbmpute party A's signature sign A = (d, D) on M under private
key skA in step 1220, where T = r"v mod n with r being a random

number, d = h{M||T) and D = r(skA®d) mod n.

b. Encrypt D under T's public key PKT to get C_T = Pencr (PKT,
D) = (W, VT) in stép 1240, where W = g*w mod n, VT = D(PKT"w)

med n, and w being a number randomly selected from Zn¥,

c. Generate Cert A T = (r, ¢, V, d) in step 1260, where d is

from step 1200, V = D*v med n, and (r, c¢) are calculated as

follows:
randomly choose u from {1, 2, ..., gq-1}, compute a = g"umod n
and A = (PKT*V)*u mod n. Then compute c¢ = H(g||W}]|

PKT*v] | (VT*v) /V]|a]||A) and ¥ = u-cw mod g and where H() is a

one-way hash function.



pkA: J such that J(skA)”v = 1 nod n To sign a nessage M party A
randomy chooses r, sets T =r* v nod n, conputes d = h(M|T) and D =

r (skArd) nod Qvos-mﬁu signature is signA = (d, D) . The verification of the
signhature -is to c &2k whether d = h(M| | (D'W) (pkA*d) nORCTSGI808026 .
Referring the Figure 4, the steps of the SCCGP program are: a. Upon

i nputing the message Mto be signed ingstep 1200, conpute party A's
signature sign A = Cd, D) on Munder private key skA in step 1220, where T
- rAv mod 8- wi tPR¥PWeisignais afdbmanduidest, AJT=im(depTh2and D = r(skA d) nod
n. b. Encrypt D under T's public key PKT to get C T = Pencr(PKT, D) =
(W VT) in step 1240, where W= gAw nod n, VI = D(PKT"W nod n, and w

bei ng a nugheL o] . ci ed om Zp* .C. . Ceperate Cert AT = (r,
c, V, d) in ste%ﬂ§g6 fe¥‘\%/§gr:%tl Il’sgffg%ﬁlgs%-e% 1508° \V?LQC%“VhFrBBe'ﬁ, €and (r,
c) are calg w| merAf |0l dvang R ( a s g-1),
conpute a :‘%’EL Frjrlt)d anICa]'n(d A)/‘i'] P?%QKiT]’AVyw)%aqqrsr(gghn&%héwﬁgéRu% C
=H(g| | W ¥Ry 4fi&l"V)/V| |a] |A) and r = u-cw nod q and where H() is a
one-way hash functi on. WD 99148243 :

PCTI SG98/ 00020 23 d. Qut put sign_A,

CT, and Cert _A T in step 1280. :



Note that verification of Cert AT is to check whether c= H(g fW 1PKTAVI

|j (VTAV)/VI | (gAr) (WAC) | ((PKTAv)Ar) ((VTAv/V) AC) holds true.

24 Cl ai s 1. A method of exchanging digital
data bet ween2¥M% party having a unique first digital BHEFSGWM020 second
party having a unique second digital data over a comunication |ink, the

nmet hod conprising the steps of: (a)z24 he first party encrypt+nagttie first

digital data and generating an authentication certi

“authentication certificate authentCtaimsig that th “ﬂﬂm Nm ‘di gital
data is an encryption of the first digital data, a e encrypted
first digital data and the authentication certificate to the second party;

(b) thescon ng t.hat .th n ted first ital data is an
encrypt i on of ?Edé 1?%1 Iigg ¢ eﬁe‘? %‘Fﬁg DetHeREh A g?ﬁq P i ficate,
and the sgepih @Mqﬁ@“éif@c tdi@mﬁf(?&wg %a' hasediApherl o dddgly PATLY 1
the verification is "positive; (c) the first party ge ylngt &t the ;

second digniqie dataond digitsll dadai bveke aveédtimmbaemohs 1R6%, t v t he
first party accepts the second digital data and sends the unencrypted

first d| Betked ramprisingetBecthrpspafty;

. {a) the first party encrypting the first diéital daéa_aﬁd
generating an authentication'certifiaate, the authentication
certlflcate authentlcatlng that the encrypted- flrst digital
‘data is an encryptlon of the. first ‘digital data, and sendlng
-the encryptad first digital _data and the authentication

certificate to the second party;

(b) the second party verifying that the encrypted first digital
data is an.encryption of the first digital data using the
‘authentication certificate, and the second party sending the
.Second digital data to the first party if the verificaﬁion is

positive;

(c) the first party verifying that the second digital data is
valid, and if the verification is positive the first party
accepts the second digital data and sends the unencrypted first

digital data to the second party;

(d) the second party verifying that the first digital data is
valid, and if the verification is positive, the second party

accepts the first digital data; otherwise, the second party



(d) the second party verifying that the first digital data—+s—valid, and

If the verification is positive, the second party__ | r st
digital data; otherw se, the second party im\mﬁ\i\mm““ﬂ““\

25 sends. t WOt ed first digital data and t Wi gital ata to
athird party, third party having a decryption key to decrypt the
encrypted first digital data; and A=) the third party decrypting the
encrypted first digital data to obtain the first digital data, verifying
t hat t he dendst thedenthepsat didsti gigatatlaiatarend/ dhedsandndididiotdl t he
first and the second digital data are verified as valid, sending the
first di glat@l t@akathérd Heartabotdigdr ParhKdhIROS & de8rYPEHLeI ke dt% to t he
first party. 2, A et hod cordi.ng.to,claiml, .in which the first and
second di{ﬁyctréfptdépﬁ SPerRESd | Smdéaagﬁ/h ‘ili%sarf'e@ﬂdvel y, the first party
in step (a) encrypting the first digital data on a concatenation of file
MA and a one-way hash of file MB; and the second party in step(b), if the

verificat{hnthe 9osd puety EErpHing0thdersaeotdddf Bidrkidatal Aatk
concatenation of file MB and a one-way hash of file MA 3. - A nethod
accor di ng-d ebthanntle diindtadig2ialhdats .n vielré fyfng sthadntthsefimst dirgl t al data
are digital signatures belonging to the first and second party,
respect i Vidi9 second digital data are valid and, if both the first and
the second digital data are verified as valid,lsending the
first digital data to the second party and the second digital
data to the first party. ‘.
;
?
2. A method according to claim l,éin which the first and
second digital data are on files M A and M B respectively, the
first party in step (a) encrypting the first digital data on a
_ concatenation of file M_A and a one-way hash of file M_B;. and
the second party in step(b), if the verification is positive,
encrypting the second digital data on a concatenation of file

M B and a one-way hash of file M A.

3. A method according to claim 1 or claim 2, wherein the
first and second digital data are digital signatures belonging

to the first and second party, respectively.
4., A method according to claim 1, wherein the second digital
data is a secret file M which the first party wishes to receive

from the second party in exchange for the first digital data.

5. A method according to any of the preceding claims, wherein



4. A method according to claim1, wherein the second digital data is a

secret file Mwhich the first party w shes to recet fromthe second
party in exchange for the first digital data. Mi ng to
any of the prveaesissg cl ai ns, wherein : !!,ﬂ/[”// STy

26 the first party has a pair of public/private k el ”MM’K/’”M gital
signature schene; the second party ha; a pair of publickpra eys in a
second digital signature schenme; and Bhe third party has a pair *of

publ i ¢/ pripyat %ik-svsgsptvﬁe%ola ‘bailfrelﬁgie?gfﬂ%)ﬂhﬁ%geﬁ‘égﬁein6a ££ydet hod

according to claim n the di si'ghature s nes are discrete
| ogari t hmihgsedl sehiagnasurandchbre; pithki Gdemdaesntyt ids SghepBr @

di screte | ogarithm based schene. 7. A method according to claimb5,
wherei n t pubdigiprivats greysuin scéermsl digital| $ignaQuireqsaheme; yared digi t al
signature_, schepes; and the public key encryption schene is a discrete

| ogarit hntBssERtEd Rty has a pair of public/private keys in a public

key encryption scheme.

6. A method according to claim 5, wherein the digital
signature schemes are discrete 1ogarft:hm based schemes; and the
- public key encryption scheme is a discrete logarithm based

- ‘scheme.

i

7. A method according to- cl,aimgs,. wherein the digital
: signaturé schemes are Guillou-Quisqudter type digital signature
schemes; and the public key encryption scheme is a discrete

logarithm based scheme.



