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METHOD AND APPARATUS FOR AUTHORITY
CONTROL, COMPUTER DEVICE AND STORAGE
MEDIUM

TECHNICAL FIELD

[1] The present disclosure relates to the field of the Internet technologies, and in
particular to a method and an apparatus for authority control, a computer device and a

storage medium.

BACKGROUND

[2] During the software development phase, developers need to perform continuous
integration (CI) on the project. In order to guarantee the cleanliness and independence of a
compilation environment, the container technology is generated. However, in the process
of establishing a container, the user is usually endowed with a root authority, and running
as the root in the container will bring some security risks to a host machine.

[3] In related arts, in order to solve the above problem, the user is endowed with the
reading and writing execution authorities of certain files in the container through chmod,
or the authority control of a blacklist or whitelist is performed on the user by using an
authority tool such as rbash, bash, Ishell, and the like, thereby restricting the authority of
the user in the container and ensuring the security of the host machine.

[4] However, in the methods for authority control used in the above related technical
solutions, the authority restriction generated by the authority control tool will be closed
when the user is confirmed as a whitelisted user, so as to execute the script input by the

user, resulting in the inaccuracy and lower security of authority control.

SUMMARY

[5] Embodiments of the present disclosure provide a method and an apparatus for

authority control, a computer device, and a storage medium, which can reduce the waste
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on the checking resources in the checking process and can improve the efficiency of check.
The technical solution is as follows:

[6] In one aspect, a method for authority control is provided, wherein the method is
executed by a computer device, the computer device is configured to load and execute a
container, and the method mcludes:

[7] acquiring a configuration file according to a business scenario when the coptamer
is initialized, whercin the configuration file is managed outside the container, and the
configuration file is configured with an authority control rule corresponding to the business
scenarto i the container;

[8] validating the configuration file in the container;

[9] recelving a user instruction;

[10] identifving a type of the aser mstruction when the user instruction is an executable
mstruction;

[11] acquiring script content of a script file when the type of the user instruction
indicates that the user instruction is the script file, wherein the script content includes at
least one command statement; and

[12] performing a validity check on the at least one command statement based on the

configuration file.

[13] In one aspect, an apparatus for authority control is provided. The apparatus is
applied to a computer device, the computer device 1s configured to load and execute a
container, and the apparatus mncludes:

[14] a first acquiring module, configured to acquire a configuration file according to a
business scenarto when the container 1S tmitialized, wherein the configuration file is
managed outside the contamer, and the configuration file 1s configared with an authority
control rule corresponding to the business scenaric in the container;

[15] avalidating module, configured to validate the configuration file in the container;
[16] areceiving module, configured to receive a user instruction;

[17] an identifving module, configured to ideatify a type of the user mstruction when

the user instruction is an cxecutable instruction;
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[18] asecond acquiring module, configured to acquire script content of a script file when
the type of the user instruction indicates that the user instruction is the script file, wherein
the script content includes at least one command statement; and

[19]  a first checking module, configured to perform a validity check on the at least one
command statement based on the configuration file.

[20]  Optionally, the apparatus further includes:

[21]  afirst parsing module, configured to perform statement parsing on the script content
to acquire statement content of the at least one command statement in the script content
before performing the vahlidity check on the at least one command statement based on the
configuration file; and

[22] the first checking module, configured to sequentially perform the validity check on
the statement content of the at least one command statement in an order of at least one
command statement based on the corresponding configuration file.

[23] Optionally, the apparatus further includes:

[24] a first executing module, configured to execute a first command statement
corresponding to first statement content when the first statement content in the statement
content is vahid; and

[25] an execution stopping mwodule, configured to stop coxecuting the command
statement when second statement content in the statement content is invalid, and to quit
the step of sequentially performing the validity check on the statement content of the at
least one command staterment in the order of the at least one command statement based on
the corresponding configuration file.

[26] Optionally, the apparatus further includes:

[27] a second executing module, configured to execute the script content when the
statement content of the at least one command statement is all valid.

[28] Optionally, the apparatus further includes:

[29] a second parsing module, configured to parse the command statement when the
user instruction is the command statement, to acquire statement content of the command

statement;
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[30] a second checking module, configured to perform the validity check on the
statement content of the command statement based on content of the configuration file
corresponding to the statement content; and

[31]  athird executing module, configured to execute the command statement when the
statement content s valid.

[32] Optionally, the authority control rule corresponding to the configuration file is

configured by an Ishell tool according to the business scenario.

[33] In one aspect, a computer device is provided. The computer device mcludes a
processor and a memory storing at least one instruction, at least one program, a code set or
an instruction sct therein, wherein the at least one instruction, the at least one program, the
code set or the instruction sct, when loaded and execuated by the processor, causes the

processor to implement the above method for authority control.

[34] In one aspect, a computer-readable storage medium is provided. The computer-
readable storage medium stores at least one instruction, at least one program, a code set or
an instraction sct therein, wherein the at least one instruction, the at least one program, the
code set or the instruction set, when loaded and executed by a processor, causes the

processor to implement the above method for authority control.

[35] The technical solutions provided by the present disclosure may include the
following beneficial effects.

[36] The configuration file is acquired from the outside of the container according to the
business scenario when the container 1s inittalized, and the configuration file 1s validated
m the container. The user mstruction 1s received, and when the user instruction is an
executable instraction, the type of the user instruction is identified. When the tyvpe of the
user instruction is a script file, at least one command staterent contained in the script file
is acquired, and a validity check is performed on the at least one command statement in the
script file based on the configuration file. Therefore, during the use of the container, the

user authorities in the container are controlled according to the business scenario, and the
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user authorities are controlled from the aspect of a smaller granularity, thereby improving

the use security of the container while achieving the adjustability of the authorities.

[37] It should be understood that the foregoing general description and the following
detailed description are exemplary and explanatory only and are not intended to himit the

present disclosure.

BRIEF DESCRIPTION OF THE DRAWINGS

[38] The accompanying drawings, which are incorporated in and constitate a part of this
specification, tlustrate embodiments consistent with the present disclosare and, together
with the specification, serve to explain the principles of the present disclosure.

[39] FIG. 1 shows a flowchart of a method for authority control provided by an
exemplary embodiment of the present disclosure.

[40] FIG. 2 shows a schematic diagram of a container established based on a mirroring
involved in embodiments of the present disclosure.

[41] FIG. 3 shows a flowchart of a method for authority comtrol provided by an
exemplary embodiment of the present disclosure.

[42] FIG. 4 shows a flowchart of a method for authority control provided by an
exemplary embodiment of the present disclosure.

[43] FIG. 5 shows a schematic diagram of a validity checking process for a user
mstruction mvolved in embodiments of the present disclosure.

[44] FIG. 6 shows ablock diagram of an apparatus for authority control provided by an
exemplary embodiment of the present disclosure.

[45] FIG. 7 isastractural block diagram of a computer device according to an exemplary

embodiment.

DETAILED DESCRIPTION

[46] Exemplary embodiments will be described in detail herein, examples of which are
illustrated in the accompanying drawings. The following description refers to the

accompanying drawings in which the same numbers in different drawings represent the
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same or similar elements unless otherwise indicated. The implementations set forth in the
following exemplary embodiments do not represent all implementations consistent with
the present disclosure. Rather, they are merely examples of apparatuses and methods
consistent with certain aspects of the present disclosure as detailed in the appended claims.
[47] It should be understood that the term “plurality” herein refers to two or more.
"And/or" herein describes the associated relationship of the associated objects, indicating
three kinds of relationship. For example, A and/or B, may refer to as: A exists alone, A and
B exist concurrently, B exists alone. The character "/" generally indicates that the

contextual objects are in an "or" relationship.

[48] In the continuous integration (CI} process of the project dunng the software
development phase, a container is configured to guarantee the cleanliness and
mdependence of the compilation environment. The method for container authority control
provided in the present disclosure can perform different restrictions on the user authorities
for different business scenarios when using the container, thereby improving the use
security of the container while achieving the adjustability of authority control. Tn arder to
facilitate understanding, some terms involved in the present disclosare will be explained
as follows.

[49] 1) Container technology

[S0] The container technology, also known as container virtualization technology, is a
technology that can effectively divide the resources of a single operating system into
wsolated groups, so as to better balance the conflicting resource usage requirements between
the isolated groups.

[S1]  The container is an operation example created from mirroring, and may be started,
mitiated, stopped, and deleted. Each container s a platform which is isolated from one
another and guarantees security. The container may manage the life cycles of objects, and
the dependencies between the objects. A configuration file, usually an extensible markup
language (XML} may be used. For example, the name of the object, how to generate the
object (a prototype pattern or a singleton pattern), and which object after generation must

be sct to the propertics of a certain object, etc., may be defined thercon. After the container
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is started, all objects may be accessed directly without writing any line of program code to
generate the object, or to establish the dependencies between the objects.

[52] 2} Continucus integration {CH

[83] I refers to the means of continuously and automatically compiling and testing the
project in the development phase to control the code quality. Cl is a software development
practice. Team development members often integrate their work, and usually cach member
integrates the work at least once a day, which means that a plurality of mtegrations may
occur cach day. Each integration is verified by automatic establishment (including
compilation, release, and automatic testing). Therefore, the integration errors are found as
soon as possible, and the product guality is guaranteed while the product can be quickly
iterated.

[54] 3) Mirroring

[S5] Mirronng is a form of file storage and is a tvpe of redundancy. The identical copy
of the data of one disk on another disk is a mirroring. Many files mav be made into a
mirroring file. Common mirroring file formats include IS0 (mtemational standard disc file
system format), BIN, IMG, TAO, DAO, CIF and FCD. For the convenience of
downloading and using by the user, when the system is destroyed, the systemn may be
restored in a short time through the miurroring file, and the mirroring file may be recorded
durectly to a disc.

[56] 4)root

[57] rootrefers to a superuser that exists in UNIX systems, Linux systems, and Android.
root is configured for the highest authonity of the operating svstem and may perform any
operation in the system, such as process management, user management, hardware
management, and the like. Due to the lugher authority, improper operations of using the
root may damage the operating system. Therefore, the user must be careful when operating

under the root.

[58] In related technologies, traditional {1 tools, for example Jenkins, cannot guaraniee
the cleanliness and independence of the compilation environment, and often cause the
problem of unclean establishment packages or mirrorings due to the unclean environment,

which seriously affocts the development and testing of the product and the release progress.
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[S9] Forthis purpose, the method for establishing a container ts provided. The container
can guarantec the platforms isolated from one another, so that the compilation
environments do not affect one another. However, since the establishment of the container
requires a higher authornity, and the user who establishes the container is usually endowed
with the root authority, the following problems are easily caused due to the too high root
authority.

[60] (1} The operations related to the configuration files that contain uscrnames and
passwords are affected.

[61] For example, the usernames and passwords refer to the usemames and passwords
of internal tools such as nexus and npm of a company, and the authorities thereof are very
high. Hthe container runs as the root, then the user may know the usernames and passwords
of these tools, which will affect the security of the company.

[62] (2} The operations related to mounted directories are affected.

[63] The mounted directories are shared directories shared by all users. If the container
runs as the root, the user may operate the shared file, and then the file security of other
users cannot be guaranteed.

[64] (3} The exccution as the root in the container may operate the host machine.

[65] The container runs on the host machine. There may be a plurality of containers on
one host machine, which may also be understood as a plurality of services on the host
machive. If the container runs as the root, then the user may operate the host machine, for
example, may kill other containers, and so on. thereby causing serious consequences.

[66] In related technologies, at the level of the container, the user authonities inside the
container are generally controlied by restricting login user authorities and hiding root asers.
[67] For different system users, the chomd tool 1s adopted to change the storage access
mode of one or more files. The user authorities are controlied by endowing the users with
the executing aothorities for certain files, or by setting a whitelist and a blackdist via the
authority control tools such as rbash (restricted bash), bdsh (boa diminish shell), and Ishell
(limited shell). However, when the above tools are found to be executed as the commands
of executable scripts (shell/python), all the above technologics will close any restriction

generated in the shell to execute the script.
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[68] Forexample, script A is an executable script and contains 4 commands. One of the
commands is originally not aliowed to be executed in the restriction gencrated in the shell.
However, there is a script judged to be an executable script by checking with script A, then
the commands contained in the script will not be checked, and the restriction generated in
the shelf 1s closed to exccute the script. Therefore, the commands that are originally not
allowed to be cxecuted are also executed, resulting in the problerus of inaccuracy and lower
security of authority control.

[69] estricting the user authorities or hiding the root users will also fail to satisfv some

business scenarios that require higher authornities.

[70] The method for awthority control provided in the present disclosure can perform
different restrictions on the user authoritics for different business scenartos when using the
container, thereby improving the use security of the container while achieving the
adjustability of authority control. Referring to FIG. 1, FIG. 1 shows a flowchart of a method
for authority control provided by an exemplary embodiment of the present disclosure. The
method for authority control is executed by a computer device. The computer device is
configured to load and execute a container. As shown in FIG. 1, the meothod for authority
control may inchude the following steps.

[71] o step 110, a configuration file is acquired according to a business scenario when
a container is mitialized, wherein the configuration file i1s managed outside the contamer,
and the configuration file is configured with an authority control rule comesponding 1o the
business scenario in the container,

[72] Optionally, the configuration file mayv be managed on a distributed version control
system {Git).

[73] Optionally, the container may be a container established based on a mirroring.
Referring to FIG. 2, FIG. 2 shows a schematic diagram of a container established based on
the mirroring 1nvolved in embodiments of the present disclosure. As shown in FIG. 2, a
plurality of mirrorings may be stored in mirroring management, and mirroring content may
alsc be updated according to the changes in business scenario requirements. When the
container required for a certain business scenario needs to be cstablished, the computer

device acquires the mirroring corresponding to the business scenario from the mirroring
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management, and then cstabhishes the container corresponding to the busingss scenario
based on the mirroring. A plurality of containers may be established based on the same
mirroring. The plurality of containers are independent and do not affect one another.
Developers may configure different user authorities in the containers, such that the
containers are exccuted in a limited shell layer environment, thereby achieving the purpose
of flexibly setting the user authoritics in the containers according to the business scenario.
[74] The sctting of the user anthoritics may be achieved by calling the configuration file
managed outside the container. The configuration file is configured with the authority
control rules corresponding to respective business scenarios. When the authority control
rule corresponding to the business scenario needs o be changed, the developers only need
to change the authority control rule in the configuration file, and do not need to reestablish
the container.

[75] Optionally, the configuration file may be configured with the authority control rules
including, but not limited to, paths, commands, and environment variables.

[76] in step 120, the configuration file is validated in the container.

[771 The container writes the authority control rule in the corresponding counfiguration
file acquired according to the business scenario into the container, to establish a shell
environment with restricted user authoritics, so that the container may perform authonty
control on the user using the container.

[78] Instep 130, a user instruction is received.

[79] Optionally, the type of the user mstruction may be a script file or a command
staternent.

[80] Instep 140, when the user instruction is an executable mstraction, a type of the user
nstruction s identified.

[81] At first, the contamner judges the executability of the user mstruction based on the
configuration file. The configuration file may be configured with restrictions related to
executable instructions and instructions prohibited from being executed. According to the
relevant content in the configuration file, whether the user instruction is executable is
judged, and when the user instruction is an executable instruction, the type of the user

mstruction is identified.

10
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[82] In a possible case, the configuration file is configured with suffix names of the
executable instructions and the suffix names of instructions prohibited from being executed.
When the suffix name of the user instruction is a sutfix name of the executable instructions
in the configuration file, it is determined that the user instruction is an executable
mstruction, and the type of the user instruction is identified.

[83] Instep 150, when the type of the user instruction indicates that the user instruction
is a script file, script countent of the script file 1s acquired, and the script content includes at
least one command statement.

[84] The script 1s a program saved in plain text, and contains a command set such as
bind and alias. The user may save such set as a separate file and then execute the same.
During execution, the file commands in the script are translated into machine-identifiable
instructions by an interpreter of the system and are executed based on the program.

[85] In one possible case, the container may determine whether the user instruction is a
script file by identifying the suffix name of the user instruction. When it is determined that
the user mstruction is the script file, the container reads at least one command statement
contained in the script file to obtain the script content in the scrpt file,

[86] In step 160, a validity check is performed on the at least one command statement
based on the configuration file.

[87] The configuration file is configured with an authority control rule corresponding to
the at least one command statement contained in the seript file, and the validity check is
performed on the command statement based on the authonty control rule corresponding to
the command staterment in the senpt. For example, for the command staternent indicating
a path, the container jadges whether the parameters in the command statement mdicating
the path are in the parameters specified by the authority control rule. When the parameters
i the command statement indicating the path are i the parameters specified by the
authority control rule, it is determined that the command staternent indicating the path is
valid. If the parameters in the command statement indicating the path are not m the
parameters specified by the authority control rule, it is determined that the command
statement indicating the path is invalid.

[88] In summary, according to the method for authority control provided by the

embodiment of the present disclosure, the configuration file is acquired from the outside

11
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of the container according to the busimess scenario when the container is inttialized, and
the configuration file is validated in the contamer. The user instruction is received, and
when the user instruction is an executable instruction, the type of the user instruction is
identified. When the tvpe of the user instruction is a script file, at least one command
statement contained in the script file is acquired, and a validity check s performed on the
at least one command statement in the script file based on the configuration file. Therefore,
during the use of the container, the user authoritics in the container are controlled according
to the business scenario, and the user authorities are controlled from the aspect of a smaller
granularnity, thereby improving the use security of the container while achieving the

adjustability of the authorities,

[89] Referring to FIG. 3, FIG. 3 shows a flowchart of a method for authority control
provided by an exemplary embodiment of the present disclosure. The method for authority
control is executed by a computer device. The computer device is configured to load and
execute a container. As shown in FIG. 3, the method for authority control may include the
following steps.

[90] Instep 310, a configuration file is acquired according to the business scenario when
a container is initialized, wherein the configuration file is managed outside the container,
and the configuration file is configured with an authority control rule corresponding to the
business scenario in the container.

[91] Optionally, the authority control rule corresponding to the configuration file is
configured by an Ishell tool according to the business scenario. The configurations of the
configuration files corresponding to different business scenarios are different. The well-
configured configuration files for respective business scenario are stored outside the
container, so that when the user needs to adjust the control authority corresponding to the
configuration file, the configuration file can be changed directly outside the container,
thereby improving the flexibility of authority control.

[92] In step 320, the configuration file is validated in the container.

[93] In step 330, a user instruction is received.

[94] In step 340, when the user instruction is an executable instruction, a type of the user

instruction is identified.

12
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[95] In step 350, when the type of the user instruction indicates that the user instruction
is a script file, script content of the script file is acquired, and the script content includes at
least one command statement.

[96] The execution manners of steps 310 to 350 may refer to the description of related
content in the embodiment shown in FIG. 1, and details are not repeated herein again.

[97] 1In step 360, statement parsing is performed on the script content to acquire
statement content of the at least one command statement in the script content.

[98] In step 370, a validity check is sequentially performed on the statement content of
the at least one command statement 1o an order of at least one command statement based
on the corresponding configuration file.

[99] Optionally, when first statement content in the statement content is valid, a first
command statement corresponding to the first statement content is executed.

[100] When second statement content in the statement content is invalid, the execution of
the command statement is stopped, and the step of sequentially performing the validity
check on the statement content of the at least one command statement in the order of the at
least one command staterment based on the corresponding configuration file is quitted.
[101] In apossible case, the container sequentially performs the check on the at least one
command statement in the script file in an arrangement order of at least one command
statement in the script file. When a checking result of the command statement indicates
that the command statement is valid, the operation content indicated by the command
statement is executed, and the validity check is performed on next command statement. For
example, when command statement A indicates to view the current directory, after the
command statement A is checked by the authority control rule corresponding thereto, and
when it is judged that the command statement A is valid, the container executes the
operation of viewing the current command. When the checking result of the command
statement indicates that the command statement is invalid, the check on the command
statement is stopped, and the check on other unchecked command statements contained in
the script file to which such command statement belongs is quitted. That is to say, in the
process of performing the validity check on the command statements contained in the script
file in the arrangement order of the at least one command statement, if there is a valid

command statement, the command statement is executed. When there is one of the

13
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command statements invalid, the validity of other unchecked command statements will
not be checked, the check on the script file is directly quitted, and it is determined that the
script file contains an invalid command statement.

[102] Optionally, when the checking result of the container indicates that the script file
contains an invalid command statement, the checking result is fed back to the user.

[103] Or, optionally, when the statement content of the at least one command statement
is all valid, the script content is executed.

[104] In apossible case, the container sequentially performs the check on the at least one
command statements in the script file in an arrangement order of at least one command
statement in the script file. Only when the command statements contained in the script file
are all valid, the operation of execution of the command statements in the script file is
performed, that is, the validity check on the at least one command statement is performed
in order. When it is determined that a command statement is valid, the validity check on
the next command statement is performed till all the command statements in the script file
are valid. In the above process, once one command statement is invalid, the validity check
on the at least one command statement in the script file is quitted.

[105] When the type of the user instruction indicates that the user instruction is the
command statement, optionally, the command statement is parsed to acquire statement
content of the command statement.

[106] In other words, the user instruction is sent to the container in the form of command
statement, wherein there may be one or more command statements, and the command
statement carries the indication information of performing operations in the shown
container.

[107] The validity check is performed on the statement content of the command statement
based on the content of the configuration file corresponding to the statement content of the
command statement, that is, the validity check is performed on the statement content of the
command based on the authority control rule corresponding to the command statement in
the container.

[108] When the checking result indicates that the statement content is valid, the command

statement 1s executed.

14
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[109] In summary, according to the method for authority control provided by the
embodiment of the present disclosure, the configuration file is acquired from the outside
of the container according to the business scenario when the container is initialized, and
the configuration file is validated in the container. The user instruction is received, and
when the user instruction is an executable instruction, the type of the user instruction is
identified. When the type of the user instruction is a script file, at least one command
statement contained in the script file is acquired, and a validity check is performed on the
at least one command statement in the script file based on the configuration file. Therefore,
during the use of the container, the user authorities in the container are controlled according
to the business scenario, and the user authorities are controlled from the aspect of a smaller
granularity, thereby improving the use security of the contamer while achieving the

adjustability of the authoritics.

[110] The following describes the present disclosure in combination with the fact that the
user instruction is an executable script file. Referring to FIG. 4, FIG. 4 shows a flowchart
of a method for authority control provided by an exemplary embodiment of the present
disclosure. The method for authority control is executed by a computer device. The
computer is configured to load and execute a container. As shown in FIG. 4, the method
for authority control may include the following steps.

[111] In step 410, a container is initialized, and a configuration file is acquired from
configuration management according to current business scenario.

[112] In step 420, the configuration file is validated in the container, so that a user is
subjected to authority restriction in a container environment.

[113] In step 430, whether a user instruction is valid is checked, if yes, step 440 is
performed; otherwise, step 450 is performed.

[114] In step 440, the user instruction is executed.

[115] In step 450, execution of the user instruction is stopped and a validity check is
quitted.

[116] The process from step 430 to step 450 may refer to FIG. 5, which shows a schematic
diagram of a validity checking process for a user instruction involved in embodiments of

the present disclosure. As shown in FIG. 5, the above process includes the following steps.
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[117] In S501, the container receives a user instruction.

[118] In S502, whether the user instruction is executable is judged, if yes, S503 is
performed; otherwise, S504 is performed.

[119] In S503, whether the user instruction is a script file is judged, if yes, S505 is
performed; otherwise, S506 is performed.

[120] Inthe present embodiment, if the user instruction is not a script, the user instruction
is considered to be a command statement.

[121] In S504, execution of the user instruction is stopped and a validity check is quitted.
[122] In S505, script content in the script file is acquired, wherein the script content
contains at least one command statement.

[123] In S506, statement parsing is performed on the command statement.

[124] The parsing result is as shown in FIG. 5. By taking the script file containing three
command statements as an example, the three command statements indicate paths,
commands, and environment variables respectively.

[125] In S507, a check on the command statement is performed. When the command
statement passes the check, the command statement is executed. When the command
statement fails the check, S504 is performed.

[126] There are different check manners corresponding to instruction information of
different command statements respectively.

[127] For the command statement indicating a path, whether the parameters in the
command statement indicating the path are in the parameters specified by the authonty
control rule may be judged. When the parameters in the command statement indicating the
path are in the parameters specified by the anthority control rule, it is determined that the
command statement indicating the path passes the check and the command statement is
executed. If the parameters in the command statement indicating the path are not in the
parameters specified by the authority control rule, it is determined that the command
statement indicating the path is invalid, the execution of the user instruction is stopped, and
the validity check is quitted.

[128] For the command statement indicating a command, whether the command
statement is an alias may be judged at first. For example, for command cd, which is

represented by “open” in the command statement input by the user, “open” is the alias of
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the command cd. When it is judged that there is an alias in the command statement, the
command is parsed to obtain the command. Secondly, whether the command is in the
commands that are prohibited from being executed of the authority restriction is judged. If
yes, the check on the command statement is stopped and quitted. If not, whether the
command is in the commands that are allowed to be executed of the authority restriction is
judged. The commands that are allowed to be executed may be expressed as allowing to
execute the commands in the authority restriction range, and may also be expressed as
prohibiting the commands outside the authority restriction range from being executed. For
example, the authority restriction indicates that command ABC in the container may be
executed, then the command allowed to be executed may be allowing to execute the
command ABC, or the command allowed to be executed may be prohibiting commands
other than the command ABC from being executed. If the command is in the commands
allowed to be executed, then the command is executed, otherwise the execution of the user
instruction is stopped and the validity check is quitted.

[129] For the command statement indicating an environment variable, whether the
environment variable indicated by the command statement is in the environment variables
restricted by the container authority is judged. When the environment variable indicated
by the command statement is in the environment variables restricted by the container
authority, the command statement is executed, otherwise the execution of the user
instruction is stopped and the validity check is quitted.

[130] In a possible case, the process of check the validity of the user instruction shown in
FIG. 5 is also applicable to the case where the user instruction is a command statement.
When the user instruction is the command statement, S505 does need to be performed. The
statement parsing may be directly performed on the statement command to identify the
content indicated by the command statement, thereby checking the validity of the command
statement by using the authority corresponding to the content indicated by the command
statement. If the command statement is valid, the command statement is executed,
otherwise the execution of the user instruction is stopped and the validity check is quitted.
[131] In summary, according to the method for authority control provided by the
embodiment of the present disclosure, the configuration file is acquired from the outside

of the container according to the business scenario when the container is initialized, and
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the configuration file is validated in the container. The user instruction is received, and
when the user instruction is an executable instruction, the type of the user instruction is
identified. When the type of the user instruction is a script file, at least one command
statement contained in the script file is acquired, and a validity check is performed on the
at least one command statemient in the script file based on the configuration file. Thercfore,
during the usc of the container, the user authorities 1o the container are controlied according
to the business scenario, and the user authorities are controlled from the aspect of a smaller
granularity, thereby improving the use sccurity of the contaimer while achieving the

adjustability of the authorities.

[132] Referring to FIG. 6, FIG. 6 shows a block diagram of an apparatus for authority
control provided by an exemplary embodiment of the present disclosure. The apparatus
may be implemented as all or part of a computer device in the form of software, to perform
all or part of the steps of the methods shown in the corresponding embodiments of FIG. 1,
FIG. 3, FIG. 4, or FIG. 5. As shown in FIG. 6, the apparatus for authority control may
include:

[133] a first acquiring module 610, configured to acquire a configuration file according
to a business scenario when the container is initialized, wherein the configuration file is
managed outside the container, and the configuration file is configured with an authority
control rule corresponding to the business scenario in the container;

[134] a validating module 620, configured to validate the configuration file in the
container;

[135] areceiving module 630, configured to receive a user instruction;

[136] an identifying module 640, configured to identify a type of the user instruction
when the user instruction is an executable instruction;

[137] asecond acquiring module 650, configured to acquire script content of a script file
when the type of the user instruction indicates that the user instruction is the script file,
wherein the script content includes at least one command statement; and

[138] a first checking module 660, configured to perform a validity check on the at least
one command statement based on the configuration file.

[139] Optionally, the apparatus further includes:
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[140] afirst parsing module, configured to perform statement parsing on the script content
to acquire statement content of the at least one command statement in the script content
before performing the validity check on the at least one command statement based on the
configuration file; and

[141] the first checking module, configured to sequentially perform the validity check on
the statement content of the at least one command statement in an order of at least one
command statements based on the corresponding configuration file.

[142] Optionally, the apparatus further includes:

[143] a first executing module, configured to execute a first command statement
corresponding to first statement content when the first statement content in the statement
content is valid; and

[144] an execution stopping module, configured to stop executing the command
statement when second statement content in the statement content is invalid, and to quit
the step of sequentially performing the validity check on the statement content of the at
least one command statement in the order of the at least one command statement based on
the corresponding configuration file.

[145] Optionally, the apparatus further includes:

[146] a second executing module, configured to execute the script content when the
statement content of the at least one command statement is all valid.

[147] Optionally, the apparatus further includes:

[148] a second parsing module, configured to parse the command statement when the
user instruction is the command statement, to acquire statement content of the command
statement;

[149] a second checking module, configured to perform the validity check on the
statement content of the command statement based on content of the configuration file
corresponding to the statement content; and

[150] a third executing module, configured to execute the command statement when the
statement content is valid.

[151] Optionally, the authority control rule corresponding to the configuration file is

configured by an Ishell tool according to the business scenario.
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[152] In summary, when the apparatus for authority control provided by the embodiment
ofthe present disclosure is applied to the computer device, the configuration file is acquired
from the outside of the container according to the business scenario when the container is
mitialized, and the configuration file is validated in the container. The user instruction is
received, and when the user instruction is an executable instruction, the type of the user
instruction is identified. When the type of the user mstruction is a script file, at lcast one
command stateruent contained 1o the script file s acquired, and a validity check is
performed on the at least one command statement in the scrpt file based on the
configuration file. Therefore, during the use of the container, the user authorities in the
container are controlled according to the business scenario, and the user authorities are
controlled from the aspect of a smaller granolarity, thereby improving the use security of

the container while achieving the adjustability of the authoritics.

[153] FIG. 7 is a structural block diagram showing a computer device according to an
exemplary embodiment. The computer device is configured to load and execute a container.
The computer device 700 includes a central processing unit (CPU) 701, a system memory
704 including a random access memory (RAM) 702 and a read-only memory (ROM) 703,
and a system bus 705 connecting the system memory 704 and the CPU 701. The computer
device 700 further includes a basic input/output system (I/O system) 706 which helps
information transmission among various components within a computer, and a mass
storage device 707 for storing an operating system 713, an application 714 and other
program modules 715.

[154] The basic I/0 system 706 includes a display 708 for displaying information and an
input device 709, such as a mouse, a keyboard, and the like, for inputting information by a
user. The display 708 and the input device 709 are both connected to the CPU 701 by an
input/output controller 710 connected to the system bus 705. The basic I/O system 706 may
also include the input/output controller 710 for receiving and processing input from a
plurality of other devices, such as a keyboard, a mouse or an electronic stylus. Similarly,
the input/output controller 710 further provides output to a display screen, a printer or other

types of output devices.
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[155] The mass storage device 707 is connected to the CPU 701 by a mass storage
controller (not shown) connected to the system bus 705. The mass storage device 707 and
its associated computer-readable medium provide non-volatile storage for the computer
device 700. That is, the mass storage device 707 may include a computer-readable medium
(not shown), such as a hard disk or a compact disc read-only memory (CD-ROM) drive.
[156] Without loss of generality, the computer-readable medium may include a computer
storage medium and a communication medium. The computer storage medium includes
volatile and non-volatile, removable and non-removable media implemented in any
method or technology for storage of information such as a computer-readable instruction,
a data structure, a program module or other data. The computer storage medium includes
an RAM, an ROM, an ecrasable programmable read-only memory (EPROM), an
electrically-crasable programmable read-only memory (EEPROM), a flash memory or
other solid-state storage technologies; a CD-ROM, a digital versatile disc (DVD) or other
optical storage; and a tape cassette, a magnetic tape, a magnetic disk storage or other
magnetic storage devices. Of course, it will be known by a person skilled in the art that the
computer storage medium is not limited to the above types. The above system memory 704
and the mass storage device 707 may be collectively referred to as the memory.

[157] According to various embodiments of the present disclosure, the computer device
700 may also be operated by being connected through a network such as the Internet to a
remote computer on the network. That is, the computer device 700 may be connected to
the network 712 by a network interface unit 711 connected to the system bus 705, or that
is, the computer device 700 may be connected to other types of networks or remote
computer systems (not shown) by using the network interface unit 711,

[158] The memory further includes one or more programs stored in the memory. The
CPU 701 implements all or part of the steps of the methods shown in FIG. 1, FIG. 3, FIG.

4 or FIG. 5 by executing the one or more programs.

[159] Those skilled in the art may appreciate that in one or more examples described
above, the functions described in the embodiments of the present disclosure can be
implemented in hardware, software, firmware, or any combination thereof. When

implemented in software, the functions may be stored in a computer-readable medium or
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transmitted as one or more instructions or codes on the computer-readable medium. The
computer-readable medium includes a computer storage medium and a communication
medium. The communication medium includes any medium that facilitates transfer of a
computer program from one location to another. The storage medium may be any available
medium that can be stored and accessed by a general-purpose or special-purpose computer.
[160] A non-transitory computer-readable storage medium is further provided by an
embodiment of the present disclosure. The non-transitory computer-readable storage
medium is configured to store at least one instruction, at least one program, a code set or
an instruction set therein, and the at least one instruction, the at least one program, the code
set or the instruction set, when loaded and executed by a processor, causes the processor to
implement all or part of the steps of the above method for authority control. For example,
the non-transitory computer-readable storage medium may be an ROM, an RAM, a CD-

ROM, a magnetic tape, a floppy disk, an optical data storage device, or the like.

[161] Other implementations of the present disclosure will be apparent to those skilled in
the art from consideration of the specification and practice of the present disclosure. The
present application is intended to cover any variations, uses, or adaptations of the present
disclosure following the general principles thereof and including common knowledge or
commonly used technical measures which are not disclosed herein. The specification and
embodiments are to be considered as exemplary only, with a true scope and spirit of the
present disclosure is indicated by the following claims.

[162] It should be appreciated that the present disclosure is not limited to the exact
construction that has been described above and illustrated in the accompanying drawings,
and that various modifications and changes can be made without departing from the scope
thereof. It is intended that the scope of the present disclosure only be limited by the

appended claims.
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CLAIMS
What is claimed is:

1. A method for authority control, wherein the method is executed by a computer device,
the computer device is configured to load and execute a container, and the method
coOmprises:

acquiring a configuration file according to a business scenario when the container is
iottialized, wherein the contiguration file is managed outside the container, and the
configuration file is configured with an authority control rule corresponding to the business
scenarto i the container;

vahidating the configuration file in the container;

receiving a user instraction;

identifying a type of the user instruction when the user instruction is an execufable
mstruction;

acguiring script content of a script file when the type of the user instruction indicates
that the user instraction is the seript file, wherein the script content comprises at least one
command statement; and

performing a validity check on the at least one command statement based on the

configuration file.

2. The method according to claim 1, wherein before performing the validity check on
the at least one command statement based on the configuration file, the method further
comprises:

performing statement parsing on the script content to acquire statement content of the at
least one command statement in the script content; and

performing the validity check on the at least one command statement based on the
configuration file comprises:

sequentially performing the validity check on the statement content of the at least one
command statement in an order of at least one command statement based on the

corresponding configuration file.

3. The method according to claim 2, further comprising:
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executing a first command statement corresponding to first statement content when the
first statement content in the statement content is valid; and

stopping executing the command statement when second statement content in the
statement content is invalid, and quitting the step of sequentially performing the validity
check on the statement content of the at least one command statement in the order of the at

least one command statement based on the corresponding configuration file.

4. The method according to claim 2, further comprnising:
executing the script content when the statement content of the at least one command

statement s all valid.

5. The method according to claim 1, further comprising;

parsing the command statement when the user instruction is the command statement, to
acquire statement content of the command statement;

performing the validity check on the statement content of the command statement based
on content of the configuration file corresponding to the statement content; and

executing the command statement when the statement content is valid.

6. The method according to claim 1, wherein the authority control rule corresponding to

the configuration file is configured by an Ishell tool according to the business scenario.

7. An apparatus for authority control, wherein the apparatus is applied to a computer
device, the computer device is configured to load and execute a container, and the apparatas
COMPIiscs:

a first acquiring modole, configured to acquire a configuration file according to a
business scenarto when the container i1s initialized, wherein the configuration file is
managed outside the container, and the configuration file is configured with an authority
control rule corresponding to the business scenario i the container;

a validating module, configured to validate the configuration file in the contamer;

a recetving module, configured to receive a user mnstruction;
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an identifying module, configured to identify a type of the user instruction when the user
mstruction is an executable nstruction;

a second acquiring module, configured to acquire script content of a script file when the
type of the user instruction indicates that the user instruction is the script file, wherein the
script content comprises at least one command statement; and

a fust checking module, configured to perform a validity check on the at least one

command statement based on the configuration file.

8. The apparatus according to claim 7, wherein the device apparatus further comprises:

a first parsing module, configured to perform statement parsing on the script content to
acquire statement content of the at least one command statement in the script content before
performing the validity check on the at least one command statement based on the
configuration file; and

the first checking module, configured to sequentially perform the validity check on the
statement content of the at least one command statement in an order of the at least one

command statement based on the corresponding configuration file.

9. A computer device, wherem the computer device comprises a processor and a memory
storing at least one instruction, at least one program, a code set or an instruction set therein,
wheren the at least one instruction, the at least one program, the code set or the mstruction
set, when loaded and executed by the processor, causes the processor to implement the

method for authority control according to any one of claims 1 10 6.

10. A computer-readable storage medium storing at least one instruction, at least one
program, a code set or an instruction set therein, wherein the at least one mstruction, the at
least one program, the code set or the mstruction set, when loaded and executed by a
processor, causes the processor to implement the method for authority control according to

any one of claims | tc 6.
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