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security systens. More specifically, certain
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[03]. Security and surveillanoe. operations rmay reqﬁire security
management systems that are capable of providing either a single security
30 function or, in some instances, a wide range of integrated security
functions. Most security management systems, however, are designed to
operate as autonomous systems that provide a single security function
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- systems being utilized. Moreover, even when integration between multiple
security management systems has been effectively implemented, continued
30 - compatibility may be lost when hardware andfor software on vanous
portions of at least one of the multiple security management systems is
upgraded.
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conpatibility may be | ost when hardware and/ or
software on various portions of at |east one of the
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BRIEF SUMMARY.OF THE INVENTION

[08] A system and/or method for configurable security and éurveil!ance
systems, substantially as shown in and/or described in connection with at.
| least one of the drawings, as set forth more completely in the claims.

[09] Various advantages, aspects and novel features of the present
invention, as well as details of an iustrated embodiment thereof, will be
more fully understood from the following description and drawings.
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under stood fromthe follow ng description and
dr awi ngs. BRI EF DESCRI PTI ON OF SEVERAL VI EW6 OF THE
DRAWNGS [10] FIG 1A illustrates an exenpl ary anal og
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t hef thenipgemticon. [ 16] FIG 4A is a bl ock diagram of an
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bl Gl
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f b sliiRgRasTthd Invehticdl | Ng exenpl ary steps for
configuring a programmabl e sensor agent, in accordance

WG aFiEMBafisiRls 9 kbfplary network comprising a configurable
security and surveiliance system and an e-commerce vendor, in
accordance with an embodiment of the invention.

[18] FIG. 4A is a block diagram of an exemplary programmable sensor
agent, in accordance with an embodiment of the invention.

[17] FIG. 4B is a block diagram of an exemplary programmable sensor
agent adapted to generate descriptors, in accordance with an embodiment
of the invention.

' [ 8]. FIG. 4C is a flow diagram il!usfrating exemplary steps for configuring
a programmable sensor agent, in accordance with an embodiment of the
invention. '

[19] FIG. 5A’is a block diagram of an exemplary programmable content
analysis agent, in accordance with an embodiment of the invention.
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invention. [19] FIG 5A is a block diagramof an

exenpl ary progranmabl e content anal ysis agent, in
weacewridsnee with an enbodi ment of the inventi oRCT/A®R006/000486

FIG 5Bis a flowdiagramillustrating exenplary steps

for configuri-ng a progranmmabfe content anal ysis agent,

i n accordance with an enbodi nent of the invention.
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to

programming files and_/qr the decryption keys may be received via a
25 network transfer and/or via 2 machine-readable media from an e-commerce
vendor.

24] FIG. 1A illustrates an exemplary analog security and surveillance
system, in connection with an embodiment of the invention. Referring to
FiG. 1, there is shown an analog security and surveillance systern 100 that
30 comprises at least one analog camera 102, a camera control unit 104, a
multiplexer . 106, a system manager- 110, and a videocassette recorder
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system in connection with an enbodi nent of the

invention. Referring to FfG 1, there is shown an
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conprises at | east one anal og canera 102, a canera
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[26] The multiplexer 106 may comprise suitable logic, circuitry, code,
and/or hardware that may be adapted fo select a mode of operation. For
example, during a recording mode, the multiplexer 106 may receive video
30 information from at least one analog camera 102 and may transfer that
video infonﬁation to the VCR 108. During a playback mode, for example,
the multiplexer 108 may retrieve stored video infom‘nation from thé VCR 108



[26] The nultiplexer 106 may conprise suitable |ogic,

circuitry, code, and/or hardware that may be adapted
woaimabert a node of operation. For exanple, dBCTAE2606/000486

recordi ng node, the nultiplexer 106 may receive video

informati on fromat |east one anal og canera 102 and

may transfer that video |nfornat|on to the VCR 108.
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coupled to the IP network 112 may be coupled via a wireling and/or a'

wireless connection.

10

~ [28] The video server 122 may comprise sujtable logic, circuitry, code
‘ 30  and/or hardware that may be adapted to receive video information from at
. least one analog camera 102 and to transfer control information to at least

one analog camera 102. The video serverk122 may be communicatively



network (MAN), and/or a hone area network (HAN), for

exanple. The IP network 112 nay be a wireline and/or a
wonomlies2 net wor k and conponents coupl ed to thecTRU2006/000486

network 112 may be coupled via a wireline and/or a

W rei ess connection. [2B] The video server 122 may

conprise -suitable logic, circuitry, code and/or

har coupledl fohtaé liPmendistk AdaniLd virkih %ﬁafé?a‘@i@%& Fonnection.
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inforrmtie?in received from an anal og caner a

t r FheRsSHiefnetwiork-seideess ip tedBmetwarkAddt i on to t he

sy na 130 and/or the data storage device 132,
foﬁbgﬁaﬁﬁe. id&?é‘a{ CaPGER o mayy copPRisss switable dlogic,
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15T ) B8 Rl COC B RGBS o 1FE aeas préfessor
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erf,@r - . of . i.deo i.nfor i on
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Caﬁﬁﬂl@{ ﬁlgtél oPEr4tiOSs, UELLH Aebhd=q il Efheral 24 l%)a(}{;l rcT:Bll'ree&'épom:i .

zoom tilt,
to a specified network address in the IP network 112.

25 [30] The router 126 may comprise suitable logic, circuitry, code, and/or
hardware that may be adapted to communicatively couple the IP network
112 with the TCP/IP network 128. The router 126 may transfer at least a. ,
portion of the video information captured by at least one analog camera 102 |
and/or at least one IP-based digital camera 124 and a portion of the control -

30  information generated by the system manager 130 to a device, component,
and/or element communicatively coupled to the TCP/IP network 1 28.‘ The
router 126 may correspond to a specified network address in the IP network
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and/ or pan operations. Each |P-based digital canera

124 may correspond to a specified network address \n
woOheosliBsmet wor k 112. [ 30} The router 126 nay CBaPATR@6/000486

suitable logic, circuitry, code, and/or hardware that

may be adapted to conmunicatively couple the IP

network 112 with the TCP/I P network 128. The router

1291 B0 RO hefilort 438 '5hBAR TR (FIEN 18! mb BotedlBd 1o, for

- Information captured by a east Ohe anal og canera 1
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video I nformation captured by at [ east one analog
caffr spepiipdnehyask aﬁﬂmﬁé%ﬂ’e&%@ﬂ“ﬂ%é%%d digital canera
124, In_sone instances, the data storage device 132
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storgage devic My . CoJ r espon 0.a ecifi .
> SR caigtac2 Bt el o fofsey Pighel Baverpiiats fa this,
ma@gmr, tlﬁ@d sﬂagxy mmn‘bﬁm rgw ?é}’gir{ﬁte' d@ﬂtrtﬁl, inflﬁirn:nﬂidrithé(t may
an r e at ,.ma e a e 0 ntr e
o086 SendRigs WAt |25t oh BSRR Rt e 403 Aoy st st gpe Jp-

15| ﬁbﬂedcd@tal Earbasemdg%ihbal: nedwark 41223 he bfst]érhilﬁarfaggﬁﬂsb
t te nager rate control , .
| oY T BePBR H tag o nORPu AT MG Roferaan g prosmation
anedgred deymnea_ riEbi)y eamlél t rar1oatadl§jﬁ??‘g lﬁ‘jr!ﬁsbﬂ’idﬁtﬁteﬁcaih@‘btm.
ca Vi e ne r . S em,manager :
* SRlsye tnd bbb fogF 8 o) et ORI a1 e

. codqua%eade\,dedrjm i3 mdaghpmrmhuar&fﬂcrbyisplayahglregeived

ca r.an | P- e igital canera_ 124. .

20 oMo, D S, hana fok i SRl do & Specited
i nfietwoet adsnesstio thed Pi netwdnk 1dat a st or age devi ce 132 and

maé Eroce'ss and/ or display the received information.
Thig3sy dilem Aandiyesirateso anmexempiary p oonfiguicable s pemirity eand

surveillance system with programmable sensor agents, In accordance with

an embodiment of the invention. Referring to FIG. 2A, there is shown a

25 configurable security and surveiflance system 200 that comprises a first
programmable sensor agent 202, a second programmable sensor agent

- 204, a third programmable sensar agent 206, a systeh manager 208, a
data storage device 210, and a network 212. The network 212 may

_ comprise suitable hardware that may be adapted to communicatively
30  couple a plurality of components, dévices, and/or elements. In this regard,
- the components, devices, and/or elements coupled to 'the network 212 may
'correspond to specified network address and/or network locations in the
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network address in the IP network 112. [33] FIG 2A
illustrates an exenplary configurable security and
weuoosgiogd2ance system wit h progranmabl e sensor BgEMAITR06/000486
in accordance with an enbodi nent of the invention.
Referring to FIG 2A, there is shown a configurable
security and surveillance system 200 that conprises a

ol A R Reo® 202 M3, Wr 70, e Mot but
semdrmﬁgersb gfed. m Emmeagmﬁnoﬁ»gt&f tr?kmg/gkﬁarm@,e
o froEhen el ge sl sharuaciaps Hiye ot holns gy be
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devi ces d thi.s regard, .the
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address and/or network | ocations in thenetwork 212.
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o GHorE IR e Hlorad Relibh 10 oY 0T3R4 Em T er 36 e,
t Hhe aepyarly ﬁdﬁnﬁbre@ eoi typefetftprogemimaple smaor eﬁents are
suioak & f189 Eﬁ ascéx%ﬁiﬂésr% mcﬁﬂéﬂ@ 'thaﬂrbdﬁlgfah%f Bmihiide .

may be adapte sical ‘event, enerate at
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ata rage device 210 e system hanager
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exanples to Indicate that a plurallty of progranmable
sdifegramypeble SePPUAGRRY MY GATEEPOR G B sBEEIENCY ICAMEFR it
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prog ranna | e sensor- agents may depend
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For exanpl e,

[38] A programmable sensor agent may be .adapted fo receive control
information from the system manager 208 via the network 212. Moreover,
25 a programmable sensor agent may be adapted to be pi'ogrammed or
configured by the system manager 208. In this regard, the programming or
configuration may be performed to add and/or remove features that .
_correspond to a security function or functions performed by a
programmable sensor agent. The programming or configuration may be
30 performed dynamically, that is, while the configurable security and
“surveillance system 200 is in operation. In other instances, the
© programming or configuration may be performed during installation or
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progranmmabl e sensor agent may correspond to a

surveill ance canera, a thermal sensor, or a
woielengsxal / chem cal sensor. In the exanpl e il PasAta0Bm00486

in FIG 2A, each of the programmbl e sensor agents

202, 204, and 206 may correspond to a specified

network address in the network 212. [35] A

r QG '
PSRRI EnaRR° Rl S er B 181 ATABNEA kg SRR Fable
t heegsity @ik suryeillanggrsysieay 200ds ppbigrtmmibhe sensor agent

rm be adapted to be pro% ramed or configured by the
em %ﬁ@@rster@se depice 18 may apmprizehauiiablsglogientingitoy,
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| NGSARC 230 mMdYeedfeRpbtiMY #9pificcORdtvBH 2ddralk TBe Retwork

pe {orrred during installation orduring nal ntenance

odd" FHIOR iBFianeEss Moke BENIINsdYR sterage ervicy @ Ainay be

10 s emtuﬁedi h ®ekodfiguablk san gy SHPHRTRIRAE sy<RA 264
operation. [36] The data storage device 210 nmay

-COJBAT | SFhes uyétabnlt mahta@rCZOEL‘ Ilﬂdyubérhwlsea@,gftéﬁle qgﬂ@ EiRdtry,
o.,store ortion o
ST SR hRE el o dkRedto bR PoSrelAL of st g cge of
| mmommgramwmswtsbne afbég& tsm orrmgecdﬂxﬂNA%m@meZJs@cmy Bed
t t st ora an
P tiruteReliolh ol | TR s e st g8 may
15 st germg@edmntrobmﬁiﬂnaﬂﬁytm maqstmmahstfalr@j &p&@l ﬁm@tdzmmame
ne e n so nst ances
notepfiadéilt, §R0np Reluis A5 "The st fovane BS i o be
|2 gadamect don fdigpiaa et desst G pbttipn gdéfgtrm inf@eriridtianda tﬁyssi@galls
r r ui tapl e
eneratch ol e Y RocHITBB Aetna RalE. “RRREEE sPE svelpm
cdnﬂnagertzﬁs rogereaeive infarfation bmmﬁ:t indhe gatfa dtdsrgge device 210
r e_confi
20 LS AR oo 8 ARGlor AR o dooRRafr ke i e it
. t heloraget deniceniZ40er ThOysyn gearegat €10o0ntayotorrespond to a

pr(?géﬁ:g%ai ﬂﬁrh%ﬁdfé@%rﬁﬁe%s VI%E ed to the

€ SEensor agen ie network 212. The
Sméﬁmﬁmnéﬁémzﬁ)\%ngﬁ’éﬁ 206 hd)Calso be adapted to program or

configure security features info the programmable sensor agents in the

25 configurable security and surveillance system 200. In this regard, the
system manager may receive device programming files that may be utilized
fo program or configure a portion of the programmable sensor agents in
order to provide new, additional, and/or upgraded security features. The
device programming filks may be transferred to the corresponding

" 30 programmable sensor agents via the network 212. In some instances, the

device programming files received by the system manager 208 may be

encrypted or protected. When the device programming files are encrypted,
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adapted to display at |east a portion of the
information in the signals generated by the

wonowriasarmbl e sensor agents. Mreover, the sysPemAU2006/000486
manager 208 may receive information stored in the data
storage device 210 and nmay process and/or display the
i nformati on received fromthe data storage device 210.

oo PRBRSKT 20 e YeERE 55 B4 b BedlEfin ki or
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fil38F rideesystain yanager 298 mawy atsmbe edapied tnwyepde code or
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ff,f {;Aﬂr@ﬁéaﬁbﬁ ofjﬁ{érdéﬂﬁgﬁ@ﬂe%@&&rﬁgéﬁ@sﬂ@&h%ﬁs@&wﬁm.ng

es or to gain acctess to t devi ce progranm ng

fijaep. FIG.tDRS iMRERfEd MNCEMRIPIADP BBARUICABIEC HeiNitPBYnd
be substantially sim/lar restriciions on the device

or Bgvalliancy YSiem (WHR (yegamaPblse PeRSAT; cROR and a

151 NpRGAEMMaNE HontenaaBlyEb AgERY irf ScdefdBica WAt an khibe8iment

have,d been decrypted, the system nanager 208 may ‘
| Pe tRoivepion oy ReE TG G A8, el ShovRe snfigurable

COE¢RFBO A NAINAHIRGICa NEyRRING 220 NRal diReN FronY itife cBRfigurable
net wor ‘

Kk 212, [3 The ste ger. 208 may al so be
ol faf sybdlbace SLE SRR 2A otk pRgmmable
adafitest healpss faem cuat iokhowR RagRIEIativelpdédlipled to the
mai n‘teﬂa&z operations that nay be utilized in the

200p8‘?‘ﬁ’l° nd/ or the configuration of the configurable

<Al e B S5 B B0 Bl ) e
susuitabld lagicecisyittye andiot boder that mayrhé ladapieddo pedgembensor
angnﬁysis operations and/or security analysis operations. For example,
sensor analysis operations may comprise, but need not be limited to,
25 processing sensor information, classifjing sensor information, and/or
generating control informatioh that mayl be fransferred to other
programmable sensor agents in the configurable security and surveillance:

- system 220. Security analysis operations may comprise, but need not be
limited to, identifying security anomalies, managing emergency situations,

30  providing access control, and/or triggering alamms, for'example. The results
of sensor analysis operations may be utilized to generate and/or add
information to a comprehensive knowledge base that may be utilized by, for
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programmabl e content anal ysis agent, in accordance

with an enbodi nent of the invention. Referring to FIG
waBpostlogne i s shown a configurable security an#CT/AU2006/000486

surveill ance system 220 that differs fromthe

configurable security and surveillance system 200 in

FIG 2Ain that a prograrmabl e content anal ysi s agent
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devi ce 210. The programmabl'e content anal ysis agent
2 1ogkayInadtie o SPHRTE (AnalySEpaRPt etlldnet Witk RIBerREERING nor
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rograrmabl e content anagg& S agent -
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i nf WW?W’%"S%WQ YeeBntnigastya Popien of ﬁ’et ﬁgnfgurable

NesavFily ahbizurMdiRey eystemtzam Agimepaatisn. cont ent
anal ysis agent 214 may be

(431 FIG. 2C illustrates an exemplary configurable security and
surveillance system with proagrammable éensc)r agents, programmable
25 content analysié agent, and an accéss controller, in accordance with an
embodiment of the invention. Refem‘ng to FIG. 2C, there is shown a
conﬁgurab!e security and surveillance system 230 that differs from the
configurable security and surveillance system 220 in FIG. 2B in that an
' access controller 216 is shown communicatively coupled to the network
30 212 ‘

[44] Thea access controller 216 may comprise suitable logic, circuitry,
andfor code that may be adapted to provide access to specified locations
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adapted to be programmed or configured by the system

manager 208. In this regard, the progranm ng or
woandeiigsmat i on may be performed to add, renovepCaad2or/000486

upgrade features that correspond to the sensor

anal ysi s operations and/or security analysis

operations performed by the programmabl e content
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cont ent anal ysi ent, and an access contro
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securi t surveill ance system 230 that ers ‘from
10 e 6%#*?@% PHIGF infargpatiph it pay e ksaan ganeeated on dintamer
| rarfd Gat ﬁﬁyliﬁe édiﬁintl?@to@@d? FSITIZAA § "rPHe%roéﬂa@nd‘n%l '%Sﬁﬁlnt
mriym cati 21 8&? M the network 2
S ?ﬁ# it & iR Fiorageed %Wet%erAlltﬁgF@aybe
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specified location or site in a bU|Id|ng or canpus
cdé®k edn laymhlae exampleg seabibeasd/o ehieygenny partonail hnam;ﬁ‘e

Sy, t. are the u e
f usr%%lﬁdﬁ'?gg g{ ﬁ‘gﬁ%%/ tt&fl éc?’?e)?aﬁ% %@be&v?"?éo W%l ¥$‘%{ﬁ’c the
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9&BRE oRffolORrct Ao &°4t least a portion of the programmable sensor
| agents and/or the access controller 216 to obtain additional data that may
25  be utilized to locate the specified user.

[46] The access controlier 216 may provide an.additional security

function to the other security funcﬁbns, for example, video surveillance,

_performed by the configurable security and surveillance systems 230. This

additional security function may be controlled, at least in part, by the system

30  manager 208. Moreover, the programmable content analysis agent 214

| may be utilized to integrate at least a portion of the access controf functtons
and other security functions.

14



wdatm/18$ne age devi ce 210. A user

10 ¢

and that may be currently stored information in the
progranmabl e content anal ysis agent 214 and/or in the

a label in the configurable security and surveillance
system 230 and the user |abel may correspond to a data
structure conprising information related that user.

o3 0on IS Tl RSP efemBEE Pelpbe RS TR difbtani

smecurﬁtyedndseuwelllancén systegardd Bhe ssewomiteg aeddor N
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iR e N R SRR e B SR AL
pr g eechasbiieciartdGr 1Bgent s and/ or the access
controller 216 to obtain additional data that rray be

ut[r-'lB] z @biet first m&ereiiﬂﬁmeﬂapeemprleﬁ syialrte lpgie] cimuyitryg odsgs
cﬂ'l hgftﬁo tkge 7 F{oﬁfé %aﬁ%da%'cbhmmlcﬁﬁé Fdduple I’the

func I on secur ncti ons exanpl e

- vi nfdgoss A \dh theaprrdiguisbler sachbly a@;‘ suneilgspe SyaiemAg to the

25

30

SeFSBIE K Sli?.‘éVQ*hlelséE&‘?d rEiR r%é;ocoﬁphee Q«Sifiible Rl

security function be controll ed east art

bycmchéWsy@dEerﬁWémalg?é?‘WQfééhaW%éX?e? aptet i FOR

&&ﬁmfhé@s@mﬁm t%&ﬁé‘ﬁ'cﬁll# HBYork428t i i zed to
|nt egrate at | east a portion of the access control

U[]agf | ke fivad niadiﬁfe-reeaame trvedi4! ORI @b thet BkedrldGmadhine-
ustrates -an exerrg n}ﬁi net wor k

CofsPgHle s S04 A1 PRl G thanTbey B el inprayide

e- ;e MEBAfiRIrAMAE d9scurityn zheic %d@ﬂl@ﬁce\f\ﬂ W;ﬁeﬁﬁ et odithedevies
the tnventiq Referrln , IS sho‘y&\e
c OPFPEEARMENA dilese dEFYPYP sa'? %f?rreéﬂte@ Frobspre e

degay i tRedtilized FHthe tefn smmwget QO&Mesmbgmrﬂ\maﬁle e;ontent

features vend 253‘3 30 st h| n

20 AR BOOR A0 TG et b AlfiEee 2Hhd PAIGh NS Jaccess

fi ertrollouRes, 30Mile he ermnﬂzacmuémac&fi& esdth BO2 aecevmm

nego\,\r%siéo% 38 tg Sat qeas rdn%e&sﬂ(eme':gn ’d}eB ‘second machine-readable
media -304 as shown corresponds to at least cne optical disk, other

machine-readable media may also be utilized in this regard.

[50] The SSFV 300 may be an e-commerce vendor that provides a
plurality of features that may be programmed into a programmable agent in
the configurable security and surveillance system 230. A programmable
agent’ may refer to a programmable sensor agent such as those
represehted by the programmable sensor agents 202, 204, and 206 and/or
a programmable content analysis agent 214. The SSFV 300 may be
~ adapted to receive requests for device programming files and/or decryption
keys that may be utlllzed to confi gure or program at least one of the
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[48] The first router 306 may conprise suitable |ogic,

circuitry, code, and/or hardware that may be adapted
woOaomaos2ni cati vely couple the network 212 in POE/AU2006/000486

configurable security and surveillance system 230 to

the TCP/IP network 128. The second router 308 may

conpri-se suitable logic, circuitry, code, and/or

B8 ol BerBtBh ot s EBLER O Y

a0 nben abdst a pretiveoBB2 devibet fregmewuingl files is encrypted

oy ST 190D Vo P 40 Rasean oyl dfss iefyor

andearyptwai Kelyario d¢hs wysiem 2@0agert 2080¢aitbe T@f—um aelmorlg 128

5 coti M 42 i Rl Bt RS SRV et Rely R Gt oy

t hesqpestgd pmgvdtrhmnmmeamdlarm%mt-n &gesito 1Ba 4y9|,t?||menakaftmr
St?@?ﬁ@ e e Reak v ea 2 502 as shomn
Lﬁfﬁ&q%%ﬁaﬁﬁa‘ﬂ&f Aoy 31 Sl g Bodrfira By Sehgor

| eagrntoineaasptdanad thl‘ekn emu_mdimenatdi ithe inveatien| Kaferdng to
10 ”aiflcﬁ"&o e 4 shdvaPd or \#e‘gbd h&wieegé}fsgr a%éﬁhomﬁ S,ﬁFn}éréQQ

arn e-comer ce provi .
of afseawr@a aifisst digital b@opf @gauchasmro([ﬂ?&)rw mn@

a0pRP e, B %Oﬂfé%%?(e%ﬁur Thy s%‘?ngors Hby %H Haffprise

system 230. A agent nay refer

- pr oiakiariogice eyéwym cefdfy n@"déchhardyaf%&?é e rbéséﬁﬁré@ri 5%
t hﬂetﬁ&toﬁﬁﬁmﬁ@b@n@enw e B Stof %cur%?‘hun&ﬁﬂs %9& re unre

/or a progrannab e content anal ysi'S agent

15 ssmefa SurvalaNGs: thay spRsen 408 maycke adolidgiaia tr@.agebw&ev th:aé

Pr REY B Thiplerhdried uﬁl&ﬂ{g%M@ﬁﬁéry@bbotEcllﬁﬁ:Yégt hme Q@déopﬂoz
utilized to confl gure orbé@ﬁeram at | east one

t hBYsY difr adaried & ggesple a phe SinRE(at ﬁgg}'egpnds io the
I egeigeie %hf/é;&m&vaﬁtss%\é %Qor"\t@mﬁy bk Qs acﬂa% {d @Be:@é

the devi ce progranm n les is encrypted
3080 nfergadipa andioy ‘ﬂ? é'auﬁsi gengiatsd rséﬂﬁﬂ%ﬂj‘a’ﬁ P@ré%spond o

Oanﬂfleet@\'ﬁ’é‘dMWsie@Pe@lYﬁottﬁeF&eDWﬁﬂ manager 208 via
the TCP/ I P network 128 and the network 212. |In sone

| NEF2ANCHR ffshBRESﬁM aDihersechid DRFEA0G My RApPSE ditable

PT ﬁ)gr&z:%ﬂcﬂ an%?oraggc/ié) rthgl’ce %Q/)P tbleo ngﬁéﬁ %oo ptrc:t]v(?de§ ydS éig:m
processing.: The first DRP 404 and the second DRP 408 may be referred to
a configurable devices that may adapted {fo be configured or programmed

25 - in order to provide at least one feature for at least one security function.
The first DRP 404 or the second DRP 406 may be a digital signal processor
(DSP), a central processing unit (CPU), a field programmable gate array

' (FPGA), or a complex programmable logic device (CPLD), for example.

[53] The programmable sensor agent 400 may receive af Teast one
30 device programming file to program or configure at least a portion of the
first DRP 404 and/or at least a portion of the second DRP 408, The device
programming files may he code, embedded code, firmware, andfor
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208 via at | east one machi ne-readable nedia. [51] FIG

4A is a bl ock diagram of an exenplary progranmmabl e
weenmansagent, in accordance with an enbodi nenPCoATRINBG/000486

invention. Referring to FIG 4A, there is shown a

programmabl e sensor agent 400 that conprises a sensor

402, a first digital reconfigurable processor (DRP)

4Oéomﬁleﬂeﬁé%ﬂﬁar@@eﬁ%twrﬁ%gﬁaﬁ E'HPK) RL&S K é%r?sms% with,

sensor 402 ma onprise surt C, Circul
coll& tyemaf eanfi a%fﬁakmieerwﬁh drormaxgampée, mm@uzm@a@&zlé andfor

Phy Tradlaseeatid Lﬁablg Qfevt%éém'gﬁ Rast & rpoﬁ(%ﬁ U tﬁé( e}rﬂ%g{:lé@ '38%9

t hat require vi deo survell | ance, e sen

a W8k fsyexaciied onigeconBaraple ‘I’%@C‘Ehﬁ'?y the mnfﬁgmd o emiowde
5 Ut hdw Z hﬂ&itl&l\épsarﬂflorcggbrhléa neh@ms 1 %n%ﬂﬂﬁ? ot%)ﬁl R¥en

. be adapted to generate at.- | east one si

© covBRg AP EA EﬂWer a&Rdd as confipyrabis dmrpt 8t leg$ter portion
S A ICHRZInTRY chifighld aSAR Ay e Joﬁﬁ@r?é@ of g{bg é%rpﬁd to

i nformatl on and/orf to transfer tgenera ed” si
c PTPYIEE 1R agditipral.qandéern WRarpisistegtiressy insame instanses, an

f
TSl s e A

10 . fepging, hat h?eataaa%ﬁeapqrbame@medée@ ogerating system (08),

Pragesss NGnux, Foe ekamhple. DY ARA ABGNEAE tﬁ@cﬁﬁﬂ %014 B
na eferred to a confi gur abl e devi ces t
A CBBSelo SHEE i 15 PP (Mo dhantEaA, Andlncier GPLD

prmrtfdﬂraate deasd maipend eahfiifed OF HbglhafRsdd Wgr&ﬁd“eu hehy
P 404 or the second 406 may

be cgfﬁtlﬂnﬁf FH?’SEV%%S ‘@E@E"é@%or (DSP) a central
fiel d bl I
5 BRSO 5k ] LSRR S48
f orodesthatphay bd adiptahie stmregnfanﬁ@thi. hegemered frﬁu@?tl‘i]é f'r%?DRP
a s i ce programi ile to
et S S oo RS0 St ety ik 5 ey pbS e
DRilaptt &n dihnsfelastdrmhsn’(fomamnt footheofirst IDRME e0angndiPthe

orieogiE PSS 408, P02 HAREN Mook, D8 BRY cammiedl desst one
20 devempopt dewivel alngaa@emstum)s tiosl device @mgtarduamga“m ilaythee

158 in 168 g BlcRic R 85 i e AR ot 1 e DB
at4Q4emilorahqmqond DR 4@61‘éeorarthxen‘xdzmbmbldek somt is

executed on the configurable device may be configured
t d58k oiscRltown in FIG. 4A, the programmable sensor agent 400 may he

adapted for video surveillance functions. For example, the sensor 402 may
25 _capture video information and may prov;de front—end processing of the
captured sensor information. When the sensor 402 is a color image
sensor, for example, the front-end operations performed by the sensor 402
may comprise automatic gain control (AGC), color balancing, andfor white
balancing. The first DRP 404 may receive the front-end processed video
30 information from the sensor 402, and may perform additional image
processing features such as image interpolation, image correction, dynamic
range enhancement, and/or noise filtering, for example. The first DRP 404
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new, additional, and/or upgraded features. |In another

exanpl e, when utilizing an FPGA and/or a CPLD as
woandsiigsmabl e devices, at |east a portion of theTMmgmmmmM86

in the configurable deV|ce may be configured or

programed to provide new, additional, and/or upgraded

features. In sone instances, an FPGA and/or a GPLD

criph it Becadlptod fo HRNeRE: 4 biobRbd SerboP (RERR SR he
opeaeol infermggemm (OS), such as Linux, for exanple. In

such instances, the |logic and/or the enbedded code
t g1 | sThex sseensl DRP (406 PrBA refiyeratt Ie@stmwortlon of the

Copbl-8scADLEn e hfefnain BRI GRBY T BLITSMloRl B RS AIETRH

provi de new, ad Itio and upgr ade
5 [ analysire andien fgilum mnag@senfainrctbﬁmms@mw@beesqr@e@t

CH00!, oY exdiifloth a8 % b hicfEIaibRe, MHERLEISRE Piatmay
t hactiyateoad poser secarigmig psigsyRMable saaporagent HO0.
0 : . _
ad@iteflet, Oild ARESRS ﬁﬁprg%@%gr aRb 8B Gfa r%tgg {‘ﬂ [@wde

DRP 404 an /or the secon 06. The ne ) .
40Beiignansapieptessathatenay it oneevied yatdeneddiied fimes.onfor

ml n&ms&hets%mpaoernwmm ufdd GSHrof¥miRdatb 2k §&

he nenory bl .ock 408 and nay be transftferred to t
f i ¢'§t°"DRF‘e':1502“ dbgiiraRae pRNSEE by rRNabRIngsdclepsthperien of the

NepRk¥sdadOfiedt BB gAseaiempy i 'tl'ile 'ﬁfs@DMOHhQNhen the

: pro rarrmablg) sensor agent 400 may be adapted for video
Bil Al c rPﬁﬂBP’Poﬁ§'9“PbPr @,@ﬁﬁ?ﬂe’emaﬁ’ﬁ’@ s8hpinegystem

”HMaﬁa@érlaoa S6itRGuRiY: QBN ey bafekaiy provi de
front-end processing of the captured sensor

15 i nf5EY NERIGOAB lmmotlhﬂtagm of aﬂCtherrﬁ:Ieﬁy pRdPamiEbResensor
sepsor., for front-en er at

chii aday T AE R ain e SEGAce AT, pppment
ga?mﬂ'fephwrﬁion( ARG ErTingOloOF | Ch M By b brgis :ﬂ’mih‘ntJﬁ pﬁ?gﬁammabl%
al ancin recej ve the front-en
o 60 Afent 43 et Remiions s PbrEoLE RebRor AT 478
malf1Go et iathmatacitird DRIP4 10 magmrrmmuaﬁsay egufleditothe $irst DRP

20 2SS % 30 Rk i e Yy oo

exdequiribed Tdvethé ifirsé DRPRF04 Bddrihe sécoidd2RRGIPT gthetthird DRP
ge‘?% %?Y gt%é) "REESS &Y &eer%?éﬂ;; GYEP Y nhe rHetsQr?ptgrgn om the

nt or na
processed sensor output generated by the first DRP 404.

[28] As shown, the third DRP 410 may be adapted for video surveillance
25  funclions by further processing the processed sensor output generated by
the first DRP 404, In this regard, the thirdt DRP 410 may be adapted to
generate video content descriptors. The video content descriptors may be, -
for example, motion and/or color descriptors. Motion descriptors may result
as a byproduct of other video or image processing operatibns such a video
- 30 4 compression, for example. A plurality of descriptors may be generated in
accordance with the level of integratidn desired armong security functions.
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[56] The second DRP 406 may receive at |east a portion

of the processed sensor information and nay be adapted
woao@rios22ee i nage anal ysis and/or fail ure nmanagemamR006/000486

for the programmabl e sensor agent 400. For exanple, in

case of a systemfailure, the second DRP 404 nmay

activate a backup power source to the programmbl e

. , ' 4 .
o P AL € S o Bh g Clluctltfio BREAIEPHEDS D Bfburing
ne§ Hsegreporatie densor gent, fil adcardans: with anexrablipentt dfghe
SeﬁqgﬂioQRPRé%ﬁiw He. Q@P%ﬁ@r“étgﬁ s B3O, YR A Ratures
ens on e I na ' ng

detect dirt on ge 'sensor anal'yz

at May e selegisd tthalnmay beognaoweers ido ait desst ioné configuiratie

geR&k ] S
GRS e b o WO g

t hand gpunvelfanemsigéam 2 08step 426aan ernoniteerce deatome vemgobmay

ta : : j I di e

or Brotel Gkl bfograimrt, fle? 18- e LAKBT rebull, SYRIBLGE
deB®graseming, filas awyobdahsrsiol th de enbiigiiratéet sastirityhend

| n o !

or VG JRlerh Uehd nbfhofR GanrBlod AR B gt Badabie

10 pr Ggdigamiatiten 4absdncrmgen keyrOmay bepeauestad pnd ohtained from'

i eng i ey ‘ . |
A D g L g B S
de9nE¥Pisth s At daprypjion Jeye gpay tied prayidachéo fhe senfiygmable

404eciiel Hha m&wﬂm@ngsfé?ﬁ- vid e bt Boinetbth HRMoP Syia

utilized to generate data content descriptors fromtie
pr B@EkiBgde medidt put generated by the first DRP
adapt ed

404, [ 58] S the third DRP 4 10 nay be
151 of604 1 dBos Ja i CHOPBIEL BHES LOroRHORIAG. Fleac sy fy
t h@eqysied by eUliaaNthe deeypiith kaBretdtaintyer 425, fihegip 4330
404. In.this re&g{.d, l{he t hird. DRP 413 ma% be adzmoted
t oGV PrOgTARYIRG, fesnnay i frApFisred tonbe, pragiammable
: Cof‘mf; alRaty tcptpmgs*amameb@:anﬁgarab@(a&ﬁb@s, Rt éte? £330/ tRe
col or descri S. ti scriptors may result as a
by BPBEATATING: b A U aHogbe, v peg o e Bedarafg mable Sonsor
20 oIoagaJtt@; anay ?w(; vedfied. den aelﬁmsgﬁsa QRser fmfdé@x maller of\ the
plurality. o escriptors, na > generated in
b c FTIRbLE Re o, A pavRllenge svstedypay Asealos; whethes aghg
s eaddifidnal,f amd/or apgraded features may be necessary in at least one
programmable sensor agent. When a user may find new, additional, and/or
upgraded features necessaty, the flow chart 420 may proceed to step 424
25 where new, add’m'onall, andfor upgraded features may be selected. When a
user may not require new, additional, andfor upgraded features, the flow
chart 420 may proceed to end step 438.

[61] FIG. A is a block diagram of an exemplary programmable content
analysis agent, in accordance with an embodiment of the invention,
30~ Referring to FIG. 5A, there is shown a programmable content analysis
| agent 500 that comprises a first DRP 502, a second DRP 504.' a third DRP
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18[59] FIG 4Cis a flowdiagramlllustrating

exenpl ary steps for configuring a progranmabl e sensor
wagensi1ips22m accordance with an enbodi nent of t heCT/AU2006/000486

invention. Referring to FIG 4G after start step 422,

in step-424, features may be selected that may be

prograrmed into at | east one configurable device in at

388, PURAISE 0T S bR By oA e

e- @ofﬂwd@ltﬁb@mmf@ummDmcmr@nwlbemhﬂmﬁ ce
progranmm ng files for the selected features. The ,
de\Pde Eh@)grﬁamﬁl’n@oz itheeseapnd DRP 604rthe dird BRPHHB, and the

| |

et vunth DR oBaTs Edrhi P Kl cRATRY. SEG E0He B may

51 n bet edapted, tod providst idigiak eyecassing band gyae deedefgrrad to a
b

- 0P BIARAGIE ABE it TRIDEA U EUERAN Ol R

A ke;ﬂsderrég pmyvqﬁ el enedeatiee oo at bgatrtmﬁ @oyewumtpnaﬁ'@e

SURRTIHES0Z thY S ERIR 0B OREBHE! MANARTH DRe

vi a machi ne-read
en®0$pnay| bgey  digitab isignah PrRCSESAT| )naycmradj @recpgeing umjt
ut i ng, t d k r S 4
104} (CPOADG | 5 (BRIcYhraiek ke T 26/ BEPCA) SpEPa eBmpleR
tr&W@PF@B'Q'@Q'FHé‘"ﬁ?é%?&?&r%leéa@él@sor agents to
ram_t he confi grable devices. In step 434, _the
laniits gragra rﬁwg legranicnt aRgivels @aeni-e0 mﬁnrﬁ%ewe at least

, pr méaj@mbl ;ﬁogrei;rmh Eﬁﬂfﬁi Brogeim b{e ﬁuﬁrguﬁ aflleabha %ioﬂfbn of
I NS e COo ura
sodhr iy TR 208 s praBdEE Rty ELDEFHERE. Sk p
snew;urﬂﬂcmnﬁ 631 w/mhfgmmladm.de@ahwyese wghﬁamed or
neces in at | east one p ogr am‘rg,bl e sen en
W ERMIBUREL  Viag (RIRQSMENO 08T BhondPT SRR (e dirdiee
f eairmgrmmm: efkeArmiay tunag dodew elmlim;ddeézeodmy ﬂwgw%xeechﬁdm
e e new. additiona pgr ade
o Bl Highee” SlecRiion honane AL Hoab 0 Haner van
nﬁ\the mﬂd iof icomfiyurakae dgawe .UPar @cerplé, agien &tﬁtzmbhaeDBPCBMdlor
char ma roce to e ep438 A|s
203" Gel0 "% SRR tivitsbe 2B s S it B! e foed
anahatds axagmu pnithe sonftguekbhie devicé nagnbe &bmyumto provide
th%el/vn %ﬁﬁlo&rﬁ and/or upgraded features. In another example, when
utitizing an FPGA and/or a CPLD as configurable devices, at least a portion
of the logic in the configurable device may be configured or programmed to
25 provide new, additional, and/or upgraded features. In some instances, an
FPGA and/or a CPLD conﬁguréble device may be utilized as a processing
engine that may be able to support an embedded operating system (08),
such as Linux, for example. In such instances, the logic andfor the
embedded code that is executed on the FPGA andfor the CPLD
30 configurable device may be configured or programmed fo provide new,
additional, and/or upgraded features.
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Referring to FIG 5A, there is shown a programable

content anal ysis agent 500 that conprises a first DRP
woQie/1asrecond DRP 504, a third DRP506, a four PaT/ARER006/000486

508, and a nenory block 510. In sone instances, nore.

or fewer digital reconfigurable processors may be

utilized. [62] The first DRP 502, the second DRP 504,

CBeL s BBFe Yot 48 LM B Bl O P
admdédﬂaﬂmspbmadat&e«ﬂtogstbml inforroatgrcgang raied fromythe rst DRP

L:é(gz; rﬁl?eéj 3%°°8§ bagfut'hg%?d 6‘?‘!\#’ &@é ath?)tr o g%’éﬁ%oIBO

progr Smmed pr OV
| et memenf blaclu 5&0 fmay atso beaslapfedéo yenﬁfer stprefduintormetion

S 508, Wb TR poay ve SERRERRTa0T s Hirg DRP 308 ke
prfouﬂls JoiRP (mp) The Uemcrrgalbkpnm%& ghayy comprisg¢ GPUpastaone

L oo S8 TR BBl e (S brodiimufeli By ve

, Trrﬂomdagrthammnmydmni(e&fto anchimeyi kg2 frgesferréd do fey first DRP
&ﬁ Ye @écohg P Q(?Hé tlgfﬁ\fra e 39% tﬂg fgwhquqlﬁlg f‘.508 from

program or con east a ion 0O
10 DRﬁemowmiod@m dCORMUBEation het\nteﬁn rite DRRfiggn®Eble dﬁ\ﬂp%ﬁr

the.d sy i con‘?‘ 5T@ ra%' cﬁﬂeﬁ W54 %ﬁ?ﬁn@y%&e for

programre | gure programn ng
f oexagmpdevpl e. The devi ce programﬂ ng files nmay be code,
enbedded code, firmware, and/or conpiled hardware

del65 i S ehownaindtlSg 8A( FsLyrogrimable SepsRTAaeRE S0P Mmav: bR
tyReapdd @@rHeHGHﬁ aé@hsordsr(aws JIpRFatiBNE Ao R0ty analysis

utilrzing a /or a CPU as configurabl e device

15 at OResEHAnse ﬂB‘Pt $0b EEHEISCARRIBUAS FVHevaFREPORG o Middo
exﬁs‘rwau@éhceriuﬁdﬁen& g5 dxaiphd| 18 tﬁ#@Vég‘eﬁd worh@n &PWE ifigs DRP
to rovi de new, ?ddl tional, and/or Fj&qlr‘ feabﬁr egﬂ

b speandARP S04y thenthird i DRE .598 awih BRP,508
3 JERRd VISR SuleMhRRSieaited ARP4 r@nﬂﬁhblp@ﬂldﬁfmay
the %F‘C in the configurable device ma confi ﬁlured

or by Hilired fersgeridy gpalyFia epaElions: deprisamere. "E’FFBFUP"’ ance
© 20 UpRtaARes nf Qfoﬁﬁﬁi%e rﬂrdho&cmemnﬁt Qéhi#ﬁtronaéf §Hapa cmadﬁpmrsa

Ef%é’eé@%ﬂ@n P AT RS SAebAG oy gperations
enb@gl@eﬁrpﬁ@ﬂmnﬂgmﬁsélsmﬁo@&&n gerefating controlinfofhestion to
exg transferred oc Q)rclagnrgr%?n%%% seagoer lag?eq{tsc gl%’/or systgm failure

detection, for example.

25 [66] Inthis regard, the first DRP 502, the seéond DRP 504, the third DRP
506, andlor the fourth DRP 508 may be utilized to further process
information or content genera’red by the programmable sensor agents. The
first DRP 502, the second DRP 504, the third DRP 508, and/or the fourth
DRP 508 may communicate with the programmable sensor agents in a

30 configurable security and surveillance system via a data bus, for example.

[67] FIG. 58 is a flow diagram illustrating exemplary steps for configuring
a programmable content analysis agent, in accordance with an embodiment
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enbedded code that is executed on the FPGA and/or the
CPLD configurabl e device nay be configured or

wonowriasared to provi de new, additional, and/orpapguadsmdoo4se
features.[64] The nmenory bl ock 510 may conpri se
suitable l'ogic, circuitry, and/or code that may be
adapted to store informati on generated fromthe first
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be selected. When a. user may not require new, additional, and/or

25  upgraded features, the flow chart 520 may proceed to end step 538,

[69] FIG. 6A illustrates an exemplary network comprising a residential
conﬁguréble security and surveillance system, in accordance with an
embodiment of the invention. Referring to FIG. 6A, there is shown a
network 600 that comprisés a residential configurable security and
30 - surveillance system 602 substantially as described in FIGS. 2A-2C, a
mobile phone 604, a wireless center 626, a persona'l digital assistant (PDA)
806, a schoonl 608, a satellite link 610, an émergency agency 612, a police
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first DRP 502, the second DRP 504, the third DRP 506,

and/ or the fourth DRP 508 may communicate with the
wonowriasarmbl e sensor agents in a configurabl e BEeTMAU2006/000486

and surveill ance systemvia a data bus, for exanple.

[67] FIG 5B is a flowdiagramillustrating exenplary

steps for configuring a programrable content analysis
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25 configurable security and surveillance system 602. For example, security
breaches may be reported to any of these locations in accordance to the
features supported by the residential configurable security and surveillance
system 602. The types of security breaches and/or the locations to which
the appropriate emergency mgnals are sent may depend on the secunty
30 features received from the S&FV 300,

- [72] FiG. 6B illustrates an exemplary network comprising é_ commercial
configurable security and surveillance system, in accordance with an
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[69] FIG 6A illustrates an exenplary network

conprising a residential configurable security and
weuoosgiogd2ance system in accordance with an enmbodiaveots/000486

of the invention. Referring to FIG 6A, there is shown

a network 600 that conprises a residential

configurable security and surveillance system 602
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. invention may be realized in a centralized fashion in at least one computer
25 system, or in a distributed fashion where different elements are spread
across several interconnected computer systems. Any kind of computer
system or other apparatus adapted for carrying out the methods described |
herein is suited. A typical combination of hardware and software may be a
general-purpose computer system with a computer program that,' when
30 being Idaded and execuled, controls the compu’ier system suc£h that it
 carries out the methods described herein.
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616 in accordance with the features configured into
the residential configurable security and surveillance

woeyeisansNP2. For exanpl e, security breaches nmayCcbaU2006/000486
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reported to any of these |ocations in accordance to .
the features supported by the residential configurable
security and surveillance system 602. The types of
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25



[ 74] Accordingly, the present invention may be

realized in hardware, software, or a conbi nation of
woaodwas®e2 and software. The present invention Pray/AwR006/000486

realized in a centralized fashion in at |east one

conmputer system or in a distributed fashion where

different elenents are spread across several

i nt erconnect ed conputer systens. Any kind of conputer

system or ot her appar at usogg@%ed for carrying out the

met hods descri bed herein | ufted. A typical

co@]iagati an 8f. _hardware and software nmay be a

ge EYAME8L&E conputer systemwith a conputer
program that, when being | oaded and executed, controls
t he confut eA systhedn feucdonfignaing tnstaied | ssoudityt sydtems, the
met hqds %&s?cri bed herein.[75] The present invention
magf'e%@oc N&8Bedded in a comput er program product, :
whi ch r.jse | .t f [ Iy t he :

, 5i npl en&%@i"?é’nﬁxf&tﬁeﬂﬁ%ﬁ ﬁ'géds%o g@%@?@%e%r@? r?,n gl\ﬁg’ lled
wheduriiyheysten zd égist onededceppipgrangyisy dile; agd abl e t o
carry out these nethods. Conputer programin the
pr esentpregamening eaishst lgast e cesfigusable daviga basah Pragaid
COftBeba BPAL SHE ddtfoebrdfibmfifing 81 T uCti ons I nt ended to
cause a system having an I nfornation processing-
capability to performa particular function either
directly or after either or both of the following: a)

loconver sz on tipeafRtler abt@ig@iigde, clapd el, owhareinathidninstiled
regrod, ction in a different material form [76] Wile
t heeiBeRHEm KB IPPEHORas been described with
reference to certain enbodinments, it will be
understood by those skilled in the art that various
changes, may n I e bst.i :
vvithouf?"depg?‘ iw?%mg?%g&é%g{ﬁen%% {hé B%%n?anb%lﬁg
i ndeerypiing. at fezsstidne eosTypted dpvioe pidgraramingride hagedom atdekst
to : [ i Luat Leri

15, o gl RGP 16 HeBiral S50 88k Bhe BBUES bPorhfiriie
fromits scope. Therefore, rt is intended that the
present invention not be limted to the particul ar

embodi ngnt - qipaGhanred acéblr'&in? i@?lgi:hf‘ 8, RHRSEHIMprRM@TebQRng

wi Il include ali enbodi nen ing wthin the scope
of Spi@t legsbenredroypiioRkeyvia ametypditransfes) ained is: 1. A
met hod for configuring installed security systens, the

20 5. The method according to claim 1, further comprising receiving
' said at least one device programming file via a network transfer.

6. The method according to claim 1, further comprising verifying
- said programming of said at least one configurable device.
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nmet hod conprising: receiving, by at a | east one

configurable device in an installed security system
wabtodepagn2 one devi ce progranmng file; and progCamuog/000486

said at | east one configurabl e device based on said

received at | east one device progranmng file. 2. The

nmet hod according to claim1, wherein said installed

[ IS | ion. 3 hod. .
2ccor ditng T Shemtird BeRRFPR D Wimot Ty e siging
T Loaot e datrypt s on eVt 0ol T e et

t as n ecr b
gn%onggvriagg ‘%IYE?S r"é%r%oﬁtﬁ’ nfcfl%lsé'.d 'Q%tgl%?zseﬁgﬁngﬂg%or di ng

to claim3, further conprising receiving said at |east
one decryption key via a network transfer. . 5 The
5 met hod 8ccoAdimarhire-shdable 1 storaga hiesvirgp ngtorest thereon, a

. . ) ; . Y
 SSAURE Ry 838 R B PIBEA phes
c| sacarity, systertd ethecainiersts ong code | degliony besigdexrcotabiemivy

f L ' ' Lo~ Th t hod

Pl 50 oG BB S e e

Pr Ogr angididng Ny 1955t SRk gétﬂ% dr%é%dég fnagﬁeiﬂsatéhed
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| east one corif | ‘uér(gé)l e device Ima portion of sal

10 | nsacaritysysions af i%ﬁyt ¥ipsdevine mogramien figeandadabl e .
storage having stored thereon, a conputer program
havi ng PEeOTRERERg SR aldaasti¢nie eonfiourabls Hgvice baged ep said

- Sefedbivby ablbadtae. delie prodramfdingPiie. code section being -
execut abl e by a machine for causing the nmachine to

perform steps conprising: receiving, by at a | east one
configurable device in an installed security system
at | east on@heenachinepeadatdsrstangpe acardiagdb piaing B3 mhizredn

said.at e ne configur evi ce based on said

15 | o2dld U‘g&angﬁgf&%‘g@f 3‘@&%“&%Ui°gg}a§9%‘gr amming file. 9. The
machi ne-readabl e storage according to claim38, wherein
said installed security systemis in operation. 10.

:Eft Hgﬁ?i Ne1he aHEMi-RL5R9 1060 dtbBideC " bRl SBturther
comprising code for decrypting at least one encrypted device programming
file based on at least one decryption key to generate said at least one

© 20 device programming file.

1. The machine-readable storage according to claim 10, further
comprising code for receiving said at least one decryption key via a network

transfer.
.25

.12, The machine-readable storage according to claim 8, further
comprising code for receiving said at least one deviee programming file via
a network fransfer.
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wdeareyps22on key to generate said at

conprising code for decrypting at | east one encrypted
device programmng file based on at |east one

programming file. 11. The nmachi ne-readabl e storage
according to claim 10, further conprising code for

. receiving said at |east one decryption key via a

e e L e

o emmpnsmg satIed fot veriging said pegratemipgogi it af (éadt eone

Vi a ﬁ ne%wg&k.transfer.lS. The machi ne-readabl e

st % & Vﬁ?ng to claim8, further conprising code
for verifying said programm.ng of said at | east one
confi gurabl e device. 14. The machi ne-readabl e storage
accor 19 L il Burebuiil ShorbUBEARURG 151" further
progranmm ng in mat'i on regar di sal rogra

| ecpnprising staing rgugramwngwbwtnon ragapdingusem mﬁg@mraed at -

i qg%ﬁlolng@o BiL YieF¥S E%orﬁén oﬁ]a%' ﬁ&ﬁ;ﬁb& Q&cu system

10

conf1guring nsorln

at a | east one configur abI e device in.an i nst aI I ed
security systemthat receives at |east one device
progr aqgi nOaT bjctemaff @niYSirRMsEREUNag" sjshaths, PIHRO hiikod
said at | east one configurable device based on said

r ROBIRFBIMIat | east one device programming file. - 16.
The sys ema cor di 15, .wherejn said

ot o] L RaBE e Comty bl uch i 2ipgtElert fhotily Sy that
S yretEivaastdedd iong device prdgrarimingikeramdn sai d system
manager decrypts at | east one encrypted device

pr ogr amrsysgerhi llnendxwetdab pragaheasid ahdeatdangptordiguiable

t1 gd&%%g{aggg o dh rglzedéé‘@gttl?gﬁ%f)g%gwg‘%p&\%g%ﬁ@?ﬂﬁm@ file.

syStem accor sai d

Is'system manager receives said at | east one decryption

20

25

key via a network transfer.
16. The system according to claim 15, wherein said installed

security system is in operation.

17. The syslem according to claim 15, wherein said system
manager decrypts at least one encrypted device programming file based on
at least one decryption key to generate said at least one device

programming file.

18. The sysiem according to claim 17, wherein said system
manager receives said at least one decryption key via a network transfer. -

19. The system according to claim 15, wherein said system
manager receives said at least one device programming file via a network

transfer.
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19. The system according to claim15, wherein said
system nmanager receives said at | east one device

wonowriasareng file via a network transfer.20. TReTRYW00B000486

according to claim 15, wherein said system manager
verifies said programm ng of said at |east one
configurabl e device. 21. The system according to claim
15, wherein a storage device stores progranm ng

~information regarding said progranmed at |east one

5

10

15

20

config bl evi on...of al tal.le
securi ;%/Oasyg-{' g S%Q%fcc%nod_;g%t‘g%&ag eﬁ‘gﬁ %ﬁx{j:lsglstr%m
1 5mankgeTeierifies saidprogramerbing of said Gt Imgis«mte cofiguiablegiesice.
| east one of said at |east one configurabl e device.
23. The system according to claim15, wherein a
progranmabl e content anal ysi-s agent conprises at | east
one of &fai d The sysigst awoudirnie clgun 461 whekein astorage device

stores programming information regarding said programmed at least one

configurable device in a portion of said installed security system.

22. The system according to claim 15, wherein a programmable
sensor agent comprises at least one of said at least one configurable
device.

23. The system according to claim 15, wherein a programmable
content analysis agent comprises at least one of said at least one
configurable device. '
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