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(54) Title: PAYLOAD ASSURANCE AT A NETWORK BOUNDARY
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Sender Entity Receives Payload transfer request via specified Boundary
Control Device

Sender Entity Creates Export Header based on Local Token, Release
Token, and Payload

Sender Entity Prepend Export Header to Payload and Sends to
Boundary Control Device

Boundary Control Device undertakes release control checks by
indirectly identifying the comparator session key and undergoing other
control checks relating to properties of the payload to be transferred.

If all controt checks are satisfied and if session ID is identical to the
comparator session 1D then the payloadis permitted passage across the
Boundary control device from the trusted network to the lesser trusted
network (or vice versa). Otherwise the file is prohibited passage.

Figure 2

(57) Abstract: A payload assurance system and method for a pay-
load having a header which is to be transferred across a network
boundary via at least one predetermined boundary control device.
The system comprises at least one computer processor and at least
one data storage device, arranged to provide an electronic authorisa-
tion token for authorising properties of the payload to be transferred,
which electronic authorisation token comprsises at least one entropy
element for ensuring that multiple electronic authorisation tokens
authorising the same payload properties are unique. A boundary
transfer assessment step may be provided at the network boundary,
for indirectly determining whether the payload possesses the Au-
thorisation token, using the payload header.
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