CONTEXTUALLY AWARE MONITORING OF ASSETS RELATED APPLICATIONS [0001]This
application claims the benefit of priority from U.S. Provisional Application No. 61/234,600, filed August
17, 2009. TRO3PPie2}AdA also claims the benefit of priority from U.S. ProviSioRaIApIEEidh No.
61/291,232, filed December 30, 2009. Each of these provisional applications is incorporated by
reference herein in its ©NHEXEEATUICKIAMA REOUONHOR Bot Bted Y Efted generally to
providing in-transit visibility of shipments in real-time. BACKGROUND [0003]A wireless tracking device
or "tag" can use various technologies such as Global Positioning System (UPS), Radio Frequency
Identification (RFID), and General Packet Radio Service (GPRS), to track and report movements of an
asset (e.g., a shipping container) on whiggtherdevicerisiorouatgd. Conventional wireless monitoring
devices report IE@?tlons foatr cklng service on a set chedule reﬁrgwess of whether the location
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provisional applications is 1ncorp0rated by reference herein in its entirety.

TECHNICAL FIELD
[0002] This subject matter is related generally to providing in-transit visibility of

shipments in real-time.

BACKGROUND
[0003] A wireless tracking device or “tag” can use various technologies such as Global
Positioning System (GPS), Radio Frequency Identification (RFID), and General Packet Radio
Service (GPRS), to track and report movements of an asset (e.g., a shipping container) on
which the device is mounted. Conventional wireless monitoring devices report locations to a
tracking service on a set schedule, regardless of whether the location data is needed by users

of the tracking service.

SUMMARY
[0004]  An apparatus, method and system for contextually aware monitoring of an asset’s
journey through a supply chain are disclosed. In some implementations, contextually aware
monitoring can include monitoring of the supply chain tradelane with tracking devices
including one or more sensors for determining location, velocity, heading, vibration,
acceleration (e.g., 3D acceleration), or any other sensor that can monitor the environment of
the shipping container and provide contextual awareness. The contextual awareness can be
enabled by geofencing and recursive algorithms, which allow dynamic modification of the
tracking device behavior. Dynamic modification can reduce performance to save power (e.g.,
save battery usage) and lower costs. Dynamic modification can increase performance where
it matters in the supply chain for improved reporting accuracy or frequency or recognition of
supply chain events. Dynamic modification can adapt performance such as wireless
communications to the region or location of the tracking device. Intelligent connection to

wireless carriers can be performed, where the device can determine when it should report



including one or more sensors for determining location, velocity, heading, vibration, acceleration (e.g.,
3D acceleration), or any other sensor that can monitor the environment of the shipping container and
provide con¥aalldR2dEness. The contextual awareness can be enabled REGEASTEHEIM Bled recursive
algorithms, which allow dynamic modification of the tracking device behavior. Dynamic modification
can reduce pé¥BisHaneEchs sBrrsbisnbart @ ghcsine Yate Ay a8 e 1bansk etBtscOiAaHsHE
modification %@ﬂaﬁ%@[@e performance where it matters in the supply chain for improved reporting
accuracy or frequency or recogmition of supply chain events. Dynamic modification can adapt

performance such as wireless c:ommunicjz%lcgjl ns to the region or location of the tracking device.
Intelligent connection to wireless BRHER 8‘?5%% Hoé%géﬁﬁv%%&’ device can determine when it

should report [p@Ficulareyenitsushasednnxaaitiobuine, haplerofiiheLidRtianddbe ¢asi and resources
required for reﬁortin . BRIEF DESCRIPTION OF THE DRAWINGS [0005]FTG. 1 illustrates an
example buyer S8fEHe Zhy tHREKRIR S G-YiCe provider

[0006]  FIG. 2 is a block diagram of an example tracking device system that associates a
tracking device with an asset and monitors and tracks the asset using data received from the
tracking device in accordance with at least one implementation.

[0007]  FIG. 3 is a block diagram of a contextually aware tracking device coupled to an
asset in accordance with at least one implementation.

[0008] FIG. 4 is a flow diagram of the Hidden Markov Model (HMM) method of
determining supply chain context to dynamically adjust the operation of the device of FIG. 3
in accordance with at least one implementation.

[0009]  FIG. 5 is a diagram illustrating the technical details of the HMM.

[0010]  FIG. 6 is a diagram showing the sequence of hidden states and their corresponding
observable states.

[0011]  FIG. 7 illustrates example pseudo-code for implementing a Forward-Backward
method.

[0012]  FIG. 8 illustrates a Viterbi method using a recursive approach.

[0013]  FIG. 9 is a simple illustration of the state and state transitioning of the HMM
where the initial state is known in accordance with at least one implementation.

[0014] FIG. 10 is a block diagram of a hybrid model structure in accordance with at least
one implementation.

[0015]  FIG. 11 is an example of Viterbi method pseudocode.

[0016]  FIG. 12 is an example of Forward-Backward method pseudocode for the hybrid
model of FIG. 9.

[0017]  FIGS. 13A-13C is a block diagram of multiple cases of behavior that could be
dynamically adjusted by a processor method updating the operations of the tracking device of
FIG. 3.

[0018]  FIG. 14 is a flow diagram of a system of storing and retriecving contextual data for
the tracking device from FIG. 3 in accordance with at least one implementation.

[0019]  FIG. 15 illustrates nested geofencing around a shipping port.



interacting in a shipping scenario. [0006]FIG. 2 is a block diagram of an example tracking device
system that associates a tracking device with an asset and monitors and tracks the asset using data
received fromQR81v4ekih? device in accordance with at least one implemet&flapSIVOI#FIG. 3 is a
block diagram of a contextually aware tracking device coupled to an asset in accordance with at least

one implemerl#8h. [0668tfas a e tigaranaym rted Eeefaess Mmethesvoliseaninnaviyiigthod of
determining supply.chain coniexhia ity RgRicaly Adish themrparationrafithe devices:effclGyid in

accordance with at least one implementation. [0009]FIG. 5 is a diagram illustrating the technical details
of the HMM. [B0EETFRS. BRERAEHPEM showing the sequence of hidden states and their corresponding
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Forward-Backward method. [0012]FIG. 8 illustrates a Viterbi method using a recursive approach.
[0013]FIG. 9 ihafRiEfiutiRteHbIINE WS and state transitioning of the HMM

[0022]  FIG. 18 is a flow diagram of the Sensor Pattern Matching method of determining
supply chain context to dynamically adjust the operation of the device of FIG. 3 in
accordance with at least one implementation.

[0023]  FIG. 19 is a detailed flow diagram of the implementation of the Sensor Pattern
Matching method of FIG. 18 to learn new context.

[0024]  FIG. 20 is a flow diagram showing the combined logic determining when the
tracking device is to use the Nested Geofence method of FIG. 16, the HMM method of FIG.
4, or the Sensor Pattern Matching method of FIG. 18.

[0025]  FIG. 21 illustrates the integrated system of using the tracking device coupled to an
asset using the combined logic of FIG. 20 and reporting tracking and sensor data or supply

chain alerts to a central repository.

DETAILED DESCRIPTION

Overview of Asset Tracking
[0026] FIG. 1 illustrates an example buyer 102, seller 104, and tracking device provider
106 interacting in a shipping scenario. An example asset 108 is shipped from the seller 104
to the buyer 102 on an example conveyance 110. In some implementations, the asset is an
intermodal shipping container, however the asset can also be, for example, equipment, or
other items capable of being monitored or tracked. Examples of conveyances include, but are
not limited to, trucks, trains, ships, and airplanes. Examples of assets include, but are not
limited to, containers such as dry-van containers, refrigerated containers, ISO tanks, trailers,
box trucks, and unit load devices (ULDs).
[0027]  In general, either the buyer 102 or the seller 104 sends a request to the tracking
device provider 106 requesting tracking of the shipment of the asset 108. The tracking device
provider 106 arranges for a selected tracking device 114 to be sent from tracking device pool
112 to the location from where the asset is being shipped (e.g., a warchouse of the seller 104).
The tracking device pool 112 is a collection of available tracking devices. Each tracking
device in the tracking device pool 112 is a tracking device that can be used to track an asset.
At the location where the tracking device is shipped (the “origin location™) the tracking

device 114 can be affixed or coupled to the asset 108, thus securely sealing the asset 108. An



where the initial state is known in accordance with at least one implementation. [0014]FIG. 10 is a
block diagram of a hybrid model structure in accordance with at least one implementation. 100151FIG.
11 is an exaMPRYBIIAEDI method pseudocode. [0016]FIG. 12 is an examBle BV BMWa#a’Backward

method pseudocode for the hybrid model of FIG. 9. [0017]FIGS. 13A-13C is a block diagram of
multiple case$BPHShEHSIhesUdeSayhresly abilsted byvhighece SdorPasthbecaiisting the

operations of tag,#ackipgydieniaeal FiGisk [ROL8]HIt- kiim & dowdiaommakasysiemsobstoring and

retrieving contextual data for the tracking device from FIG. 3 in accordance with at least one
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2011/02241 2 RGHUSZQUARIS &R 320 ae L & is.adiiediagygin Qi dhr.NestgaiGiegienres method of

determining supply chain context to dynamically adjust the operation of the device of FIG. 3 in
accordance wi I)efl;%laB%ffﬁ% Mrkrggss, or location from other wireless networks such as WiFi

networks.

[0028]  The selected tracking device 114 can be coupled to the asset 108 before the asset
begins its journey and/or re-coupled to the asset 108 during the journey (e.g., after authorized
custom inspections). During the journey, the tracking device 114 can be programmed to
wake up periodically, initiate communication with the tracking device provider 106, and send
event notifications to the tracking device provider 106. In general, each event notification
can include an identification of the event (or event type), a location of the asset 108 when the
event occurred, and additional details of the event such as a date and/or time when the event
occurred, the status of the asset 108 before, during, or after the event, or details on the
movement of the asset (e.g., accelerometer or velocimeter readings from the tracking device
coupled to the asset). The event information can be stored by the tracking device provider
106, for example, in an event database. The tracking device 114 reports various events,
including for example, security events, environmental events, process events, and tracking
events. Security events can indicate that the asset 108 or tracking device 114 may have been
tampered with. For example, the tracking device 114 can report when a vertical or horizontal
bolt securing the tracking device to a container is cut (indicating that the asset was opened).
Other types of tampers can also be detected (e.g., shock intrusion or light inside the asset that
exceeds a threshold). Environmental events can indicate that one or more environmental
variables (e.g., temperature, humidity, shock, acceleration) are beyond an acceptable range
(e.g., a range specified by the user). Process events indicate that various procedural events in
the journey of the asset have occurred. For example, process events can indicate that a
tracking device 114 has been attached to the asset 108 or detached from the asset 108 (e.g.,
that the asset 108 is beginning or ending its tracking device journey). Process events can also
indicate other shipment events in the journey of the asset 108 (e.g., procedural events in the
journey of the asset 108), including, but not limited to, that the asset 108 has been stuffed
(e.g., filled with contents), that the asset 108 has been sealed, that the asset 108 has been
flagged for customs inspection, that customs inspection of the asset 108 has begun, that
customs inspection of the asset 108 has ended, that the asset 108 is in a shipping yard, that the
asset 108 has left a shipping yard, that the asset 108 has sailed, that the asset 108 has been



[0021]FIG. 17 are multiple flow diagrams of the implementation of the Nested Geofence method of
FIG. 16 to learn new context. [0022]FIG. 18 is a flow diagram of the Sensor Pattern Matching method
of determinif@4ppA2EMain context to dynamically adjust the operation of tREHESRKBWHETE. 3 in
accordance with at least one implementation. [0023]FIG. 19 is a detailed flow diagram of the
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Nested Geofence method of FIG. 16, the HMM method of FIG, 4, or the Sensor Pattern Matching
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[0029]  In some implementations, the tracking device provider 106 processes the various
event notifications received from the tracking device 114 and provides notifications to the
buyer 102 and/or the seller 104 and/or other parties. The notifications can be based, in part,
on additional information received from the buyer 102 and/or the seller 104, for example, a
description of the business of the buyer 102 and/or seller 104, a description of the contents of
the asset 108, or a description of a transaction relevant to the contents of the asset 108.
[0030] In some implementations, the tracking device also processes commands (e.g.,
Over-the-Air (OTA) commands) received from the tracking device provider 106 during a
communication session between the tracking device and servers operated by the tracking
device provider 106.

Example Tracking Device System
[0031] FIG. 2 is a block diagram of an example tracking device system 200 that
associates a tracking device with an asset and monitors and tracks the asset using data
received from the tracking device. The system 200 commissions (associates) tracking
devices to assets, decommissions (disassociates) tracking devices from assets, provides
notifications of events (e.g., security, environmental, process, and tracking events), and can
reset tracking device status remotely.
[0032] In some implementations, the system 200 can include one or more Zero Client
Commissioning (ZCC) input devices 202, an information service 204, one or more end user
systems 206, Tracking device Logistics Personnel (TL Personnel) 208, one or more assets
210, one or more tracking devices 211 affixed or coupled to the one or more assets 210, an
event server 212, an event database 213, a Tracking device Pool Management System
(TPMS) 214, a tracking device database 216, a message server 218, a transaction (TXN)

server 224, and a failed transaction database 226.



[0027]In general, either the buyer 102 or the seller 104 sends a request to the tracking device provider
106 requesting tracking of the shipment of the asset 108. The tracking device provider 106 arranges
for a selecteM AR HBvice 114 to be sent from tracking device pool 112 6 THESHIA®dH fitom where
the asset is being shipped (e.g., a warehouse of the seller 104). The tracking device pool 112 is a
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during a communication session between the tracking device and sewers operated by the tracking
device provider 106. Example Tracking Device System [0031]FIG. 2 is a block diagram of an example
tracking device system 200 that
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associates a tracking device with an asset and monitors and tracks the asset using data received from
the tracking device. The system 200 commissions (associates) tracking devices to assets,
decommissiyigs2likedeiates) tracking devices from assets, provides notiféRIERHY/ @478 Es (e.q.,
security, environmental, process, and tracking events), and can reset tracking device status remotely.
[0032]In somEMSIERERIafEHE tREOWSIEYS B0 e A Ubsonadolopabra 2BFHIC e ricesishissioning
(ZCC) input dewices, 2P 2 raRdafesmatian service 204, one or more end user systems 206, Tracking
device Logistics Personnel (TL Personnel) 208, one or more assets 210, one or more tracking devices
211 affixed orl88ifled it eHEBrate BuddisdloessieyaNe ¥tV ionafiwydht Hatsbase 213, a

Tracking devige,Reol ManaagmentrRyiem (ERMS)2d4 iAdiaskingdeyicsidaiahaseridbaimessage

server 218, a transaction (TXN) server 224, and a failed transaction database 226. WO

2011/022412PETIIS2 840 AR5 [BIT38TEheCTenfiEgd Adeeonarage insbe ¥akbHEAfESon and
decommission {raciing AaVIResHPREREIMhDRILGEINRHD IR 38%1R0% GRRCPR ENY ShHlaRIBu(

communication device, including, but not limited to, mobile phones, land phones, email devices, and

portable comptiete! THEACE: inPRrklie iRed DD RefHIRIARS ate WHHAh S TS AMBrPEBHARE 2 04

through the messaga-seRIe), 2h&Kaineha yRtRLY AffaesdyNiFatien modascsatuding fratioas limited to:
Integrated Voice Response (1VR), Short Message Service (SMS), email, hand-held application, Web

interface, andSEi&ErSfic BRIt PHERYOTE trEIcall Aty iR B8 bt thalificHiessdgdharing. The

ZCC input devigasndfehGar ke operatediyvariauagiarenaudnehvaniaus spRSWEHRHRRY chain,
including but not limited to: dock workers, longshoreman, logistics service providers, freight
forwarders, fiéﬂglﬁgents, customs agents, and any other personnel involved in the tracking of an asset.

[0034]The infepomtion servige 20HleHewstRng usemsxstems 28 {ailaek thecstatysofiaseris 210 in
real-time, integrates enterprise data for end user systems. and performs supply chain analysis,

including gendFatsy BURpIFeHEMish daaRne Kaddic Mhe -maaredshe o9t it tracking

application thatd eggiveserent woation/statgdrar BN essad et (Eud stRYest aolifieatinas) or
reports from the event server 212 and appljes husiness logic 222 to the transactions for validating and
maintaining a §3‘8Faﬁ8f$§*l§e{%géﬁ tréc‘i?i‘ﬁ?g’lﬁevﬁgiﬂéﬂ]ﬁrf‘?@?’s’ aﬁ@ﬁa{%g{%eﬁ‘ﬁﬁe@.egg gifhl

transactions aygopasiaaiagaishiassein and tagkidigevicescinalledvarpsretiopstartigagen codes are
written to an exception queue in the failed g nsactliﬁpﬂgat base 226. [OOSpi]The information service
%db*f (f

204 can use POPENRASE SRR O Uitf 8 eSSl BB, a browser on a

PC or mobile pigsime). TheMelfpreaseanopsoideranmnput mrehamnispeianacdiser te grasnission or
decommission trackin deih%es and C&?: rovide aa ou%pélt mechanism for users %cl) receive real-time
b )

tracking and SRt RO HRSHSg APEIY ALSSIRCa Y S RIES 00 3BT FHELAKiIY HBGIEEVEEY: wakes up
periodically todiatidete commukiigatiovicadtivilliecerenigearnar 2haanshtocaencharant dolificatians to the

event server . In Ener [, each event notification inclwine identification of the ever#th%or event
o). a looatibs BEAEOR Rt VA R A5 00y, AHAP AU of e ovent
such as the starnsSop theaisset Hefpesoalwlirmgiotoaftenitbe dvenitcl bk e vaotingtifisaiionicarinalso

include an identification of th device, or an identification of the asset to which, the tracking
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211 reports vastaus lesemiskineldwliogs forraxampls, Becyrityidyentsytic tools to monitor tracking

device network performance (e.g., GPS/GPRS coverage/roaming area for specific trade
lanes).

[0040] The tracking device system 200 is one example infrastructure.  Other
infrastructures are also possible which contain more or fewer subsystems or components than
shown in FIG. 2. For example, one or more of the servers or databases shown in FIG. 2 can
be combined into a single server or database. As another example, tracking devices can be

associated with assets using dedicated handheld devices.



environmental events, process events, tracking events, and location events, as described above with
reference to FIG. 1. [0037]The event server 212 periodically receives event notifications from the
tracking dewc@ 2011/03Hd%event server can process location information in tREhAIHREMIBHS'The event
server 212 also constructs and sends commands (e.g., OTA commands) to the tracking device 211.
Some notification management functions performed by the event server 212 include but are not limited

to: checking incoming notificationg for, syntex&Hens and Rapralemefpandatory fields, checking the
accuracy of location information in incoming notifications, sorting or sequencing notifications logically

before forwardMdlthe ndfichtiohklesktiisrorpiaticreampceodualresirstitrktitgdevigsut ttansactions
that comply with,RERGRS&INGH90iC dROABIR spaneiimplemeHaligndNe: BEMBZl4mattains an

inventory of tracking devices in the tracking device database 216. The TPMS 214 also maintains the

association of #8580 erkhe PYAIPEFESHACKIA S He ot SIS A Heekfo gl chilsists HRstatdbr each
tracking devicggsysh 8% HcksocAValahleunBRob J BlangedEREIIRHENSYorfife, I1RahRIMS1214 also

maintains the allocation and availability of tracking devices for logistics and pre-positioning purposes,

and may trackfHe RRIERCEH tFARoking il i 8BieRate ifPi ORISR PIBB B0 HS SHSERSRSFRERtktions, the

TPMS 214 allgyys:dit- Pensennsd 0@ thpeshaom bausekesmng feashons: suehsasHiaekingdgvice
forecasts, ordering new tracking devices, detecting lost tracking devices, billing management, salvage

and environmRHI e EPOSHIBr TRV tRALERY WevicE MFEMRBISFHAtRFgCELfoMakHISH Bedk and
financial accouitinmn Fhe drBMSa2d dallons Dladeersenneh8 demmeniton the.stata efadragking device

211'in journeﬁj trouble shoot causes for failure in communicating with the event server 212, and

locate lost tradlin B GBS S Tha T BSOS i preigiaseaEniitiesb R ATkt dors ded ie network
performance (evgrelal SYeRRR LRVSIAgSk NG areafpr@pecific trade 1 anes ). [0040]The tracking
device system 200 is one example infrastructure.Other infrastructures are also possible which contain
more or fewer subsystems or components tHAHEHHEAAR¥EIES! 2. For example, one or more of the
servers or databases shown in FIG. 2 can be combined into a single server or database. As another
example, trackingdievicgs tertbklassbdated wlith assets using dedicated handheld devices. Example
Contextually Tragking Dewvice [0041]F| is.a;block diagr mple contextually aware
tracking devié@‘@ﬁ. Aﬁ%&?o%@é‘é“o@%%ﬁ%ﬁ? Ig% Yﬁ}eq% (f(cerogff[%%fﬁg{ t 'g%gé{%%kgn egv%lé% 1 thatis
coupled with théiasser80c: ThekmicdatoroE¥ssoPoen thenteokdiffelentclocksaat tditfengndaimets. For
example, the [DiFIOPiRCR3RCLGAN AP ALANIAN SRELASFIRS WRAD pReraing.of cansnoff of a slow

speed clock when in sleep mode to conserve power. The microprocessor controls a Global
Satellite Navigdiorditem (GNSS) ntdtoiaSOnttihizat loommedide: toalsageditacnavightionbreceive

antenna 303. [ miCIRRIORSRSAY AA%.Aam,Pa dyakaned.ox eviRration.sensprAguand sag read 3D

acceleration measurements from an accelerometer 305. The microproce ' ontrols a wireless
communicatioiteskitsolie G0Taghacieasoriscredasha wigelebvbsmingaticetiorsinadsmilfeceive antenna

308. Hidden '\f'lﬂﬂ(ﬂv M??@.l 5 1s a diagram illustrating the technical details of the HMM. In this example
case, the HMM is finite which means that the space (X) of hidden states 501 of the hidden

Markov chain and the set (O) of the observational outputs 500 are both finite. The

transitional probability of going from hidden state x, to state x, is labeled here as a, and

the conditional probability of finding an observation, O, , at state x, is labeled as b, .

[0044] FIG. 6 is a diagram showing a scquence of hidden states 601 and their
corresponding observable states 600. The distinguishing feature of a HMM is that the
sequence of hidden states 601 (x,,x,, and so on) are not directly observable. Thus, they can
only be predicted using the trained HMM and the sequence of observable states 600. Below
is an outline of the HMM that will support later descriptions.



Introduction to the Hidden Markov Model 100421FIG. 4 is a flow diagram of top level logic of the
HMM. The tracking device of FIG. 3 receives tracking data (400). Once the tracking device receives
tracking dat®¥ q29ik#e24e logic of the HMM to determine if the behavior of Rh&/TFa¥UNHEE¥iIce needs
to be adjusted (401). If it does determine that the behavior of the tracking device needs to be adjusted
(402), then the behavior of the tracking device is dynamically adjusted (403). The tracking device may
increase or dé¢yBaEEN e rate with which it gathers tracking data 400. [0043]FIG. 5 is a diagram
illustrating the te@hnf¥araatiinsSstaectiNv ((h. thiddexafhple case, the HMM is finite which means that
the space (X) of kiddenjgtates 501 of the hidden Markov chain and the set (0) of the observational
outputs 500 are hotlﬁ/[@@i@(e]'}hgatt@aﬁﬂﬂgnabprobabiIity of going from hidden state x, to state xi is
labeled here as di and the conditional probability of finding, ap observation, 0,, at state x, is labeled as
o J00MIFIG. & o o A AT A e e R Do B i B
observable states 6801k distinguishing feature of a HMM is that the sequence of hidden states 601
(x1,x2, and so orf) aré(ActErEEs job Bsa RTINS BN dh. o fly. 18 predicteVasifigtne #ained HMM

and the sequence ofimbservable states 600. Below is an outline of the HMM that will support later
descriptions. Desinitjomsis Gbpesvating Stguenasdd= Maied:tAsiven the Observation sequence

O and the model A. In other words, y,(i) = P(q, = x, | O, A).

N
Since y,(¢) is a probability measure, Z%- (t)=1. We can find

@B @B
PO 4)

7:()

,where ¢, = argmax([y,(f)] for 1<t<T.

Zaf OB.(H) I<i<

Train the Model with the EM algorithm

[0045]  To train the model, we can use a method called the generalized Expectation
Maximization (EM), or Baum-Welch, method. This method examines each journey and
counts transitions between states for each tracking device. Then it will normalize the
probabilities by multiplying each set by a normalizing constant which will ensure that the

probability distribution corresponding to each state adds up to 1.

Smoothing out the Data with the Forward-Backward algorithm

[0046]  The HMM is most efficient when implementing the training using a method called
the Forward-Backward method. Example pseudo-code for implementing the Forward-
Backward method is illustrated in FIG. 7. In this method, one uses observations to filter,
predict and smooth out the present and past states. This not only makes past observations
better, but it also makes future observations more accurate.

[0047] For the forward method, we define the forward variable, «, (i), first:
a,(i)=P0,,0,,0,,..,0,q =x|A), where a,(i) i1s the probability of the observation

sequence O,,0,,0,,...,0, and x, at time t, given the model A . This probability can be found

using a recursive formula:



Most likely state at time t: g, a, (1) accounts for the partial observations up to time t (01,02 , 03,) and
state x, at time t. 13,0) accounts for the remaining observations (0,11,0,12,01) given state x, at time t.
y,(i) is the pfo@ABIY2B# Being in state X, at time t, given the Observation se§GaHIERO AP tAe model A.
In other words, vy, g_i) =P(9, =x,10,2). Since y, (t) is a probability measure, 17,0)=1. We can find a i0)
AO a, OA (0 70k ek q, = argmax[y10)] for I t. P(0 2) al(t)/11(t) Train the Model with the EM
algorithm [0045]To trdin thelmadel, wel &dr ise a method called the generalized Expectation
Maximization (EM), or Baum-Welch, method. This method examines each journey and counts
transitions betwgeh Btéaiesofor each tracking device. Then it will normalize the probabilities by
multiplying each set by a normalizing donstant which will ensure that the probability distribution
corresponding to eaéhléféﬁa{ ]éFs(ﬁByt}J.(Om) forallt=12,.,T -1 1< j<N

Step 3: Termination

PO14)= Y, (i)

[0048] For the Backward method, we define the forward variable, g, (i), first:
p.(i)=P0O,,0,,,.,0.,q =x.|A), where f(i) is the probability of the observation

sequence O,,,,0,,,...,0, from time t+1 to T and x, at time =T, given the model A. This

t+1°
probability can be found using a recursive formula:

Step 1: Initialize
pr(i)=1 I<i<N
Step 2: Induction

N
B, =Y a,b,(0,)B..(j) forallt=T-1T-2,.1;1<i<N
-1
Step 3: Termination

P(O|4)= 3 mb (0D ()

Making Predictions with the Viterbi method
[0049]  In order to use the HMM to make predictions, we can use the Viterbi method.

The Viterbi method chooses the best state sequence that maximizes the likelihood of the state
sequence for the observation sequence. The Viterbi method can be implemented using a
recursive approach which is illustrated in FIG. 8. This method can be used to predict the best
state sequence and is one way to implement the HMM.

[0050] The Viterbi method is illustrated as follows: To initialize the recursion, we first
define the state variables 800 which define the base case and will feed the subsequent
recursive routine. The recursive functions 801 will terminate when the end of the finite state

space 1s reached and the maximums are found 802. This can be used to derive ¢, (z) 803
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Smoothing out the Data with the Forward-Backward algorithm [0046]The HMM is most efficient when
implementing the training using a method called the Forward-Backward method. Example
pseudo-cod® hrimdRtiénting the Forward-Backward method is illustrated B¢ FIG27L0A4HIE method,
one uses observations to filter, predict and smooth out the present and past states. This not only

makes past oBdefatibasvbttere bhighesise hakis At shekhatiotdimbleaidLaetoda7]For the
forward methagl we defioe e fonyardanahle. 2, (b High wRrdl) 7dded2, =, here a (1) is the

probability of the observation sequence 01, 02, 03 ,..., 0, and X, at time t, given the model 2. This
probability can; g founekuging @ regursivedorroula). ateR bylnidiatize dsisAd, Step 2: Induction (.1) =at
(Dau ; 1 Step 3: Terrhination P(0 A) = Lag, (1)

Qj(t+1) z[nlaxqi(t)az'j]'bj(om) .

1

Implementing the HMM
[0051]  FIG. 9 is a simple illustration of the state and state transitioning of the HMM. In

our example HMM implementation, the initial state 900 is known. For each transition from
the initial state to a new state, there is an associated transition probability 901. Also, from
each state, there is an associated conditional probability 903. The conditional probability 903
is the probability of receiving a particular set of observations 902 given the state. As the
HMM is trained, using these probabilities, accurate predictions can be made about the hidden
states associated with them. Ultimately, with high probability, they can be used to determine
things like the most likely sequence of state transitions.

[0052] FIG. 10 is a block diagram showing the structure of the hybrid model
implementation of the HMM. In this implementation of the Hybrid Model, the model 1003 is
first trained 1002 on past historical trip data 1000. Once it is trained, the model can be
initialized 1001 in the tracking device depicted in FIG. 3. Once the model 1003 is initialized,
the tracking device can use the real time observations 1006 as well as the model to predict
1005 the most probable path 1007. Once the most probable path prediction is made, the
dynamic behavior of the tracking device can be updated 1008 in accordance with the best
prediction 1007. The model 1003 can then be updated 1010 with the newest observation
1009. Since the model 1003 has been updated 1010, then the next prediction from the
updated model 1004 will be improved, thereby, allowing the tracking device to be more
contextually aware.

[0053] FIG. 11 is a more detailed outline of the Viterbi method outlined above. The
Viterbi method is recursive because there are recursive relationships between the states in the
HMM according to the Markov property. The Viterbi method returns the best prediction
1104 for the next hidden state at time T for an implementation of the HMM. The method is
initialized with assumed values for the initial state 1100 and initial probability 1101. Then, it
computes the probability of cach state transition 1102 from the current state over the entire
set of observations given the predictions for which transition will be most likely. This

computation occurs until the entire state space is examined and a maximum probability is
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forcilO=1,- L j [0048]For the Backward method, we define the forward variable, A(/), first: A), where fl,
(i) is the probability of the observation sequence 0,,..., Or from time t+1 to T and x; at time t=T, given
the model 2Wrh#813/3348llity can be found using a recursive formula: Step PGRHEARFEIMNEIZPL < i <

Step 2: Induction fl,gl):Ea7b.,(O,fqr= T-1,T - 2,... IN Step 3: Termination P(0 A) =I 7.5(00,61 (O
found 1103. To use this process to find the most probable path prediction, we can keep

employing this method for each consecutive state, keeping pointers from each state prediction
to its previous state, until we reach the final state.

[0054] The forward-backward method is illustrated in more detail in FIG. 12, This
mcthod is used to smooth estimates. To initialize this method, it takes in probabilitics
regarding the first state as well as the initial set of observational values 1200. The forward-
backward method uses a vector of forward probabilities up to the current time and returns a
set of smoothed estimates up to the current time 1201. The method first filters the data using
the set of observational values 1202. Then, the forward probabilities are used along with the
backward probabilities to normalize and smooth the data 1203. This can be used but is not
limited to training the HMM.

[0055]  FIGS. 13A-13C illustrate various examples of dynamically updating tracking
behavior, based upon the updated predictions of the HMM. This update of dynamic behavior
can include increasing the frequency of collecting location data to increase granularity of the
location data 1300, or decreasing the frequency of collecting tracking data to reduce power
consumption by the tracking device 1301. This update of dynamic behavior can include
increasing the frequency of sending communication reports to reduce the latency of the
reports 1302, or decreasing the frequency of sending communication reports to reduce power
consumption by the tracking device 1303. This update of dynamic behavior can include using
higher accuracy modes of a navigation receiver in the tracking device to increase accuracy of
the location data 1304, or lower accuracy modes of the navigation receiver to reduce power
consumption by the tracking device 1305. This update of dynamic behavior can include
selecting a communication channel from a plurality of available communication channels,
and sending communication reports on the selected communication channel based on the
region or location of the device 1306. This update of dynamic behavior can include
determining whether it is cost-effective to report the event at the particular time based at least
in part on the type of the event and the cost and resources required for reporting based on the
region or location of the device 1307. This update of dynamic behavior can include
determining the list of preferred communication channels and the list of excluded
communication channels corresponding to the particular geographic region in which the asset
is currently located 1308. This update of dynamic behavior can include determining an
occurrence of a supply chain event 1309, including a gate in or gate out to or from a supply
chain node 1310. This update of dynamic behavior can include determining an occurrence of

change of custody of the asset being shipped 1311. This update of dynamic behavior can
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Making Predictions with the Viterbi method [0049]In order to use the HMM to make predictions, we
can use the Viterbi method. The Viterbi method chooses the best state sequence that maximizes the
likelihood ofWWi§e28tate23Hduence for the observation sequence. The Viterbi MEMBREHHBE 76
implemented using a recursive approach which is illustrated in FIG. 8. This method can be used to
predict the bettclatedstsiiEnte ahdidask Wagn istbrnrehtithe FNIYooBo)THesHitakhtnethod is

illustrated as fellawsiof q initialigg ﬁ'@@a{@@FE@%i&"ﬁ‘eﬂéﬂo@%ﬂ(‘%hﬁé@l@@rﬁﬁﬁ@iﬁ%&%%ﬂ@% define the
base case and will feed the subsequent recursive routine. The recursive functions 801 will terminate

when the cnd bfttek Arne s gpions8diEedéd3and the maximums are found 802. This can be used
to derive c- h(ﬁb@ﬁ? whigh-is.dhenbestpeare(highesbarahabiitn.alangng singlenath pbiime t, which

accounts for the first t observations and ends in state x:. In other words, we can see: g ,(t)= max P[q,
171=02 ...0, 2J°HrH, Yy Iaaissonwenpavacqressialy; (X" (Ebytmenimishé ith g A iaMm
[0051]FIG. 9 i@mpgﬁdwlﬁgﬂigmgf the state and state transitioning of the HMM. In our example
HMM implementation, the initial state 900 is known. For each transition from the initial state to a new

state, there is/8PPAkso Ml ks dANNBRBPEYEKING O VKRS o i oS ados bt & B Shs P88 o ciated
conditional prehadiifys S0BiGT he: conditionakRirRablit: Q0B iadhrRrabaliity of raseiving.aiparticular set

of observations 902 given the state. As the HMM is trained, using these prababilities, accurate

predictions caf?HEHalRan AL RIS Starsepiried andhs Waskibersyiotindayy dith An

probability, they ¢apkhe Usae.ta delerping thingslikel tie.mastlikelsseauenrs.absaiedtiansitions.
[0052]FIG. 10 is a block dizﬁ:ram showin(? the structure of the hybrid model implementation of the

HMM. Tn this iR armeTy it Ve e wrsdar ot remkst trethiehi beid B Wast
historical trip éajaokeQthsQncadissaiaadsthevaateleardeiializedHofkin e trackingdevice
depicted in FIG, 3. Once the model| 1003 is initialized, the tracking device can use the real time

observations TOOE APRENHs! 118 HiSHEMP HIENBIORER5 TR TROLE Bristbl8 fatset 3t BhE the most

probable pathipradictiondis madelbedynamichebayvioneiithertracking davicasrRndwpadated 1008 in
accordance wijth the best preﬁ%gtiorf 1007. The model 1003 can the& be updated 1010 with the newest
observation 1608, SihEE Y HEHEI1E05!AAS BERKLPARNAY SOABIHEAL RV B BT $om the
updated modetat@@4 wwilldae inoproved, thereby, allowing the tracking device to be more contextually
aware.

Structure of the Hybrid Model

[0058] Due to the battery constraints on the tracking device, location data can be

collected at discrete intervals rather than in a continuous manner. This restricts the amount of
data that the device can accrue to train the HMM. Before the tracking device can confidently
use the HMM, the tracking device can gather data across its state space. If the model defines
the state space as all locations in range from the tracking device, the state space would be
large. This means that to train the device on a tradelane, the device would need to perform
many journeys on a tradelane before it is able to use the HMM to make accurate predictions.
[0059]  An additional limitation due to battery power consumption, is that the tracking
device is constrained as to its available processing power. With a large state space, the HMM
would require a large amount of memory and processing power from the tracking device in
order to make predictions.

[0060]  To reduce the time that it takes to train the model on a tradelane and to reduce the
amount of time and power that it takes to process HMM predictions on the device, the HMM
can be implemented as a Hybrid Model. In some implementations, the Hybrid model uses

geofence zones as quantized states, to significantly reduce the state space.
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[0053]FIG. 11 is a more detailed outline of the Viterbi method outlined above. The Viterbi method is
recursive because there are recursive relationships between the states in the HMM according to the
Markov propeay0iHR Ak rbi method returns the best prediction 1104 for thBGIEKSHItIS Btate at time

the current stapggyer thaentiigigetofiabservatiopscai@nthemnregictivnadaevdiehdransitiep will be
most likely. This computation occurs until the entire state space is examined and a maximum

probability is ARMEMEIBEORRFsEROPIBEesToiHE tHE f oSt Hrabdbid Pathipratitignidtan keep
employing thigmethad, foj,each rRRsERUMVE.StRIR. ksering pointers.from cash, state Argdiction to its
previous state, until ' we reach the final state. [0054]THe forward-backward method is illustrated in more
detail in FIG, k2= Ehisomeihad is tised densimoativagtimatas. che:intinlme thihonethod, gtédkes in
probabilities regardinﬁ th@ifirs&st%te a%:fveg)l as the P%iib%‘$et of observational values ]AZOO. The
forward-back &t Mo E0s SNEBOPIsHAr] p abifitfes ?fp%%agﬁrsre]ﬂt 5H¥Peturns a
set of smoothed®stimaies 4nd théhecelatient timed 20kt Theichethad fikst filtaiedhesiata Eavng the set of
observational \{%Iues.lzo hen, the forward robabil'ﬁies gre use alotﬁ? with the backward

: n
probabilities t8HOAGHEe arld SRBSH R dhta F205 S LEH B8 USEi bt I HEE M d 8 MRaining the
HMM. [0055]FRI&&S. 13A-I13C illustrate various examples of dynamically updating tracking behavior,

based upon t ated predictjons qf the HMM. This.update .of dynamic behavior can include
ineresiing the WHgiancy BB o AR B4 T L e Ry oA IOESh dita 1300, o
decreasing the frequeney-of cotlecti que(lg,i]qugqig% gg_yadp@g povyen cp@gmggg by the tracking

device 1301. This update of dynamic behavior can include in¢reasing the frequency of sending

communicationrigyiostsaioneducs she tatengyisahthedepdits d30asoiodeceasing shadtegueacy of
sending communication reports to reduce power consumption by the tracking device 1303. This
update of dyntiri¢ petmthopsaivinsckidencsingerighpicaiostipadyimodes of a navigation receiver in the

racking devicg, i GreAPRARSIaP, o1 Iocaen A IAAN & 1AL AGPUIARY Modas. gl he

navigation receiver to reduce p Asdaption y the tracking device IS updateof dynamic

behavior can ipcidela seleriing acommunicaiion channeliftam ARGy eh availabie, gmyaunication
channels, and sending communication reports on the selected communication channel based on the

region or locatitoMiB tRE RRACEILIEENTTHES 0 FRRR8f AYHERAIAIBOREY FOF Uas RRIifdBYEtermining
whether it is cost-effective to report the eveptal/the,partiowartime based at least in part on the type of
the event and the cost and resources required for re%ort%based on the region or location of the

device 1307. T&pdatécorfyrarsardsibekapi edelRifidg SRRaRdtBr [srdslanedin

communicatiopihiameeleanaihe ishefexsisdedieommunicatianchannels carespendingme the
particular geographic region in which the asset is currently located 1308. This update of dynamic

behavior can HRFAdESHEIBYRSRiNG SHRRGHBFYSTHE BesUiswlsaait By ARtorspg SR il dYate in or
gate out to or frorRag:supmly GligiR-RedRLILY. Jhis rasateafidinamic HehpMietsan NElden

determining an occurrence of change of custody of the asset beirég shipped 1311. This uﬁ)date of

dynamic behaiBHEHC it it Ldjsabial-agrimiedddintratss mrdel SParivdrofthe asset

at the destinatigiathBdZor Ris siRdate eitenamisbebaviarcaning was delaisintag @moccurrence of a
stuck shipment exception condition 1313. [0056]Other actigns to update dynamics behavior of the

tracking devic#dded Ghon thelsHatsd: bigioud SeamsmEnesird sedsises, sosmdete b dinents
beyond the spegifisexamplas sheWikimEd Gethdel0G6 FJddtsirle ik MiMreraklee feagking gdevices can

share data by traversing the same tradelanes. FIG. 14 shows the tracking device bein% activated 1400

to start retrievitioedNte X RGPt dbaP RHEF it GoRrTENFRS s IRt R a B 4BRIhg B8tAcRAS Heactivated

1401, the trackipghtevicBapdll aiivaal 402 it Reniratiegationph e liis dakamillbe dploaded 1403 to a
central HMM repository 1404. This HMM repository 1404 can be 1used but is not limited to processing
all incoming dataiGH S BTLCaeNEs 3 SRETM § PSSt AL, Seriene EiRRRHER0LSIARY 1404,

data can be dewpieaded ibtaaoyniRd tsaskipgrdacescibal can ubecthe datachrethisivay tether
tracking devices that arédepartf'ng 1406 will be able t downloag 1405 and use.aEr}g ata relevant to its

journey that WS §atfrercBHT En§BHE%iRIS AFiARY TEEKMY deVivss'1 462881 'fhe Hybrid

Model away from the center node of the geofence.

[0065]  FIG. 16 illustrates top level logic of the Nested Geofences method, Tracking data
1600 is used by a nested geofences model 1601. If the nested geofences model 1601
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[0058]Due to the battery constraints on the tracking device, location data can be collected at discrete
intervals rather than in a continuous manner. This restricts the amount of data that the device can
accrue to trAWPtHE IRMIL2Before the tracking device can confidently use thePEMWA20H& 48 EKing device
can gather data across its state space. If the model defines the state space as all locations in range

from the trackiistgailrehthredaaapa Cehpot @ bisafaenhis vise aneu dic g draiskHee thed on a

tradelane, theggleyiaRWAUIA REBAIARETAIMIERARIOHIRENS A0 & radelangdbefore it is able to use the
HMM to make accurate predictions. 100591 An additional limitation due to battery power consumption,

is that the tradRiMldevitis [dobiesiziss o 46th Rechvaitang pfobedemi polerNewpt Seafyecstate space,

the HMM woulgkiequirg anlras@amerniekmamery ane:progsssing rRVeiireRkthadiacking,device in
order to make predictions. [0060]To reduce the time that it takes to train the model on a tradelane and

to reduce the BFSUNEGI AT DA ERs hreakeld 1 WHroEREEIgM R IFaEs ORI B B ice, the
HMM can be ippletienied as acbivbeidioae!iJansome inp emenations: thedhderidimedgliuses

geofence zones as quantized states, to significantly reduce the state space. Technical Qverview of

the Hybrid MJQeHifa0w it SIRBI- SrEHRE AtpacaddBribebrsd g dsbighesids nEasatsifsn. Other

implementatiogs e Bl ROsKIRIE. e RiaR HRaLS iR RN IR inanpintervabiiisthe range of
possible locations and activities A., =,aa where gz e Geofence Zone and c ;stationary, in motion}

denotes activity i thsefseee {F@4baset BaMg hehagenterceeyshes gt prrbatimsuasalie because

of the "noise, "MiiRACHURAGES R RS QFatignifpeasiEmetis @nch thendeviatiaRs Ot the agset vehicle
from the predicted path. Each observation, 0, for a given time t is a measurable collection of data:

sensor data aMA"FRACKTC AR $o0E29F 198 TRt RoTYAESHSHERIb ASpFTIsaniliRy Bt #7I8Ss give
here (Equatiogab)sdd 3R besupprdscabP (Rai gk dled@ e RB2 19Zo s dchirpsikian gl Zene: P(9z |

gzl.,al) is the probability of transition to a new geofence zone at time t given the previous geofence
zone and pre\ﬂbﬂgsﬂg‘t%geofemce to declare a staté change.

[0067]  Based upon the geofence status, the tracking device dynamic behavior may be
updated based upon entering a geofence 1701, exiting a geofence 1703 or persisting within a
geofence 1705.

[0068]  Various actions can be defined to be taken to update the behavior of a tracking
device, based upon the trigger of entering a geofence 1700. This update of dynamic behavior
1701 can include increasing the frequency of collecting location data to increase granularity
of the location data. This update of dynamic behavior 1701 can include increasing a
frequency of sending communication reports to reduce a latency of the reports. This update
of dynamic behavior 1701 can include using higher accuracy modes of a navigation receiver
in the tracking device to increase accuracy of the location data. This update of dynamic
behavior 1701 can include selecting a communication channel from a plurality of available
communication channels based upon the region or location of the device. This update of
dynamic behavior 1701 can include determining whether it is cost-effective to report an event
at the particular time based at least in part on a type of the event and the cost and resources
required for reporting for the region or location of the device. This update of dynamic
behavior 1701 can include utilizing preferred communication channels or excluding
communication channels corresponding to a particular geographic region in which the asset is
currently located. This update of dynamic behavior 1701 can include determining an
occurrence of a supply chain event, including a gate in to a supply chain node. This update of

dynamic behavior 1701 can include determining an occurrence of change of custody of the
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Transition of Activity: P(a al,gz,) models the probability of whether or not the tracking device is moving
at time t. The model is initialized with the information that, in most cases, moving tracking devices
continue to MV HABdh-moving ones continue not to move. Nested GegRAES MOWEISST063]The
Hidden Markov Method and Hybrid Model provide context for tradelanes in which historical data is
gathered to tra%eEH@lﬁﬁoéiéPPﬂi:is hhétomdaicaatlmntetisbasivailie whaAchitdt deisimBMET shipments

through a new,fradalapeibisdisielieal datawill 3lsanrid e ayaiakieddar shipments that stray off a
planned tradelane due to supply chain exc%gion events into new tradelanes without historical data. A

Nested Geofel88 mod&r s Hidne Lapsbing foPedabyhioiMplatnisxbsbristeteekdgo train on
previous histogica!datae | Q64 b Gridver bustmins.a:natignal msanple Rineed aasfepaasground the

Port of Oakland terminal. The distance between the geofences is drawn close together to aid in

visibility, wherb4s ifagrdegieectieyenee fe I ransRen O mertls i drcapient B EPtsRUSh iPRYGIarly

shaped terminghgamyBsnreprasemnisd y qruiiplertouching recianaylanerisnaes: Asmailtagking device
on an asset enters successive internal geofences, the context of the shipment can be recognized to be

approaching ¢RS8SMEAdTEBERRE kB I HBRRHCEH M HaBtTdRERIUCLPRETEEN S ERATIY Blidkessive

geofences cag-Reinseeviecrecagnisastdepaytidsi@n@nian e cantRiedeisf 1begerianscs.
[0065]FIG. 16 illustrates top level logic of the Nested Geofences method. Tracking data 1600 is used

by a nested gBOSAELBRAEL B0 7SGF 1156 RLSINACROBIRIFOES BRI R Hetdrsniliastndiife dynamic

behavior of thgyirackingdeyigezhauly beoadinstreldf0%Ithan theadikstmenhisimade tothe dynamic
behavior of the trackiré%device 1603. [0066]FIG, 17 illustrates a next level of detail of the logic of the

Nested GeofetEEdth&th B AbLh (e Bechaarihifeatdemdhs e nedorsten &kiths geofence

1702 or persislewighinraigepiiencer pasiaidimadiuestiol i Al krtasosmaeoientrlir 0dsbased upon
being outside of a gcofence for one location update, then inside the geofence for the next location

update. Simild§BGHIAGRAYLBIERRY 1762 FarBUaqiRso5diAY TRYHEPaT £ A EBRAEE H5rSRY location
update, then autsiciecthesgeafense:{osdhie-next igeationfupdatesiBersipiagowihincalgeafemsr 1704 is
based upon no change to a geofence status past a time, threshqld. Due to variance in accuracy of
locating a traemﬂﬁea@ﬂaaagﬂ@%rﬂﬁmefﬁﬁ@?éneimeo@ 198 Bi5 §d[t)>‘f°é‘?ﬁ’é‘m‘f§“§1b‘él@f8}%%?ror missed
detects of entexiigialaeatensralhiesaiialsegaeipiernsiaiusesRanibesuppiRseebDIiMEgkating over

time, to require N consecutive locations jnside oro side of a gc_ofe_:nce to q,ecJare state change.

10067]Based Goh e BRIt o PULKIRG DAL PRRAAL oAb B sy pgrmining
an occurrence of a supply chain event, including a gate out from a supply chain node. This
update of dynamic behavior 1703 can include determining an occurrence of change of
custody of the asset being shipped. This update of dynamic behavior 1703 can include
determining an updated dynamic estimated time of arrival of the asset at the destination.
[0070]  Various actions can be defined to be taken to update the behavior of a tracking
device, based upon the trigger of persisting within a geofence 1704. This update of dynamic
behavior 1705 can include reducing the frequency of collecting location data to reduce power
consumption by the tracking device. This update of dynamic behavior 1705 can include
reducing a frequency of sending communication reports to reduce power consumption by the
tracking device. This update of dynamic behavior 1705 can include using lower accuracy
modes of the navigation receiver to reduce power consumption by the tracking device. This
update of dynamic behavior 1705 can include determining whether it is cost-effective to
report an ¢vent at the particular time based at least in part on a type of the event and the cost
and resources required for reporting for the region or location of the device. This update of
dynamic behavior 1705 can include determining an updated dynamic estimated time of
arrival of the asset at the destination. This update of dynamic behavior 1705 can include

determining an occurrence of a stuck shipment exception condition.
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updated based upon entering a geofence 1701, exiting a geofence 1703 or persisting within a
geofence 1705. [0068]Various actions can be defined to be taken to update the behavior of a tracking
device, bas®OdN R Rigger of entering a geofence 1700. This update of yRERAIHEHEVOr 1701
can include increasing the frequency of collecting location data to increase granularity of the location

data. This upd3¥81df dyhBsricpaRIAG APOTCRERAREILIRE Trierdashass & drersaunplrbisdiitifm

communication epRIslRiAeduceR 'alensy.RdneJepakisuddispdale eigvnamiscbehavior 1701 can
include using higher accuracy modes of a navigation receiver in the tracking device to increase

accuracy of tH84é8atioPHstACTHS Gogsaicahdymih hebaipinbihe At ldam drdrsdesd seang'a

communication gaanpel o e lurshionohay ilalit.commkcaHashann 8ls hrs e upestbe region or
location of the device. This update of dynamic behavior 1701 can include determining whether it is

cost-effective $*PBTt an event at the particular time based at least in part on a type of the event and
the cost and resources required for reporting fogthg,regign or location of the device. This update of
dynamic behavior 1701 can include utilizing preferred communication channels or excluding

communicatioERannelde5rkep oty I &hpdriiohiat Yoderaphiiertdishafriaide dabraadds is

currently locategckhisrurghatenfidynamic Rehaviasdal dpeandnsludeidatey miringmRn @seursence of a
supply chain event, including a gate in to a supply chain node. This update of d%gnamic behavior 1701

can include débIRfRihg dRsbediirentdBEEREHYE JPRUStBliP8f thb BestpingipNeiEM%s update
of dynamic bahavier 15@docantinciosie detennimnganHpaaiadvipaneeaiimated tmewfdrrival of the

asset at the destination. [0069]Various actions can be defined tg be taken to update the behavior of a

tracking devicE Ha¥tl Bpch tha ey gErarekitaiy Hubsretet a #pnThisPapate of Bmashiebehavior

1703 can inclpdgcreduginshthefienLsnames saleetingd acatian datatoseeuatipovariceostinption by
the tracking device. This_updﬁé‘?‘ of dynamic behavior 1703 can include reducing a frequency of

sending comnfaATER IRV IEPSARS RearERswd tofsintPticby BB ARG devitte IFKIGpdate of
dynamic behaydpiviofQ3 mambeidevisingriawer accuracy modes of the navigation receiver to reduce
power consumption by the tracking device. This update of dypamic behavior 1703 can include

selecting a colthicatititr afnal Hokh desarhitP ot Atiks s Mtmitaidn A SR 'BEsed upon
the region or Ipration: ahéhe deviceardhis update of shmamigbehawioni 188 sandnelugdegeigrmining

whether it is cost-effective to report an event at the particular time based at least n part on a type of
the event and‘ﬁfﬁ%t%&%%w&t}%‘%%ég PUGRIEG O F%ﬁ?ﬁﬁgl?gp th%eféb‘?ﬁﬁ?ép?d@ﬁdéﬁ Yt device.

This update ofidyifamichbehayiprd P reasinaludadiilizingipraiaredovopdmemnigaticonehanaels or
excluded communication ¢channels corresponding to a particular geographic region in which the asset
s currently locAtel S d5HATe S caML BeNauib A Fo3 Esth IROTIE Netb ARG A6Eiimence of a
supply chain evest, indudiRgmgrtetiewtifcanita s vppbdchairsiois tdhisdpdgate abdynrampedehavior
1703 can include determining an occurrence of change of custody of the asset being shipped. This
ndate of Oy BTNV 1 A R ko RGeSO REAB i of
arrival of the aksetmatdhd deplinatiomn a[@OI] pdatiausbactianeXxalt bedefinedith beftakéndesupdate the
behavior of a tracking device, based upon the trigger of persisti ithin a geo e 1704. This update
of cymamic bHEV LA G RETIL RIS o Rl G BR OBy S oadh ALk i educs
power consunyatian daycthentrackinchelestiaeior bishe pdatken gtichinanatel behavipdaltstD5 can include
reducing a fre cy of sending communication repqrts to reduce, power,consumption by.the tracking
Gevice. This (LRL of oI HORR A0t B LA BLEITSEY It B e
navigation reagivies, tbacedugepamehiagnsSmpiioPahyrine trackiig deviceonidis updatepddtelyriamic
behavior 1705, can in%ILhde.determi |g? .whetherit isfcost-effe(ilivgtot.reqort an vter%t at the particular
time based atq i ﬁaﬁllgﬁcg%}%ceu e SV ahd ThE ot & eeglgu%%sope%au%reod Torie orting for
the region or lheairamibfithe titeibeafidisispdaie ofsisnantidybenhaviehdvi@Sceamohelodeddetermining an
updated dynamic.estimated time of anival of the asset at the destination.. This ate qf dynamic
ehauior 1708 EAHETLAS dOTBT G I Dk Hee S LR R AR S on. wo
2011/022412RGi3/usRe1 @045 #761§00¢idTibe seupddies ofdyasingcthe handoenty Obfcamibieghased on
accumulating data fromtmulti Iﬁtgacké%g qEvictesbanfiﬂgJownl adi COHt?thfl%| datatgﬁach tracking
device. [0072fOther attions 1 Update” dynamics béRavior SPthe trackifg devite based tipon the
context of thecassetbhipmeéntiagetipossiplendn othendimbodimenisabeyongbthetspediftc examples.

Sensor Model, (007308 tidpendaroy.MethadsHyRre Wegel.and figsted Gaolence Mage! provide

higher accuracy modes of a navigation receiver in the tracking device to increase accuracy of

17



context for shipments in motion. An additional capability is required to determine context of shipments
at rest. FIG. 18 illustrates the top level logic of the Sensor Pattern Matching method. Sensor data 1800
is used by tNEOSEhEB2PEtern Matching model 1801. The model 1801 will nR&EN B2 B sensor data
1800 against a library of patterns. If the Sensor Pattern Matching model 1801 finds a match and
determines thﬂ?@t}?éaél%éi@ﬁi’c Ebﬁamé%twﬂ@wm#@wne@@nﬁ%d& BENgdIstb AT 802, Prdssthe
adjustment is fpage, Qi S AVRARIG RehavienRile SREKRGLABYIAR 1803nfQR(AE 1 Bhil Ajg.a flow

diagram showing the decision tree of the Sensor Pattern Matching method illustrated in FIG. 18.
Sensor data i$USEaBY hsbavgderddadedrira e hse oo doirdur (ayter@sat atthreshold

1900. Becausgopthenges:te sargenvridiadlifpebihe Rattemter.onsrations. dhe lirckingdeyice isin a
low power operational state. The tracking device uses the motion sensor as a trigger to wakeup to

perform a speEitiistEh [spr g des thinisaitnatirertHotod dicdeteca thpbsHeAactRé S iy device is
triggered to wakeyp A6 aRliest Relpm Rt 1@ opecalpIometardaia)int hgiRcsalatometer data

is then matched to patterns in a stored pattern library 1902. If a pattern match is found 1903, then the

tracking devic® Wik EEESH) T8 oY iAATR s ply BieRitioh EE%RC 98 forth b4 feidPid Wtermining
that the behavigmof theptragkingpdenice naadsdobeindate A7 AVaRMsAstioBsGaRB defined to

be taken to update the behavior of a tracking device, based upon matching a Sensor Pattern in a

supply chain CA8 TR P @atbor e M BIRstiot aMni e HErRISSR T FEGENES of
collecting locafignsiatacteninpiershaGranuamity @hths iecation Hatdsct ishdreate.abgynamic

behavior can include reducing the frequency of collecting location data to reduce power consumption
by the tracking8icd. SRR ARSI §fa il BeHAGENRRS HLRIIETTRRTB Kidg tHE ety of
sending comrakisasiosbRERIGHS to reduce the latency of the reports. This update of dynamic behavior
can include reducing the frequency of sending communication reports to reduce. power consumption
by the trackin§ 8&lice. THIS URYALE oF dPHaMiIc BERARDFEAR R VsiSg RghEPREl At modes of a
havigation regeiveplintheii@eckingdevice imingraserceupaad e lesatianddaa. This update of
dynamic behavior can include using lower accuracy modes of the navigation receiver to reduce power
consumption B3PTHE trabldlisy GaoR P#Hf%&%ﬁ?&”&ﬁ amﬂﬁrc%&ﬁak%akle&ﬁ?ﬁlemhwiw%m?ng whether
it is cost-effectivgcto repar ansaveipatiheRapiciias timehaseshabdeastitin RIthanietype gicthe event
and the cost and resources required for reporting for the region or location of the device. This update
of dynamic beWaWBFEan include determining an OCCUITC11CC of a supply chain event, including a
gate in to or a gate out from a supply chain ng@depareineiuging a crane load to a ship or a crane load
from a ship. Thi date, of dynamic behavior can include determining an occurrence of change of
custody of ine LA et ShHBaBHT AR S JFely e R NET Ear LTS HERH g an
updated dynarmyjrestinaiechtingl ehartivat efstheragseat Muitigndestimation. ilksaupdatehof tynamic
behavior can ipclude dgtermining.an occurrence.of a stuck shipment exception ition.

100761 These e o Hyrimed B HAUHISc o 55 B Cl o SEBL TSN dBR A L ¥he tracking
devices; and doywitsadingicandext2ad datial taanl tackingaeline2(007 A0thgiactions o itpdate
dynamics behavior of the tracking device based n the context of the asset shj nt are possible,
i other emboEL BB5OTA sl A B IRR b A BInEE Wb B 0751 T Wgid tBhing the
system that camhing ddtiecNestad @eaoficocks meddd litie Hduridhdcce|dnethadtand dhefSensor Pattern

Matching method is jllustrated in the flgw diagram of FIG. 20, The.tracking device | abled with the
Hybrd model (I600) S BgTILs iSO DA AT BT AR SR SR DA CE It a given
time in its jourineyljassinglibisdatd, Gt cete ermags dw2005e whlinreoiiennor Istatiaabite203); If the
tracking device is in mation, it looks t e ft exists historical data that it can use for its current
losation (2004 I Atdb st N PRERLAEA A NS e 0, PR Lo e
Nested Geofencemethbild 2005)nwhitie requitestubistatdatidata Emalbe ;i diemadbmgitierdes the
Hybrid MOdeli(szs%%B whi?h wignﬁégiﬁ% the Eg%ttgri%%tc ta anghtf&e(r{dﬁrzrent tracking and sensor data to

'y, 1T W, QIO n 0 e
make accurate pre Ictions Fina etracking device IS5 MToha y, It will utilize the Sensor Pattern

Matching metf@dqRO0FIG. 21 illustrates a system with a processor, which is embedded in a tracking
device 2101 and attached to an asset 2100. The tracking device 2101 uses a communication
interface 2103 to send and receive data to and from a central repository 2104. The processor
used by the tracking device acquires sensor and tracking data and is configured to utilize the

HMM, the Nested Geofences or Sensor Pattern Matching models 2102. The processor then

18



[0079]FIG. 21 illustrates a system with a processor, which is embedded in a tracking device 2101 and
attached to an asset 2100. The tracking device 2101 uses a communication interface 2103 to send
and receiveN&t20id/8dom a central repository 2104. The processor used 0¥/ tHE 8k gtdevice
acquires sensor and tracking data and is configured to utilize the HMM, the Nested Geofences or

Sensor Patterts# e kg ez raheng frreths srsistor tbst fedy it cdibrids A Hatrskdtefrom the

models to adjystithe fynagme hrhavanaidiRiracking aeuics 2R (HRIRY e CAmMyYpicabiQn interface
2104 to make reports to a central repository 2104. [0080]The combined models provide a

comprehensi\?el%t of methods to determine when to dynamically update the behavior of a tracking

device. This upggi¢ of dyRBNBGRENAYIRICRDNEIHAsIPRIRASINIshefRamManay Qligaligetingjocation
data to increase the granularity of the location data. This update of dynamic behavior can include

reducing the freduerirlyadly coleiy rebarion derdreskisasErisowdicBpdipitbHasyeHsisking device.

This update of.gynamis RehaviQr Gamijekide dnerpasing fhadraauency Rl seneipgeammyieation
reports to reduce the latency of the reports. This update of dynamic behavior can include reducing thc

frequency of SBh&RY e MFUNTER B FE G TP Bl Heieh dBredistreringyhp & errerfg levice.

This update ofglyaamitbahavien tarinelsiesingighemasciiaeycrades R a navigatienoreceiver in
the tracking device to increase accuracy of the location data. This update of dynamic behavior can

include using foRERIa Sebsiey b HsLdt tresastigledir eyl f61ERs CeHBRIEHBMSRNSHEN by the

tracking devicgdlhishepdateyafrdynamicdenayigreaningtsseiseleating a.cammnnicating ghannel from
a plurality of available communication channels based upon the region or location of the device. This

update of dynZRIREHIhAIGRUAR SRRVRIBICHURS ASRAFTS tR Hebiis: ROTCEGOR ARG o P JB1EA event at

the particular igrdagad apleasbindggaihen riyperafdheeventand thehepstanstyesowees kequired for
reporting for the re%gn or location of the device. This update of dynamic behavior can include utilizing

preferred comfhUBESRIRCENSh He RO P SRSy Colh GRS RS CHAN et clrEEBoiiing 1% particular

geographic regigndnowlighihe assetds erraotivdogaigdiokbisaipdate afddynamigdenayiaosean include
determining an occurrencg of a supply chain event, including af%a,te in tg or a(i%ate gut from a supply
chain node, of TGk S FArROTBAC T4 BRI b Y EXaiETaE Hoia sﬁﬁ% AL S "By namic

behavior can tghide determining RrAEeUH esehhangeihassey of hedssetbeingshipped. This
update of dynamic behavior can include determining an updated dynamic estimated time of anival of
the asset at tﬁ@%@ﬂﬁﬁﬂ%?&%@ﬁp@ii’g PR RS B IAVISE L ‘?ﬁéﬁ‘ic@ﬂ%‘ier Hir\‘@%‘? Seurrence

of a stuck shipmrrfiesceptianceonditids. d98&iiThesetpdates fdyiamic kehpyioncanheabased on
accumulating %?lta from m@figh%{&acki devices; and dow I%adin contextual data to each tracking
device. [0082]CStHEFSRHGA £ 8%%&%?8? S8HHaGBT OF the YEHG HEVIEE BASETUBTH the

context of therags@tdshipmpoitace fpossiblegivn aihecambadiments keyonsishe apecfidexanples. WO
2011/022412PCT/US2010/045776 [0Q83]The f%fturﬁes described above can be implenleééﬂed in digital
electronic circR§ty Sr it CorPUSE natiiedie, RFRISTe, SORUHEALn BHIRatiohs BFIHERS. The

features can kerimplecatnietime cemppternograpupicty et tgngiiilyrerhddietiih dcampiiter
eatehe med g TSI Ao el el oot
instructions toapaifpifehafictions, dhéheidescibedrnplemegiationstiynopepiigcbaiinmuicdata and
generating Oultlli)clfltlding a crane load to a ship or a crane load from a ship. This update of dynamic behavior
can include determining an occurrence of change of custody of the asset being shipped. This
update of dynamic behavior can include determining an updated dynamic estimated time of
arrival of the asset at the destination. This update of dynamic behavior can include
determining an occurrence of a stuck shipment exception condition.
[0081]  These updates of dynamic behavior can be based on accumulating data from
multiple tracking devices; and downloading contextual data to each tracking device.
[0082]  Other actions to update dynamics behavior of the tracking device based upon the
context of the asset shipment are possible, in other embodiments beyond the specific

examples.
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[0084]The described features can be implemented advantageously in one or more computer programs
that are executable on a programmable system including at least one programmable processor
coupled to redeRR14R& Bnd instructions from, and to transmit data and instRéK&A3049/4d3¢a storage
system, at least one input device, and at least one output device. A computer program is a set of

instructions thP83h bellisderteivedenrdrcthapaetrpnibcdBolripriter 16 Y risdreBR&IFFEENVRY or bring

about a certaif} 1@siihd SRHRRHEEHRIQAFRNSARREWIHER AR IO RIRrogramming language (e.g.,
Objective-C, Java), including compiled or interpreted languages, and it can be deployed in any form,

including as alSRIHAEKsHe PGP W 8 B dliebApahEnendhodied ih e, erTBrHEF drifdiftable for

use in a compyEngeNYiFoNmenhiPPGelSNiaRIeRIAGEIROMR o NG EXRIHIBN Of RAFABIRIPIOf
instructions include, by way of example, both general and special purpose microprocessors, and the

sole processotBFesie hMEBRY pieResEbls dicHErEsd dahpiasanabim pinses e ierailye & processor

will receive ingtgsedians angdatadio PeAseadRtyINeMAYI QL ARNEPRRGEARM MSMREaAPOth. The
essential elements of a computer are a processor for executing instructions and one or more

memories for SRt $a&ARERSAS 4 BEPY  Generally, a computer will also include, or be operatively

coupled to coypg4picatenwitis @NRETAALE; NASHSIARUERKICRIRISIOFIRG datafiles; sHeh devices
include magnetic disks, such as internal hard disks and removable disks; magneto-optical disks; and

optical disks. SBRHE AEREEEYS dhntae TEFRARIHRP SribeaRg Bl sien frelyting Mdstittdss and data

include all forms HfARAbYOlRtIIRFIC BRRdN6 Haine: R waydah example emisendueigsmemary devices,
such as EPROM, EEPROM, and flash memory devices; magnetic disks such as internal hard disks

and removabl&8iEkEAHGH ot dstic P igksy i ETROMGHAUDIATIRGRA diskesting prédtssor and
the memory cai ke supplgmenteshhyn ardneaspPRkaieddns A cs (RpRbgatiREPadHiatiegiated

circuits). [0086]To provide for interaction with.a user, the features can be implemented on a computer
having a dispfa§°dEAEs SRIFYL 4 ERF SIS BT HEBRY WA L3 il crySeAIPHRIER Honitor for
displaying infeamationrtgethe user fand arkeybaardiandhagneiptieg denretseah gsva)matiseiar a trackball
by which the user ¢an provide input to the computer. [0087]The, features can be implemented in a

computer sysfRM I ThAHRS S ARRIS ABMHEHERE, SHEN Sk A PR NRS IO &4 Antilides a

middlew are coppgIentnsuehas ananglicatitmSerabouait | eorrt Seiveniabthalingudes a
front-end component, such as a client computer having a graphical user interface or an Internet

browser, or afy COHBENER S Hem. The components of the system can be connected by any form or

medium of diggessiata sampepicationstighhasaagimnaigaligmnetweiscion mples ohcaaymunication

networks include, e.g., a LAN, a WAN, and the computers and networks forming the Internet.
fdndiimehii T nR S Aot b et O A

from each othef ranid figeallysitaracttkrooghyanetwakmpihe. relationsnip phalient wid-sgiver arises by
virtue of computer programs.runping on the respective computers and having a client-seryer
elationship 9 B IAGBHOT A BTG At GRS 585 LB Nedheless, i
will be understeedtiiiaiisatinusimedifisations mpydesondoiecfcoit@xampletielsmeantsobomeror more
implementations may be combined, deleted gni?difie , or %Pépplemented t(j form fu

: h
implementatiolﬁgr.nﬂ%@ ?%%8‘{1?&%%}?&%5, e f8gic oW p?cf@@?ﬂtﬁﬁévfbﬂ s (@[“rﬂ%[[ %aﬁire the
particular ordepshavaly csuptguenialnitiesdevachiavedesitablesastis. do rddiiomoatipatagteps may

e rovde, o St mpybe Slled o e Sepetbelons i copeqpensarbe
scope of the foligwitgopltaihdisks; and optical disks. Storage devices suitable for tangibly embodying

computer program instructions and data include all forms of non-volatile memory, including

by way of example semiconductor memory devices, such as EPROM, EEPROM, and flash

memory devices; magnetic disks such as internal hard disks and removable disks; magneto-

optical disks; and CD-ROM and DVD-ROM disks. The processor and the memory can be

supplemented by, or incorporated in, ASICs (application-specific integrated circuits).

[0086] To provide for interaction with a user, the features can be implemented on a

computer having a display device such as a CRT (cathode ray tube) or LCD (liquid crystal
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CLAIMS WHAT IS CLAIMED IS: 1. A computer-implemented method, comprising: receiving
tracking data for an asset from a tracking device coupled to the asset, the tracking data including a
location of tMeO22dé03Hd 2a timestamp corresponding to the location; utMEiY |BHMHEA'Markov
Model to assess a shipping context of the asset based on the received tracking data; determining

that a dynamiéifidhavismietiy thaelvigedeiaidonniadiestad bASEwH the SPIHIRG doiftext,

wherein the dynamic hRhavigrGRresPandsHRIChaNAINEA SeuBURcatioR.caapagkof the tracking
device; and based on the determination, adjusting the dynamic behavior of the tracking device for

the asset, whé?8#f ladjuin & tHacayanfid BRRRGIBdHBIa seeRHENYHEHBE SirMishit RgheaHannel of

the tracking deyigsA@m @dirstcommuapication ehannel iR ASataNseRM MBIt &gk 2. The
method of claim 1, wherein adjusting the dynamic behavior of the tracking device, comprises:

adjusting a fréGREHEPHPESRECERY ISR 4R & ihetdadBdghan liklignd empRication datd for to
reduce power GeRStRBLRN Y itheatraghing deMicRerBed beanatiad sl dr whetsiniasivgting the

dynamic behavior of the tracking device, comprises: adjusting a frequency of sending

communicatiotf FBBrtd 6 FeBRRE MY Aldhe SRS TR P ALISF I Rt oW stien mibdigiaby the
tracking devicgat.4cdib@uneiines ofdiaim 4. cvherginadivstingdine dyranpdehaianhibgitracking

device comprises: using higher accurac% modes of a navigation receiver in the tracking device to

increase accu‘?%@ﬂ%‘ﬁﬂ‘?él‘i‘éﬁéﬁ%n%’&rw P%Wﬂﬁ%@%%%ﬁé@%%%h@@gﬁ% to reduce
power consungu#sn by the HaeKING 9RYEEE can include clients and servers. A client and server are

generally remote from each other and typically interact through a network. The relationship
of client and server arises by virtue of computer programs running on the respective
computers and having a client-server relationship to each other.

[0089] A number of implementations have been described. Nevertheless, it will be
understood that various modifications may be made. For example, elements of one or more
implementations may be combined, deleted, modified, or supplemented to form further
implementations. As yet another example, the logic flows depicted in the figures do not
require the particular order shown, or sequential order, to achieve desirable results. In
addition, other steps may be provided, or steps may be eliminated, from the described flows,
and other components may be added to, or removed from, the described systems.

Accordingly, other implementations are within the scope of the following claims.
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5. The method of claim 1, wherein adjusting the dynamic behavior of the tracking device comprises:
selecting the second communication channel from a plurality of available communication channels;
and sending communication reports on the selected communication channel. 6. The method of claim
5, wherein it is determined whether it is cost-effective to report the event at the particular time is based
at least in part on a type of the event and the cast and resources required for reporting. 7. The method
of claim 5, wherein the list of preferred communi B¥@hannels and the list of excluded
communication channels correspond to a particular geographic region in which the asset is currently

located. P{L& etho ofgﬁa’ 1 1, wherein determining the shipping context comprises: determining
AT

an occur event. 9. The method of claim 8, wherein the supply chain event is at
least one of a gate in to a supply chain node or gate out from a supply chain node. 10. The method of
claim 1, wherein determining the shiP [ng context comprises: determining an occurrence of change of
custody of the e(%s%qrﬁ%%%'é 8@?” %_r%qﬁgo SHOE"6 'Shim 1, wherein determining the shipping
context comprisgsedléter trapkiggatatafdatecbsysn arom asticiaterbiniecabaplisttofibessseheat the

destination. ,12. The method of claim 1, wherein determining the shipping context comprises:

etermin AR BRI 2 YR S RS PO B A A S B RSt

method, compristiizing areosiien iy tikeking otied a d@ssesses st o coitexkoigriease® basepled to the

asset, th?htrackin ta including a location of the asset and a timestamp corresponding to the
Sodte et

location; &R H& a for an asset from the tracking device, the sensor data including one
or more of vibratietercatany ¢het austendiatbelzavioaof ehertyavkiay datécef ithn deswd] adttodbsedtom;

determin'{ﬂg &}Bﬁ %8 igorﬁt%%,i% E?&%’lﬁ@fd?/hé?n‘{@%“e%f‘aw or corresponds to changing a
communication channel of the tracking device; and
based on the determination, adjusting the dynamic behavior of the tracking device for
the asset, wherein adjusting the dynamic behavior includes changing the communication
channel of the tracking device from afirst communication channel to a second

communication channel.

2. The method of claim 1, wherein adjusting the dynamic behavior of the tracking
device, comprises:
adjusting afrequency of collecting location datato increase granularity of the location

data, or to reduce power consumption by the tracking device.

3. The method of claim 1, wherein adjusting the dynamic behavior of the tracking
device, comprises:
adjusting afrequency of sending communication reports to reduce a latency of the

reports, or to reduce power consumption by the tracking device.

4, The method of claim 1, wherein adjusting the dynamic behavior of the tracking device
comprises:

using higher accuracy modes of a navigation receiver in the tracking device to
increase accuracy of the location data, or lower accuracy modes of the navigation receiver to
reduce power consumption by the tracking device.
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selecting a shipping context model based on the determination, including selecting a vibration or
acceleration pattern matching model if the shipment is stationary and selecting at least one of a
Hidden Markov model with historical data for a tradelane of the shipment, or a nested geofence model
without historical data for the tradelane of the shipment if the shipment is in motion;  assessing a

shipping context of the asset based on the selected model and the received tracking or sensor data;
Cetormintig that BELAE LSl Y D 2R e B EPSRRIGE0, Ll P R HEIRE
dynamic gshpnigsof the tracking device for the asset. 14. A system for tracking an asset based on
shipping context, the.system comprising: . a communijcation interface configured for communicating
with a tacking AL B O HE U AT ST LA LAY CAYRIANEG for recenving
tracking datarfontbatiaastiaficdstbadkeoking davicenbativackpaytsletatircidangiatroatipical the asset
and a timestamp corresponding to the location; a processor coupled to the communication interface

and confi or: utilizing a Hidden Markov Model to assess a shipping context of the asset
based on the received tracking data; determining that a dynamic behavior of the tracking device

is to be adljusted basarihod ticclship pingheoeitebtti solketaminetbvdyaibenit isclosi/ifestire tpoepixtto

changin Qg(?m'n ication. ﬁL f E%Eia i ice; ? m tion,
adjusting[ ﬁ?e yn%ﬁ%ﬁﬁéﬁ?ﬁ t egsttr%c mélﬁd%%gg \%%ﬁﬁﬁépg&%? %Itn%%gi%g&? jUSt?H%%ESeE ynamic
behavior riegsluches ksapirgthtpthiepasimgunication channel of the tracking device from a first
communication channel to a second communication channel. 15. A system for tracking an asset based

on shippiflg COME niBhSY HETHGABRIRREN the R SUNPIATY @BHHRIACE SOBASMHEY MAfTigeeiving

tracking data for an asset from a tracking device coupled to the asset, the tracking data including a
location &S exduiash goMVNBItAP eoATBSIRARIIREPRNEHS REaiH! A HPrerartieBEYIdhsor data for
an asset {jiphiiie HREKIRG CeMiER: iBieregnsor data including one or more of vibration data, velocimeter
data, and accelerometer data of the asset at the location; a processor coupled to the communication
interfacegnd copfigured for:, . deherminin if the, Shi%m&nt is stationary or in. motion based on the
sensor d&ta or I1d mﬁ%gﬁ&f claim 1, wherein determining the shipping context’ comprises:

determining an occurrence of a supply chain event.

0. The method of claim 8, wherein the supply chain event is at least one of agateinto a

supply chain node or gate out from a supply chain node.

10.  Themethod of claim 1, wherein determining the shipping context comprises:
determining an occurrence of change of custody of the asset being shipped.

11.  Themethod of claim 1, wherein determining the shipping context comprises:
determining an updated dynamic estimated time of arrival of the asset at the destination.

12. The method of claim 1, wherein determining the shipping context comprises:

determining an occurrence of a stuck shipment exception condition.

13. A computer-implemented method, comprising:
receiving tracking data for an asset from atracking device coupled to the asset, the
tracking data including alocation of the asset and a timestamp corresponding to the location;
receiving sensor data for an asset from the tracking device, the sensor data including
one or more of vibration data, velocimeter data, and accelerometer data of the asset at the
location;

determining if the shipment is stationary or in motion;
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selecting a shipping context model based on the determination, including selecting a vibration or
acceleration pattern matching model if the shipment is stationary and selecting at least one of a
Hidden Markov model with historical data for a tradelane of the shipment, or a nested geofence model
without historical data for the tradelane of the shipment if the shipment is in motion; assessing

a shipping contex ofthea set based on the selected context model and the receive tracklng or
onsor data: e EIFRHEG LEE ) O RE PR G S e BT g o

adjusting thierstiraoniedeelepation phiteeriiaaithigg evide! fdnitesidpatint is stationary and selecti ng

at least one of aHidden Markov model with historical data for a tradelane of the shipment,
or anested geofence model without historical datafor the tradelane of the shipment if the
shipment isin motion;

assessing a shipping context of the asset based on the selected model and the received
tracking or sensor data;

determining that a dynamic behavior of the tracking deviceisto be adjusted; and

adjusting the dynamic behavior of the tracking device for the asset.

14. A system for tracking an asset based on shipping context, the system comprising:
acommunication interface configured for communicating with a tracking device
coupled to the asset, the communi cation interface configured for receiving tracking data for
the asset from the tracking device, the tracking dataincluding alocation of the asset and a
timestamp corresponding to the location;
a processor coupled to the communication interface and configured for:
utilizing a Hidden Markov Model to assess a shipping context of the asset
based on the received tracking data;
determining that a dynamic behavior of the tracking device isto be adjusted
based on the shipping context, wherein the dynamic behavior corresponds to changing a
communication channel of the tracking device; and
based on the determination, adjusting the dynamic behavior of the tracking
device for the asset, wherein adjusting the dynamic behavior includes changing the
communication channel of the tracking device from afirst communication channel to a

second communication channel.

15. A system for tracking an asset based on shipping context, the system comprising:

acommunication interface configured for receiving tracking data for an asset from a
tracking device coupled to the asset, the tracking data including alocation of the asset and a
timestamp corresponding to the location, and for receiving sensor datafor an asset from the
tracking device, the sensor dataincluding one or more of vibration data, velocimeter data,
and accelerometer data of the asset at the location,;

aprocessor coupled to the communication interface and configured for:
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determining if the shipment is stationary or in motion based on the sensor data
or location data;

selecting a shipping context model based on the determination, including
selecting a vibration or acceleration pattern matching model if the shipment is stationary and
selecting at least one of a Hidden Markov model with historical datafor atradelane of the
shipment, or a nested geofence model without historical data for the tradelane of the shipment
if the shipment isin motion;

assessing a shipping context of the asset based on the selected context model
and the received tracking or sensor data;

determining that a dynamic behavior of the tracking deviceisto be adjusted;
and

adjusting the dynamic behavior of the tracking device for the asset.
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