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METHOD AND APPARATUS FOR SECURI TY DOCUMENT TRACKI NG

FI ELD OF THE | NVENTI ON The present invention broadly
WO edoaties9t o a nmet hod and apparatus for the proPE@AUZIWS/000655

of products and security docunents using machine

readabl e tags disposed on or in a surface of the

product or security docunent. CO PENDI NG APPLI CATI ONS

The foll ow ng applications have been filed by the

Appl i cant Bopial typmess esskntialiotl sompesitioncfoe stretelpmiarksat i on:

HYS HYP The di scl osures of these co-pending

applications are incorporated herein by reference. The
Fabbdechpphe chtversidrave been identified by their

filing docket nunber, which will be substituted with

the correspondi ng application nunber, once assi gned.
TRROSEr BEEERENCESe Vat bousraBaheds, tsystemsopndally applied

apparatus relating to the_present invention a ,
CEPREFHSE i n tie f BRFEWFHRYAES ¢ perfdi n§O§|&ﬁlaﬁgé{ti ofplied
céﬁﬁogié‘{‘éﬁdf@ﬁt eptschihedopystheaapgl beantadr 1é‘§§d>r§k§‘eealso

the present invention. The disclosures of all of

kﬂﬁ@@eaw%‘ée%hdﬁaﬁ’d{%ppl i cations and granted patents

are incorporated herein by crossreference. 6,795,215
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T§0i728580Bae7 7oA D5IORN IR IEIS £GL Y PsIaenp P5oPyegnant
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value; and limt; a card attribute including at | east
one of: card type; issuing institution; account
WO00a07694 ssue date; expiry date; and limt. PCT/AU2005/000655
Optionally, the coded data is arranged in accordance
with at |east one |ayout ha;iqg w-fold rotati ona
symmetry, where nis at |lea two, the | ayout
including n identical sub-layouts rotated Mn
THEVQLHIONS aNAIdn AR R4aNT I Ofovealdiiconorat dieagteast
one ‘sub-layout including rotation-indicating data that
aldiestiatquisthas a dhits teniskay b8 1 0ronrRACPE otk appearance.
sub-layout. Optionally, the coded data is arranged in
accordance with at |east one |ayout having /7-fold
14 Ot at itanabe s ymdeisyoodherteatn i sleholgasprine, date use and

| ayout encodi ng orientation-indicating data conprisjn
DU BRI GO e Ful pI oy Sy e does

ndeEsH Mt { SuOde-Ar BRL8siBACRNEACRERd Sy MbésdeEbgm a part
di stributed at n | ocations about a _centre of ,
of otk | errIOR yIRRIFAL JHEdI dit iR P ithattHdetrfitRg +2 ©F
e ~each of the n orientations of the
a+€§gﬁ¥ﬂ€?%§ﬁ%% ‘n representations of the
orientation-indicating data, each representation
e risi a 'ﬁk;&gﬂ%lcyclic shift of the
i data and being indicative of
the degree of rotation of the layout. Optionally, the
sensing device stores data indicative of a

tt Jegﬁi one ... g
Inf OBR PdSRCGy 'dt t HRVERMEP hgtBBVIERS afd A i Fenti tFP

cOfpds Histin 8Pd wherehant hersensiine deMtemgenaratiens, the
the indicating data using the stored data. Cptlonaléy,
copostHEb Mg CeERréE1nEclaudebarBARBYEE Ayt Hlafted Ppel cally

208t 2 Yarlold KoL t@%{@eﬁ AL hON; SOUGE 4 £XPOBESEive
a east one coded data portion; a sensor for sensing
ahbenatof eagprone exgoyedlcodéd data portion; and, a
processor for determ ning, using the at |east one
sensed coded data portion, a sensed identity.
TERL EQDBY) | v, thde dipirked | sskunthel usEd fier geteemcni by an
a counterfeitosecurit¥ docunen%, eafh oged daga 0 %
aPEREF oHPb&h P ¥ UPY hBPLPAR cREPYBT ¥P At PPEESE parf of % ° ©
bgig?gﬁMée, the signature being a digital signature of
t least part of the identity, wherein the nethod
further includes: in a sensing device: generating,
THS I&%% tehn%o%%?x_%%qc ted lat PO QD LD dpeathAGe @I @&1ly or
I'ndi'cative of ;" the identity; and, at |east one '
cebgaal vakl pantceprable nvehipries essmri sget er gRHEAGE PEOM
the indicating data: a determ ned identity; and, at
| east one determ ned signature part; and, determ ning
EikbnpesSeGUrddnridacusEnd ischudeunbatf eire dosunentited to,
using the determned identity and the at | east one 1
syeebr mlmandsi ghht uPé1BSar t?llcq)tvﬁb%ﬁ | 9?r‘f‘hé’lﬁet hGH G O+
aMELRET dused fuei0gt esgiAi BY1a ReISnBhE aduplli caj8fbba oil,
security docunment, wherein the nmethod includes, in_ a

grepputsercds ywitlom apwicestty i fRrialdi @Bt i nflassecd rowd a hazelnut
sensi ng, device, th si.ng deyice j :eSPORSsi to
O§§hsi¥é?%§%tﬁgjbo %éﬁgtgu%o gﬁ%érgggbﬁ%gﬁgatﬁﬁg ﬁgfé and
viepditedll eveiat thehi denffiotry egbmphe sefdipwgrdoddmenuntlower
determning, fromthe indicating da%%ﬁ'a QgterMIgﬁﬁ
Sident i43O e ce¥st ng, SBEPRY t hdtdet ePmihePSdeRt i ty
dordekbRgodat ankndbeative of: the identity of the
security docunent; and, tracking information

i ndicative of the location of the security docunent;
and, determ ning, using the tracking information, if
the security docunent is a possible duplicate.
Optionally, the nethod is used in a currency counter
for counting currency docunents, each currency
docunent havi ng di sposed thereon or therein coded data
i ncluding a nunber of coded data portions, each coded

I T
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Optionally, the sensing device stores data indicative
of at least one of an identity of the sensing device
wae@samepdentity of a user, and wherein the neptidU2005/000655
i ncludes, in the sensing device, generating the
i ndi cating data using the_s%o[ed data. Optionally, the
coded data is substantially~invisible to an unai ded
human. Optionally, the coded data is printed on the
surface using at |east one of: an invisible ink; and,
an infraredabsorptive ink. Optionally, the coded data
Thes mrefismimd suwhetiamt icdlll yisca méixdeme Wit FWaEedi §laond oil,
human-r eadahl e i.nf or (e} L.onal at | east one
WhS eéﬁﬁgiglgdrPﬁ&%gegggdegn?ﬁ€£%§§%r%?%ignature.
Optionally the entire signature is fornmed froma

plurality of signature parts, ,and erein _each coded .
ZHHatéhﬁortPBﬁf%ﬁgﬁgesfﬂ“? Si'vetgggna%%?%c%ar¥. applied
cSRIONBIdY . catpkeast soametof athengoderl dawmeper tgons oil,

encode at |east one of; a location of the respective |
okigthed @ala porastew: aobbsit@ﬁ4(ﬁc¥9ﬁﬁ§%sp@é???@léxdefll'
Prd@fe%:a&ﬁrg; I QHHN E%icséjlrl_ffceépgﬁi%dze Kndde ieded didrises

portions; a size a si'gnature; an identity of a
swagnatlmendaril andtheninengef ddiCated0 %v/v, wheat germ

l.ocatians. Optionall t 5 t.a i nclud | 8%k
O%&mﬁ?ﬁfh e dﬁﬁ%ﬁ?éd%%dfngasgggﬂlgﬁ%ﬁﬁégﬁ¥%?ﬁ§.éﬁe of
1sorr est @y, ReedtoBolodmonrdattes wathe Qytl Rc-Rédurkdaincy and

Check (CRC) data. tLonaJIg,ﬂthe digital Si g ature iy
CYRKG TtleSSRENT BA5t Odhe 0¥ : CBE r BAUE™ Rant#t ERsacitat dd
e Md thy 1he-d dentdiey comderyedohagsh oboat |east the

identity; a keyed hash of at |east the identity

produced using a private key, and verifiable using a

orr ' ubl i ﬁf% el Phersd ext oduggs-hYi on the
I%ncr%%%g%gé@a‘tgv{eas‘%&? e |eo{gdn5{oi tyc?ﬁt ci pth%t ext produced
phyreaceyptdaiglyat leeast aoseeitdentilyy aﬁdcaptahﬁ%n1 vehicles

nunber; and, ,cipher-text produc Lng ri vat €Yo 1
c%ﬁﬂr%%éifEQBan SinﬁrgaggrregggﬁgfﬁggpubgfgSKeyfﬁgﬁd,SOlld
retphEsciend QUadueeddisiadgndSA eneaypbeead Spicknal |y,

the security docunent is at |east one of: a currency

note; a check; a credit or debit card; a redeenmable
thi eket enbRushehe , Ot HeOURMp oA dilkt eryrdHetketofrises other

Instant win ticket; and, an identity card or docunent,
phathaceutl erler ' activensagdit pastpordddgptdnalP y, cypress
egggnf:ggft 'd; ) S A Gal Y@h?{ a‘éhéfa% o +Of GeBrimentally

currency note attribute including at |east one of:
agBecente idestueedourtiagt demohhaatirentedoteaesi gefforded by

ﬁrintin% wor ks; an seﬁjal nunber; a check attribute
EPRCFYRT TS atS T @RSt ot of : currency: i ssuing
institution; account nunber; serial nunber; expiry
date; check value; and limt; a card attribute

IRncPRef Rl att RSt ofrECof .in'&%?%ll?@lpeﬁea}%ﬁsnga method of
t!r@é{:iflﬁit L@R; 2@8CEHOYRENBHADEE 51 bS8 UEo dakBro@XPLRY EppEarance
and 'irmt. Optionally, the coded data is arranged In

thetopfamoapwishingt tamistaldie aRBBNhabPng™ -3efa affected

rotatianal. s t e ' - tt
oyayo T SRty ea SmPTayan o, BRarkdepioatty
o-eveddiid tnins ldpar tcabptbbae cestlrielef foratiaricadt Feastment
one sub-layout including.rotation-indicatin .Qata t hat

2B PPnghF SHELYE AT Wilbl Gy GO 190 m G4 atReP L -
sub-layout. Optionally, the coded data is arranged in
accordance with at |east one |ayout having "-fold
rotational symetry, where n is at least two, the

| ayout encoding orientation-indicating data conprising

a sequence of an integer nmultiple mof n synbols,

where mis one or nore, each encoded synbol being
distributed at n |l ocations about a centre of

rotational symetry of the |ayout such that decoding

the synbols at each of the n orientations of the

o o D Y 4 "
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using the results of the conparison to thereby
determine if the docunent is a counterfeit. 8. A
W@ eoosaomsy4 count er according to claim3, wherei PCT/AB2005/000655
signature is a digital signature of at |east part of
the identity and at |east part of predeterm ned
paddi ng, the padding being'é%'1east one of: a
predet ermi ned nunber; and, a random nunber.

Optianal 1y y ! i nghidesdopk b ghi ti% Ofopicall
1 a&ggtg?kﬁggﬁQﬁgyéﬁﬁ%éﬁﬁgé%'ng t%e pgg?tion of a O?lca Y
applied i ty afi Bireat asy¥rbokd bycadimge IH dtermaa yesdmgs at

a plurality of second s ol s definin t | t_ _par
1%?% he®2Fgnat ur&Seht | o%%%%ffasq]ﬁ’e pornoccegsgjorr: etgilcce{seés, day.
Ty?iéwliyh,e sensedomgepttiyn ti@ckioid datly i agptaetveto the

of , for each of a_nunber of existing cyrrenc

afibeeiretht 3re? hBRE denthey 23BPSPRENEGRr Pén eﬂd%?%&ﬁﬁ;d%ﬁﬁfnsae
1L L Acki g isnfoLomt 'i%r'o@’@ﬁ?atfé/cﬁg&ifd therl agptiinzof tbhe the
currency docunent; at |east one of: determ nes, using
s¢hesfaackdmepd riffer mtsiton, if the currency docunent is

a duplicate of one of the existing currency docunents;
and, updates the tracking information. Optionally, the
I60uNt eirthet udepeatconthmi ¢aveonsosy steerqurard aheeshpd of
the processor includes a first. processor part QVvi .
1WHrﬁgE%%nF%F hORRT Hof Hd stgggﬁdsggﬁ%?e ﬁfﬁ%%g%%? f€fions
cBaptisonpl edptieat he fdrdlAmecessoanpaiteayi affbeted by the
communi cations system and wherein the first grocesigr
1patens gemer @RS Hoi Uht iIGRFPFASa "ondPcaPleem8FeaEtFRasY  ©F
CBQﬁeQ.fLéaiﬂ? %%@%?gabg@m\}etlﬁ;cl%ndﬁo@t tbgashiona-<sanged and
signature part; transfers the indicating data to a
apeebfdcpiveezsomntpaal Gy Sstte coGFMIARéaPildns system

and wherein the second processor part is responsive to
the indicating data to performat |east one of:

reet e nattemafie vabspeassocihted iwiviemttilon cufeanmes a
docunent; and _dgternination of et her _the currency ... 4
t@BéafehY | 8PBIEBANt BPTRPT thdlnets” qptfonal 9, Ph
deeregndahace st sedbpt ant i eddnedinyi séblieptrovan thai dpfearance
human. Qptionally, the coded data is printed on._the ,
ofur thee SETIRP atdist@sagnel 881085 i s BIORYLGAR L YangPPlied
chﬁpbggEﬁéﬁd%@{ﬂ@i\fﬁ | DK pHERiaeRakl ¥a1 i he Godedshatacally
I'sTprovi ded substantitally “coi ncident with visible '
akaranabéadatsihe cilef ofemt fopicaht topabmpnat anshsan oféfective
coded data_portion_ encodes t.he entire signature.
aaﬁppgngﬁ §ysﬁgssen??$%n€lla§;a?luqr'e is formed froma

plurality of signature parts, and wherein each coded

data portion encodeé a respective sigggture ar%..nvention
TSt iteRACPy L YafPPeAst SORROGE CLRBS cBhe 8a?§e%8P i Ofe
8Rcofde-phrteasty ong aing acthecatipreo§ tdwsdaasipact iode  and,
coded data portion; a position of the respective coded
cdatienpdiyi orPtdien hehatrd eeet i el e26E 1T Re SOGHES dit the
P 005 i@a§i§e09f cBsmb O M2 AEAQeN teralie.
Signature part; and, units of ‘indicated | ocations.
Optionally, the coded data includes at |east one of:
redyndant data;, data allowing error.c ect.ion; . Reed-

T o RS ST S3/b 0 FrRtangs CHEck ¢ G} ar XooFt
wRldeOnNalHey, ddiecaditgi todgei grmat ustehémneclsmlesdad | east express
one of: a random nunber associated with thg iQentitY' "
Laneeveg r%ﬁﬂ%ﬁe%%aweajs‘tlp%wt?%hﬂ%ﬁ WORIS edRYBRIBF" ©F
Blril@ashst Reidrde | $yomsodiced disi ngodpPid made &y, used in
and verifiable using a correspondi ng public key;

ci pher-text produced by encrypting at |east the

identity; ciphertext produced by encrypting at | east

the identity and a random nunber; and, cipher-text
produced using a private key, and verifiable using a
correspondi ng public key; and, cipher-text produced

usi ng RSA encryption. Optionally, the currency

docunent is at |least one of: a currency note; and, a

______ N - . o,
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paddi ng, the padding being at |east one of: a
predet erm ned nunber; and, a random nunber.
w@piosoombd y, the coded data includes a plural i pgT/aii2005/000655
| ayouts, each | ayout defining the position of a
plurality of first synbols_ §coding the identity, and
a plurality of second synbol$ defining at |east part
of the signature. Optionally, the coded data is
aﬁuq%tc@[&ts'l@lel YedAWd Si Bl & tqangypal ged iy resence of the
tionally, the coded data is printed on the surface
SUGta@ afedteasts ondw | net i W¢i sbbeelhAR; Bhd, BResence or
|nfrareda i qnal e [
prov ded” su s? %.a|?§t8§?%c? eﬁ%ﬁﬁﬁt ?%ﬁggékg Gt the
ihusmpiseadabl e information. Optionally at | east one
coded data portion encodes the entire signature.
Optionally the entire signature is forned froma
URL 8E 8| ik he@fvi SEONAAHIE iRANNS, dkahereln Raderteded used
data portion encodes a respective signature part.
imptRentel lowig | el Heme ion eRe CoasBsdars BYrYPbwRe -
encode at |east one of: a location of the respective
coded data portion; a position of the respective coded
Dehtal pdr Deseroptiihe s f sbe; Rrefizerast Enecdinentglatod the

I grt'ons; a size of a signature; an identity of a
—§+%ﬁ%¥%¥e part; and, units of indicated |ocations.
Optionally, the coded data includes at | east one of

redundant data; data all own or. correction;
BE&5PERDANEaPES L GRHS cﬁ‘ElP?ﬂg fr-*%fg%nfa ntye dﬁ]é%%elefcpztiip%tfaus is
afptiopak! v.id hesdi ghdatssdsattze | pEL sdesaindieast is not
one of: a random nunber associated with the identity;
lamibeddtAasheopantirehat MABSTHRHE | @%calkk%@/eoa%a%%e%ﬁt may
vEkyl east the 1denhi ty Modused - ellg anatl Male Ke¥minology
verifiabl e using a correspondi ng public key;
usephherEEnt1prﬁduceuebyueposypbfngeacrtbasg the particular
entit herte rod ced by .encry t|n ea

Pﬁ@gﬁﬂ% |?9 hdag é% % é%d % C’DC|p er 5 §%Ope ot
taéogueeénusmgeatpdsmvmeat(yaywayand yermﬁsab}be m:st@@ that as
correspondlng public, key; and, cipher- textPBroduce

ugsfinghREAIRNCr Pt i GHEDP G ondIAS t hé secl and  “the”

ideeyRENt 1%l | easte QNR-Of | uA1 EHE T CREK nQicﬁtte@cd?heékearly
a credit "or debit card; a redeemable ticket, voucher,

dértebapon;otdraustitsery ti chitless | ndehkRedi n abheretise,  all
t%gﬁnlégl %%rdtléé(l ldf(i)t ggf{ﬂ?e%ts’eds% d@%ﬁ ahQ(fteVGJheS same

nse or i ona the co data is
maanangedasncammondanundarehoad bpaemeoné bagondrhagknhl in
fold, rotatjonal nmet_r wher e M |s at | east two,
tPﬁeaFSyBﬁtWMﬁ: u‘dl'r‘#g %e &P SE85 ayout s rot at ed
WMh revol utions apart about a centre of rotation, at

| east one sub-layout including rotation- i ndi catin
AdatePiFRt 1 i SPPAGEFRs e R Pt tiQibl &4P5ut EFeDAYHCh A %t héfriae
d3ukzhayaut: Opfd.analdy, ﬂ@eo@edeahaataépaéax%mc%nge@teteof is
accordance with at |east one |layout having n-fo
provatednal symmetry, where n is at |east two, the

| ayout encoding orientation-indicating data conpri sing

a sequence of an integer nmultiple mof n synbols,
Thherterms s “apeionlirpr eapma:fftd"encodedlsyhbpl atmjllyg.ng" “or
distributed at n |ogcations a a _centre of e1
SPBEELonBRP LT of% he Ty o Tt FRAETdebBd: fihrectLY
the synbols at each of the n orientations of the

| ayout produces n representations of the
orientation-indicating data, each representation
conprising a different cyclic shift of the
orientation-indicating data and being indicative of

the degree of rotation of the layout. Optionally, the
nmethod is further used for tracking a security

docurment, the nethod including, in a conputer system
rece|V|ng |nd|cat|ng data fronta senS|ng deV|ce the

o s o, o s o "
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aut henticating the security docunent using the
determ ned identity and the at | east one determ ned
wger@saoeee part. Optionally, the signature i s BCHAURG08/000655
signature of at least part of the identity and at
| east part of predeterm ned padding, the padding being
at | east one of: a predeterm ned nunber; and, a random
nunber. Optionally, the entire signature is encoded
lé’\\%iﬂénoﬁ RIur féé/di@f%c&ﬁiegugékas&@ht NSHAKh WAgpei Pator,
the Systemincludes the sensing device configured to
sgehsas aa nuhberonfa cddrdsmwalporti &iys headt her eby
deternmine the entire signature. Optionally, the coded
data includes a plurality of |ayouts, each | ayout
Idetefengihhetposhei phratea plupabiiygothéi espesyabmor’s, “to
.encoding, the identit and lurality of second .. L
SEDRBSF o CRET ARPRG ST east” paft OFoTReTLi gRatorgient i he
appthoratty, dhereded dahasi sdssbsiptidm) | Vit NYisSi bheerred
to an unai ded human. Optionally, the coded data is,
thRFnttd® ofiCt AT s G ables udPAGORE | Edit9helopm g inflamed
LAME shbl g dduk, d, anphpkr ar@dalsol PEEVE, | BKie skin tone
r%g??%ﬁw%%%é%¢%ﬁ%3d%g gé?%'is provi ded subs?antiallY _
cobpnri demd /wirt the swbileh hamdroreddbl dephit oodattilon. lesions
tionally.at | east e a rtian .he
né%%??% §?§Hﬁt&b8g dﬂ%?oﬁgggggeﬂggeﬁ??rg%%igﬁg:ﬁg§§igg' the
atoeneddf rama phevahéd y lofsssi gnatonecear t shaandbefore the
wherei n_each coded data portion encodes a respectiyve
LEPghafFe 65??5&3ni%%ﬁﬂ$%, 5?1F%asgr§8ﬁge t RS ESTed the
clabaspeibhoRg engodprateheashveneioh: ix | seqilarlfapplied
the respective coded data portion; a position of the
tpeapeeffoeteddricat @PHIGTh on the surface; a size
of the coded data portions; a size of a signhature; an
identity of a signature part; and, units of indicated
Thecat i bppicptipnal |3prlird coderbrmtsd tiligel udescaprieast 2
ne of: redundant dat a; t.a, _all.ow [_ror ;
pgSFPSSFP A e%d-ogkﬂ%ﬁﬁﬁ?ﬁﬁﬁ%}lygnég% gﬁ%%eRegﬁﬁég%%y tox
tcheekl( CBCradakat Ophdonahl yeffhetdirgi t ahosngnabéir ecypress
i ncludes at _l east one of: a random number associ at ed
SfEERTERE Pdéntity; a keyed hash of at |east the
identity; a keyed hash of at least the identity
produced using a Erivate key, and verifiable usin% a
Cyereespon@isEgnpuBLi c Réy; citpher SEEXVeBr odfige® py Cupressus
r I t | : I depti LY eaGi P uc
R E TP baaT Y e T dert T nd st sadony  of the
negdbes; tardecdi.phefypexéal by odubed aypinegsa gadardtialkeyil is
and veri.fiable using.a.correspondjn uhLi ¢ _key; ..an
o RREE. CBx T SR BeP g  RoAToALPUBE! OR. CeperoRd PyLume.
pirk€csablli betdeeumanto is atotebst volemef.: alloairnepey limit
note; a check; a credit or debit cgraé a redeennbl e
r

ervdgeedy dithetie oF X bHIFBn 2MQUREt Odr “YRTG&] orsential oil
innstaat wh i ddcket apaldeqancdiedditdiorCand ol i@OEaHeR:, the
such as adriver's Flcense or passport. Optionally,
appeairdanei t i s tayieat ieféesfsat depstiagfs ofwilh ™ cypress
SBULNRAGY NoLe; ?t tripyhe 1 agludi @ﬂoa%h{:easéo ongMifest at
currency; issue country; denom nation; note side;

qonicenitmg twonks pf andpsess adssrmbier], @l lc et k18t biybopéume .

i ncluding at | east one of: currency; issuing

i nstitution; account nunber; serial nunber; expiry

date; check value; and Iimt; a card attribute

including at | east one of: card type; issuing

institution; account nunber; issue date; expiry date;

and limt. Optionally, the coded data is arranged in
accordance with at |east one |ayout having /7-fold

rotati onal symetry, where n is at |least two, the

I ayout including n identical sub-layouts rotated Mn
revol uti ons apart about a centre of rotation, at |east

one sub-layout including rotation-indicating data that

o a1 o o
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conpari son data; and, the transaction data.

Optionally, the transaction data includes a
WO e@saemshd on status i ndicative of whether the BEDADRG0F/000655

docunent is at |east one of: a copied security

docunent; a stolen security docunent; and, a

counterfeit security docunment. Optionally, each coded

data portion is further indicative of at |east part of

Si Wr ;i ei SicgRatdbge” as

Tﬁ? %g@ﬁeaé?“%ﬁ??*%?ggﬁéquéﬁt.Fssaiﬁéga%g%eln t he set
usddi smeict | vaSerahaip epbeunadenyicablcomsitioe sypgeehf or

cause the Q ter, e o: n fr t
R cabPRgCaatE s LT oo TR B IR | 2B conmace
wDtie dem@rnﬂﬂﬁd 3ngﬂatureumdme angjicatyhentncatpatteility,

Securlt docynent usi ng det er mi ned |dent|t
ipprtl %ést16ﬁet65f%?n1ﬁggegﬁéﬁﬂﬁﬁ%?%ﬁﬁ% Ay 2d like,

cSPhd ROt de it H gRAIdHRLIS Bedbditaliskgpatuse of at
| east part of the identity and at |east part of
pr edet er m ned padding t he paddi ng being at | east one

TR (3.4 edet £l EHHQEE" and, 48§20 n refers to an
nunber. Opti ona e entire signature i s encoded

amd g noé pbmpa‘altyom sebiibc et at pofivwhsi cant Mheydure an

t he Sy sten1|ncl es the sensing Vi co ed
1@%%%% %F%% nbet gglco&%ﬁmﬁﬁﬁgcgorsgongg?o ?%}ggéy alSensac
1Q§i@ﬁﬂ1ﬁﬁfth&een&ffecse@naﬁﬁﬁﬁ tBpti ohal lbreathke ,coded low

data includes _a Iurallt outs, ach
egerehi kY ?H%lﬂo§g¥FBHSo? tg ??y 0 ?|?£$X%9ﬁ%%l%mount
ofncagi ngoﬁ?@shﬁ'@@ﬁ' tvb/mllan@a@ymw&r@{ | theofag@cand physical
synbols defining at | east part of the signature.
c@p«thbhgml 9f the dotfeerdat B i Be8dbefartsioa Wnltnwté'}@ol%‘{tent
o%o ghQH”’% Geisonald Mo d e C@l‘ij@dsg@'éi?l‘:? of the
e surface usi ng atn}east one of
stnwaelMJsUGMSaaMﬁbszwnsnftaﬁedhbgmmﬁnveflmhe tleatment
tlon the .caoded data _i.s.prqvided subst
géff 1®rt f?kﬁrﬂabqe % lEyr eada‘%j gmef% %arjﬁl—g i %%#gptable
véh&t@@atéydataﬁ@&ﬁﬂ«gnﬁuﬂﬂded data portion encodes the
entire signature. Optionally the entire signature is
formed froma plurality of signature parts, and
TVREELL ﬂyea%ﬂecmn%e%tﬁ%@l'l?n BENCOEERe Bl ELBPLChEYEPLtable
STgnature part.” Optional | | east some of the coded
th@alporqqm%ﬁﬁ:oéé ale¢%tast956nev@ﬁum9 |dcattiben bppically
abfi? i LESRERLLYE: £QTCL dAA UL R cRRILH! On Of Lhe
pective coded data p lon on t e surface; a S|ze
of the coded data portlons a size of a signature;
|dent|t of i_gnature part and nlts of Indica
IR O&E qn5né${ h?hené%ﬂeﬂnaaq% S i REFTRES At ééf&y or
cb@ﬁléE;L@élEl?f adcﬁé‘g’:lﬂédﬂlét dahacl datomnpllieewisnga erda@irier oil.
correction; Reed- Sol onon data; and, Cyclic Re undan(y o

Expepkef CRE) WIS TOpt bhal 1§l udde epa. eae dYnat e

sweekU%Q%&td | epsl gnevaf oia rapdom ngaisﬁr oeﬁsoce@&s} 0il,

with the identity; a keyed hash of af |east t he

avaentipt pila kegashimstedd aill egsdensalpdaitlityjojoba oil,
raduced Jusi.ng t ve ng

B ir-jrespondlr?'g'pﬁgﬂ;ﬁ}Er qe3$5§%ghg$9%ex%i%ﬁ%%%%e%§£y hizelnut

oemcry@dlmg: abilleaspetdre ndéntotly,; cigpldement produwdéd and
b crypti at | east .the identit rand

VRGRGBP LA S RHABT SPefP pPOAUELE HELALCRTh: Poat eSkRELover

and verifiable using a correspondi ng public key; and,

ci pher-text produced using RSA encryption. Optionally,

the security docunent is at |east one of: a currency

note; a check; a credit or debit card; a redeenmable

ticket, voucher, or coupon; a lottery ticket or

instant win ticket; and, an identity card or docunent,

such as a driver's |license or passport. Optionally,

the identity is indicative of at | east one of: a

currency note attrlbute |nclud|ng at Ieast one of

_____ . .
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such as a driver's license or passport. Optionally,
the identity is indicative of at |east one of: a
W@ oosaomsy4 note attri bute including at | east onkCDAD2005/000655
currency; issue country; denomnmi nation; note side;
printing works; and serial nunber; a check attribute
i ncluding at | east one of: currency; issuing
institution; account nunber; serial nunber; expiry
ofate; .chegk V%Illie %ﬂéa{ﬂ t oL cargdnatt b‘eﬁﬂh@ o0il, and
i ncl uglng at |'éast one of: card type; I ssui ng
comsinatutdwn; theomint nunber; i ssue date; expiry date;
and limt. Optionally, the coded data is arranged in
accordance with at |east one |ayout having n-fold
InOthti ppatesysdretnyod hente anf i 1shat mea:stid;m\o tlnehepreferred
| ayput including n.identic sub- ﬁuts r ot.

ted
CRpEY DRIt Pdns Lipat t "aBGHE Ca O(HﬁW%?%f %?%?lgﬁﬁ wﬁ%%mtgemn
o9ne subgkayout bastydi pgLrosakhophabdikat togidal By taablied
dlstlngU|shes t hat sublayout from each_ot her
CeUBOs AR . APIIGFES ySWERe cddedddaPali s Wh§dHng8§tMn o1l
oilE\GQfQéfPecéM,é& 8&1' ol Qny%rle%)éo'étssgﬁ‘éhag pifold
rotational synmmetry, where™n is at |least two, the
| ayout encoding orientation-indicating data conprlsing
a_seguence an_inte mu m
PGREF R o bhs orRbFAt uaonPbRkSdcc ey RpSt Tha pyoomprizes
sdéétrammbﬁd atiln ilmocaid arengdboof a0centaoe {ﬁ/v, wheat germ
rotational ry_of the |ayout such that,decodin
Oﬂﬁelgyﬁﬁﬁl§aégeeagh28f t Re ﬁvz i efl 5Y?oﬂ%fofnt5%e rahge of
1kayouls producesadtdepsesent athonsanfet BE 2 - 10 %v/v, and
orientation-indicating data, each representation
CEBRPEF siFRgeatdplf eridntimyBhec TeRPRt Off Wheto 5 3v/v, with
ns Hata and Beiyrg indicative of
t?%esggglﬁgg offt n%%:gét?r}c})& lthe%‘l ayout. Optionally, the
processor is used in at Ieast one of the foll ow ng
devi_c n_automatic teller e; c
Eoﬁﬁﬁgﬁcu aEas%%regls Oneng hgﬁghﬁgidp%%éﬁéégy darrier oil
a¥epgingagagebiogal andheaapobtie phenefitptional tl;le tpetient
processor ;is further used in a nethod of trgcki

t8BBLFRL y VABUNBE, PREZREERGA PREPQUTRGE §fALtnehc Dresent

iBARESSAL: T 8KeLYI RARAG C&i1 Ngodaka fcfiqm acseBskN®il and
devi ce, the sensing device belng responsi ve to sensin

g
whEatheasodedi Hapaet d—”ayéheln’at%bwm%dat PHg tégt askin, thereby
t&ggggét_»tys Ofuhdie dfeRldl v Qhohbeapr aduet dd elinddtaneous

Usi i ng recelve I ndi cating data, tracking
1d§basstxﬁedhendarMaBatsioeéfe¢¢a¢ksnghﬁﬂa@ew¢ung effect on

ndi ¢ e of: the i L the ecurlt do
téﬁd %e dn ]Terﬁorn'ggg% %all lVtehe %iroc%’gé;%r ia%mond

s edahd avl’fé%l&Sl@erde\blCLe fa@é L@ﬁ)l/\‘llid’ht’as secutastyor oil is
docunent, the sensing device |nclud|n .. a hou i3%1
eat germ

23d§PEEd D BeVRel ANy ™ GFOE 3l RER ST ISR 3P0

oSQuicefoh exPesiAgiAl Aeast fne moded gat g portion; a

Sensor for sensing the at | east one exposed coded data

portion; and, the processor for determ ning, using the

east, 0

Rt e S (he SoelebRiinl ploPRERfth yehicles

aaeneth@dlohsdetebweamﬂg a oouvhtenteit sgebs»ty and  solid
wher ei n net hod |ncludes sensi.ng

ST LT BBRo PHG AT Gy DIAIEGUS ot TR | S, OFPeT

generating, using the sensed coded data portion,

indicating data indicative of: the identity; and, at

| east one signature part; and, in the processor:

determining if the security docunent is a counterfeit

docunent using the determned identity and the at

| east one determ ned signature part. Optionally, the

processor is further used in a nethod of determning a

possi bl e duplicated security docunent, wherein the

met hod |ncludes |n a processor: rece|V|ng |nd|cat|ng

I T o o s
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| ocations about a centre of rotational symmetry of the

| ayout such that decoding the synbols at each of the n
worisnombi ons of the | ayout produces n represePCHAURI0S/000655

of the orientation-indicating data, each

representation conprising a different cyclic shift of

t he orientation-indicating'&%fa and being indicative

of the degree of rotation of the layout. Optionally,

d. t ﬁé#% r, tdack SREHHNE can be
p%%ﬁ%én%d% lZLJrnt:&tglhclz;%gsl nc %d%lgﬁ’ ai{n aﬂc;é\g)r‘}%uter sdy;e%éem
foeoel astiat) Wyndiloatd f datdanbrynshisénsinnghdedree, the

sensi ng devi ce being responsive to sensing of the
coded data to generate indicating data indicative of
TH henkdembblymehtt he her athigioditramn ahd;theyd atdmpg;isesi ngeher
the received Jindicatjng data, trackin éhta.stored i n
rhagar et gl i r R NG d AT ng n(f?% (VB of £ t HeYPress
ebdenptidy ofiithepptoduel; i tem anthy t RCKhBY detrimentally
I nformati on. Cpplonall , the sensing device includes;
abf ¢ousithy adapieddt chedel @nbytheudeieatipdisareg afforded
05@?%§{Eﬂ§1§ouﬁﬁﬁaf?ér§Xp%ﬁ59gaé ut £8si1PN8c00ed LRLR  as
P ron; a sensor for sensing the at |east one exposed
usedediedatia porfidion; tandy eoppoecedsohaforhadet @r asmeg§lc or

sing the at ast ane nsed coded. data Lon, ;

tﬁ%ﬁ%@%u?%EHHQ4§% ti° naﬁﬁﬁ, The met'1iod F?gggé?hervﬁg% RS
aheloded nte Ni gsantcant erf€j tbsemiddy clocambni] eachacts,
coded data portion being further ing%cative of at. .
anbhshipEPhint 2t urdidt hehei ghifar e BRfngegmpinations
cAbgital skgnabuce of aichedst PReiu@d, ther i deathéy, limited
wherein the nethod further includes: in a sensing
tdevivé&amganéy, atvViipmisi By swehsefsed tegded Bfat avitamin BS,
2R 197 ih”‘fitlczat'{?gt%@ bndigatlug 32 Lhe ideakiihy's and
and, &t T Bast” ‘dne signaturé part; and,” in a processor:
ddetesminésgthéremt t he i ndicating data: a determ ned
identity; and, at |east one determ ned signature part;
and, determning if the security docunent is a
reaMplesf gkt cdoeHpRal U$iBgihbeude] epwt nede i Nent Liyived to,
the at | east one determ ned signature gart._ ,
beperBaal | Clame fePRod 137 Gher JUSEBF or Ri&er n"RF AGEa™
sAnBAPRLELS AUPLASAS BdraRaUildon AOC RN LN eiilst he

net hod 1 ncludes, i'n a conputer system receiving

i ndicating data froma sensing device, the sensing

evi ce bei.ng resp [ve t [ of ;6o d ;
Igo b%né%gFggﬁﬁgicggg%g%ha S§?§§i2%%?%%%%fl?hgggae%%?tlell
rebdthe sbdentify deaunenile dehermaoeungcd¥igm leeive agents

I ndj cating data, a deterpmn i dent.ity; accessin

“aPhg PRe Rfot SrHPHRSH i et ?3&@ PRy g Tt of the

pradigat EMeeftiohhe identity of the security docunent;

and, tracking information indicative of the |ocation

of the security docunent; and, determ ning, using the

Il AGKANG; LY OB QRpilch1he SEEVILAY AOGMBINidrs 3of  the

possi bl e duplicate. tionally, the nethod is used in .

paesentencincentnie@r f eancouaPhhgivur reasierdoenaEnt scosmetic
ch.currency, docupent havi (S t here

RBP4 RC B 28 oL PhoPUAT & HaRBar o “Rehea=gEraces:

portions, each coded data portion being indicative of

an identity of the currency docunent,, the counter

FURERGAY ndieart SHEL Por HRICE | RO TR o1t chpe eREgSent

idoeurenhs tanbe Gountied; Rseutpuivker phomediBfts, anti-

counted currency docunents; a feed nechani sm for

transporting currency docunents fromthe input to the

out put along a feed path; a sensor for sensing at

| east one coded data portion for each currency

docunent transported along the feed path; and, a

processor for: determining, fromthe at |east one

sensed coded data portion, a sensed identity for each

currency docunent; determning, fromthe sensed

I T Y
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docunent, wherein the nethod includes, in a conputer
system receiving indicating data froma sensing
waelewsaer694 he sensi ng devi ce bei ng responsi ve tPBCEHAOSI08000655
of the coded data to generate indicating data
indicative of the identity of the security docunent;
determ ning, fromthe |nd|c&t|ng data, a determ ned
identity; accessing, using the determ ned identity,
mlégglgigﬂ %% ﬁt'snda{rﬁir"t {:HS qf eth@o denbiiy 0f dhe topically
security cunent; and, tracking information
appdie®t¢®mpmﬁ1¢iﬂﬁIandupnmiowg tiie sbedfi tyfdocunent;
and, determ ning, using the tracking information, if
the security docunent is a possible duplicate.
TEPt poBphly, the seepitdyldocapehieds eompwsemiyns of the
docunment, and where a Bluralit of curren%yéﬂpcuneTts
PEPEERBUNtEW I ¥R a chPfencHYRERHT er SSSF 6Nt eP?

ope%ﬂalmg 8BhkPPYhak-RkcEBEEEY DY ac@w_n‘eeragéfnt%urat@cmxed
docunent’s to be counted; an output for providing

wgblint ddiec ur PRAEY2 g tiedt Ly aOFeedi’(?fﬁ‘ﬁFaHﬂaslrﬁ}T oracceptable
vgfw_? gortlﬂgecp E}QXegEEU frro érﬁ@cuﬁ@ﬂ th&Qﬁtable
ou along a“feed path; a sensor for senS|ng at
vbbasleometsodﬁd datdd lpentti omr f orreaeh é@mrsm&@r materials
docunent, tr orted al, the feed, pat and, . .
SERERRE G { T AGFEPRRHCAGR (1B (e 4C | S350 1ofgte their
asepsesucoeed gaga geriveny atsenskd |deﬂéctgdfoareachwhich
currency docunent; determning, fromthe sensed
rRERHERE YL T2 HBRRY ni ned val ue for each currency

docunent; and, counting the currency docunments using

the determ ned val ues. Optionally, the security
Idocomsersmbosiimead i rrbe rfeqwldcfm@rd\ﬁ di iyl ea slse ipppyied to
ago%]lfggm I}%\éltggl 3,°€ ' é/ 1e 1%1'8?91% leagt once
I'nc ing: creating t 5 securlt ocunent determ ni ng
aawdettentsigh assoocnhatedrw ttthctGhea séaurit yIrdommentﬂbodlment,

eneratln a SI nat ur e, us the identity,
DR RB 5arPRg O o g S B gRRE bt 6 oF Calt ottt par R re
uaf:ln.he;ﬂedeappéaralg@@ebat | 41ge CQdedadatcﬁ,sttelih@;aQOdmbldﬁisa has
i ncludi ng a_nunber of coded data portions, each cod
beata L BBEPVEA . bEPAYCEAdI €4t NBIBEZeEhEC] HBRL ?F(}lﬁ#a?héon of
tpecyLLly docunent; and, at |east part of the

signature; and, pr|nt|ng the coded data on the

securlty docunent Optionally, the security docunent
T! §1E§§9 in &ge Qrgao%fl r' nt Qg o f&é’iin}; ags%clti%%pt to the
o 4’ securit eature e net cl
alféeetkédngafém stemwetyiaidcyurrént t]eeelfmmj: [ d:am i tpgeks of

data, the ident,it data beln rtially., .
ERAERSTEvembl e Rty OF Lthe SSECITES ddpuiies i1y

abbe ibdenbht brdaitzae&aumeaﬁc 6@ altSong earetybl fiey k@a(ys may

determ ning the identity ecrypting the received

praEhept ysafatof R Ay a@é@%gﬁ Key~ &£986ci aReFS wi t hCipaically

gg,ﬁ'lkﬁcaﬁbf i g?g{r@&léﬂg fnSEHBALHEEaHShAY bBCthe lesions is
ermned identity, the signature being a digital

ggmgmaﬁmVe obsarV¢@asaf$ﬁwt Wirache Hademtix y weg&ser afi ngaily

ta Ieast II I N v f h

FReRielE e R 5 Boctmine okl By ihs, Fesions axe

s@bsthﬁtsagmatué&uc@@d printing the coded data on the

security docunment. Optionally, the security docunent

is used in a systemfor recording a transaction

relating to a security docunent, the system i ncl uding

a conputer systemfor: receiving indicating data from

a sensing device, the sensing device being responsive

to sensing of the coded data to generate indicating

data at |least partially indicative of: the identity of

the security docunent; and, the transaction; and,

updating, using the received indicating data,

transaction data stored in a data store, the

transactlon data belng |nd|cat|ve of: the identity of
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Hyperl abel is the adaptation of the Netpage tags for

use in unique itemidentification for a wide variety
wo@tooapmicdcat i ons, including security document PCT/AU2005/000655

protection, object tracking, pharnaceutical security,

super mar ket automati on, interactive product |abels,

web- br owsi ng fron1printed'sﬁ}féces, paper based enmil

and many others. Using Menjet(tm digital printing

t echn Lch hs .t ' of n f1imit, the
T%%nnggg%%P%2?3%$¥%%SIF@%@#ﬁ%%ﬁ%?clﬁg?ngggggﬁp tam
iR 12y, Mdeperillabgl bagsraferpedntenoedierent and the

bstantially an entire_surface, such r4 ty:

e hrronto! i IHBke. "of *shar RcEiT a8 ShabRiGing o dons.

using infrared (IR) ink. By printing the tags in

i nfrared-absorptive ink on any substrate which is
EXAfRId €d-ref | ective, the near-infrared wavel engths,

and hence the tags are invisible to the human eye but

are easily sensed by a solid-state image sensor with
Tl Gppiopriat echppsetiomhivasatPensatizhiepplieddamce daily
cdnfrmaLlon, o be gaeqded; oveLed | gk 0. popslomalat Neoman

note or other surface, wth no visible effect on the
exiiigltialg neteisextlistegsaphilesither epasulbtsnaniiing marked

laser or | e _sensor, can ad the S Qn_an rt _of
1‘?%"%%??%’%3?8%5‘??8?%&1 ségéfatjé]d gggl oarpsl?eas]yuacrﬁ asog' the
1¥&] belat 4 Do 1each wWdadkiavi dual note or item An exanpl e of
such a hyperl| abel encoded docunent, is shown in Figure
1. In this exanple, the hyperl abel docunent consists
Cgﬁﬁggggﬂ%g data 2 printed using visible ink, and coded
med from hyperl abel tags 4. The docunent
includes an interactive elenent 6 defined by a zone 7
whi ch_corresponds to the.spati extent of a
S%%?Fe%%%ﬁnlﬁgﬁbraphic 8%3F§ G§§? the tags encode tag
odata ohrluding an I D. Byssensived at | east one tag, and
det erm ni ng and interpretingoth? encoded | D using an
TReRFSBFT 8Pk syst em t hi s%I WSt he associ ated actions
ckocbe perforned. In oneexanphel a tag map is used to
define a layout of the tags on the hyperlabel docunent
Cppseds opstdet 1T eticloded 3wi%t hi®*Yothe tag data. The ID
can al so be used to reference a docunent description
whi ch describes the individual elements of the
ERpeLEabel docunent, and in particul ar describes the
type and spatial extent (zone) of interactive
el enents, such as a button or text field. Thus, in
ThBi Fieanmieypddiaielrenead Gopasablyosppliwhli once or twice
corresponds to the spatial .extent of correspond
AGPAPNFE B T TR Bu D5 oCEBt G178y e t BT LT 7 bt Voman
ekt B aChe ONs M Lherbypes | abelicdecufent a | PepDSEt o@N ten
i ndicating techni ques, the ID encoded within the ta
(481 adetseashdt sjenl FbRsaf RECERACRT PBSVEF ohTBRtEReWi iy once
O?n the hypegl abel %%%Q%ﬁt t&’%gpﬁéje@éi%r{g nedsframd hegecond
ag map. The position can then be used to determ ne
cohpbheétidhefeensedurabeirsppospdi ofied-# nwaekonerefubping in
interactive elenent fromithe doc .description
OB TR S e CHAT RS Fat | BoZhcaddt i « APREdrance
ofhehtagedabas ahfovs dheplprteisence afhet hdotvagtirraament .
region of the docunent to be determined fromthe tag
map (the relative position of the tag within the

i egdLopoRBYsal sgnbe indicated). In this case, the
—dUtUﬁEﬁ¥Ed€§CTTDtion can be used to determ ne whet her
the region corresponds to the zone of an interactive

el ement. An exanple of this process will now be
described wth reference to Figures 2 and 3 which show
how a sensing device in the formof a netpage or

hyper| abel pen 101, which interacts with the coded
data on a printed hyperl abel docunment 1, such as a
security docunent, |abel, product packaging or the

A N A o o .
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(EPC) to help ensure conpatibility between the EPC and
current practices. The MT Auto-I1D Center has
waoelewshoped a standard for a 96-bit El ectroni ¢ ReDAURES5/000655
Code (EPC), coupled with an Intenet-based Object
Nam ng Service (ONS) and a Product Markup Language
(PM.). Once an EPC is scaﬁné&, it is used to | ook up,
via the ONS, matching product information encoded in
PML. The EPC consists of an 8-bit header, a 28- bit
object class, and a 36-bit serial nunber. Although
SEPEs shmow@ @hkoded in Y pivpdi cal forns, and
ofagéigdlover a range of jnterfages, the Auto-1D Center
s%rongfy advocate the benefits of using | ow cost
whassg¥emRHELD tags to cara9y.3ERE@1f or individual item
identification. The appeal of an Auto-I1D solution lies
CRACPhHeability to use tHe EPCYES a pointer to | ook up
ci-pteesutiommeboutor drug thatyvics contained in a renote
dat abase. The EPC acts as a persistent link to verify
Jupipgae eeepmhbal bekh | editd mdt@lly obtained. This will
act as a strong deterrent for fraud at many points
along the supply chain. If and when a custoner decides
Seoonét Gempasitiem or if there is a suspected problem
wWth the contents, then there is a persistent link to
information to validate product details. It prevents
swkkegalmeefiushs, protecta .custvaiers in the event of
medi cal _ probl ens resulting from_ product use - or
Ohit¥6s8tl and it makes it*PpdsSHle to track customers
wabdrgushonized products Fhat sicght be used by the
wrong person and resulting in nedical problens.
Cpavert®ty control and réorderdii®} functions will be far
" el i . qThe; 4 tem PG.sgrves as a key into a
Cgpggﬁ%b%%ggﬁgii;3§%%ba3é§' icﬁﬁgécords t he
characteristics of the itemand its evolving history
EgégFﬁEpéoceeds t hrough t he pharmaceutical supply
. PML servers, |ocated at each node of the supply
chain, and secure Internet based conmunication conbine
to provide the primary handling structure and neans. ,
THeacki iR} ‘A HiGgher CPERRFL AR s (¥2§. patfRtCrty  applied
180LPRE PgesOIPANYs  Sh SRakERsakderaubenvandngr allPokbdomen
route) in the supply chainis inplicit. Readers, ,
apdst QuEeacks aPf t panPoetenpEglanyoBrnt pohaPstinm betriae
dg%%gnggﬁauﬁ_%@'bhgal | %e%ﬁﬁ@in. V%h'iflenta anﬁaP]Q é‘_t eimprovement
ispatch 1 ogs at all points rn the supply chain.
(Estheatéfieat ng @t hein orhalethmstrecccomfuttde deswonks can
provi de the conmunication |inks. The hardware
conponents for an Auto-I1D solution are technol ogically
cbegskbteomi t h significant devel opnent having taken
pllace during the past several years. A nunber of
vendors are capabl e of producing key infrastructure
akeapopentsat 9;eet the specd fdgirequirements of the
phar maceutical industry. Besides the proposed
Oappei eati ons in inprovi Mp it a&teland trace, and drug
Wﬁégggggacggion, Aut o- |1 D j hff asfdyucture al so serves as
e Foundation for future applications of inportance
Chetblheohkal th care i ndustry. ¥Farl exanpl e, the Human
Genone Project creates gatgr_gpportunities for
CERGFGeFPRG I ahs tb tréat> sibid: groups of I ndivi dual s
that suffer fromspecific illnesses. These 'designer
drugs' will be manufactured in smalllot sizes on a
nmake to order basis. In this environnment, |ogistics
and coordination takes on a new form as thousands of
bi ot echnol ogy drugs fl ood the pharmaceutical supply
chain. Delivery of these new drugs to the right group
of people presents a challenge that the current
| ogi stical system may not handle effectively. However,
this new capability does have drawbacks: The task of

T | e T Y " T T Y =
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fromthe user. Optionally, the printer further
perforns a nmethod for authenticating the
w@basemseut i cal product, each coded data portiPOT/ABR00§/000655
further indicative of a signature, the signature being
a digital signature of at | %st part of the identity
and being encoded within a glufality of coded data
portions, wherein the nethod includes: in a sensing
sHeMbLE: 4 SeNsing at | east one coded data portion; and,
generating, using the sensed coded data portion,
indicating data indicative of: the identity; and, the

t l.east one signature part: in_a pPrLOCesSOor .. -
THet GPATRIAGS FPORCERG P RAIES: 175 0ataY STddie mAss LY
cbdent | Extensive atl unkasisachreldeissan ped sh graloleacpatt ;male

aut henticating . the pharnaceutiial,product usi.ng t he ,
cgetRimiRd FAEARFLy ARGSPAB at 1FEASP one TdE ' Hed 17 27
iRp PO ML PRELE 1 &REEQNAL] ¥0o-tD®) PEhNttele fdHdd@ance of the

perfornms a nmethod for authenticating the
lphapnacilt tleege pierlifct, each coded data portion being
further indicative of a signature, the signature being

a digital signature of at |least part of the identity,
Cohpoeginiche net hod includes, in a conputer system

recei ving indicating data froma sensing device, the

sensi ng devi ce being responsive to sensing of the
swededatadadt®i gener at e igwlisgatli ng data at | east

artially indicative of: the identity of the
Oghﬁﬁnab%utical product ; 3hdVadhe signature part;
wHehegpini gy fromthe indj ealding data: a determ ned

idenfity; and, at |east one determ ned signature part;
Cagtheneitating the pharacéwdlcal product using the

det. ' jdentity, and { he. at, | east one determ ned
ngggéghggg%%g%ggd%¥%onal y,ﬂ?ﬁé printer further
perfornms a nethod of determ ning a possible

uplJ catign of the packagi ng, wherein the nethod
Tgﬁcﬁbg3§wlpﬁ & téPn%y§%§h1af%%eE$iﬁﬁ*%ﬁd?%a??ﬁardance
wiahaaf po8T ar seasémithdiamae oft fesepsicagndeneenbebng
responsi ve to sensing of the coded data to generate
i ndicating data indicative of the identity;
Eggggiﬁiging, fromthe indicating data, a determ ned
rty; accessing, using the determi ned identity,
tracking data relating to the pharmaceutical product,
the tracking data being J.egst partially indicative
SHFth%§P8%§t?%§ of the ﬁﬁ%rﬁgﬁéutical product; and,
odetrer sibi ng, using the txackialg data, if the
har maceut i cal product is g passible duplicate.
W@ﬁ?F@ﬁﬁWl?}fthe printer ¥urd gT perforns a method of
ckeaeki Bg1t he phar maceutigalgyioduct, the nethod
including, in a conPuter system receiving indicating
Carraser 6AFanseaLi dY' devite,*He sensing device being
responsi ve to sensing of the coded data to generate
i ndicating data indicative of the identity of the
EFAUBLEt 6i t em and, updating, using the received
indicating data, tracking data at |east partially
i ndicative of tracking information. Optionally, the
speent elmbuat ber perfor nes@ ¥meilhod of producing the
Eacka i,ng, wherein the nethod.includes, in a conputer
Ody¥EeRildetermning a seti alVHunber associated with a
whBatpaegubical product; gensrating, using the seria
nunber, an identity; generating, using the identity, a
signature; causing generation of coded data using the
identity, the coded data including a nunber of coded
data portions, each coded data portion encoding the
identity; and, at |east part of the signature, the
signature being a digital signature of at |east part
of the identity; causing printing of, on the
phar maceuti cal product packagi ng: at |east sone coded

I T N | o, T . o " g N | "




10

15

20

25

30

Optionally, the nethod is further used for allow ng a
user to interact with a pharmaceutical product, the
woredosoarepncl udi ng, in a conputer system recei RETEU2005/000655
i ndicating data fromthe sensing device, the sensing
devi ce being responsive to ignging of the coded data
to generate indicating data“at |east partially
indicative of the identity; determ ning, using the
céﬁ@éfa5if9 data, at |east sg@ggaction; and, perforning
the action associ ated wi ththe pharmaceutical product,
Cypecastéogenmiaudiilg at 2.6&ytlone of : providing
information to a user; updating tracking infornmation
relating to the pharnaceutical product; performng a
transaction relating to the pharmaceutical product;
aut henti cating the pharmaceutical product; and,
ihg feedback fromthe user. Optionally, the
method is further used for authenticating the
phar maceuti cal product, wherein the nmethod includes:
Syfaet helserdidigl devi ce: $n$iVRG at | east one coded data
ob9LLigni and, generating, 4siyig the sensed coded data
portion, indicating data indicative of: the identity;
Whadtgetire atl | east one siZn&tvgrle part; in a processor:
Cdeéernining, fromthe iqﬂig%thng data: a determ ned
7a ﬂfi?ﬁ, and, at |east ‘oné 'determ ned signature part;
captbent écadntint hel phar macewtdlcal product using the
determined identity and the at | east one determ ned
signature part. Optionally, the nethod is further used
eketipget gr m ning a possi bl e duplication of
) utical product packagi ng, wherein the nethod
includes, in a conputer system receiving indicating
SQQE@ [190,& Sensing devige.qofe sensing device being
responsi ve to sensing of the coded data to generate
oilhdecailing data indicatidlke %ofolt he identity;
eterm ning, fromthe ingdjcating data, a determn ned
Wﬁﬁ@ﬁ??f@;og%cessing, us?ﬂ% T15¢ determined identity,
cheaeki pgidata rel ating to thelpharmaceuti cal product,
the tracking data being at |east partially indicative
Coprefe PoeaRt bR oP1t he pharif&teutical product; and,
determ ning, using the tracking data, if the
phar maceuti cal product is a possible duplicate.
E®BMPBEaPl y, the nethod is further used for tracking
t he pharnmaceutical product, the nethod including, in a
conputer system receiving indicating data fromthe
sgepsi afjmdedi ce]l the sensihgswdevi ce bei ng responsive to
iensin? of the coded dat gpﬁgfnerate i ndi cating data
OtAdFc8ttve of the identf$§ ©of°the product item and,
wuBedagkpd, ousi Ng the received,dindi cating data, tracking
data at |east partially indicative of tracking
CegteEngiion. Optional ly,2tHeNethod is further used
c&%&eegogggéﬂeigb%ﬂrceutz Sabyr oduct  packagi ng,
erein the nethod includes, in a conputer system
determining a serial nunber associated with a
E&Rﬁ%ﬂECfUtical product; generating, using the seria
—an identity; generating, using the identity, a
si gnature; causing generation of coded data using the
identig%, he.foded datgﬁ;npkgging a nunber of coded
S§af5 BOPPTBnetleach codet’ dHf¥ portion encoding the
ohdest bty; and, at |east pardvsf the signature, the
signature being a digital signature of at |east part
of the identity; causing printing of, on the
phar maceuti cal product packagi ng: at |east sonme coded
data, and at |east one of: the identity; and, the
serial nunber. Optionally, the nmethod is further used
for dispensing the pharmaceutical product, the nethod
including, in a conputer system receiving indicating
data fromthe sensing device, the sensing device being

o . o M Y Y Y T o o,
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determining, using the at |east one sensed coded data
portion, a sensed identity; and, perform ng the
WO e@saemhd on usi ng the sensed identity. Opti oneCT/%p2008000655
met hod includes the use of a printer for printing the
packagi ng, the printer beLng for: determning visible
information to be provided R fhe packagi ng;
determining an identity associated with the
ical product; -gererati ng coded data using
W?ﬁgEgﬁéﬁﬁ%%g, t he coded %atgggncluding a nunber of
Cegoded dita portions, each5&oyeddd data portion being
indicative of. at l.east the, dentity of the
C%Rﬁ?ﬁ%c%ﬁﬁ??&ﬂ£¥n9% uct;‘a%d&%grinting t he packaging by
printing the coded data and the visible information.
égtionally, the method is further used for allow ng a
E LEglinteract with a phar maceuti cal product, the
met hod including, in a conputer system receiving
indicating data fromthe sensing device, the sensing
Sdeet celmerdge¥esponsi ve 4% %§@rdsi ng of the coded data
e ate indicating a.af least partially
O?%E?cﬁ??ve of the ident%?i;vg%ternining, usi ng the
Whadtgatinngilata, at |easto &velaction; and, performng
Cthg actlgn associ at ed thlgng% phar maceuti cal product,
fRE®Actton i ncl udi ng at 1'€ast Tone of : provi di ng
ciyptespatsoant Dal aliser; uwpdatviolg tracking information
relating to the pharnaceutical product; performng a
transaction relating to the pharnmaceutical product;
rRuiPeAt L gating the pharnmaceutical product; and,
—Teceirving feedback fromthe user. Optionally, the
method is further used for authenticating the
S?gggnggﬁg %pg{lproduct,:ﬁﬁqgmﬁpded data portion being
arther 1ndicative of at |east part of a signature,
ot heesbghat ure bei ng a diifi taiolsi gnature of at | east
art of the identity and beging encoded within a
WBF@&QF?PyOb} coded data‘%%rf?%hs, wherein the nethod
ckBebkdesl in the sensing deiade: sensing at | east one
coded data portjon;_ and,_ generating, using the sensed
Cypyegsdatacpbtet ontli nditati1¥} data indicative of: the
identity; and, the at |east one signature part; in a
processor: determning, fromthe indicating data: a
EdeMerhi hed i dentity; and, at |east one determ ned
signature part; authenticating the pharmaceutica
product using the determned identity and the at | east
Comeodeét eonknedldiigyatwirttripar the Qpaingral logt ltimedrdbdiony are

is.further used for.a enticating, the pharnmacepti cal
SHYAREES. GRS otaRL BT pOFP bR D g R Ny Fehefls who
ekpdbeat | ¥erpie atdilersisaparieofoms siignabueerdahes with the
signature being a digital signature of at |east part
PgPERELI dBHENEYC wherein the nethod includes, in a
conmputer system receiving indicating data fromthe
sensi ng device, the sensing device being responsive to
Compoisngioft the coded data to generate indicating data
at least partially indicative of: the identity of the
pharmaceuti cal product; and, the signature part;

stleter gilnbng, olLom t he | B catding datad: a det er m ned
i.dentity; and, at |east one deternined signature part;
Cddt'Refiticati ng t he pharﬁﬁ%éﬁg% a '“’gduct usi ng the
whekegei-pediidentity and ihes-ad1 leastolone determn ned
signature part. Optionally, the nethod is further used
for determ ning a possible duplication of

phar maceuti cal product packagi ng, wherein the nethod
includes, in a conmputer system receiving indicating
data froma sensing device, the sensing device being
responsi ve to sensing of the coded data to generate

i ndicating data indicative of the identity;
determning, fromthe indicating data, a determ ned

L T L T T . I 1 N
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Figure 14. is an exanple of a layout of conplete tag
group; Figure 15. is an exanple of a code word for the
wWo ags5g0map of Figure 4; Figure 16. is an exanpP@r/aii2@n000655
alternative tag group for the tag structure of Figure
4; Figure 17. is a second exanple of a tag structure;
Figure 18. is a third exaﬁpﬂé of a tag structure;
Figure 19 is an exanpl e of an iten1signature obj ect
gure 20 is an ex erl abel tags
C%ﬁﬁﬁ io a pharnaceutlcgl |ten1 E%gure 21is an
cyﬁﬁﬁﬁﬁEbsﬁenijpnakmﬂceutQc&l2stterut|on process;

re 22. is an exanple f Scanning.at Retailer
R?%%%%%d?%%ns Fi gure 239 %s an exéxgﬂe of Online
A@@@Q@¢n911nteraction detpaiol ; Fi guego24. is an exanple
of Ofline Scanning interaction details; Figure 25. is
an exanpl e of netpage Pen Scanning interactions;
Nt %i"é&s 26. 4 5; ﬂcﬁ‘?@npla%dﬁ ReRagePeBnSCANPENY  suggest
S,

eraction detal Figure 27. is an exanple of a .
th@rpsela@el ttag pelrasnsdi it AhedFi Yur €128, ried egpnéxanpre 10

<30 R T PHELEo R SRS LB 2 80 B2BL 01 e

tB¥arpy £l of 1&ﬂ'eﬂﬁj:|.eét dilecs@asptpm on, Ablnessth pvaurdations and
gregation class diagram Fi ure 31. .i.s an exa 0
maALEbF Rt BB aRRE niOHESL S BeE S AP TR ks & the
késéﬂte&ﬁﬂEhﬁleﬁ SEﬁenﬂét&kaS%meﬁwamnléﬁ&bnmeBaeteSmlned
an exanpl e of an object ID hot |ist diagramFigure 34.
fremahhexaapeec bid Lsad1iPYidY-ange cl ass di agram
Figure 35. is an exanple of Public Key List class
diagram Figure 36. is an exanple of a Trusted
Aut henticator class diagram Figure 37. is an exanple
of Taggi ng and Tracki ng Cbject Managenent; Figure 38.
is an exanple of a Hyperlabel supernarket checkout;
Figure 39. is an exanple of a cash register; Figure
40. is an exanple of a handheld validity scanner.
DETAI LED DESCRI PTI ON OF THE DRAW NGS The Net page
surface coding consists of a dense planar tiling of
tags. Each tag encodes its own location in the plane.
Each tag al so encodes, in conjunction with adjacent
tags, an identifier of the region containing the tag.
In the Netpage system the region typically
corresponds to the entire extent of the tagged
surface, such as one side of a sheet of paper.
Hyperl abel is the adaptation of the Netpage tags for
‘use in unique itemidentification for a wide variety
of applications, including security docunent
protection, object tracking, pharnmaceutical security,
super mar ket automation, interactive product | abels,
web- browsing from printed surfaces, paper based email,
and many others. Using Menmjet(tm digital printing
technol ogy (which is the subject of a nunber of
pendi ng US patent applications including USSN
10/ 407, 212), Hyperl abel tags are printed over
substantially an entire surface, such as a security
docunent, bank note, or pharmaceutical packaging,
using infrared (IR) ink. By printing the tags in
i nfrared-absorptive ink on any substrate which is
infrared-reflective, the near-infrared wavel engths,
and hence the tags are invisible to the human eye but
are easily sensed by a solid-state image sensor with
an appropriate filter. This allows machi ne readabl e
information to be encoded over a large portion of the
note or other surface, with no visible effect on the
original note text or graphics thereon. A scanning
| aser or image sensor can read the tags on any part of
the surface to perforns associ ated actions, such as
valldatlng each i ndi vi dual note or |ten1 An exanple of
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support nore than a very few secret keys. Furthernore,
a QA chip progranmmed in this manner is susceptible to
w@2@koe®m nessage attack. These constraints | iPCT/AURE®S/000655
applicability of a QA-chip-based trusted offline
aut henti cation device to qig@e_applications. In
general, despite the clained 'security of any
particular trusted offline authentication device,
T5ECALR s BePAPHIE *if Mrah@ ohkaky b8 berfgkyctant to
ertTrust tnerr Ssecret srgrature Keys 10 SucCh devi ces,
and this is again likely tolimt the applicability of

such_deyi ces ni che. appl i | Ons, . contrast
1offI%netag%%%%f¥ca?P%%l%$ pé%%é%gﬁﬁvggigﬁ%tu?gge?%mift of
sgenegeat @fls tsh e t Heetiarmeespamei ngoppoeatéokeyspmpsising a
hi ghly practical. An offlineaa&thenticagigﬂ dev%%e 1 £
PRRFPRSPRG PRbHY ¢ Koy SLAETFHSAiTAl | FOREPESRNG nuRber-of *°F
tBHRLLE kEYSLi @D JmY ke desi gpefediFet @t of cypress
addi tional” public keys on demand, via a transient
egaenheatophkction, when it encounters an ID for which
it knows it has no correspondi ng public signature key.
Untrusted offline authentication is likely to be
2at t rabei vepticaidst apEdtest scofpgeturen i eeaprdshgcdo claim
they _are able to retain exclusive caontrol_of ' :
2pri VATt gﬁzjteurgyggf/%.s A% |esnz: vagLnt %Ej% o#soﬁﬁt%ﬁéé{t thoan
amrbtihentpbcedi ©n 1©F woypudd i c- key signature is that the
entire signature nust be acquired fromthe coding,
violating our desire to support authentication with a
3M ni #pk ft'o‘iJiQ:aQ_flyV'%11‘{%&06&%€Q9£‘Qi&9 advantiags fo claim
of fline authentication of a public-key signature is |
3t havhexewss the tﬁE‘PF@SBadﬁWq@lnoollingbﬁ RERATEd, 10 an
i i on, of Si re using the public
a%?gﬁgtggg%égé gé%eré%gg bg%ﬂq%ﬁé%FD and its padding,
and the paddi ng can then be ignored. A forger can not

t ake_advant age.of the.fact that the padding.is_ igno
4duringo?PPFﬁglgﬁtﬁgﬁ}%% tFSW?Og%E%%Et%%C%a%ﬂﬁ%gg$s£89 one
ofiot dignefed durtsg enl i nehendikenttloat | phardegensi¢ally or

of an entire distributed signature is nat pan&icularly

cerBeshsal AyaFamRbmRt? Y9 e 3 fe GF T Hafd-hel d

sensi ng device across a coded surface allows it to

qui ckly acquire all of the fragments of thesignature. .
5The Foasitapidalilye appleedi Fymbes bk bgh amPs@redngi dgital claim
4t hewﬁéleéiﬁm%r}l | 1 Q?‘?'%gqu&{fd.c%mfplfl'lseget S\%eé I ag RS oil,
and has conpl'e e§*althentication: A scanni ng | aser can
cdlise edsi,| yhaeguigeemaloilof chiseokr agientyoghdpheil, rosehip

si gnature. Both kinds of. devi ces may .he programmed t.o _.
S&ﬁ%y Bélﬁfor ﬁ?i\ﬁ?ﬁ‘éﬂ?i catton %@Peoﬁoé} heOthlags gir%‘giecatsge he®tls
aPresenceeehed slignattubgcebat eillhahadeptibti eikeywalnut oil,
signature nmay be authenticated online via any of its
PRCagnetits PhL ¢ heagare by "Hs &ry - sighht REs" hetls such
gengsat %Qaﬁgmeo@@fﬂw@ Ngi B, SeGhelokey- ofhe teasded oil,

onl 1 ne authenticator nmay generate the signature on

sthetread osilnganteppeainvat elkeyartdaniyaddiong, thersay -

store the signature explicitly in the authentication

dat abase. The | atter approach obviates the need to

6st or ehkhecdd qedddi ngppNoé@  abspothat osi gratouddngases claim
aut henti cation may be used in place.qg fragﬂfnt-bqgedl 3
Saut FRFE T tat FBf W@ferCbhl itfe BclEEEYH redtey @-men
AUt hepkbeabakmi Siayabl bk eoi Tabded Soqutdd dgg .a summary

of which signature schenes are workable in |ight of

the foregoing discussion. Table 5 Summary of workabl e

si gnature schemes SECURI TY SPECI FI CATI ON Fi gure 19

shows an exanple item signature object nodel. An item

has an ID (X) and other details (not shown). It

optionally has a secret signature (Z). It also

optionally has a public-key signature. The public-key
signature records the signature (S) explicitly, and/or
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the obj ect was scanned. The object status may be
valid, stolen, counterfeit suspected, etc. |If known,
w0 b@sojeect owner details nmay al so be recor dedPCEAU2005/000655
scanner has a uni que scanner ID, a network address,
owner information and a sya%gs_(e.g. on-1ine,
off-line). A scanner is either a nobile scanner, whose
| ocation nmay vary, or a fixed scanner, whose | ocation
i s knownand constant. A scanner has a current
| ocation, conprising the [ocation details and a _
7t i meBhanpop AcatnneErpesd beorepNelt page etprdimanticelaim 5
case, it will bhe assqciated w.th t r Fea
o Gtk MPGR | e PoRErRLREcp AR T FoRE b icion
coEpRNéeg bivetor wimand wiil Dpt tbaallapgst orfe 20 publac %v/v,

key list, a,valid ID range |ist_and Qbj ect |I.D . .
WH%?Yig?FmTﬁélséﬁhﬁgﬁ(ﬁ%ﬁ%?(ﬁég? nfiggsﬁgkﬁ”iﬁ I%ﬁ“%%l T
£82. rIhgemapURiaCtUrSS , s 9fv Ot best senbi Bl iauther idaynge of 2 -

mai ntarns a nunber of Cbject_ |ID Hot Lists, each with a
10npydE, | PBE CDPrafd eRechimelt Rél| i8t thes Nagge of up to 5
<Updated. Each hot list conprises a list of suspect

obj ect I Ds, conprising the object ID, date, tine,

status (suspected counterfeit, stolen, etc.) and other

info tion. T Chject LD ' I i
oLnn e Ry s L ed Dl Bl Fl deoo it o0 2y one
oBUt kit nRi ntai ns,a hikstredh vallied |PhaamgesitiEsmhly or

valid ob%ect I D rangiﬁent in the |i ohprises the

. Y st c S
coFRFEL BB} L¥t 2FBCRAAP LA VEHFELESI TTEHE SFal 11D F angeya™e
o2RfmbRest | GB1Eheagat E¥1 VaSrupdal gdioddesVehi ds | BoRasgemple

List class diagramis shown in Figure 34. The

anuanf heeadeftigk- other central authority, maintains a
public key list. The public key list consists of a

nunber of entries identifying the public key for a

ar.ang®hef t6bjieel 1y DepprEdel vahpdsbbjert atEO¥Atege batpyy one
onpri.ses _the date ti.ne for th ntr r ;

© bF:E@tlmISD]T &P hewltl%?r?&éfl {he Sr?&‘%g%jléétxﬁ %G?S?ét%htgomp“ses

Jtaege phanthatbacpubli¢ keyiapphgeabbeihoaddthiobj eot cihPress
in the given_ range. The Public Kﬁ% Li$t cl ass di a ram .y

cisseshomn | AL F gl EsieGhitEet abPRgntTeatiUn Mayipaentally

Recher Ml hyed hedreopf a6t UBRS thel teaaddidfbPastForded by

trusted authenticator. A trusted authenticator has an

tagt hoprecsat opseD-iadneihnd details. A trusted

aut henticator holds a list of publicprivate key pairs,

each associated with one or nore ID ranges. This is a

1oi.st aof mebhedt bD rangesitg destifaed distdnsast alesdpds to

end 1D) apd the correspaondi ublLic/ private sign -
WERFOygir. etrd%ﬁ%ﬁ?%ﬁﬁ&ﬁéntggg SPfaIs%§¢§§%é?éyli g%%g?ally
SRARBhoSIGNadnr @seaandfackiedt of yrbl leskeys a composition
Signatures. Each public-key signature identifies the
%ﬁﬂgﬁﬂlngi§ﬁa?BVe°§ﬁdP5rC%ﬁ%m%aﬁthdaused to generate

t he signature. Each secret signature and public-key
signature is associated by object ID with a unique )
1dbj edhe ThetMedistodd Aleientilcat BreEdHl s tHicagrampPgition 18
shawn .i-n Fi gur.e 36. SCAN lSC

tboé)lt():l?‘llllty iarﬁq% lae(%a?cl)e%é gE% eﬁ%%%@ga%%eggg%é gjg%tensae
Ifdsdethsoatmileialse. cActi xedeskanner has a pernanent,

known | ocati-on. A nobile scanner has no fixed

| ocati on. A scanner nmay be on-line, i.e. have

i mredi ate access to the central database, or it may be
off-line. Scanners may be specific to a particular

product application, such as a currency counter, or

may be a generic Hyperl abel scanner. Hyperl abe

scanners may be enbedded in other nulti-function

devi ces, for exanple, a nobile phone or PDA

Hyper | abel currency tags can be read using many types

of scanner, including: Cash registers PGOS checkouts
Mobi | e phone with inbuilt scanner Hyperlabel pens

o — M T
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| east once a week, preferably once or twi ce a day.
Typically, the conposition is topically applied to the
wa@bdosavomes area until the appearance of the strP@BAU2005/000655
di stensae | esi ons has been i nproved, reduced, or
m nimzed to the satisfactiqn of the user. In a
further aspect, the inventi features a met hod of
i nprovi ng the appearance of the striae distensae
15851 ang 451 pg LORIGAI LY, ARRIAING, { 0n8N Aifdsition is
affected by the ['esions a conposition conprising a
tphacabteubppalibey oo cosneticsal d§femeaptiabl etyehpcHéstensae
lfor. t opi_cal treatqggtaazg an effective anount of
EJpPBESsCREEenti A ST 1* 99 an al ternative aspect, the
invention features a topically applied conposition
when used to_prepare a dernDEFarnaceutical or gg%ﬁ?tg%riae

180 i fipretiethe ChppEBEHCEDf “'he aﬁ%%@“ﬁ%t‘éﬁ i
4188088 e tReibaR CApYiaRRY @GERENAS tHEY YERPIiSi & area
a pharmaceutically or cosnetical |y acceptable vehicle
aféectegi bal theedtgfdinsard RMRIT Iy S FRINDLO any one
SEYRRESH esseptpal oil. The topically applied

conpOS|F|ons of the present invention are prepared by

m xi ng the cypress essential oil and, optionally,

ot her phar,na utical%. ctive agents with ik

Y5har ﬁacteq}ijicca%iyy HP %%%Ef?%‘%??%th%%es §8F§9§%hit& gy one
ofn thadescripti oncc@and ¢ he clleems ofiséde | nwent ppapare a
except where the context requjres otherw se due to )
deXpressrNangHageadr FectR¥M Y S mpPi cARTGHS t hd® whPg§arance
ofCconprisein@r variatpppgzsuch as "gomudsHes” or lesions.
“conprising” are used inan inclusive sense, i.e. to
speci fy the presence of the stated features, but not
to preclude the presence or addition of further
features in various enbodi nents of the invention.

Unl ess otherw se specifically noted, all percentages
used in the follow ng specification and clains are by
volunme. Detailed Description of the Preferred

Enbodi nents of the Invention Before the preferred
enbodi ment of the present apparatus is described, it
I's understood that this inventionis not limted to
the particular materials described, as these may vary.
It is also to be understood that the term nol ogy used
herein is for the purpose of describing the particul ar
enbodi nent only, and is not intended to limt the
scope of the present invention in any way. It nust be
noted that as used herein, the singular fornms "a",
"an", and "the" include plural reference unless the
context clearly dictates otherw se. Unless defined
otherwi se, all technical and scientific terns used
herei n have the sane meani ngs as conmonly under st ood
by one of ordinary skill in the art to which this

i nvention belongs. A topically applied conmposition for
treatnment of striae distensae lesions to inprove the
appear ance thereof is provided. The terns "topically
applied", "topically applying", "or topica
application" as used herein refer to directlylaying on
or spreading on outer skin using an applicator, such
as a wipe or a cotton swab, or by hand. In referring
to the phrases "inproving the appearance"” , "to

I nprove the appearance” , or "an (marked) inprovenent

i -if<. appearance" throughout this description, it is
inferred that the col our of the |esions changes from
an inflamed reddi sh appearance to pink, through to a
pal e skin tone col our, and/or the wdth and/or the
depth of the |esions narrows such that the appearance
of the lesions in the affected area becones | ess
pronounced than before the treatnent period, during

whi ch treatnent period the conposition of the present

o, . - - ' 1 Y 1 I - Y T | o



