System and Method for Wrel essly Provisioning a Mbile Conmmuni cati on Devi ce
FI ELD OF THE | NVENTI ON The technol ogy described in this patent docunent

rel ates generally to the field of 5 wireless conmuni cations. Mre
particularly, the patent docunent describes a systemand nethod for

Wi rel essly provisioning a nobile communi cation device. BACKGROUND AND
SUMWARY Systens for sending and receiving el ectronic nessages (enmail) using
a mobile 10 comruni cation device are known. However, before a nobile
conmuni cati on I ed, t end.and r i.wve email, the device
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Provisioning is a general termthat is coomonly used in the field of
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provided by a service provideﬁﬂgﬁg(ﬁéi gé&&%ﬁgﬁéﬁg t echnol ogy described in
this patent docufkatechiidviyl@ScdalifWEs fatcht WBERADS rethOf oM 8S SlYaeld of
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messagi ng system a provisioning request nessage nmay be generated at the
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include a wireless identificalj ﬁ@bﬁhﬂﬁﬂﬁi§@hﬁ@Aﬁge nobi | e comruni cati on
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the nobile conuni cation device that includes a
for wirelessly provisioning a mobile communication device, such as a cellular telephone, a

i

two-way paging device, a personal digital assistant, or other such device. To provision the
mobile communication device to operate with an electronic messaging system, a
provisioning request message may be generated at the mobile communication device. The

20 provisioning request message may include a wireless identification for identifying the
mobile communication device in a wireless network. The provisioning request message
may be transmitted from the mobile communication device to the clectronic messaging
system using a pre-established communication link. In respomse o detecting the
provisioning request message, the electronic messaging system may be provisioned by

25 storing the wireless identification for use in communicating with the mobile
communication device.

In addition, a mobile communication device may be wirclessly provisioned to
operate with an enterprise server. The enterprise server may be operable to communicate
with a wireless gateway over a computer network to redirect electronic messages from an

30 electronic mail (email) account to the mobile communication device. A provisioning
request message may be generated at the mobile communication device that includes &
wireless identification for identifying the mobile communication device in a wireless

network and also includes an email address identifying the email account. The
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wireless identification for identifying the nobile comrunication device in
a wreless network and al so includes an enmail address identifying the
emai | account. The 1 provisioning request nessage may be transmtted over
the wireless network to the wireless gateway. The enail address nay be
used to transmt the provisioning request nessage to the email account
using an email transfer protocol. The enterprise server may nonitor the
emai | account to detect the provisioning request nessage, and in response
to detect i ngbisioinprdts ot PomkPAUBSIRSSAGL e IBYISHALEANS i ieh £
identification for redirecting email to the nobile conmunication device.
BRI EF DESCRI &3{1}1""@0 e PRl BRIATAE NS e wyed fo Ransmithopkvidicaggamuett mess@xanpl e
system for rgdehgchd ; L€ ¢ 1l a2 _nobi |l e comruni cati on
v oo B g T ARl RE L DL v IRRS 3ol B¢ BT3B s
wirel essly SprREwIUBhiortstet te bidvisiadraragicsampsnged e inaespbohdti 1o defaeirgxaapl e
redi rectikon - f 1 9..dee ElLg.. 3 il ustrates. an. exanpl e provi sjoning
request !rsresggéé/z%l&mi%e&?égg Iglﬁssl%el’ glg th%eetéég e%%a]%qt’éi%ﬁtf PEiegRFgE FEsPShse
message; Fi ¢he Bolik camflupwatioradpvam i | | ustrating an exanpl e nethod for

wi rel essly provisioning a nobile conununication device; and Fig. 6 is a

bl ock di agram of an exanpl e nobil e conmuni cati on device. 20 DETAILED
DESCRI PTI ON W t h ref er enc BRIBIWDESCRIVETTONE®E NGH baukesiggi 9. | is a block

di agram of an exﬂrrpLe ) @g@(tefm.lo for redirecting electronic nessages to a
nobi | e comuni cat Foh*de 1aggamp an XA SEteredr Fedieston ebspowimnESsagec| udes
an ent et®ri &ea S6bikejombAini@tisRidviccer ver 14, a storage nedium 16 for

el ectroni c nmess ing %emai | ) account data, and a wirel ess gateway 18. 25

Al'so illustrated’dré the Wedi Idesswmiinitctns on devipke preedae wior eliedssshyet wor k
22, a wi de paveRnBEt IRk WokhuRdaid ddvI S Bl 28 uter. 26, and one or
nor e ot her }()a_l ect ro%i C 0rrlessagi ng %§/st(§aelr¥£cg\§%{tﬂ]q'ﬁlg€ cn}gaflﬁ’?eggelré%} ?ﬁoffyﬁfﬁ@' ?fgcl ude
el ect roni c ¥8s5agi ng software executing on a

Fig. 3 illustrates an example provisioning request message;

15 Fig. 4 illustrates an example provisioning response message;
Fig. 5 is a flow diagram illustrating an example method for wirelessly provisioning
a mobile communication device: and

Fig. 6 is a block diagram of an example mobile communication device.

20 DETAILED DESCRIPTION
With reference now to the drawing figures, Fig. 1 is a block diagram of an example
system 10 for redirecting electronic messages to a mobile communication device 20. The
example redirection systern 10 includes an enterprise server 12, a mail server 14, a storage
medium 16 for electronic messaging (email) account data, and a wireless gateway 18,
23 Also illustrated are the mobile communication device 20, a wireless network 22, a.wide
area network (WAN) 24, a firewall 25, a computer 26, and one or more other electronic
messaging systems 28,
The mail server 14 may include elecironic messaging software executing on a
computer within a local area computer network (LAN). The mail server 14 is coupled to
30 local network devices 12, 16, 26 via the LAN, and is coupled to remote network devices
18,28 via the WAN 24, The LAN and WAN 24 may be separated by a firewall 25,
The mail server 14 maintains an electronic mail (email) account within the email

account database 16 for each computer 26 in the LAN. The email account database 16
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computer within a | ocal area conputer network (LAN). The mail server 14 is
coupled to 30 local network devices 12, 16, 26 via the LAN, and is coupled
to renote network devices 18, 28 via the WAN 24. The LAN and WAN 24 may be
separated by a firewall 25. The mail server 14 nmaintains an electronic nail
(email) account within the email account database 16 for each conputer 26
in the LAN. The email account database 16 2 nmay be one or nore storage
devices coupled to the nail server 14, and nmay be included wthin the sane
net wor k devi ¢ s t he mail server. 14 or i, N %ﬁe nore separate deV| cgs
within the CAN STHE CIMPUCEFESECHET BEPEHEL BY Tipictvea i udgpa biptudf

(e.g., perswitin theonpehefdik tedd aaah@rnail 3pH 1 LOHNPWNE 68 mopd se?hﬁ?er devices
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execute el edf Bh%’é L‘?@% 1@??@1@{5‘1‘" W hepreed @ Phrality of epupnters (e 8+ peypng]
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storage Poc&®TEnlq dia fodBoXf exgonts fﬁﬁoéfc’é@rliﬂé@ftE)Mngvafﬁm Ber@icmdmtewf% | f

the out goi ngw%@ﬁ@ssa %9951 sgﬁae[ﬂ . hQi13gvgmai | account within the LAN then
the 10 mail server |ve e message to an incom ng nessage storage

| ocation (an "i nﬁbﬁi‘rgmc mnssam Sezppﬁqaptheammpem% amGEoetty 16 maiffsetee 16ut goi ng
nmessage i s ¢ u npt her el ectronic..messagi ng
VREZEhoh B MBI ea AEER My DR I G PRn G AR A

system 28, e“nessage Is
Simlarly, ifcthinguebegtmerige maaldres(sehm i) mﬁﬁdﬁc&ﬁﬁz&dvfﬂ@n el ABMRich ti&Ccount

16 i s recei t.he, omni |l .server stored to the nall nt, 15
dat abasty 16N CRVA CHSTapp B RES 0 AL Bitp Ry HreS e G s SR agHoD BEati R
("inbox"). ihhfe appl@pﬁaiélgnﬁmlciouﬁ”ﬁ%t hemehRiigRid hexast fsr Qmfa B Amaaiccount

16 by the conputer may, be automati call ushed to the conmputer 26
by the mai | 2§81 e i@thei'h@ecé‘i’?%é@r PEfseging cpiiem f% ﬁﬁ Yok fhgaethe | Besi&nisc mai |

(emai ) redidie6rkil @ ST RTE] ﬁmﬁﬂfmﬂ&nﬁﬂg @m@@dﬂ?&ﬁﬁﬂ (&h&hlaﬁdﬁe&%dlt&%e The
enterprise server 12 i s operational redirect electronic nail

messages ( ef FOPRY @ feresyed bﬁc@%@ﬂﬁﬂ i‘fBVQfolfi fed giobid o Benemail eerobn
device 20 anghph@ P @ﬁﬁzﬂ%%%ﬂﬁ%n%rl cd‘n‘iﬂg‘n%&?atgﬁ‘%m msﬁ%l BOHTU 1?1%:{ ‘?II‘_ Tilevi ce

20 into the email account I ver server
enter pri se inewRipgemad ngchesbasidved dewi e cinafl acomsini by uchngstea ZW arel ess

identifi Catlh%e(ﬁucgnatlcgﬂf ﬂd&l(’:d to the computer 26 by the mail server 14.

The enterprise server 12 may include electronic mail (email) redirection software

executing on a computer within the LAN. The enterprise server 12 is operational to

20 redirect electronic mail messages (email) from the email account 16 to the mobile

communication device 20 and to place messages sent from the mobile communication

device 20 inlo the email account 16 for delivery by the mail server 14. The enterprise

server 12 stores mobile device information, such as a wireless identification (e.g., a PIN),

used to communicate with the mobile communication device 20. (See, e.g., Figs. 2-5).

25  The enterprise server 12 may, for example, communicate with the mobile communication

device 20 using a direct TCP/IP level connection 27 with the wireless gateway 18, which
provides an inferface between the WAN 24 and the wireless network 22.

When an electronic message (email) is received in the inbox of the email account

16, the email is detected by the enterprise server 12, and a copy of the message and any

30 necessary mobile device information are sent over the WAN 24 to the wireless gateway

18, For example, the enterprise server 12 may encapsulate a copy of the message into one

or more data packels along with a wireless identification (e.g., a PIN) for the mobile

communication device 20, and transmit the data packet(s) to the wireless gateway 18 over
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used to communicate with the nobil e comunication device 20. (See, e.g.,
Figs. 2-5). 25 The enterprise server 12 may, for exanple, conmunicate with
t he nobil e comruni cation device 20 using a direct TCP/IP | evel connection
27 with the wireless gateway 18, which provides an interface between the
WAN 24 and the wirel ess network 22. Wien an el ectronic nessage (email) is
received in the inbox of the email account 16, the email is detected by
the enterprise server 12, and a copy of the nessage and any 30 necessary
nmobi | e devi ce,.i nf on are sent _oyer the WAN 24 to the w rel ess gateway
T8, For exarlietl Fretelter iedtlarydfc pichss SuncapbUmaY ok eofhy BrEhe
nmessage i nt ador€catRh MNE SBEAMRBLX AbHcd iFBbh o i@ 88 Sakd SRkl { ﬁat ion
(e.g., a PIN) for the nobile comunicati on device 20, and transmt

data packet C&}2Ig Hee \flgolpaiss Mgaeanagren ghpviieles aciyorlect? Tophepniobiie|

connection 2dmmbARa ] &v8S9p0at eway 18 may then use the wirel ess
identification and/or other nobile device information to transmt the data
packets(8) cont &iatirpigc tihessedeecentofive Hesselyls owemunibaioni defesz0 metywor k 22

to the nobi l &B&EU&‘ 8 %51!3 Qp 5‘8‘3%/ 'dgt?zdj%gketssal pégvtltﬁon (?]r"?c %al%gfscgts onn,%ol; ﬂ[lom the

nobi | e connunl atlon eV|ce encapsul ate e dat a
packet s al orgfexpirtshseavardlvanr kerd ﬁiamttaﬂmmad;cﬁ o fherwitdheas 11etmoﬂ<r PI tcsthe sereleey 12

Gat cnmy 16, ARG el A28 DAREmag TB Ry e hionBr Bk JBRRPR B 1B f or

t Ee ent er pemtm@nseemﬁmi 112 fo@wﬁrdmv\ﬁtatfh fdoRst@pbeer gﬁqkﬁl\(grl) élg;ﬂlv{egénltérb@sle\ééxNe124 to
the enterpr S 10 .12, via g direct eve

connect i @) @e@ﬁﬁqv&@fiwqé&ﬁﬁ% 8‘53?&3’/’5 e84’ \Uranrgieitipge hgidata nagket@at eway
18, the ent gbpr {h8 BwiSEEM BfatchvayP] BARS chiBR i8N cboseth plasd {h@rengios&?@l%@%m
(email) into the gutbox of the a5500|ated emai | _account . The mail server

14 then def&¥pee touile e (he epthayecidhe Byciaiad el pomepat k%eT%@glég@”veraTé

descri bed a@l@ﬂ@@tedtﬁ‘tk@@ﬁiaﬁ'u@ﬂw o%%%idraﬁé oI FBY tREMERIJY A pedirpulsiMde of the
firewall 25 by encrypting al el ectroni c nessages sent between the

enterprise servel ﬂﬂiéluaﬁcFeﬁHé)’ |b|@ aagsTmeieadd ofihe Gewial @5 29 en@wptiigadt ance,
an el ecty Onélgotﬁﬁtﬁrﬁg&%a%g sBR veffich e%geré]r?se (S e PPL] Erne SR @ﬁéﬁ%l@& ipn eVI ce

20 may be encrypte conpr esse by t enterprise Server

encrypt ed w#yg@géonaﬁotheﬂmbe,@ncdpgamat@dmumbomohe mdnﬂmxbt@ahalpdukets

for communication device 20 may be encrypted and compressed by the enterprise server 12,
and the encrypted message may then be encapsulated into one or more data packets for
delivery to the mobile communication device 20, To maintain security, the electronic

20 message may remain encrypted over the entire communication path 18, 22, 24, 27 from
the enterprise server 12 to the mobile communication device 20. Similarly, electronic
messages sent from the mobile communication device 20 may be encrypted and
compressed by the mobile communication device 20 before being packetized and
transmitted to the enterprise server 12, and may remain encrypted over the entire

25  communication path 18, 22, 24, 27 from the mobile communication device 20 io the
enterprise server 12,

Fig. 2 is a block diagram illustrating an example system 30 for wirelessly
provisioning a mobile communication device 20 within the example redirection system 10
of Fig. 1. The illustrated system 30 may, for example, be used to provision a new mobile

30 communication device 20 to operate with the enterprise server 12. The provisioning
procedure 30 is initiated by the mobile communication device 20 by sending a
provisioning request message 32 in the form of an electronic mail (email) message

addressed to the email account 16 from which email is to be redirected.
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delivery to the nobile conmunication device 20, To maintain security, the
el ectronic 20 nessage nmay renmai n encrypted over the entire comuni cation
path 18, 22, 24, 27 from the enterprise server 12 to the nobile

conmmruni cation device 20. Simlarly, electronic nessages sent fromthe
nobi | e conmuni cati on device 20 may be encrypted and conpressed by the
nobi | e conmuni cati on device 20 before being packetized and transmtted to
the enterprise server 12, and nay renain encrypted over the entire 25

comuni cation path 18, 22, 24, 27 fromthe nmunj cat i on_devi ge 20
to the enterpri4BCEERleproysionise equestinessagy &“k‘ lﬂﬁtﬁgﬁd&’f‘rﬁg Pustilisfrag®an

exanpl e syshemodPof @& pYBv'is%Iﬁﬁlleguespﬁl@ééh@d %}E}glr@lu@@vdu?elc%ﬁ) EHEH{"ﬁé%l%ﬁ an
device 20 within the exanple redirection system 10 of

i | | ustrat edsushgs éRlBo amﬁhy pagsypriekanphie Witplsssidanificatigsy ‘dﬁ/rn@gof@r axamlp hsbi | e
30 communi ¢ Qﬁtbrﬁﬁmgﬁ)y L& e@g bR ARG %Bﬁ}%ﬁcﬁl&%vﬁg b8 'EJPﬁm? Be &%Na?l?le%%wg-rh €

pl’OVISIOﬂI ng proce ure Is initiated e nobi |l e communi ca evl ce
20 by sehdi biga devigr . sTimvaagvméééesmrem@‘ssa@Eelaﬂby thetdeeict osantotnsare that

el ectronic iy acc om
whi oh enai | ﬁEE‘ rcg&ﬁ%ﬁ'ﬁ% }e&q?szgﬁe%cfxge?édl %%gg Jaﬁdtntf'og)\llﬁ;gl%gmumca?gy dew? %@ssage
32 is ill usT}ucame’esimrd 4Ringpy, Bor Iﬂ&iaanJ hﬁdﬁhtz&h@lcby Cdfﬂtt&ilb@d)ﬁyﬂélntahmlmﬁfQWI S%iSoni ng

request message wirel.ess,identification 4

PN and o BACETErE RS e har e e e Rbr e Bop U S R o SMERATB 6, be
aut orr:alt i cal }h)}z‘clﬁgﬁd?meidaﬁyed bﬂft@lnéﬂlﬁﬁnig&coﬁi%hrﬁ’ﬂhﬁﬂ is€catd mg\arﬁ zm Q@llt?(@ift@ I’che[)ﬁiﬁix‘eibs@ 4
manua ent.ere a evl ce user e asSSWor IS prerera entere
by the viident ’J%ﬁ‘ont%lr 7 aukpaseveid At ﬂt@n@%ﬁ@%ngﬂweﬁgm?%éﬁfe%% %%%é%%l%‘és 82 is

froma val igoBbhihe &@IEH]!J MM ERdr o4, deMieC BrotBioninkh feqRas SWaksloA 4cNBMy, fRr
i nstance, be obtai ned ﬁé contacting a systema nlnlstrator 35 for t he

ent er pri se Fampley beypprerdglipripied Moy YeranhEng t EOHBeipesBefin frdeterl dhthdevi ce

20 is purcshlaﬁaqzel@éftﬂ@ymb&o%tg%dﬁ%gn&b%ga!gg3§0ne other secure means. In
addition to tthe wreless 10 identification 42 and password 44, the

provi si oni ng r eqeéstingreasinipd iz 2, Aiosprovisiening eguast m@ﬁgﬁéﬁﬂowm@nﬁ@@h@@n
| ndi catar 4f, gﬂ?‘ﬁe %ﬁl%iuﬁ%a%h 'agx(il’:e?%‘?osﬁle '“Hr%leﬁsa atlwa 3@8’;@% thd § remé%yxﬁﬂl?e , be a

pre- det érm ne oVvI Si nln est I NC in
t he subject. fTlel wlu@ésstﬁa@vxplydﬁl therofrirwerds @Gﬁj}ﬁ\stflsmmag@le%nbssage 32 to the

electronic mail account 16 using an email transfer protocol, such as SMTP (simple mail
transfer protocol).
The enterprise server 12 monitors the email accounts 16 for received electronic
20 messages that include the provisioning request indicator 46. For example, the enterprise
server 12 may monitor the subject fields of received emails for the phrase “provisioning
request,” as illustrated in Fig. 3. Upon detecting a provisioning request message 32 in the
inbox of an email account 16, the enterprise server 12 verifies the password 44. If the
password 44 is valid, then the enterprise server 12 provisions itself by creating a
25  redirection account for the mobile communication device 20 and storing the wireless
identification 42. In addition, the enterprise server 12 may enable communication with the
mobile communmnication device 20 over a dirvect link 27, such as a direct TCP/IP level
connection, by generating a provisioning response message 34 for delivery to the mobile
communication device 20,
30 An example provisioning response message 34 is illustrated in Fig. 4. The
provisioning response message 34 is addressed with an email address for the mobile
communication device 20 and includes a network identification 52 in the message body

that may be used by the mobile communication device 20 to communicate with the
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Referring again to Fig. 2, the provisioning request nmessage 32 is
transmtted from 15 the nobile conmuni cation device 20 to the wirel ess
gateway 18 via the wireless network 22. The wirel ess gateway 18 then
forwards the provisioning request nessage 32 to the electronic mai

account 16 using an emmil transfer protocol, such as SMIP (sinple nai
transfer protocol). The enterprise server 12 nonitors the enmail accounts 16
for received electronic 20 nessages that include the provisioning request

i ndi cator 46., For exa , the enternpr erv, noni tor the

subj ect fi el*GETEFC SELE Za“ 9 ‘f?%q"hh@ ?Pﬂ gﬁlﬂﬁ’r 8i lgﬁoaﬁwﬁg!g YeaRiest | !

as il ustratedsdgn 3Figay Beluilpamagdalecsi fﬂ(ﬂv@nf@"tﬁ)é/hiﬁhé?ﬁ'cﬂﬁoF%%%@stsaéEeéﬁiaQe 32
in the inbox of an emil ﬁcount 16, the enterprise server 12 verifies the

password 44 PTTHSITHES reRREsIBHigatan st i RRAYEY Hhe neobéla cPREURIeEEpddvice 2ehatdhe 12

provi si ons intei@kE 3h¥% a r@@ilbm fsgonsk gdishgeti on account for the nobile
communi cati on device 20 and %OI’I ng the wreless identification 42. In

addi ti on? the enPelepRigsgaiade Vig 21 therpagviteribg wsposmmessest 4O mawibeplichein
nobi | e Com%' @L@ﬂdxoﬂ tﬂ@\éiﬂ% aggjuﬂy ¢6 b tﬁié Eﬁat%%n é &l§612?2 féslu(f EW%S bey ﬁ]@rg%g e 34

TCP/ 1P |l evel cornection, by generat ng a provisioni'ng re
for deliverserte the Thebidilesercwnifudeloatsi tha pﬂmmm&n@@esp&&eﬁmcssw & the

provi sionin 34 is..illustrated.,in Fiqg. .4,.Th .

provi si oni ngl F@ggog%g\g Jrrrggégg% % el tazmsiggé%towl,t ¢ Engseﬁrmw‘amﬁﬂeggb#eor t he
mobi | e  conmamndEtdtion ddeivé ae 124), andedangleytdes @ DesaEk wirdRpd hbiCatdogm 52 in
t he nmessage,body .t hat _used by t ile comuni cation _device 20 to
conmmuni g(gt e ry‘P Iﬁ@mdSbrg’Z%F &Hlﬁf%%atg Ef}i/@r f’?‘P vetent gad Frepige epil jrng the | n
addi tion, t&aeaipirensies ip@iddly UBSHRRSRingTBE 539RIcAthe TaMohfRGhade B Passd 54
to veri fy the{lfg#lhglfntl city of the nessage and a  provisioning response

i ndi cator 58'° § ?W“?Wécaﬂﬁlb??vécec%}rﬁﬁﬁ’ﬂé%ﬁﬁ gHeHan] Teapmils Hmessege Message

34 i's a prowesitRNinidichE SARSE zmést@g%mbﬁepﬁinﬁﬁm&aoﬁ%me 2. Fige 1fobikh®
provi si oni ng response nessa be placed in the outbox F %e enmai |

account 16 YRHECaERR Eryied %(g H@*@\ﬁbﬁn C;Lezeqt drc rievisipuing réspondveindiadtor 56 x ther 14,
The maiis S%(\!&vcdlﬁegﬁ ¢ VeL: ?ﬂfltﬂﬂ@ QYA enl Bgi . ?cf.rgs%ﬁs <018 S %gethépﬁ]ﬁb’v if

W rel ess gateway 18 using a transfter suc
nobi | e identification 52 for the enterprise server. Electromc messages may then be transmitted

between the enterprise server 12 and the mobile communication device 20, as described
above with reference to Fig. 1.
The enterprise server 12 illustrated in Fig. 2 may include a communication
20 subsystem, a memory subsystem and a processing subsystem. The communication
subsystem may be operable to communicate with the wireless gateway 18 via the WAN
24. The memory subsystem may be operable to store data and program information. The
processing subsystem may be operable to siore and retrieve data in the memory subsystem
and execute programs stored in the memory subsystem, and to cause the communication
25  subsystem to transmit and receive information over the WAN 24. The enterprise server 12
may also include a provisioning program stored in the memory subsystem and executed by
the processing subsystem to perform the provisioning functions described above.
Fig. 5 is a flow diagram illustrating an example method 100 for wirelessly
provisioning a mobile communication device. The method begins at step 102. At step
30 104, a password is established, For example, a password may be established by contacting
a system administrator, using information provided with the purchase of the mobile
comunication device, or by some other secure means, Once a password is established, a

provisioning request message is generated by the mobile communication device at step
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comuni cati on device 20 may, for exanple, have an associ ated w rel ess enui
account 10 that is nmaintained by the wireless gateway 18 in order to send
and receive email using the emil transfer protocol. Upon receiving the
provi si oni ng response nessage 34 addressed to the nobile conmmunication
device 20, the wireless gateway 18 transmts the nessage 34 over the

w rel ess network 22 to the nobile comunication device 20. The nobile
comuni cation device 20 may then detect the provisioning response indicator

56 in the 1 (Y ! j A 54,..and provision itself
with the ne;EI \(l)\%?ﬁaﬂchgiﬁ | ﬁ)g%ﬁoéyn%gl%(%wﬁﬁg@%%ge%rlgglglf%%??}&d?m V‘é‘églﬂeoni c
messages mayndbiepomauticdivenictritet 2 betlvmeaentwoie ent erpri se server 12 and the

nobi | e comuni cat,i on devi ce 20,. as.descri bed above w th ference 1o Fig.
™ the enterpri o8t SepvEE T FrvisBRie Saheeh Tyt S Ragmited Gog: e moble
conmuni cat i onmmANicaithsysicen a darp@raicitosit REYISERRRRInR REQS 88 Siid teuisy st em
The co ni cati op ubsg(shgm y be operable to conmunicate with the.

wi r el ess® gaPEIROL Fach psaSYIHE: targat eribaceau yeYShinay grahfseaynige aofedlabl e

to store datiaifdnRyaahamiinior Rt @ed VI thePLOGRSSEANSUASY SEEM BRYhDe
operable to store and retrieve data in the nenory subsystem and execute

prograns st Breess o redieechppenyl.syisisyatbemabatd Alosteaiik thawrovisimingi requesion 25
subsyst em t%e§sﬁ§é1§rﬂertec?e'aantﬁ§ 5 elﬁg%}%ﬁ’c. 0P, 088, Eeh%ev@%%mr@@ uest.
enterprise server 12 may al so Tnclude a provisi onlpng program's or&din the
menory subsysisesn may bexisteoteédn Ithe inbhie op flocesst argaik alssygtwsingt © ppeisfaing t he

provi si gni ng, .f i . i ..Filg. 5is a flow diagram
illust rg{li n%q%%pgi}gﬁ%?ggﬁ’e@%g@g%éggﬁé%aﬁreI essly provisioning a nobile
comuni cat i on dedd step. 1 1Zhthe pedshodi helyiiabkindbe mtepodil@ reghest sicdmge 3velifidd. a

password is..estahlished. Far.exanpl asswor be. est.abl i shed, by
contacti ng i se)})sat%ewrﬁr%&rﬁ“ﬁafl@t st @P,m%@?(ﬁaﬁf ﬁtf%‘%rﬂgprgﬁhww’i lggﬁ BP9 e
pur chase of vdliigthemibt he:thod@ivosdsaaticpn 1 4exi 86 118 a P vED At HRhscSBEHIR
Gonr at ed B9 EHEREbIe GOHTENACHTGN dGIEBTSE l6t dp CEUIBE SHAF | iifudes
t he pasgworgodsienial S@pbite ndese & Ml hREStdddsMd HbGat dodindienbh iyifdat he

nobi | e comuni catign device in a wireless network. At step 108, the
provi si oni nfPr gkﬁt,gg{xg B SERetrins oy (apiesalt fusH B rBHIEheAhBp |148, the wireless

network identification included in the provisioning request message and the enterprise
server network identification included in the provisioning response message are used to
activate a redirection service for the mobile communication device. The method then ends
20 atstep 120,
Fig. 6 is a block diagram illustrating an example mobile communication device 20.
The mobile communication device 20 includes a processing subsystem 438, a
communications subsystem 411, a short-range communications subsystem 440, a memory
subsystem 424, 426, and various other device subsystems and/or software modules 442.
25  The mobile communication device 20 also includes a user interface, which may include a
display 422, a keyboard 430, a speaker 432, a niicrophone 436, one or more auxiliary
input/output devices 428, a serial port 430, and/or other user inferface devices.
The processing subsystem 438 controls the overall operation of the mobile
communication device 20. Operating system software executed by the processing
30 subsystem 438 may be stored in a persistent store, such as a flash memory 424, but may
also be stored in other types of memory devices in the memory subsystem, such as a read
only memory (ROM}) or similar storage element. In addition, system software, specific

device applications, or parts thereof, may be temporarily loaded into a volatile store, such

7



communi cation device to a target electronic mail (emmil) account using an
emai |l transfer 5 protocol, such as SMIP. The target email account nay be
an email account in a enail redirection systemthat is to be associ ated

wi th the nobile comruni cation device for the purpose of redirecting enmail,
as descri bed above. At step 110, the provisioning request nessage is
detected in the target email account. For exanple, the provisioning request
nmessage may he detected in the inbox of the target emai|l account using a

provi si oni ng,g ,1! Ldent ik} hAC LENE D the message. At ep
112, the pasé‘vz\iofglg{ O:Eﬂ%lgg élll [ ﬁ%l%‘éﬁ%rd%gi sbygﬁﬁﬁ}gaé%q%%%a?s rr?f%%‘é%g tlhg m\%’?‘%fi ed.
| f the passworghingaiioddvicd 20 imeralsolve sietdio® Adidgc.at step 120. Otherwise, if

the password is lid, then.the method proceeds .o st 114, At step 114,
a provi si oni ng rgéggﬁ%dgssﬁ%%éﬁbﬁés e“u‘s“brg%eﬁ“era%&éfi“ 3?1 {S PQFé?ﬁﬁgf Sateny FORSHGS «

i denti fi cat icoablésosxeanionnt esfprdrs epidiRatias 424 be tHEddel0e\20S | O PidagiefBiaRD#RS 6f
nmessage iSS theln &ragggitte(gbto the nmobile co ni cati on device at step 116
usi ng an”emdPPIEHRSPL COPFY PaTe AVIE T AT RIS, a5 Alataciig i ACEF OMIHIIGRIIPTS| s
net wor k i demtdyfieGaddIRn oh B! dedRE 20 Autifemph@nst OBl Mditl-adipstolErs@ga and the
enterprise server network identification included in the provisioning
response meSERHET M) salitabon qEciNdiize 4B SISHPRIE CRPSASIBR rapPEeatiPar Makiebrobi | e

. . e it ¢ ) 120, Fj :
comuni cat i aft8eY o the dEHRMELESA rhﬁﬂf&%ggippl%%c%p &Py J&g die‘é'vel&g enf?a%ge S

bl ock diagramillustrating an exanpl'é nobile comunicatio
mobi | e conmi#P éams.chcligvind. odendacisaissvaceprgbeappimgmenbspd taskitaas, The

communi gat i - 4, Ok - L GaLi; - - 440, a
ronory CSupel HBSHEh Sl b8 LA 1) ARRCORTUIL Rk RIE PHIRY TS
sof t war e nodetivesk 242, 25 The nobil e conmmuni cati on device 20 al so includes a

user interface, i : incl ude a. di,spl 422, a keyboard 430, a speaker
432, a nicrophoné h%gfng%}rg)él gﬁmﬁglr}sé gﬁ%df Eary? FRB LT Psu &W&&%’%@E& %8, a
serial portpédB8Omedridbogh tthemmssratibmbeisiaas dey kgepossibe HREQGheHhs isAek-

bsystem 438 controls th K tion of the mobil cati
devi ce 20, BET YT S SRt € ofBe GoBRUBy R PrieaR Al hgrelats® &

subsyz tem 4:38611'my411t:)ze aSt'E‘e@xEﬁgtei' 314 aﬁ.@ rele Sdr @Rdre dentUhﬁas &uﬁhu@.s B zﬁdd@cﬁiﬁa, gRMOr Yy
424, but may al sqo be stored in. ot her types of npenor evices in the nenory
subsyst em *ﬁ%@ﬂlﬂ&%ﬂﬂgn P%béamamlw%emi o W@%mgmﬁwa@feﬁrffa@éﬂ?&s’@ﬁ@m. In

addi tion, systRE0rIPELYRIRer SREGIbdeSsing device(s), and local oscillators (LOs) 413. The
specific design and implementation of the communication subsystem 411 is dependent
upon the communication network in which the mobile communication device 20 is
20  intended to operate. For example, a mobile communication device 20 may include a
communication subsystem 411 designed to operate within the Mobitex™ mobile
commuttication system, the DataTAC™ mobile communication system, a GSM network,

a GPRS network, a UMTS network, and/or an EDGE network.
Network access requirements vary depending upon the type of communication
25  system. Forexample, in the Mobitex™ and DataTAC™ networks, mobile communication
devices are registered on the network using a unique personal identification number or
PIN associated with each device. In UMTS and GSM/GPRS networks, however, network
access is associated with a subscriber or user of a device. A GPRS device therefore
requires a subscriber identity module, commonly referred to as a SIM card, in order to

30  operate on a GSM/GPRS network.

When required network registration or activation procedures have been completed,
the mobile communication device 20 may send and rceeive communication signals over

the communication network 22. Signals received by the antenna 416 from the
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device applications, or parts thereof, may be tenporarily |oaded into a

vol atile store, such 7 as a random access nenory (RAM 426. Comruni cation
signals received by the nobile conmunication device 20 nay al so be stored
to RAM 426. The processing subsystem 438, in addition to its operating
system functions, enables execution of software applications 424 on the
device 20. A predeterm ned set of 5 applications that control basic device
operations, such as data and voice comuni cati ons, nay be installed on the

devi ce 20 d%rfnﬂgl W&H %8 H)El? 22 a1e g técf ?0 'the 1Pce{vsexorﬁ5,aﬁvg1nﬁ1£§?c§v| W{]ager

(PI'A) application, Tnclu roni ¢ messa
i nstall ed ommphéczdlem fc@;[ueﬂ'dyeiomm\dmwwﬁ Oflteeixg bl becdipRf @b end @a_‘,omg@nl ze
and manage emai | I dar. events, voice nmails,

AR SR T e S LTSt Mo oRErhDI ¢

to send and alleeeihw e,)s@ab peiféraMmon dniphe cmﬁ@haeaﬁon MEHINAE kudPas fRPIURIGAL | ON
functions, in Iud|n ta and voice caomruni cations, are performed through

the conmuini @&% i9g3pd bs SR HRRATI AR HEES B Do tRPBUYR (héhes Remotk RArre
conmuni cat i gﬁﬁes‘éétb&\/gﬁ&%ﬂéi@d DGR GRUHGN 4§@Q§y§%eeeﬁe§éﬂovgd%gh&%s a 15

recei ver 41 a transmtter 414 and one or nore antennas
addi tion, tHasTEEIMGA St fisials isb ey wpuvesicy, stequesly ude soay quFiog efltring,

nodul e, Sucﬁmﬁﬁ;ﬁétigﬁ dhd ahnshignal to( ﬁx&%ﬁ%@foaﬁ_@sp w340 24) Emoﬁ I?\%rkﬁr ghSSI ng

devi ce(s), and | ocal OSC|IIators peci
|nplenentatW@ﬁH@H48he conmmuni cati on subsystem 411 |s dependent upon the

communi ¢ation n N i . he nobil.e connunlc ce
i nt endeg@t 0 ope?%}tl\gd or to‘g’;ﬂg%fsrg% SO AR o RS 3%‘{’ 012?119(1%\9 gV %5 Egy
include a wovimunilgatil srnsuiisy4t4ecomdbl Hﬁsm@ﬂ@&,gmnﬂpﬁﬂﬁHQOWbmhmﬂmhﬂﬁ
Mbbi t exTM npbi onmuni ca |on stem t Dat aTAl bile ¢o ni cation
system a GSRIM A efTWiie i eyt We%%?’kt,eraﬂ%l\?ﬁ’@ Bt ng’a?ﬂi’;t@ﬁe‘gﬂlrE@%E
net wor k. h@mmmﬁMmqgmﬂﬁadﬁhﬂyhﬁmﬁBHM§mM@mMJd@Qﬁmﬂimg)Upon the type of

em Far exa e, in the MbitexTM and Dat aTACTM

communi cat 1 on 5 syst
net wor ks, nobi | é"é‘d%fﬁﬁﬂ%‘t“?l‘baﬁmnd% ec&ecsived pightlstush 8 adpKiREsHEIROTR usi ng
a uni ques pegagenlvnlodents pio6@kdoBy numsﬁmﬂhlcaﬁnNs@%fs@&h 1§ fBueRC bhe
device, In erJg/rrc:e?sn?gngev?ga'\ﬁS%DR’%hengc\é\ggdkgzgnaqqgvteh\egrfuxther processed by the processin
p 8
device 438 for output to a display 422, or alternatively to some other auxiliary IO device
428. A device user may also compose data items, such as email messages, using a
keyboard 438 and/or some other auxiliary /O device 428, such as a touchpad, a rocker
20 switch, a thumb-wheel, or some other type of input device. The composed data items may
then be transmitted over the communication network 22 via the communication subsysten
411.
In a voice communication mode, overall operation of the device is substantially
similar to the data communication mode, except that received signals are output to a
25  speaker 434, and signals for transmission are generated by a microphone 436. Alternative
voice or audio IO subsystems, such as a voice message recording subsystem, may also be
implemented on the device 20. In addition, the display 422 may also be utilized in voice
comumunication mode, for example to display the identity of a calling party, the duration of
a voice call, or other voice call related information,
30 The short-range communications subsystem 440 enables communication between
the mobile communication device 20 and other proximate systems or devices, which need

not necessarily be similar devices. For example, the short-range communications

subsystem 440 may include an infrared device and associated circuits and components, or
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access is associated with a subscriber or user of a device. A GPRS device
therefore requires a subscriber identity nodule, commonly referred to as a
SIMcard, in order to 30 operate on a GSM GPRS networ k. Wen required
network registration or activation procedures have been conpleted, the
nmobi | e communi cati on device 20 may send and receive conmuni cation signals
over the communication network 22. Signals received by the antenna 416
fromthe 8 comunication network 22 are routed to the receiver 412, which
provi des si grlﬁlueto@tgm cf)l'nﬁﬁhf 2bn Ho@ﬂl'éet'acgro W C %Ql?ﬁﬁ'lruﬁ{cgﬁe 1 fv}i{ht ?iHﬂQng—
channel sel ecti on, 3 may al so ovi de analog to dlgl a

conver si on. emm&ﬁ@gﬁ@nsdﬂgkwww conversi on of the received signal allows the

DSP to perform Gommuni ¢ ch a tlon 5
and decoding. In SW“%gFm%mﬁﬁmﬁé§es%ldl @“ﬁ%ﬁ f”BHE OFF@%‘%BgﬂW%mﬁetmork
22 are prooedsedd @GRogo ena’nstndalbm@dslalﬂmﬂ 1&!11?@&@01) mbe hieuddSGhe AROniand Efee t hen
provided.to th i

trans ter 414 for. nalog conver si on )
P equenty TTHIRAERS e FrEErig, me g e Sun oA ovt SAenr S8l o ( he
conmuni cati @8 ‘et Wards S, BRkMOIxEmpleV ismbbditen@NhRPNAiAAS .o 1Pe-bnstagdi tion
to processing communi cation signals, the DSP 420 provides for receiver 412

and t r ansmi {EERMHEEOR GRAMSE Oﬂlfé)rth@k éFFﬁF@’IG gatthdo appmpairaten theopieHisios i on

signals in fcheest 8ehrkioftthg @9Hnld A0S éstt%[wééﬁ‘{hé@bébﬁ@ c@mﬁﬁa%c!t%n)’dewce
controlled through automatic g@ln con algorithns inplenmented in the

DSP 420. | rend Hat epterprseusiedt | dar r%ereple,atheen@m@wngu taaest adcprodisioningext
nessa r (0] S I
90 i‘é%%nselﬁeps% & ﬁlﬁy\me @}g%erné)g%d & tﬁg ep%q;ﬁg e 198 rhct‘ﬁ (ﬁa % gnal

subsysten1 nd I n t to the cessi ng devi ce ecelve
is then furmmemw@m@ceﬁsedabyngheBbw@@éégﬂm@ adﬁan@nﬂEBef@EE@d@@&t)Um a

di spl ay 42r21nfr81 k.%,ert%% hon%l l}lnclfa? aﬁ)? ?c?meo Ettﬂeel[% Iisgéé/ ?o]i{n(l)lux%gaimnehnk 21’18 A

devi ce use as emal I nessages,  using a
keyboard 4&&dﬂzmd/ dre Baohmlagyhécfsmabbd hexamymldi,r Qlgbe e a&edlz&pxsweahnazs ngobile

t ouchpad, a rocker .20.swt qg m@ﬁ or..sone, ot her. t e.g; i hput

dovi co.  Tha BUTHGRLE dais Tk e I e o EPAORR Pty Gyt nae T

communiicat ifoR Qi ka ARobileacdQubiomBanideatd Qmys bbsystiesy 4tdvisioned by
exchanging provisioning request and provisioning response messages over a pre-
established communication link with an electronic mail system that does not include an

enterprise server or redirection capabilities.
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In a voice conmuni cation node, overall operation of the device is
substantially simlar to the data comuni cati on node, except that received
signals are output to a 25 speaker 434, and signals for transm ssion are
generated by a m crophone 436. Alternative voice or audio I/O subsystens,
such as a voi ce nessage recordi ng subsystem may also be inplenented on
the device 20. In addition, the display 422 nay also be utilized in voice
comuni catChAImM®de, for exanple to display the identity of a calling party,
the duration of a voice call, or other voice call related information, 30
The short -1 angea GREMUAI Fai el@m;g%yﬁﬁgsméﬂwﬁmegﬁaq BRTRNNL ot bk ween
t he nobi |l e communi cation V|ce

her proxi nat e sys e devi ces,
whi ch nee I | ar For, :
ehor t - rand ErIRRESTRE e %ﬁﬁi@??@ﬁem%yg PREFIE KSR irda Wikve ce
and associated circuits and conponents, or a Bluetooth'rM comruni cati on
nmodul e to ‘%‘F%@?%Sa?%‘a%%?ﬁﬁlcé’ RUser Dptwork ﬁ‘?nr%'F@%} elegiEmlie ragpagerdromd
devices. This witten description uses exanples to disclose the invention,
i ncl udi ng @heelgelsenic il (aRwiAl secauntetabihe anpbite otprskiunieadionn deviseart to
make and use the invention. The 5 patentable scope of the invention may

i ncl ude otdeenprésiragrpl es that occur to those skilled in the art. For exanpl e,
ot her exanpl e enbodi ments may utilize a pre-existing conmunication channel

other than el ecgterr@mmqgraldromimwwgtené%gwwh@ RIINE cohfftiRRhtieR d
provi sioning response nessages between the nmobile comunication device and

the enterpfdvi@ Hal Heluddsd Wit zﬁenﬁﬁ]%g%% 't(?érﬂﬁ'}/j ﬂ%eﬁ%%gﬁ%%)ﬁrﬁﬂgmcat;on

provi sioning 10 response nessag exch enterprise

W 1Rt iedsy %fﬁawgksﬁﬁﬁé'ﬁﬁagférﬂ Aqdﬁsa%hﬂ%%w?ﬁ%r

sonme ot her_ pre-established coomunication Iink. In addition, the technol ogy
descri bed ERGCOMRY al so be used to provision a nobile comuni cat i on
device with systens other that a redirection systemas illustrate in Fig.
1. 15 For exampie@smittinggheeprovisining aeduestdeessagarayebthevmrelassshgtwork
provi sioned by exchanging provisioning request and provisioning response
messages tv#Hre wirpless gaséwady;i shed communi cation link with an el ectronic nai
system t hat does not include an
using the email address to transmit the provisioning request message to
the email account using an email transfer protocol;
monitoring the email account to detect the provisioning request message;
in response to detecting the provisioning request message in the email
account, configuring the enterprise server to include the wireless identification;
generating a provisioning response message that includes a network
address for the enterprise server that identifies the enterprise server in the
computer network;
transmitting the provisioning response message to the wireless gateway
using the email transfer protocol;

transmitting the provisioning response message to the mobile

communication device over the wireless network; and
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enterprise server or redirection capabilities. 10 CLAIMS: 1. A nethod of
provi si oning a nobile comuni cation device to operate with an enterprise
server, the enterprise server being operable to communicate with a

wi rel ess gateway over a conputer network to redirect el ectronic nessages
from an electronic mail (email) account to the nobile comrunication
device, conprising: generating a provisioning request nmessage at the

mobi | e communi cedrifigtiring € e enblbigt ddﬂﬁﬂnuﬁr%@u@nvwé\ﬂb@% lsrftﬁ‘ur@éfthéahb%rko
identify the nobile comunication device in a wireless network and al so

i ncludes afyH88SE bf ?r%déﬁéz% Adentd fying the email account; transmitting the

provi sioning request message over the wireless network to the wireless
gateway; using the email address to transmt the provisioning request
message to the emmil account using an email transfer protocol; nonitoring
the emai|l ,accoupnt to detect the provisioning request nessage; 1in response

to detectifg t hE'§raeiadhmfnglamaqdesvhereds dbe pfp\ﬂﬁ@n@smrequeéﬁicwage
configuring the enterprise server to include the wireless identification;
gener at i ngneluges\a girevisicinegpausst idesdifige andtwhiereirudes entagineer kervaddr ess
for the enterprise server that identifies the enterprise server in the

conmput er nROmMoTs; ther amsiti ad¢dongt tfoe apreveiviido il mnﬁaaeenmspm@mﬁ@e
wirel ess gateway using the email transfer protocol; transmtting the

provi si onirgguéSSAENTRINE YRAAS the pd\isiBRR! 8q uéé’crmEQé&?é' on device over the
wi rel ess network; and 11 configuring the rmbl conmmuni cati on device to

i ncl ude the network address of the enterprise server.

3. The method of claim 2, wherein the provisioning request identifier is

included in a subject field of the provisioning request message.

4. The method of claim 1, wherein the enterprise server is operable to
communicate with the wireless gateway using a direct TCP/IP level connection

over the computer network.

5. A method of provisioning a mobile communication device to operate with
an electronic messaging system, comprising:

generating a provisioning request message at the mobile communication
device that includes a wireless identification for identifying the mobile
communication device in a wireless network;

transmitting the provisioning request message from the mobile
communication device to the electronic messaging system using a pre-
established communication link;

detecting the provisioning request message at the electronic messaging

system;

12



2. The nethod of claim11, wherein the provisioning request nessage

i ncludes a provisioning request identifier, and wherein the enterprise
server nonitors the email account for a received email that include the
provi sioning request identifier to detect the provisioning request
nmessage. 3. The nethod of claim2, wherein the provisioning request
identifier is included in a subject field of the provisioning request
nessage. 4. Theinneispofs®fto detedting, tnmsrcﬁiséio:ﬁih? iRatiIesPHicS8a§e! PRIvidionin
operable to comunicate with the wirel ess gateway using a direct TCP/IP

I evel conngetd|O&tror¥ & srsggle Wit MELIUES hlfhe @iregsg‘g{jmic%ftioﬁr ovi sioning a

nobi | e conmuni cati on c?ew to operate wt an roni ¢ nessagi ng

system conpri sjng: rati a_provisioni ng request ssage at the nobile
conmuni cati on %r@@ﬁ@%ﬁ Oi\’{%@?ru%@ée%omsﬁeﬁ“&%a%éﬁﬁ% g@&f@ﬂw gFsaging

i dentifyi nﬁg’ %he nobi |. e aormuni cation device in a wireless network; .
transmit t i H§GRe BROINHESS ngNr SGUERSS RE sEYBMUNFALNGe Willhi the electronic
communi cati on device to the el ectroni c nessagi ng systemusing a pre-

est abl i shdfessaaG BESterbaven aRirecletaramunigating Iipﬂbvi si oni ng request nessage
at the electronic nmessaging system 12 in response to detecting the

provi si oni ng r erprestittings $hg eprqisiynisgonéggonsehenedegjer drom  thes selgetnghisyst em
to include the wireless identification; generating a provisioning response

nessage atméé@@rh%cg%sl@w e Baginsbiles Y&dremuhRatiohN RS @ingdeHeesgret or
comuni cating wth the electronic nessaging systemover a direct

comruni Catés‘?éb!ish@ﬁ;cotrﬁrﬁﬂﬁi%fi&il ﬂﬂk'té}?d provi si oni ng response nessage fromthe
el ectroni c nessagi ng systemto t’he nobil e comuni cation device using the

pre- establish communi gation.link: and provisionin h bi |
communi cat i on 3)39}"3'8”{@ cMpbdegihmigicationsgsvice t6'thellide e adbiress for
communicating with the electronic messaging system over a direct

communication link.

6. The method of claim 5, wherein the pre-established communication link

uses a simple mait transfer protoco! (SMPT) link.

7. The method of claim 5, wherein the pre-established communication link is

a short-range wireless communication link.

8. The method of claim 7, wherein the pre-established communication link is

a Bluetooth communication link.

9. The method of claim 7, wherein the pre-established communication fink is

a Wi-Fi communication link.
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comuni cating with the el ectroni c nessagi ng system over a direct

comuni cation link. 6. The nethod of claim5, wherein the pre-established
comuni cation link wuses a sinple nmail transfer protocol (SMPT) link. 7.
The nethod of claimb5, wherein the pre-established comunication [ink is a
short-range wirel ess conmunication link. 8 The nethod of claim?7, wherein
the pre-established communication link is a Bluetooth comrunication |ink.

9. The nett@d ofThelnadthod of whemes nvh&RiP e E%é&bbﬁé‘rﬁéﬂj EORALNIGaIONAmMK iknK 1S
a W-Fi communication link. 13 10. The nethod of claim5, wherein the

pre-establ jshahre@mAKni cation link is an infrared link. 11. The nethod of
claim5, wherein the pre-established communication link is a tel ephone
link. 12. In a systemfor provisioning a nobile conmuni cation device to
operate wth an enterprise server, the enterprise server being operable to

comruni cat with a wrel ess, e over a conputer network to redirect

ol ect roni ¢! -mes by Bethod of &%Ifg?iafv\'%ﬁfrbﬁ}wrie~%%tﬁiah$f)edamquealomwkrfﬁbi le
comuni cation device, the enterprise server conprising: a comunication
subsyst emaieRIne K. communi cate over the conputer network; a nenory
subsystem operable to store data and programinformation; a processing

subsystem operable to store and retrieve data in the nenory subsystem and
execute prograns stored in the nmenory subsystem and cause to the

communi catin skbs sy tfer bFaASBhinga8 InbBRE IcherrhBhRHIEY IRViceONE bpkhfe
conput er network; a provisioning programstored in the nmenmory subsystem and

execut ed Ryith bﬁeernéﬁ;g%ésééweélfﬁéxa?&&%sémeer@ér%iﬁb%é?gb@t%gé&mrﬁﬁﬁéme

operable to cause t
with a wireless gateway over a computer network to redirect electronic

messages from an electronic mail (email) account to the mobile communication
device, the enterprise server comprising:

a communication subsystem operable to communicate over the computer
network;

a memory subsystem operable to store data and program information;

a processing subsystem operable to store and retrieve data in the
memory subsystem and execute programs stored in the memory subsystem,
and cause to the communication subsystem to transmit and receive information
over the computer network;

a provisioning program stored in the memory subsystem and executed by
the processing subsystem, the provisioning program being operable to cause the
enterprise server to detect a provisioning request message in the email account,
the provisioning request message being sent from the mobile communication
device to the email account over a pre-established communication channel and
including a wireless identification for identifying the mobile communication device

in a wireless network, and the provisioning program being further operable to

14



enterprise server to detect a provisioning request nmessage in the enai
account, the provisioning request nessage being sent fromthe nobile
comuni cation device to the email account over a pre-established

conmuni cation channel and including a wireless identification for
identifying the nobile communication device in a wreless network, and the
provi si oni ng program being further operable to 14 store the wreless

i denti fi cagtors thd wilfedeRIRNIiICAIRPYBL 818 fRimd§esUb3yERM FeClsdth rédiRiihgni C
nmessages fromthe email account to the nobil e conmmuni cati on device; the

provi si oni él@ct%r’i’i@ﬁﬂ%%éa?ge@% §he %H?éi?‘é?&%@g éf?ﬂ{beﬁ'@tgﬁe%omrﬂﬁfﬁ%ﬁ& Hgvi.c?'h

response nessage t I"ncl udes a networ ess communi catl ng w

enterprise servgr , comput er. networ k and ,sendi ng t he proviSioning
response message et @y‘ﬁ%‘gﬂﬁ%im@mﬁlﬁ%gﬁgf SREERIF 8 %?/'g ra{]ehé: provisioning
pre-established comunication channel, wherein the network address is used
to provisi'6SPPREE Mipiseoe PahiRsHIest 7 Sietwels addiess derromneenieating withHee
enterprise server. 13. The enterprise server of claim12, wherein the

pr e- est abl §répEMisec 6AMMAN e dme clranpieter usetsvoak samplsending  the apgivisiopingt ocol
(SMIP). 14. The enterprise server of claim13, wherein the provisioning
request mespagse hsessagenaithe addilesedmuaidationeBide @arahatpre-etatlizaed
enterprise server of claim 12, wherein the provisioning response nessage

is an enmaidondnRS%6A dr%n@qev,vimém IR RhwBAC Q4MesE s ddeR PRI Wsion the

comuni cati on device. 1
mobile communication device to communicate with the enterprise server.

t he

13.  The enterprise server of claim 12, wherein the pre-established

communication channel uses a simple maif transfer protocol (SMTP).

14. The enterprise server of claim 13, wherein the provisioning request

message is an email addressed to the email account.

15.  The enterprise server of claim 12, wherein the provisioning response

message is an email addressed to a wireless email account for the mobile

communication device.
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