-1 AUTHENTI CATI ON FACI LI TATOR METHOD The present

invention refers to an authentication nethod for use

over a communi cation network, such as in 5 particular

the Internet, between a user and a service and/or

product provider (collectively referred to as a

servi ce provider) using an aufﬂéntication facilitator.
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Conventional authentication methods are strongly biased
to the service providers, which allow the providers to
validate their customere or users. However, the users are
unable to tell whether they are dealing with a genuine or
15 a fraudulent provider, and there is no easy or speedy way
for the users to distinguish a genuine provider from a

fraudulent one.

Examples o©f the current authentication methods are

20 summarized below.

“User ID and Password” System

The most common means of authentication is the “Uger ID
25 and Password” system. It is based on the idea that only
the authorized wuser has the proprietary knowledge of

one’'s own “password”.
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its well-known Iimtations, the "User ID and Password"
systemstill remains the primary way of authentication
in 5 the online world. However, the "User |ID and
Password" systemis subject to serious challenge if
not adm nistered properly for the wusers and the
system adm ni strators. User | D¢-and 10 passwor ds may
be | eaked during generation, storage or intercepted
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and the service provider. One of the active hacking
intercepted during use. Easy to remember passwords are

easy to guess while difficult to remember password are
also difficult to administer. As the users need to access
different computer systems, they tend to use easy to
remember passwords for all systems cor link them in a way
that they can derive them easily. As a result, hacking is
eagy. For private networks, many user IDs and passwords

are exposed in the clear form during logon.

For the Internet, many systems rely solely on transport
level encryption such as Secure Socket Layer (SSL) to
prevent interception of user IDs and passwords. Other
variations use password hashing for enhanced security.

However, the “User ID and Password” system is subject to

25 fraudulent practice as it is possible to capture the

complete user ID and password using a fraudulent web site
and the hacker can then use them to sign on to a genuine

web site of the service provider to produce harm to the



Is the "man-in-the-m ddl e" attack, a kind of
interception and active hacking that naive users may
not easily be aware of the attack. 5 Public Key
Infrastructure (PKI) PKI access control systens use
digital certificate technologé and effectively the
user digitally signs the 10 trdansacti ons or
activities Digital signing of transactions is

QY 26t by di Qéi‘@:’.c@c%fm}ﬂié@nyOné Rt fh€SadPfve hacking
adn1n|strat|on as a |l egal proof of non- repudiation.
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aut hentication are still in the infancy and they are
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users to have sonme basic security know edge for the

sysiveane of Bdecfatéerkve, e.g. certificate nmanagenent.

Wt hout such 20 security know edge, it is stil

Spossible to falsify the web site with user interface

that retends to use the kﬁL certificate though
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as |t is infeasible to sign the transactions w thout
the user's private key. 25 The future of PKI based

autdient i Gatd 0 1 SoRELH S| BPsPRRE 4LHE 1 834EEaDf certificate
usability and falsification of service providers are
sol v&shnolbgy and effectively the user digitally signs the
10 transactions or activities. Digital signing of
transactions is recognized by digital acts in many

countries and administration as a legal proof of non-

repudiation.

15 However, business applications of PKI based
authentication are still in the infancy and they are
typically not very user friendly and do demand the users
to have some basic security knowledge for the system to
be effective, e.g. certificate management. Without such

20 security knowledge, it is still possible to falsify the
web site with user interface that pretends to use the
digital certificate though the hackers cannot create any
meaningful transactions as it is infeasible to sign the
transactions without the user’s private key.

25
The future of PKI based authentication is promising once
the issues of usability and falsification of service

providers are solved.



Bi onetrics The principle of bionetrics authentication

is based on 5 the matching of the physica

(biological) characteristics of the individual human

body during a transaction against a stored profile of

the same individual that was enrolled earlier. 10

Exanpl es of bionetrics includé®facial recognition,
fingerprint, palmprint, hand and finger geonetry, and

iris and voice recognition. Bionmetrics systens serve

di fferent purposes in different domains of

apBicsaitzars. Some net hodol ogi es are nore robust but
costly and 15 difficult to inplenment while others are
cheaper and easy to use but less reliable. Anbng

ot her bionetrics, fingerprint bionmetrics is well

acClipt egrineiple WifghHrkanebics | autkenticakiqn sésodased on
acceptance and fal se reject, rates. However ,
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bi onmetrics stem w t hout conprom si ng 5 accuracy. A
furdherizonpl exity of bionetrics authentication system

is the storage and transm ssion of bionetrics

tenplates. -5 A strong bionetrics authentication

system should elimnate or mnimze the risks of
10l ealvegplads bi ofiet bilosmetrics include facial recognition,

fingerprint, palm print, hand and finger geometry, and
iris and +wvoice recognition. Biometrics sgystems serve
different purposes in different domains of applications.
Some methodologies are more robust but costly and
15 difficult to implement while others are cheaper and easy

to use but less reliable.

Among other biometrics, fingerprint biometrics is well
accepted for its high accuracy in very low f£false
20 acceptance and false reject rates. However, fingerprint
biometrics authentication system is very costly and
difficult to implement and certain population of the
users may not have good fingerprints that can easily be
read by the biometrics system without compromising

25 accuracy.

A further complexity of biometrics authentication system

ig the storage and transmission of biometrics templates.



secrets by using a sophisticated cryptographic process
and on-the-spot conparison (typically onboard hardware
5 enabl ed conparison), neaning hi gher inplenentation
costs. Oherw se, a conpronised bionetrics

aut hentication system offers a fal se sense of
security with nultiple points‘éf secret | eakage. 10
Mul ti-factor Authentication Milti-factor
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Multi-factor authentication systems employ more than one
method of authentication to enhance the level of
security. The multiple means of authentication would

15 complement each other’s to create a stronger

authentication mechanism. Typical examples include the

use of biometrics or hardware token with the conventional

“User ID and Password” system.

20 Using multiple authentication methods together may create
a more secure system but it would 1lead to higher

administration costs and usability challenges.

Technological advances in the last 30 years have resulted
25 in information systems becoming more and more
sophisticated. Nowadays, information technology is a way
of 1life that is s8¢ ©pervasive that it plays an

indispensable part in our work and in our leisure



usi ng an advanced financial conputer system and
network 5 to conduct a transaction. Every retail

pur chase goes through sone form of point of sales and
backend processing system However, authentication
systens are constantly under %O attacks by

sophi sticated hackers with theé

Obj ective to steal the

enbedded proprietary information val ue for non-
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steal the embedded proprietary information value for non-
financial transactions or monetary value for £financial
transactions. In the last decade, authentication means
have evolved to address various types of attacks. Many
alternative means are mainly wvariations of the common
“User ID and Password” gystem. The most robust means
typically employ PKI or biometrics but they are likely to
be difficult to use and expensive to implement and
maintain. Other means wuse a combination of available
forms of authentication to provide two-factor or multi-
factor authentication to minimize the chance of

unauthorized access.

The purpose of user authentication is to distinguish a
genuine user from unauthorized ones such that the
service/product provider may allow the user to perform
certain activities with it. What is lacking or deficient

is the opposite, 1i.e. service provider authentication to



In practice, the users can easily be msled by a fake

web 5 site or conputer system because what they see

is just the user interface and a fake web site can

pretend to be the genuine web site with a falsified
authentication dialogue. In this case, even the nost
robust authentication nmechani sns usi ng hardware

tokens or multi 10 factor authentication would not

di SéhdWlld SBh&UGRBekak@onall stdinrd stinl£SgerlEnaisprotiider from
sonme security know edge and spends the effort to
doufrauddienit eerfiakei anegue and detail nechani sm

behi nd the basic user interface. There is a denmand

for nmutual authentication of the user and the 15

service provider. For online transactions that invoIvE
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risks of the "man-in-the-mddle" attack. -8 The
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alleviate the aforesaid probl ens by providing an
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facilitates )
sites unless the user has some security knowledge and
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spends the effort to double check every dialogue and
detail mechanism behind the basic user interface. There
is a demand for mutual authentication of the user and the

15 sgervice provider.

For online transactions that involve an intermediary,
there is also a need for authentication of the
intermediary, which is important; as the two parties
20 concerned must be certain that they are dealing with a

genuine third party so as to rely on it.

The current authentication methods such as the “User ID
and Password” system, PKI and Dbiometries do not
25 facilitate the user to authenticate the service provider
and alleviate the risks of the ™man-in-the-middle”

attack.



a user to authenticate a service provider and
alleviates 5 the risk of the potentia
“man-in-the-m ddl e" attack. SUMMARY OF THE | NVENTI ON
According to the invention, there is provided an 10
aut hentication facilitator nethod for use over a
comuni cation network for a thfrd party to facilitate
a first party to authenticate a second party before

COWQHPt@%% Ak aDFaGhL P WddeKlshe taeCrIdi p¥d V od 2alktheleast

communi cat iron network, conprising the folTow ng steps:

15 {Aleviaticst e£hay MFdaafibr StpfstliemgM t Byt hgpddiiding an
party, including establishing a set of nutua
autdieytdrngidaan onk dpe iiitthtbiremebhod . pEhtymabtodefanihgtates
a unique identification reference of the first party
knowuser t he afithentpeatsy angerwice hprdvipderyangoaippviates
regi stering the second party with the thlrd part
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keys with the third party and defining a unique
identification reference of the second party known to

t he I hird party; 25 (c)

co QHF £ §OI\Irty to the second party and
requesting a transaction with the second party; (d)

sendi ng by the second party an address of the third
paridedaide fes st tRart YnveBtish, perherd NGidy phevided an
first party and the second party respective nutua

1oaut detherpidaanionisi fget hetdawapecinetbod for use over a
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communication network for a third party teo facilitate a
first party to authenticate a second party before
conducting a transaction with the second party via the
communication network, comprising the following steps:

15 {(a) registering by the first party with the third party,
including establishing a set of mutual authentication
keys with the third party and defining a unique
identification reference of the first party known to the
first party and the third party:

20 (b) registering by the second party with the third
party, including establishing a set of mutual
authentication keys with the third party and defining a
unique identification reference of the second party known
to the second party and the third party:

25 {c} connecting by the first party to the second party
and requesting a transaction with the second party:

(d) sending by the second party an address of the third

party to the first party;



keys with the third party; (f) generating by one of

the first, second and third 5 parties a random code

for use after success of the nutual authentications;

(g) sending by the third party the identification
reference of the first party and the identification
reference of the second partyt6 the first party, 10
together with the random code if not yet known to the
firsd) PYHddEorkdthgSaidi e b¥itBE LRrEY R VHO £8€ond party
second party the randomcode if not yet known to the
Secfdbbdidiveg  fmukusEr i dytheh ddcutdlong bysihg fthest respective
party the 15 identification references of the first
parkeysand tthechesadomwd party:sent by the third party;

and (j) upon successful verification of the .

i deff) f igengrAtingef by epBes, ofoivhect Fhepthy EReEOpfdr ¢nd third
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second party at the transaction address for conducting
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4]

10 together with the random code if not yet known to the
first party;

(h) sending by the third party to the second party the
random code if not yet known to the second party:

(i) wverifying visually by the first party the
15 identification references of the first party and the
second party sent by the third party; and

(§) upon successful verification of the identification
references, connecting by the first party to the second
party with the random code for  conducting said
20 transaction therewith, the random code being used for
final wverification by the second party based on the

random code in hand.

Preferably, step (d} includes sending by the second party
25 a transaction address therecf to the first party, and
step (j) includes connecting by the first party to the
second party at the transaction address for conducting

said transaction therewith.



It is preferred that step (f) conprises generating of

the random code by the third party upon success of

the nutual authentications. 5 Preferably, step (h)

i ncl udes sending by the third party the

identification reference of thf first party to the

second party. 10 More preferab t he aut hentication
facilitator method includes after step (h) step (h')

of identifying by the second party an account of the

first party according to the identification reference

of tiheid ipréfeardd dleaciasd (Homdnlpe iskisr depathyingScf the
Further nore preferably, step (h') includes

subsaEgdentdode dnye apia nohind tdeertyecpod paccessad the mutual
transaction requested by the first party. 20 Yet

f uraviehempreatgiaxfser ably, step (h') further includes
subsequent|ly sending by the second party an
5acknomdedgenent to the third party. Conveniently, the

dent i tion refer ce.of the second 25 pa
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PT e 0
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onl Yacdhd p4:afer ence to the acconpanying drawings, in
whi ch:

10 More preferably, the authentication facilitator method
includes after step (h) step (h’) of identifying by the
second party an account of the first party according to
the identification reference of the first party received

from the third party.

15

Further more preferably, step (h’) includes subsequently
accepting by the second party said transaction requested

by the first party.

20 Yet further more preferably, step (h’') further includes

subsequently sending by the second party an

acknowledgement to the third party.

Conveniently, the identification reference of the second

25 party comprises publicly known information.

BRIEF DESCRIPTION OF THE DRAWINGS




5 Figure 1 is a schematic functional block diagram

which depicts a network of three i.e. first, second

and third parties and illustrates the initia

operation of an enbodi nent of an authentication
facilitator nethod in accordance with the invention

invol ving the third party 10 fbl-a transacti on between

the first party and the second party; and Figure 2 is

a Sﬂt@@&&éwuﬂﬁaln@ %‘é(ngﬂz%gr 'Pt%h‘igrl - described, by
illUstrates the main operation of "the authenylcatlon

15 ,}%&i bt ak@mpiBt Red~ , DEFAIH- B £5SCRIPLPTEONLRE accompanying
PREFERRED EMBODI MENT Referring to the draw ngs, there

ar egsdhveiigd hriee widlchi:es 20 nanely a user 100, a

service provider (SP) 200 and an aut hentication

facilitator (AF) 300 acting as a third party

t her ebet ween, connected together by a comruni cation .
SnetBigure 01lsuch as schemphier famctignaghdmagk diagram which
authentication faci]itator nethod enpodyi ng the \

i VPRI 28 Petygrhe ofettefed Sl %%’ng?ﬁ@nd and thixrd
majority of cases.the _user 1 USES, a. pers .
con%ﬁté%/e%rak% atl’ll(tﬁlﬁlsé:rr%ﬁ)? ggﬁerl Jé?zmﬁﬁalo%%?@hngg aft a®

aut&%&f%rgé'%ff NMBEN A he QR3S NEaS8IYE&Eor method in

provi der is represented by a -12 server-based

WebghdSraadife UREtn 108N veS taBnl NYIVHIdURly Ofhe third party
corporate user, who 1is an existing or registered

10CUSE@REL @Fahb&cEEsNi Betbedt ovhdefi290 padtpr ehér ahky second
has opened an account with
party:; and

Figure 2 is a schematic functional block diagram which
illustrates the main operation of the authentication

15 facilitator method.

DETAILED DESCRIPTION OF PREFERRED EMBODIMENT

Referring to the drawings, there are shown three partiea
20 namely a user 100, a service provider (SP) 200 and an
authentication facilitator (AF) 300 acting as a third
party therebetween, connected together by a communication
network 10 such ag the Internet, for whom an
authentication facilitator method embodying the invention
25 is to be performed online. In the majority of cases the
user 100 uses a personal computer workstation or any
other terminal such as an automatic teller machine,

whereas the sgervice provider 200 1s represented by a



the provider 200, who may be a bank for exanple. As
illustrated in Figure 1, the user 100 and the service
provi der 200 nust first register thenselves with the
10 authentication facilitator 300 in order to use the
subj ect authentication nethod._ To establish nutual
trust between the user 100 and4he authentication
facilitator 300, the user 100 sends a 15 registration
r eqiesied bHddrmy peifagrki.cation facilitator 300 (Box
1'). The authentication facilitator 300 and the user
100 wi Il exchange a set of nmutual authentication keys
with each other (Box 2'). The authentication
f acThe taser B0OO may| behan dgeddvidead ani gacpgoate user, who
identification reference "|lst_party ID Ref" to the
usek® BOO eBBRTIRY F FEGHBEEYPHg TUREOREEr 260, thmi eRrvice
is onl known to both rti.es. To establi.sh nutual .
% 1 (BT HEIShoA0P h g RE TRETARIV JBF® 2BPIBBIAME ( pEcoUnt with
aut henticatjon facjilitataor 300, t efVvic vi der
200&%%0‘5{%5@220&%# |th n"F gqggs? F%nl?hfeor &a&;ﬁa'
aut hentication facilitator 300 (Box 4'). The.
aut hentication facilitator 300 and the service
prQﬂéd§11u4§r2£EHV1ﬂ|Ff@@ﬂ@nﬂﬁ ghéehis&f Mpduahd the service
aut hentication keys wth each other (Box 5'). The
seryreeiqeoVviziey RABtW tirst hargierdra themselves with the
identification reference "2nd _party ID Ref" for
10 demttlignmipatisel f fapitlidafogut REAt i dat | omdkxci bt ange the
300. This identification

subject authentication method.

To establish mutual trust between the user 100 and the
authentication facilitator 300, the user 100 sends a
15 registration request to the authentication facilitator
300 (Box 1’). The authentication facilitator 300 and the
user 100 will exchange a set of mutual authentication
keys with each other (Box 2’). The authentication
facilitator 300 will then generate a unique
20 identification reference ™lst party ID Ref” to the user
100 (Box 3') for identifying the user 100, which is only

known to both parties.

Te establish mutual trust between the service provider
25 200 and the authentication facilitator 300, the service
provider 200 sends a registration request to the
authentication facilitator 300 (Box 4'). The.

authentication facilitator 300 and the service provider



reference is preferably the nane of the service
provider 200 as publicly known or is at least readily
recogni zabl e as denoting the service provider 200, so
that the user 100 can inmedi ately understand. 10 The
aforesaid initial setup is prerequisite, after which
the user 100 and the service p}%vider 200 may

communi cate w th each other through the network 10

fory@ QRhhNG«dHAMRACLT Qbt SHEN AR A1 CUOMLSUMES LMY keys

any other 15 transdction after |ogon whether involving

NONRL K Ye¥@h UBthOE NBbx B9 .OMGRY ddr Wi ptdeidiser200 will
100 and service provider 200 register with the

auttiesri | catdeadl f acial i t aaiqué00 | sdenmigftieratdlon 20 krference
actual inplenmentations, there will be many users 100

and" 2meh\paerw i Ide Refdvi dées 200dentifwindie itself to  the
authentication facilitator 300 according to the . ,
S5subpwleheskarddonvor Eacihikatrie adlent i Bat§ on identification
faciljtator 300 is antici pated. _2
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~ if the Transaction requires authentication, the
Seryo @ cadr OMiddBat2ly Wnldergeaddt o the user 100 the

address of the

10
The aforesaid initial setup is prerequisite, after which
the user 100 and the service provider 200 may communicate
with each other through the network 10 for an online
transaction, such as a logon request or any other

15 transaction after logon whether involving monetary value
or not. The order in which the wuser 100 and service

provider 200 register with the authentication facilitator

300 is immaterial.

20 In actual implementations, there will be many users 100
and many service providers 200 to use the authentication
facilitator 300 according to the subject method. More
than one authentication facilitator 300 is also
anticipated.

25
As illustrated in Figure 2, the user 100 first initiates
an Internet connection to the website of the service

provider 200 and @selects or requests a certain



aut hentication facilitator 300 together with a
specific 5 transaction address of its own for
executing the transaction (Box 2). The user 100 wil|
then perform nutual authentication with the
aut hentication facilitator 300 ,(Box 3) using the set
10 of nutual authentication keys as agreed during user
registration at the outset. Simlarly, the service
Pr oyd £ef c 00 M ddctdlon0 st 0_!1.?“_ Aol dtt Namd | sabioder 200.
with the authentication facilitator 300 (Box 4) using
t her Setheoftyatigadlt idnt hesthiiordd odutkieytst iasathigirsedthe service
during the 15 aforesaid initial setup. The order of
t hegseovidenl 2 0 aiidntsegal itonshes userel§Parrhe Bddmess of the
successful nutual authentications between the user .
100aukken tcatkdienfaeht Heatdmncp PP t degetBes atiderweppcific
20 the servjce provider 20Q and aut hentication ,
X ackFrsacrionoordeRerfiut REnt AESt | Y™ act9y t aPBPCUbERg  the
Wi I% enerare a . seczr)et random code. The
aut HETRTRT1h B84 19rator 300 will then send the
random code, the "lIst party ID Ref" and the "2nd
party ID Ref" to the user 100 (Box 5), and 25
sepphat ekdr t 80 NANHO M A g:é’ﬂ!%rtnh GuthSll_RAthentPcBefion with
to the service provider 200 (Box 6). -15 According to
t hethé ShupRéhyiddtRal "f4€Cri b r300 t tBox 3) using the set
aut hentication facilitator 300, the service provider
102000f | dentudl eswrhdntdpatibe ubeys 1048 t mrgreediseirding user
account, if any, for Erocessi ng the transaction
e

reqie@istration at t outset. Similarly, the service
provider 200 will also perform mutual authentication with
the authentication facilitator 300 (Box 4) using the set
of mutual authentication keys as agreed during the

15 aforesaid initial setup. The order of these mutual

authentications is irrelevant.

Upon successful mutual authentications between the user
100 and the authentication facilitator 300 and between
20 the service provider 200 and authentication facilitator
300, the authentication facilitator 300 will generate a
secret random code. The authentication facilitator 300
will then send the random code, the “lst party ID Ref”
and the "2nd party ID Ref” to the user 100 (Box 5), and
25 separately the random code and the “lst party ID Ref” to

the service provider 200 (Box 6).



5 Upon neeting of all necessary criteria including for
exanpl e genui neness of the user 100 and/or paynent

net hod, the service provider 200 nmay accept or consent
to the transaction and then send an acknow edgenent
to the 10 authentication facilitator 300 (Box 7).
Upon receipt of the acknow edgéhent, the

aut hentication facilitator 300 will cause the

wor { Yy Ofof NenESery gl QL 10, ISRE@Y thEceived & th
" 1sit§§_ép€£rc%zy_ Dfl%efE gnd t%e—%l%S t"B,an:party_l Di??e?% andmm °

I ecaleHerd tida it USRdi 1O odsURld )y ti@r bé+eScé hBrovider 200
"ist _party ID Ref" and the "2nd party |ID Ref" (Box

8) . idyntd Bl | ynd haaks nghehasekrstlopariy the Rakér’tshaccount,
user 100 20 can feel (nore) confident that the

aut hernyation facidsstiaigoth800ragsgehidmerdgeease only

t he genuine party has know edge of its own

S dentification reference as assigned during the

initial setup procedure, This is a hupan assurance.,
bui PROr SupBh t¥E! ndERSFEATN ugFLo8ria including for

aut henti.cation conpl et ed rij.er on het n t
Sy EEr PR 106 atbloo th, qraygr ypavment

h j t N : N | -
go%%%#“%%hgaé t he sé%5$%£hg%%93333&%%8%?gﬁ?5v%gegggﬁent ko

t hecgalt Bephkgation Laal lthleat enanh@ckSow1sdddtbnt N€o the
user 100 can feel certain with whomit is about to

1odeaduthértication facilitator 300 (Box 7).

Upon receipt of the acknowledgement, the authentication
facilitator 300 will cause the workstation of the user
100 to display the “lst_party ID Ref” and the
15 “2nd party_ ID Ref” and request that the user 100 visually
verifies the “lst party ID Ref” and the

“2nd party ID Ref” (Box 8).

By visually checking the “lst party ID Ref”, the user 100
20 can feel (more) confident that the authentication
facilitator 300 is genuine because only the genuine party
has knowledge of its own identification reference as
assigned during the initial setup procedure. This is a
human assurance built or added upon the machine mutual
25 authentication completed earlier on between the systems

of the two parties 100 and 300,

By visually checking the “2nd_party ID Ref” - preferably



5 At this stage, both the user 100 and the service
provider 200 are in the possession of the random
code, that being a commobn secret code that has been
generated and supplied by the authentication
facilitator 300, who has been 10 authenticated by

ei ther party using the respectl&e nutua

aut henti cati on keys. Upon successful visua

verj.fi ¢ ot £t ' tE] Lan fer

!l SR Ueahl) U WS ELERULeT308 96 CRana by
to dhe SBENLACI PAPVISICE 2901 hebhe sopangRet 1an Bddest the
provi ded by the service provider 200 for realizing

t haixddransEEt &N, fvklhckbeaiandaghc atien Sutppld esbdyr t b8 deal
aut hentication facilitator 300 (Box 9). The service
provtder 200 shoul d conpare the random code 20 now
received fromthe user 100 with the one received

S5earlier fromthe authentication facilitator 300 for
confirmation or final verificatigon before executing

t hebt (Fhifs #4395, PRk ther usee MR8 RRAJSRPC565¥188 RppVider
mat.c w th, each other, the service proyider 300 wl .
Trih, e "152E0e g ndlien 0F VERE BEfbfTEode) Phit being

aut41 e&;r#n?cﬁ{ i éjélzzfe%c !c!cidteattq{a trrﬁatéo %8%blag\ggekg% eHS Q{'x?% ggpplied

to verity the service provider 2 on the

gi MR U _RAfthenkPcRel onanfac 2o Padst Y 3da ,RefyhodShas  been

only the registered service provider 200 can i nvoke
10t hGau M R a tldS Myd e idherh @ardgntisingathen reepetene@Smutual

authentication keys.

Upon successful visual verification of both of the
identification references, the user 100 proceeds ¢to
15 connect (or re-connect) to the service provider 200 at
the transaction address provided by the service provider
200 for realizing the transaction, with the random code
gsupplied by the authentication facilitator 300 (Box 9).
The service provider 200 should compare the random code
20 now received from the user 100 with the one received
earlier from the authentication facilitator 300 for
confirmation or éf£inal verification before executing the
transaction. Thus, if the two random codes do not match
with each other, the service provider 300 will disconnect

25 the web session.

The subject authentication facilitator methocd allows the

user 100 to wverify the service provider 200 based on the



5 The random code al |l eviates the "man-in-the-m ddl e"

attack as the random code is encrypted and sent

through the network 10 fromthe user 100 to the

service provider 200 so that the service provider 200

can verify the random code ac%frdingly. In case of a
“man-in-the-mddl e" 10 attack; *the service provider

200 will close the web session, as the random code
cariifePenPasSEart P FHCRaPdr ORRA WBIHS STYN IBOREEE! |4 onl
Gasgﬁythat théﬁsubféct authent|catloniﬁit??‘tator Y
mettwsl g Sl erdea iwet h paot/ageki cabboncah t Bivoke the
parties involved in preparation for an online

t r aasacddtonlisgiey tifcshef ideheifieasbon i 0 arenges.

i mportant. Thus, the transaction nmay be executed at

the sane address of the service provider 200 as

initially visited by the user 100. Al sq, 20 the

5 dethe f’r’%%‘%‘?‘brf"f%? e rRE s e | man ;&%’H‘en@éé‘iﬁﬁ attack

b by.th t hent t f | t 30
s D! Ceads  GBReDGEP ( FRPEVRERR At o bR Syeugh the
Its ?F%é¥ﬂ”gq f%ﬁﬁrﬁhé eL' Oaéozgﬁ?rggg g?g ggovi&er 200

supplied at a later
appéc?“tﬂ&@‘j thisat s d AR et Pévm’éf‘ahooa%ﬁaﬁen}éﬁ@y Ofhe random
keys between the user d% service provider 200 and
t hecsad headdspdigny aci tht a&@ﬁe 300fcaa _IMhalpe in-the-middle”
symretric or asymmetric in nature. The user 100 may
l0useatatdato- f adieor spevhod \Wsreiddre B0Duakill cleose the web

aut henti cati on
session, as the random c¢ode cannot be passed to the

proper web session correctly.

Given that the subject authentication facilitator method

15 is concerned with authentication of the parties involved

in preparation for an online transaction, specifics of
the transaction are not important. Thus, the transaction
may be executed at the same address of the service

provider 200 ag initially visited by the user 100. Also,

20 the identification reference of the first party need not

be supplied by the authentication facilitator 300 to the
service provider 200 (for mapping the user 100 to its
account) at the same time as the random code; it may be

supplied at a later time.

25

It should be appreciated that the set of mutual
authentication keys between the wuser 100 or service

provider 200 and the authentication facilitator 300 can



keys are stored in key token protected by a persona
identification nunber (PIN). The key token may be a 5
nmenory- based token or a hardware-based token. To

approve the nmutual authentication process, the user

100 may present the key token_and enter the PIN For

the service provider 200, thel%et of mutua

aut hentication keys is likely, but not absolutely

requlr sgmaerFs SO it 14 of APChaLEE St #RE AAULRIG) may
security nodule to be” controlled by the application
sofdy@r g Gfvd-FRAcEekVineholdl GWidiR €RE. mAkttADUGhthRAtication
random code is preferably generated by the 15

autleyd | axel ontdwaed | ihatloey 3@okas desstediet] by naypersonal
i nstead be created by one of the other two parties 100

andi oo i datrigpras nupberan{® cod@heanksy steker| ymay be a
shared by the user 100 and the service provider 200

Wi tPRARTY DG eRhP Py ﬁaPFF@EaB?h%?B?iaﬁ°¥ﬂ%'tﬂ?eéPPr°Ve

parties 20 involved 10Q, 200 and 300. For_.exanpl e

PR Bt P RBIEAER DYE RS Lo iR SRS da80  may
200_and supplie t h jcation ci Li.ta

S0P SfeTeehe oy ' Pohilf B4 (SRLLEPLAS (etRT EbETLEE service
su My Mihbal crRUthent beath AR 10l VAR iR USRT keys is
100 and service provider 25 200 and the authentication
faciikdByor b3dR0. nbp tdsolereqy (EQEBr&dOUltd bBeNtored in
need for the authentication facilitator 300 to send

10 hetampeionr it ritack hawivalre seevucdtpr ovimddnld00 to  be

because the provider 200 al ready -19
controlled by the application software of the service

provider 200.

Although the random code is preferably generated by the

15 authentication facilitator 300 as described, it may

instead be c¢reated by one of the other two parties 100
and 200 so long as the random code can be securely shared
by the user 100 and the service provider 200 without

exposure to any parties other than the three parties

20 involved 100, 200 and 300. For example, the random code

may be generated by the service provider 200 and supplied
to the authentication facilitator 300 for wuse, i.e.
forwarding to the wuser 100, wupon successful mutual

authentications between the user 100 and service provider

25 200 and the authentication facilitater 300. In this case,

there should be no need for the authentication
facilitater 300 to send the random code (back) to the

service provider 200 because the provider 200 already



knows what the random code is. For enhanced security,
t he conmuni cati on between the user 100 and the
service provider 200, between the user 100 5 and the
aut hentication facilitator 300 and between the
service provider 200 and the auythentication
facilitator 300 nmay be in an ehcrypted node. For
privacy reasons, the authentication facilitator 300

10 wedwd rasf aHe aedem ebhal ikdentification reference
of the user 100 i.e. "lIst_party ID Ref" using a

one-way cryptographic key specific to each service

provi der 200 before sending to the specific service

pr ofox ceni2Oic exlidecuthidty si ttHes aromudgatbba betweenyghe user
the original value of 15 the identification reference
knoW#P oARg ttdet hEeEie 1DVOVEGRE adfhenteéyepsn the user 100

faci | 300 fe |

= TRl oP A | THPRSECIRS FTEn 199 LSRR cf 00 B8 Egen the
h der, 200, h

Lﬁos:%“’% St PRRY 81 CRPoreit atey fucpRRETERERES, cakipieacor

an Uy glats q.fl 0 etnlg g,%p_gaahbgg. of the subj ect

aut entlcatlon acllita nmet hod. That is to say,

the nethod does not rely on the retention of audit

trail to operate. 25 The authentication facilitator

netieel privaal rleaeiohist attheyy sbchentiwidiomnt fagilitator 300

bet ween the user 100 and the service provider 200,
ltandnajpes raos foepl aoee t beigin@) identification reference of

the wuser 100 i.e. ™“lst_party ID Ref” using a one-way
cryptographic key specific to each service provider 200
before sending to the specific service provider 200 such
that it is not feasible to derive the original wvalue of
15 the identification reference known only to the user 100
and authentication facilitator 300 and to infer the value
of another transformation of the identification reference

given to another service provider 200.

20 Furthermore, it 1is understood that retention of audit
trail is opticnal and is unrelated to the operation of
the subject authentication facilitator method. That is to
say, the method does not rely on the retention of audit
trail to operate.

25
The authentication facilitator method aims at
facilitating the authentication between the user 100 and

the sgervice provider 200, and does mnot replace their



aut hentication roles. Accordingly, the service

provi der 200 should authenticate the user 100 using

exi sting nmeans such as the "User |ID and Password"
systemor the digital signature nethod. 51t is to be
appreciated that if the digital signature nethod is

used by the service provider o#d-to authenticate the

user 100, the service provider 200 should retrieve

t he, 1 51 dEA L?feé‘?ehcéggd&ﬂg%ﬂ | fhelUgdbPice provider
digital signature of user 100. The public key iIs

usupdd Yeleidid afllhdrt ik atiedithal veekt ilhioC akengl ekietingr means
100 published in a public directory or obtal ned
dyrneueicaas ythe onUs&e DIBeandOPasswardhi sgspamt yr The digital
authenticity of the digital certificate can be

vergigmat s weatthodhe public key of the Certificate
Authority that issued the digital certificate and the
validity of the digital certificate can be checked

using the certificate .revqcation |ist _ (CR rocedyre

or 3, 531 5 nbeortec HASEE: (YRR eLE: RS BIOTLRDI Sionature
(OCSP), or other peaps.. 20 The invention has _be gi V.

by Iﬁe/a%/h% e%gnplueseonl y]?yanat evar?%ﬁglcg?he%rowggr 40d o

md&&éﬁé&éﬂkﬁteagcﬂh%r viaki-at 1 99s tohd N e dass i?:%@vider 200

enbodi ment may be nmade by persons skilled in fhe art
Wi t sl dlepatdd dige f 1N $ike1 S€0py Od£ t Bike | AYEPL 100 td5verify

as specified in the acconpanying clains. -21

10 the digital signature of user 100. The public key is
usually available in a digital certificate of the user
100 published in a public directory or obtained
dynamically from the user 100 or a third party. The
authenticity of the digital certificate can be wverified

15 with the public key of the Certificate Authority that
issued the digital certificate and the wvalidity of the
digital certificate can be checked using the certificate
revocation list (CRL) procedure or a real-time online
certificate status protocol (OCSP) or other means.

20
The invention has been given by way of example only, and
various other modifications and/or wvariations to the
described embodiment may be made by persons gkilled in
the art without departing from the scope of the invention

25 as gpecified in the accompanying claims,



CLAIM5 1. An authentication facilitator nmethod for use

over a communi cation network for a third party to
facilitate a 5 first party to authenticate a second

party before conducting a transaction with the second

party via the communication ngtwork, conprising the
follow ng steps: (a) regi sterr%]g by the first party

with the third party, including establishing a set of
nutsigd 7agit hentication 10 keys with the third party
and—derThi ng a unique identification reference of the

first party known to the first party and the third

party; (b) registering by the second party with the

thitd partaytherct ik nigre sfabilliishitoy anegddiodbffomituwad over a
15 aut hentication keys with the third party and

def ¢ommp icatiiapuene tieank f fent pRofhiefepardy ofot facilitate a
second party known to the second party and _the third
parf{xsk c)P%WlecF?ngaBthﬂEl‘F?‘i%t Pdar F9<=?Bdt heag‘é&n&ef“e

art and requestin t.ransa on with the sec

Bar‘f%//“d 18 Rty LPRe et P nFegoR MRRgacvia the
of art th r r .

oy il ‘* p@-%rtye“:g%%kt nSobpEkiRRILE: LA dRdh:

nmut e e e t
thek@hl ?%g party %%)ﬂ%e%rﬁas& r%gﬁgegﬁlgﬁofth%hgﬁlm Barty'
firshe15000Nd s3tdbliishiingPad t iRt acEanfovaLDdufthlentSCation

after success of the nutual authentications;
10 keys with the third party and defining a wunique

m

identification reference of the first party known to the
first party and the third party;

(b) registering by the second party with the third
party, including establishing a set of mutual
15 authentication keys with the third party and defining a
unique identification reference of the second party known
to the second party and the third party;

(c) connecting by the first party to the second party
and requesting a transaction with the second party;

20 (d) sending by the second party an address of the third
party to the first party;

(e) performing by the first party and the second party
respective mutual authentications wusing the respective
keys with the third party;

25 (f) generating by one of the first, second and third
parties a random code for use after success of the mutual

authentications;



-22 (g) sending by the third party the identification
reference of the first party and the identification
reference of the second party to the first party,
together with the random code if not yet known to the
5 first party; (h) sending by the third party to the
second party the random code#f " not yet known to the
second party; (i) verifying visually by the first

par {¥) t hgendfgnt i i cathen cRigaenpastyl he fisdtification
party and the 10 'second party sent by the third

par t¥fedéicd | JofIPAUheS UEGRSEl Upaveyi fakdt ighe Ofidditification
identification references, connecting by the first
partgfévendwe setoniche pagsdgondd t lparty r amdombeodEifrat party,
conducting said transaction therewith, the random
codecgetker uyadhf dgrhel Srandem gedef iifatpetn ettt known to the
second party based on the random code in hand. 2. The
5%utﬁéﬁ¥€d%§?€h‘faciIitator met hod as clainmed in claim

1, ' I d) .includ [ by _.th d__2
ar 1575 t P b cha e RRET G T PErGRe parly the
par TR R R oy HE SRRl RECEha Halind et 2.

for (i ponguet fPthsal drilh@aligct i 89 theReW thr 5 3.paths  the

aut hentication facilitator nmethod as clained in "claim
1 oidéhed fidatidier @iefetapebl )o£0Mld SESrgenepattyd and the

of the random code by the third party upon success of
1 hesecond party sent by the third party; and
(i) upon successful verification of the identification
references, connecting by the first party to the second
party with the random code for conducting said
transaction therewith, the random code being used for

15 final wverification by the second party based on the

random code in hand.

2. The authentication facilitator method as c¢laimed in
claim 1, wherein step (d) includes sending by the second
20 party a transaction address thereof to the first party,
and step (j) includes connecting by the first party to
the second party at the transaction addreas for

conducting said transaction therewith.

25 3. The authentication facilitator method as claimed in
claim 1 or claim 2, wherein step (f) comprises generating
of the random code by the third party upon success of the

mutual authentications.



mut ual authentications. -23 4. The authentication
facilitator nethod as clained in any one of clains |

to 3, wherein step (h) includes sending by the third

party the identification reference 5 of the first

party to the second party. 5. The authentication
facilitator nethod as clai med-#h-cl ai m 4, i ncl udi ng

after step (h) step (h'") of identifying by the second
party an account of the first 10 party according to

the identification reference of the first party

recgj vedrid ogutient ivdwh parfdciBitabie addieid | €8t cD8imed in
facilitator nethod as clained in claimb5, wherein

St egny h'onel nef uddsaiswbsequent By hexcdept shgpby(li)he includes
second party said transaction requested by the first
parssnding Thy &hehdiiinshtpanty athei ddeptifidcabiions reference
clained in  claim®6, wherein step_(h') further

5 ncpfidere sty ARty 20 thengrRgByPRR®Y second party

an acknow edgenment to the third party. 8. The
authentication facilitator nethod as clained in any

ones o chol Bt bl feo W8I LN IASTULOGM | 20 PPusnea i

reference o

e seécond party conprises pu

i'ﬁéﬂéﬁmioﬂy ineluding after =step (h) step (h') of

10

15

20

25

identifying by the second party an account of the first
party according to the identification reference of the

first party received from the third party.

6. The authentication facilitator method as claimed in
claim 5, wherein step {h’) includes subsequently
accepting by the second party said transaction requested

by the first party.

7. The authentication facilitator method as c¢laimed in
claim 6, wherein step (h’) further includes subsequently
sending by the second party an acknowledgement to the

third party.

8. The authentication facilitator method as claimed in
any one of c¢laimg 1 to 7, wherein the identification
reference of the second party comprises publicly known

information.



