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CLAIMS
1. A method for testing and preventing tampering attack on a card reader (110), the

method comprising the steps of:

establishing, by a card reader module (111) of a tamper-proof card reading means

(100), a communication link with a smart card (130) for communicating information
between the card reader module (111) and the smart card (130);

identifying, by the card reader module (111), a pre-stored public key from the smart
card (130) for comparison with a plurality of reference public keys stored in a data

repository (150) of the card reading means (100); and

determining, by a verification module (117), validity of the smart card based on the
comparison between the pre-stored public key and the plurality of reference public
keys, and

clearing, by a memory clearance module (119), memory stored in the data repository:
charaecterized—in—thatwherein, upon detection of an invalid smart card (130),
disconneets-the communication link of the card reader module (111) is disconnected

from with-the invalid smart card (130), by a means.- and the memory is cleared by the

memory clearance module (119) upon removal of the invalid smart card (130).

32. The method according to any preceding claims, wherein the card readinge

meansreader (110) includes a biometric sensor (112), a display (113), a card receiving

slot (114) and a processor (115).

43. The method according to claim 1, further comprising the steps of:

capturing, by the biometric sensor (112), a biometric feature from a user as a
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biometric data;

comparing, by a biometric identification module (118), the captured biometric data
with corresponding reference data stored in the smart card (130); and

displaying, by the display (113), a message only if there is a match between the
captured biometric data with corresponding reference biometric data stored in the

smart card (130).

54. The method according to any of the preceding claims further comprising the steps
of clearing, by the memory clearance module (119), memory of the data repository

(150) upon completion of biometric comparison.

65. The method according to claim 1, wherein the data repository (150) is accessible

via offline or online communication.

76. A tamper-proof card reading means (100) comprising:
a card reader (110) having a card receiving slot (114), configured to receive a smart
card (130) comprises;

a card reading module (111), configured to establish a communication link
with the smart card (130) for communicating information between the card reading
means and the smart card (130);

a biometric sensor (112) for capturing a biometric feature from a user as a
biometric data; and

a processor (115) comprising:

a verification module (117) for determining validity of the smart card
based on comparison between its pre-stored public key and a plurality of
reference public keys from a data repository (150);

a biometric identification module (118) for comparing the captured
biometric data with corresponding reference biometric data stored in the smart

card (130); and
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a means for disconnecting the communication link with the smart card

upon detection of an invalid smart card.

87. The tamper-proof card reading means according to claim 76, further comprising a
memory clearance module (119) configured to clear memory stored in the data

repository upon detection of an invalid smart card.

98. The tamper-proof card reading means according to claim 76, wherein the card
reader (110) includes a biometric sensor (112), a display (113), a card receiving slot

(114) and the processor (115).

109. The tamper-proof card reading means according to claim 76, wherein the data

repository (150) is accessible via offline or online communication.



