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DETAI LED DESCRI PTION OF THE INVENTION In a first
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whet heg 1404s &ys' vslulba @nddrétyod, B vedbisfdltetativdapeiodintedisppulse
t he |npl fin | ate informtion

t tt
oo ViBih TREion At e BN R B 1S ey PRt

1§t or elﬂte%x@te%ﬁaﬁﬁ’chﬁﬁ%t&*fade@to@r&'é%f 1@3. r@ﬁeﬂﬁnglz@ﬁl thls
[0022] Tn sone enbodi nents he RFID unit

t r an<oRdistent, §r<>ﬁ¢s&grr4é)m|s@ewewé% werﬂge‘l»lPd@ﬁltao%lgnal
202, haG lh&mmé’a REPIdadE Hvirdi 24 19 Ahd WGEGed Byl thFVRU®Y as a
and/ or har dwar ei/ for recognizing a progranmm ng signal
and peegranminggignhlethye eldoyyag FFHRwMt 40240 peagramn Brd{egs
to stg gqanllﬂﬁlggﬁqt Eﬂ%ﬁkgord(%ge? d&t?) &mg Jh@éaﬂfé%’tbﬁzﬁ:@tab o8l

and/ dar recel v rom redder/ 1 nterrogator

1202. uémegklarmmglmtqn@gatgtqudnsprmmD@g R ynftj (dguch
accor or
head é)?éé?gﬁﬁq?ﬁ%ngard&l/ﬁ aet(lgr\?égg v{e?e &a?lﬁ@ ms%tul:lf( a
r eadeselfiprigemioigg REID B@:E in dcpordmwe withphdrapreimbbdiorest miobpe

b i t
B oo Rl By BFp P fiPsubib Rt BB chlaadpEP
r equicoegled with annmdmttaelny«zgaﬂednmtmngraﬂier than &},ifoi ¢xample,
f t he t d
2 b S e R RSP SR RReb IS Sen P /KRR GRe Y 85
(10|4| a;k?led {Iﬂﬁé brtl@femapicendodiients fiia0eapls) Sdf-piogamintifiy/of the
illustra

circ lBﬁIP)}m{f a8 tll?r,]\ﬁ:‘:; gﬁgp}%gl?%?é%%sqeﬁ pchHr@nmmgq'la inductive

e ”’Oo%ﬂiﬂ g% the td DEARS L) mBPERS idiplevRnied vialapdcaivie Rupling to
ependent |y of a progranm ng signal received

{1 omtboB A Ema iy iteadune SPOAERIY IO LITEBE A Bie Present
230 2) iR tid) W?r&garﬁ’ﬁ\ﬁ&%@ﬁm ) BRfredel &y BoupMdas BB lahRhna.

and/ or ot her ta I1nto one or nore nmenory | ocat’i ons

(e. g.[0033]r egi sﬁéforgtl@bﬁﬁgogmmgm%fé REAPamit A2 bagy | C

104.

oo SRpr R EAGE e pibg g A sSRMES bOe RorIRY Baan

t r ansppropriate tnqmlaaitcenmrafrmalcyandi bandgndth:fqrgecsﬂpmmYe of

rew I

| o0 at e e A el S0 TR0sc PG mby S Benmifed
3@nd/ (accqndmg@saspartgputalr cadei (. gya pPeefix behezaplerb altd/M'é)}’Ith’ﬂ

oot ST o DA BN ISR 5585 85l gL

st or didld ’3seeprveitheanniaterrogatipm sighab) In worhé erbb}adurea'ﬂis mgtIC 404

for nodul.ating the signal. e transmtted ant enna
108, Ty i rogaRRean et bR REMor55g B B

RFI D pedpirdmph{dg sigayls Benefaisil bygreddelinteprogftbiediRiaverding to
transmt one or nore data bl ocks (e.g., codes)
specified by the RFID unit itself. Further, it will be
understood that, in
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accordance wi th various enbodi nents of the present

i nvention, RFID transponder 102 may provide for
WOsHPEEYR8Pel y transmitting a first code (e.g., PETVEN2PE/056481

code) upon bionetric authentication by dynamcally

progranmm ng the code stored in a nmenory | ocation

desi gnated for nodul ating at |east a portion of

out boyad. i c@&%g«l, %ef;mﬂ?o I¥ader htd] As@cgéfléfed vbi?l%ga\éﬂ @mhgs%l l'y

designhating t ocat| on(s) from code
dat a pdréminingrsigndist mduﬂ izpéementationsg halprageanyeing signal

codo S iy RER by BRRGS Ry Pt S kAPl BURR () B

t r andgantifiess onethertyatag suvh papedess Aow rdytabfo b pwarmusi inty's.

h
Sre.- SPRICaRGRr S o arerEntier (Soom R o slpenet sg
t he fvaRkslpre8toged in usinivgy 405 eader /i nt er r ogat or

conf i d for ammng)., Alternativ

addi 10O | Y, A W?‘E%%@%F" %%ﬁdt ingReoEt a“8?1‘(¥%}6¥mﬁ%dr“é‘e‘8? of the,
coderéit iRRnGeH) @ichida didseichen adcopdifg RTTBNAGST 0DuNdeN02,
generator, thus allowing for rolling codes, or tine

sync Py ingdla@yghiss pde dvrlﬁeg e maglo’fyms spesiyisg painfers to
@ut hepd-LieRt ida vslqskan%aaemé dd3gnieEh B isdiderdtifEng t&e.

It will be understood in view of the foregoin

d esc ﬁ;laét“iﬂé ke Bansptfed by KD 101 20fepr 102 deyresppnsg fg annigiegation

Whi | &jonhD oSANBwWRERARINTBA 5, thE REEVhrdit M rés%o&;‘e to user input
processor) operative In initiating selective

pr ogriayekinggudra emissipnr As inditsterl savsninisgme pEbRIMENty, fHch
102 t
aflsrhitted g%%&gsé g:gd }6‘6&%8?& ﬁié@l?cnﬁéng?r? %ﬁ»@@g g10<§1§ BRhore

be integrate cui t
15 npl eegistere)thatss epdeteg am@tﬂee qmteetgiaaltte e tramsonititad. (Aéteglatlvely,

S €p azposs?bléJ de&g %ﬁ&e%rt% be %Hsﬁlﬂtedlrﬂhgso% 'H%Ir L gg'fe%l? nt%mogp €s
( e g. locaaensganﬂll pramsslmmwngrca myico(le g, rmnpllcmngecbby ®gfiE€dd4 ng

P 00 BN Ak oG PP a0 SR Heb bt oy ) e MM b for
| C 1Gdodubyingithe tragsneissidn sigtiakb d'igs0B andd eahémamdagy defidt these

not her devi ce fo rogr amm.n nductive

2 miPesi ot or e eaAlg bintgte frtaray stsesscamor dage o
t he enfimhisGortBSRFIDALIO 102 SIS € readdl/ imarmiaiDOX i ABdLS of
of the present, invention cjrcuitry (e.g., .a. pLoce sSOr
el QeRsmEoT Y GlHE RISl OLRreGisdr ek pBhe g whecter
I eactply\i@ithg Wel idad irtd alghen hholyJocaAidf ot PE@RRMEARANY idehtiffing

progranmm ng signal received by the RFID unit froma
devi GENEHATE %qeamowcsn&awwgpéaraae% jof thesemethodsiisyeferrgd rReren

25 Nvoki B B&lnBRE théagdr O9r anmi ng of codes for
transm SSI on by the RFED unit. [0026] For instance,

FI G [003¢thermat Mees ﬂp?ﬂ@@gy,cﬁlg 3&36? queaticallydepictsgm 1{11!F§ﬁtl\f?ay
be ug é}?}l)drﬁl dEpeRk ﬁ%x %f £ Eat'«l'gag é Hored th@fﬂoxjy%locﬁ Le. ?horérbr

alter ve 1o, i n accordance w
vari ouse sght) Mexhtsgcwﬁseti Ibe tlmteass:rmdfrrrﬁw gntranspondaglC 104 or

sho 4

npuPAeb T Ridieg ? AafE FRAa Ry By RABE SR h a0 suB0E,
36118, RAO ta m:cm:d anoovqlxd raedet 14,0Gr eﬁamptehprgmaabmdemmtrol

RFID unit.402 t.ed [of0)

ot + B isaitt edh vl BoF R0u TR PP O prepyigs beine

app! idegitd. onso@a tmplemaititionabf frymises s tomiol tysteasiesever,

control. For .inst anc RFED unjt 402 r de for

Cort S5t ARl Areest R meY BEETSiae o Yol gere GdggSed B the

(€. 9.RFIDlag@ks sbhird1&ystéth 86 franfrothyrvastmbiifor efregrifoacthe not

shown), and nedia player (e.g., MP3 player)

functionality. [0027] Processor 403 is conmmuni cably

coupled to I/O interfaces 420,
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and may execute code to provide a graphical user

interface via I/Ointerfaces 420, as well as to
WO088/13306r out i nes or applications that may be BSTONA20@8456481

by RFED unit 102. Processor 403 may include on-chip

menory (e.g., non-volatile) and may al so incl ude

off-chip nmenory (e.g., RAM not shown). D splay 422

may be a. co

t he dge ises rfglﬁ(i:néib\é nglggv ose] Xesi‘lh@ IE(E‘E%B h@l?{t catgggx%}ﬁégegs OPhat

424 rimyin Isnme em%oelmitsdmeamahd cmqmtalﬂhﬁmmldceqﬂpmdefmed to

as a s five
ot Gna iy e eadel ol indifithg B e e profiitneinto he
I t emiagiveat biometrit authértisatmiionst velid or verified dWhiloin thie

30t nowt i REIP vef BRLE AP ey FEB (06 “Ba B BI40% des 1 or

t ouchdémipindépenidht E6dRGH resfonge to recNigLAd teadsigidll from
selection) with the user |@}erface dh§ala ed..on

di spl ra%ﬂeﬂél?m?@f@z%% [Upop wplid RIGmEHE verift qlTSﬁussed herein
bi omRE 151, 6 vald negamrﬁatnb@ﬂy tagorconﬂs& Bfocder 408 %Hg@dfmsl thean

the tag I C as nbodi nent of Fig receives_a

si gnanemony af the 8@@9 .tqchCsyélﬂsaoYahd sede, @erﬁerﬁéﬁnwg by statend4. In
1b mol es@fﬁl@te%b&a&en& Nfe $A1RBHPLAY bAGCnbyplH %ﬁés&stalowﬂw
may el ther a signal indicating whether
b| 0 msuscn a:bxgomf:tge data,zvzsm\wmrmogldechn@uwg@pwg toptheseeskilled in the
aut hepf i a4 Q0 emgsdlaeﬁtg . Rhst £ BB 87 8l D0lid oG RaDBL 1!
characteristics acteristics thentel ves
or a generated based bea pelido-gdém agmbertggdratb Hius plbewing fon
| mpl errgﬁlrr]% %deg U tnwg %él%]?lgﬁg&feg' Ay (teééo %ué'hea% ?ﬁe 1? §ec‘?ﬁ1h@] al
representi'ng scan ¢haracteristics,
1pr oc emthenticdich ¢sle gpreraing mchamsm)toh‘émﬂﬂkaafhemgihﬂ kedelis state

Lﬂg?? \éﬁﬁy)s{,{: t%?ér garéFée@ﬁ?{nﬁq% %ﬁggyerl?c{?f ur},r_gI th1€ time period,

I nf OrRAEDItamsY warsohiti the walideody iy résporge toneceiving atdatl signal

i bl . 403
o 0 ERRTEEToE e Db b ition i e bre Ry Cd”
st or egl pfd¢ests&g408 Gepregramy thé ®RFID Wi ICndmyy béth mmlad by

rocessor 4 a b not sh
504 6@3n gé{gpnt)lggllésetséwgﬂer?tﬁg%m%fp@%ﬁﬁ.b]glosg r?lbodc ments,
whi | q)rsgiaﬂmh{ﬁg%% vAIRESodB ftto Shic r&tdr¥ndyRE8ibe Qortiibned 6€ €SS

a signal frombionetric sensor 426, those skilled in

the Ae9eINiRg an ipistresation signal fgm feadsr/[ntervpgator 202435 op Ahe vser

i N pepd Qi BadditfonsBRfut g Shifkdyphd flﬂﬂ?ﬂdl&ﬂ g fg Bt 4 ag IC

104 W th respect to storing uni'que data and/or ot her

dat a,transiistion %Mﬁhﬁlg@?ﬁwﬁb wi th reader/interrogator
2802 \bdssil I €' CRSyift bl dtlbod i hﬁ%ﬂ%@&@aﬂéﬁeﬁw those

uni que entifier and/or other ta, detectin

i nt erailogmglfmoﬂmg Iccldes antime sxnehrohiaed @dper ©gr amh aqghefR%‘k d

(in i

FeaadRiray BbARR Bl kg hARE 39 il R ¢

I C 4C¢éd®r502 pnd)iﬁésm G G A) azmet lnbemograxenheémt(amsmpraraﬁeea valld

bl ocks, thos Ki der st and that

On0s R RS Siay b8 el B Tafi bodt! Py HARRE ARG D
3603 ma@. Hén sueh anplemadtattbns valid cugle 5@ 14;@14&; samh icode (BmRY same

conpri se one..or re.in rated circuit .c

ar BRI bt 0%, mel bGP LR L RSt inialoR St ims pegigd

alte ;’Iilgtslnﬁﬂarmbmi%t?dhﬂ?llt lc6deE0R r{?@ BQdenticdl @cahqllc y

coupl.e to Focessor oW n or Xa or

t he tlla@eﬂ@ef Precertre sxpiredvaiq enge 0@03 shagie F”iP 403 upon

det eGhnpRehcABtidn3] £¥41id¢8dd R8d hbt®e Grogrdnihed) Weieers O bthdhdse
then pronpting the user via display 422 (and/or by

ot her nmeans, such as audio or vibration) to sw pe
their finger on bionetric sensor 426.
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[ 0030] As depicted, for communications via wreless

link 409, tag I1C 404 is coupled to antenna w nding 4
WORPO8/WiR®h i s part of coil conponent 407. Nor @CT/US2008/056481

specifically, coil conponent 407 conprises antenna

wi ndi ng 411 inductively coupled to progranm ng w ndi ng

413, and may be fabricated as conponent separate from

0 r m}gﬁeﬂldeh Wiha! dlﬁferérﬁtvgl%@frﬁgldv@oﬁg oﬁoﬁgzxf)lﬁlti%gﬁf th@ %ﬂleﬂﬁ}he

fabricated as a planar i nductive elenent. In
t h| s etiodibavayse thethost end amn issapablesifindgpeientlyrsionginingthe
and d t:
o ot deBe RRNABEE A MY LA chBERRCHL L A8TC BRA
per meadviclatet provesser dogh potpuegnana te.g. ibélnding regwritingrangthgrwvise

ﬁa t g ?fgfeﬁ;;)mg ?xb%')gm%l Fgga(a{fff:(f’éntt1 ggdetﬁ:[xﬂglb a&?&ﬁéjﬁatg‘tﬂé Jalid coc?e but

t o prdoeegsgamAGidw watid cdsdemn;he beent it exk mcedi: is tod:re actwe (e.g.,
exanpl e rocontroller that includes pulse
wi dt H‘P%B‘SP“Q?P&W {c'é‘&fngce circuitry for driving
wi ndi[ogs6413 t oApdagiishherihabévedihlterfiative 1in|plebﬁntat10ns
under st.ood, .in various al)ter nat | ve, nbodi rre gul se
kit eGP0 ot FRE Y P Foragtisd By i kst Brre B
107 RERarf€RRM3tySodafibRY hi @@feﬁémewg poitEFto dhte@ffhaseed
to processor 403. Accor dlq;!gq Hie W&hl s enbodi men\ﬁﬂ
pr oc RAHLe momorygcatignsg Ppdpiadyio iflentity the HEFHGNAEY goptiona
si gnaon wﬁ’fch |d§ta w&%ﬁgmlyﬁénywm% RéeRAast s@héfﬁdﬁdélﬂglléshhtea B¢l
det ect ed h%q | C 404 as a progranm ng (;1 t hus
al | olii;ig- rwnpmﬁpalb@ﬁlgt 68%1@%“@}1&&?91%@% ?énegnory
pr ngo?%um 4R R s@&&ﬁe ﬁi@ﬁll/oﬂflo@(ft@ﬁsr 60326@®) antbd0eGidrdie
same I hterface as woul d be used by reader/interrogator
1202 fvarioysrcodasdings ingrarf lamln}'ﬂhd cqdies vadid epdeph e apbid ‘m%
r ead%ﬂt &%E Ergrgs?r{i%{g I%qge T fn thld %Qén‘ﬁgé vali cqtlé %and@ahd code
sel f - progranm ng I un| I'n accordance w th such
enbod rlﬂasttatenthyt il mmmmmmntaadnmom dhangnewalid code may be
of f-t f. RR t
coup ISE’de dsmﬁh 8 ILO'PCP | v%%y coupelISJ ﬁn%?'b@%e% eﬁ;glv% a#i%i er Ponse
t han cb@ﬁs fémcesmag@nlﬂérendmsmgm cng.ecalre;bemua:les U REesSdO certain
é ans 31 er.st ood. b%fr%@ SE. Tc’nvoivkned
e“éEF“tS or £ﬁs?‘gi"’ﬁé?ﬁy\78q“érr°r86° e L5TIRAE BRBTESY &
sel f 106 &gpmmms g.tvaiid RideB may be ¥hah bhealidegdan). dnna

coupigdigns fplogisE bt TPy Hasbor o e g sored

Vi a ¢apRedyibe@alidetakd Wllédbldtbﬂlffe&ﬁlt fiink padids. ThiglillusGative
in accordance with variqQus enbadi rrent of t he Eresent

i nvermbedimentalsoshayt harhiometds tge fingerptintsppiate
280uUp |cﬁ§aét&1sﬁ@§ nﬁztal%ﬂ B& sto{eg%%la nfé%lofrﬁ(at WemBtyE6&ation 608),

progranmn RFID unit 402 a reader/interrogator,

the haygh ateiinfgrmastign arplcgahypalfi@at bsytragpaiied By fheAeionies

an aﬁ’&'&%ﬂeﬂbgatm'ﬁ fl‘\@ mﬁ)ﬁﬂ{eﬁfau&{ SFULRNEHing BB AW EHNGe

for reception 4, progranm ng

i nst thecaodethet wﬂ ap@@@s@é@dranmsmww@éeﬁ updptinerthegference

accor f

neaddy ek rnRIkBL GEnERUR Gt of e R A
3gert anammlsmcms&ydh@ltageltgs alsagprogesl; hwwttvma thatipreateinming Mg klgo

:?nggxiw%ﬁa %Sr%v\(/\#n:mggv% Q{) jﬂe ‘P 91%13: ogﬁeﬁéog&g%ared anhestggﬁorér (e.g.,

si ghabdatigg neslihed thye gndnmﬁawrcod@ﬁorﬁam)m progranmm ng

si gn ener J rogat or 202 cordi ng
odt R1B7En *cohmempbnt ¥ EeLs B HOHRkSbe AlRpLISP uk AR
assogd shbed fovbidineaclly @ﬁthédmsted fceg rcanrail igacs orgasde swithlthe
various inplenentations, the progranm ng signha
generated by processor 403 nmay include the actual data
val ues (e.g., unique
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identifiers or other data, such as process flow data)

to be programed into tag | C nenory 405 and/or
WO08s/tidlibor s (e. g., pointers or references) t@@AR08/056481

val ues pre-stored in nmenory 405. [0033] As will be

appreci ated, in accordance wth enbodi nents of the

present invention, including enbodi nents according to

RFI D it liithetldof 2 n%g 2. Slﬁevﬁ |1 ¥ L d3dt Vtﬁésh'@l%lléd)mkfﬁe art,

witten into nenory or speC| yl ng pol nt

pr e- domuepbsereafalavity efesponitioni Ihmollwa@@gpgwa@n ﬂ@jw @pes not

ot her

RFI b LR Rl F e Mol imblcrlentdd if bAARTL pEGASH

Si gnahqre oger Gricndiywic sebustrpaorsss. tFoeihstancet dseviRkbe Bndansteod below,

he T s i Gk sn e B SR ikl ] AR Beps
t r ansmythedalpidakatedrayprivaptrthasenototiareise probide ¢ttt uvervithy

bl ock one r nore r I that is updated
i ¢ s prgpin Bl Tor it EH Glsn hborpif] s
Al t eroessi vel y, Inanis Sistrstivé @tdodiaehi for barpbses bf Alnstrativh,ahk

may be stored in fere rmr I ti0 an&). s
pr océ’é%cfeﬁg’e%‘ﬂ’s @Eﬁl??}ro a%f%‘é*ﬂ ©.s ﬁ% ‘@I@?é’&l“ ig wighin
16 C 1Qxke iaRAbEAfon oMl z@n@éfr@édégﬁmgaté%)z Stﬂ@ﬁd)tf:d @S witder,ahat
data value wi|l be read out for nodul ati ng

t r andmyY B AMRQdFREnts. imfigfion ofsucha P&°°§%9H%ﬁ%{t°P’&tHIgF‘§} on being
depi Ghithih@s ftdrfopRESt fidl®zdme! @Pﬁlﬁtaﬁ&r the R?[]Q 0 indg have its own
bi onetri c dependent access control data for
t r andaveIoBIse K5/2-Hor prarating sheltiomelrigi s apg the processing
read %fr(:ﬁlﬁlbe 'RFI93LRN 022912402'%§r1@cﬁ@ahly Qfank A& SSer IE%lﬁk‘i’(‘ii(,s‘data mput
i nvolves Thanging the active or Operative data in

1§ ag, (sttre’t’(}%r Iflny bmetmmgptrtewe@med Withia are@tvmqéém y

I

| oo at1iEmal it elRHB AR ob k) 0% Behol ATRITREY 710),then
r ef ertheelblFH)omhteraesrmtsawl ipvadid (@gmidengity-inslependent codE3 4] Mor e
Spec 'g%a]'dg m{?é-b%atorgZOZ g no%%hﬁtwlfex?gﬁg gs(i‘én of%@?e information

illu ora depen ence o
st or &g therR}HDmnlmmayy Helioclkpdnse ©.a regieeintarrogation sigagl, Bisoms)

2 224 TRy By el ORGSR p FaBARENE!
r eadegdriinitifted pgat(es., d6dg kdypaca42‘44 dr Slongtrixt enwd226)RFI D

ta s an nvaIJd de,.L.n, for anpl e rem.ses

acgeié()%g nt r ol féﬁ‘iﬂeI"E‘ég’Pgﬁgw R ﬁ?e&ﬁ?%@?lf%(s&igg&) fhen

woul ghe rerEml tﬁg ispropesmasd with & Daiduiandtsesodegiterg7 IdgnAed.
rem ses_access control

In sone | enentations of p
syst &ggerib %mrérsu%meﬁa@ﬂmgr%f beperfornrdbystying theyvalid
26 0NSiptlafeath ddY fld ﬂerﬁ%%‘cﬁtﬁpg% 488 e blfie) fRbl iPade 688 for

contr ol systemto grant or o her w se nonitor_ egress

fr omquebtdmhs signgl frrapgmifterihythel BEID wpibardyiupdstingmapojner to

not t

enbodt har o T nk BT (SRS e & Pera by Beset o

or r étfgelﬁrléé perorans thip progeanmiing funansp dim tiarisus gpejementations of

i ndi

when Tl HIE brckbshyoR CRNEnRLEOL AR oo Empitn
3Weri fitle the\bhtuhbvaihd COdﬂ wiustoaindors@aion REicBingrthat theoRlid code

402 e I

i dent’ ygl}oﬁm@ rQ g af 1m§c§ 31{0 19161{1 %/%(5) ﬁ gag Ig 49%’0‘%}“0}1 re(éenées

r ead asd proedssds Itlm*progaldemdg dotrmnmmgadxroﬁrorﬁ Pocessprotd3val i d

bi o e verifi catl 0 scussed .hey ei e..q. .
Vel HDEur or Vi RS of g Ften e [pT e Ll il g
pr oghaysurthee trimairtie wilidtbiendiiid dade &gthe Exteinklh a val i d
code, as represented by state 504. In sone

enbodi nents, the valid code may be an encrypted

representation of the user's bionetric data, using
encryption techniques knowjsto those skilled in the




art. In various enbodi nents, at |east a portion of the
valid code nay be generated based on a pseudo-random
WO9RHEY2ener at or, thus allowing for rolling ASdEES28(8/056481

ti me synchroni zed codes (e.g., such as the RSA SecurlD
aut henti cati on code generating nmechanism or the Iike.
The valid code in state 504 may be active for a

rede e r ; ' riod,

e D st ool Fool s Rbribe) nghhdee, s bRl |

recei 1mphag1eatatlea thediigmetically anthenticetad ealid qwﬂeremagmtaa the

202. d T2 .
or ocdSEey BB RisH AR Sive e Re gtk s e B
the iTugdCild4 ()t ﬂecﬁssdry,e} hﬁé@p&ﬁﬁ&eﬂﬁ this mndpenodshrough at least one

epr esent n,.so enbaqdj, ment .
%Sr ogr' 8 Etém?ly(s %ﬁ? Ef%ie fipRerihay o 'g%teﬁ%re e%’? §"ir‘]5fd°fjr%§/engl“§o
be cqhéelirbrhMBe sk o ddte fr mnsngssm iIfthe tifmegadpires) tieh GrReRFID
fromreader/int erro% tor or on i he user providing
an ad# ’tslr%%ﬂrar}“i’i‘ﬁ‘bi’v @é“ {j‘vah oge f@é‘ipﬂ‘alé) 424) indicating

t hat [godmansm $6d presehtiadnioR BasaRBEN@btRALd dnlAscEibed With
wi Il be understood that in sone enbodi nents, such as

t hos despRFtENFRsEITE SMbpdments rereal ddichrembodiments seamerahz ed

160deS 1 &rafive oﬁwﬂ}m%lés ReHBRN it Breaét henbiLibeon
code generating mechanism, an invalid code é‘ ‘?E%é
codexelosiveerdtiBnsis imiting cniypdimeytsn decasdingly cinaphehe above
into %(n gif & aﬁve‘@ﬁﬂo@m%ﬁ%f%ré ?ﬁt it SR Ys Qf@ll Eéﬂ'e
exp| re e For 1 nstance, erring o 3,
in smhousnﬂummmodlﬁmonwéIf¢&ﬁlr@&ib@e<§0ﬁ0w§e&lh%;n}’s ame
code S

mvarp i OO NN behs Bl GoliatBn it ot BRI
15n sud Itheamveatmo dndm miill b@@d@ly&&ﬁem@yd b;ethbsbawrs'ooa*killed imthe

di di
| S i s FER R A E R Bl Gl nio pfind BSiat s S aHons,
pr ogrvatinis, o\mssidne,raddmbns;hﬁdaqudvakmepipmtammsrwmout

different, v u invalid de..u iratjon of the

gi ve eP?r%gg AP ESCBB%%{ISIS‘%‘ P di 8@?‘ g‘ 4agtrﬁd"§mages For
gapabgﬁa@é ekdé@ﬁt@&h@@d‘ﬂ%rﬂt HedBGhBT dihﬂ]ﬂeﬂ:ﬁt ihﬁl%b %rbcf&ses themselves,
ependent . code., Accordin in such enmbodi the

20 ag e Paftigriat orferdo SRS %@éoofﬂ?e&@% QIRTORFSES ?ﬁaflged i

pr ogra@dlos@e dncludiRgthd (ﬂilgﬁh@s riﬁM;Jle:dl NBL,mANy cdek Ble\brde® of process
referenC|ng or specify di fferent code upon

expi IEPF BAY B¢ varied, %71§|V?@0tt§dlététratb‘i9tstea6@§y B¢ ?f@?té?ﬁdaalﬁé% or

val i Q)nﬁ@éiie wiitRot laﬁan%iﬁ%@ﬁe fubdise, BEH R ifARELfitRe h&hHB
active é;gdtﬁ bironetric authentication). [0036]

As d élggpp,b Iéheﬁ Befed that theytegns ndrexpregsions have been used as
25 P! %@gto?gésel’;pﬁloﬁ\éﬂ& h&%ém&% Rit@ond %@retlm inf%RorPB use the

transmtte e stored In separate

IMe o 1tgrmis Ot exXpiressions ta wdcladera@fy equvalenty of fepturepshionnend t o

one 0

entrie RS sRERRL ol ARG AL e 0B ivatfiThSnt 2

for tpratlsemh wigliootnegedsérilp prowehitg ona or moteafdhe adadritages described

illustrated.b 0 e
sche Mgt qtlvywé%gnc{erstooyb geYv 8?816 dlscl%surg and: &‘Qhé{t%naﬁ/ be
30vhi chediegbinatme Biﬁhmhmeﬂtomatebf) sis @%foﬁ@ﬂgnchd thabhé present

\S;ta|o|r gﬂ%g{i!glolg%m;lmﬁééjg ha%b%laée%é"n ﬁ en V{ %gl?lldlbde défd ne% in

t r angBddrdaack With thidRlairagthat Blldvii s exanpl e, valid code A
and valid code Billustrate that in sone

I npl ementati ons nore than one valid code may be stored
in the tag. For instance, the two codes may be
respective valid response codes for accessing

di fferent prem ses or secured resources, or access to
certain
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prem ses or resources may require exchanging a series
of messages involving two response codes (e.g., valid
WOWe¥1B26ay be a hash of valid code A). |n emPEdVHEAIS056481
enpl oying rolling or time synchronized codes, the
different stored codes may be valid codes applicable
to different tine periods. This illustrative
enbo%ﬁrfstclalhl%g. shows that bionetric information
(e M o ng%r print tenplate characteristics) may al so
be stored in the nenory (at nenory |ocation 608),
t hough sudhradinffisquency shentifjoatiemunity coeprisingnot be
transmtted by, bagohAfl /i EARRIALED! BOHUAL- | N
this inplenmentation,” programmng of the tag to change
t he dmdeertchidentifidatiolbaniccessed for transm ssion

Lnvol ves updatjng.the.refer . i -
Pdenti 11 s t ne s b SR R iR BEEA G sbfsing o
t r andedssspatiohof thdatd;agd It is al so noted, however,

that programm ng may .al so involve rewiting.val ues of
one oP rrgr e of p‘sﬁrgn%ﬂ%%'rcgftré’r' SJuqed v‘flﬁ%’ %F@Rﬁ v,
updatiégification luhit Big Wt i§ bpeeativy Iciftathg ad isvikingpmdépeadsnt
[0037]. Referring now to, Fi g{] ‘i an il Iegqst_r ative . ¢
oper &X FSRXMER PSR ANREesiEnely1a e eIy SACE LR PErag e of 2
18Ut etk &Athe da@ FS8RRsHRNb B the RdRCEQJueiRsyG@enyifitdtion unit.

t heenbodi nments of Figs. 1 and 2. As will be understood
by those skilled in the art, for purposes of clarity

of exposi %QFbldiot%Eqﬁeﬂc&'idé%fn?a‘ﬁbH BniPRL6ALrgAH chaln® W WIRSSN the
e a e

not necessarily describ steps that may b )
i npl emesivREingFIptY selectively PEgEIsdle valvRdceording o a unique
I 1| SO asLORMwiR RE SR frdjlncl RRhAAGEon A | | be
under st 0o abeI ow, upon certain tailed conditions
18e.g., bionetric authentication) additional steps may
be i nple . 1 ke . ' Vi
e hes 1kl bR RGHE Oy bR Uaha N e
( e. g.programgimgf thetungwe ientificd (CBhditinnedhipsn biomgkicr at i ve

bag: ALTERIaorAToTNE YRR iy Beqptiey i GiaidydfiP | Trpes

102 or 402) is within the interrogation field zone of
eader/interr or 202, J.Lt i.s noted, .however..that in
Nari Sus e %ngﬁ:l%ﬁqg?ncy h‘fefl#”[;‘faitlfi’ﬁurbl* a°§8rg}?g\§§ 6‘1%1(5% Ld l%il%
not combiisigenbiometrideemdgr that deherateh@ sipmil espraseyating ote Hioradtrlc
zone;  for instance, the RFI.D uni may have,.its aqwn
oo rChBIPTSEoY & Agiser, prgl whiieiR e valye PR RS eI dosmasy
and tiHgonaitRe&BEpoR BiokietridHuthoyiYatioRof Bewsdr! 102 or 402
periodically scans for user bionetric data input (step
702). If no biometric input is received within a _
2pr edet er mraeggld fARuEdYY Sde¥aficalbn bifit &chRAGRIY B-inP | ARk the
I nput (step 702) is not valid (step 710), then the
RF| D piegramming gieqitryg 1smeqaﬁwpip§pg(@rgl_ng the value of the data by
i dentj dyaih £ GORE hat R réLAMEY {dupleBkd QUPARdnn£02.
It i &Hr%(%le%gﬁlﬁgt Hﬁﬂlﬁ% egl?a?ar?smrsay on ofuBcode m
information by the RFID unit may be in response to a
reader/in ' k | LB Swhetdie
e Do ¢ T OR ey i Bhcabdu AR AT LARD Sund B
3@ useaidiantetnads exhfignged s § wingling indictivelk equpied ted 2 programming

 mpor e 08 8unftd ¥ i e Sl BT R ) ©

t ag ipsoguanagingRigesa inopcmatiae iadrivingthe pegrammisgeed{ngt ep
712). As described herein, such progranm ng may be
perfornmed by storing the valid bionetric code in a
menory | ocation (e.g., register or buffer) that is
accessed for nodul ating the signal transmtted by the
RFID unit or by updating a pointer to nmenory. In RFID
unit 102, control |ogic orqyprocessing circuitry
present on




tag 1 C 104 perforns this progranmm ng function. In
various inplenmentations of RFID unit 402, processor
WORY8s/EGRPuNni cates to tag | C 404 via coil conpd¥dniS2008/056481
either the actual valid code value or information
i ndicating that the valid code val ue should be
progranmmed into nenory 405 by tag | C 404, which
receiyes . y :
from pr oc o eBbEGERRETUAL P AGRRIT: dp RIMHP Rl dchtbrse
pr ograaadiv figqentejdlemifRption tensiRAHE, tha intethed wormpirigitgs r
transmt the vali I Q ric .
externalreader??%%é$¥8@ %%?nﬂ%ggﬁﬁgﬁgéggF?g%%manmyOfﬂw
her eiradib Greguentynidehtifeatidnl trembpontiéry@id prpgremevigaicingrper fotmeed

R e L
pr edgir&rafmag signaEfrqe b idedee ckagndl © thORFID uiit;@seéssor 403

keeps track of thig tine perjod.through at |east .one
internal tinmner Sa(‘&aé‘ﬁ tj‘?ﬂB‘?{%yf niificatipn H%]'gp(l"]’éigr grgeratng a
expi rsfhal fol@anémlidsidn &9 @f radbBeffendy AEHEIRRG tRAspoRgerdald
for transmssion. |If the timer expires, then the RFID
tag iSEASPPEFEESEYIHR YHYan i nval i d code (step 718).
100041] The present invention has been illustrated and
descri bed with respect to specific enbodi nents .

t her dof , e BthedBesardiamioslain d, waeraip phe dafa kafue dg ¢opditigped
the REbAGIRIRR aAihehiBrdlWeNkHYY FRARADENAOL | nt ended
to be“exclusive or otherwise Iirmting enbodi nents.
Accordi ngly, although the above description of
illustrative enbodi ments of the present invention, as
well as various illustrative nodifications and

15 eat x es Themethbd agroulingleslaim iywhkqreinisdif date velye istahvalié

enabling details [k 1
tho 28308k et & SRt 2R FARSY R s BRohRe L0
underpetiebd by those persons skilled in the art that
the present invention is susceptible to many
nodi fi cati ons, adaptations, variations, om ssions,
addi tlippns ,"[‘Pﬁﬂﬂth@ﬁ aécordi o ciamg Dﬁﬁ&lgér&bingﬁﬁpg\prb@faminipg the
epartin romthi s .scope and wthaut. di ppnishing.lt
26y o s B AT S P v 8o gt apihe PRy ghinéd
ext eRfmdRE6SAry or inherent in the processes
t hensel ves, no particular order to steps or stages of
met hods or processes described in this disclosure,
i ncl udi ng At Ao fleGibn€p idehtBicafidt irfdeoniptisiianNy cases the
order of process steps may be varied, and various
i|lustrative st®ggorydhatisoresdatsifordeansmissign Bythe gpdio
m t ' 3 j.ng the purpose, effect or
z?npoﬁfﬂg?My&%ﬁﬁ%?ﬁgggg%escribedu It is further noted
that the ter nmsansaniEnax hetis shesptiverimranspeiting ¢ sigopl semprasingsat

of dq?é{ §&ﬁ&gb§%ghﬁg)n&erns of limtation. There is

no intéention to use the terns or expressions to

excl ude any eqprogramsntgscirhitfydadluded svithiohnradiedirequency
descr.ik b r ' .1 her ik . he .

or cs SR TEDoABE AR L OREARE In SR BobtmailEiena |
3(@r oviwtierein @itbprogrammorieg signat 3ecaativedntagles tasdtantdneaand
herei n or. othermﬁse.quﬁg %oqg i n.view of the

di scIBEanS L REpe g e el (BRTangRip oLl PHn LS

enbodi ments thereof. It is therefore intended that the
present invention is not limted to the disclosed
enbodi nents but should be defined in accordance with
the clains that follow Wiat is clained: 1. Aradio
frequency identification unit, conprising: a nmenory
that stores data for transm ssion by the radio
frequency identification unit;
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an antenna that is operative in transmtting a signal
conprising at |least a portion of the data; and

WO08%t38R4% ng circuitry included within the radl@/US2008/056481
frequency identification unit and that is operative in
initiating and i nvoking, independent of receiving a
progranm ng signal via the antenna, selective

pr ogrgnmm fdi it i ifg'tG ORI $5 WHrdlY
t he Hgdio ?ggﬁ@%%g&#géﬁ%Pﬁgggg?%ﬁé%gﬁ?#{g._The radfo
f r equlenogmonyend theipeegrinuming wireuitay aro inbludgd withis a4 least pne
wherejn_t ' circuitry selectively prograns
t he 3% Sggg%@%%%%%ggb%ga uni que identifier associated
with the radio frequency identification unit. 3. The

adi q,frequen Identification unj r.di | al
§7ar et AhE REIFBEMEHRE RGP0 KBt oo PR S it 1 Pyl
condithd grogaminivaofitheodued is canditithbempdndddmaric afthenticsion oby
said radio freqguency identification unit. 4. The radio
f r eqUE Sf‘lﬂé?fﬁ? gﬁ%épqydﬁeW§tloggggT ding to claimi,
further conprising a bionetric sensor that generates a
signal representing the bignetric characterj sti f a
user ,14a_ndpr\l}\?1@|d_@i _ qf‘?f*é?y\‘/‘éﬂnﬂgcaﬁ‘P’bb?‘E\?ﬁ?%r&‘qgﬁ? BIfag’é#]gcjsﬁ‘r%er
16reno rcksmpﬁsiggmﬂibinleei&%ehsum& Jeh&aes 4 kignat wfpméﬂt_mgtmmgrﬁémc
the user. 5. The radio frequency identification unit |
ac corchiagerisger ol uisrs and esren fhervale BF g dafmpiaggammed into said
Ci I Cyhdnfofy isSoRRBERH uP6h biBmBEEYhREIHN6n b8 yRt.ue of the
data by providing a programm ng signal that is
reactively coupled to said antenna. 6. The radio
I eayancy theghld ddoGatl WtntiilaioRGAPEALAMEHO ol Wikrein
whererh sal'd antenna s con Igured as a w nding _

15 nductidweteynade opifiguret os awprdingrindnetivedy ogumttidriga ptegranjnging
coupl ed.. 1 ] | L-CU t he
o ogr b 38 Colpieal AFLGRl Y gt el bl B
pr ogpasgranngingisigdalrigopératife inedriving tbé programnghg wvingingat a
transmtted by an RFID unit that conprises a radio
frequency identification transponder, the nethod
conpri6si ng: m&kddeaftprogediym g clgta aransnmigedbydat RE Wainitghat

tored in a nep of t.he radio frequency .

2 gencPRPRSS F BRI FapiarORTogien FohPaniea Ry iRy o
pe:jf @lrag@(iissb%h @tﬂiélc%bitd, the nebitisqdasagriving:hi n sai d RFI DI uPi t
and i ndependent of receiving.a progranmr ng.signa rom
a device ext ergFéFfaf"bgiWQgrﬁﬁ?‘W%ﬁg’la? tharig gﬁ“ﬁ?&’?‘ﬁ’é‘l’lﬁd to
f r equgiaaitehHORl cbhpries RforinaAaSRA0ERE of 848 toBd th@sritted by
signal for transm ssion by the radi o frequency

i dentihepdiadiegueney ieaiiisatv rangpanders sahpiPS@Bing dgnaybeing

25ai d dab8e V&Y HR it dishoRdRINCLiPREID Wit Hild iRiefdndbdPof
wherein the data value is conditioned upon bionetric
aut heereiving 4 pypgramming signal fi9m g dpvicrgxtanal iy the RYID ypig and
met hod_accor d |8k MR G b Bt abhY Gat
is avalid acc%gs&gg?ga‘%%fl ies.pr Qgrénﬁ%d igﬁ{eogsai g o
me nofyr tfapsmigsipr based e seidwdgreinminggégriabd. 10. The net hod
according to claim9, further conprising programm ng
the data value with an invalid access code upon

3@xpi rdt i offhomethbdagepeiiiette clainm &6 whersin the valoelof thd designated

pi 1dt i bagossieeriimed Wi lof thd designat
oo g Ao p PO lome iRtk oSBT g
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frequency identification unit; an antenna that is
operative in transmtting a signal conprising at |east
WoR208%1372¥n of the data; and progranmm ng circuiRGRUS2008/056481
included within the radio frequency identification
unit and that is operative in generating a progranm ng
signal, wherein said programm ng signal is reactively
couplgd taqg.sai n . rafi ' P
the dita fby HeloR BhERIR AUATE Syl UL ARARH 00
f r equalid yccesbenté thatda programmmidtinta @awantdiry épr b praslemimindditime
wherein the nenory and the programmng circuitry are
i ncl J§88“wi t hin at | east one transponder integrated
circuit. 13. The radio frequency identification unit
ccording.to claim 1l wherein,the progranm ng of the
o o s " ShE R ARt e B d soHBATTE: Bercrrelfiop
user J¥yheéddterahe®tife Geria) gbbgi'aﬂﬁnﬂhg fhle Gadigrared datatwithloh.
The radi o frequency identi Lfation unit according to
cl ai ivelid apceps gods havdngs Yadyeterenifame e Valldashss FOPhat
generates a signal representing the bionetric
characteristics of a user, and wherein the val ue qf
the d&ta ghegrtnfeerordiratoskainy |fetsrgn said aneieds o gured
16PON R, QRIiAd dGYHBI9CheMd 87 prigrdtifingSRhdind Bat if BSupled to
radi o ?requency identification unit according to claim
1, wreogsimmingicgiceifiy Eahis operadsrin igeprasing sy progRRmENnggignal.
i nductively coupled to a progranm ng winding that is
coupled to said programm ng circuitry such that the
progranm ng signal is operative in driving the
progranmm ng wi nding. 16. A nethod of programr ng data
transmtted by an RFID unit that conprises a radio
frequency identification transponder having an antenna
for transm ssion of the data, the nmethod conpri sing:
generating a programm ng signal that is reactively
coupl ed to said antenna and conprises informtion
indicative of data to be transmtted by the radio
frequency identification transponder, said progranm ng
signal being generated by circuitry di sposed within
said RFID unit and independent of receiving a
progranmm ng signal froma device external to the RFID
unit; and said radio frequency identification
transponder designating data for transm ssion based on
said progranmm ng signal. 17. The nmethod according to
claim 16, wherein the value of the designated data is
condi ti oned upon bionetric authentication of a user by
said RFID unit.18. The nethod according to claim 16,
wherein the designated data is a valid access code
that is programmed into a nenory for a predetermn ned
time period. 19. The nethod according to claim 18,
further conprising, upon expiration of the
predeterm ned tine period, progranm ng the designated
data wth an invalid access code having a val ue
different fromthe valid access code. 20. The net hod
according to claim 16, wherein said antenna is
configured as a winding inductively coupled to a
programm ng wi nding that is coupled to progranmm ng
circuitry that is operative in generating the
programmi ng signal .
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