1/21

wisysAg
wanboy

Ot

WAy
IBPIAGIG
annLag
UOGHIOSUREE

201

001

1 'O

NAOMISH

wasAg anssy

uiaisisg
JuBy oW

801

33A3g

AN

B FUSSATD

201



2/21

¢ 'Ol

biz
303U
USRDSIUNLIWIOT

Zie
{s)usucduios

nding

0iZ
{shususdwon

gniciug

A4

807
gusucduisyy

aBvioig

004

90L
Arowiay

$0C
105533044




02

Palat F Sale

3/21

308
Bsachant

,,,,,,,,,,,,,,,,,,,,,,,,,,, i
¢ : & W
N P S Y o P X
g Fal U Pawmmed §
SSSASERC Frvang . T SSUCCRRCRRRS
N AT [ TR :
y Hariay N Galawsy :

FIG. 3

: /g///g//&.

300

L

312

Consissy
Bank




4/21

g LR

FIG. 4




5/21

- 500

jq:i:g:_ \&3 R

Tk
o

LA,
et

turn A PR

FIG. 5



6/21

FIG. 6



7121

‘.;"§;_jt then i“ifii%i‘ii
% relurn ?PA *:a:r

iiimﬁi%ﬂﬁ ?W 3

K

7




8/21

3 function PPA Relayl




9/21

RE.

7 function P

relurn (o o)

FIG. 8



10/21

(Generate first ciphertext including
first ciphertext value and
second ciphertext value

v

Communicate first ciphertext

Y

Re-encrypt first ciphertext value

Y

1@98“‘(

Communicate re-encrypted
first ciphertext vaiue and
second ciphertext value

'EMG’A/

Re-encrypt re-encrypted
first ciphertext value o
second re-encrypted first ciphertext value

v

Communicate second re-encrypted
first ciphertext value and second ciphertexi

Re-encrypt second re-encrypied
first ciphertext value to
third re-encrypted first ciphertext value

v

Communicate third re-encrypied
first ciphertext value

Determine symmetric key based on
third re-encrypted first cipheriext value

and a secret key

Decrypt second ciphertext value based on
symmetric key

- 1000

FIG. 10



11/21

Generate first value a and
second value ¢°

Generate random merchant numbers m,

Determine merchant product M

v

Generate public key pk and
random key i,

Communicate public key pk and
random key rk to merchant bank

Generate random payment
gateway numbers p,

-} Generate payment gateway public key and

payment gateway random key

Generate terminal numbers

(Generate terminal public key and
terminal random key

1100

FIG. 11A



Communicate terminal public key and
terminal random key

Communicate terminal public key

%

Generate random number r for
transaction message m associated with
transaction

v

Generate first cipheriext including
first ciphertext vaiue and
second ciphertext value

W

Communicate first ciphertext

Re-encrypt second ciphertext value

Communicate re-encrypted
second cipheriext value and
first ciphertext value

Re-encrypt re-encrypted
sacond ciphertext value {o
second re-encrypted second cipheriext value

1100

FIG. 11B



Communicate second re-encrypted
second cipheriext value and
first ciphertext vaiue

i

Decrypt first ciphertext value based on
second re-encrypied second ciphertext
value, merchant product M, and merchant
random number m,

FIG. 11C

v

1100



14/21

‘ﬁwz refurn L
« KREM. Eﬁmgz& okt

FIG. 12A




15/21

ghatew

oS

T fametlon O edi o)
i then reiws &
e is B ten
omlwem Foohy

A relwrn KREM e

iy

R

FIG. 12B



PQOS
Partner
1364

<§9 1320

Payment
Gateway
1306

1328
<2
@ 1330
1332
-

16/21

Merchant
Bank

1324

Payment
Netwark
313190

~ 1300

Consumer
Bank
13142

FIG. 13

1342
o
@ 1344
1346
o




17/21

POS Payment Merchant Payment
Fariner Gateway Bank Network
1404 1408 1408 1410

1428

1430

1436

1438

FIG. 14



FPOS
Fariner
1504

Payment
Gateway
1508

18/21

Merchant
Bank
1508

1536

Payment
Network
1510

FIG. 15




19/21

Payment Trusted
Network Hardware
1818 1814
1820
g
@ 1622
€24
16286
B
@ 1628
1630
<

FIG. 16




FPOS
Fariner
1704

Payment
Gateway
1708

20/21

Merchant
Bank
1708

Payment
Network
1710

1728

1738

1740

FIG. 17




FPOS
Fariner
1804

Payment
Gateway
1808

21/21

Merchant
Bank
1808

Payment
Network
1810

FIG. 18

1836




