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MULTELEVEL COMMUNICATION ENCRYPTION

CROSS-REFERENCES TO RELATED APPLICATIONS

16061} This application claims priority to Provisional U.S. Patent Application No.
62/346 968, filed June 7, 2016, which is herein incorporated by reference. Additionally, this
application is related to commonly owned PCT Application No. PCT/US2016/040586, filed
June 30, 2016; PCT Application No. PCT/US2016/040390, filed hune 30, 2016; U8, Patent
Publication No. 2016-0241389, published August 8, 2016; U.S. Publication No. 2016-
0065370, published March 3, 2016; U.S. Publication No. 2015-0372811, published
December 24, 2015, 1.8, Publication No. 2015-0200774, published July 16, 2106 and PCT
Application No. PCT/US2016/067386, filed Decernber 16, 2016, the disclosures of which are

mncorporated by reference in their entirety for all purposes.
BACKGROUND

6002} In crvptography, a secure channel is a way of transferring data that 1s resistant
to eavesdropping and tampering; a secure channel mav be created between two computers by
establishing a shared secret between the two coraputers. Diffie-Hellman key agreementis a
well-known method for establishing such a shared secret between two computers. In the
Diffie-Hellman protocol, each of two computers maintains a public/private key pair. Each
computer shares its public key with the other computer. Each computer then combines their
private key with the public key received from the other computer to determine the shared
secret. Due to the properties of the public/private key pairs, the shared secret denived by each

of the computers will be identical.

(6003} Additionally, typical key agreements require a device to communicate over a
network encryption details via a handshaking protocol. Such processes can be slow and

constraining,

16G04] Such a secure communication occurs between two compuiers. But, existing

technigues are not well suited for more complex communication scenaros.

16065] Emboduments of the invention address these and other problems, invidually

and collectively.
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BRIEF SUMMARY

[BG06] To address the above concerns, embodiments of the disclosure are divected (o
methods, systems, and apparatuses {e.g., a user device or server device) for generating and
transnutiing a secure message. A secure message may be any message provided to one or
more computing entities. The secure message may be used to convey sensitive imformation {o
multiple computing entities. In some embodiments, the secure message may be an
authorization message (1.e., a message used 1o initiate authorization for access fo a resource).
The securs message may be generated by a user device using multiple encryption keys stored
on the user device. In some embodiments, the secure message may be generated upon
receiving transaction data that includes information related to a resource to be obtained by the

user device,

{6667} One embodiment of the disclosure is directed to a method comprising storing a
credential and a first encryption key for encrvpting the credential for sending in a
commumcation to an authorization server. The method also comprises obtaiming a second
encryption key for encrypting data within a comununications for an access server. Upon
receiving resource information about a resource from an access device, the method comprises
generating a message including a first portion of data encryvpted using the first encrvption key
and a second portion of data encrypted using the second encryption key. The method further
comprises providing the message over a wide area network to an authornization server and the

access server, triggering the authorization server to provide the authorization response,

[6608] Another embodiment of the disclosure 15 directed to a user device comprising:
one or more processors; and a memory including instructions that, when executed by the one
or more processors, cause the one or more processors to: receive a first encrvption key froma
first computer via a network conneclion, receive a second encryption key from g second
computer via a local communication interface, receive detmils related to a secure message 1o
be generated using the user device, generate the secure message that includes at least a first
portion of data encrypted using the first encryption key and a second portion of data
encrypted using the second encryption key, and transmit the generated secure message to the

access device.
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[BG0Y] Another embodiment of the disclosure 1s divected to an authonization compuler
comprising: a processor; and a memory including mstructions that, when executed with the
processor, cause the authorization computer to, at least: recetve, from a user device, a request
for an access credential, the access credential capable of being used to access a resource,
provide, in response to receiving the request, the access credential and an encryption key,
receive, from a computing device, an author zation request message, the authorization request
message comprising multiple portions of data, each encrypted using a different encryption
key, at least one portion of data of the muliiple portions of data being encivpted using the
encryvption kev, decrvpt the at least one portion of data to identify transaction data, determine,
based at least in part on the transaction data, whether to approve the transaction, and provide

an authorization response message to a provider of the resource.

[6G1G] A betier understanding of the nature and advantages of embodiments of the
present invention may be gained with reference to the following detailed description and the

accompanying drawings.

BRIEF DESCRIPTION OF THE DRAWINGS

6011] Various embodiments in accordance with the present disclosure will be

described with reference to the drawings, in which:

6012} FIG. 1 depicts an example system architecture capable of implementing at

least some embodiments in accordance with the disclosure;

16613} FiG. 2 depicts an example data flow that may be implemented to generate a

secure communication in accordance with at least some embodiments;

{6614} FiG. 3 depicts an example secure message that may be generaied using at

least some ermbodiments of the disclosure;

[6615] FiG. 4 depicts a first method of disseminating a secure message generated

using at least some embodiments;

6616} FIG. 8 depicts a second method of disseminating a secure message generated

using at least some embodiments;
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66171 FEG. 6 depicts a process for preparing a user device and resource provider for

implementation of at least some embodiments of the disclosure; and

(G018} FEG. 7 depicts a process for generating and transmitfing a secure message

using a user device in accordance with at least some embodiments.

TERMS
[6619] Prior to discussing specific embodiments of the invention, some {erms may be
described in detail.
16020} A “access credential” or “credential” may be any identifier or sequence of

characters configured to enable access to a resource. In some embodiments, the resource
accessed using an access credential can be a restricted or secure area, restricied or secure
storage, etc. In various embodiments, an access credential may be a string of characters that
corresponds to account information, a password or code, or a cryptographic key that is used
to generate information to gain access to a resource. An access credential ¢an aiso be a
dynamic key that changes over time, and/or a limited~use keyv whose usage 1s limuted by one

or more linuted-use conditions.

6021] An “access device” may be anv suitable device for communicating with an
access computer or pavment processing network, and for interacting with a payment device, a
user computer apparaius, and/or a user mobile device. An access device may generally be
tocated 10 any suitable location, such as at the location of a merchant. An access device may
be in any suitable form. Some examples of access devices include POS devices, cellular
phones, PDAs, personal computers (PCs), tablet PUs, hand-held specialized readers, set-top
boxes, electronie cash registers (ECRs), automated teller machines (ATMs), virtual cash
registers {VCRs), kiosks, security systems, access systems, Websites, and the like. An access
device may use any switable contaci or contactless mode of operation to send or receive data
from, or associated with, a portable commumication device. In some embodiments, where an
access device may comprise a POS terminal, any suttable POS terminal may be used and may
include a reader, a processor, and a computer-readable medium. A reader may include any
suitable contact or contactless mode of operation. For example, exemplary card readers can

nclude radio frequency (RF) antennas, optical scanners, bar code readers, or magnetic stripe
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readers {0 mteract with a portable communication device. In some emboduments, an access

device may also be referred to as a termoinal device.

0022} An “authorization request message” may be an electronic message that is sent
to request authorization for access for a user (e.g.. to conduct a transaction for a resource,
gain eniry to a building, or log in {0 an account). The authorization request message can be
sent 1o a pavment processing network and/or an issuer of a payment card. An authorizgtion
request message according to some embodiments may comply with ISO 8583, whichis a
standard for systems that exchange electronic transaction information associated with a
payment made by a user using a payment device or payment account. The authorization
request message may include mformation that can be used to identify an account. An
authorization request message may also comprise additional data elements such as one or
more of a service code, an expiration date, etc. An authorization request message may also
comprise transaction information, such as any information associated with a current
transaction, such as the transaction amount, merchant identifier, merchant location, etc.. as
well as any other information that may be utilized in determining whether to identify and/or
authorize a transaction. The authorization request message may also include other
mformation such as information that identifies the access device that generated the

authorization request message, information about the location of the access device, etc.

16623} An “authorization response message” may be an electronic message reply {o
an authorization request message. The authorization response message may include
mstructions 1o enable access for a user {e.g., to a resource). In some embodiments, enabling
access 1o a resource may comprise enabling access 10 a secure area or storage. In some
embodiments, enabling access to a resource may comprise an authornization to complete a
transaction for the resource. The authorization response message can be generated by an
issuing financial mstitution or a payment processing network. The authorization response
message may mehude, by way of example only, one or more of the following status
mdicators: Approval -- transaction was approved; Decline -- transaction was not approved; or
Call Center -~ response pending more mformation, merchant must call the toli-free
authorization phone number. The authorization response message may also include an
authorization code, which may be a code that a credit card issuimg bank retumms in response {o

an authorization request message in an electronic message (etther divectly or through the
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payment processing network) to the merchant computer that indicates approval of the
transaction. The code may serve as proof of authorization. As noted above, in some
embodiments, a pavment processing network may generate or forward the awhorization

response message {0 the merchant.

[6624] An “issuer” may typically refer to a business entity {e.g., a bank} that
maintains an account for a user that is associated with a portable communication device such
as an account enrolied in a mobile application installed on a portable communication device.
An issuer may also issue account parameters associated with the account 1o a portable
commmnunication device. An issuer may be associated with a host system that performs some

or all of the functions of the 1ssuer on behalf of the issuer.

[6625] A “"merchant” may typically be an entity that engages in transactions and can

sell goods or services, or provide access 1o goods or services.

16626} The term “provistoning” may include any preparation and/or configuring of a
device to enable it to perform a function. For example, provisioning may include storing
encryption kevs, rules, protocols {e.g., encryption protocols), and/or instructions on a device
to direct the device’s actions. In some embodiments, a device may be provisioned with an
encryption key associated with an authorization computer and/or any number of encryption

keys assoctated with any number of coraputing entities.

16627} The term “resource” generally refers to any asset that may be used or
consumed. For example, the resource mav be computer resource {e.g., stored dataor a
networked compuler account), a physical resource {e.g., a tangible object or a physical
location), or other electronic resource or cornmunication between computers (e.g., a
communication signal corresponding to an account for performing a {ransaction). Some non-
Limiting examples of a resource may be a good or service, a physical building, a computer

account or file, or a payvment account.

(6028} The term “server computer” may include a powerful computer or cluster of
computers. For example, the server computer can be a large mainframe, a minicomputer
cluster, or a group of servers funciioning as a unit. In one example, the server computer may
be g database server coupled to a Web server. The server computer may be coupledto a

database and may include anv hardware, software, other logic. or combination of the
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preceding for servicing the requests from one or more client compuiers. The server compuier
may comprise one or more computational apparatuses and may use any of a variety of
computing structures, arrangements, and compilations for servicing the requests from one or

more client computers.

[6G29] A "token" may include a substitute identifier for some mformation. For
example, a pavment token may include an identifier for a payvment account that 1s a substitute
for an account identifier, such as a primary account number {PAN}. For instance, a token may
include a series of alphanumeric characters that may be used as a substitute for an original
account identifier. For example, a token "4900 (000 0000 G001 may be used in place of a
PAN "4147 0900 0000 1234." During a transaction, mstead of using a real account identifier
{e.g.. a PAN) to identify the account of the user, a token can be used instead {0 identify the
account. By using a token as a substitute for an account identifier, the risk of comprising real
account information can be rutigated. In some embodirents, a token may be "format
preserving” and may have a numeric format that conforms to the account identifiers used in
existing payment processing networks {e.g., ISO 8583 financial transaction message format}.
In some embodiments, a token may be used in place of a PAN to mnitiate, authorize, setile or
resolve a payment transaction. The token may also be used to represent the original credential
in other systems where the original credential would typically be provided. In some
embodiments, a token value may be generated such that the recovery of the onginal PAN or
other account identifier from the token value may not be computationally derived. Further, 1o
some embodiments, the token format may be configured to allow the entity receiving the

token to identify it as a token and recognize the entity that issued the token.

[BG30] A “user device” may be a device that is operated by a user. Examples of user
devices may include a mobile phone, a smart phone, a personal digital assistant (PIDA), a
laptop computer, a desktop computer, a server computer, a vehicle such as an automobile, a
thin-client device, a tablet PC, eic. Additionally, user devices mav be anv type of wearable
technology device, such as a watch, sarpiece, glasses, ete. The user device may include one
or more processors capable of processing user input. The user device may also include one or
more input sensors for receiving user input. There are a varniety of input sensors capable of
detecting user input, such as accelerometers, cameras, microphones, ete. The user input

obtamed by the input sensors may be from a varniety of data input types, including, but not
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timited to, audio data, visual data, or biometric data. The user device may comprise any
electronic device that may be operated by a user, which may also provide remote
communication capabilities to a network. Examples of remote communication capabilities

include using a mobile phone (wireless) network, wireless data network {e.g., 3G, 4G or

W

simalar networks), Wi-Fi, Wi-Max, or any other commumication mediurm that may provide

access 1o a network such as the Internet or a private network.
DETAILED DESCRIPTION

16631] In accordance with at least some embodiments, the disclosure is directed fo a
method and methods, systems, and apparatuses configured to generate a secure message. In
10 sore embodiments, the secure message mav be a message used to initiate authonzation for
access to a resource. In some embodiments, the secure message may be generated by a user
device that has received muitiple encry ption keys associated with multiple computing
entities. The secure message may be generated upon receiving transaction data from a local
device. The generated secure message may be transnutted to the multiple computing entities

15 in series or in parallel.

[6632] in conventional systems, each message recipient may maintain a secure
channel only with the recipient before and after it within a forwarding chain. These systems
require that each entity decrypt the received message using a first shared secret, read the
message, re-encrypt the message using a second shared secret, and forward the message to

20 the next entity. This 1s repeated until the message reaches 1ts final destination.

[6633] In some embodiments of the current disclosure, a single message may involve
the use of multiple secure channels to communicate the ruessage to various entities to which
the message is targeted. For example, the user device mav generaie a shared secret between
the user device and each of the message recipients {e.g., via a Diffie-Hellman key exchange)
25 in order to establish a secure channel fo be used in comnmunicating with each of those entities.
In some embodiments, the shared secret agsociated with each of the various entities may be
used to secure a portion of a message targeted ai that entity. In this way, the message may be
broadcast to a number of different entities in parallel and each of the recipients is only able to

read the portion of the message targeted at that recipient.
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I SYSTEM ARCHITECTURE

(6034} FIG. 1 depicts an example system architecture capable of implementing at
least some embodiments of the disclosure. In FIG. 1, a user device 102 1s depicted mn
communication with multiple computing entities via a communication network 104, In
particular, the user device 102 may be in communication with a processing server 106, and/or
an authorization computer 108, Additionally, a local device 110 may be in communication
with an access server 112. The access server may be in communication with the authorization

computer 108 via a processing network 114.

[3235] in accordance with at least some embodiments, the user device 102 may
receive a first encryption key {or set of encryption keys) associated with a first computing
entity {e.g., the auwthorization computer 108, the processing network 114, and/or the
processing server 106). The first encryption key may be received via the communication
network 104, The user device may, at a later time, receive a second encryption key {or set of
encryption keys) associated with a second computing entity {e.g., the access server 112
and/or the local device 110). In some cases, the second encryption key may be received via
the commumnication network 104, However, in other cases, the user device 102 may not have
access 1o the communication network 104, and may receive the second encryption key from a
local source {e.g., the local device 110 or a machine-readable code). Upon recetving an
imdication that a secure commumication should be generated to one or more of the computing
entities, the user device 102 may generale the secure message using an encryption key
associated with each of the computing entities that are intended recipients of the secure

message.

[6636] in accordance with at least some embodiments, the user device 102 may be
any mobile computing device capable of implementing at least one of the disclosed
embodiments. In at least sorne embodiments, the user device 102 may include at least one
memory 116 and one or more processing units {or processor{s}} 118. The processor{s) 118
may be implemenied as appropriate in hardware, computer-executable instructions, firmware
or combinations thereof. Computer-executable instruction or firmware embodiments of the
processor(s) 118 may include computer-executable or machine executable instructions

written in any suitable programming language to perform the various functions described.

9
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[BG637] The memory 116 of user device 102 may include a secure execution
environment such as a secure memory {e.g., Smartcard based technology available in low-
power devices}. In some embodiments, the secure memory may inchude a secure element.
A secure element (SE) can be a lamper-resistant platform (ypically a one

chip secure mucroconirollery capable of securelv hosting applications and their confidential
and crvptographic data (e.g encryption keyv management}) in accordance with the rofes and

security requirements set forth by a set of well-identifiad trusied authortties.

6038} Encryption key and/or encryption protocol information provisioned onto the
user device 102 may be stored in the secure memory. The user device 102 may include secure
key storage 1o protect data at rest and encryption keys (i.e. a shared secret}). The encryption
kevs could be unique-derived keys (UDKs), which can be derived from user account
mformation and other unque information. A benefit to using UDKs is that the UDKs do not
need to be transported to the devices that use them, but they can be generated by those
devices using information known to those devices. The user device 102 may also store
instructions for commumicating with other devices and/or instructions for mitiating an

authentication request, as may occur for a transaction {e.g., a pavment transaction),

[6039] Turning to the contents of the memory 116 in more detail, the memory 116
may include an operating system 122 and one or more application programs or services for
implementing the features disclosed herein including at least a module for assessing
authorization requests received from a local device 110 and generating a secure
commumcation {authorization module 124) and/or a module for managing encrvption keys
and encrypting at least a portion of a message (encryption module 126}, The memory 116
may also mclude encryption data 128, which provides data associated with one or more
encryvption kevs / encrvption protocols and access credential data to be used in the transaction

request.

[6G40] In some embodiments, the authorization module 124 may, in conjunction with
the processor 118, be configured to generate an authorization request based on data received
from a local device 110, For example, the user device may receive an indication of a
particular transaction 1o be completed using the user device. In this example, the
authorization module 124 may be configured to cause the processor 118 to identify an access

credential {e.g., a token or other account information) to be used 1o complete the transaction.

10
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The authorization module 124 may be configured to cause the processor 118 to determine
whether the transaction is in compliance with one or more policies or protocols associated
with electronic transactions. Upon determining that the transaction is in compliance with the
one or more policies or protocols, a transaction message may be generated that includes the
access credential and an indication that the transaction is to be initiated. In some
embodiments, the fransaction message may comprise an authorization request message to be

provided to an authorization computer 108.

41} in some embodiments, the encryption module 126 mayv, in conjunction with
the processor 118, be configured to encrypt at least a portion of the generated transaction
message using a specified encryption key and/or encryption protocol. In sorme embodiments,
the encryption module 126 may identify a number of computing entities that are to receive
the transaction message. Upon identifving these computing entities, the encryption module
126 may cause the processors 118 to guery the encryption data 128 to identify encrvption
keys and/or encryption protocols associated with those computing entities. The encryption
module 126 may further cause the processors 118 to determine what subset of data included
in the {ransaction message 1s relevant and/or necessary to gach of the identified computing
entifies. A secure message may be generated by encrypting the subset of data relevant {o each
computing entity using an encryvption key relevant to that computing entity. Each encrypted
subset of data may then be compiled into a secure message. In some embodiments, a header

may be generated to identify a location of each encrypted subset of data.

16642] The user device 102 may also contain communications interface(s) 130 that
enable the user device 102 1o communicate with a stored database, another computing device
or server, one or more ternunal devices, connected devices, and/or other electronic devices on
anetwork. Examples of communication interface 130 may mclude one or more radio
frequency (RF) transceivers configured to send and receive communications using near-field
commumnications {NFC}, or other radio frequency or wireless communication protocols such
as Bluetooth, Bluetooth low-energy (BLE), a wireless local area network {e.g., WiFi),
iBeacon, efc. In some embodiments, communication interface 130 may include an infrared
communication device. In some embodiments, the communication interface 130 may include
both long range and short range communication means. For example, the commumication

mnterface may mclude an antenna configured to connect to a cellular network m order to

11
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enable communication with various other componenis of the depicted architecture.
Additionally, the communication interfaces may include short range conmmunication means
for establishing a short range communication session with a local device 110, In some
embodiments, the communication interface 130 may be a scanning device capable of
mterpreting machine readable code. For example, the commumication interface 130 may be a
harcode scanner capable of scanming a barcode. In this exaraple, the cornmurnication imnterface

130 may be used to scan a barcode that includes an encrypiion key to be used in a transaction.

{6043} The user device 102 may also include input/output (3/0) device(s) and/or ports
132, such as for enabling connection with a kevboard, a mouse, a pen, a voice input device, a

touch input device, a display, speakers, a printer, etc.

{0044} in some examples, the commumication network 104 and/or the processing
network 114 may inchude any one or a combination of many different types of networks, such
as cable networks, the Inlernet, wireless networks, cellular networks, and other private and/or
public networks. In addition, the communication network 104 and/or transaction processing
network 114 may comprise multiple different networks. For example, the user device 102
may utilize a 3G network to commumicate with a wireless router, which may then route the
conmwnunication over a public network (e.g , the Internet) to the processing server 106, In
some embodiments, the processing network 114 may be a pavment processing network (2.2.,

VisaNet).

{6045] In accordance with at least some embodimenis, the processing server 106 may
be anv computing device, including a remotely located server computer, configured to
perform one or more actions on behalf of the user device 102, Additionally, it should be
noted that in some embodiments, the processing server 106 may be embodiad by one more
virtual machines irmoplemented in a hosted computing envirorment. The hosted computing
environment roay include one or more rapidly provisioned and released computing resources,
which computing resources may include computing, networking, and/or storage devices. A
hosied computing environment may also be referred to as a cloud-computing environment. In
some embodiments, the processing server 106 may be configured to provision mformation
onto the user device 102. The processing server may provide any suitable service and/or

processing for the user device 102, In some embodiments, the processing server may
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matniain an account for one or more users. The processing server may also store one or more

protocols and/or user preferences related to the operation of the user device 102 or service.

[B046] In accordance with at least some embodiments, the authorization computer
108 may be any computing device or plurality of computing devices configured to receive an
authorization request message for a transaction, authorize or decline the transaction, and
provide an authorization response message based on whether the transaction has been
authorized or declined. The authorization computer 108 may deternune whether to authorize
or decline the transaction based on information associated with the transaction. In some
embodiments, the authorization compuler 108 may be an issuer of a payment account {e.g.. a

credit card).

16647} In accordance with at least some embodiments, the local device 110 may bhe
any device capable of providing transaction details and/or encrvption kev information io a
user device via a local communication channel. In some embodiments, the local device 110
may be an access device in comanunication with a point of sale terminal (e.g., a cash register).
In some embodiments, the local device 110 may be a beacon or WiFi transmitter. The local
device 110 may transmit a public encrypiion key 10 a user device 102 that enters within
communication range of the local device In some embodiments, the local device may

comprise an electronic device capable of short range commumication.

[GG45] In accordance with at least some embodiments, the access server 112 may be
any computing device or plurality of computing devices configured to provide access to a
resource. in some embodiments, the access server 112 may be associated with an electronic
commerce site. For example, the access server 112 may maintain a catalog of items and/or
services available for purchase by a user. The access server 112 may also be associated with a
merchant website or an acquirer. In some embodiments, the access server 112 may enable a
user to gain eniry to a secure area or storage untt. The access server 112 may also be
configured to complete a transaction upon receiving an authorization response message

mdicating that a transaction has been approved.

[6049] The access server 112 may manage access 1o a resource 113, The resource 113
may be a good or service, a physical building, a computer account or file, or a payment

account. The user may access the resource 113 directly or by using a user device 102 (eg., a

13
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maobile device or a computer). Access to the resource 113 may be granted or denied by an
access server 112, The access server 112 may comprise the resource 113 or the resource 113
may be separate from the access server 112, For example, where the resource 113 is access to
a building, the access server 112 may be integrated into the buiiding or a door of the bwlding
and the access server 112 may grant a user access to the resource 113 by unlocking the door.
In another exarmple, the resource 113 1s a coraputer account or file, the access server 112
comprises the computer account or file (i.e., the resource), and the access server 112 may

grant access to the user device 102 of the user.

[B058] For simplicily of ilhustration, a certain numnber of componentis are shown in
FiG. 1. It 15 understood. however, that embodiments of the invention may include more than
one of each component. In addition, some embodiments of the invention may include fewer
than or greater than all of the components shown in FIG. 1. In addition, the components in
FI1G. | may communicate via any suttable communication mediurn (including the internet),

using any switable communications protocol.

i1, SECURE COMMUNICATION GENERATION

6651 The components depicted in the above example architecture (set forth in FIG.
1) may be configured to interact in a number of ways (o generate a secure message in
accordance with this disclosure. Described below (FIG. 2) is one such exemplary process
flow for generating a secure message. Additionally, an example format of a secure message

generated using this exemplary process flow 15 depicted in FIG. 3.

A. User device receipt of encrypiion keys and transmission of message

[6652] FEG. 2 depicts an example data flow that may be implemented 1o generate a
secure conmwnunication in accordance with at least some embodiments. In FIG. 2, a process is
described in which a user device 202 may receive multiple encryption keys, generate a secure
message using the one or more encryption kevs, and transmit the generated secure message to

one ot more computing entities.

[0053] in FIG. 2, one or moore public encryption keys (1 ... N) may be provisioned
onto a user device 202 and stored in an encryption database 204, In some embodiments, this

may be done upon enroliment of the user device with an awthorization computer and/or
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processing compuler (e.g., an authorization computer 108 and/or the processing computer
106 as depicted in FIG. 1). The public keys 1-N may be public encryvption keys to be used in
securing commumnications directed to one or more computing entities. For example, upon
enrollment of a user device 202 with an authorization computer, the user device 202 mav be
provisioned with one or more encryption keys that may be used to secure messages provided
to that authorization computer. In some embodiments, the user device 202 may be
provisioned with a set of information relevant to each computing entity. For example, the
authorization computer may provide a list of transaction details that are needed in an

authorization request message m order to process a transaction.

[B054] In accordance with at least some embodiments, the user device 202 may be
provided with one or more additional public keys (N+1 ... M) by a computing entity {e.g., the
local device 110 depicted in FIG. 1) with which the user device 1s to make an authorization
request. In some ernbodiments, the user device 202 may receive the one or more additional
public kevs from an access device of a point of sale terminal. For example, the access device
may fransmit the one or more additional public keys to the user device via a short range
commnunication mechanism (e.g., Bluetooth, WiFi, etc.). Tn some embodiments, the pubhic
keys may be provided {e.g., via push notification} fo any user device entering a geographic
vicinity or within range of a wireless transmitter {e.g., a beacon or wireless rowuter). In some
embodiments, the public keys may be obtained by the use of a scanning device attached to
the user device 202, For example, a user may use a scanmng device of the user device 202 to
scan a machine readable code (e g, a barcode, quick response (QR} code, etc ). One or more
public encryption keys may be embedded in the machine readable code. In some
embodiments, the user device 202 may also be provided with a second set of information
relevant to each coroputing entity. For example, an access server may provide a hist of

transaction details that are needed in a transaction request in order {o initiate a transaction.

{6655] Onee the user device 202 has been provided with multiple public encryption
keys (e.g., a public key associated with an authorization computer and a public key associated
with an access server), it may receive authonization details relevant to a secure message o be
generated by the user device. In some embodiments, the received authorization details may
be processed according to instructions stored as an authorization module 206 and executed by

one ot more processors. The authonzation module 206 mav nclude instructions that cause
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the one or more processors to wdentify transaction details needed o complete a transaction
and normalize those details to generate a transaction request. The authorization module 206
may mclude instructions that cause the one or more processors to identify one or more
computing entity recipients of a secure message to be generated. The instructions may also
cause the one or more processors to determine one or more pieces of dala to be provided to
each potential computing entity listed as a recipient of a secure message. In some
embodiments, the daia to be provided to each computing entity may be determine from a list
of transaction details provided by that computing entity. In some embodiments, the data to be
provided to each coraputing entity may be predetermined and/or pre-programmed for each
computing enfity recipient based on the type or role of that computing entity. For example,
the user device 202 may be provisioned with a list of transaction details o be providad to

each coraputing entity fulfilling a specific role within the transaction.

16056} Once the computing entity recipients have been determined, as well as the data
to be provided to each of the computing entity recipients, a secure message may be generated
i accordance with a set of instructions stored as an encryption module 208, The encryplion
module 208 may include instructions that cause the one or more processors to identify, {or
each computing entity recipient identified, the data to be provided to that entity and a public
kev 1o be used to encrypt that daia. The identified data may be encrypted using the identifiad
public kev and appended to a secure message. In some embodiments, this may be repeated
for each wdentified computing entity recipient of the secure message. In some embodiments,
the secure message may include an indication of each computing entity recipient (2.2., a
uniform resource locator {URL} for that recipient} and a focation of the data within the secure
message intended for that recipient. In some embodiments, this indication may be included in
a header of the secure message. In some embodiments, each of the encrvpted portions of the
message intended for different computing entities may be indicated as such. This will be

described i greater detail below with respect to FIG. 3.

16657} Once the secure message has been generated, it may be transmitted to each of
the recipient computing entities. In some embodiments, the secure message may be
transmitted to a local device via a short range communication mechanism, from which it may

be forwarded to each of the recipient computing entities. In some embodiments, the user
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device may transmit the message to each of the computing entity recipients in parallel. This

will be described in greater detail below with respect to FIG. 4 and FIG. 5.

B. Format of message

G658 FiG. 3 depicts an example secure message that may be generated using at
least some embodiments of the disclosure. The secure message depicted in FIG. 3 may be

generated using at least the process illustrated by the data flow depicted in FIG. 2.

[6G59] In accordance with at least some embodiments of the disclosure, a message
302 may be generated to mnclude multiple encrypted portions of data 304, As depicted, the
message 302 may include N encrypted portions of data, where N corresponds to the number
of computing entily recipients for the message 302, such that each encrypted portion of data
is intended for a target computing entity. Each encrypted portion of the message 302 may
include a cipher text version of a subset of data needed by the target computing entity to
fulfili its role within the transaction. In some embodiments, the subset of data may be
formatted according to format requirements specific to the target computing entity. For
exanmple, the user device may be provisioned with a format specification associated with a
particular computing entity such that any data provided to that computing entity will be
formatied according to the provisioned format specification. For instance, an access server
(i.e., the access server 112 of FIG. 1) may require that data be provided in a different format
than an authorization computer (i.e., the authorization computer 108 of FIG. 1}, In this
example, the subset of data encoded to be provided to the access server may be formatied
according to a format specification received 1n relation to the access server whereas the
subset of data encoded to be provided to the authorization computer may be formatted

according to a formai specification received in relation to the authorization computer,

[LHESH In some embodiments, one or more computing entity recipient may fulfill
multiple roles. In these embodiments, the message may contain separate encrypted portions
for each role associated with the computing entity, or it may contain a single encrypted
portion for that computing entity that includes all of the data needed for each role. For
example, a processing network may also act as an authonization computer. In this example, a
message that includes the recipient computing entity as both the processing network and

authorization computer may include a separate encrypted portion for each of the roles or it

17



W

10

20

WO 2017/214288 PCT/US2017/036380

may imclude a single encrypted portion that includes all of the data to be consumed by that

computing entity.

[B061] In accordance with at least some embodiments, a secure message may include
multiple encrypted portions of data 304 that are each encrypted using different encryption
keys. Each of the depicted encrypied portions of data 1-N may include a subset of transaction
data encrypted so that the respective subset of data within the encrypied portion may only be
accessed by the recipient computing entity with which it is associated. In some embodiments,
the data included in each subset of data may be determined based on transaction details
needed by the target computing entity to which an encrypted portion is (o be provided. The
data included in different subsets of data may overlap. For example, one or more pieces of
transaction data may be included in muiliiple subsets of data, such that it is provided to

muliiple target computing entities.

[6662] In some embodiments, each of the subsets of data, and hence each of the
encrypted portions, may be of a different size or length. An indication of the position (e.g, a
character location) of each encrypted portion and/or an indication of a computing entity
rectpient may be stored in an index. For example, 1 some embodimenis of the disclosure, a
header 306 may be appended to each message 302 that indicates each recipient computing
entity and a location of the encrypted portion intended for that recipient computing entity. In
some embodiments, an indication of the public key used {0 encrypt the encrypted portion may
also be stored in the header 306. In some embodiments, the header may nclude an address or
identifier for each of the recipient computing entities {e.g., a URL for each recipient

computing entity ).

[6663] in some embodiments, a particular segment of the message 302 may be
reserved for an encrypied portion associated with computing entity performing a particular
role. For example, character P through character O may be reserved for a computing entity
performing the role of authorization computer, where £ and (J are both predetermined
character positions. In this example, each time that a message 302 ts generated, characters P
through & will be dedicated to the encrypted portion to be provided to the authonzation

computer.
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Hi. SECURE COMMUNICATION TRANSMISSION

60641 In current secure message systems, a secure message 1S typically dissermnated
using a senal forwarding dissemination process. In this process, upon receipt of the message,
the message may be decrypted and read by a recipient computing entity. In some cases, the
message (or a portion thereof} may then be forwarded to the next computing entity on the
recipient list. In soroe cases, the message may be re~encrypted using an encryplion key
specific 1o the next computing entity on the recipient list and then forwarded to that entity.
This means that each computing entity on the recipient list is able to access all of the data
within the message, some of which is not needed by that computing entity. In this system,
each computing entity on the recipient list represents an increased risk for interception by an

unauthorized third party entity.

{6065} As depicted in FIG. 3 above, messages generated in accordance with the
disclosure may include separately encrypted portions of data, such that each encrypied
portion may only be accessed by its intended recipient cornputing entity. Furthermore, each
of the encrypted portions of data may be accessed independently, or without interaction with,
any other computing entity. Accordingly, these secure messages may be disseminated to each
of the recipient computing entities 1 a nuraber of ways, some of which may not be feasible
with traditional secure messages. Some non-limiting examples of dissemination technigques

are described with respect to FIG. 4 and FIG. 5 below,

A Serial Forwarding

16066} FIG. 4 depicts a first method of disseminaling a secure message generated
using at least some embodiments of the disclosure. In FIG. 4, a user device 402 may transmit
a secure message to a local device 404. The local device 404 may then forward the secure
message to one or more recipient computing entities. As depicted in FIG. 4, the secure
message may be transmtted in senial. For example, the secure message may be transmitied
(e.g., via anetwork comnection) to an access server 406, The access server, in turn, may read
an encrypted portion of the secure message relevant to the access server and may then
forward the secure message to a processing network 408. Upon receiving the secure message,
the processing network 408 may read an encrypted portion of the secure message relevant to

the processing network and may forward the request to the authorization computer 410, in
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some embodiments, the recipient list may be embedded in a header for the secure message.
For example, a current coraputing entity may identify the next recipient computing entity
based on that recipient computing entity following the current computing entity in a list

provided in the header of the secure message.

(6667} In accordance with at least some embodiments, the user device 402 may
transmit the message directly to the access server 406 without first relaying the message fo
the local device 404. For example, the user device 402 may recetve ransaction details from
the local device 404, generate a secure message using at least one embodiment of the
disclosure, and may subsequently provide the generated secure message directly to the access

server 506 {e.g., via a wireless network connection),

B Parallel Forwarding

{6068} FiG. 8 depicts a second method of disseminating a secure message generated
using at least some embodiments of the disclosure. In conventional communication
forwarding, a secure message is forwarded {0 the next compuling entity 1n the chain of
recipients. fn these systems, an entire message may be encrypted so that it may be accessed
by only a specific computing entity. The message may be decrypted by that computing entity
and subseguently re~encrypied so that 1t may be accessed by only the next reciptent
computing entity to receive it. Accordingly, conventional systerns are incapable of

implementing the method of disseminating a secure message depicted i FIG. 3,

6669} In accordance with at least some embodiments of the disclosure, the message
mcludes portions of data that are each intended for a specific computing entity and may be
accessed independently by that computing entity. Accordingly, the secure message of the
disclosure need not be forwarded using serial forwarding, as 15 required of most current
secure message dissemination systems. Instead, the secure message may be provided to each
of the intended recipients in parallel. This results in a system that is more dependable (e.g.,
has less risk of fatlure) as the secure message will still be received by entities downstream

from an offline computing entity.

{6676} Additionally, because the secure message may be sent o each of the entitias in
paraliel, embodiments of the current disclosure can enable the use of multiple secure

channels. This may be used to ensure that even if one of the parties is compromised, the
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message intended for entities other than that entity remains secure. Because each entity is
provided a different set of data, the use of multiple secure charnels also ensures that an

unawthorized party that compromises an entity does not receive the entire set of information.

6671} As depicted, a secure message may be provided by a user device 502 to a local
device 504. The secure message may then be disseminated to multiple recipients of the hist of
recipient computing entities in parallel (e.g., at substantially the same time). Each of the
recipient computing entities is then able to access its relevant encrypted portion in order to
assess the transaction io which the secure message is related. For example, the user device
502 may receive transaction details related to a transaction to be completed between a local
device 504 and the user device 302. In this example, the user device 302 may generate a
secure transaction request message in accordance with the disclosure, and may provide the
generated secure message 1o the local device 504 1o complete the transaction. The local
device 504 may then transmit the message to each of the access server 306, processing
network 508, and/or authorization computer 510 in paraliel. In some embodiments, the local
device may identify a full set of recipient computing entifies from a recipient list embedded

in a header of the secure message,

6872} In accordance with at least some embodiments, the user device may transmmt
the message directly to one or more of the other computing entities. For example, upon
generating the secure message, the user device may fransmit the message to each of the
access server 506, processing network 508, and/or authonzation computer S10 without first
relaying the message to the local device 504, In some embodiments, this may mnvolve
creating secure channels between the user device and each of the other computing entities.
For example, this may involve generaling a shared secret between the user device and the
other computing entity {e.g., via a Diffie-Hellman key exchange) in order to establish a
secure channel to be used in communicating with that entity (e.g., by generating a symmetric
encryption key). In another example, this may involve obtaining one of a pair of encryption
keys (e.g., a public kev) assoctated with each of the entities to be provided in a rmessage.
Once obtained, each portion of the message intended for a particular entity may be encrypted

using s respective encryption key,

{6673} in some embodiments, the secure message may be disseminated with a mix of

paraliel and serial forwarding. For example, the secure message may be provided in paraliel
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to an access server, a processing network, and a token server. The token server may
subsequently identify a payment mechanism and a corresponding issuer associated with a
token used in the fransaction, and may subsequently forward the secure message to the issuer

for authorization.
Y. IMPLEMENTATION FOR AUTHORIZATION

16674} The techmiques described in this disclosure may be used to secure any suitable
type of communication. For example, a user device may use the described disclosure to
generate a secure communication to an access server {o gain entry 1o a secure area or storage.
in another example, a user device may use the described disclosure to generate a secure
commnunicalion (o a resource provider (o inifiate a transaction to obtain the resource. As
would be recognized by one skilled in the ast, there are a number of types of commumication
that would benefit from implementations of the current disclosure. For each type of
communication, a system {0 generate a secure communication in accordance with the
disclosure may be implemented in a similar manner. A process for preparing a user device
and resource provider for implementation of at least some embodiments of the disclosure is
described with respect to FIG. 6 below. Additionally, a process for generating and
transmitiing a secure message using a user device in accordance with af least some

embodiments is describad with respect to FIG. 7 below.

A Sequence diagram

(6675} FiG. 6 depicts a process for prepanng a user device and resource provider for
implementation of at least some embodiments of the disclosure. In accordance with at least
one embodiment, the process 600 of FIG. 6 may be performed by at least the user device 102

depicted in FIG. 1.

10076} Some or all of any of the processes described herein (or variations and/or
combinations thereof) may be performed under the control of one or more computer systems
configured with executable mstructions and may be implemented as code (e.g., executable
nstructions, one or more computer programs or one or more applications). The code may be
stored on a computer-readable storage medium, for example, in the form of a computer
program including a plurality of mstructions executable by one or more processors. The

computer-readable storage medium may be non-transitory.
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{68771 FIG. 6 depicts one or more inferactions between a user device 602, alocal
device 604, an access server 606, a processing network 608, and an awthorization computer
610. In particular, depicted is a process 600 for enrolling a resource provider by provisioning
an access server and/or local device with instructions to implement at least some
embodiments of the disclosure. The process 600 also depicts enrollment of a user device 602
by provisioning the user device 602 with a public keyv and instructions for implementing at
feast some embodiments of the disclosure. The process 600 also depicts an authorization
transaction conducted between the resource provider and the user device 602 in accordance

with at least some embodirments.

[0078] Process 600 may begin at S602, when an access server 606 associated with a
resource provider requesis enroliment with a processing network 608 or an authorization
computer 610 in order o recetve instructions for implementing at least some embodiments of
the disclosure. In some embodiments, the request may be a request to download instructions
for implementing the disclosure. The request may include an identifier for the access server

606,

[B0679] At §604, the processing network 608 or the authorization computer 610 may
store enrollment information associated with the access server 606 in a database of resource
providers. A set of computer executable instructions that may be executed by the access

server 606 and/or local device 604 may be identified to be provided to the access server 606.

{00680} At 5606, the authorization computer 61¢ or processing network 608 may
provide the identified set of computer executable mstructions to the access server 606 to be
installed and/or executed on the access server. In accordance with at least some
embodiments, the computer execuiable instructions may include instructions configured {o
cause the access server to receive and interpret messages generated in accordance with this
disclosure. In addition, the set of computer executable instructions provided to the access
server 606 may cause the access server to provide an encryption key to one or more user

devices 602.

6681} At 8608, the access server 606 may provision one or more local devices 604
with computer executable instructions configured to cause the one or more local devices to

communicate at least one encrvption key associated with the access server 606 to a user
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device 602, For example, a point of sale device {alocal device 604) may be provisioned with
an encryvption key and mstructions to provide the encryption kev to a user device 602 that
may come within range {e.g, within communication distance of a short range communication

mechanism} of the point of sale device.

16082} At 8610, a user device 602 requests envollment with a processing network 608
or an auwthorization computer 610 1n order to receive instructions for implementing at least
some embodiments of the disclosure. In some embodiments, the request may be a request to
download instructions for generating a secure message in accordance with the disclosure. The

request may nclude an identifier for the user device 602,

[B0R3] At 8612, the processing network 60R or the authorization computer 610 may

store enrollment information associated with the user device 602 in a database of enrolled

602 may be identified to be provided to the user device 602. In some embodiments, a token

or other access credential may be generated to be provisioned onto the user device 602,

106084] At 8614, the authorization computer 610 or processing network 608 may
provide the identified set of computer executable instructions to the user device 602 to be
mnstalled and/or executed on the access server. In accordance with at least some
embodiments, the computer execuiable instructions may include instructions configured to
cause the user device 602 to receive encrvphion kevs from multiple sources and generate a
secure message in accordance with this disclosure. In at least some embodiments, the uger
device 602 may recetve the authorization module (e.g., an example authorization module 206
as depicted in FIG. 2) and/or the encryption module (e.g., an example encryption module 208
as depicted in FIG. 2} to be mstalled on the user device 602. The user device 602 may also be
provisioned with a first set of encryption keys associated with the processing network 608

and/or an authorization computer 610,

[G0RS] At 8616, the user davice 602 may receive a second set of encrvption keys
associated with a local device 604 and/or an access server 606, In some embodiments, the
second set of encryplion keys may be transmitted to the user device 602 by the local device
604 via a short range communication mechanism. fn some embodiments, the local device 604

may be configured to display a machine readable code embedded with an encryption key,
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such that, when scanned by the user device 602, the user device 602 13 able to read the
encryvption kev. The local device may transmuat one or more details associated with a
communication to be generated to the user device 602. For example, the local device 604
may be a point of sale device for a resource provider. In this example, the point of sale device
may receive an indication of one or more resources {e.g., goods and/or services) desired by a
user of the user device 602. Details related to an acquisition of the resources may be provided
to the user device 602 so that a transaction for the resources may be conducted. In another
exarnple, the local device 604 may be a computer. For example, the local device 604 may be
a person’s home computer. In this example, the user device 602 may be provided with an
encryption key upon entering within conumnunication range of the home computer. In some
embodiments, the user device 602 may generate a secure message and may subsequently
reply to the home computer with the secure message. The home computer may, upon

receiving (and potentially decrypting} the secure message, unlock or enable #is use.

16086] In another example, the local device 604 may be an electronic locking device,
badge reader, or other suitable access conirol mechanism associated with a secure area or
storage. In this examiple, the access conirol mechanism may recetve an indication that access
to the secure area is being requested by a user of a user device 602. Details related to access
of the secure area may be provided to the user device 602 so that the user device may

generate a secure request for authorization 1o enter the secure area.

{6687} In some embodiments of the disclosure, alocal device 604 may comprise a
syster that manages encrypiion kevs and pushes those encryption kevs 1o user devices 602
that request authorization. In some embodiments, the local device 604 may push one or more
encryption kevs to each user device 602 that enters within a geographic region. For example,
the local device 604 may provide an encryption key to a user device 602 automatically as it
comes within range of a short range communication mechanism comumunicatively coupled o
the tocal device 604. The local device 604 may also comprise a mechanism for handling
another porfion of the authentication process. For example, in addition 1o pushing an
encryption key to the user device 602, the local device 604 may also control a locking
mechanism for a secure area. In this example, the local device 604 may provide an encryption

key to the user device 602 and may subsequently receive auwthorization from an access server
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606. Upon recetving the authorization, the local device 604 may unlock the locking

mechamsm.

[GORE] At 8618, the user device 602, upon receiving details related to a
communication 1o be generated by the user device 602, the user device 602 may generate a
secure message 1o initiate completion of the transaction. In some embodiments, the user
device 602 may perform the process 200 depicted in FIG. 2 to generate a secure message in

accordance with the disclosure.

16089] At 8620, the user device 602 may transmit the secure message {0 one or more
computing entity reciptents. In some ernbodiments, the user device 602 may transmit the
secure message to the local device 604 (e.g., via a short range communication mechanism).
Embodiments of this disclosure enable a secure message to be communicated to multiple
entities even in cases in which the user device 602 is offline (e.g., without connectivity 1o one
or more networks). For example, the user device 602 may be configured to display a machine
readable code (e.g.. a QR code) to a local device 604 m order to transmit the secure message.
The local device 604 may be configured to read the machine readable code to obtain the
secure message and forward the message to one or more recipient computing entifies. In
sorne embodiments, the secure message may be provided by the user device 602 fo the access

server 606.

6690} At 8622, the local device 604 may forward the secure message to the access
server 606. In some embodiments, the local device 604 may read a portion of the secure

message to obtain one or more details related to the user device 602

6091} At 8624, the access server 606 may read a portion of the secure message
intended for the access server 606, The access server 606 may identify a processing network
608 and forward the secure message to that processing network 608, In some embodiments,
the access server 606 may wdentify the processing network 608 from a list of recipient
computing enftities included with the secure message {e.¢.. in a header of the secure message).
In some embodiments, the access server 606 may optionally send a challenge / response to
the processing network GO8. The processing network 508 may determine, based on fraud

and/or risk assessment rules, a preliminary authorization for the secure message.

26



1

(ad

W

0

WO 2017/214288 PCT/US2017/036380

6092} At S626, the processing network 608 may read a portion of the secure message
mntended for the processing network 608. The processing network may identify an
authorization computer associated with the secure message and forward the secure message
to that avthorization computer 610. In some embodiments, the processing network 608 may
identify the authorization computer 610 from a list of recipient computing entities mcluded

with the secure message {e.g., in a header of the secure message).

16093] At $628, the processing network 608 may optionally respond to the challenge
/ response sent by the access server 606 at §624. For example, the processing network 608
may determine that the secure message 15 not in compliance with one or more fraud and/or
risk assessment rules. fn this example, the processing network 608 may provide a response to

the access server 606 that the transaction 1s 1o be dechined.

16094} At 5630, the processing network 608 may forward the secure message 1o the
authorization computer 610. Upon receiving the secure message, the authonization computer
610 may read an encrypted portion of the secure message intended for the authorization
computer and may generate an authorization response message indicating whether the

transaction 1¢ authorized or declined,

{3095} At S632, the authorization computer 610 may determine whether the
transaction 1s authorized. In some embodiments, upon authonzing the transaction conveyed
in the secure message, the authorization computer may generate a credential (e.g., a security
certificate). The credential may be provided to the access server 606 and/or the user device
602, For example, upon recetving a request to gain entry to a secure area from a user device
602, the authorization computer 610 may, upon determining that access should be granted,
provide a credential to the user device 602 that allows its user o gatn entry to the secure area.
In some embodiments, the credential may only be good for a imited time. In another
exarple, the authorization computer 610 mav generate a transaction 1dentifier (e, the
credential) to be provided to the access server 606 for future references to the transaction.
The authorization response message may be transmitied {o the access server 606 to complete

the transaction.

16696} At 8634, the access server 606 may provide an indication to local device 604

about whether authorization is granted (e.g.. whether the transaction 1s authorized or declined,
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whether access 18 1o be granted 1o a secure area, whether a secure computer may be accessed,
eic.). In some embodiments, the local device 604 may display an indication of the status of
the transaction to a user of the local device 604. For example, the local device 604 may
mchude a display device that can convey the status of the transaction as indicated by the

5 authorization response message.

5. Generating a Secure Communication Using a User device

16097} FIG. 7 depacts a process for generating and transmitting a secure message
using a user device in accordance with at least some embodiments. In at least some

embodiments, process 700 mayv be performed by user device 102 depicted in FIG. 1.

10 (0088 Process 700 may begim at 702, when at least one first encryption key is
received and stored by a user device. In some embodiments, the user device may receive
access credential information and a public encrvption kev associated with an issuer of the
access credential information. For example, the user device may receive a token that can be
used o complete transactions as well as an encryption key {0 be used in corresponding with a

15 token server that maintains an account associated with the token. In this exarople, the token

server may be a recipient computing entity to which a secure message will be provided. In

some embodiments, the at least one first encryption key and/or the credential information
may be provisioned onto the user device. For example, the token and encryption key i the
example above may be provisioned onto the user device upon the user device’s enroliment

0 with a token service.

(6699} At 704, a second encrypiion key may be obtained. More than one second
encryption key may be obtained. The second encryption key may be relevant to a computing
entity with which the user device mayv conduct a transaction. As examples, the second
encryvption kev may be an encryption key for a retailer, or other suitable provider of a

5 resource.

{0108} The second encryption key may be received via a local communication interface. In
some implementations, the local communication interface may include a scanning device
capable of scanning a machine readable code (e.g., a barcode, QR code, etc.). In further
implementations, the local commumication interface may include a short-range wireless

30 commumcation channel {e.g., Bluetooth, WiF1, infrared, etc.).
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[3181] In some embodiments, a second encryption kev may be provided to the user device
upon detecting that the device has crossed a virtual barrier (e.g., a geofence) or entered within
a virtual geographic vicinity. For example, upon detecting that the user device has entered a
retail store focation, a public key associated with that retail store may be transmitted to the
user device. In some implementations, the second encryption key may be received from an
access device. For example, the second encryption key may be provided by an access device

along with information related to a transaction to be completed.

6102} At 706, resource information may be received. As a first example, the resouice
mformation may be received as part of mformation related fo a transaction to be completed.
For example, the user device may be provided with a number of resources {e.g., goods and/or
services) as well as various data related to the resources (&.g., quantity, price, etc.). Asa
second example, the resource information may be received as part of a request {0 access a
resource in a secwre area. fn this example, the resource information may include one or more
conditions that must be met to gain access to the secure area. The resource information may
include an indication of conditions that need to be met to complete a transaction o acguire
the resources. For example, the resource information may be provided with a Hst of
acceptable access credentials. In this example, a generated message must include one of the

indicated access credentials in order to complete the transaction.

{6103] At 708, a message may be generated that includes at least a first portion
encrypted using the first encryption kev and a second portion encrypted using the at least one
second encryption key. In some ernbodiments, an access server and authorization computer
may each be identified as being associated with a transaction. The first encrypiion key may
be associated with the authorization compuier and the second encryption key may be
associated with the access server. For example, the user device roay receive an indication that
the access credential is to be used to complete the transaction. In this example, an issuer
associated with the access credential may be identified as the authorization computer and a
first portion of the message may be generated by encrypiing a subset of data with an
encryption key associated with that issuer. Additionally, 1o this example, an access server
may be identified as being associated with a provider of the resource {g.g., an acquirer
computer for the resource provider) and a second portion of the message may be generated by

encryvpting a second subset of data with an encryption key associated with that access server.
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3104} At 710, the generailed message may be provided (o at least one second
computing entity. In some embodiments, the generated message may be provided to multiple
computing enfities in parallel. For example, the message may be provided to the authorization
server and the access server in parallel. In some embodimenis, the generated message may be
provided to multiple entities i a series. For example, the message may be provided to the
access device, which may provide at least a portion of the message to the access server. In
this example, the portion of the message may then be forwarded to the authorization server by

the access server.

[3105] In accordance with at least some embodiments, each computing enfity
provided with the message generated using process 700 may have access to only the subset of
data included in an encrypted portion of data associated with the computing entity. For
example, an access server may have access to only the encrypted portion of data intended for

consurnption by a computing entity fulfilling the role of access server.
V. EXAMPLE DEVICES

[6106] In accordance with at least some embodiments, the system, apparatus,
methods, processes and/or operations for a platform capable of generating secure
commnunications for use in conducted iransactions may be wholly or partially implemented o
the form of a set of instructions executed by one or more programmed computer processors
such as a central processing unit ({CPU} or microprocessor. Such processors may be
incorporated in an apparatus, server, client or other computing device operated by, or in
commumnication with, other components of the system. The subsysterns of an exemplary
systermn may be interconnected via a svstem bus. Additional subsysters include a printer, a
keyboard, a fixed disk, and a monitor, which is coupled to a display adapier. Peripherals and
nput/output (1/0) devices, which couple to an /O controller, can be connected to the
computer system by any number of means known in the art, such as a senal port. For
exarnple, the serial port or an external interface can be utilized to connect the computer
device to further devices and/or systems, including a wide area network such as the Internat,
a mouse input device, and/or a scanner. The interconnection via the system bus allows one or
more processors to communicate with each subsvstem and to control the execution of

mnstructions that may be stored i a system memory and/or the fixed disk, as well as the
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exchange of information between subsysterms. The system memory and/or the fixed disk may

embody a tangible computer-readable medium.

{6167} A computer system can include a plurality of the same components or
subsystems. e.g., connected together by an external interface or by an intemnal interface In
some embodiments, computer systems, subsysterns, or apparatuses can communicate over a
network. In such instances, one computer can be considered a chient and another coraputer a
server, where each can be part of a same computer svstem. A client and a server can each

include multiple svstems, subsystems, or components.

(3108} Embodiments of the invention provide for a number of technical advantages.
For example, embodiments of the invention enable a user device o generate a secure
communication to complete a transaction, even if the user device is not currently in
communication with a server. Additionally, a recipient of the generated message may only
access the data that 1s intended for that recipient, and may do so without needing anv portion
of the message to be decrvpted by any other entity. Hence, a message generated by the user
device in this fashion may be provided to one or more of the intended recipients in any order.
In some cases, all recipients may be provided the message at the same time, speeding up the

authorization process.

(6109} Additionally, embodiments of the invention enable the use of multiple secure
channels, which strengthens the security of the system. For example, a user device may

g., via a Diffie-Hellman key

&

establish a secure channel with a number of different entities (e
exchange). Each entity 15 then only provided with the information relevant to that entity. The
user device may then transmit the message to each of those entities in parallel. In a
conventional svstem, a compromise in the message forwarding system at any point {e.g., if
one of the entities in the series forwarding example is compromised) can resulf in exposure of
all of the data in the message. However, in embodiments of the current disclosure, even if an
authorized recipient of the message is compromised, an unauthorized party can only gain

access to the data relevant o that authorized entity.

6118} It showld be undersiood that any of the embodiments of the present invention
can be implemented 1n the form of control logic using hardware (e.g. an application specific

integrated circuit or field programmable gate arrav) and/or using computer software with a
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generally programmable processor in a modular or integrated manner. As used herein, a

processor includes a single-core processor, mulfi-core processor on a same integrated chip, or
multiple processing units on a single circuit board or networked. Based on the disclosure and
teachings provided herein, a person of ordinary skill in the art will know and appreciate other
ways and/or methods to implerent embodiments of the present invention using hardware and

a combination of hardware and software.

6111} Any of the software components or functions described in this application may
be implemented as sofiware code to be execuied by a processor using any suitable computer
tanguage such as, for example, Java, C, C++, C4, Objective-C, Swift, or scripting language
such as Perl or Python using, for exarple, conventional or object-orientied techniques. The
software code may be stored as a series of instructions or commands on a computer-readable
medium for storage and/or transmission, suitable media include random access memory
(RAM), a read only memory (ROM), a magnetic medium such as a hard-drive or a floppy
disk, or an optical medium such as a compact disk (CD) or BV D (digital versatile disk), flash
memory, and the like. The computer-readable medium may be any combination of such

storage or {ransmission devices.

3112} Such programs may also be encoded and transmitted using carrier signals
adapted for transmission via wired, optical, and/or wireless networks conforming to a variety
of protocols, including the Intemet. As such, a computer-readable mediom according to at
least some embodiments of the present invention may be created using a data signal encoded
with such programs. Computer-readable media encoded with the program code may be
packaged with a compatible device or provided separately from other devices (e g., via
Internet download). Any such computer-readable medium may reside on or within a single
computer product (e.g. a hard drive, a CD, or an entire computer sysiem), and may be present
on or within different computer products within a system or network. A computer system
may include a monitor, printer, or other suitable display for providing any of the results

mentioned heremn {0 a user.

16113} The above description 1s tlustrative and is not resirictive. Many vanations of
the invention will become apparent to those skilled in the art upon review of the disclosure.

The scope of the invention should, therefore, be determined not with reference to the above
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description, but instead should be determined with reference {o the pending claims along with

their full scope or equivalents.

[0114] One or more features from any embodiment ray be combined with one or

more features of anv other embodiment without departing from the scope of the invention,

{6115} A recitation of "a", "an” or "the" is intended {0 mean "one or more” unless

specifically indicated to the contrary.

[6116] All patents, patent applications, publications, and descriptions mentioned
above are herein incorporated by reference in their entirety for all purposes. None 1s admitted

to be prior art.
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WHAT IS CLAIMED IS:

1. A method comprising performing, by a user device:

storing, in a secure memory of the user device, a credential and a first
encryption key for encrypting the credential for sending in a communication to an
authorization server, the authorization server providing an authorization response regarding
whether to authorize the user device to gain access to a resource;

obtaining, from an access device in communication with an access server and
within communication distance of the user device via a short range communication
mechanism, a second encryption key via the short range communication mechanism, the
access server managing access to the resource and the second encryption key being
associated with the access server;

receiving, from the access device that is local to the user device, resource
information about the resource;

generating, by the user device, a message including at least:

a first portion of data encrypted using the first encryption key, such that
the first portion of data is configured to be decrypted by the authorization server, the first
portion of data including the credential; and

a second portion of data encrypted using the second encryption key, such
that the second portion of data is configured to be decrypted by the access server, the
second portion including at least a portion of the resource information, wherein the first
portion of data is different from the second portion of data; and

providing the message over a wide area network to both the authorization
server and the access server, the message triggering the authorization server to provide the

authorization response to the access server.

2. The method of claim 1, wherein the short range communication
mechanism is a scanning device, and the method further comprises scanning a machine

readable code using the scanning device to obtain the second encryption key.

3. The method of claim 1, wherein the message is provided to the

authorization server and the access server in parallel.
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4. The method of claim 1, wherein the message is provided to the access
device, which provides at least a portion of the message to the access server, wherein the

portion of the message is then forwarded to the authorization server by the access server.

5. The method of claim 1, wherein the access server is only able to

decrypt the second portion of data.

6. The method of claim 1, further comprising:

creating multiple secure channels between the user device and multiple
computing entities, the multiple computing entities including at least the authorization server
and the access server, wherein the first encryption key is generated during creation of a first
secure channel between the user device and the authorization server, and wherein the second
encryption key is generated during creation of a second secure channel between the user

device and the access server.

7. A user device comprising:
one or more processors; and
a memory including instructions that, when executed by the one or more
processors, cause the one or more processors to:
receive a first encryption key from a first computer via a network
connection;
receive, from an access device in communication with an access server
and within communication distance of the user device via a short range
communication mechanism, a second encryption key via the short range
communication mechanism, the access server managing access to a resource and the
second encryption key being associated with the access server;
receive, from the access device, details related to a secure message to
be generated using the user device;
generate the secure message that includes at least a first portion of data
encrypted using the first encryption key and a second portion of data encrypted using
the second encryption key; and

transmit the generated secure message to the access server.
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8. The user device of claim 7, wherein the secure message also includes a
header indicating a first location of the first portion of data and a second location of the

second portion of data.

9. The user device of claim 7, wherein the instructions further cause the
one or more processors to:

receive a first encryption protocol from the first computer, wherein the first
portion of data in the secure message is encrypted using the first encryption protocol; and

receive a second encryption protocol from the access device via the short
range communication mechanism, wherein the second portion of data in the secure message

is encrypted using the second encryption protocol.

10.  The user device of claim 7, wherein the short range communication
mechanism is one of a near-field communications (NFC), Bluetooth, Bluetooth low-energy

(BLE), a wireless local area network (e.g., WiF1), or iBeacon.

11. The user device of claim 7, wherein the secure message includes an

access credential to be used to complete a transaction.

12.  The user device of claim 7, wherein the access device is a point of sale

device associated with a resource provider.

13. The user device of claim 7, wherein the access server enables access to

a Securc arca or storage.

14. An authorization computer comprising:
a processor; and
a memory including instructions that, when executed with the processor, cause
the authorization computer to, at least:
receive, from a user device, a request for an access credential, the
access credential capable of being used to access a resource;
provide, to the user device, in response to receiving the request, the
access credential and an encryption key;
receive, from a computing device, an authorization request message,

the authorization request message comprising multiple portions of data, each
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encrypted using a different encryption key, at least one portion of data of the multiple
portions of data being encrypted using the encryption key, wherein at least a second
portion of data of the multiple portions of data is encrypted using a second encryption
key associated with a provider that manages access to the resource, the provider in
communication with an access device that is within communication distance of the
user device via a short range communication mechanism, the second encryption key
obtained by the user device from the access device via the short range communication
mechanism;

decrypt the at least one portion of data to identify transaction data;

determine, based at least in part on the transaction data, whether to
approve a transaction to access the resource; and

provide an authorization response message to the provider of the
resource, wherein the provider of the resource is caused to complete the transaction
based on the authorization response message and the second portion of data of the

multiple portions of data.

15.  The authorization computer of claim 14, wherein the computing device

is a local device within a vicinity of the user device.

16.  The authorization computer of claim 14, wherein the authorization

computer is only able to decrypt the at least one portion of data.

17.  The authorization computer of claim 14, wherein the authorization

request message is transmitted to multiple recipient computing entities.

18.  The authorization computer of claim 17, wherein each of the multiple
portions of data are configured to be decrypted by one of the multiple recipient computing

entities.
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