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application, and in response, requesting a nonce value from the nonce table; receiving a 

nonce value in response to the request, a status of a nonce slot corresponding to the nonce 

value being set to occupied; and in response to a transaction using the nonce value being 

one of successful and failed, executing one of: releasing the nonce value within the nonce 

slot and setting the status to unoccupied, if the transaction is successful, and setting the 

status to unoccupied, if the transaction failed. Other implementations include 

corresponding systems, apparatus, and computer programs, configured to perform the 

actions of the methods, encoded on computer storage devices. 

 [0005] These and other implementations may each optionally include one or more of 

the following features: releasing the nonce value within the nonce slot includes storing an 

incremented nonce value in the nonce slot; receiving a second request for a nonce value 

from the application, and in response, requesting a nonce value from the nonce table, and 

determining that a status of each nonce slot in the nonce table is occupied, and in 

response, transmitting an indication to the application that all nonce slots are occupied; 

the nonce table is stored in a database, and a bridge between the application and the 

database receives requests for nonce values, and selectively provides nonce values to the 

application; the application determines whether the transaction using the nonce value is 

one of successful and failed based on one or more messages received by the application 

from the blockchain network; and a status of the transaction is periodically triggered to 

determine whether a timeout event has occurred. 

[0005a]   Implementations of the present disclosure also include a computer-implemented 

method for providing nonce values for transaction processing in a blockchain network. 

The method is executed by one or more processors, and comprises: initializing, on one or 

more computing devices in a blockchain network having a plurality of participating nodes 

processing a plurality of blockchain transactions, a nonce table comprising a plurality of 

nonce slots, each nonce slot storing a nonce value usable in a respective blockchain 

transaction of the plurality of blockchain transactions, and being associated with a 

respective nonce index and a status, the nonce values being random numbers for 

recording blockchain transactions in a particular blockchain within the blockchain 

network, and the status indicating an availability of a corresponding nonce value for use 

in a blockchain transaction; receiving, in the blockchain network, a first request for a 
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particular nonce value from an application processing the blockchain transaction; in 

response to receiving the first request, generating a second request for the particular 

nonce value from a respective nonce slot of the nonce table and setting a status of the 

respective nonce slot to occupied; receiving, in the blockchain network, the particular 

nonce value in response to the second request; determining, by the one or more 

computing devices based on one or more received messages, whether the blockchain 

transaction using the particular nonce value is a success or a failure; in response to 

determining that the blockchain transaction is a success: deleting the particular nonce 

value within the respective nonce slot, generating a new nonce value for the respective 

nonce slot after the deletion, and setting the status of the respective corresponding nonce 

slot to unoccupied; and in response to determining that the blockchain transaction is a 

failure: setting the status of the respective nonce slot to unoccupied, releasing the 

particular nonce value, maintaining the particular nonce value in the respective nonce 

slot, and reusing the particular nonce value in a subsequent blockchain transaction. 

 [0006] The present disclosure also provides one or more non-transitory computer-

readable storage media coupled to one or more processors and having instructions stored 

thereon which, when executed by the one or more processors, cause the one or more 

processors to perform operations in accordance with implementations of the methods 

provided herein. 

 [0007] The present disclosure further provides a system for implementing the 

methods provided herein. The system includes one or more processors, and a computer-

readable storage medium coupled to the one or more processors having instructions 

stored thereon which, when executed by the one or more processors, cause the one or 

more processors to perform operations in accordance with implementations of the 

methods provided herein.  
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CLAIMS 

1. A computer-implemented method for providing nonce values for transaction processing in a 

blockchain network, the method being executed by one or more processors, and comprising:  

initializing, on one or more computing devices in a blockchain network having a plurality 

of participating nodes processing a plurality of blockchain transactions, a nonce table comprising 

a plurality of nonce slots, each nonce slot storing a nonce value usable in a respective blockchain 

transaction of the plurality of blockchain transactions, and being associated with a respective 

nonce index and a status, the nonce values being random numbers for recording blockchain 

transactions in a particular blockchain within the blockchain network, and the status indicating 

an availability of a corresponding nonce value for use in a blockchain transaction;  

receiving, in the blockchain network, a first request for a particular nonce value from an 

application processing the blockchain transaction;  

in response to receiving the first request, generating a second request for the particular 

nonce value from a respective nonce slot of the nonce table and setting a status of the respective 

nonce slot to occupied;  

receiving, in the blockchain network, the particular nonce value in response to the second 

request; 

determining, by the one or more computing devices based on one or more received 

messages, whether the blockchain transaction using the particular nonce value is a success or a 

failure; 

in response to determining that the blockchain transaction is a success: 

deleting the particular nonce value within the respective nonce slot,  

generating a new nonce value for the respective nonce slot after the deletion, and  

setting the status of the respective corresponding nonce slot to unoccupied; and 

in response to determining that the blockchain transaction is a failure: 

setting the status of the respective nonce slot to unoccupied, 

releasing the particular nonce value,  

maintaining the particular nonce value in the respective nonce slot, and reusing 

the particular nonce value in a subsequent blockchain transaction. 
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2. The method of claim 1, wherein deleting the particular nonce value within the respective 

nonce slot comprises storing an incremented nonce value in the nonce slot.  

 

3. The method of claim 1, wherein the nonce table is stored in a database, and a bridge between 

the application and the database receives requests for nonce values, and selectively provides 

nonce values to the application.  

 

4. The method of claim 1, wherein a status of the blockchain transaction is periodically triggered 

to determine whether a timeout event has occurred.  

  

5. A non-transitory computer-readable storage medium coupled to one or more processors and 

having instructions stored thereon which, when executed by the one or more processors, cause 

the one or more processors to perform operations for providing nonce values for transaction 

processing in blockchain networks, the operations comprising: 

initializing, on one or more computing devices in a blockchain network having a plurality 

of participating nodes processing a plurality of blockchain transactions, a nonce table comprising 

a plurality of nonce slots, each nonce slot storing a nonce value usable in a respective blockchain 

transaction of the plurality of blockchain transactions, and being associated with a respective 

nonce index and a status, the nonce values being random numbers for recording blockchain 

transactions in a particular blockchain within the blockchain network, and the status indicating 

an availability of a corresponding nonce value for use in a blockchain transaction;  

receiving, in the blockchain network, a first request for a particular nonce value from an 

application processing the blockchain transaction;  

in response to receiving the first request, generating a second request for the particular 

nonce value from a respective nonce slot of the nonce table and setting a status of the respective 

nonce slot to occupied;  

receiving, in the blockchain network, the particular nonce value in response to the second 

request;  

determining based on one or more received messages, whether the blockchain transaction 

using the particular nonce value is a success or a failure; 
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in response to determining that the blockchain transaction is a success: 

deleting the particular nonce value within the respective nonce slot, 

generating a new nonce value for the respective nonce slot after the deletion, and  

setting the status of the respective corresponding nonce slot to unoccupied, and 

in response to determining that the blockchain transaction is a failure: 

setting the status of the respective nonce slot to unoccupied, 

releasing the particular nonce value,  

maintaining the particular nonce value in the respective nonce slot, and reusing 

the particular nonce value in a subsequent blockchain transaction. 

 

6. The non-transitory computer-readable storage medium of claim 5, wherein deleting the 

particular nonce value within the respective nonce slot comprises storing an incremented nonce 

value in the nonce slot.  

 

7. The non-transitory computer-readable storage medium of claim 5, wherein the nonce table is 

stored in a database, and a bridge between the application and the database receives requests for 

nonce values, and selectively provides nonce values to the application.  

 

8. The non-transitory computer-readable storage medium of claim 5, wherein a status of the 

blockchain transaction is periodically triggered to determine whether a timeout event has 

occurred. 

 

9. A system, comprising: 

 a computing device; and 

 a computer-readable storage device coupled to the computing device and having 

instructions stored thereon which, when executed by the computing device, cause the computing 

device to perform operations for providing nonce values for transaction processing in blockchain 

networks, the operations comprising: 

initializing in a blockchain network having a plurality of participating nodes processing a 

plurality of blockchain transactions, a nonce table comprising a plurality of nonce slots, each 

nonce slot storing a nonce value usable in a respective blockchain transaction of the plurality of 
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blockchain transactions, and being associated with a respective nonce index and a status, the 

nonce values being random numbers for recording blockchain transactions in a particular 

blockchain within the blockchain network, and the status indicating an availability of a 

corresponding nonce value for use in a blockchain transaction, 

receiving a first request for a particular nonce value from an application processing the 

blockchain transaction, 

in response to receiving the first request, generating a second request for the particular 

nonce value from a respective nonce slot of the nonce table and setting a status of the respective 

nonce slot to occupied, 

receiving the particular nonce value in response to the second request;  

determining based on one or more received messages, whether the blockchain transaction 

using the particular nonce value is a success or a failure; 

in response to determining that the blockchain transaction is a success: 

deleting the particular nonce value within the respective nonce slot, generating a 

new nonce value for the respective nonce slot after the deletion, and 

setting the status of the respective nonce slot to unoccupied, and 

in response to determining that the blockchain transaction is a failure: 

setting the status of the respective nonce slot to unoccupied, 

releasing the particular nonce value, 

maintaining the particular nonce value in the respective nonce slot, and reusing 

the particular nonce value in a subsequent blockchain transaction. 

 

10. The system of claim 9, wherein deleting the particular nonce value within the respective 

nonce slot comprises storing an incremented nonce value in the nonce slot.  

  

11. The system of claim 9, wherein the nonce table is stored in a database, and a bridge between 

the application and the database receives requests for nonce values, and selectively provides 

nonce values to the application.  

  

12. The system of claim 9, wherein a status of the blockchain transaction is periodically triggered 

to determine whether a timeout event has occurred. 


