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S310 receiving a query request sent from a user by scanning a first 
identification code on the product

S320 providing basic information and delivery status of the product matching the first 
identification code to the user

S330 receiving an anti-counterfeiting authentication request sent from the user by scanning a 
second identification code on the product 

S340 providing anti-counterfeiting authentication result indicating that the 
product is genuine to the user 

J310 recording scanning information of first identification code 

J320 recording scanning information of the second 

Y331 uniquely matching the first identification code 
with basic information and user scanning information 

of the specific product 

Y332 receiving delivery status information of the specific 
product set by scanning the first identification code and 
matching the delivery status information with the first 

identification code 

Y333 matching the second identification code with authenticity information of the 
specific product 

Y330 uniquely matching the plurality of dual layer identification codes with a 
specific product

Y310 generating first and second identification codes 
according to a standard method 

Y320 matching the first identification code with multiple second identification codes in 
one-to-more to obtain a plurality of dual layer identification codes 

Y300 pre-generating dual layer identification codes matching a specific product  
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FIG. 2 
 
 

S410 acquiring a first identification code on the product by a user 
scan

S420 generating and sending a query request corresponding to the 
first identification code

S430 receiving the query request and displaying basic information, a 
delivery status, and user scanning information of the product 
matching the first identification code in response to the query 

request

S440 receiving a second identification code separated from the 
product by a user scan

S450 generating and sending an anti-counterfeiting authentication 
request corresponding to the second identification code

S460 receiving the anti-counterfeiting authentication request and 
displaying an anti-counterfeiting authentication result of the product 

matching the second identification code in response to the anti-
counterfeiting authentication request  
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first and second identification codes generating 
unit 811

dual identification codes 
generating unit 810

first and second identification codes matching 
unit 812

product matching unit 813

query request receiving unit 820

matching information providing unit 830

anti-counterfeiting authentication request 
receiving unit 840

anti-counterfeiting authentication result providing 
unit 850

first identification 
code user scanning 

information 
recording unit 821

second identification 
code user scanning 

information 
recording unit 841

800
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900

first identification code acquiring unit 910

query request generating and sending unit 
920

product information receiving and 
displaying unit 930

second identification code acquiring unit 
940

anti-counterfeiting authentication request 
generating and sending unit 950

anti-counterfeiting authentication result 
receiving and displaying unit 960
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FIG. 9 
 

S510 receiving a query request and/or an anti-counterfeiting authentication 
request sent from a user by scanning the first identification code 

S520 providing basic information and a delivery status of the product to the user 

S530 receiving a status update request sent from the user by scanning the second 
identification code

S540 setting the delivery status of the product to a sold or consumed status 

J510 recording scanning information of the first identification code 

J320 recording scanning information of the second identification code

Y500 pre-generating dual layer identification codes matching a particular product 

Y321 uniquely matching the first identification code 
with the basic information and user scanning 

information of the specific product 

Y322 receiving delivery status information of the specific 
product set by scanning the first identification code and 
matching the delivery status information with the first 

identification code 

Y323 matching the first identification code with authenticity information of 
the specific product 

Y520 uniquely matching the dual layer identification codes with a specific 
product 

Y510 generating a first identification code and a second 
identification code according to a standard method 
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S610  acquiring a first identification code on the product by a user scan

S620 generating and sending a query request and/or an anti-counterfeit 
authentication request corresponding to the first identification code

S630 receiving the query request and displaying basic information, a logistics 
status, and user scanning information of the product matching the first 

identification code in response to the query request

S640 receiving the anti-counterfeiting authentication request and displaying an 
anti-counterfeiting authentication result of the product matching the first 

identification code in response to the anti-counterfeiting authentication request

S650 acquiring a second identification code separated from the product by A 
user scan

S660 generating and sending a status update request corresponding to the 
second identification code 

S670 receiving the status update request and updating a logistics status of the 
product to a sold or consumed status in response to the status update request

 
FIG. 10 
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product matching unit 1010

query request receiving unit 1020

match information providing unit 1030

anti-counterfeiting authentication request 
receiving unit 1040

anti-counterfeiting authentication result 
providing unit 1050

First identification 
code user scanning 

information 
recording unit 1021

second 
identification code 

user scanning 
information 

recording unit 1022

1000

 status update request receiving unit 1060

product status update unit 1070

 
FIG. 11 
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1100

first identification code acquiring unit 1110

query request generating and sending unit 
1120

product information receiving and displaying 
unit 1130

anti-counterfeiting authentication request 
generating and sending unit 1140

anti-counterfeiting authentication result 
receiving and displaying unit 1150

second identification code acquiring unit 1160

status update request generating and sending 
unit 1170

status update request receiving and setting 
unit 1180
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