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One or more logical customer organizations are defined
for a customer and stored in a central relational database.
905

Y

One or more user groups are defined and stored in the
database. Each of the user groups is associated with a
logical customer organization. 910

Y

One or more asset groups are defined and stored in the
database. Each of the asset groups is associated with a
logical customer organization. 915

Y

A user designated to grant permissions and restrictions to
the users to access the one or more assets in the asset
groups is identified. 920

y

Access permissions or restrictions to the one or more
assets is assigned to each of the users in the user groups
and stored in the database. 925

Y

Enable a first user to login using a first login ID to access
a first asset in a first asset group according to a first
logical customer organization. 930

Y

Enable the first user to login using the first login ID to
access a second asset in the first asset group according to

the first logical customer organization. 935

Y

Enable the first user to login using a second login ID to
access one or more assets in a second asset group

according to a second logical customer organization. 940
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