SYSTEMS AND METHODS TO SECURELY GENERATE SHARED KEYS
BACKGROUND TECHNI CAL FI ELD This application relates to
wa@roodpparnat us and nmet hod of establishing an aup@EOAR@®S/000676
and secure relationship between two nessagi ng systens
to exchange data. More specifically this application
descri bgysaEMBRENBIME THODSEI B SECURES VOQENFR ATEAN
authentic rel ati onship between a w rel ess handhel d
devi ce ("nobile devi ce"SHAREDZKFSage center or host
system usi ng passwor d- based aut henticati on nethods.
The apparatus and net hod descri bed herein is
applicable to | and-1ine environnents as well as
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or e e pSIBE Borediec-hesed ap et isatiinmySiidoe i APy and method
desRHBEPRRLINRE FYIREBle RS [dh8ine At €59 WEIY ad {virBRS environments.
session keys ‘are not conprom sed even if the long-term
keys are conprom sed. (See, e.g., Menezes et al.,
f - Appli Crypt ogr aphy, 1996, p. 496).
B E;"gg?ecy, al so known as break-backward

Pr olrB6iia@dsevERR BorighstksvPdrl-HAE QMR B 1SR GikcBhM srBX 6l2HFI§ known
messages should remain secure despite anything that

in tha gpenster mdustey. f¥ame of thegnimmtemaniatipns drcdidedanonmted Kae

L R g R G R b

Expéifenéixla0e) Bxchanfe(SPOK E)aThestheclanBnidsiarslimikey iptaeir and

. a second key pair being generated, the latter L

implageniations adderenet 9dissed e pesdpfimobilegisiicest Addisiqually these

metPNksnds Mt%qdl%%{h@tneed: of iﬁ&)é@}ﬂ%tﬁlg%gﬁgctqma{rﬁ s&%%:fy, &4 that if
t and thi publi c

sent to a second system rd and fourt
a skomyisy bueech doe itakegldaeaih drévd osamessdgassikelmngddh eenfion s¢dure. A

prog\ol'I o Ig]%ogl}(deeg g%rsfec% %gr%vra? gedcrebc%lfsl'&3 gas'%l Ee%sr}lo}l Iilgyssahrgl Elg{j cosﬁ%grgl%tls'ed even if

the long-term keys are compromised. (See, e.g., Menezes et al., Handbook of Applied

Cryptography, 1996, p. 496). Perfect forward secrecy, also known as break-backward
protection, means that all previous securely exchanged messages should remain secure

despite anything that happens in the future.

SUMMARY
In accordance with the teachings disclosed herein, systems and methods are
provided for secure communication between two systems. For example, a method can
include a first key pair and a second key pair being generated, the latter including a second
public key that is generated based upon a shared secret. First and second public keys are

sent to a second system, and third and fourth public keys are received from the second



10

15

20

25

30

for encrypting nessages is cal cul ated based upon a

first private key, a second private key, the third
w@kile7ikey and the fourth public key. For re-REpCAN05800676

new second key pair having a new second public key and

a new second private key is generated, and a new

sysgegjfJ lF%at egh ‘ﬁbff@ﬂe}} 1§ gERGied 88sedApBR thdBhafellsck@Y A%naster key

SI ng elli ptl c curve cal cul ati ons usi ng
for epavypligmessagésviatacileted daskdtupen raeﬁmsﬁmmatquwubmccm e;avate key,

: th I fifst
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messages. The first’ systemincludes a nenory and a
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calf s a8 P4 oG o Koot BB ey AT 430

pri A@bﬁotﬁ@yexaﬁ%[@ hd‘irstfsgstamie Qﬂddcfok&yamﬁhmg hassturg bidlirectional
second public key and a second private key, the secaond
corpriRicatioteRatl & heFcgath sysiane TIsASRAPSIESICLT SHF BFSSGET el he first
sysgéégn) hfd%% %g?eg{edggﬁlgd gﬁfﬁtcggﬁ A 1% %b p{&:ﬁ%p‘f&r@%{ﬁ% A 'll‘he proc;/essmg
unit B3 dohﬁglsxed wekeey&tsea@ss of: @Eﬁemumga firdt key daiphinting a lGest pahbic key

a fourth blic k h d
anc i) B4R KRGS SRR RSP KGR Re b SSeG] BHE [ibeand a
sec%H@%ﬁ\gaﬁé E?}f @he sccBhEMIALIRY b@ | JefitrafPR DL UpRY a@ﬁ&ﬁ:g secret

rst private key, € second private k K
kmvhetot the ffidst pydsérn and éhe smoohdt styetefn; uendmgathlblse@nld@}abhc ey and the

g Sy o e B i S SRR b PR ey
celbEMeSEE BRdekdM R, TRVbMEh BublRKkeyeRipthcRbtddbaki@yupdndhe

a new second private key; receiving a new fourth
shapedoiectet; ko@;cuiatmmatﬂret m@&t@d@y Wmdewpn dhrifivshpvateakesh fressecond

pnhagg\}(@/e i‘kbehtgurg r%Yle? E ykaély pcﬁ? ﬁo fu'bélz? bee u:g rvl/ﬁ/e?«ig tljl(eeﬂrst Itngﬁer key is

conl I%l!refdotld e s g dn@l":}‘pﬁ}én 48 bitgorafio! Ihd:sﬁige@ gﬁmemang a new second

cal cul ati on. BRI EF DESCRI PTI ON OF THE. DRAW NGS Fi gu
keylpaihlapnga Bevs ekcon aybliskeyt and FnavssecaRdppYHe ey recefving a new

r

oI S8 1 LS PR LIS o3 eIl 58 o
theefi sl vateykeyPIiguRIVGRE draiprivstd leay) theahing publiokeynendthe ssw fourth

systens, Figure 3 sho bl ock diagramof a third
Pmé%éﬁﬁﬂﬁmﬁ%&ﬁ%ﬁHﬁQ%NQ%ﬁ“@§§Wen1 bet ween two fi xed

systens. Figure 4 shows a nessage exchange di agram of

an exenplary set of data

BRIEF DESCRIPTION OF THE DRAWINGS

Figure 1 shows a block diagram of a first exemplary communication system,
between a fixed and a wireless system.

Figure 2 shows a block diagram of a second exemplary communication systein,
between two wireless systems. _

Figure 3 shows a block diagram of a third exemplary communication systein,
between two fixed systems. .

Figure 4 shows a message exchange diagram of an exemplary set of data
exchanges for implementing the communication system of Figure 1 where a user is the

initiator of the data exchange.
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exchanges for inplenmenting the comunication system of

Figure 1 where a user is the initiator of the data
weehanmel Fi gure 5 shows a nessage exchange di BQr/aA2s/000676

an exenpl ary set of data exchanges for inplenenting

t he communi cation systemof Figure 1 where a service

Pr OV HRE 5 sBow8mieMakb 8t Man® dibRentH R KIGPRDESet oF uar €

6 shows a data flow di agram of the steps within the
exghwagessof implemeritmg tha comimygicatien systens oebigutent Whepgragenvice

where the .user s the initiator of the key exchange..
P“ii’ilfgeﬂjﬂseé‘? @ﬁ%%ogélagﬁ% ef‘?%%g&i agram of the steps within

t he Fegird/ b §8ovw4 Hiva fow dhgramrdfthd\@edutithii ehstiepsoftware for

Figure 4 where the user 1s the jnitjator of the ke
cargying anighe stepyiy Egwredhvhere thepsenisthoipitiaterpidhs key exgbange.

ste L LR r v (T -

anon iz thotul + Buafiok) G Rlr gt I liBle SEHLP i Rvare or
carkyihg 8t tht edps h Figgerdewhédre the woblis3he MitihtoreofIhshoymexchange.

data, fl di f the st d It hi h
Sor 1B BebY T At GO R TE) BTSN e Servios user for a e-key

s FRELEL LI AR Ye) § DG R RBfsad i Figus 1,2
3. DESCRI PTI ON OF THE DRAW NGS Referring to Figure 1,

there i s_shown bl ock..di agr of afirs enpl ary. .
oIS ERON & Jut S0 e adel e Hrmawetst gt ige provider
forYreli& InSe UK VeBNErHiROd RS REYE: Mo BRYiMkent illustrated i
° envi rg]rﬁﬁ@hytn ?Nhere tgﬁe ri nlgggnti on i's usgd. 1The orlll agur a?ne -
Fighesws 2amdéxenpl ary enbodi nent of  the, i nventi on and
focuses on a network topol ogy that includes a nobile
device that is wireless. In this Figure there are

systens of f erDRNYAIEEY DESCRIPTIONGF FHE DRAVEINGSSi ng
the services 30 and 32. Between the service offering

(al Befardngio Bgured, thareisshawn 4 bleskdiegsamad wifelroxemplpry
h LV [ 0 r . t S ly:

colyifiR i SRt e i i e TR B YRS AR RRe diagram
shdwiea havw oy StveidBmedtwhérd then@vertionfs geede The divgrae shdvweean

of fering 20 or 22 can be many possi bl e comput e{s -
ex GrRIaR PSP oL dhe igventionsind FRfuseTRR SRFIVOE P Rlog) dhag fncludes a

r

mcBAERENEY el BRRGISR! fh B el B8k QR R 20 and
22 (dn8R)ysteims Apipk itloadeirdoesSEr andS2. Bedweabethe (A8iRy offefing €also referred

The, service offerin and .22 can al so be one or, nore
to hfiguE @rsgrvmﬁmpwgew%{xﬁ the STV WSS @egRe B BOTenG B R fgd one or
mdg{: E@@c@&ﬁ%o eRAHIE the AWK 6f datd PEWEADES tHOQY¥GEmOr SoNne

service-oriented conpany. The service offering
20 Turning now to Figure 1 the service offering 20 or 22 can be many possible

computers offering services to users. For one skilled in the art some well known service
providers could be computers on the Internet within an Internet Service Provider (ISP) or
Application Service Provider (ASP) office. The service offering 20 and 22 can also be
one or more computers running within a private or public company, like a bank, stock
broker, insurance broker or some other service-oriented company. The service offering 20
or 22 may also be run as part of a cluster of computers operating world-wide, making up a
Universal Description, Discovery and Integration Cluster (UDDI cluster). The common
element in all these service offerings 20 and 22 is that these service offerings 20 and 22

need to establish a secure data channel with a user. In the case of UDDI the secure



or 22 may al so be run as part of a cluster of
conputers operating worl d-wi de, making up a Universal
w®easnopsi on, Di scovery and Integration C usterPCT/OBBI05/000676
cluster). The conmmon elenent in all these service
offerings 20 and 22 is that these service offerings 20
relA¥sigp MR Refsd BRiktEihod phiostE servilRlALAEA BNV enYb lallo® UDDI
user. In the case of UDD? tphe securerel ati onshi p m ght
to rexneectegeoffearghange private service |listings, or

even, to allqw.UDDl .t [ OXY.a,Servi f Lng. T .

mob e FeBur BEE A e RSB pdut Ry bE B B MLl ggaitieren
walyd) I sikicaibpdherdld, i aa boedizesstdwith TR (Rtddaddippstotsl) addresses.

t hey may be addressed wth I P (internet protocol)

5  In ofbierressbndiments the hest sesiers anayehorasdrossed yosy o-Biad radeiiessayn yet
. e~ [1A] -
L T T T s
modllddedee withia thsbest efstérhe nobi | e device within the host

system One skilled in the t wll i h
Y g iny the 2xtavill paregipteshat tho g,ﬁsﬁegsgng&ﬁ%w 32 might be .

t heOns ekillgd in e agtayilli appregigteihat tho ussr
- t . .
=PRI AIR] PlRPURLEE) SR« Bt Qo bl ion

o

propscop (WaiPabyovwses rsprossetany trnsmission gontralqoblocelistenest protocol

col, (TCP/ | P) based application or sone .
iy IERHAT SO PERRIHIEH COPRTHRHPUIEGT, | 1 (el there are
ne HRRRY bERE RIS op&I cﬂﬁcléi%l\&ﬁélﬁ@i% 18UGkInYo thi RekUElNY Miefo

exanpl e the new Java 2 cro Edition (J2ME) sol ution
Edition (£ME) sokiticel fos smaib iitetessimpbie devikésk bkeedll phpmenand personal

.and .perso digital assij,stant As).. Fo eyice
aigfRE8§6ERTBhe) b Sl RER 3] A RABR T huah b aSRa,
dowRlbbd¥ag Softhare lﬂlglau@ § Sérvice @ flRfih gl Bigointndae@fibiidace. Similarly
. commonpl ace. Sim arl¥ the service offering 20 and 22
thesarvitseoffrang20cmd A car e bassl oaeanJEF TR giehspiRt sojutiogy g Java
nt er pr.4 SO i i ]
EnS R SRlaP G2 S 1B BT RIS e A0 Gl o come
propéiktaty sutvice ssltigsh Ereited fapepefific pptpopase It will be
appreci ated that npbile systens a host systens

- ref BrWi@d’q@Pﬁé}a&dﬁhétdﬁo@MS@wg glestéﬁ%te@ﬁ Tefgrd to herein can
eaﬁec%ﬂﬁ?itsé Yfte a{]e'J@ ebfvPmembAN g'.sgg,' J&ﬂta@ﬂiﬁ% ??&bﬁ%g instructions)

I'nstructions ne or nore r ectve processing
andiond &, maeabspastiteposeessing vait, isocheds! thodervonmentionglly known, e.g.,

b s PRCES I G RL0r SRACH BSrPRRLPOCS P P Bestraec
" app¥heS gieeﬁ“lo%{ gfé'&sédsclfcﬁ@ @ESIC%?‘ thd figh ProprAghABIER Earrays

gate arrays (E ), Wherein the processing units can |
(FR@Agpwhemgly thd pfesesping witsgan breonfigured 8.+ prbgramsadd widh suitable

sotfie /bt BERR AP dbaRisti i pen RSty SEHERfadbdvare cirouits)
to @RPR RAEREHPERSEE] RedtitidRidn. Eathhofhcs sigtenty@&hens ifélide any

al so include any . . . .
suitable interface(s), such as those conventionally known, which can operate in

w

o

W

conjunction with a respective processing unit(s) to facilitate communication with other
systems.

30 The end-points in the communication path are coupled through one or more data
networks that allow the exchange of data, voice, video, music, photographs or any other
digital media that can be exchanged through a data communications channel. The two

main networks included in this illustration are 2 Wide Area Network (WAN) 26, the most
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suitable interface(s), such as those conventionally
known, which can operate in conjunction with a
WO e@pactisve processing unit(s) to facilitate PCT/CA2005/000676
conmuni cation with other systenms. The end-points in
t he conmuni cation path are coupl ed through one or nore

corﬁﬁfc)ﬁ oREbYRE % nfdhetBdd OV IrBR ARSI, OfhcdRr@essHRbWw &k 28

i deo, nusic, photographs or any other di i tal nedia iy
coulthét: a&aSM&P%&cmgled PV Toetwiorko PP@network, a 3

e B o L S MR bl pyons oo

be BRERBRMTER n eRéEmPlehy g stehtthbsiineks arBuplediusidlgeinks 24 like
network 28. The wireless network 28 could be a

ISTSNM Gidprael (fapdrineand8OR/11 XRrame Belagr A TMa P@ﬁhzowe other high
t r .
S e 5 bt 0B b b R lor M SePbcn
exdhAgddablseleal thaa Beoamqni]ﬁedﬁ Yo Iseyisipeovddmd enadetraereKsolarof to
coupled u3|ng i nk %.24 li.ke I'SDN,, Tl , Etherne .
haqlqegr?al |sa¥esdeppgesod he 1r1\§ent1gjp %, s,:g&qﬂh@es%wthg a gmmunication
t
po T 8L i SRSSH LA ShRONEE AP i brovies
greatec hanfiedce thai the céagienttdfany semuninioptedelatisis epadily the entity you

ved and mad re fool proof k
exisil 94 OB weR e A SARTURIPR 254k oS EHBCERE bt g Host
Sy Q@iﬁ%eﬁl‘?&"ﬂiﬁ thZ%d RalsBSofitRe RIrPKL B8 a@ﬁ’d’cﬁlé%dlce 32. Another
passmord based authentication. This |evel of security

empodiviede®r grdetat communiéativarpeth 4histillustrateddehypteara UBDI seryice
i cated data Is.exactl entity you expect.
oftEEE AT Fien PG o R R Ar SR ) Dain 36 1 s
i 1] usbiedREbdpRENRBOhast BiPGém SYSTRBIRERhY 22 ©aohd But-6fbaad
and a user of the service on a nobil e device 32.
compynisetion i G eaemmyrcaiionfver aunwiable sequsn chymnal) Adth asuser of
a mobﬂ%sdtew%% Eg ?g% WC@’ %arlllylg@%n'éﬁ#calngﬁ ggtfhfﬁr Bﬂgeld%r Qﬂ%aﬁ‘gmg a

sh@é@é&tdﬂ%ﬁﬁ@t&@ﬁdecﬁ%%&fﬂﬁt&ﬁ vlesmd@cf) beniadg s@&2rd aSmaﬁnthe

out - of - band_contruni cation, 34 (i,e.,_a_conmuni (i d
UDJoleservgr clod pratyides seg #eaekwéﬁﬁlévty PPl serrdes clod might be used
o G LB A P SO 00 e
servive. Thes fsllovdngater fetvatxampled @f buedf-bamdivormmadecasioo paths 34 and
Since the UDDI service cloud provides sone |evel of

38'security, a UDDI service cloud mght be used to locate

(%ﬂe S8 ih S IRAE LRt 18 4 o apbphand a5§|’ﬂl§’er ROkt S9SERL20 or 22,

h the final destination servi ce The follow ng are
a f ewsteklbshpd phorsfcaluwitlo fadhaatberdo remhﬁngatﬂnmshap@t gesreg4 The secret

gggr %8 t],lrel(l agltefe%lem{{)o eg'afflg ?en\é Iﬁﬁg Bge elglélée process of cregtmg an encryption
key.
(b) The mobile device user 30 or 32 connects to a secure web site 20 or 22, either

wirelessly or over a wired network and requests a key. The key is received and
manually entered into the mobile device 30 or 32. The host system 20 or 22
coﬁld receive the key automatically from the web server, or it could also be
manually entered. In some embodiments, a record is automatically generated

after a shared secret was requested.
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establish a phone call with each other to exchange the
shared secret. The secret is then entered into each
wayasaniiand used in the process of creating anPCT/CA2005/000676
encryption key. (b) The nobile device user 30 or 32
connects to a secure web site 20 or 22, either
(é_’IY‘ r el’[?n%%lsé? & th@ih%'bdé‘ a¥ie&9o BPBM&'&e@ﬂ’Q reQRYERE ShPsdfB¥e and the
key I's recelve manual Iy entered’into the
nobi Ishardéwcn:e: i8 @-mmle@Zoy fhhélobioes'stegy%Q en?20o theirx@rporate mailbox
coul rec i E aut omat |
W0 Char

ser vt g 1SR R 1 Vo SR B Rherg geeret from

e ”bo‘@lhe!ﬁ?élécﬁronﬂ: hﬁﬁwxdaﬂdﬁn@iﬁanﬁéﬁﬂeﬁ‘s&t in¥o BRNESHLeaTvRE BOlor 32.
a shared secret was requested.(c) The user of the

(dobi Thedser ofdhgmabile devignRreSr t3§én¢1@q ilessteqpestt ferfhe service and an
service an e s e d
syst SRSIBT dalj; tgezs rt)?cteﬁig)l §'r 25 %%%érrg e ar%a*e@ sela%/eh ?81{] %Sélven to a
knowgpédfikepdridn ®hé GCkicBviafotie trdsie] atRkdectuet I‘T}ﬁs/ﬁérsdiﬂ‘leould be a

shared secret fromtheir electronic mailbox and
man uéqu’9ta@h OB raMiRisE#ey of e SHisHi BeUMeld@ly 3P 1§ sompone that can

(d) x?ﬁt?xg ﬁfenﬁt@rof@@ dsBr 91%15 geth§Qe@Ies§2THﬁkﬁ§stéJ‘ﬁerson then

reques vi ce and erat or e serv
20 orgivk2 the siearad sm:rea te hixe ﬁdalsufser ef thendobile devigd @ or 82 and it is

a speC|f d per 0 trusted and
sech‘é‘mu §ntE)"€ H\AQ%‘E}PE‘I%&V Cestcetvary or '

ad ml“ﬂisssh{)ﬁthgtr shBvs Qhﬂ VB a3 MR wéy%' g8 laﬁ%ez'lﬁcalli gﬁ%"ﬂ%‘l’l@%d secret
that can confirmthe identity of "the user In A

to 2 mgbids tlevidhl b useu sTlaxcquemen prophey o@ﬂmsesexeh@wh@nédf band

secret .to .t he fi b d 3
coRnietioD Hamdaes tehare e atguiRatsdien i A8 v dutl ¥
assBfned #a thERhSice B%E Irh &taufeAiSatédh @ mmbsic fick @tlﬂﬁﬂ%ld’%&rably be
to authentically give a shared secret to a nobil

dlf&emt den2benerseut] emtmteddmnpn@p@th path. t hese

comoPr g Pl San e ST E ALy e A"

corﬁﬁﬁlﬁi&&ﬂoﬂ Path Ben eRebree paded 40. hO&‘ae afithaaeiterclaionth methods for
comuni cation path shoul d preferably be different than

crepiieg feruE ATahcaticated bak is L@%ﬁﬁ%ﬁoeatpwwos%baﬁe GHeyption
mehﬁ)% 1?!%%1%‘%@%3 CSPLEiSa m&%@% @ik ﬁ‘@t‘ﬁoﬁ?can i g‘eﬁ)ased

creating a secure co 'on pat place 36

authaidiodfion fBaclevéragdreandeatrotects kmywo-rameinbeispdsewords edtel sigral
secure_and authenticated link is usin

sechS o SEF R E o B ATBRIET I UG 50 Prics CuPmRIEod8 e pagsword:
autﬁelﬁLcﬁféﬁ‘iﬁ @@H‘eﬁmﬁﬁ%ﬂ?ﬁ %é) HEROWE g&@vo?@?cﬁfﬁs the base or "generator"

aut hentication t rages and pr otects
of thasyeliange.qfresthmtarp Reweiclbnan, thechass isarseally a fixed public number.)

Once the communication path through the WAN 26 and wireless network 28 has been

made secure, the re-key sequence can be initiated. The re-key sequence allows for the
generation of a new set of keys after a predetermined number of weeks or months. During
this re-key sequence the advanced use of long-term encryption keys allows for the
implementation of perfect forward secrecy. Once the authentication secret (shared secret)
is used to create a secure path, it can be reused to create new keys at later dates. By using
this invention the re-keying operation does not compromise previous keys and all previous

conversations remain secret into the future.
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secrets. SPEKE is the sinplest of the known strong
password nethods. It is a passwordaut henti cated
woedositeriitel | man exchange, where the password fPBPCTYEARI8/000676
base or "generator" of the exchange. (In standard
Diffie-Hell man, the base is usually a fixed public .

DSyl G5B L ERTIR 7 60 Bakhek U ey VPN

comerikiytiGesysent detasenieo mnreﬁasatm\ems'[ raecorémgegr as embedieent of the
all ows f.or generation of a new s s after a
Dregerd dayeaipR. néﬂdt% Ha?nwewgreaﬁh‘eﬂ@?sﬂ aéfff ¢hyeethive mobile
devi€ssk8Y 1€ &Hﬁ&ﬁﬁw fﬁo@i@’é’%‘r‘&dl 45 80 Phob @& i&! U8 exchange a secret
encryption keys a for the inplenmentation of
andamefabbtto festallaghch csoemmemkey Giegthehsharadtsaenet. i Tlagt owrof-band
har ret i s, used..to cre a se
cofagtion 5 a8 3 B Ol PTEen s PO ik By & face-to-

facl Al REng, BY udmbde bhtlx% Ot YUhRR alrBRTy Qrkidd GnQRERbhilble
does not conprom se previous keys and all previous

methody Edrsa thaosesret irrbredsis crrebe manwllyHppadinter the mabile dgvices 46

2 th ' i aqra
an K8 A s SABRE e e R Byl o DLBRARR ¥l ¢ cqpgn master
sechMiBl Y5 THAC§PE O BrEbsdimnt BIEN0BE bRAmoaly use fareiartpoint-to-point
invention. In this enbodi nent, a secure path, can be

e-mepiepmarersaiane & ropidbalpbs heed derpairisto-noinksrFwT B MPsTIEIng

e
datgggéﬂél ggs %ﬁvegncéﬁ@ ?z{%g rrg@?lg v1g§Y g%g\gﬁo f’sﬁpr&%ﬁ Q s&wce
migHtdie rﬁﬂimngd webGestr o the maliileafevivadd and Dﬁ’enﬁgt;cbmeﬂ fcﬁﬁl of secure

coul d. tak | ace via a phone call between the two
S“ﬁ@??ﬂ%gngg?P Eﬁ%ﬂ@“ﬂ&?ace meeting, or using one of the

ot h%ﬁgﬁ%@@ﬁ'm&% Nl DB CObiaBRA: 6F fiEdxeiipldrD! €

nmet hod. e secret is shared, it can be manually
corhypetaiion systeng bmyknehéwd dixied epstetBs, ambrd:&g‘ t@ anl ewhediment of the

station _.can iti exchan f sages ,t ’
pred RO ol s SRRk OE 488 S e o TR HGER pefipeen two Host
Sy&ER9d0 HENb2. nhﬂﬂlﬁs 1ﬂﬁst{3a@16H‘ﬁ{E ¥rHeEEERg U AnGah€ service consumer 62
poi nt-to-point e-mail conversations. It coul d al so be

havesanchut-off- bpnd mnvmsapm o abeichangeristearet keve sAadessgjberheleeady this

ou —éff:‘tga?lg omlami gn ggﬁ’@%g %ﬁ{l% gﬁp B ec%r St 1(%310& V1a6%bm%er with a

sechfd YSI cihebtiéh ﬁ%@nbﬁt%\dlra@w%m@ﬂt@y,ocfrf@hiemé&@ﬁﬁa‘tﬂ@r m
of secure service offering that is also nobile.

cormmuAicAdon $okiagprayidedigaglics. Osce Hisvwcrst sleselangedif eigrartion key
coff SRR ST PSSR Bp RO gPthce. The

corhﬂiuﬁfd'htl@iﬂpath o é)hihan@the ﬁemhlstlhﬂstmnmamld%io@m 4 kAN network
ace between wo stens 60 and 62. In.this o
lik§ rhedgtemt ?@@rtth@uglé ARy r%@n@flfl@m% §460 ot Spigble eqgmpication
patﬁ%ﬁﬂ'}‘gﬁr SRy en %@2 9 lk'tor Bfiudhann iae. nﬁ?ﬂh\%@ L8 R8P the service
exchange a secret Kkey. escribed already this
consumer 62 might be running a laptop or palmtop and already have a limited access to

the Intranet, but greater security is desired or required. It is well known in the art that
802.11b lacks the robust security requirements requested by most large computer
departments inside companies. This embodiment illustrates that the invention can be used
to provide the option of perfect forward secrecy when using a password-based

authentication mechanism. Once suitable messages are exchanged to create the master
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out - of - band conmmuni cation could be a phone call, a

communi cation via a browser with a secure SSL
w@oemsacetisbn to generate and retrieve the key, PCT/€AR®S/000676

ot her suitabl e comunication such as provided earlier.

Once the secret is exchanged an encryption key can be
kePQREHAh 89mHtnfigSh pARGSRAS DAL BRZEhnkE Y11 SSARS HdallSecretly

net hods |1 ke SPEKE. The communi cati.on path to exchange
withhegkeseurity.t his illustration coul d be over a WAN

net:ﬁork | i ke. t he {h%tern t 26, or thrqugh an internal
| ot 1LATADS E0TIsBEE 4 (e 1 SR eStagh A0 RT RORTATIoane A
ex@fiplafy st 6F da4 ei&laﬁgesaeﬁﬁelleﬂaﬁgg Bl vYeliBaidn mia&r kdyD where the user

these latter exanples the service consuner 62 m ght be

is thaamtiatgr ef the delepxehangal hispllugietion shavaexgapdary stepsrpndapessage

ceces o the | reate ecur.i S .
cx BB S LAt QLRI LALARERHE ol oy g i
il883tidn bie drRicdfshd femneaivtsit coRidbréd ¥ serede coH MR 8r user 100, and

request ed béwnost | ar ge_conput er departnents_ inside
hag beep Ay eacthe bpksysterbt: b other pad of the €gnnagtipn isronsidered the

sel#vgb\ré%gé\}dgé} e(gl?g é%%(f{%dasta%egﬁ&vé 18111%2 ?aﬁ%tgé}gsgelﬂ 10@,%%%% been

en using a pas
givautiixehbelcattemB.nRothisndxanpledhe ases W00 afitistesrdmsxgiemgaloé data to
exchanged to create the st erke t he data
CredsATE£OIB ligat BeBEeR Y Sise @@% Sygem R Ihigessags exchange over
ont Bf Rt @a Hth ARG hotwhdsBul] SIBEEIA Irigd ¥ 1NISHiIhAy as
Figure 4 there I's shown a nessage exchange %lagram
shehoin Higums 1% enpB ahy usetconlfl bdatraolsiecdeainged), BDor 48, or a Host

o AR RS s S DL b YRS o B BBy

2013 4540 at i on shows exenpl ary steps and nessage
excha(r;ges between a service consunmer 100 (user) and a
serVissBoyneustee L 04, 0le ugen 1 9heentaats yknoven barice peovadry 162 through

the..connecti on 1 S, CORSI [e senvice consumer .,or
onf, AEE PR <Rad LaRRRISE SR i KR EBRRANSE 1byeh another
suigdbemeod t®ExdhifgCOEMACET deOfet.i Thie OF AP @HAEMND2SRIN toefacilitate

provider (also referred to as a service offering) or )
thip gxqhangesansipspgp a segiet Nasvasd On siginke sapyhie rpapmbeRassEerd strings

(st%% 1(5Cf§t ;Ilﬂi'osugﬁ)fﬁ e%hmﬁn WSGhred Qch.éttrl% g%&tr%z(tl %%ﬁgg@g%%tween

O Create a secure connec

theAvardhrifess (ThsuBer 190aetetas agé seuxs angerco tedssishia ancryptioe key
dat a connunica{ion networ ks, such as illustrated in
gensrgfiftie AlteragtivelvafigseRdosprativer Hdsagupesdve a sesrel pgssyrord (shared
s 7 480 he SRU o0 BBy ety 8B i
relatiomtbithis ud@vi ce 46 or a Host System 20, 22 or 60. As

Shouy B ShoBe 408 I SCL 100, SR AL, Bk, campi
ste éh ?%%ég#n)ﬁraﬁﬁ% ;REjé ?ﬁ?s @b 1085 aff ARG EORELIMESAHakiBA tPthe service
provider (step 110). In particular, the user 100 generates a long-term encryption key pair
at step 108, i.e., the public and private parts of an encryption key. A short-term
authentication key pair is also generated at step 108 by the user 100. This short-term key
pair is referred to as an authentication key pair in this example because it is generated
using the shared secret as discussed further below.

Once the user's short-term and long-term key pairs are generated , the public keys

thereof are transmitted at step 110 to the service provider 102 to further generate the final
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suitable nmethod to exchange a shared secret. This
service provider 102 wants to facilitate this exchange
W@r@si16HYes a secret password or sinple, easy POI/CA2005/000676
remenber password strings (step 106). Through this
mechani sm a shared secret. i s generated and exchanged
malef E@ﬁ(zéhbqgfem 1P 4 InGster sEBFt et 430 ér%ag k8128 Gver an
save e secret to assi st encryption
insg@me tink,ias rmnlyﬁdhe aostaysteml P2 thatt essged theshanpd e@qrdenan m@erstand and
secret password har e f.rom
usB8 shepbiprm e sion Ga 10 beeact Bt eterTeg, Crbe Hsiets Bubtic
keystfe Ao 84 by %&I«vw@p&e @t (s&? 1t1<2?1 tthé Gsed %e\'fenﬁ‘éﬁt #&1d the shared
exchange of " the shared secre e user 100 then

secretifor thbtessey ismeeahlied 18X aPprethessegs V@’nﬁ@jem@rtm slrpgedkeepret for the

and.transferri,n t Q
us i Fedalled) i sEvin SRt R Rl Rkl (OGRS
autﬁ&ﬁfcaﬁ&ok@emf @di@%th@ shaed Eéo@étgmepl@ l%ptirmrsei@eoe p:ravlaelat 02 also
step 108, e public and private parts of

ZeRenRipS it P h lqmytemﬂ\ewtaaq legyragsterAd A dYsias th@ewlbba Keys
ool B gRANEL EhaHhin! GO Sy Vi U oc bR iack T2 generates a
magidt Elﬁﬂj‘zﬂtmtldeg)r(oklﬁystaedelire't)rastshcb\sn exaspl . CHwasharediskcresprovides

generated using the shared secret- as di scussed further

RS HCABIBAE HEAT 4B U (6 BTGP R CATME gl Sty iRgprovider's
) I
Sh@?geﬁéﬂﬁggﬁg‘?ﬁ?%‘é& g B UL GrofUes IRETEA pAVIR sporypion
ke¥, and hédwey gemfaneation tvhme fihat Absreeenenlckbyed @t the serwicepredddraising
as naster secr et Thig tra sfer can take pl ace r
theieoin SB A PR LD IR HROSE K9P ST 0 e e 5 156 user
(ﬁ§§ d the shared secret can understand and use the
hort-term aut hentication key to generate the naster
key Thener redvéves gl inforpatipn (stdpelist) aens frose Bievseryidsyprovider 102

LR R R F e Ll 504 e e

usdr %Wﬁﬁﬁstérﬁke}é Q§tgﬁ m} anih themahiar led theasRtvefifes thBkey
user is reca service provider 102 proceeds to

confarrmatign sajug £stmvh2®h ém this eyampie thekoi coafimpatiaeyalpasquld be the
hashof e 1tn 0§t Iglge %‘3 RE G ftﬁg ?Q’Vflc%%)r sorF{E1 gth%fﬁf(dv%? string, agreed
provider 1 al'so enera es’Its own [ ong-term
up &by hetuserankiale Slﬂvme pritvier. 1ifAhe kéyséondirtbgiorpudihé dodsays verify,
gener at ed b¥ t he user 100 and using the shared secret

thetrﬁ@t%réw iceqatady b the ayer 169 lsglé% drugtedsand idsasapme{hpt sgpjeghe is
yco Q:g pt0tn e‘f?fhe%%ﬁflegzhbn a tﬁ@ﬁl\ﬁﬁtgml}c?}gﬁﬂ)n%&g geff&@ted by the user

ar e provi.des the aut t1on hecessary'to
10® saesis vahid thedser thehisendsextitwh kgechniifhetisevalie back to the service

rovider's short-term lic authentication h
oriy (65 120w 06 o e R RS e b, ST (e
ng{/%aﬁoﬁ OX1ub 3Rd hfaﬁ?stthé’ Dseral Hady ko tb?ei) PRsNTAR LKA data

he service provider using the newly generated
exahasg@to tekmplycpﬂ from theserviangroyolee's Roinihaf witwi(sigp 138 Greihe user

51de, once ?he Vetification message is sent there would be a slight pause in transmission

but then full data exchange can begin (step 126).
Transmissions may comprise e-mail messages, HTTP (hyptertext transfer
protocol)-based traffic, such as XML (extensible markup language), WML (wireless

markup language), etc., or other types of traffic.



10

- 15

20

25

30

(step 116). The user receives the information (step

118) sent fromthe service provider 102 including the
wa@esogitea4provi der' s short-term and | ong-t er m pedl/iCa2005/000676

keys and generates the user's own master key (step

120). Wth this master key the user verifies the key

confj [ : t : ' I t :

oy oo RS, SRR e s ik S FAETR alate phfload ina
mdgeageaandt to ilee mabile dfvidetefaetha fire! oonformationtvhkee iksemivo it from the

tring, agyeed.upon by the user .and the service
il oeice 7 ByipRR B st & sthUe BORk i that defines the
hoMteehide at tiehd¥RSfsBim KBYsobfcamhiRMditvntt AR 888 IR dnfry M@y be a

trusted, and it is assuned that soneone is trying'to
URIBhgsrviae eeiry thet dumee eifttilares offa hdsbsarsice afrthe hestyspstemrbeing
ac%ﬁ%ﬂgenerated by the user 100 seens valid the user

en'sends a final key confirnmation value back to the

ser Vi wil iy appretedted Stacthe lahid) ternl REc1S PN RS/ RiiOMndRked by a first

receives the nessage, verifies the key confirmtion )
Pakhy (§4%» & HEFThas descriied hotein 1sa0 gxamiNe efomges geeebly @ fiyst key pair,

i [ . f
e e e e T
first pabliskelegndonfimt piireaty keeyi. fSindiatlpthaelsertgemi aitispatitationdies pair

woul.d be a sljght pause in transn ssion hut_then full
(algpureleresddn aﬁgéﬁqgﬁrﬁﬁ SRR k) DB SonoiiiatH S o @it fe.. the
— . . T of r .
oS PRSI0 B of BER: (AR ond B B8 i
publio keyppdraewaraigthy priviie kéwpomtios slsereafiden pe refagedpeds, a second public

ke i aprE T aRIPE “Rispuibb Mg lebinfaahon Bt et by o
sed'fo_ﬁd PalP @gg@seieﬁe pE&ric}léﬂFas_fﬁé%ﬂi&d%Yéiﬁ & ;fi@péxaﬁglé &¥emore

inal confirmation value is sent to it fromthe nobile

genpsaliys @ thivhkeyppait, sdgrdim theipiubliedses persionayd the paiveterley pertion

00k v that defjnes t-he host rvice . at theg host
e g3 S B berk iy SR R0 a2l BB b e PFlraipe
shd¥t teamdubllenfi€dtioinqBr @idtyptiohhdy stef %éﬂl%fatéli By thBye@ndhartR (e.g., the
host service at the hgst system being accessed. It

serificr Proyadep iy despripedcherdinds anrxappitoh B1ons seneraliy: p Svrtbdsey pair,
whglaelil{ t&%ﬂgfiﬁké‘)&)&%oﬁ ahd fh%)tg)ri@gtlretk%g%grtﬁm’ th&edféh/hedeferred to as a
escribed herein I's an exanple , nore generally, a

fourihrmiblik &yy pad 4 founthepriviate kelpe The firstpake yhap @eddraws tredirtthwmd

priyate ke rtion thereof can pe yeferred to as a
secpnd K¢y PR Oé‘ﬁﬁ*é%/a utee 4ok ¥ gqsmm?qfﬁatt © R}@y?ﬁesﬁl?ﬁwea?q gservice
prohiifer SRER b SEEMPEHHRBOLILHIL Bllofgey Pair (al so Teferr ed

to as a short-termencryption key pair) generated by

t he Thinisg topZigere X them.is shdven aisesspgasxaiesgy dibgrdmhshowiing an

exe:;\ﬁgglg(i s%%( (?I][I(Ealta? exoc%’angrgg rfc(;:‘r gge%Qr% iglg lal¥d Vgﬂggl%oanrgasl%gl)i(egﬁ \Izvflére the

service provider is the initiator of the data exchange. The steps within Figure 5

substantially correspond to the steps within Figure 4, except the service provider takes the
first step. This example highlights that either the user or the service provider can be the
initiator of the data exchange. In this illustration one end of the connection is considered
the user-100, and is labeled system A - service consumer. The other end of the connection
is considered the service 102, and is labeled system B — Service Provider. Between
System A 100 and System B 102 is a message exchange over one or moré data

communication networks 26, 28 and 64 such as illustrated in Figures 1, 2 and 3. Similarly

10
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public key portion and the private key portion thereof
can be referred to as a second public key and a second
w@eriozabda4key. Al so, the |ong-term encrypti on KRET/PARNI05/000676
generated by a second party (e.g., a service provider)
as described herein is an exanple of, nore generally,
as 8hdwll ndrik&és P2 hnd INRL ﬁée? c&h@ b?'zll?lllélﬁlelﬁ%)h P@bt 300, A4y a Host
the private key portion thereof can be referted to as
Systetnhd(;, d2,p40dri 6. key and a third private key. Similarly,

the short-t ti,cation (or.. e [ ke e
oo Asganupaf SEPEIUAE. LeRsnatt fiprigel WP tachhahe 510 (in i
exBhPN) e&ee"x);h@fﬁge dehbret Redeth Q(l%rﬁ‘ativ%lyﬁ FhefiseN®uid RBiitiatd i
general |y, fourth key pair, whérfein the public key
corpwnmc@homnﬁ ig ﬁmt@nplet@d éhat ey a@mmmtmﬁortmhle afhogtagpmipany 102 might
r.ef af oup and a
cof i 56 ofo B B b Undt By i Y R rioBH bl prtioq vith e
sha&&ﬂ séeed OBlhekRYviped. rISs1ﬁ%’ aihyElsiRbR ri&tB6d séletidt BSm the extensive list
described in the exa e above, or a service
of pricRirkaed, cog@@hﬂ@éloa%@maﬂbwwk ds PresomcRtheresutable method, the
L0 L QoAU By 541903100008 B0 YR
rec@ﬁzree aﬁ?d savgs &mcthmed isGoretrtg assisins eory e, kegpdgeneraﬁdste Alternatively,
service provider is the initiator qof the dat
thesSebHeth @@Vl‘%ﬁégg CRDECHHVE RiSFOTR| RpsTEeTs (shased %?ﬁfq%aﬁw the user 100.
In 68 88R0AH sEthéeFtﬁoﬁH@rR%vgy th? Lihréd QU it rel RIRER ik H?er
service provider takes the first step. This exanple
hi gifieghxchanpaof the shezed tdvect e serwice pheviderlPR een initiate (in this

e e B b Bl R Do e
us&Q08i(§6s e6b)t he psﬁl@ma{ ® se@ﬂge pﬁwl@p @b@ GerRY b EMBrt-term
Servi ce consuner. her end of the connection is

 authenfisiatien ke paivande lﬂngéemogwrm’i@nuk@y [paiséstep] 264)s t Iy @rresponds

o %erYé)é;ealEr orvl er. Between System A 100 and System B
Ry 2 ﬁ%féage exchange over one or nore data

COMD#HE ﬁﬁdeﬁﬁcd&ﬁb%&@slﬁﬁrteﬁﬁ aRIbnGAemnl kEy ?&ﬁrs are enerated the
illustrated in Figures 1, 2 and 3. Simlarlyas s

puble Irqyg theseofpre rangpittesl tortheuses éster 20 do Berther &mﬁrqtté the final
migtkaf ool o oy miisfysBY THEREDGiten S fitgBer om

ins¢€ie tinkhaohly thdhewngrf tHiatednedrbi woehddepbi)totudderstand and use
exchange a shared secret. Alternatively, the yser
thecsgrtderhpythentication keyclg rﬁ%‘ﬁﬁ@éb? Biaster key sThecRTasRtratidar's public

keys ik ré’%@w@ﬁ %esﬁsfe?%ﬁ& it or m&?% vEH@RﬂQ ﬁermg cPla 8B is

contact t user 1 he user at the user
expeatedtand pigat fitdranasbared amretcsavw mmérhary<ktap éﬂS)s éliheelser recalls the
ded. .Usin sui t abl e, et

!
shap e oS e TP TR Y R AR d e gation key
paid luglﬁg@hé ShaRMise@es (sRb 230TeTIR ReF alsd E&Mtss ARInBAekm Eﬁ&yptmn key

shared secret is generated and exchanged (steps 200
pain (eier22®).. Using tlus publivdieye generated and sent by the service provider 102 and

using the shared secret, the user 100 generates a master encryption key (or master secret)
as shown at step 212. After generating the master key the user 100 also generates a key
confirmation value by combining a known string(i.e., known to itself and the service
offering) with the master key (step 212). The user's short-term public authentication key

the long-term public encryption key, and the key confirmation value are sent to the service

- provider (step 212).
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b
CoOwRFArRISe the,CaBRgCHAN;

recei ves and saves the shared secret to assist in
encryption key generation. Alternatively, the service
w@e@diloanl 102 can receive a secret password (sSPEr/e€d2005/000676
secret) fromthe user 100. In either case, the service
provi der saves the shared secret in relation to this
US ercheAbivide éﬁ&ﬁa@ﬁ&@eﬁés thé ase%@ ?ﬁﬁﬁ’c &85 raﬁa key B&ﬁﬁ{aﬁbﬁ Salue
provider 102 can initiate hi s exanpl e)” steps of
an@ eafics the gerikdeyofithk infofnsation (S@ﬂ? 1éndnd alamsfcells fhaghkrey secret for

oip ety PR B8 PR e e ofile B e R g it Bbcans i

ovaidabedbri€adé k@nvdieds fpadhis @sefi stepl N2Y- UsihBHRNEEYREd PiblEREYs of
pair (gtep Z%nv Thi s corre(spgndsgto stgqep 108 mﬁﬁb Y

therpsgu md the seyvics nrﬁ@d@rérsw@deprp\faémk%; the serisedre@dencansow

e 08 AR AL o h SRR L S EA iy B vt

10P wetifiey theg Regt@ifiniation Valnaby aﬂaﬁlaﬁng Y owalkep coefiraiatiod value,
to as a master secret). This_ transfer can take place

usiggdhe Epwhuegg ped fhe r’ﬂ@wb)é"féﬁp‘}/ ntaﬁ@r b and Gpmp#ensh aRpst the
re&ﬁfeﬁ e ot auﬁlﬁn% ue IQ%QI@e rI?%h @&%Mfaﬁoh nglrlrlg Sfltogsr not verify,

entl c Lrerate i
thk@yated hstsekayi is aoptrwstedj end & madshmed key sormemerie trgingeol

t he yser, andl cks . rmr. tq verify the
tﬁ%g THAOH Falke 5?68%51%5 g mp e
fi&t kS§AY¥ %Qnél&réﬂe@f&’anﬁstﬁ@ Eér%@gi)rov}_&‘? 1 U§ ‘§5n<fs %Cﬁﬂah ﬁey

t e shared secret for that service provid
lgf?enmtlane’slua bablotat tht esen(ster ALt ﬂﬁ]atwsmekmyes;ihq: messagm gstep 220),

velifite RE REE PoriiieRon VA ol s PR Red i S RSP RS Goen

2201 biHi€ alk Ry Srutenes cRshgdnd take Place ¥ronk theSRENVE g&npémé\fd @dtep
102 and using the shared secret, the user 1

22%efén thessrviconisring sidee pmth@ﬁerkfécwlen MeEAsE é senbtheet \)/ould bea
pa?s% iR ltjrg\’\glmx?%aag%g t}%%quH éggl%xc}%% a%z: lf'())en | ?rg)til% il Inm agcycases it

e user generates a

wiltpe elwﬁueﬂt}ﬁgmaldtmm figst ﬂaﬂa@&cha@ge sonawngtiBe tdrfhfatiameent to the
the service offering) with the naster key (step 212).
userglocs Basie semerdvantagssm publ i ¢ aut henti cation key the

I o n%’ ThRIRRIHR lrfla[%/u&ﬂ‘gfrﬁégte'rﬁﬁl &@ys’aﬁ%n glmgﬁ%}ege transfer protocol)-

confirmation v re sent tot
badedttenfifié 529h dHeMH efextensibermaticde tangeage) WL (wirelssrhakup
publ ic ke s nd key co%gar mati on val ue and verifies
lanlgH%g itied! Heesi Bt fat i on (step 214), and al so

recaihge Bgﬁ%ﬁ?ﬁﬁ‘f’@ it toffeszgm{)ﬁ&ﬁste&%eam%{ byfife user (c.g.,

recei ey values o € user vice
withirothie dieer sofwatd) o1 ¢asrymgnous dveeekemplara tpprivegh amlwunea Flignre 4,.

thi,s user (step 21 i ng,the recei publ i c
wheR e b PO (R SEhHER, (BT A S AR e veer
disk6¥ets a h&® 910188 WinBMb ABEess ATstBP BOGE M A o8& vl a UDDI-
key (step 216). After generating the master key, the
likg sqryicecthpsughiagerporate Intranet service, through browsing the world-wide web,
through conversation with a friend or through a phone call. Once the service and user
have connected, they exchange a shared secret 's' that only the two of them know (step
302). Exemplary methods for this exchange have been described in detail already. This
shared secret 's' will be used later like a PIN (Personal Identification Number) to
authenticate the user and the service to each other. When the user is ready to access the

service, the user (e.g., in software) generates a long-term key pair for the requested service
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102 verifies the key confirmation value by cal cul ating

its owmn key confirmation val ue, using the known string
wa@pastiba4new y created master key, and conpar i PQI/iCA2005/000676

agai nst the received key confirmation value (step

216). If the key confirmation val ue does not verify,

r

A o SRRy Bl Bl KEP Bl Bl dhfipg 81 for futre e
keyipgopctaiions. Hor allloé theayatbembticahedlcwatioms|in ¢hedeaminder off this

epBRGPRa BrBUPaAI p SRR ol e s oseloRp hyschisesd boforehand
on\aro Gaételz@ortia@ey S84 ah $lcBRn? 3 8F G sTOR thés §1= §186@5)ViE S large
the nessa (step 220) verifies the key confirmation

Priyugl myanbean awdﬁmrgax brepadioly b@\m &¢i et desiot GQWOtb@ kgpt secret.
Ex%ﬁqggagy %%Qen}aglgél &%@P ag\gﬁs {o éat?ﬁ%fveﬁﬁ(e(s% ;l%)vts ?ﬁej:n% 38 SPEKE

meleddy] £ valtifeethe Bgensplels, camtdttohé‘l showed bdlow @hh@fﬂa ERSiSHARAtive group,
is sent there would be a pause_ in transm ssion, but

it wilhe %P&?Fll{enﬂfé\ﬁhwet%@ﬁ&ﬁ]gélaéaﬁﬁ gl be eastiedhoptusing anadgisie group:
cases it will be the user that initiates the first
dat a exchange; so having the confirmation sent to the
userPldoAidlmVEemmvdmiamMansm Ssi ons may
rise e- rrall messages, HITP (hypertext transfer
pro skRaemedy 1t af 9 b, such as XM (extensible markup -
| anguagele AVE (mnreless mar kup | anguage), etc., or
other types of ‘traffic. Figure 6 is a data flow
di adf Am bikeex empisangydifereptsa’s antili Ad>dut by t he user
(e.g., within the user software) for carrying out the
exenpl ary approach shown in Figure 4, when the user is
the Tihg 'vﬁlu%“&'rls e usBi®s RY-t@UCHMNI Rey (Jiemfo!rer §E§ne§£ll§'9ﬁrst ublic
occurs when the user diScovers a new Service and P _
keyloamthe yslueta {ssthe pse@'s@ng-tern priviigkey dere mory genezeally, ﬁrst private
K DDI | i ke service, through a corporate Intranet
ervice, through browsing the world-w de web, through

conyg fattaaiplyithdisedectdd @mtbedra’tif pRd@h tlaniheddesahdn the prime’
Once the service and user have connected t hey

nu@ﬂ?élh%nde Qnes fibg priy aisleayeis selseted (g ‘aohind the @u‘tﬂ\tﬁ)kf‘d‘fls epspted
ok BB pER e ey S SRR, B p8bid 7 AHE oGy

tragsmitted to e seivide previdaed | ater |ike a PIN (Personal
Identification Nupber) to autéﬁgtlcate t he user _and

t he As&iopi-iean ppthgpfigati letl KEY paifysealiso gracraiedby; the peex psqdpn the
sh4te& ?&?ethéqeste})ef%gcgsm% iM% cal agrron f;ov?iggtav@ key generation

generates a ter ey pair uest
meslerdy exafsarypnabdpaticBhealcllatigpstier thiskatsp an (using eg@ndhofame

the ke al sed durin or e rekeyin
%l ¥ uag?fua%ﬁs %#Wltaﬂé ‘%ﬁ?ﬁg'ﬁ%\? flé? cal cul glti gns

in the rerral nder of this application, we assune that
all parties involved in the transactions have agreed
bef @iddhAfhort-Term Authentication Key Pair (e.g., by User)

Pick Random x, 1 <x <g-1;

Calculate X =s%;

If X=1 keep choosing new x’s until X <> 1.
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on a group G of size order(Q, and an elenent g of G
such that g = order(g) is a large prinme nunber. G and

wa@20vas01e1 publicly known, i.e., they do not neRdI/Ca2d&/000676

kept secret. Exenplary nathenatlcal calculations to
create key val ues are as foll ows (using a SPEKE
et hog) yal i |
bel ow u‘t'ai @?ei@;ch%rﬁ g]ill cat i \Pgl g(r: ggy&hl fibig #ﬁ %ﬂ9v\§écond public
kea(m piadelm valtea't' is thet wbt'esho&i—tenh ativata ske}z (ar] nhobeganarallyesbcond
an .addjtive : Pick A Long-Term Key Pair
prtv E’gkey b?h‘ig%lpﬁ gke%glf?géﬁ?rﬁt 1<a<gq-1l; Calculate
A Ghahisleka rﬁﬁ)lﬁ the sKIBQRICATORSisMatvillchf18fRMhe Brigie lt'lﬂfdb'er @—1 The
va

| , The ue 1A is the user's long-term public

. usemoftwm thegserdsgh¢ pyblici kreytvahl@brﬁx canlde' WY’ to thedseries Q/féstrug (service

erofiteh 31 S oL b e SR PR el Pt
reédﬂ/@Qh@dalﬁw'diﬁrper@er sdditiead eﬁcﬁle@@hslsmﬁl 1|n€Fi§urE hraionce the

t he prime nunber - 1. Once the private ke
seEa¢eRlifamehas éompke’tqd thowe qah:@lq@nm,ul relEys ¢ smgén B#inpEHs own public
el i b 1 B Sttt vl 308 kT lion o312

astdiveussed irder bel@w 1dezbnne%t1$h] ovith-Rigiisen7a (tHieiRtshewh ao ﬁlplaE6B) in
pair_ is al gFénerat ed by the user based on the shared
Fifge Gomiag ey igursois ) At thisinegnt Ahasyiser 1sabletg use Rt gk ¥ fo oreate a

| t a Ve
midr ey L Rl ank QY SIHA0E b Aol IPLhin BAIPBAN Y together
to gelg&ratettlhmnmﬁmd{@sﬁmrmwypnm foethoq adlods farthe &hpl(amsnﬁatlm of perfect
appl.i ed to x). bef or e hort-Term ,
fo AR SFtr o b RRegh ats cleagloyh ke RS SESUPEE KRR, AD
exémpla¥y ﬁla%llkey &?Au@ﬁioﬁt@asxfoﬂo&l)éﬁ I'f X=I keep choosing

new x’s until” X oI .The value 1X is the user's
short-term public key (or, nore generally, second
publ '5‘1 ke and vaI ueU X, IS the user’

shor re generally, second

privateykey). The val ue s' is the shared secret. In

this exanple the selection of 'x'" is between 1 and

t he kgr¥ Rs nunber q"l The user software then sends the

publ eg a the service offering
c'hgcmﬁet}{gj lﬂ é Jgf)s, 1 & ﬁldordﬁégs 9;

(service provi step 308. This step
pr odeedasht(k1(|R2)wherigeré & Senchtertatibi Amction.

Here, 'x' is the user's short-term private authentication key (or, more generally,
second private key), and 'Y" is the received short-term public authentication key of the
service offering (or more generally, fourth public key). Also, 'a'is the user's long-term
private encryption key (or, more generally, first private key), and 'B' is the received long--
term public encryption key of the service offering (or, more generally, third public key).

The value ‘k’ represents the master key that can be used for encrypting data
between the user and the service. The value ‘k’ is a combination of the intermediate keys

k1’ (based on the short-term authentication keys) and k2’ (based on the long-term

_encryption keys). A check can be made on the intermediate key values of k1 and k2 at

step 314 to verify that these two values are not 0, 1 or order(G)-1; otherwise it could mean

there is a security attack being attempted This attack would result if the key were being
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recei ves the values and perforns additiona

cal cul ations, shown in Figure 7. Once the service
woRdesnomglt has conpl eted t hose cal cul ati ons, i tPCBCARINS/I000676

a simlar pair of its own public key values 'B and

"Y' with a key confirmation value to the user for
[ RC W

folEA ik FRE Rt BRo Goo o g 1ERE Rl MBI Y =0,
thé confnguicatintg mmsmgufd getre Fesylting key vAluetdflOs Tids dfltlclt bhzeck will

user, i s abl Y to create master key .,
CHSHP Hgt 2 2lfac 1%89%?8&6@%%1&%6% theivg &1 3{2@@% fall into

Bot hesEimaANhbsef erb RCHRGCad DBRTS #he; 4 RSkl 6).
¥ he gﬁcrn;pt ?lloﬁ r%tﬁ%bl Al ows 1 fe@yl r?p enent at gso olf)

per flég sulfsetrattackl isswt detegted, The masisr k&ae‘lk’ o e uded dylthe iiger to test

the re.key.sequence shown | ater ar S
thq 5 CoRPEHIEH O L (5P e O esing AR BT Nl Rlagh for
geﬁ&aﬁag a RYy d&3@ihatibn \Yaﬁue fﬁ%o ﬁa@l&he ﬁ@,ﬁﬁ/‘ﬁ whelbarstidg sdéﬁ as the

1, or order((% = hash k2) where |

byte§ naﬂ@cmlbh@ ket oA oAnfe&mpllamcakHé&t@n t0>test key edndirpetien galue
W Ecgét termprivate authentication key (or, nore

&' aIIy, second private key), and "Y' is the

recei ved short-term public authentication key of the

servi ce offering more generally, fourth public
key)ﬁiﬁMMMer's | ong-term private |
encr“ e\ £ jeld St pr.
’k@;élg&ilé\ AT %ﬁ%ilel Tes f?(lgl{r?]%% k%j Ap bl i vllee% received ha”
camla (f]foymme@BrVk(&)Of&ﬁ‘lnghﬂlds‘kf‘ isithelooblf mastardeefor , rmr e
generally, third public key). The value 'k' represents
the master key that can be used for encrypting data

bet wegQ sﬁﬁ@aﬂésse%e e&@edh&? foit I;Htlé?tﬁm vhilRe ﬁks@wedoeg noidlﬁat%h (step

conbi nat1 on - of e | nt e keys base
320 the sdverved tkey nma‘imtwm ivelaitj then iteg/m):ommﬂ (Stepz322()b dgeidcarect key

| on erm on keys). A che can be de on, .
cop st B S A by e e i ficries 3 sSie TS ffbic is
bein@ aYt@ﬁlgfeH t"['l‘l@bﬁ&ﬁﬁ&?w‘il\l\@e H@drté%%n ;Hie c&@t(st@p 342)01f the two

order (G -i; erwise it could mean there is a

cos‘rétmatuonwahles sagkehbthion gt 1a1assem§fdébat TRy secureclinlpieagibgen established

t the ke re bein rce 1,0 [ set
(ot 3440; 2l Ty wRkolt 35 Garn bEHeh A8k by SR FR i PRP2 %,
co®nuNicatins {k(sfé@ 3Qﬂ|§| l!IbﬁthtﬂE inB@lyP@tiagsl wepificati@tkeydthe user sends
resulting key va Thi s quick check will ensure

thig Halpe hﬁp@oﬂb@; feryie fﬁé@ %?éi) nghistfabeys back tp &igiyep felfpwing label
0

(CX uégg é)éeps}ém omgh sﬁ%u%égg it { ge{nsuﬂeq};lé)cﬁoqg?ﬁqgéo% g%@%ﬁ‘eﬁ%y the sewlce
offeting ttheludes bapb@lﬁio eﬁcharﬁge&latas(etepaaﬁ)ac k is not

detected, the nmaster eél k' . can be useg y the user

to thewisuitable encryption and decryption methods e used to encrypt and
decrypt messages using the master key, such as symmetric-key encryption/decryption
methods like the Advanced Encryption Standard (AES) (Federal Information Processing
Standards Publication 197, November 26, 2001, National Institute of Standards and
Technology).

Figure 7 is a data flow diagram of exemplary steps carried out by the service

offering (e.g., within the service provider software) for carrying out the exemplary
approach shown in Figure 4 when the user is the initiator of the key exchange as shown in

Figure 4. The process starts when a user contacts a service provider ‘out-of-band’ to
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the key confirmation value sent by the service

offering (step 318). One nethod for generating a key
wa@oeousitoTmat i on value is to hash the key with a REODEA2005/000676

string such as the bytes in the public key "A". An

exenpl ary cal culation to test key confirmati on val ue

: i , " j M= =

o8 ey SORL LBl B 302 B Gon e
uskt Adevaearel His ont-d fHieand exvliange bad eh rijscussed sékeralitindshaad also

PIEBAFY # FRE P o it AR SR 5T e e e sty are

ohdahis@%Ehanedi ég%e’f thEAn N8 i ORed/ Al G pold? ?rptif;tnk td §?ntact the service

I ncorrect (step I ncorrect” key confirnation

to\pagindhepuokcess mémee theatsendors wontactithehost detivise aghtommkyitibmessage (A)

o TR O BB BB | A ] M RREA L p5R0) sines
sefQ6Y provRE: BTphY RhWesnd S GMdrddd 8 Puddrs Wan Rt Gt thiir service
fully secure |link has been established (step 324). The

at ppy, mesthesenvins raevider is gassivg vatil te ugerstesides Hevaptsup lart the

S R TTRABLSBLL 8 e SRR B R,

stdi@staréDseefets BEIHY kv HespieRedBatter somhBinGmber bfQiAss rak& uded fails to
Figure 6 followng | abel (C). After a few nonents )
copnges ever;theg timg Ber@%s e amieal e Himepsagecilops thesesyigeproyider to
. ¢ . . o .
B LA BLERS Bh LARA0 600 AL I 1P HRNARe s i
useléscpubiit ishort-terhhodisentiastidnekeyswtich ds eazed yn thesheredaesrgplstep 400).
messages using.the master key, such as sy tric- X
Th&ﬁ&ﬁ%ﬁﬁ A e SR 5y &gfep 458, whieh
cafB6 L¥RE h M RLABHaN LS e Rhedtd ?&%c@korlvﬂfﬁe@ﬁk When re-key
Processi ng Standards Publication 197, Novenber 26,
op2iafions fek¢ plang|Figurss 7 and 8. of St andards and Technol ogy).

Figure 7 is data fl ow di.agram of exe ary .sfeps .

car rHEABE P Dienei 8L RaR ey TP BOBY Bait Y A e, in
m&REY §ifflaPfodyb Wio-1Sah ENGYStlorl 1y-5al dridtBdbP e dsBe(step 402).

exenpl ary approach shown in Figure 4 when the user is _
Exenwldry imathenmticalf calqwdationy teestedia thyesend cesdidening sl omg-taumeencryption

1.4, Th rogess starts N user .contacts a service
keﬁ P %l\ﬁaF eeFS fgg?f?g gefg'b%sﬁ%g %@é@ﬁ%‘%ﬁ%@a shared secret
(step 398). This corresponds with step 302.in Figure 6
on the user's device. This ogt-of:band exchange has
bee A 4 3yl (¢ b¥ BB ce-P 14Rri
of ' ippthat, the user and service are who
the?Héslggglﬁdﬁey{)’al(r)e.b Oqgé this exchange is conplete, the
userCalaulfte Be=gt any point in time to contact the

service :
If ﬁ =1, keep choosing different b’s until B <> 1,

The value 'B' is the service offering's (service provider's) long-term public key (or
more generally, third public key), and the value 'b' is the service offering's long-term
private key (or, more generally, third private key).

In this example, the selected number ‘b’ is greater than 1 and less than the prime
number g — 1. Once the private key ‘b’ is selected and the public key ‘B’ is generated, the
private key ‘b’ is stored securely, and the public key ‘B’ is eventually transmitted back to

the user so he can use it in his calculations.
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to begin the process. Once the user does contact the

host service, shown with nessage (A arriving fromthe
waig@s/1871il ow chart in Figure 6, the new user iBCT/CA2005/000676

verified (step 400). Since a service provider m ght

have tens or hundreds of users wanting to start using

th :
LD e SBMLRRR A st NRoR PN BRNAHOMIAPEcY i based on
thes gravidosecrcE(seap 404<)lu§7h1ng agtmﬂaobamman fhmwng @rSPEKE key

exchanged this e, and stal e shared

eo BT Dot aEY B SRRy b R o MO E- I BRs
asélfmﬂtﬂ)ﬁs @&Q{mfdafbh%(ésqlo@@m%& 1OYPAs Yeliik); t i me period. .

The arriva the nessage allows the serV|ce provi der
to find the new user and verify that a shared secret

g)ﬁio cskgvséhﬂg&;gc%hiﬁut%ﬁ Eﬁ_& Cy,a‘gg 3 i ;ger SEPUbllli

shaqeagggﬁmg{ (st 9 499) . The nessage al so contains
the user's %|IC | ong-term encryption key (step 400),
whi &felewaie Be=8sed in the inplenentation to create
per fipgt e key operations take
plagg?-Flgur S %%ﬁﬁﬁﬁgxn eggerV|ce of fering generates
a long-term encryptlon key pair for this user, in a
manner simlar to the |long-termencryption key F?Q’tt
lers

cr edtheyalpg 'Y Ha theswrvieaseifasingsAervics pryidary) pilises

|3
(-F

: awl‘h@ht‘féélugﬁ A tﬂofelr %e‘%x%ll& hQuitf 'b}ibﬁcekegf),fa%ld:tﬂﬁgvﬁkle y! is the service

ongterme pair-are
ofﬁeanglg pavafﬁE’ElKEt tmﬂnmu&)entl&ltmln kay (@ngofeganeidly, Rﬁllrtlh pnvate key).
= rl%' ]Séeesel?r O\élpg? 3’45 gtk(viggé g%gqan ggéqqp@;m?mber q—1. The
pughé f«?yr \edi‘ﬁes BRS gty Wi@l Qohtually B séﬁ@ltdjﬁle u@er th geﬁé}%e the user's own
servi'’ce offering's (service provider's) term
masiegbkex key (or m)re generally, third publ | c key), and

or 1 JAE iy et e WiPa G bR kSR o e Tl the s
and Ehetﬂ?fiv@te@é@!if}ﬂs@ealéthﬁeé el esicpile Hﬁ@t@f ke}b(ste,'pSﬂfO@E eB& ﬁﬁlng both ‘A’
than 1 and less than the me’ nunb .
angrX vigeethiidy geperajedhe alasier gﬂ’ the QHQWIMBﬁth I@WldeB PGTfQCt
for?v%gc? %e%tq%? Ttl?g)?oﬁgé g%‘fecé \%ogﬁvtaﬂg elcre%{/,r ﬁgs?reflt g § gﬁ‘leflfga?lon can

alsb ige I vaR ld‘eb?s fethe us gericration df Isﬁbs@qhéﬁﬂ kajd diiting BAG re-key
service offering al sQ generates, a short-term

SCRIGHeRa AT emr&mmst%ey cplgulationis aspellawsr ed secret
(step 404). Using a simlar calculation followng a
SPEKE key generation nethod, exenplary mathematics for
t hi CaddulptedvastérKien @e.gs by ServtiteP sovider)

k1 =X,

k2 =A%

check that k1, k2 =0, 1, or order(G)-1;
k =hash (k1 || k2).

Here, 'y' is the service offering's short-term private encryption key (or, more
generally, fourth private key), and 'X' is the received short-term public encryption key of

the user (or, more generally, second public key). Also, 'b'is-the service offering's long-
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assunptions for q and for x (as now applied to y) as

before): Pick A Short-Term Authentication Key Pair
w@ 200819710y Servi ce Provider) Pick Randomy, 1 RCT/CA2@5/000676

; Calculate Y = sy; IfY =1, keep choosing y's until Y

ol . The value "Y' is the service offering's (service

' ; i t | cati Ok,

A ER R e SIS
pubic eheyptemvikayefdlid eser (g, o genatally et putilerkey).

aut henti cat,i on ke r, r eneral Ly, fourth private _

cey) 1L, F;fegﬁeé b g mﬁ%@%ﬁ&&w&ﬁd%ythwrwge BEeTREe And it is
the saast the nidklePReysFRB e by th usdN ThRURLS #e6¥%al BE UES for

"B and 'Y w !l eventually be sent to the'user to
engeypting tliea bhtavegs dhe ssraemandeibe sserk dhe valug e is ercombination of the
. offering then,uses, the public keys A .and 'X .. .,
infBREiRsery i (REL AL Re Sor i is ey nds k2’ (based on
th€ RingLbrai &brRionaRes)alecllechRah BE mlaY ok SHeSRtcHBBdiateBey values of

using both 'A and ' X together to generate the maSter

kliead ke stepdP§ g Yy that Hisae provalaessarp aet & dtorfosderbe)1; otherwise

: ) i i f .

81 A5k ol L SR RS ALY “0RE Sk b e o
kek &yese being fecedingenanal subsetadt toiubsReibiyiteyk.eyixhe bitdoker sends an X

any_re-key sequence. An exenplary naster key o
= @i ¥t Qihesemmimeating pryiss cowd et d rsulting kewvalke of P This quick

: j [ Kl =Xy 3 : I
ch% x?ﬁfoéﬂs%% tg%t%éragtgé é;ﬁ_o]t ?Clﬁ(é/ ﬁtgg%i. EIf @Pwrfé?ﬁl%\ratlﬁééfé l%(l orrk2 does
fall jzito bse dfthessesmaillcsabsxt erups thesnegbidationt for akey tareieeaborted (step
.encryption key (or, nore generally, fourth private
41§)ey), and 1X is the received shl/2rt-term public
enc iy pELREL H@¥k Rindt QeS8 thé RlasteFRESKIE @‘J_lée}i’bgstﬁ‘@ Qidice
public key). Also, '"b'" is the servi‘ce offering
offetingtaetesh the kexacanficmmti¢rovaluereane by erearsat (syep 416).r One method for
rivate ke and ' A is the. received. | -termpublic
sl e P Ron flod B 4p B BE Ry BT o b i of e
by h iHe puBHe key ¥ VAh @gerh;kla?r QRARNYS tésmle!mﬁigﬁ(keiﬂ 8¥nfirmation
enerated by the service offering, and it is the sane
Vaglﬁ)Wh@ldr’?&Ster key generated by the user. This master
key can be used for encrypting data between the
service and the user. The value 'k' is a conbination
of tItegt Key Confirmation Value

hg = hash (k || bytes of public key “B”).

The service offering would then transmit the test string to the user so that it can
verify that the master key generated by the user matches the master key created by the
sé:rvice offering. The service offering then sends the long-term public encryption key ‘B’,
the short-term public authentication key °Y” (or, fourth public key) and the verification
string hg to the user (step 414). '

Once the user has generated its own master key ‘k’ it sends back a final key
confirmation value to ensure the service offering knows that everything has worked
correctly (C). This final step (C) is shown in Figure 7 as an input to the service offering at
step 416. If the key confirmation value was calculated based upon 'A' and sent to the

service offering (step 416), then this is what the test looks for (step 418). If the key
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i ntermedi ate keys 'kl ' (based on the short-term

aut henti cation keys) and 'k2' (based on the long-term
wep@syptiton keys). A check can be made on the PCT/CA2005/000676

intermedi ate key val ues of kIl and k2 at step 408 to

verify that these two values are not 0, 1 or
cogfg{gﬁétlic}%vag%etdgggﬁ tg:n%tgh IzEtt t&(ﬁ‘p&tg dmﬁltﬂserb? thE 1§iabc1rt§d (step 420).
If t@é@ytconﬁrrmd’tmnmme\nemtcﬂled tignfitis eedimedtthata fatialb-way encrypted

ubset .of total eys. |f _the attacker sends
anaﬁe%mdﬁ%?m@umdgg ?1% e&ﬁﬁ%@ﬁ?é&@) ng parties could

get a resulting key value of 0. This quick check wll

ensure that an attack is not being staged. If however

€ edoes fall into one of t hese :

smal set he ne ot at | a

N S %8%2%%’5"” aip g SRR kPR stfpsgit e Rer e,
witleh esttesle) foh@ rBReY SéquikRde when t%géhebﬁtn%%ﬁdth’éy kéyi@ the environment

service offering to test the key confirmation val ue

illestratedyy Figiges b randsk ephigpspedun dlwm@alef@rhtsg@mm fhadong-
f |
e SR TR A MLl B 9 L At e s

stafts véheargthartiie asdr ou bt seprice (Effdr&@tdebiale aSiet K@' 1é Ké&yired or required.
conflrrmtlonvlue uld be: Test Key Confirmation

Foytyis exagpple W&é’ﬁ‘ (aﬁsqn]le hegt (srvisg quvedex)ag; ruping angreryption key
ex? ﬁféf*‘ Hgsv@{}érnfti’thf’énifé thah{thet %??ffftetﬁg%&?hér?ﬁgsﬁtgﬂt Eg e

e user so it can veri
geg@atedaﬂ“hel ubar nhilght desile thattici disnet tbe amewtkey, theysarroe a¢reite might

hagd ey oS aE e e AYIEL GHAT AR GeTipdtp thpCurigiyidey value
WERSYdr theSdat, a%lw Koy HBERLI o 2 duPed KaM a %1%1{ etht)@ Wot Based on

public key) and the verification string to the user
the(mgpahtsmat)ed s@melecantte ussé to mray@ﬂemwdtbyl ts own rrast er

k ds b K f t]
o dhistip ki B ep o Tiibf R R en iy My g BRigaser, or
thdwmr WevideRdo et d @S¥ ko (skeb-43001 OF Eduirad, sep B0 CHUIAIbE KBAMEY by the

in Figure 7 as an input to the service offering at
seryicspravider ipgteadef theysesobhe psrisebwareeneraiea s newl sbartders

e th KR ploa i SRR BRSPS L e
and Gisdshiee se@yecaeqiiériceat siswvbdfoe: does not match the

expected value the operation is aborted (step 420). If
the key confirmation value is matched then it is

ass prRdA &L Sﬂoﬂ:—ﬁ drnh m&gﬂioﬁrﬁég gé§§ $1n= By;gs K}: e data
co y Data

FI oWiBeRjarsionex, 1 <x <g-1;
Calculate X = g*;

If X =1, keep choosing x’s until X <> 1.

Here, 'x' is a "new" value generated for the user's short-term private encryption
key. The value 'x' can be referred to either as an "encryption" key or as an
"authentication" key (as was doné previously) because the value 'x' contributes to both
aspects. In this exampie, the selection of ‘x’ is between 1 and the prime number q — 1.
The user software then sends the newly generated public key value ‘X’ to the service

provider 434. This step proceeds to (D) where the service provider receives the value and
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Figure 8 is a data fl ow di agram show ng exenpl ary
steps within the user (e.g., within software) for a

WO es0kay71dequence when regenerati ng anot her keyPCTCAR®S/000676
environnment illustrated in Figures 1, 2 and 3. This
procedure illustrates the utility of using t he

perRAAE 88ANEAA LY RE1a88nK Sted (D)%B af¥ef idiB ?*‘1 g‘?rgatu"fl h L service
of perfect forward secrecy.” The proces start

previdheside dthasennestion.he service of fering decide a new

key iLs desired or red. F hi s

os e 8 ST Dratfhied Sl b alei iR g R ) shown n
Figiiery/ ﬂtrbﬁﬁlﬁ@é{mﬂéphéw?ﬁblfwncrﬁﬁ%kgi (71 (3RdcBssRE SurfiRy )below) with
. other ways the encryption key mght be r e generated

Wéoaﬁénatmrgvﬁluej@@s vereligatian bytthe wser (e This issherewak egput (E) in

Y 80 R B D 18 B B PP PR i

sem&d:d,llerovid@ﬂé eMex lohfeerfiafidlic ABNRYY f6QYcdtSa HRiSier Ry Allowing
required, and a uni que nethod, not based on_ the

ady gl SRR el atlaticne ©F xampen By g hodh Gersistine Rhnd the new
¢ F

SR (IO 1, HEEA S BB SRR Ayl o
perﬁectcﬁotw:adrsecmeck}eyPe(rﬁat:’efmm&ﬁ)secﬁy colbesechiestd beéhﬁ@e ﬁeithleﬂthe

be. ex ;:ut t, ge S rV| ce rovi der instead of th
xidut i s et ods dNEF grigwabshagss) sk i ghegisting ‘B
t
coRI AP Rl %iéigf%%%’snseﬁ%@ﬁ%e D/ofi88 O Eabus ke
A@thmhl&ethasXShng\A‘B PefyaagicsBoulk oAtHﬂamtlﬁhmcat}oﬁ@enerated with the

on)gln éﬁ) A K?ygpnislf én éﬁhg‘@ggate%f ]seercﬁ)u:sLeF;l %&%@ﬂ%&%ﬁééssgd the
shire§ sbdbd, bvoiﬁdchalve bedtedtfle to Bave tife FivalElly BaLHRIISORKATER is seen
for the user's short-termprivate encryption key. The

mezg|clparly in theapemplare feckgyenathomaticah ezlcalgliemto aeate g pewanaster key
qKey or as an "authentication" key (as was done

previ ously) because the value 'x' contributes to both

aspects. In this exanple, the selection of "x' is

between 1 and the_ pri me nurrber g - 1. The user

sof tlulERANMISEE ACRY (£48a M) gener at ed public key

val yg 3. to the 'servi ce provider 434. This step

proceeds to (D) where the service provider receives

t he k\Z&#BE andperforns additional calculations. Step

(D) is . taken |nto F| ure 9@3\5 i nput . on the service

pr oVl thef Il ko =@ EBWﬁE( Once the service

provi dgssnhas ﬁgﬂpl et ed those caI culations with (D)
shown I n SEIgLJ returns a simlar new public

encryption key 'Y (d| scussed further below) wth

Here, 'X' is the user's new short-term private encryption key, and "Y" is the new
received short-term public encryption key generated by the service provider. The value 'a'
is the user's existing long-term private encryption key, and 'B' is the service provider's
existing long-term public encryption key.

The value ‘k’ represents the new master key that can be used for encrypting data
between the user and the service provider. The value ‘k’ is a combination of the
intermediate keys ‘k1’ (based on the short-term encryption key) and ‘k2’ (based on the
long-term encryption keys). A check can be made on the intermediate key values of k1

and k2 (step 442) to verify that these two values are not 0, 1 or order(G)-1; otherwise or it
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a key confirmation value for verification by the user
(E). This is shown as input (E) in Figure 8. At this
w@oiostiotihe user is able to use the service proRCHEA2®5/000676
new 'Y key with the service provider's ol der
long-termpublic "B key to create a master key
coiR e tereas 3Rty Atelbeil AhBlddqBep 449 1BXONBIE thValue of
usi ng both the exi'sting 'e%l'% andﬁt hg n%w % togeteﬁer alueo
kltqr kgaloss fallbintchencladythest lsmall salysgpgrioops te tnkgatiatian for okdyden be
[ men ion of perfect forward secrecy. Perfect
abf)g%gslteéﬂis% Tecy can be achi eved because neither the

exi Sf hB@bseBattaRRfs AidtQleR@Wd, He ndWendaes &y OF dafi®e Ql%écgﬂoﬁéflt the key

shared secret, and the existing 'B is conbined wt

- copfEmafiagy value sept ey higservicermdfiringyservce piovister) as shawe Et gep 446.
| . . & _ o iy TR
Ol BOE YRl SUTLIBARL bR EePL B Son{ e

strivg lgltentht bgleaoLithepabli€key 6IMAY, theaaﬁbhﬁﬁﬁ fraRAlSREwles
user, that originally possessed the shared secret,
CoRGM MR FEE e b wnepspagdoyshedgseribedt: df kesycalgylatedkesd
cohBrriidti valfdl ek fotSf&Eh %‘éfw?é R85 Y {:spegt R),GHE f%raxstumed to be
re-key mathematical calculation to treate”a hew naster
in keyr (skep:45Qal AuliadoerebstyeonBayatioa. vilue woultsesa) tidt a?r&éﬁ?(i;n-the-
! or order (& 1;

mlﬁégeﬁa?teclg E)? ([s:c?m%( gsaf:er gjg%cg :is ggzgng ;gér{ié’gd.ugg}er\gis[al iG user generates a

fird RS conBit ki Vb EuSRETEREARR KEEY (8BF 4&%} 1% el Coffiithation
received short-term public encryption key generate y

valugds sant (d the spviveipdeviderstep ¢ad)es @ firial cenfilmtiosgess' shown at point

SN A N SR IR

soﬂﬂ@fe}(@ﬁeﬁ A56 K urindeshod pegiod Iof tiRRMES 8NA1So b REnd¥Wvhere messages
mast er key that can be used for encr yﬁt i ng data

tha gapepisvionely imapmiied conld asays/ine dyingthig@eriod hésavaral minutes the

K ' ' f the internediate keys 'Kkl
o 38 FETEMLTSP0i PRE PRLF R A CL
( bagkehiag nbWao Fon@e O eisTriaenBhida KRy Sagran 6h€}€‘dﬁi£&5} steps

.be made on the internedi ate key val ues of kIl and )
withi His sampqe Rrgviger fof ¢ re-Key sagnenss whes rogangeaiingeaother kqy, in the

oot R IR Rl PRG0350 b SORLIIERINIAL 3 By e
lorightern @hergpiién kdy iarcok@mcit@swithiie shoitaeanendypticndss for

im§ 8{/3%1@13{? %ér efgb ?ozfg/;?cf setcpe%y.n ?ngt%sl e%tllloo%?m];gtrweahet(\f%yasé:u%?edbt}ele user has
started the process and has already created a new short-term encryption (or authentication)
key pair as shown in Figure 8. The arrival of the short-term public encryption key ‘X’ is
shown as input (D). 4The public key is received and the user’s configuration information is
recalled and checked (step 460). The service offering then generates a new short-term
encryption key pair for use over tﬁe next segment of time (step 462). Exemplary
mathematics to create a new short-term encryption key is similar to what has been shown

before, except the shared secret 's' is not used.
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If a subset attack is not detected, the new master key
"k' can be used to test the key confirmation val ue

W@ eovs/1i4t he service offering (service provi dePQT/@a2005/000676
shown at step 446. One nethod for generating a key
confirmation value is to hash the key wwth a known
zlto o Bk |4 Kew!Ih8rRYEAR Kot ol KRY Pir @6 Ay Séivice PiBvider
be tRiek Ramdonag, pevs qusl y described. If the cal cul ated
key @gnfi rgt_ip.n val ue does not match what was
recerUeYaEst 8§ 448), the key is assumed to be in error
(St &P YA59) keefRhbSSRY f2865mKeYuRANY ks mati on val ue woul d
mean that. a man-in-them ddl e attack, or sone other
attack is being attenpted. O herw se the user

gener. af. final key. confirnation val usi.ng th
et gy fgle e s TRBE RN d S Phe B PE Rl R 1 The
valife ‘YeMillleQerith@lySIRS EhE® thE 036 ELEerletdte B nthart) ke (stepl4 723
confirmation; as shown at point (F) in Figure 8. Then :
af t eter Pigking a pawi short-HamgryPHen ey Pain admgsterdkeydegenerated by
WY o I
i DBk 0 AL S8l s escRU Sl ooy
gehératedwalue ‘pt. By osisg Yothr'anand tX eidgethed td genératéahé Rey, the
Dur i.ng tfl{os period of several mnutes the old key is
engiyptiompghodineevifss faepengst o5tk sestesy o g rreplagy niasiey key
calbUlaBbR % RAWidws:Figure 9 this represents a data flow
I'agram of exenplary steps within the service provider

| ongeitexm encryption key in conjunction with the
short-termencryption key for inplenenting perfect
f or k&rdASecrecy. In this enbodi nent we have assuned

or ot Wl ReRC O ol PRRAREICEE On' o

aut Ik&nhﬁgha(qdlqmaz),key pair as shown in Figure 8. The
arrival of the short-term public encryption key 'X 1is
shown as input (D). The public key is received and the

chociy Y &1 48 YRl PatBh PR L8R bAFAL bihyPih ko, and s

thgesveraatiosd shorptwrdpoblie aurmptihdeyichaatel dy thaiderf The vslae 'b' is
over, the next segment of tine (step 462), Exenplary

the Sef FeRBEOV ST § SXIEHIEOBE- BT R ORI Aok Al A\ | 18 phsgr's
i W} yg@, n shown before, except the

exgﬁgégﬁgstg%?g?ol S Elr@ﬁﬁrcl)?gﬁsed. Pick A New Short-Term
Encrihptvalme ‘Kegpieadnts (he mpster gy Serthe sseviee offedey fstdpi 494). This

Wiﬁ\)%g glg%’r Fli;m%tmwg&a[%g?tkv%% gite?se;\(/ic:e ogf}(e;rinlgfang t}fe 1:1Ls’er. k"%}?g value
‘k’ is a combination of the intermediate keys k1’ (based on the new short-term encryption
keys) and ‘k2’ (based on the long-term encryption keys). The calculation of ‘k’ is not
directly dependent on the original shared secret ‘s’, but the values ‘A’ and ‘b’ carry some
of the authentication originally provided by ‘s’. A check can be made on the intermediate
key values of k1 and k2 (step 466) to verify that these two values are not 0, 1 or order(G)-
1, otherwise it could mean there is a security attack being attempted. Ifk1 or k2 do fall

into one of these small subset groups the negotiation for a key can be aborted (step 468).
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In this exanple, the selection of 'y'" is between 1 and

the prime nunber g - 1. The value 'Y w il eventually
wbeoosanti4at o t he user to generate a naster key PGI/€p2005/000676

472). After picking a new short-term encryption key

pair, a master key is generated by the service

ro Y ») US |ve

p Ef ?ﬁgb%ﬁ Eﬁhg:kﬁpﬁ?t (ﬁtelél.eed a%e r%lggetrr a%\g} Vgﬂog i}f the key
couﬁtmgld”m\tdilue s@snt ynthe’ erwdng‘&Hﬁg [(stt® 4PN Dt 1Bethb& fd??énerating a

the gncryptl Jret hod provides for perfect forwa

key copRppationyaliedain bash thedeyerith a fmewn sigmgiliks thg Bytesin the public
ke&?‘?\’/’l %%5) 4‘?@' Cﬂli&a@c%ﬁﬁﬁ%ﬂ Iﬁ@éh fFaro ﬁhogé( ﬁ?&{d\{f c%?qmbgd ”1Fhe
semceocvftﬂ&m{g@)'euld ihdn tranb@a hits (nekl shbtt—tkﬁﬁ) pubtieremcryptios kbNEY” and the
ke g o Rahie e A B 9bd BRGPSIEeP BT Focs and the

ke?'%@ﬁﬁﬂﬁdtfbﬂ VARK 19 SRNPA RO bBE(R)SR Figuldg, val ue "b' is
he service provider's existing l'ong- %erm private

encrQmge tbﬁuwé;aas gangratal ity gwn nnsuqslwy &’ axseatls hgck a final key
bI Th
cop PR R b Dt Rl BB AR g o

4 coﬁ@&t%p(s%@ﬂ of FiSir¥8) s s*h@wﬁsa@ ol arhiehed] ¥Rbiah gr)ak Ehdjaﬂ{ # Figure 9
i

bet ween the service offering and the user. he val ue
as-apinpug toythe seryigentfeoing d¥ten HEd)i ﬁf &e frew memélys valge'was calculated

fod. %aﬁl?cgse%' tdt tﬁg Sf}gﬁg&%?%ﬁ? &s% t’hgﬁj f( fé)vhl#ﬁ%e tgsqqooks%or (step

sed on 't 1on

476)i| Kuheskdyoronffmatikon vadueddes ﬂbf m@&h!hdj@@eﬂd@ ﬂhlu@ ﬂleI ratlon is
i nal shared secret, 's', but the val ues '

abeﬁ?f (ptepdifs) off ﬂll%]éeya%lﬁétﬁﬁ‘il%‘f%}l%v%% Jegi then itys ?ﬁSW?@I éhatt a full

iS55 8 GBS ST Bl e

keepmihv ptavesis &ep foraevedal rhinntes gusd éx (458 padketsm/éle ronirseteidiuring this
neanp there is security attack being attenpted.

newﬁ(emgeg?raﬂ%n 3 Giep “i%ﬁ 0 one of these small subset
gro ;am Abbee-089AbERIHREch ¥hn Be KRNI ffdiNo %hé@ﬁt‘h%ﬁ&eﬁ@ﬁ&?

If a subset attack is not detected
calcegatlbks for gendvatiansleq. tayer-thstair) loé sdwye kayaf iFDn@tam:p‘]e \aalsae(e.g., a

fferj 47Q
P lablh SRS kbR Pha PPtk pU R RLER by svstem
su&ﬂﬁa/s msg §ystente TONY 2@9 Barst bHege & BRal¥ERS el (é be ci%la-.l gerhlcally

(step 470 This cal cul ation can be sim|

anh é%@etd\(%’ba’@&aﬂéfé]st ugb gut-gheandanetheds sych as theee m@wo@sly
acleRg AN Bodtdip IS WIS S AbRUAY SrcBRey P hEBoliS¥apping
is done in such a way that online and offline dictionary attacks are prevented.

For example, the exemplary protocols described below can allow the user (e.g.,
mobile station) and the service p%ovider (e.g., host system) to negotiate cryptographic keys
over the air, which is assumed to be an insecure channel. In this example, the first
protocol is for the initial key exchange, and the second is for key regeneration (re-keying).

According to one example, the first protocol runs the SPEKE and Diffie-Hellman
(DH) key exchange protocols in parallel. The resulting master key is a combination of the
keys generated by the SPEKE and DH protocols. SPEKE combines a small shared secret

with the DH key agreement protocol to negotiate a shared key, in such a way that
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key confirmation value h to the user (step 472). This
transfer of the key values and the key confirmation

wa@ 2008807181 shown at transfer box (E) in Fi gure BCT/CAZ®S5/000676
the user has generated its own master key "k', it
sends back a final key confirmation value to ensure

S A0 R PO 0  k lor
DHikeslagsempnwith Bje snsallsthared seeref-i gure 9 as an input to

th ff 74, If th

ot T peaL S VP s e ighe e O ensiansdoy gereement
sch&Be)S8foWnGR 19 £ AAGxéh %l‘ﬁﬂ/ Gefddn ofﬁﬁé"te&lﬁh@fé R dshdvel ReGuide 1o

test” | ooks for (step 47 the key confirmation
Eljpiie €utiedsyyplograpdy by . &@nkmemt@d\demzae anth 8. Upastamﬂ @few York:

s RPN B b ok PR

hegdifi b @éteﬁénwgbrm: oRf AemOAFRANING Wid Lhe hmgefvh%ta‘@e f the art
(st e% 480). The S%Erger keeps the %r ev;géglumél ores

Ig8Pnut es just in case packets were on route

A R RRR B, T i

promhar(oehmyaem) caal shieiteathe NRWINY cryprOeyAéh Paraneetds:,
over-the-air). of secure keys. For exanple, a user
(e. o’ & fipdsifield hptimeprdstii@h as nobile stations 30 or
32)
as host sy%%lﬁ&%g%%fg?{’csgﬁh trhgiNI 3 ar gﬁéﬁgsl,rra 1]?‘&{8 B Standards
secraatl Teelndlegy) .approwyd b tybid p}tndoml diiptveakve et &, Whigh curve has
‘obtalndthrou ods such, as thgse. .
or e SR U8 reB s o Sgreeb vy Sieadat Brgisstion,
cr yp‘lﬁgﬁaﬁ@li%faﬁlré $ta§1H£1‘ar(E)S|S Y Jan! DG, B! Al Pgé}’f&%& BY0bated at

done in suc that online and offlihe di ctlonary
at t ahtﬂps’/earoemgtrmmlbb@hnoﬁs{ﬁpdﬁpm%eZ/ﬁpski§6e?kdmngalr pdo);

eSS IR R b gt S

SYStxgm- r&ﬁei&ﬁk@lh}ﬁkﬁc&{?yﬁbﬁg oM fealiSl, SWIRYEX 1S the s@dlz{r andRisa
which is assunmed to be an insecure channel. In th

exarﬁ@lﬂéontl?{é’q} iandt protocol is for the initial key
exchange, l)h cond is for key regeneratl on

br ot gyo(mﬂ%% Shevuhds by FF e ronraviniatpg okl =

exchapgenddé 6f 106 @liiptic RuRRABIHt R, and P& thEBH |léﬂgﬂgof“§9§'éer
key is a conbination of the kéys ‘generated by t

SPEKE =d s, PHH-py.ot ocol s. SPEKE conbi nes a snal | shar ed
secret with the DH key agreenent protocol to negotiate

a shdeagekdp, andhosirypien Myagrmtp pise tiewbere-aoted bhlameters, or

O N S N

m@hahaitabestfions Iﬁlﬁb@@merid i g’b@{ Bl(F))setdept Edéome MQV

techni que (Menezes- Qu- Vanst one agr eenent
operations can be done in Z, (where Z, refers to 1ntegers modulo I).

Initial Key Exchange

As noted above, the first exemplary protocol utilizes SPEKE and DH together for initial
key exchange. In describing the example below, reference will be made to the previously
described flow chart of Figure 4, which illustrates exemplary process steps where a user

100 (e.g., mobile station) is the initiator of data exchange. Of course, Figure 5 is likewise
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schenme) known in the art. An exenplary version of this
technique is described in Guide to Elliptic Curve
w@eoostiogeaphy by D. Hankerson, A Menezes, andPSI/CA2005/000676
Vanst one (New York: Springer-Verlag, 2004); the MYV
di scussion of this reference is hereby incorporated
R e Nl et Seenlark PR AR Ry AR YhRb e g, hos
systeshnd the enitiator ekéatp banhyngarpAlsoeht etdngriary stdpe nesenotdOur in the

e.gd.,..mbile station) and service provider (or host
ort§strioeg -

an share the follow ng cryptosystem

par are&ieate htl ex@hhhdd 4 ﬁﬁéd%%&ep(stegrl'ola? {04 & 190 andHhE host

q) "an elliptic curve over Fq, such as the N ST
SY@H@m IQZrcan uspieny suitable@pp@rcinsischds pmvdouﬁbcdtﬂsmh@yd)bove Elther

]

o8 EReste et BRSO 5 Blab€ ot af i by SRgfmonication.
Pr oCEi&sisBO1 (8 @ ah6lsileRed onCat dran) car i%eﬁh'efa@é a ﬁln%"iéﬁr&'k% ]%all‘ (step
Standard (DSS)'", Jan. 27, 2000, Appendix 6, |ocate

108) by prckingrarandem ngmbepu wheisaasnd) andiay ¢a1@dat8&r4/=mfb@llllptlc

" t hat er at
e 2SS ARARERAL e i Bl Eob eSS B9 B
keg), |4 Ritheuers b gsam pﬁblmklepl(& fﬁ@ﬁpu‘tﬁl@,ke )@h@ Penld§ akd@s described
scalar and Ris a paint on E(F X -R =(-Lrnod2["
abpvye. 1Thus, 1n this ezamplev\ﬂ@ru(ger)@ lpag teﬁl@ guhh@ K@y is generated using an elliptic
t f
SRS 9Pl REEREIESAFf) o Pl G R0
r J+To geﬁhmtmﬂsashomﬁm kely pais (stepyl<IBEthd Gser 400 ean first v@wert the

th b t th t abl e
Shﬂg& g%.g%\éfg ri]i%m?ﬁ a%w a’iq gépto%&reldieﬁé,teg 859 THe user can then

: chQ('Sde\ﬁqtaﬁdcﬁﬁ‘ hBRBELE, Svhef SRGDETRE bl QRE Bt L i%%%elﬁﬁﬁc Bve scalar

done in the group E(F q), eXcept that some
mypplicationh sTlmruabtlte/ xdisrlee waer'Zshoftikam private key énrssecand private key)

of Jan L 1t (ol st e e R Eengh s the
uséH sh@ﬂ@érﬁﬁﬁuﬂh@ﬂ(ey lﬂd)ﬁsle@dm&;ﬂ;)bh@k@fbange- I'n descri bing

t he exanple bel ow, reference w be made to the

pr eviihgwséryl 00 can then send (step 110) the second public key X and the first public
key A to the host system 102 along with first auxiliary data ('Aux Data p'). As discussed
further below, the first auxiliary data will be used in generating a key confirmation value.
The first auxiliary data can be essentially any data string such as a random data string, of it
can be other useful data, such as device conﬁguratioﬁ information that can be used by the
host system in configuring one or more devices at the host system's end. Its size is agreed
upon in advance by the communicating parties.

The host system 102 receives the long term and short term public keys of the user

100 and recalls the shared secret s (step 112). The host system can generate its own long
term key pair (step 114) by picking a random number b, where 1<b<r-1 and by calculating
B = bP (elliptic curve scalar multiplication), where b is the host system's long term private
key (or third private key), B is the host system's long term public key (or third public key),
and P and r are as described above. Thus, in this example, the host system's long term
public key is also generated using an elliptic curve calculation. The host system 102 can

then securely store b and B. Of course, various steps can occur in'any suitable order, e.g.,
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descri bed flow chart of Figure 4, which illustrates

exenpl ary process steps where a user 100 (e.g., nobile
waet@bitentis the initiator of data exchange. CQPCT/OAL®E/000676

Figure 5 is |ikew seapplicable, which illustrates

exenpl ary process steps where a service provider

Fels of dat a_.ex
théﬁosq Syitﬂ‘ﬂ%él}( géﬂaﬁlg@lts 1?1}3%348?-: 1 é)ﬂlgltl %% c‘f:aaer Y PARL 0] 8%}/1ng any
puﬂﬁskﬁyhﬂhhndﬂbn@&meﬂﬁhﬁeﬁﬂﬂm exchange a shared secret
(step 104), the user 100 and the host system 102 can
Use HhEnSTAte Hpphorkist Sax Rais (Rigp lalé),pth@bp% §¥stgmsas dirstgagyert the
B8y BRI SRS AL 1 uer 100
andlilee hese systédn) 102 aig.operatib lire framatvbrknof3faed paRmetas, the user 100

a“gglﬁg{f%tgﬁlﬁl&g%n tﬁﬁe{r@?gég égll%le\rvaﬁlgtrfgp Lf,)l/ %gghg% |s§9ltt$rg Ié‘,QlAthen choose
a raﬁ‘(?orﬁ Blinb B ) )!v ViRt 16,<3CRhAY cAiddudleh 38 ﬁglhpﬁ’g@ﬁ'@e Rala?

he user's Tong term private key (or priv
muléyblcatlAn) sThehgnantiery is thelmast systam pslbirt mrm @yw@t@ tkey i(orsfourth

P.and d
orPARie L SERR R B el RS g TRSR BEn FRRE g oy pei
an@ Gnie tied 1Rkt i%tends sHbredetrh Public ki (68 fRmhGIbaE key). The

user 100 (e.g., nobile station) can then securely

st orHleéloafrﬁwwm 18 ogariberanadeulats (sferol 16) manasidedyy feri master secret)
usﬁlg tfd Ps]e9§ %dng atlé%% gﬁ:'] ¢ho qgtin%%?bl c keS\/% (1?1%{1 an ecfs%:cctr){{]c{e %u%ﬁl% [3<§9s) using
th@lﬁﬂll@m@ga&@lar‘yﬂaelcuﬁﬁbncan t hen choose a random nunber

X , where 1l<x<r-1, and can calculate X =xS (elliptic

curve scalar nmultiplication). The quantity x is the

CHOAbISmANEF ke LN hadLfulitY, (OF Second private key)
so called its short term
~aut kertiXGat i on key pair), and X is the user's short
ter?%géﬁilc key (or second public key). The user 100
can ’send (step 110) the second public key X and
the ifprsph RUB|thén &8Y%, A rhRichBuhgg! system 102 al ong
with first auxiliary data (' Aux Data D')- As di scussed
f ur tifer= Bel, ey, thetheet £ + sandamaumteryandat a wi | | be used
in t firmation value. The first
auxgg’p‘;ﬂa o‘gﬁé %éﬁ’y’d@? 'ssentially any data string such
as a randomdata string, or it can be other useful
data, such as device configuration |nfornat|on t hat

In gherlagiof thectborgrnoted SWQ&tSIé«?siI @nefers to dhef § Ig?lhlt ciya dagy algorithm"

tha{ini)g &o&%ﬁfg%ﬁosieﬁ)tf 9 ﬁa 8 l 1?1%%? aerg1 gnn%jﬂllscagtalgﬁeé:aﬁlg% c%%catentatlon

fuﬁlamen mthe&M‘éI Biforkd&ion @@@eﬂﬁﬁg ShaddranBubl®ativR lllgbé NFebure Hash
rm public keys of the user 100 and recalls _th

St%ﬂawdédA%clp é00% lgegtednt hitpy/csrepst, B@@’pu@y%@m/ﬁaﬁﬁpsmo -2/fips180-
9@%%%&0&10%% g‘éanflnc&E%e,tr &EEP %ﬁ}&e RALH %g tﬁfh ;zr}]lé%gsﬁ the art, such as

thcrsa ltteatt bieitizenggdifferent number of bits could also be used. The reference to (&, £cony)
means the first half of the result (first 256 bits) from the SHA-512 calculation is the

calculated master secret key k, and the second haif of the result (second 256 bits) is a
quantity k., that will be used in calculating the host system's key confirmation value &g
(or test string) as discussed below. The steps at which k1 and k2 are tested to check
whether either of them is'equal to 0, 1 or -1 is similar to the check made at step 314 of

Figure 6 discussed previously to test whether there is a possible attack being staged. If the
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B bP (elliptic curve scalar nultiplication), where b

is the host systems long termprivate key (or third
w@eriosaba4key), B is the host system s | ong terpPCPahkios/000676

key (or third public key), and P and r are as-

descri bed above. Thus, in this exanple, the host

' ed us

CORURRT: Meh 305 HELABHE, heln BER1 bity 2 38 POAUTERLT 230 B yne
caidm@hedsmasielequ lstvil sotmactothB userGF maswrl@s%,, an‘d&WbQM@y &EE&S

can acc in sui tahl e or . t he host stem
copRuBcH otared Y708 A GG TR bt kit o Elbpgurse, the
pr@éés@Eodl@ sﬁl?{gﬂ? b¥ LRGNy tlﬁk‘?tla% 1f|ﬂ?é’cdnﬁftg)‘iﬂ§‘}ﬂe?n from the

user 0 generate its short termkey pair (step

1 14)Theth0§t $ystom $QAcammateaintd its k¢y cmfivmnatiorn veushalseep 116) using

et 5 to oint on E(F ) , and this point can be

th%lgﬁ éﬁgggc%‘?m%\'nce the user 100 and the host system

102 are operating in framework of shared paraneters,

the user 100 and host system 102 both generate the

saneiyaHMAC565, (P Daiss || aysTenacaa [BRK [CHYASCIR).

random nunber v, "wher e | <y<r-1, and can calculate Y

—yS (elliptic curve scal ar nultlpllcatlon) The

n B8 Selghikics, A P YhiREn By e BP0 Disanathes e @R Rbgnpsfion code’
algcﬁlitﬁﬁ kp8lvh @6l thoks oS &@Idary QGMipHhENELL IT@eXre@ @-{a’éﬂmg for

and Y is the host system s short term pub I'c
Messega Au@%lqaboﬂeﬂ Kraezyhes al. ,SNQtWerk Wazking |Grbi:1p3Request for

t St t
Cnfls 0 RaFR 1 80 L RS e S ot BB GE & keys
http /iy taqmbrg@ﬁ:@@fdzzn)@mmng) keY sdurbts oftér Y88iche bl #Wadhed gqessage

exenpl ary cal cul ation: Cal cul ate master key (e.g
aufhsaticatipgcady, sugh asthose t]gg;ugga diffgrent ngmber of hits, p@dd a1§etbe used.

Thlé gﬁlgﬁﬁ? cn)égf?ﬁfrbwé}g%d 8 p[r?(vll&is C}Q 1§ ?%it sg%r%g ig A3 1n€55 tp_thef ﬁIMA C-
256 higoridath. dfux Dhwaribowefimpiadliay dpa prétidedPtheekar 1$)Ota@ described
the 512 bit "secure hash algorithni that is _known t

abe Yo seWoP23p detRiary seaend Ui fatsganeraiggtby fhe nopigyaiam. The
se@ﬂlﬁ%ﬁgﬂl UROE:S OCR (%Eérﬁ’ltalé? er% gz?cg tsfr%gb Fxél?gs E Ieagﬁﬁlgdi_a?’ string, or it

I nformati"on Processi ng [catlon
carl Beoﬂmeeu&dﬁﬂhla@t suvthaas deyicAoonfighratRdAforinatied thet &in be used by the

%élcsrc ni st . ov/ ubl i cat |on$/f|p/flpsl80 2/ fipsl

useédn CONT TR NG eﬁ Vps%ﬂs)a“ tsétzﬁé? a&re%h%m n

ad B b kl@ddrﬁniﬁﬁﬁcﬁﬁ%%ﬁé@ ahfl eis Al sarm%%% a@%hé ﬁl‘%§ él'g élata. The
utilize a different nunber of bits coul al so used.

symbel ' éf @ agvess! upon(ckncdtavatjon function. 4, X, B and ¥ are the first through
fourth public keys, and ASCII, is any predetermined ASCII code (e.g., for the letter "B")
programmed into the argument of the HMAC algorithm.

The host system 102 can then send its short term public key (fourth public key) ¥,
long term public key (third public key) B, and key confirmation value (test string) /5 to
the user 10 (step 116). The host system 102 can also send its second auxiliary data (Aux
Datag) to the user 102 at this stagé. After receiying this information (step 118), the user
can perform its calculation of the master key.

. The user 100 can perform its calculation (step 120) of the master key (or master
secret) based upon the host system's long term and short term public keys (third and fourth

public keys) using the following exemplary calculation:
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means the first half of the result (first 256 bits)
fromthe SHA-512 calculation is the cal cul ated naster

waeasab7ikey k, and the second half of the resuPCT/CA2005/000676
(second 256 bits) is a quantity kconf that will be
used in calculating the host systems key confirmation
value h (or test .string) as discussed bel ow. The steps
at which kIl and k2 are tested to check whet her either

Colculdte masterdapydé.gt, by@Gised): or - 1 is simlar to the
checkiga e at step 314 of Figure 6 discussed
previoust'y to test whether there is a possible attack
bei ng,spgged. If thecondition is net, such that either
or both of kl and k2 are set ta random nunbers, the
cal cilkatdl Livds then sktghy <kraniérh nnmbenat ch the user's

mast er,_ key,, gand two-way secure conmuni cation based
uponﬁ§2§%|l’e'§’ gtsgtrkz(_sr?&%é’??mi?gff’\?dl‘i?l not occur. Of
'courg@kwbyegmppggggj9%9[d sinply be aborted at this

stage if 'the condition'is nmet. The host system 102 can
calculate its key confirmation value h (step 116)

' i I i pne ha = HVAC- 256k / o
e 1 A0 GR! SH L5 PR, i SUAGRAER Mo
thithis &neah caithabé offordiddGLAD 6T e eftSaddo| ifien #h6eddigon concatentation

"hashed nessage authentication code’ al gorithm

0 hm known
fupgfiqm ol Tefer@ica inds ook mepns the fisx balfof theassulifimgt:256 bits) from

s LR SRS NARLLERLOR e KRl or
re@10@ecard P56 dity) it Hee/quafityagethat wilLessdellie cdlowatingdite ué;rs key

Internet at htip://ww. faqgs.org/rfes/rfc2104. htmd). O
coB iRt s (B BRBELE BeNadetome cBigd on the dbov, it s
apPicREMbi RALLAR GRABtoRLLE ilﬁén(%eg(:fé ?r&dﬁgé th%%%g@ V%]P]les for k and keonr

d f b al so be . e

i fferent nunber o its, cou use
asgpuedhiiced by Kiedroist {yisteires cadehlatonpr evi ously) is a bit

S BB TR B S DA BoBblA Bhon v
(tdssﬁﬁn%?o&ca@i@emné Redwakong: Aux Datas refers to

second auxiliary data generated by the host system
The second auxiliary data can be essentially any data

stri, u andom data string, or it can be

ot ne Ta o AT:Ee, 2o Bdau B tgut kedln Rscm),
i nf %mati on that can be used by the user in

confPF#4%y one or nore devices at the user’'s end. Its .

size i's agreed upon in advance by the comuni cating

parties and is the same size as the first auxiliary
Asidiseussefiraboys hpquantify ASETafs appedegdrmipehASEHcexdenitds noionly

unctiaqn, X, B, F he first through fourt
oty e SyRsallinE FOEAL Heorh o R et end for
gefi@dting By Obut afl0ris bfl\%rdrﬁﬁné@ fnto BrgunRhOS A8 AICHI orith at the user's
gunrent. of the HVAC al gorithm The host system 102

eng réw qhgelng Apd The symsbly'{=t means ool squakiey ag kewn to thess dferdinary
skfBWhEart, -

The user 100 can then generate its own key confirmation value (test string) 4 that

is different from the host system's key confirmation value kg (step 122) according to the

following exemplary calculation:

ha=HMAC-256, (Aux Datap || Aux Datag || 4 || B || X || ¥|| ASCIL )
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long termpublic key (third public key) B, and key

confirmation value (test string) h to the user 10
w@ 2i08poTdt) . The host system 102 can al so sendPCT/€A2005/000676

second auxiliary data (Aux Datab) to the user 102 at

this stage. After receiving this information (step

118), the user can performits calculation of the

mast er key. The user 100 can performits cal cul ation
In( thiseqalcuiipnothe tvligousapagiitidsaye {sodesoniistdaboseanetASGIasied another

upon t.he. h systenmt s | ong term.and short term public
iRt AJCH e e oy e 1AL Bfosrariiigd iwig the Argumert o the
HiVY EQVdorighie X |, C ls@tri, B t

o e Baing i ST 280 BEAAS AareTBt Rluefly ASCIL to
enspegribiatrftaie nbethe sirhe kg The dser 100 cantthben seid figXo tanblsnsystem 102
(SB%%‘%E); and (k, k(r) ) =SHA-512(kl1 \\ k2) . In the

)f the above-noted steps, SHA-512 refers to the

512 Dhd host SR 10B64h Mk BRdckTsttp 1 DALthé Ssdfd RYP cbifFirhAASE value

of ordinary skill in the art, and "||' is an agreed
(tepb siring barsaiding wxthe followieg festh. The reference to (K,

kconf) neans the first half- of the result (first 256

bits) fromthe SHA-512 calculation is the cal cul ated:

mastien 329y, k, SEEAH {11 R I

(secona 2561@%6?%{6%“@(‘?‘?1%])%2& Ity %agﬁﬁ‘zﬂﬁvw'rﬁﬁ?%?gtéé

in cibghhat i ng the users key confirmation value I1A

(or test string) as discussed bel ow. Based on the

above, it is apparent that the user's calcul ations are

' . e the s val ues for. k conf .
T SR Ship S BRRHNET, & B R TR B PR shioiy Al Seea S i
prég@neeed ihtocthe aipeatent oft tap HIZAL Afithash (eosessteniE€dhd for
.confirmation value (test string) accordi n%@to t he )
cheglfng fienlf theuser 109 (qg. mebNpstaigBinakes moxe fhan a:predetermined

R ; \ e bor t.
nuﬁ&seg l(JeS %.é}jo ¢ f\ggl\gs’d%tt%g\pa%%}hetnﬁ#y ﬁ‘}f@éﬁ“gn}?‘gz gz;h @en?? RiVice t'g‘sthat user.
pr edéhalyyilreadeABIU dancetteout lilie quintitiés Q& §;, b5, @ad &R ehd can

into t heBadi?gumsnt of the HMAu% .al garithm at the host
seedyelvstare Zgs syt iogrensiarmgRtic kBrendiiahared pregr Keted
Lik e JUsery ;s e

e AN Yol 100 St Mot @ BlatcR s, o, BT OB en il can
seagelyrstwn 4 (Us¢risdemg-timgubllinkey) ask ikl (bhared mstenledy).

A discussion of several security considerations with respect to the above approach

is now provided. \

Eavesdropping attack

The shared secret is a component of k; = yX =x¥ =xpS. The attacker is faced
with calculating xyS$ knowing only X and ¥. This is a Diffie-Hellman problem and is
assumed to be hard. ‘
Man-in-the-middle’attack

Diffie-Hellman key agreements are traditionally prone to man-in-the-middle
attacks. However, the base points used in the protocol are the shared secret key. To

mount a man-in-the middle attack, all parties must be using the same base point. Since the
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The user 100 can then generate its own key
confirmation value (test string) JIA that is different
wo e@siiohiel host system s key confirmati on val ueP@T/CaL@p/000676
122) according to the follow ng exenplary cal cul ati on:
hL HVAC-256 k f (Aux Data || Aux Data* || A\ \ B\\ X
) h al uIa I.Q variou
ofeckenticrs bafiih! e blel BHauupE vah ngh e JelEye Sloh @8y catcutae
k,aamdhmcepamdﬁt;abmafwd ASCI | code (e. g., for the letter
"A") programmed into the argunment of the HMACal gorithm
for generating h . ASCI12 can be set to a different
nsure that hA is not the sane as
Iﬁiﬁéﬂd@nitg?%‘ ?ggﬂl%isgﬁﬁ Ign send hA to the host system 102
( st epint@ @) attabker dumsho’s}ymveﬂme]seﬁem he bhsle mbgcknd Xt=eﬂ’ instead
4 he user's confirmati Iue (test string
é%%i?ﬁﬁ E’QS& Séfsfﬁﬂlekﬁ{ﬂ I}OSWYﬁth% wll calgntatg s —oX Fels. Bg lecylate the
sarfURey Dl %ﬁhdkeﬁﬁéed@% dtetmihe ﬁﬂo\n ? \‘I‘h}ls iSHe ciﬁéret"\ﬁalr@m
then abort. To carry out this calculation, it
prebledeand is hssumet do pe batdt er mi ned ASCI | code ASCI I 2 is
programmed into the argunment of theHVACal gorithm at
t he host system s end for checking hA 1f the user 100
Irhperdonatifizdi Hoss$yatdAn) nakes nore than a predeterni ned
nunber (e.g.,' 10) of failed attenpts, then the host
‘ syst%mqmatt@herd@ﬁyng@m%@etswcm e oBghe. mwt sed ¥ = yanmstead of
n [: h uant i.ti.es
R I B e R T R A
callcﬁmll‘ege ttersainp ey il dtkeraredsto ((shani@ YReheY, KEY s the discrete
Li kewi se, the host system 102 can zero out the
loggrihm; Rrpllemsandyis agsumeg to behardkcon/, and can securely
Pyt Hfmﬁeax A8y Figupubl i ¢ key) and k (shared
mast er I'SCu S|on of several security
co n sTltbéJeat pasitinvo tattackethip padswioed ishe Irapersenatpipe Q@ﬁleis&twn as the

eI et Eaves it g s agh Tie Shared seerel C
pafs@@&qS V;YhEl Bh&Al 1@Hé G éH%%a%‘)ﬁﬁdg RRMRAGOMHoYceX and Y. This

is a fie-Hellman problemand i's assuned to be hard.
Man Assume;éhmttmka sshdaX ke R, fifistead e IS rrth& byst agstemnmidihe Host

- syl ks B el B Famesw oReC pPB SIGRVENE i gtacker

wﬁl%[c@tbt@ﬁﬁ},}a%er key= JTJéS = yxzP; for some z such that § = zP. Using the key
conﬁrmatiop value A, the attacker needs to find a value w such that wk; sugcker = WX¥ =
wpxzP = xpP = k; gosr. Notice however, that w = z'mod r. Therefore finding w amounts
to finding z, which correéponds to solving the discrete logarithm problem for S. This is

assumed to be hard.

Preventing an online dictionary attack
The best position to attack the password is to impersonate the mobile station, as the

Host System sends the first key confirmation value. During each run the mobile station

tries a different password, and checks if he or she has made the correct choice against 7.

This is averted by limiting the mobile station to a predetermined number (e.g., 10) of

. attempts to determine the correct secret s.
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nmount a man-in-the mddle attack, all parties nust be
usi ng the sane base point. Since theattacker does not

whp@1ohel shared secret key he will not be ablBCT/0A2005/000676

successfully cal cul ate ki, and hence cannot cal cul ate
k. Inpersonating a Mobile Station Since an attacker

sﬂ,%ﬁssugg;m#,n%%c he secret s, he or she nmust send X =xP,

nst ea o the host system The host system w ||
cal cAlsaiad] subgreyfastadk is bhe Gowhich ah atthdker GRRBo kYo thelkey
attacker needs tq determine y fromY. This is the
AGFPIRFU resUfi R SPTE Wiorpd BRI Ast o dalues. JRerewpripled! the afagler chooses

‘ Xltmag 'Elﬁa l f %fﬁlt?q ‘%1 Méﬁﬁb@ﬁ%ﬁl@gﬁ i I _%&?;‘é mg?e%%vhgg he host

know t secr et nst
sysfeny&ose fort i eThaeﬁore(l&y checkimgbhdt &X 3tnat thembint A& ore or minus
tﬁgctﬁrgw Il calculate k =xY= xyP. To cal cul ate the
gl IS FEOILRd acker needs to determine x fromX .
This is the discrete |logarithm problemand is assuned
to be hard, Preventing an offline dictionary attack
Rmeb@tmn efdNew MastuoKay (melkeyil@umgmw isto

sona the nobile station, hos em
R e T R L
exehipplay fiagleRorit Oarl be/ddHefukRIGARS MUPP 2WREHS kAW @@ﬁl%ge bf ordinary
he or she has made the correct choice. Assune t
skill {rplbiR &ft. %H@S@XWWGIQW}S’P@MC@ fwill Be ntade t eertm general process

h Y: xS and
BRI ARE ARSI RLGTY b ar Rt alote P ke i1
cal cas anoewkml Flgafe B¢k ed-key X 8K B redeivdPbyf BB uS@M®0ZorSHE Bser 100
t hat = ing the Key confirmation value Ag, the

desﬂem@}t aﬁ’@gvdgew(atep 3@ , sieB heheauidbe gkgouted by the service
xzP =xyP - ki HOST - Notice however,
pr@ir}h@ﬁ%?c@ad‘o%%é{us herefore finding w amounts to finding
z, \Fheolsecgences@onctsy slorselmiengrybtien Kéysgaie(sepl 43R AtéuRling to
pr obl mfor ass med to be hard. Preventing

gyl Blameeﬁtlsg\acﬁiﬁu iPBlRE #8 108 $hogsss 2 npwaandpm number x to
beAtslRGKp ﬁﬂ?e Qf@)?tst@f?ﬁ Quﬂhénﬁc%tlbﬂrﬁ'g}{] gﬁﬂfa%@oé §: Sﬁﬂ%&éﬁ where 1<x<r-1,

statlon as the Host stems

‘andealcifatestY o wPyahere P 1@@5 prﬁgflcambmescmbeﬂhmdmherb X st nerls new

A di ff assword,. and checks if, he or she
puplis Shorfier mufiofeaB Kevor o EtaIf B releyreariag ajngw public short
teidy Erfidr@stionkey éﬁé\if ’s&ﬁmﬂ ﬁbl’i@f@é eTht #drado tséhcﬁ X to the host system
pr edet er m ne of attenpts

10g4step ﬁf’ﬂeﬂlﬂi@éﬂocﬁgn@e@lst @E@haélf data $Auk Datash glong ml’dIX,a\&kere the first

auxiliary data is as previously described.

The host system 102 receives the user's new public short term authentication key
(step 460) and generates its own new short term authentication (or encryption) key pair
(step 462). According to an exemplary calculation, the host system chooses a new random
number y to be its new private short term authentication key (new fourth private key),
where 1<p<r-1, and calculates ¥=yP, where ¥ is the host system's new public short term
authentication key (new fourth public key).

The host system 102 can then calculate (step 464) a new master key using the

following exemplary calculation:

Calculate new master key (e.g., by host system):
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A smal |l subgroup attack is one in which an attacker

tries to force the key agreenent result to cone froma
wa@pwbiioaet of val ues. For exanple if the attacR&F/CA2005/000676

chooses X to be the point at infinity then k woul d be

the point at infinity no matter what the host system

chose faor F- Therefore by checking that X is not the

pOi nfs Gkl B)ady; one or ninus one this threat is

averted. Regeneration of New Master Key (re-keying

usi nd WEMX AsXAbi ed above, regeneration of a new

' anbifor e AR e eSSBS an ST TR notd 75

t hos, at,,9 = marsI 26k), |Wheré xgheﬂ@r;rcoorarnate%f% anpl e
bel ow, reference will be nmade to certain general

process steps of previously described Figures 8 and 9,

AR SR LSS UL, BeEoHRS. Sinsgronn
VLM ERE TN WO TRE K N ——

offX tndbisified MBtiegthaok it Bﬁ elipEE curbB ottt BhviHE AR kadoBEdiAatd Olue and a
short-term encr ptlon i/ pair %ste 432) . Accordin

y-peprdmatediakis) ath§/ qrémﬂéﬁbft( cfhaliy g Efm §<P1%ﬁﬁs bittealugs are cgropped and

o GHRE T i tled Bt PRt Crogped R EiscaibANoR Phtip fom ¥ is done
in KBy dame8iier. 1 Th&Hrst half @Fﬂleq{i’tg %P H@tr@sﬁll%f_ H\ﬁsmcﬁrlﬁldnﬁs the

as previously described, and where I's the user’'s new
mpniits| Ky ks ek thetsesamd datflod the Witstis the \rahys Of\kbdnﬁ budhaas debgibed

be referred to as a new ort ter .
iy tiiel B oRat Bres BY fod &80 ke S0 SRRAPd i re-keying,
antlestdiOStal Bas I8t e(lghepcailﬁéao@nd al so sends first

auxi | iary data 5 Dat a ) monﬁ with X, where the

fi r skhedipst syisteny %w qa!scuéaée mgs Jreyieandiringtian vaihe hp (test
stzltﬁ%ﬁ%sﬁ}\éf%& fglﬂi% cea(f éltlo% 1}1 rﬁe rﬁ% ggsvsvacgﬁr%&gﬁlg hort

entl ca (st e its
own new short term aut hentl catl on (or encryption). key
pair (step 462). According to an exenplary
cal dul aHMAC-136e_ hdstx Ryish b iwsAitmasAd BbW |f K dE6IL).
nunber y to be its new private short term
aut hent i cati on key (new fourth private key), where

| <j a at es ere is.the h .

syst<fehne1 Hos(; S \?\; e%ut@iwn Faip Yyaélrd rﬁvﬂﬁﬁeﬂ & zﬂ R zﬁl‘? o E@@ alopg yith the
sedondrauRiliaupdite (Key Dataf)) eARestecd Viang @i dFermgaiont fh@Miser can perform
i caI cul ate &;@t ep 464) a new master key using the

itsegicpiaiion g1 eiediepl @F%Fefdifb’cul ation:

The user 100 can perform its calculation (step 440) of the new master key (or

master secret) using the following exemplary calculation:

Calculate new master key (e.g., by user):

= (x + Xa)modr ;

Z=s,Y+YB);
if Z is the point of infinity, then set Z to a random point of E(F,);
(k, k conp) = SHA-512(xz), where xzis the x-coordinate of Z.
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Cal cul ate new master key (e.g., by host system:sB =
(y + Yb)nmodr ; Z sB(X + XA) ; if Zis the point of

WO pdosnotlyy t hen choose anewj and re-cal cul at e BUI/@AL0Z/000676
(k, k conf) =SHL-512(xz), where Xz is the x-coordinate

of Z . Inthe above XandYare calculatedfromx and
Y, respe ch jn the
I“ﬁP%%%‘%I %) ﬁ? 9re %éqadcé and ¥ a5 fescri etpiggigusly. Other

asbéct@ th'hg AR R0 @feq{@{eQﬁage'p?e\QMs?j &‘%@nﬂé?io A28, ih gk e%mllﬁle

an elliptic curve point having an x-coordi nate val ue
seppngtesk lyandder hlwestace netlgerdratet Idenhg adkeygng a'ahﬂ a(ste@fanalogous to step

it I d
A28 bt et SyeS R s i . Bl Bt Rt Betipted with
thd Berr&fnfdsted kb Br Rith Yad freviols frﬁst@xolﬂ% (?thﬂlrhe/aﬁﬁd'l@) then pending
manner. The first half of the bits of the resul

masier koAl o athemraiy entculaed peantissk axtendsyl ti becomet thh eaew master key)
aﬁ% gdhalf of the bits is the value ofk conf , such

escri bed previously. In this exanple, separate

g bed I hi I kl

and Rk wat L@Gcaarthenelicch €€ 466 thalkist Bgtdre's key edtdirmansh value
a step anal pgous_to step 466 is not carried out. The
(tesbelfing) aecerdingte tb%lpr@aIlweats gichgs desaipey previouglyy
confirmation value h (test string) using the follow ng
calculation in the manner discussed previously: It =

HVA \
naqsLomc i, P pa | Sskay b |8,

and théh {tsdrep 472) to the user 100 along with the
second auxiliary data (Aux Datas). After receiving
this informati on, the user can performits cal cul ation

. r f
If @I;el @Eﬁéﬁ??)&}’ r{ﬂ%é%eg ghé;r%ectgp Qf{lﬁé%e \%‘VQ‘%&@? e ?ﬁe IQewmy c‘éll%ulated value
oftkete the theswew aiaptetilséyng t he fol | owi ng exerrpl ar y
C al E“Ke)apt | o{bg q%hceurl gaetzl%ra?egl;\g( @r;vag_{cgeyrgyonty rmatlgn i/@lug %pésutrsgg{q)g) h,4 that
i f
is (Qi&ffe!rﬁft ('f:ig)ﬁ the htogﬁ?lg‘r%%( I y’cgaﬁm'iﬁf&’ﬁ%lﬁ h;%tes ég% Cf;cg)dlrég to the
folbdwiniglememprpbaandation, anpreYioasly desdribetlat ed from X and Y

as described previously. OQther aspects of the
‘calculation are | i ke those previously described. Also,

gencras EACRIGy. SOOI FhaR PR A 2 3 BT B>

step

The user 100 can then send A4 to the host system 102 (step 454). -
The host system 102 can then check (step 474) the user's key confirmation value

(test string) according to the following test:

if hy = HMAC-256 oy (Aux Datap || Aux Datag || A4 || B || X]| Y || ASCIL,),

“then abort.

If the quantity /4 matches the expected value, the host system 102 sets the newly

calculated value of & to be the new master key.
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442 is not carried out. During this tine, if a

recei ved nessage cannot be decrypted with the current
wore@sao7ikey or with the previous master key (iPCEHCARI05/000676

avai |l abl e), then pending master key (i.e., the newy

cal cul ated quantity k intended to becone the new

mast ed. T user. 100 can. 1 hen _check

(ot bt e P08 L 480 ony ® abRiGR TP ol b gas Scourely
stétegistshatd hiagler ReYO N dlkevdsd, the Hist §yRlnOWINEAN R8S outIHE Buities sz,

descri bed, previously: if hB ! =HVAC-256 k f (Aux Data |
Jjan wr@&@dagap secyrely sforg kshared igasternkay).ASCl 1 1), t hen

abor k.4 - i - : I

the arsfBrolthl ot h Bl RRub R BN DpLEh, R HBye approach
ismewtprevidedv mast er key. The user 100 can then generate

its own key confirmation value (test string) IIA that

is different fromthe host system s key confirnation
Mualianb-Mii@Padad. according to the foll ow ng

exenpl ary cal cul ation, as previously described: hA

= HMXAC;OlZ@iﬁB mml;.ﬁmmnajatmit(i)tmq of Standatiatad Tephiologh| (NITF his
. ser en sen 0 0S
gl NEfo B i oA i 0 010 e 85ttty potin ASgpE 2 the long:

te@h Bfikate kKR 41dD rdrhBn USREL therk @Yn BORG haRBhIRAMI@IIY itack. (See,
test string) according to the following test: ifh A

NiST{§peciabBeblication R0Q-SBakecopimendstiomenKey Extaplisiment xchemes, Draft

2 ey 25 N Ehat R R e BB, Yetofles

httph/ecshenibtysovAlptodloetkiptk eien@ht inlY 0 be the new naster
key.Finally, the user 100 can zero out the quantities

S, X, and kconb and can securely store k (shared

PFRsth ml%qu)sec,le'b*;evm se, the host system 102 can zero
out the quantities SB, y , and kconb and can securely

st orNotice(tbdtaheshanmisdeeret kayes.frotn dhﬁkqs&tm;mﬁexgemﬁe&kion to the
[ consi deratiopns with re ct to the above
nex ;ﬁ@é@%h? §taﬁ%&%«% R enbgﬂlefai (SR RrRE ik ey fom =
pafcu®ir $iafghctibn bRE o NatHe QRALA Is&?%(tb Wﬁ% otﬁ%r l%iﬁﬂﬁ?er ﬁjélsﬁt?g)rns are not

Technol ogy (NIST), this attac t bBe success
coppadmistd hecampulikieyent ephensril privstetkepeare Aised mrmclatrabdaetion.
| ongt.erm private keys a and b remain secret there can

be no man-in-the-m ddl e attack. (See,

Masquerade attack

NIST indicates that if an attacker compromises a victim’s long-term private key, in
MQYV, the attacker cannot masquerade as a third party to the victim. (See, NIST Special
Publication 800-56: Recommendation on Key Establishment schemes, Draft 2.0, January
2003, National Institute of Standards and Technology, available at
http://csrc.nist.gov/CryptoToolkit/tkkeymgmt.html). The ability to prevent the

masquerade attack is an advantage of the above-described approach utilizing MQV in re-
keying for over-the-air key generation, since if this feature is missing, and if the host
system’s long-term private key is compromised, the attacker holding the key can
potentially masquerade as any mobile station to the host system.

* Having described the above-noted additional exemplary first and second protocols
for key generation and re-keying, respectively, further exemplary aspects will now be

described. For example, a method for secure bidirectional communication between two
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NI ST Speci al Publication 800-56: Recommendati on on Key

Est abl i shnent schenes, Draft 2.0, January 2003,
woladosoomEkl | nstitute of Standards and Technol ogRCT/CA2005/000676

avai | abl e at ‘

htt pV/ csrc. ni st.gov/ CryptoTool kit/tkkeymgnt. htnl).

r : ] egr.et

SIyaoaen pr S PR S OE Y AR L Kok by blE o IRAEH 3 i B
inplgding al secdymit fublib &ep tiat isqzefitiated Hassddpoarncsheridesaeal First and

short ter rivate ke froma rticular . :
N A AR L RN Y A
reb@Obd froRB R $dcaRE fftdn® n_?h@fo%.rtﬁ%hbﬁ@ﬂaf R ;ggggrlgtﬁé B8 fpon the

different epheneral private keys are u
shevedsseret i d»mastvhkepfor sderyntingimkssiSTis caiduletet] dasddheoniaffirst

o AT A e LB e
kegiigl ¥ néw sbdtRdKep bhihating @.neW sedondnfibiid ke Ui b 68 1s8¢bnd private

8Q00-56: ' Recommendati on on Key Establishnent schenes,
kepyiggenepater, agd agawyfontiopublivdey anedceivadt Atmewemadter key is calculated

( i | abl
sSSP Lo S KBS b v e e fours
publiekesai | ity to prevent the masquerade attack is an

advant age of the above-descri bed approach utili zi n_g_ )
MOV Ahenoghes g #Bple ot st systenp is uged fqresytalishinge sestire ilieasional
o . S S
ol SR SANES L5y 55A%e ek ligh O, HESLERYSRBES o
systeindnelgddshembiayrycand smbessting lubit comsiadi &y thd énedfor@nThe processing
mobil e station to the host system vi ng descri bed i
unjlg copiEpEst B e RRIPRS Dn AeE DR e ke haxing & @isbpkplic key

anBaGrGRIvat 1Q); K&%rff %rsééérﬁirke?%irr}ﬁvﬁl i) srég?rltd pnug\}\i/c kgy and a

[
respectively; Turther exenpl a aspects. w b
seghad grrivbisdiey Fbe senoadpliblic keyntetilpgenemtedslersed epon a shared secret

bi di.rectional co icati on between twosyste an be
kgl B 4R GOty SR g S Se Btk O e B key i the
firggiubliakedio thSedodll ksterhHebditing G tRird VIR YUl aCtokRY public key
that i s generated based upon a shared secret. First

gengrated by dacisogomd systaas ke fougthguhlic key beispgaehted/ sasedypon the

L hir - fou lic ke are.recei ved fromthe
SR R AR B PGt Do ot B i Ehand The Sona
privasédy the thitdiRibsib ke R 8n® Berfelirth pubTRHe! whie¥inftRE first master key is

encrypting nessages |s calculated based upon a first
copligured © hegiped i EIRiPnS ione PRIRES/MeISABES: BeTIeERtmgIA sy second

2 r A p .

e B AL oK LD FUAL S Y B0 G s Bl 0 en
fourthwpuibdic deedl fipii thatsecdnd systsmyanbsatdubatinganttwamaster keyiabéd upon
blic key is received, A new rrastqe],r ke%/_i s cal cul at ed
the LESHRITYAT Koy the ner srsondprvAtaksys te thiud nyblinkeynand theaswdfourth

publid MaLRideSh anstid hevaedafiitt h

According to another aspect, any form of computer readable carrier can contain

processing instructions adapted to a cause a processing unit to execute the methods
described herein. The computer readable carrier can be.any suitable type of carrier, such
as solid-state memory (e.g., read only memory (ROM), random access memory (RAM),
etc.), magnetic memory, optical memory, other type of memory, or modulated |

waves/signals (such as radio frequency, audio frequency, or optical frequency modulated
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public key. As another exanple, a first systemis used

for establishing a secure bidirectional comrmunication
w@aiok/10T4n second system for exchangi ng one orPEDCA2005/000676

nmessages. The first systemincludes a nenory and a

processing uni t coupled to the nmenory. The processing

F/‘S%gnélsz/:@dggél hgr gﬁ?&%tteofgfoo nTltlelnStIglgp(g({sa[flét%lﬁd cause a

prpcrassaag ank eycargeanﬁrﬂm tecloniques eleamibed hyremil r having a

secopn blic and a second private key, the second

publ4 %COE@ wag\)@@ RACL P EAMBYEE Eeaéﬁ R CarTieh otains BEAceTsIng
in¥ARYBnS &a Efé@ th thsb aﬁ:‘f@ée@ﬁ%ﬂﬁit 1S 08 Mo RN S BB steps.

sendi ng the second public key and the first public k ey
to tAveexameay Pﬁymgmbaseeimpwpngn aommlmd:apmb bysterk,dy varedess or

o B SRR A P S0 R R BT e BESH e 1

indlhi@dsadiperloaf-terfiite Uit 1hfa:gm%nfa|t1bﬁ tvwlﬂ?asilﬁbf't teBY ab@eRskation key-
upon the first private key, the second private key,

patrhéertehatechuq@%a plarecsecedo aHewtouihe Amplepientatica f perfect forward
oo LR OE ol oY o B9 AU Ry Bt ey o

enhigle/ag authﬁdu«egchmagerofh@xg-mgn&ep@ VTlsie efubleshd bd)reesbeudlﬁglgarty that
. a neM/second private keéwarece|V|ng a new fourt

s ppassessien P! theshpierscdele bhigegys frhbe dilatersedhe lﬂngﬁemapubhc key.
new &esgﬁyecﬁﬁ%%lﬁm@t ﬁﬁr&s@ﬁ%&&ﬁ%m‘é@é@?}g ﬁgeﬁgﬁtgﬁ\éemlon,

new sec d private key,

 incleding @memlbiapuhbmodd(mommtmg, iais tolble iuptlé:rstoodl thee the operations

cal.cyl at i on. cor di to. a ect, .any form of
aeigihbient e ehrted PriovieEditeehelerirais b Slabon e exemplary
enlddlhtd iR PsestRRbRE Hyoway, g?e ROLEAS! A fimtQhe scope
execute thée nethods déscri bed héerein. The conputer
of theautassnbiny amtidne whichris Befizadybysthe feloiveng yleemof carri er,
such as solid-state nenory (e.g., read only nenory
(ROM, random access nenory (RANb, etc.), magnetic
menory, optical nenory, other type of nmenory, or
nodul at ed waves/signals (such as radi o frequency,
audi o frequency, or optical frequency
nodul at edwaves/ si gnal s) contai ni ng an appropri ate set
of conputer instructions that would cause a processing
unit to carry out the techni ques described herein.
Accordi ng to another aspect, a conputer readable
carrier contains processing instructions adapted to
cause a processing unit to execute the above-noted
steps. An exenpl ary password-based encryption
comuni cation system in wireless or wred
environments, having, if desired, perfect forward
secrecy has been described. It includes using a
| ong-term key-pair in conbination with a short-term
aut henti cati on keypair,
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generated using a shared secret, to allow for the
i npl ementati on of perfect forward secrecy. The
wo orvgAavArm publ i c key is piggy-backed with thePCT/CA2005/000676
aut henti cation public key to enable an authentic
exchange of |ong-termkeys. This enables the
WAt [s&3QRRedi ng party that is in possession of the
shared secret, to receive and be able to use the
| ong-term public key. Having described in detail the
exenpl ' ' T
L el B oAtk s fist e £ SRk bigiecgignal
cammuenisattocpatihhétwebiethefrstaty stemsand essecorvesy sfaar i an edHaflge of one
be carried out with different el ements and steps. The
OI&WW%G%%BB?%C@HE’P@“%E esented only by way of

exanpl@ra4mne 23, t | ki ; -
P e e Tyl Ky BT R B R
cl ai geneciaiag aisscariddieprppdir having arsetdraichubdic kiy dndaisecdoyd arivate key,

0SSR BT B (s SR DTSRy ¢ QU Bpisk g fp e st

s}@@ﬁpmtﬁygé@ﬁugpﬁe@p exchange of one or nore nessages,
the met hod conprising: generating a first key pair

havi segdingfthe sacopdiputilis keg ynd e farst public Koy it tiesctny; system;
E:; eféegéd{fﬁg anit§ ﬁ&[ggc lgegfyaneaal o?rrtll?a ﬁ‘léﬁg’el%é’fﬁeﬁﬁg% i gft%hl%gecond

a®secon rivate K

sybein) thegfongh plisiit legSRthifdbrafedBusEEohABE Sharkd§uoret! O
the first system and the second system sending the .
sec difdr Ut acfiepasterckey hasqd ypen theiBrst privag ke thagscond private
e § V, n .
e e PR YR ey ool Bubil £, MG Ed e BB e
cohfiguitctl tpbibhsed ik eycripptiorgofmeer aiczel ntzasges;upon t he
shared secret; calculating a first master key based

uporENHEIRE A LEWSFEARdtkey ey haying adiewioisaonst publicder ayd a new

sebdifl friVatdgubl i ¢ key and the fourth public key, :
wherein the'first master key is configured to be used

i N emcayipgiacewdbudhpublic kayrfeoméssegast sygenemadi ng a

new second ke ai r havi.n new second public key and
AR T Bt TR Einbr b BOEPul Fotagnew Setond
priviR leg, @ Yhitd MIBIcNRy SARARENSY S48 pde Ko luQiHE ah elfp1i8 curve

new nmaster key based upon the first private Key, the
calgglgtiobcond private key, the third public key, and the

new fourth public key using an elliptic curve

calculation. 2. The nmethod of claim11, further
2. conpltieghethod of claim 1, further comprising:

generating a first test string;

sending the first test string to the second system;

receiving a second test string generated by the second system; and
authenticating the second system with the second test string and either the’ first

master key or the new master key.

3. The method of claim 2, further comprising a step of receiving a data payload
having a Universal Description, Discovéry and Integration (UDDI) service entry prior to

the step of receiving a second test string generated by the second system.
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generating a first test string; sending the first test
string to the second systenm receiving a second test

wareosngrigener at ed by the second system and  PCT/CA2005/000676

aut henticating the second systemw th the second test
string and ei'ther the first master key or the new ,
4.MaSTEle Ke¥od 3f cl-mﬁ 1"ehaed fE ﬁ?ét %%rﬁ is 5%1{5[%% blle dev1ce
conprising a step of receiving a oad 1
Uni versal Description, Discovery and Integratlon ~
(U Ly r cei.vin
S-gecontt RELBSPeSS T RieB ol SecbBE pBGR 61 O St Hing
sefiecsret hod of claim 1, wherein the first systemis a
wi rel ess nobile device. 5. The nethod of claim4,
wherein the second systemis a host systemoffering
6.ser Vileaseth6d off biginie} whete@dfthe bitirdd sberetedoRhmudibfed Badr@Gecure
secret is conmuni cated over a secure out - of - band
out1oiniAd chapnelrhe net hod of claim6, wherein the shared
secret is a personal identification nunmber (PIN)
automatically generated by the host system 8. The -
7. met hohe aethed af elpign Gmbf?rélinﬁhft sharesheecrst| 1ssepereanal ilentification

e R SRR TP S SR TR & "ystem o

The method of claim 5 V\herel n the exchange of one or

S s SR RORRT Bt SRR bR TaC YRR 5T oo Vst thpgecond
sySeSSBaRSh a kb ﬂteefaa@fomdmg a flqésibd theMMeT §istent.he

W rel ess nobile device and the host systemare |
addressed with e-nmai|l addresses or |IP addresses. 11.
9. The TRIHGH0®bS Abidh 5 Wher¥h ShEER ket onB bl Sackéib&sages comprises
calculation is used in calculating the first nast é
anjegghangp of Fesihmessogesohttp-basedXIVIL whessages, arthétpfiaset WML

. m%%%gt gm is a host systemoffering services, and wherein

“econd systemis a nobile wrel ess deV|ce 13. The
met hod of claim 11, wherein calculating the first

10 el S R SR PR S T Btoet tem e

ad BR54e8 FwiltPy ikl ddiZBSes dr ME AREESeU- Vanst one (M)
al gorithm 15. The nethod of claim2, wherein

generating the first test string utilizes a hashed

11.  The method of claim 5, wherein an elliptic curve calculation is used in calculating
the first master key.
12. The method of claim 1, wherein the first system is a host system offering services,

and wherein the second system is a mobile wireless device.

13.  The method of claim 1, wherein calcﬁlating the first master key utilizes a secure

hash algorithm (SHA).

14, The method of claim 1, wherein calculating the new master key utilizes a

Menezes-Qu-Vanstone (MQV) algorithm.
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nmessage aut hentication code (HVAC). 16. The net hod of
claim1, further conprising encrypting one or nessages
wa@giosgoait her the first master key or the new PEECAR005/000676
key. 17. A digital signal containing one or nore
nmessages encrypt-ed according to the nethod of claim
6. er of I I inkng ... :
1 oobumQuS PGS o) SRGRH Robalibe He S8 MM utiizes a hashed
mpssegeashengicatit cdde (EveAd).e t he nmethod of claim 1. 19.
A first systemfor establishing a secure bidirectional
comruni cation path to a second system for exchangi ng
léone Tite methed o siaag ¢ sfurthengnhysishg:; eﬂ?ﬁﬁ@iﬁiﬁﬁfoﬁé oﬂﬁfé@sfa?éd kg either
a _first key pair havin? a first public key and a first
thE)iﬁWé‘i‘aéteRg?X OLWS AEWABISIE&REr ati ng a second key pair
havi ng a second public key and a second private key,
t he second public key being generated based upon a
175 har4 digitet sigpalicalginiig onae moresnessaass enerupidd epeordiog tmthe
s for sending the second public key and
In?ﬁéﬁﬁfgg gﬁblic key to the second system neans for
receiving a third public key and a fourth public key
ene t second system the.fourth public k
1ot o S B E BERR e RE butein Halrpune pidphefh o couse a
pro@ssiag e t@éicagieand metiod BRSIagh 1key based upon the
first private key, the second private key, the third
public key and the fourth public key, wherein the
1901 1 SA fiRRSYREm Y estab1iSRINE b QEFREbIdR BB B EFnmBnication path to a
encryption of one or nore nessages; means for
segaMay lenigr exahengisg epaar meie pesspediasdmpyisingiew second

P eodh S AR DM TR0 Bl REuLE S P R ER & vt priver

kegystem and neans for cal culating a new nmaster key
based upaon the first private key, the new second
pri VS kygengigiing Aiseqong kgy pair Raying a serond eubkiekeyoandy second

e I -
the::ﬁrstrsm’tanamhd)thersactdmdtsgstamsec_on_d system for exchangi ng
one n%ans gresen ﬁcig’ t eessééofdop%ﬁilc ?(Ieylfq gnd t?le rg}gtb pru)()iic %Q}g to the second

system;

means for receiving a third public key and a fourth public key generated by the
second system, the fourth public key being generated based upon the shared secret;

means for calculating a first master key based upon the first private key, the second
private key, the third public key and the fourth public key, wherein the first master key is
configured to be used in encryption of one or more messages;

means for generating a new second key pair having a new second public key and a
new second private key;

means for receiving a new fourth public key from the second system, and

means for calculating a new master key based upon the first private key, the new
second private key, the third public key, and the new fourth public key using an ellipfic

curve calculation,
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a processing unit coupled to the nenory, wherein the

processing unit is configured to execute steps of:
w@eosnetiskng a first key pair having a first pubtT/CAk@®H/000676

and a first private key; generating a second key pair

having a second public key and a second private key,

he ‘ ' vy hei : o .

e R e BTl PR L e D DR B e B R o D p =
sesyist yntens@endkeignging oae oomdrepmbdshgeskeympriing:he first.

public key to ,the second system receiving a third

publq%m%ﬁécéﬂﬁ a fourth public key generated by the

sec : : :

Pac e oo g i OGN 8 pRAR ARl DB B consigured
5 toemeuts stimsyofbased upon the first private key, the

second private ke he third public and th : .
Tourth pushRRiRES froyds b hefinE p Rreo L ke ndg Brsgprivate keys
confi gur egnt@tiRE a ¥&RMd ikBy BaYE hxhi @Red¥nd PuBliOkey I second
messages; generating a new second key pair having a

privats kegciba geqonsipublic koy bavae genseatedsasot tipen & shared sesyet known to
LV ’ r ublic key fromthe second
th%cégst? g??it &gﬁlgd glglggéq%gts&%ﬁ&a new nmaster key based upon

10 the fir stsepdihy #Hesseb@d publie ke whd e st gubliv &EEtdBY sedoR@ system;
third public key, and the new fourth public key using
an el | i pt'Peeivipg ¢ dhihpehlicdey gad a fourth public key generated by the second

system, the fourth public key being generated based upon the shared secret;

calculating a first master key based upon the first private key, the second
private key, the third public key and the fourth public key, wherein the ﬁrst master key is
15  configured to be used in encryption of one or more messages;
generating a new second key pair having a new second public key and a
new second private key;
receiving a new fourth public key from the second system; and
calculating a new master key based upon the first private key, the new
20 second private key, the third public key, and the new fourth public key using an elliptic

curve calculation.
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