_SECURE ELECTRONI C DELI VERY SEAL FOR | NFORVATI ON
HANDLI NG SYSTEM BACKGROUND OF THE | NVENTI ON Fi el d of

the—tnventi on The present invention relates in general

e field of information handling systens and,
‘mlmmuml‘l‘l’“lm’mrpart| cularly, to a nethod and apparatus for
ing the security and integrity of software and

"915%at a on an e, and
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dditi ys to process and store infornation.
e option avallable to users is information handling
systems. An information handling system generally
processes, conpiles, stores,. and/or comrunicates’
i nformation or data for business, personal, or other
pur poses, thereby allow ng users to take advant age of
the value of the information. Because technol ogy and
| RERRUR BN sk TG IGPENINBN T equi renent s vary
b I applications, information
handling systenms may also vary regardlng what
information is handl ed, how the information is

halFidldeef, thix by ention i nformation is processed stored, or
communi cated, and how qui ckly and eff]| g I .tihe p
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The variations in information handlin st ens ag)lgow
f ohanidiihg systernomdy zvat pargiculesiyt fér?smﬁ@og endjeppeFaps gy ensuring the
configured for a specific user or specific use, such
assecirifyi apdnnteglitytafanfevetd ad datooess mf@rmaéuonlhnaﬁ@mg system.
reservations, enterprise data storage, or global
connunications. In addition, information handling
SYPFhtivaYofithe Rellged Arari ety of hardware and

sof tware conponents that may be configured to process,
store, and As the value and use of information continues to increase, individuals
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and businesses seek additional ways to process and store mformatmn One option
available to users is information handling systems.' An information handling system
generally processes, compiles, stores,. and/or communicates ﬁlformetion or data for

‘business, personal, or other purposes, thereby ellowiqg users to take advantage of the
value of the information. Because technology and information handling needs and
requirements vary between different users or applications, information handling
systems may also vary regarding what information is handled, how the information is
handled, how much information is processed, stored, or communicated, and how
quickly and efficiently the information may be processed, stored, or commgxicated.
The variations in information handling systems allow for ihfoxmation handling

systems to be general or configured for a specific user or specific use, such as
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comuni cat-e i nformati on and may include one or nore
conputer systenms, data storage systens, and

net wor ki ng systens. In recent years, there has been an
increase in the nunber of information handling

sgstens that are manufactured based on a "build to

ofepsictal pREEBYLPIORRSing| MEiRs raseEYROBISRcTRsise gate) sterage, or global
har dware and software options. Currently, a "build to
ofderpunigeiinps adn m@ﬁomﬁmfgﬁn@tmw@nﬁmmmm oreyhankide agariety of
systenms fromthe factory to the custonmer. In the case
ofiardwatel agd sefiwtemenpontiie thatisiap e comegnredeto girowess, tskoge, and
systemdirectly. For |arger custoners, however, the
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of internediate entities such as val ue added resellers

(M&B‘gésydt&ngﬁﬂ@hadworﬁihg%?stérﬁs.no assurance fQY the
custoner that the contents of the information
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the secure set- up area at the manufacturing facility.
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contents I's es owever, since Sy

contents; include confi. ti,al custoner set.-u
PRb R SRk AR Rer SRR S i Rer- G A PRURRE Fugpeoty =
dat a,. .and. of her sensitive jnformtion forts ar
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systens. However, there is no current system or .
pastosn th Be castomss unithy cass of smaligricugtomess, thefcyptemer B1RY receive
handl i ng systens froma manufacturing facility to the
cthrstsystem diteptly.vFeviarger cdstorhers drpovene, thelinfoempgomhaalbidg system
for a nethod and apparatus to ensure the security and
. | mipgessttiroogh s autnbar ef iateimedibe cntititsadunie ds valuaaddedirbetllers

to order" information handling system -2 SUVWARY OF

TREARNVENT] ON

In general, there is no assurance for the customer that the contents of
the information handling system have not been modified after leaving the secure set-
up area at the manufacturing facility. Ensuring the security and integrity of the -
system contents is essential, however, since the system contents may include
confidential customer set-up information including provisioning data, configuration
data, and other sensitive inforimation.

Efforts are underway in the industry to promote secure computing
s.ystems. However, there is no current system or procedure for ensuring the secuﬁty
of information handling systems from a manufacturing facility to the customer. In

~ view of the foregoing, there is a need for a method and apparatus to ensure thé_
security and integrity of software and data contained on a “build to order” information

handling system. -



The present invention overcones the shortcom ngs of
the prior art by providing a nethod and apparatus for
ensuring the security of a particular configuration
of hardware and software for an information handling
SUMVMARY AF THE INSFENDBI@N using a "buil d-to-order”
system Specifically, the present invention ensures
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According to another aspect of the present invention ther_e' is provided
a method for verifying security of data delivered on an information handling system.
The method comprises storing a manifest file on a data storage device in the
information handling systém, wherein the manifest file comprises a predetermined set
of data files selected from the data files stored in the information handling system. |
The predetermined set of data files has a known status. The method further comprises
generating an electronic seal using at least one electronic key, wherein the electronic
seal is an electronic seal of the manifest file, storing said electronic seal on said data

" storage device, verifying said electronic seal upon initialization of said information

handling system and initiating a comparison operation wherein the predetermined set
of data files in said manifest is compared to the cofresponding set of data files stored
on said data storage device to determine the security status of said information

handling system.



generating an electronic seal using at |east one

el ectronic key, wherein the electronic seal is an

el ectronic seal of the manifest file, storing said

el ectronic seal on said data storage device,

verifying said electronic seal upon initialization of
sai d i nf orfietmethod had appangusyshepreaerd inveintibais ingplemented
compari son -operati on wherein the predeterm ned set of
Wiigan plintadisy dfrelsaiodiolesyis i@ génckBe cletipaiie sealParide verify the
correspondi ng set of data files stored on said data
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.an alternate enbodi nent of the invention, the )
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t he enbodi nent of the invention that is inplenented
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the tinme an order is placed for an information
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then manufactured with the operating systemand a
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- public key. When the information handling system performs its initial boot, the

public key provided by the manufacturer is extracted from the storage in the



public key provided by the manufacturer is extracted
fromthe storage in the -4 informati on handling system
and a conparison is nmade of the BICOS and the CMOS

agai nst the information contained in the encrypted
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t leastompoprowidediprivatedtelyrigusegiyts tverifyi (or toamatifeay adéat dm:tylpt where
the operating systemand a predeterm ned set of
saletevadre) alsof ths t“alghed’ ihhefiaton andhigs chiiiempr @eEigtra6ibn/ordering
fabricating .the informati on handling system is
canpkmiion @ manifest file is constructed conprising a
plurality of specified files, registry settings,

provi si oni ngy,i,Rf.ac081d é?ﬂ‘ood?xﬁ@nt aﬁdeﬁt ogn@'e electronic seal is

i nformati on needed for a spec eve security.
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contained in the encrypted manifest. If any of the
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the initial boot is designated
a specific level of security. The manufacturer then “signs” this manifest with the
manufacturer’s private key and the symmetric key which has been provided to the
customer at the time of purchase. When the information handling system performs its
initial boot, the public key provided by the manufacturer is extracted from the storage
in the information handling system and a comparison is made of the BIOS and the
CMOS against the information contained in the encrypted manifest. If any of the
information compared to the manifest has been altered, the initial boot is designated
as “invalid” and the user is notified of the potential for a breach of security.

If the system passes the test conducted during the initial boot sequence,

the system then requests the customer to provide a symmetric key. The customer-
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as. "invalid" and the user is notified of the potentia
for. a breach of security. If the system passes the
test conducted during the initial boot sequence, the
system then requests the custoner to provide a
g r|c keg} The custoner, -5 provided symmetric key
oy S %9y 18 Bicdite VERIXASF F5 xp-vemidy and/predacyynt where
mhere necessary) all of the "signed" infornmation and
t ReFeRsann She theosigngtr inforaration @ad trrerusionfen comfiguoatiorTérdering
al t ernate enmbodi nent conprising a symretric key has
W@“nﬁﬁvantage of minimzing vulnerability and
maxim zing flexibility. For exanple, the synmetric
key enbodi nEht aléamath embisdichehocoraprikiad £ 5yramemicl@ndas the
who can print out the key for a custoner. As
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with information stored in the conputer provides a
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plurality of data files and wherein the predeterm ned
set of data files has a known status; an electronic
seal stored on the data storage device, wherein the
el ectronic seal is generated using at |east one
el ectronic key; wherein, upon initialization of the
i nformation handling system the electronic seal is
electronically verified and is used to initiate a
conpari son operation wherein the predeterm ned set



of data files in the manifest is conpared to the
correspondi ng set of data files stored on the data
storage device to deternm ne the security status of the

i nformati on handling system According to a fourth
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npari1 son operation wherein t predet erm ned set of
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coryr dj set A . .
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i nfsgstemt i on handling system In the third and fourth
aspects of the invention, the electronic key may be
automatically extracted fromthe storage device upon
I ni tial Azedrdiap ted foultk aspettaf tdetpresont itnenddn theresybeded a
The el ectroni.c _seal .may be gener,ated. usi ng a, fi.r.st
ol ERTgF BPTAPE S oL R Sl B e aE panglisg system.
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parstictediftodithd sladlity@fdatp filesdng whepeid e prdaeaing spesflddta
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public key for the second part

seal, upon 1nitialization of the information h)a/lr'ldling system; and using the electronic
seal to initiate a comparison operation wherein the predetermined set of data files in
the manifest is compared to the corresponding set of data files stored on the data

storage device to determine the security status of the information handling system.

In the third and fourth aspects of the invention, the electronic key may be
automatically extracted from the storage device upon initialization of the information

handling system.

The electronic seal may be generated using a first plurality of electronic keys
implemented using a public key infrastructure. The first plurality of security keys

used to generate the electronic seal may comprise at least one public key for a first
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In one enbodi nent of the invention, the system may
include a nodified manifest file corresponding to a
predeterm ned set of data files having a known

nodi fied status and a nodified el ectronic sea
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keys inplenmented using a public key infrastructure.
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for installing software on an information handling
sydnadiestifilesi gure 2 is a system bl ock di agram of an

i nformati on handling system



"Figure 3 is an illustration of the key conponents of a
secure data delivery systemfor an infornmation
handling system Figure 4 is an illustration of
alternate delivery pathways for information handling

BRIEFIDESCRIPENENtIORTHh®RIEWANGREUrity system of the
present invention. Figure 5 is a flowhart

illustration of the steps inpl i N the .. I
and appar Z ﬁgreg?nttl%vg n%? ese ?’% ibﬁ&%ﬁ#lﬁ%ﬁ{_o& ggﬁéﬁszg%%gus
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.when recei ved by, a custoner. cause di.fferent .

T B R oG T TG 05 eGHE WGP of the present
different individual conputer conponents require
gopfet-ent software installation,- it is necessary to

determ ne which software to install on a target .
i nf or mat i diguraAds # Algwchart illustration of the steps implemented in the

method and apparatus of the present invention.



system 120. A descriptor file 130 is provided by
converting an order 110, which corresponds to a
desired informati on handling system having desired
conmponents, into a conputer readable format via
conversion nodul e 132. Conponent descriptors are

OEPATIED IsRskahierdescr i ptions of the conponents of
target i nformatton handling system 120 which '

conponent S E j .
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140 provides.a plurality of software conponents
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server 142 over network connection 144. Network
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contained i n database server 140 is often updated such
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environment. The software is then installed on the
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installation is controlled by a software installation
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1S a generallze n or an ?rna
B0l 38 LS AT HIS 8Pl BB Ry oo
o B T E MR SR

& board, .a Jrouse, and associated controllers, a hard
: é;@nt individual computer components require different software installation, it is

- necessary to determine whiph software to install on a target information handling
system 120. A descriptor file 130 is provided by éonverting an order 110, which
corresponds to a desired inforrnat_ion handling system having desired components,
into a computer readable format vié conversion module 132,

Component descriptors are computer readable descriptions of the
components of target information handling system 120 which components are defined
by the order 110. In an embodiment of the present inv_ention, the component
.déscrip’.cors are included in a descriptor file called a syétem deécriptor record QMch is

a computer readable file containing a listing of the components, both hardware and

-10-



drive 206, and other storage devices 208, such as a
floppy disk and drive and other nenory devices, and
vari ous other subsystens 21.0, all interconnected via
one or nore buses 212. The software that is installed
R6£REE] BBeliftlING HES SRR BL bt 105t

el 0 G.d}%ﬁ rﬂ%@%{n%%ﬂe&f : I—f‘alvkrfgdread

onto hard di sk drive ernate e software

o . ' -vol atil e. .
i) (R e BRI, ARBLANEL S1CRRAE: Bbluio of
[ lon relating t.o i.ch factory, buil d
S PR o ARt B SR A iniisgo Bl server 142
Accessing this .inf tjon enabl es ser to have
QUE T BAICORRSPEPR &@‘Egﬁ e BWH’Fﬁ%Ofth‘ 4 T4 §S Y| nghwork
factory bujild environment to be built. For purposes of
CAMECHP T WP b&aP D ytheiar siches adprah aved Mgy an légﬁfrPéWY the
i.nclude any instrunmentality or aggregate of
ifemety hstiaformplean enpéringsl ia detsbessripuiee 140 isofteplupdatd yuch that
process, transmit, receive, retrieve, originate,
$hvei datdbasestontains anep Fatory iraild Emstonmenet Bt sofivecoisdhen installed
reproduce, handle, or utilize any form of informtion,
iontled thiggeiné@mation haatlmgfsgstelaULDN TS soFwhrenihdtilition is controlled
control, or other purposes. For exanple, an

bR Qb MiRhieGfstal A8 Inh 4G g & &t QERVBBH a8 oBerdBle%6 Bhtrol the
conmputer, a network storage device, or any other

sustdRRbE O HEY io?@raﬁﬁ@si@n & dthbrSoRiwale pa%?%eg’speciﬁed by a

performance, functionality, and price.
LAk@nomtion handling system may include random access
nenory (RAM), one or nobre processing resources such

as a central_ processing.uni CPU) - har dwar e or ..
sof t war e cglrgtu?eo? 9 ao%?ngghﬁdﬁﬁlugtﬁ%fw&g&f’Hléiforr\fﬂlgtb‘géh%lfumg
nonvol atil e, menory. Addi.tiong|. conmponents of the
PSR B e G ey ige PROTOAED O gied HoFare 1
g'sk drives one or nore network ports for )
Eﬁmﬂ?ﬁr@é@}l handlings e TP plafespeRiPeessor 202, wpnt/owtaut (VO) devices
various input and output (1/0) devices, such as a
Reds sy a5, 2 disptevisekeyhpatd.ae wiodsep andipsspeiated chigollers, a hard disk
i nformati on handling system may al so i nclude one or
dove20f sed othepspaigk deticest 208 nsuvhtas adhoppidesktandrisive and other
bet ween the vari ous hardware conponents. '
memory devices, and various other subsystems 210, all interconnected via one or

more buses 212. The software that is installed according to the versioning
methodology is installed onto hard disk drive 206. Alternately, the software may be
installed onto any appropriate non-volatile memory. The non-volatile memory méy
also store the informaﬁon relating to which factory build environment was used to
install the software. Acéessing this information enablesa user to have additional
systems corrésponding to a pax’ticular factory build environment to be built.

For purposes of this-disclosure, an information handling system may

include any instrumentality or aggregate of instrumentalities operable to compute,
' -11-



Figure 3 is an illustration of the key conponents of a
secure data delivery systemfor an infornmation
handl i ng system The hard drive-206 conprises a
partition wherein information relating to the

él%ffy,gpkbéﬁsb Qrhnenit! RBeik 8 rofiERE i Rigidaa) dhitdig sto?ey ﬁis? anifest,

store A manifest file 216 conprises a pl ur al

ddté @ Sref &l bRt D nhiie, drtiALIRL £ gm'aflﬂﬁ%ﬁgg ug,yﬁgeﬁ@ence or

For exanple, the manifest file 21 can

Jlizﬂng ng;r%%a;ngsﬁ %cg% atfl h%an‘irgl %ﬁ {h%f"g&t?»ggesBFW?egggr \foin. atlon

fornatlon st

Bl R, Bl ol P T 8 o peQevigspor any ofher
i nc ng co f| uratlon r |ster and ot her g¢ustoner

PR SR B0 e e g rhaice, Sagionalitepgipe
f|Ie sonetlnes referred to hereln as an el ectronic
¥lagigformation handlige system snayuinstide Fradpmrageess memopn RANH gone or
el ectroni c seal provides an authentication-of the
BOIRISALaSSiBE reshBrcasiichas e capldel prycessingmpet (GR)wir bhardwreee or
contents of the manifest will result in the electronic
sdatarheimiyl loglQ ROvlpkeifor other tgphdiof nomyolailkeeneky.f Additional
the operating systemused in the first boot 226 is
singyoeente pf thean foameti el hand iR 6ysadial maRfigdiadt dredr hedratlisRdrives,
to the electronic key 228 may be stored on the hard
6Hel otenork ReSATR peAb aftic BRI i Ating REth AWRKH A cest B@VJCH as
el ectront c key 228 wll conmprise the public key of a

VRIME Bt ke oarguta(@/@q HESRBEE st FHELLRE@LAROLS; add PiREo

 enbodi nent of the present inventioh, the secufity Is

ﬁgﬁ%d PR Bforkish 1o§}ﬁ§r‘id§{§ﬁ gag’mn%l £1§J fuae H@&dﬁpg}%%ses

wever, a custoner sys rom

’ g%rat%ﬁeafct Ur glrnlto%er & S%%Hs gﬁ%%%lk %aﬁ%%s%a&%%%ﬁgpmggﬂcn%s

oner oes no ave

request a ric.key j.nstead, which is displayed

on a web péégpg‘n’tﬁ aEéW%‘é“%%ﬁ?E% e &FY FPTPANSBISIRS atsﬁ%ure data
customer. Using a secure socket |ayer (SSL) security

delix pryrpyster i ﬁ%mf@mt@pé’@nﬂgl gysteme Bhprheed diive JQycomprises a
mai ntained in a secure environnent. '

partition wherein information relating to the configuration of the information handling

system is stored. A manifest file 216 comprises 2 plurality of files relating to the
information handling system. For example, the manifest file 216 can include
information relating to a processor serial number 217, information relating to the
system BIOS 21 8 and other configuration ir.lforrhation stored in CMOS 220. In
additibn., a predetermined selectiop 'of files 222, including configuration registers .and
other cﬁstomer defined data is stored on the manifest 216. A “signed” file, sometimes
-referred to herein as an electronic “seal,” 224 is also stored on the hard drive 206.
The eléctrom'c seal provides an authentication of the contents of .the manifest aﬁd any

tampering with the contents of the manifest will result in the electronic seal being
' -12-



When the information handling system 120 arrives at

the custoner's site, the custoner uses the symretric

key to "break the seal." The synmmetric key enbodi nment

is particularly useful for consunmers who may not have

2 gubLic key or. do _ not know how to use one. For )
‘Bsekem| n adflitionea kespglfortheiogerating system pieddp dheofiist beaj 426 is
print out the key and give it to the recipient of the
sipirgc on thedard drivel?d6lead inforraxtpseliting ty thaglectinsie kgy g8 may be
e-mail, it is necessary to have physical possession of
stoned orotine ast drivteo Inseme embdinsntsmi oot meenticnl, te eeactiods key
the positive verification requirenent of obtaining a
208yl ebmiphee thiapublackayr @frd mapifidtier keaccolidarat with PR protocols.
the Internet rather than relying on the key stored on
the hard dnio¥€emibdEinhi €rthabres@dO@niiB)the SRUFL isbagdan a
symmetric key al so has the advantage of m nim zing
PRUISHEEADITh bh Yité@Rste MRS EFh &t BOwEY8Xd Qistdref -cali@Fder a system
exanpl e, the symmetric key enbodi nent can be used for
ffaon!l:l El%ln?&m?%élﬁ'ay &%9 Qrseégﬂg ﬁgﬁ—gnrgtre%t% 1Ayt t{tﬁg cxlfs%(mgrpcfoe not
cust ormer. I scussed . her el nabove, the symetric key

in c ination with information stored in the ... . .. =

B ERERCR bE ot d B rabER et St Eeeiifs d pign s cisplayed
since the end user st have_ -13 physica 0ssessi on

g2 ¥ pacgaﬁaﬁf@rf g"“r (o] GEP“P‘GS % i]ﬂi“? ‘g\F r’i‘ﬁ’iehsﬁ}gt% Speurssapket
sequence using the symmetric key. The contents of the .
Topeen (3 ot Seemty SystemaipiPration selainegp taepmppelyic key is maintained
verification can vary dependi ng on predeterm ned

18 asedire ynpeongitet ers sel ected by the nmanufacturer or

the custonmer for a desired | evel of security. For

exanpl e, aVhemthe idfouriticof handbing sitstem 1 Pearsivesiat thy customer’s

i nformati on can conprise signed configuration files
sitedhe eustemnerfuesse the ishareoid kéyniorityreak phieectel e rThersgohnsetic kéy
operating systemand boot files. At this |level of
eiDoUInhdr is pdrculitiy harkul F8Odons b iviHo BaPnételvedeulic key or-do
. checksum verification of the BIOS and the CMOS, and

doh a6 hbditG AL Ok, SRR RERFRNGYES & Ns QE Mithhotstorhi%an
print out the key and givé it to the recipient of the 'gift.. Even if thé key is exposed .
through unsecured e-mail, it is necessary to have physical possession of the c.om;.)uter
to use it. This embodiment also avoids the positive verification requirement of
obtaining a copy of the manufacnirer’s public key directly from the Int'ernet rather
than relying on the key stored on the- hard drive. The alternate embodhncnt
comprising a symmetric key also has the advantage of minimizihg vulnerability and
maximizing flexibility. For example, the symmetric key embodiment can be used for
a dealer or a vendor who can print out the key for a customer. As discussed
hereinagove, the symmetric key in combination with information stored in the

computer provides a comprehensively sec%e system since the end user must have



public key of the end user. In another |evel of

security, the security information can include a

signed checksum of the entire hard drive 206 and a
checksum verification of the entire hard drive and

Che . . N . Thi _
i o B e SN It b e OO il o e wone
H@gﬁ&ﬁg&hc gey of the end user. _A third | evel of
security gghyinclude encrypted customer configuration

files, signed operating syste d ot, fi.l es, and

vari ous chgﬁlﬁ§8?ﬁ%{}%ﬂfﬁ]i‘%&?‘¥geﬁ%ﬁ%&?g S‘Pﬁ?r&? gt h’gs“‘mgf

el ectronic keys_in accordance with PKI. protocols.. A
FtEEHPTB g DERAIRE Y PrednrRine SreriEHAF yBE Er selected by the
custoner configuration files, a._ signed checksum of ’
HRRUEALYTRIROTHAP BUStRIRFRET 2 g6sired iy cholfseemyy Mot example, at one
verification of the BI OS5 and CMOS using el ectronic

Keyes of sasutitye thedapudy wifbrmaion cpr cewposssigiRidgonaguratien files and
illustration of alternate delivery pathways: for

i nhawifeat filsrohtaindhg agredysteined setpll epeatinggystameantbbeot files. At
security systemof the present invention. In one
afRaeieeiecafityt the ihifiWERSdt Sdturigncanihcuded tioskimndérdfgtion of
systemcan be delivered directly froma manufacturing

faeBIDS ¥nd B8R EMOB, GHS tHRARFidARn cih 8e chRRIIBY IO without the
handl i ng system 120 includes a manifest file 216 and

t ; _ , | 1122, ; 1
R e

i'in?luﬁca A gl:glg ec}%ég%.\%gglg ehiraim?}meﬁfbé a?ldka)a;bhgcksum verification of

n erlrre I nNatl on Caﬂ dit )
CqreML N, or. 8 valuss el Elo YAEl, Lhat. ULl .4t o

speci alized set of software and/ or hardware

SRREHE SHoRES D P Emeniet v B A EENb RE S o LohebHie satibspr A
to the informati on handl'ing system the VAR w | )

i thisd daviel of seererityicer inediereastypted|castomer aenfigwsation; fdes, signed

el ectronic seal 224 on the information handling )
soretatimg g9emasnd hestiiiehedd verieisrrhbdwsem vEmdiceidnsrmesforoed using
handl i ng system 120a can then be delivered to the

Célsdtney ked® th adcottincde it @KiIpestachls.0A fourth level of security can

iné:lude encrypted customer c'onﬁgurati_on files, a signed checksum of the entire hard.
drive 206, and a checksum verification of the BIOS and CMOS using electronic keys
in accordance with PXI protocols.

Figure 4 is an illustration of alternate delivery pathways for
information handling systems implementing the. dalta security system of the present
invention. In one embodiment of the invention, an information handling system can

- be delivered directly from a manufacturing faqil_ity 400 to a customer 402. The
inforrﬁation handling system 120 includes a manifest file 216 and the manufacturer’s-

electronic seal 224. In an alternate embodiment of the invention, the information
-14- '



anot her internedi ate destination 403n for additiona
hardware and software nodifications. After the
enhancenents have been added to the i nformati on

handling system each of the internediate VARs will

| Dekahd y%te@f?@ﬁé isedlivaRh test inkdrhRaibdAntationisf wBRh can be a

el ectroric seal 224 on the information handling system

1@%&@ aeeosda Pcﬁ@lle VAR VRS REEREMhe aﬂuﬁﬂsao%anwsymm

rmation ng systen1120a arrives at the

@?ﬂeﬁgmﬁ%é @cmp ed'ﬁ% oigsg?fgv Qx‘l‘ﬁ?ﬂ’%%rdﬁ E@bﬁdn@&ﬁgnts After

S grlty 8 ] ormation Is
r %H%a?ﬁﬁrg‘%ﬁtﬁ S\(/:er tlé‘-’[egéfia%f{] gg?r%lﬁm 8%? %ﬁsg&%{:ns, W AR will
f h d h " .
't{?l@q%@riarﬁé Beb e fndl G0t paigen ol rh%aé%l& fhat

i nformati on handl'i ng stem 120a_ by each t.he

i fesrEan ﬁﬁ@dlmﬁeﬁvb]r%é\?é Aescrifgd b?ré@éh?vq rﬁbéﬁ?ﬁoaﬁa%%{h

be used to "roll back"™ signatures to identify

i hatidling spdterdilgDa edn ey hatelrwssed tortheeustoraen 402yt chmpe delivered fo
nodi fied the information handling system 120a in its
paddthdr imteirhddateenstfratiomd@dn 20@ddicondldafdweat andisdiwa4©2.
Figure 5 is a flowhart illustration of the steps

| pRueTeRed Khtet e enhRicBRdnts hdvapgaraties toothe idférmation handling
present invention. In step 502, the systemis posted

apdlidn AENLIR iMRehAiAB Y SYSH R Ml 0pd@Hed hasifed HOH16 and
In step 508, -the data security verification program

iR sl Sl ot DRI AE LU BN e

obtalned fromt ard fi've and an

agﬁtg & %gr@%elfn \}Jcntlon @ége{) th? %%fo?rg?t?olﬂt 1@% %;s‘teem 126 glfji@es at the

e mani t est

runtod ermn et her the . var.i :
COORELE, RAELRE R 43 Aot T
aut hentj cati on_nani f est.. the te duct ed | )

s irdpromption;is Herefdeas dleﬁ‘a'tbefllli‘éreé%@f)?é?n i‘%%flé?qtvgf%l e modified

mat ch t he mani fest, a notice is. provided to t

uslertroni¢ sed ddé ventains frforreafionrthat 4an betuspd B1estabReh %a@ft?éﬂ of title”
that the system conponents do match the manifest file,
ptodéessiengtheanddifiva®ons made to the information handling system 120a by each

of the intermediate VARs. Moreover, the present invention can be used to “roll back”

signatures to identify individual digital signatures‘ for each entity that modified the

information handling system 120g in its path from the manufacturer 400 to the final

user 402.

Figure Sisa ﬂovéch.aﬂ illustration of the steps implemented in the

method and apparatus of the present invention. In step 502, the system is posted and a
. minimal operating system is loaded in step 506. In step 508, .the data security

_veriﬁéation program is implemented. In step 510, the manufacturer provided public

key is obtained from the hard drive and an algorithm is run in step 512 to authenticate
' -15-



to step 516 wherein a checksumal gorithmis run to

verify the contents of the BIOS. 1In step 518, a test

is conducted to determ ne whether the results of the
checksum operation for. the BIOS match the contents

of the manifest file. If_the test conducte in ste

5 1%e CARfFRts o8 herpaitestllegieaer o &% afstt ihapdh *ﬁanmew sther the
contents of the manifest file, a notjce is grOV|

£ 0VATIRNS §XFI cpmpOnBiivarh thadnts eantatagsiaihs &y ?n%l%&l%mmfest
518 indicates that the Bl OS does match the contents

of Lithreteptenonfiecied mnjstep 5 idrindisatiss Hgt Biesyitemesniepts dotnoy match the
520 wherein a checksumalgorithmis executed to

demeniféshe vttist kseprovided toothe aerrs If, bbwetes, MBSt nuniprsiep 514
match the contents of the manifest file. In step 522,

a ind&iatels shat tlongstetnebmiponeet do mateh thh etdnéfesttftie, prbeskiag gontinues
al gorithm executed in step 520 indicates that the

COfdt 2l 51 Pfhdrbia 2HeEksaRN@pyrithB i€ hurt RevchigpiHeeshtehisl of.the BIOS.
If the test conducted in step 522 indicates that the

COﬂ; & 5100 e NER IR Yerf@n Qb etAB 1R resh €0 MBB Lh&Kkum
|Ie the'user is notified. If, however, the results

n}%é??tlc}nef% th%ﬁ%;%ghm cont E’s ét’?tl?l% 13 If&‘?tﬂ e, L Eﬁ‘ie ttegt%onductcd

ents 0 menory 0 mat mani

e P DT ARl A bt e«
B T R ST S BT W

det er m ne whet her the checksum al gorjthm executed in

st Byt e BI %%aﬂééchthgﬁorttﬁrgf opiae rranfigst file PTRERSERE SOpTHRNeS to
mani fest. If the test .conducted in step 526 indicates

t hetep 6R@ whetsiremeleclsfum pigopiim EERSCHad t eRterrvne whebhr the contents
the manifest, the user is notified . If, however, the

r esfthe £NOSthemory snatdothd gonisdtsiof the mpnifspile ddisteats@2, a test is
that the PKI-EBTS data does match the manifest,

pr eqelasiedgo detvinine ediether the theddsem aﬁg’cﬁitmneerxeémed hestep 520 °
manuf acturer "Electronic Break The Seal" algorithmis

exBRiHaed thamkk (dHeerdsEr tht EMOYBESE G mAcIPihehAefest file. If the test
appropriate input to initiate operation of the data

hapell4,p@asy §tre? %2 il{hlccﬁtt%ghé%gﬁ cbiftenth B fnk @MBRGheRbry d¥¥not match

operating systemis con

the manifest file, the user is notified. If, however, the results of the test conducted in
step 522 indicate that the conteﬁts of the CMOS memory do match the manifest file,
processing continues to step 524 wherein a checksum algorithm is executed to use the
PKI-EBTS data to confirm whéther the electronic key matches the manifest file. In
step 526, a test i;: conducted to determine whether the checksum algorithm executed
in step 524 indicates that that PKI-EBTS data matches the manifest. If the test
conducted in step 526 indicates that the contents of the PKI-EBTS data do nb_t match
the rﬁanifest, the user is noltiﬂeld'. If, however, the results of the test conducted in step

526 indicate that the PK1- EBTS data does match the manifest, processing continues to -
{16-



and the software for the systemis installed on the

i nformati on handling system Wile nmaxi num security

is obtained by inplenenting all of the steps discussed
her ei nabove, it will be understood by those of skil

in the art that a subset of these security and ‘
¥epiSL8 edtieimths regrsi fastureh Elpqipsineareale dbe Seqlr glgoghm is executed
effective security for a particular configuration of

had thearser iapdussiéd weprevide mppropiistt crpvhtd initidtaeptirating of the data
system w thin the scope of the present invention.
Ruhamglyhedi meeip SO0 Nihe iktilddbneiths oparating $yistem istrenducted
follow ng clainms. Although the present invention has

Qﬁ@ thed@ 85/t R tHebystendik linstdlled SR Y igforbation Hendingagstem.
that various changes, substitutions and alterations

?ﬁa{@rﬂﬁ? Denakois ottdiauy 1%&%&&159 afl @ M d SiepsHcussed |

scope 0 the i nvention as defined by the appended

%ﬁf%r}n%ﬁ'{e W, A C}P%Eers]food%yc‘tﬁ%ér dels¥ sk Shenr fok 2 @fbset of these

ng syst’em conprising: a data
stora evi oper abl e to S
AR S

deV|ce n|f

eSO AR CE aﬁ etV ferc Rl R Sypmgting system
plurality of data files and wherein said

prigie therseppreef 58 PIesFntdariP es has a known st at us;

an electronic seal stored on said data storage device,
wherein said electronic seal is generated using at

| east Qther Mmbodiments key, and wherein the electronic

seal !s an electronic seal of the manifest file;
wher ei n, upSiel &hbdftdez Al ORitRh thefdllowii OElaRkd. ON

handllng system said
Although the present invention has been described in detail, it should -
be understood that various changes, substitutions and alterations can be made hereto

without departing from the spirit and scope of the invention as defined by the

appended claims.
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el ectronic seal is electronically verified, and a
conparison operation is initiated wherein the
predeterm ned set of data files in said manifest is
conpared to the correspondi ng set of data files stored
on said data storage device to determ ne the security
status of said information handling system 2. The
systemof claim1l, wherein said electronic key is

au ﬁ* gLally extracted fromsaid storage device upon
I ni ation of said information handling system
3. The systemof claiml1l, wherein said electronic
seal ish gen SrssuEily systEmdor aa "ffPWlionphamlmEISYS}'ETmeOmpnsmg

el ect r ofdat KRys dhﬂ&l @@ﬁmtc esktatsh Brafiy R B 9%5 ﬁlvﬁ
i nfrastruct esystemo claim erein said
first pt ’H?"%’I%?t?v S&F‘*‘%@c"ﬁ&dldﬁ‘? sippgedevisearherein ishrosmifes file

said el ectr em;ﬁlsmredé&m%bcﬁ@sof@ata hfé@%m%%&#ﬁla‘ p%u}ﬁﬁy
for a first | east one private

d
second part 9{3‘? %%Q é"&l?grf‘éﬁ?‘gfmé‘?t%ﬂ“fﬂﬁei set \%éﬁ*@ﬁlﬂs l@ah d
el ectroni c ke stang; verified u3| ng a. second plurality
of secufi conpri si | east, one private key
for sai"a‘ °¥t’°" 5“‘5?#@ °§ﬁ89 gi“a Pieragerdeying Yratsin seidietsgtramiy
sai d 3 econ d sqabus yneratcli@isifig atlemst @y sit@RRIkeARNd ?H&(ejxﬁfthet he
preceding ¢ rthe ris ifie
mani f est fi Flgét{cggi}crsgaglsgﬁ rccm 540 t){']’gﬂlé?lg“ﬂ‘ﬁﬂﬁed set of
dat a fiWheeih amnngtldlzakmﬂmxdrmdmﬁat@d hsﬁcmthSys&ﬁd sdidir t her
conpri sing geARdi séa@%c V\E&%Jaﬂﬂbc%ﬁﬁg by SOrespondi n

sai d nodified manifest wherelh sard nodilied A Cperaithn'is’
el ectroni c Fiigtedivdereiethepredetzgmined aqgofaﬂatalﬁgq;sm saidweanifest is

el ectroni c k&dparcd to th @orﬁ%‘ﬁnm Q¥ ofedafll s@tor%o%%%fl%a%al d

nodi fied electronic seal 1S generated usin
plurality oftoasetericais ‘l?te!%%‘?‘éthie ﬁ"ﬁPféWétﬁtuédf&aSil lnfgrrmtlon _
publ i ¢ key handling system.

2. The system of claim 1, wherein said elcctronic key is automatically

extracted from said storage device upon initialization of said information handling

system.

3. The system of claim 1, wherein said electronic seal is generated using

a first plurality of electronic keys implemented using a public key infrastructure.

4. The system of claim 3, wherein said first plurality ofsécurity keys
used 1o gencrate said electronic seal comprises at least one public key for a first party

and at least one private key for a second party.
5. The system of claim 4, whercin said clectronic seal is verified using a

“second plurality of security keys comprising at least one private key for said first

party and at least one public key for said second party.

-18-



infrastructure. 8. The systemof claim7, wherein said
first plurality of security keys wused to generate
said electronic seal conprises at |east one public key
for a first party and at |east one private key for a
second party. 9. The systemof claim8, wherein said
nodi fied electronic seal is verified wusing a second
plurality of security keys conprising at |east one
private key for said first party and at |east one
publ i c6key Tharysam of s aernd theareesdinglelfms, Tir¢thesgomtpeisingd

an of..clajns_6 tqg. 9, wherein. saj ifiled.

e F G it e B tpirting g SPPRIeFating e o R it dine o
molchofvih exdifiedastatss and ifurthsixomgiisigg 4 modifiedsdyciremc ekl

sy . e . o A
o i R bBbd it MELER o BT EEL RIS e
t ogeacrated using abfeast beedlectenickeyeal s generated in '
~association wth said successive nodifications of
said manifest file. -19 11 A nethogd_for verifying
security of [hgaysienyef qlaim feybegiin %{‘Hf ’Pﬁ‘g%?drfé‘icfr?fﬁcs 4hdl i ng
Sygeh€&rited GHERY firstiph@ality df@leciichi SkepPifiplensehtell nbifip Ofublic Kt a
st.o[:ra e device in said information handling system
WhBFE'R'Si d nanifest file conprises a predeternined
set of data files selected fromthe data files stored
i n the gi nf ofyxadLiaR oPARAI7 Hkreid Y34 S5 pl@ALLy WRREGIPKSAI d
predeterm ned Set of data files has 'a known status;

getred WEeRrRtastidsleopip prakcogprfes Adrpaskong publisckey fasa dirst party

el gatal REb SnelpRivate VEVEIOLL Rcdnd@artyel ectronic seal is an
el ectronic seal of the manifest file; storing said

el ectronic seal on said data storage device; verifying
sai d el%ct r B systere af ¢laimPowhdrein sdidimpdified elertrofic seal id verified

i ”Es‘PJg'LBsEéoQ&‘ plnpaﬂw (jf Q&uﬁty keys comprising at least one private key for said

first party and at least one public key for said second party.

10.  The system of any one of claims 6 to 9, wherein said modified
manifest file contains data files having a known modified status cbrresponding toa
series of successive modifications thereof and wherein said modified éleclroriic seal
comprises data cbrrespbnding to a series of electronic seals generated in association

with said successive modifications of said manifest file.
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system and initiating a conpari son operation wherein
the predetermned set of data files in said manifest
is conpared to the corresponding set of data files
stored on said data storage device.to determne the
security status of said information handling system
12. The method of claim 11, wherein said electronic
key is automatically. extracted fromsaid data

st or age jgevi Ia|I2atI of .said information
handl i ng 1 sy sft‘i znrﬁ%? r‘ﬁor V‘Tr é‘“ﬁéfcﬁ‘B gga‘% fediverpdi an an jpterreqtion
sai pndlingsytamicomprsing: | S generated using a first

I [ enent e sing a ]
Db e sl SRS, KR PSP S T
13, wherei n waed, Vhargt sail masfchtifife @ﬁnpﬁe:@ Hbfeﬂyteﬂﬁﬁxyoﬂtset of
used to geneJa@at ﬁes;sgieg cﬂ‘rgrgq.l{ odn{a%les%%{cd ggéllf%{%%!ma dling

| east one public for a Firat

one privat e Waymfasd “@e@@@elld@rqdapmyncdm of Thefirebd adnedn
claim 14, whepgln said electronic seal is verified
using a second Iurallty of security keys conpri sing
at | easBesiRENgRT sjestranik espl Ysing ag least oe elestroniakdyywhdneln i

| east one pupcirénik &y 1@91[61@@:'091c§§a@9ﬂge tﬂﬁgfeyt -20 16.
The nethod of . %%ﬁvone of clains 11 rthe

conpri sfAgresaid eHalpRrid date Sﬁptagedewp responding to

a predeveifyinne detrofit séatupor ihhigSaheVdrigd fifo Jl%?f?é’l\gmdlmg
nodi fi ed statgs qg further conprising a no

el ectronic S&af rresponding to said nodified

mani feshntnaﬁmgl“aebrﬁpéﬁabrdop@m%rf \lvf?e% ﬂh@ﬁk&&é}{n&eg,eal i s
gener at ed ugaqu%%ﬂ Least. el.ectronic

met hod of cl Wh&FE mﬁ”"s?é‘u'?j"‘mb’a'eﬁ fodke %rfeﬁtoa@m c

seal is set of data files stored on said data storage device to determine
the security status of said information handling system.

12. The method of claim 11, wherein said electronic key is automatically.

extracted from said data storage device upon lmtlahzatlon of said mformatlon

handlmg system,

- 13. The method of claim 11, wherein said electronic seal is generated

using a first plurality of electronic keys implemented using a public key
infrastructure.

14.  The method of claim 13, wherein said first plurality of security keys
used to generate said electronic seal comprises at least one public key for a first party

and at Jeast one pnvate key-for a second party.
15. The method of claim 14, wherein said electronic seal is verified using a

second plurality of security keys comprising at least one private key for said first

party and at least one public key for said second party.
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generated using a first plurality of electronic keys
i npl emented using a public key infrastructure. 18.
The nethod of claim 17, wherein said first plurality
of security keys used to generate said electronic
seal conprises at |east one public key for a first
party and at |east one private key for a second
party. 19. The nmethod of claim 18, wherein said _
nodi fied electronic seal is verified using a second
plurali 16y " offhemettisd dfunkenssof Claimail $ rﬁjﬁﬁﬂherl @aptisione
priv sai d f.irst. east .one

DR e (e PrORRIB P e e e b gy
anycnmem&ﬁﬁail seatuBand farthed cdxﬂpﬁngamdrﬁeé alectramickiedli-ed
. g?fl %?sg%xdfg% é‘f S do rgoclafl eg énﬁlg ne X w{mrfm salcs1 modlﬁ é}ectrfogxc seal 1s
S ugensssedusingadedsi cmahieclrmmctldagr eof and V\,her ein said

nmodi fied el ectronic seal conprises data correspondi ng
to a series of electronic seals generated in

associ at? on Thametodeficlping &6%@%‘%%" CeirgHssealis
saligdndrmel fsRg t fikdt pi@rality? electronic keys implemented using a public key

infrastructure,

18.  The method of claim 17, wherein said first plurality of security keys
used to generate said electronic seal comprises at least one public key for a first party

and at least one private key for a second party. -

19. The method of claim 18, wherein said modified electronic seal is
verified using a second plurality of security keys comprising at least one private key

for said first party and at least one public key for said second party.

20. The method of any one of .claimé 16t019, whércin said modified
‘manifest file contains data files having a known modified statué-co_rrcsponding toa
series of successive modifications thereof and wherein said modified electronic seal
comprises data corresponding to a series of electronic seals generated in association

with said successive modifications of said manifest file.
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