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BACKGROUND
1. Field
10 The present application relates to the field of directory services. More
particularly, the present application relates to the application of electronic
directory services, e.g., X.500 or LDAP, in relational databases, to Itable
structures in database arrangements used for searching, and to methods for
searching databases.
15 2. Description of the Related Art
A Rélational Database Management System (RDBMS) provides facilities
for applications to store and manipulate data. Amongst the many features that an
RBDMS offers are data integrity, consistency, concurrency, indexing
mechanisms, query optimisation, recovery, roll-back, security. RBDMS also
20 provide many tools for performance tuning, import/export, backup, auditing and
application development.
RDBMS are the preferred choice of most large scale managers of data.
RDBMS are readily available and known to be reliable and contain many useful
management tools. There is a large base of RDBMS installations and therefore a
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managenment tools. There is a large base of RDBMS installations and
therefore a WO 01/77902 PCT/USO /11587 2 |arge anount of existing

experti sewand/mewest ment in people and procedures to run pdEESyIHNSIENS,
and so data nanagers are |ooking to use this when acquiring new systens.

Most rel ational dat abase products support”the industry standard SQ
(Structure Séer 5 Th e has, al so been a m)Ye t owar ds Qbj ect
Oriented s?f@ Pgﬁ g‘f#"('i‘\g ?%%QU@M@?WW t1 %ﬁﬂp@@@dawqceﬂyr%to
handl e arbitraril y conplex data itens. |In addition, many corporations and
gover nment aHN 486 syeams. radesadaia managersaie lopkingttatissethismphieoadquiring

. Which are not interconnected. Data nmanagers are |ooking for solutions

whi ch enablrew Isgstents.i Mesjrrelationiaéidatabatse, paddctsossppat they iddustiyestandard
managenent of that data. Electronic directories provide data nanagers wth

fa tool to B ¢SeULiNES® QRIrpChhY8age)SONE el ectronic directories are
standardi zed. X.500 is the International Standard for El ectronic

Directorg es [ COTHERQ Q4s aTé@?elen %_hrz@g%ftb%?@% S:?%Ee an nthg'cﬁ3 Slgfe\fhge@&@

protocols and infornation no gﬁge EU’F
directory applic | nf n 5 where the ais
fairly st aﬂ“aéag dgaﬁa 93(1? @ﬁg i Q}‘? stfai%ﬁa'@é Eg%r{kbcgglpl% data 'g%ﬁ'
(e.qg. acrois or gani sati ons or countrles extensible (e.g. store nanes,
addr esses, 'jogd gt'@me@a%\ﬂ%@@a&f@es)an%moy@fnraen’r@htctapaﬂm@nmt baafarlgege
rul es on the data) and/or accessed renotely. Electronic directories, such
as X. 500 amgnmer ofadatabase egplicativotes: udictpacy ndeindercoanestedk Baih madege@ of
functionality that 20 enabl es data managers to achi eve their objectives.
are looking for solutions which enable them to integrate their data, and to simplify
10  the management of that data. Electronic directories provide data managers with
a tool to achieve these objectives. Some electronic directories are standardized.
X.500 is the International Standard for Electronic Directories [CCITT89 or ITU93].
These standards define the services, protocols and information model of a very
flexible and general purpose directory. X.500 is applicable to information systems
15  where the data is fairly static (e.g. telephone directory) but may need to be
distributed (e.g. across organisations or countries), extensible (e.g. store names,
addresses, job titles, devices etc.), object oriented (i.e. to enforce rules on the
data) and/or accessed remotely. Electronic directories, such as X.500 and its
associated standards, provide a framework and a degree of functionality that
20 enables data managers to achieve their objectives.
Typically, data managers prefer to implement an electronic directory, e.g.,

an X.500 directory, with all the flexibility of object-oriented systems, but using an

SQL product so that the system can achieve the scalability and performance



Typi cal ly, data managers prefer to inplenent an electronic directory, e.g.,
an X. 500 directory, with all the flexibility of object-oriented systens,

but usi ngw@yy1796d2 product so that the system can achi eve tperpsalakdd ity
and performance WO 01/ 77902 PCT/US01/11587 3 inherent in relational

systens coupled with the stability, robustness, portability and
cost-effectiveness of current SQL products, e exanple of an electronic
directory i'%ﬁ’@ﬁgr‘ﬁ‘ d?lag'ﬁ’nf“ SM%@S@! GeHPieq U!tg%eS%tPP&Fy'h@.buéme@?%%tﬁbﬂﬁﬂ
its corresponding Australian Patent 712451 both of 5 which are

i ncor por at éhdeasdieffectiveness ofcaurrendSQAbprodifcds.ence. In the search

., Strategies for this inplenentation, at a conceptual |evel, hierarchy
tables, e.g., NoWEexBinplaotailkicironiediteetdryt npreimentation 8l dddcabeliing.S.
bet ween objects in a hierarchy. These hierarchy tables are arranged
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manage val ues within an object. 10 These object tables are arrange

e erar oy el careelh BRRothd Terb i (Fa CEhre B By ot R, By R

the hierarchy tables and ever e valué’h corres

the object tables. In this inplementation, the object table used for

sear chi ng 582%9.'93_58511@?HE‘W%@”@'C’%@fEbPﬁ{‘%ﬁ?tB?f EV&" WEESrCRy Aaples, w@r e
EID identifies the object to which the value belongs, AIDidentifies the 15
attribute thpMEDiThand diRfkE, Mepusedie imaiatainnelagpnships xstweenmhbieets iofa
attribute values in the one entry, and Norm contains the syntax nornalized

val ue. At thiedauctey.t &hkss hieragchy tablasi dnet arrangdd aecordfingr tvadne rowlpmsrtobject.
attribute types. The attribute table used contains rows of the form (AlD,

SYX, DESC, @YBEIT ththiks, lelg.NaSEAROM drtr BETRY, thatad RN TRNiNN téh object.
el ectronic directory
10 These object tables are arranged according to one row per value. Every object
has a corresponding row in the hierarchy tablés and every attribute value has a
corresponding row in the object tables. In this implementation, the object table
used for searching objects contains rows of the form (EID, AID, VID, Norm),
where EID identifies the object to which the value belongs, AID identifies the
15 attribute type of the value, VID identifies one of a possible number of attribute
values in the one entry, and Norm contains the syntax normalized value.
Attribute tablés, e.g.,' attribute, define information about attribute types. The
attribute table used contains rows of the form (AID, SYX,DESC, OBJECT ID).
It has been discovered that improvements to electronic directory

20 implementations may be achieved for arranging and searching databases for

complex data types.



20 inplenentati ons may be achieved for arrangi ng and searchi ng dat abases
for conplex data types. WO 01/ 77902 PCT/US01/ 11587 4 SUMVARY The present
appl i cat i@ gighahes to the storing and/or searching for dap@rutmpgss7usi ng
sonme formof indicia, such as one of the gonponents contained in stored
data, an identifier of stored data and / or a nmanipul ati on of stored data.
5 This inplﬁegnlgiﬁ’g]hyon facilitates the searching of conplex data types by
addi ng ne a and/or attribute tables that store information relating
to data entries,_ predetermned information considered to be of assistance
or useful in searfhiphgsentorppligetipe uekiteedorinesstering and/absearching Honslatay
not limted to including conponent identifier (CID) information

represent i gpem usingi somheaforcoop oicia, auch ais drie 06 tipe tenporante codeximéd iirer
information (CVID) representing a multi-valued conponent or conponents

P used for seasedi agta, HerRnbfur bRitRsd alfa R bfG hRaNIpAEHOM o@%tér%sgéﬁ?h

qih

tabl es and/or subattribute tables which serve to store conponents o

val ues, AndridGildrbitatiBh BRAMMBS MeXedBinY' GEOmBRIPAZEN hbesa Bl Rlding

mul ti-v conmponents. wever, such ta ~can'b _
Y angi g AREOER R a0 e atsbul AHER st R S atRelietanes  Ratt ofiee.
adapted for storing the data and having one row for each data entry, and
creating a Predelsrninashirdogaatianegongdermdola by of Asgistangsoae usefubin seatching one
row for each 20 conponent of the stored data type. Preferably, the data is
a struct ur ddr partisuley matries of a database, such as, by not limited to including component
identifier (CID) information representing an individual component and/or
10 component value identifier information (CVID) representing a multi-valued
component or components used for searching. These new tables are referred to
herein as subsearch tables and/or subattribute tables which serve to store
components of values, and facilitate the searching of individual components
and/or multi-valued components. However, such tables can be referenced with
15 any name.
In one embodiment, the present application provides a method of
arranging data in a database. The method includes creating a first table adapted
for storing the data and having one row for each data entry, and creating a
second table adapted for storing data components and having one row for each
20 component of the stored data type. Preferably, the data is a structured data type
or a string data.
The present application also provides a database and / or directory having

a data storage arrangement. Throughout the remainder of the specification,

reference is made to a database, however this equally applies to a directory



or a string data. The present application also provides a database and / or
directory having a data storage arrangenent. Throughout the remai nder of
the speciwiocaihen, reference is made to a database, howevgeriBigiegual |y
applies to a directory WO 01/ 77902 PCT/ USOOl/ 11587 5 services system The
data storage arrangenent includes a first table directed to a hierarchy

whi ch defines .a relationship, between objects and configured to have ne
row per objsgé‘f',c’e%S¥§€e6‘ﬁ'ds|{1h§gﬁj%tacﬁ%g@&ee r?'EQ%BF%tC'PQP Sceh figpt table %Ff‘é;t%‘ﬁ)t%re
val ues within each object and configured to have one row per value, and a
third 5 talfl BiegaicBytwichglefinesqt r%t?@sm betveeen ehjssteand aonfigured to have

.. representations of values and configured to have one row for each

conponent afneewh pealobiectPa efeepad Itghle ditestetht@bhfets svhictpdefin@bna afi meed or y
services system such as X 500 or LDAP services system The present

= appl i cati ovaplewithity edels objatt tdhadcsHfigaead ehagde %r@aﬁoﬁ\b?é? valté, 5od & tijkyen
data entry. In this enbodi nent, the database has a first table adapted for

stori ng glalgeRngrdiautng S of AbrbYeicdel dahdorkis Yr raa%sgnﬁag@gggoﬁ\?a%é*sow

adapted for storing data conponents or representations an one

for each ¢ n f e.stored data. The searching nethod includes

det ermi ni nga%@;g%rgfn%%gﬁ{)%ver B é%‘@?f?%??% cgfnpgr@r\;éﬂ e@&bavag‘l‘ﬁ'r ;ﬁregﬁ{@@'@hi ng
one of an exact or 15 initial matching on the second table in order to

| ocat e t he (R HAIRRA%E % 2 Pa&fsa pirgciby sexviges syaiamnguehasgKpoR eatRAFt ry
mat chi ng the conponent or representation |ocated. Throughout the
speci fi cat issnyicegbystente to ' conponent' may instead or in

The present application also provides a method of searching a database

10 for a given data entry. In this embodiment, the database has a first table adapted
for storing data and having one row for each data entry, and a second table
adapted for storing data components or representations and having one row for
each component of the stored data. The searching method includes determining

a component or representation of a given data entry, executing one of an exact or

15 initial matching on the second table in order to locate the component or
representation, and returning the given data entry matching the component or

representation located.

Throughout the specification, reference to ‘component’ may instead or in

addition include ‘representations’ of values, e.g. reverse indexing or pointers or

20 fingerprints or checksum, or some suitable smaller représentation of relatively
large data.

BRIEF DESCRIPTION OF THE DRAWINGS

Preferred embodiments of the present application will nhow be described

25 with reference to the accompanying drawings, in which



addition include 'representations' of values, e.g. reverse indexing or
pointers or 20 fingerprints or checksum or sone suitable smaller
representetg@mraf2 rel atively |arge data. BRI EF DESCRI PTI OpcflosditdgsgaRAW NGS
Preferred enbodi ments of the present appldcation will now be described 25
with reference to the acconpanying draw ngs, in which WO 01/ 77902

PCT/ USO / 11587 Fi la illustrat i nci pl d . tual design
of an oxempl ary F9USH oL Seetsra AT (asth PG ER Al AP BB SORD Preyubery b
illustrates, a | ogi cal and physical design of an exenplary database

accor di ng t4@PRSGAECURINGIGINEPAESYH aNPFRiP g a subsearch table and a 5
- Subattribute table; Figure 2 is a schematic representation of a high order
search nmethod ddogorali ty itlesttates pa ebgital appd | piaysical; dEsigar ef 2an sexemplary
schematic representation of a sub-order search nethod according to the

; present applataiaseonccdiding Bt frdseht appiénanckRfiiPhaibssarPOtapbis bhlli£at e
and correspondi ng exanple of search and subsearch tables; and Figure 5

i 11 ustraj esy B%ERBLA thpRear ch and subsearch tables related to a tel ephone
nunmber data conponent. 15 DETAILED DESCRIPTION Figure la illustrates an

cxerplary, | bl eTELe ol of oo RIS AERAPe 87 horBerBEarthPReilos
according to the present application;
Figure 3 is a schematic representation of a sub-order search method
according to the present application;
10 Figure 4 illustrates an exemplary X.509 certificate and corresponding
example of search and subsearch tables; and
Figure 5 illustrates exemplary search and subsearch tables related to a

telephone number data component.

15 DETAILED DESCRIPTION
Figure 1a illustrates an exemplary implementation of a database design
and is only one type of database to which the methods and arrangements of the
present application can be applied. A more detailed description of this database
design can be found in U.S. Serial No. 09/427,267 which is incorporated herein in
20 its entirety by reference. Figure 1b illustrates a more detailed implementation of
the database design of Figure 1a. Generally, when searching a directory having
a database, a search argument defines where to start the search (base object),
the scope of the search (subset), the conditions to apply to the search (filter) and

what information should be returned from the search (selection). The filter is a



present application can be applied. A nore detail ed description of this
dat abase design can be found in U S. Serial No. 09/427,267 which is

i ncor por atvechieé@i n in 20 its entirety by reference. Fi gurgct/bsdiliisegt rat es
a nore detailed inplenentation of the daiabase design of Figure la.

General ly, when searchi ng a directory having a database, a search argunent

defi nes where to the search ect t he scope af, the search
(subset) . EREIBATT ot 67 SRRy i3 FeinS Jeb Cohuitons] GPRRBREd tih aperators
i nformation shoeugwbe [ turned fromthe search (selection). The filter is a
WO 01/ 77908UeEH NOdonbi nati on of one or more filter items (or
.. conditions) connected by operators such as AND, OR and NOT. For gener al
sear ch servi ces farl generahsearghpserwites dilless ace appledtto rvatugse and rattributes in

obj ect table, e.g., the search table. An exanple of a general filter is

"NORM 5 LItKE oHjédt@KbiARMEYUie sedreh tabld | Anl exangsiarsfta geneiat éikef BeNORMEd
in nore detail below) a clause may be added the SQL statenent that includes

a corrpcmerr_trKEd%mKerrAmm"'ad#be ﬁ%tﬁarpéﬁércﬁuéfﬁl %H@ nameréa

type and an exact or initial (or " I ns vvrt |

Cuch & ol sl SITRE %augﬁb%%vlﬁa el o %:,C?eartﬁpeom { rrq‘?r@é?' -
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table 4, attribute table 5 and subattribute table 6. The search table 3

and at tri bireexagias igitiah orsbapinsrwiths) filier issapplisn tarebrapenéntatie at sulisearch

described in U S. Serial No. 09/427,267 and will not 15 be described in

nor e det ai ltableriasteBeofthbsearchtdbidl Andexaanplbefcashisgdaade i©“AND CID = n”,
10 and an example of an exact filter is “NORM = ‘RICK HARVEY"".

Referring to Figure 1b, the table structure of logical design 1 and physical
design 2 include search table 3, subsearch table 4, attribute table 5, and
subattribute table 6. The search table 3 and attribute table 5 are similar to the
search and attribute tables described in U.S. Serial No. 09/427,267 and will not

15 be described in more detail here. The subsearch table 4 can be configured to
include one or more components used to improve the speed and reliability of the
search. For example, the subsearch table 4 can include a CID field 7 and a CVID
field 8. The CID field 4 serves as a tool (or index) for searching components of
data types, and the CVID field 8 serves as a tool (or index) for multi-valued

20 component searching. Although the method according to the present application
can be used with one or more of the above-identified tables, preferably, each
table is provided so that there is a choice for particular search queries.

The attribute table 5 describes or references information in search table 3,

and the subattribute table 6 describes or references information in subsearch



I ncl ude one or nore conponents used to inprove the speed and reliability of
the search. For exanple, the subsearch table 4 can include a CID field 7
and a CVIwo dij7edpd 8. The CID field 4 serves as a tool (or pdgesorhsr
searchi ng conponents of data types, andgthe CVID field 8 serves as a tool
(or index) for rrulti-val ued 20 conponent searching. Although t he net hod

Above- | dentstech [HE sbafifBie bl %@%%?E'rﬁf%{ s s, Py Rliiaiiedablea. phl o

is a choice for Fartlcul ar search queri The attri bute tabl e 5 descri bes

or ref er ené8bstitytas Fifield Ofog &bl dield an eT@ ClRteld Resdisest torifentify anmpe 6

;. describes or references information in subsearch WO 01/77902 PCT/ US01/ 11587

8 tabl e 4. nidre cuhponentbun the abbsedchiablsidri | ar fields as the attribute
table 5, but substitutes CIDfield 9,for AID field 10. The CID field 9 is

: used to identifyrhenesulseai®i etabRPonpriferdbly t Borssbipeahidtiohahhgt 4mpFBees
subsearch table 4 preferably stores I nformation that inproves 5 searchl ng

d
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3, nethods for searching a database will be 10 described. Exanpl es of
sear ches i NElaRASEna kO ardant isAet @ reawiscrsent tiat eveny valggdn pedata ertsy ch
12 and subtree search 13. More detail descriptions of these searches can
be found i s incBideskinithe sNbseadutab|e267. Searches that have a scope of base
obj ect or whole tree 11 use the search table 3. Searches that have
Referring to Figures 2 and 3, methods for searching a database will be
10 described. Examples of searches include base object and whole tree searches
11, one level search 12 and subtree search 13. More detail descriptions of these
searches can be found in U.S. Serial No. 09/427,267. Searches that have a
scope of base object or whole tree 11 use the search table 3. Searches that have
a scope of base object or whole tree 11 and can make use of a stored component
15 use the subsearch table 4. Searches that have a scope of one level 12 use a join
between the DIT table 14 and search table 3. Searches that have a scope of one
level 12 and can make use of a stored component use a join between the DIT
table 14 and subsearch table 4. Searches that have a scope of subtree 13 use a
join between the tree table 15 and search table 3. Searches that have a scope of
20 subtree 13 and make use of a stored component use a join between the tree
table 15 and subsearch table 4.
To illustrate, if a desired search argument is structured with a general filter,

the base object and whole tree searches 11 would use the search table 3, the

one level search 12 would use DIT table 14 and search table 3, and the subtree



a scope of base object or whole tree 11 and can nmake use of a stored
conponent 15 use the subsearch table 4. Searches that have a scope of one
level 12 wepoi@7h@i n between the DIT table 14 and search tpgl/gs@/iSear ches
t hat have a scope of one level 12 and c make use of a stored conponent
use a join between t he DIT tabl e 14 and subsearch table 4. Searches that

have a scope 0 btre n_ between t rege table 15 and arch
Lable 3. SamAHd S WA ETe e, Boisk Toransh SE tabler 8 e raReIasy 31 SHL
stored conmponent use a join between the tree table 15 and subsearch table
4. To il usttatereentifer ﬁu‘él”eélﬁ;%%fcbéﬁa)thear gument is structured with a general
Lfilter, t he base object and whole tree searches 11 woul d use the search
tabl e 3, the ongElLeCd] HbPftbkr 1@lwoosl RROMDISEARDR: {bthexnthdes)r YWHERE e
3, and the subtr{@ikeM\O 01/ 77902 PCT/USO /11587 9 search 13 woul d use tree

; table 1% and search table 3. An exanple of an SQL statenent for such a
search may be: SELECT El D{other colums} FROM SEARCH {ot her tabl es} WHERE

{filter} 5 yg,r,.nlghc‘hugm@aréﬁa He fi ert lield! B afBP'éY% ary‘ﬁataafsﬁf% or

exanple, to I ghl'y “repéetitive atas , a or ‘ion 0
a conponent of str ctured data t he search ma
Mot 11 o entreBetisS Hal sk 2 BOERRIP S naid S8 Kk PRNGGRNA S & SEuRiRR
of values. 10 One way to inprove the efficiency of such a search is to
Gtilize a daiasuBecha S6REChy ARYs Bar ¥awWoaRd dreffipiest bespusriibe dalgbasatraay
with the stored

have to scan through a large number of values.

10 One way to improve the efficiency of such a search is to utilize a
subsearch table and search one or more components associated with the stored
data. In such instances the database may be able to use an index to the
component in the string or structure thus avoiding a scan of a large number of
values. An example of an SQL statement for such a search would be:

15 SELECT EID {other columns} FROM SUBSEARCH {other tables} WHERE

{filter} AND CID=x
In this implementation, the base object and whole tree searches 11 would use the
subsearch table 4, the one level search 12 would use DIT table 14 and subsearch

20 table 4, and the subtree search 13 would use tree table 15 and subsearch table
43. In this example, the filter used would reference a component of the data
stored, which permits the use of an index and results in faster more efficient

searches. The index used in this example includes CID=x.

25



data. In such instances the database nmay be able to use an index to the
conponent in the string or structure thus avoiding a scan of a |arge nunber

of val uego A7spsanpl e of an SQ statenment for such a searghpweildsdre: 15
SELECT EID {ot her colums} FROM SUBSEARCKp{ot'her tables} WHERE {filter}

AND CID=x In this inplenmentation, the base object and whole tree searches

11 woul d use th%trlfclfgr%%aégm dtggl e 4, the one |l evel search 12 would use DI T

table 14 and e 4, and the subtree search 13 woul d use
tree table 15a search,ta I n. thi le, the filter use

woul d reference e@BHﬁ&?&Hfd'BQ l?‘? ﬁ'ée REgsent ?PBﬁ%‘"ﬁ'O%'&he pisedi ipar 'I‘?é'stf%fgebf

. an index and results in faster nore efficient searches. The index used in
" this exanpla®plig@lianges Qm=xapplipation @1/ thzosecwdy/ Esed/ whesy ditectodes uerer ed
Attributes Methods according to the present application can be used in

vari ous ot lirecreasipply dagingnsse®néyaisrtificdtioon Authotiless elourstore astaadattized
directories are increasingly being used by Certification Authorities to

store stan¢eHficatsk. SAnestdrhpleadfasuch’ i c@?‘tﬁi@iﬁléalsoén Xuso gekiichid.| Catffidatestn
X 509 certificate. Certificates such as the X. 509 can be referred to as

“conpl ex' i bh hgg(ﬁ glacgﬁﬁ%% Flﬁgrr%{?%%'SnC?ng %RHW@E%%%%EQW%@EOHHW

present application’s rmted ese

certificates. Wi erstoo t hat t Ilcalon.cn e

11 zed AN RIMRSERG: THPGEYE: 1o Hasr oo BOREORBrR DU Gl et g

such certl fc;n(lzya%h%%ect?/ggls %?rc%trtlif%gtesshoﬂlvglll%% urga/ee}gto%scli tthca)\t ?I%N ptrehsent application
can be utilized with any form of information having components.

10 When storing such certificates consideration should be given as to how the
certificate is stored so that retrieval of a certificate is quick and reliable (i.e., the
desired certificate is actually. retrieved). The methods _and database
arrangements of the present application achieve this by finding and managing
one or more of the components of the data in the certificate, e.g., serial number,

15 expiration. date and issuer.

Figure 4 illustrates the application of the present application to X.509
certificates. For the purposes of clarity only a small part of each table is
illustrated. The certificate 20 is illustrated schematically, and for the purposes of
illustration only shows information, such as the issuer at field 21, validity

20 information at field 22, serial number at field 23, version number at field 24, and
subject information (e.g., rick harvey) at field 25. For this example, the search
table 3 is arranged in one row with spaces (preferably two) separating the

normalized value of each component or field of the certificate 20. The search

table also includes a normalized value representing the entire certificate. The



certificate is stored so that retrieval of a certificate is quick and
reliable (i.e., the desired certificate is actually retrieved). The
nmet hods awd @atzeéhase arrangenents of the present applicatp@pugshiggse this
by finding and nmanaging one or nore of t4e conponents of the data in the
certificate, e.g., serial nunber, 15 expiration date and issuer. Figure 4

illustrate t pplicatio 0,X. 509

certificat Zssd afvﬂflﬁée&%ujf gé(;sags nt(#"%c ar |‘ﬁ£];t 8ﬁ r&)g S Tzéya?f 28 é9cand Afe

is il Iustr@ﬁed The certificate 20 is illustrated schematical I(K and for

the purpose¥ 9 Of¢ (Ql\g[tqogqugﬂngmtg PR FRAMPPAIH RLtTiekh in seidiicaie 2hie It sholdd at

., field 21, validity 20 information at field 22, serial nunber at field 23,
versi on nuri§epot %{WW@Y%F that they gubsaasple dable d@mnbbha(etcgmclude:év@qrﬂeid)

at field 25. For this exanple, the search = table 3 is arranged in one row

- Wit h spacesdéntfifisiceinatgiifitate)20separ ati ng t he nornali zed val ue of each

conponent or field of the certificate 20. The search table also includes a

nor mal i Z&d val ueTq dRkesen bhnepldifeRBlibhFof Biid bmt%ﬁrﬁ {
PCT/ US01/ 11587 11 subsearch t%b le 4 is arrange Wi ten()%s‘é‘ﬁ%ai%?%@?

27, 28, 29 ahhiche co\“/@%‘ié;of’ orrnﬁ’ém %}lﬁﬁlﬁp?(? @'%&tgc%g@z@fcgﬁ e?@b%'eseé{dadggs

certlfl cate 20. It shoul e note owever
not have t ude ver fiel identified in certificate 20. 5 To
i |lustrat e%adr{ﬂﬁ% aeﬂrgﬁpﬁ g‘? '?ffg" Hﬂior%‘?ﬂs n%@uni't‘tsh%lfn%e Gerfificate
certificat con5| sts of i nformatl on simlar to what a credit card hol ds,
e.g., a semas threg eeEPoNante Ppifields. Aamely @ namber field & date! fiRld antharstringi s
Si rrpl e certificate has three conponents or fields, nanely a nunber field,
a date fi elfteldindn éhistsirnplified example, the normalized value of certificate 20 that would
10  be stored in the search table 3 (of the form in Figure 1b) is as foliows:
(xx, yy, 2z, “123456 20000806123000 RICK HARVEY)"
and the subsearch table 4 may store, for example, three rows - one for each
component of the certificate. Each row of the subsearch table would be in the

form of Figure 1b:

15 (xx, vy, zz, 0, 0, “123456")
(xx, yy, zz, 1, 0, “20000806123000")
(xx, vy, 2z, 2, 0, “RICK HARVEY”)

where xx, yy and zz are integers corresponding to fields in the particular table
20 design, such as EID, AID and VID.
A search for a certificate that was issued to “RICK HARVEY” that utilized
the search table 3 may use the following SQL statement:

SELECT ... FROM ... SEARCH ... WHERE AID = 27 and NORM LIKE
‘%RICK HARVEY %’
25



field. In this sinplified exanple, the normalized value of certificate 20
that would 10 be stored in the search table 3 (of the formin Figure 1 b)
i s as folwew77408X, YY, zz, "123456 20000806123000 RI CK HARMERY301/13643 t he
subsearch table 4 may store, for exanplesrthree rows - one for each
conponent of the certificate. Each row of "t he subsearch table would be in

the formof Figure 1 b: XX, 0 o~ 56" ), (XX, , zz, .1, O,
"200008061%‘3*&5‘%589%]“a %%&e,fa@?eé&s, NORY! ﬁ’ﬁz?c%@%ﬁévgh)é’@e Qs!?‘xé\je'arﬂf"}&
are integers correspaonding to fields in the particular table 20 design,
such as EI BEAEHDIaa /a5, Suchsaasesich sraybeesiowtbecauset ergh aampossotef fhe

. "RICK HARVEY" that utilized the search table 3 may use the foll ow ng SQ

" st at emrent : SSMEDT each emtvwould BEXEEH be. exanBRE axidthe d@gmedoiNERMihtyidRat
ORI CK HARVEY% 25 WD 01/77902 PCT/USO /11587 12 where the general filter

- i's "NORM Lithé& stiifig BEindARErYRéd andoetricyied is3h@diesiedrerinyt abhie iS$ beeauss e a
search may be sl ow because each conponent of the string for each entry

woul d hayve e ' i r certai ft y. t hat '

boing onr dERched THAMeABARA, 1R, IRGIRAndres! b8! M de (3RL upbifodied Hx

flattened rglg[reggﬁ{gt%w on has no boundaries as it is an unstructured text
n. )

representati

A search for a 'certificate that was issued to “RICK HARVEY” would be
more efficient if subsearch table 4 were utilized when applying an exact or initial
filter and a component identifier were added to the search argument. In this

10 instance, the following SQL statement may be used:

SELECT ... FROM ... SUBSEARCH ... WHERE ....AID =27 AND CID = 4

AND NORM = ‘RICK HARVEY’

Where “NORM = 'RICK HARVEY" is the filter, AID = 27 is the attribute identifier
15 for a certificate and CID = 4 is the component identifier for the subject.

In the above example, a search with the component identifier (or index)
ClID=4 is used because it is known from the design of subsearch table 4 or from
subattribute table 6, that index CID=4 is a string representing cardholders name.
A query where the index CID is set to 4, and the filter is “NORM = ‘RICK

20 HARVEY" should return Rick Harvey's certificate. This query is considered to be
better because it can make use of an appropriate index making the search faster
and increasing the degree of certainty that the search will find the correct
certificate or certificates. It should be noted that the actual designation of
characters/letter or numerals in the subsearch table design is arbitrary, and may

25 be designed in whatever manner to suit the particular application.



A search for a certificate that was issued to "RI CK HARVEY" woul d be nore
efficient if subsearch table 4 were utilized when applying an exact or

initial Wgdegreand a conponent identifier were added to therseaiisks7
argunent. In this 10 instance, the follgging SQL statenent nmay be used:

SELECT ... FROM ... SUBSEARCH ... WHERE....AID = 27 AND CID = 4 AND NORM =
' RI CK HARVEY' V\n;gé o = Rl Lo he i | P = 27 i he
attribute identi |f§rrrl (T)hr t(l); C r#fﬁ?/(%ﬁt 8'%'?113%?:%[5“@%:{3@&{%5 %foﬁpﬁ}‘?i'}\‘{’d

identifier far ft. ubject . | he above.exanple,.a search with the
conponent iag’gﬁfé'ﬁgetg t?J rséeﬁﬁgg)abp@%%' Y"QFEEg@e%@Sgseﬁ] ?h'?§"191\%\7/?ﬁ”ﬁ1'6’ﬁr t he
. design of subsearch table 4 or from subattribute table 6, that index Cl D=4
“is a strin$CREY BRhiS 2 8PN taklesarranged tonnglisieya wheek sureol fidgsr M. i s
set to 4, and the filter is "NORM = ' RICK 20 HARVEY"' should return R ck
Harvey's cdtadauisedhe.sepicls tapler3A issusashfiroseest maichieg dresome dttritute dypés can
make use of an appropriate index nmaking the search faster and increasing

the degrtee eod. Isieatygithe walleain thBesesee edblainhdy bé Rdfifdiepaar deieckeant Valueat e
or certificates. It should be noted that the actual designation of

charact er s/ ke tHUIGRIAYE in thd BBaRUPRAN HbrbaDiiEicAESidihd:s 181854 IRty

S
and may 25 be designed in Whatever nmanner to suif the'p

applicatio RCT/ US01/ 11587 13 Referring again to Figure 4, an
alternati vgegyn%%#e%gs?&gg'of a method according to the present

application will_hbe described. In this inplenmentation, search table 3Ais

a search table ﬁﬂﬁ-ﬂgﬁ&c—@é@—?ncl ude a check sumor finger print. Because

the search table 3A is used for exact matching on sone attribute types
The present application can also be utilized for non-complex data types,

1 0 such as string data types. Examples of string data types include multi-word
sentences, multi-line paragraphs of text, and a multi-line postal addresses. In this
case, an attribute value that is a simple sentence may be stored in a single row in
the search table as:

(1122, 33, 0, “MANY WORD SENTENCE")

15 where columns (or fields) are defined as (EID, AID, VID, NORM). A query
searching the string data type for ‘WORD’ would involve looking at the rows for
the part-word “%WORD%, which is considered a relatively slow search. To
improve searching of such data the string is stored as components in the
subsearch table 4 so that the string “MANY WORD SENTENCE" would be stored

20 in three rows as follows:

(xx, yy, zz, 0, 0, "MANY")
(xx, yy, 2z, 0, 1, “WORD")
(xx, yy, zz, 0, 2, “SENTENCE")



5 e.g. binary, the value in the search table nmay be a fingerprint or
checksum val ue. This nmakes the storage in the search table nore efficient,
as there we digssdata required to be stored. String Attrigtesoiihgipr esent
application can also be utilized for nonqgonpl ex data types, 10 such as
string data types. Exanples of string data types include multi-word

sent ences. i thé NEoRARITARNGeRfed <4 (AR AU S RESHE! nomM).

addresses. In this case, an attribute value’t isa sinple my
be stored i ingle row.in _th ar tabl e as: 22, 33,,0, "MANY D
SENTENCE") rggg?/\(m%’ Fg)' cdpﬁm?s ef%'lnp%’ ztﬁﬁsqupeér%o%@pi WQH@E"?“EPB? thpsubqgren
- NORM . A quer searching the string data type for "WORD would involve

| ooki ng at Tehie 46@@6?6@1‘%%6@&% alded eogdheyolaninnSOL elgiemeet eeuld be
relatively slow search. To inprove searching of such data the string is
: stored as dsepdaaeasch fort'MEOREIbsearch table 4 so that the string "MANY
WORD SENTENCE" woul d be stored 20 in three rows as follows: (xx, vyy, zz,
0, 0, "MANY") (SELEEY,..zZEROM SUBSERRIZH .(WHBRE AB,= 83 AND GENEENERD WO
01/ 77902 PCT/ USINORM & \WoRDMere the colums are defined as (EID, AlD,

VID, D CVID, NORM, respectively. In this exanple, the filter applied
woul d then use the subsearch table 4 instead of the search table 3 and the

fol low ng e flAHSIENY beP4 bl Praster search as we are looking for an exact match of
‘WORD" rather than, as above, looking for a part word “%WORD%".

10 Alternative Index

The present application also has general applicability to the problem of
being able to add one or more indices to a given attribute for the purpose of
increasing performance for certain types of queries. Adding indices provides a
different path in order to find an attribute, such as for example, reverse indexing.

15 In this case, there may only be one component in the subsearch table. The
component in effect represents an alternate form of that attribute value.

In particular, the subsearch table can cope with the problem of "ends in"
searches or searching for values where an initial portion of data stored is
relatively highly repetitive (such as distinguished names, MAC addresses,

20 telephone numbers, full qualified file names, etc ) by storing a reversed form of
the value and thereby giving effect to having a reversed index on the attribute.
For example, referring to Figure 5, a telephone number 31 is entered into a
search table 32, and the telephone number is also entered into a subsearch table
33 in a reverse form. Of course this aspect of application is not limited to the

25 reverse form, it may be any other suitable form of data entry suitable for a given



used to search for "WORD': 5 SELECT ... FROM SUBSEARCH ... VWHERE AID = 33

AND CID = 0 AND NORM = "WORD' The result would be a nuch faster search as
we are | ogig7d@r an exact match of "WORD' rather than, gspaausss7 0oki ng
for a part word "9NORDY% . 10 Alternati ve1|5ndex The present application al so
has general applicability to the problemof being able to add one or nore

i ndices to i.ven attribute for .the purpose of  ingcreasing performance for

certain type’itg% P Qlerqasen. iRl AY tf?‘?g'in@e SnTIed RS 8? agh Eféhoé‘ﬁt NYRPET s a

order to find an attribute, such as for exanple, reverse indexing. 15 In

this case, SORSFACHRIAMBMS the one conponent in the subsearch table. The

. conmponent in effect represents an alternate formof that attribute val ue.
In particul ar, t\Whepubsashitty tfablae talephamm exténdion hevhioholid dppically d¢hdsend”

searches or searching for values where an initial portion of data stored is

- relativel y purtibh pf epiiphoneani(raben sasedich ihag bk Exprestaiiess aMMnRdearpsRs .
20 tel ephone nunbers, full qualified file nanes, etc ) by storing a

reverseds f o (1hdStarbdIfg A Wil REFEPYIFHNY Qsar%ﬁwgt%gltegw Y B P théy §heed

index on the attribute. For exanple,” referring ure 5, a télephone
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aspect of | jcatiop is,not limted to the 25 reverse for it may be any
ot her sui tggg@nlsow gforda‘?xécénﬁ??m@@ﬁt ablawvever, yity e ambg]lq Broeg in the

PCT/ USC1/ 11587 15 situation or search, such as treating the area code of a
t el ephone rawpsearcels table 33 in reverse, the subsearch table could be used to do an

equivalent search, e.g. "4321*" which is considered to be very fast.

10 More particularly, the search table 32 might store a telephone number for a

given pérson as:
(1122, 44, 0, "98791234")

and in the subsearch table 33 would be stored:
(1122, 44, 0, 0, 0, “43219789")

15 and an SQL statement to find a telephone number that ends in “1234” could be of
the form:

SELECT ... FROM SUBSEARCH ... WHERE AID = 44 and CID=0 and
NORM LIKE ‘4321%’

20 Searching the subsearch table 33 should retrieve the desired record faster than
searching the search table 32 because the search is for an initial match (i.e.,
begins with) for “4321”, which is a faster search.

Another example of an alternative index is the storing of a checksum of a

binary value, e.g., photograph or audio.



separate conponent. Wen searching for a tel ephone extension, which is
typically the end portion of a tel ephone nunber, a search nay be expressed
as a striwg @easph for 5 "*1234" (the star being a wild cagflusolfisenl y
search table 32 were used, then the perfq mance of the search woul d be sl ow
because i ndexes are only possible for "begins with" or "exact" searches.
However, with the.attrjbute stored in the . .subsearch table 33_.in_reverse,

t he subsearch t;%ﬁ” aBB{'J‘IeH e&@"lfg%@qtaﬁ 2l er&ﬁt'v%éﬂff%\seﬁli'? geHpg 1pf %f'@ge“pﬂ@gl
*" which is considered to be very fast. 10 More particularly, the search
tabl e 32 nmiRpWY gt Ypaller epresgaiomohihe dete: suchgsva snmalles sppresentatiopoof a4,

. 0, "98791234") and in the subsearch table 33 would be stored: (1122, 44,
0, 0, 0, "43mtog@@h) 15 and an SQ. statenment to find a tel ephone nunber
that ends in "1234" could be of the form SELECT ... FROM SUBSEARCH ..

- WHERE Al D = 44 afithdddb-PeapeesdNbrRdplitifion 13 akclésed0wDe abfdrenge tthears Xo5e@r ch

table 33 should retrieve tge desired record faster than searching the
search tabl : i AT A i i NS
winy for BPYSHRER IR ANE i in BollBrickBe IAET A tndeystoRPahd
alternative i i.s the storing of, a checksum of . a inary val ue. e. Q.
phot ographﬁgé&%ﬁgi 9!8%%1?/@%@62 Péﬁ/ M@&P‘il%@ﬁfs@@d l?rom 4 reacHng of ghé

specification as a whole, the present application may be applied or implemented

in a number of different directory services systems or use a variety of methods.



Still another exanple of an alternative index is the storing of a
fingerprint being a smaller _representation of the data, such as a snaller
represent@ig@yak a photograph. Although the present applpegikamn ks

di sclosed with reference to an X.500 5 directory services system the
application should not be limted to the systemand nethods discl osed

t herein. %ﬁm&@ﬁpd froma reading of the specification as a
whol e, the fon may be applied or inplenented in a nunber
of different directory services systens or use a variety of methods. WO
01/ 77902 PCT/ usd't/ 1188 Mmethed ofarangmacdatairp database pOMBRiRBE: of arr angi ng
. data in a database conprising: creating a first table adapted for storing
"the data and havreatinghe firsivialde adepted dert stodngrthe datd andehaving anes emerfdr
tabl e adapted for storing data conponents and having one row for each

« conponent afachidatd@héry; andThe nethod as clainmed in claim1, wherein the
data is a structured data type. 3. The nethod as clainmed in claiml1,

wher ei n the dat &réstidy 3l sddthdidbfe abkpRd fbr STHATRERP Softbobbftd BAd HavRd! ™

1, wherein the data i's or represents nmet h as

claimed in o%lea\jow fJo,r e%ﬁrc inqpé%%t%?ﬁpgag%t_ of the data is a checksum or

fingerprint.

2. The method as claimed in claim 1, wherein the data is a structured
data type.

3. The method as claimed in claim 1, wherein the data is a string data
type.

4. The method as claimed in claim 1, wherein the data is or represents

a X.509 certificate.

5. The method as claimed in claim 1, wherein the component of the

data is a checksum or fingerprint.

6. The method as claimed in claim 1, where the database is a part of

an electronic directory services system.

7. The method as claimed in claim 6, where the electronic directory

services system comprises an X.500 and LDAP services system.



6. The nmethod as clainmed in claim1l, where the database is a part of an

el ectronic directory services system 7. The nethod as clained in claim®,
wher e thewg gebs@Ni ¢ directory services system conprises @irnfs@@d@sgnd LDAP
services system WO 01/77902 PCT/US01/ 11587 18 8. A database having a data
storage arrangenent conprising: a search table containing at |east one row
having a plurality of col ums; and a subsearch table containing at |east
one row having a plurality of columms including a conmponent identifier
colum. 9. The database as clainmed in claim38, wherein the colums of the
search table aré-in theatahaseaving adsta sioragaarangemest EomPDSINgEnt i fi es an
. object to which a value belongs, AIDidentifies an attribute type of the
“value, and VID a seanchfiable cnstaiing gideastbdre mowbraving aapturaliyte’ cclumes; i n
the one entry. 10. The .database as clainmed in claim8, wherein the col ums
. of the seangh table are in the form"EID, AID, VID, CID Norni, where EID
identifies an object to which a value belongs, AID identifies an attribute

type of the val yegypddarch é'cﬁhf‘aﬁnl eatf?%aﬁ o‘?\‘ésf%'vsphﬁvlﬂ ?Irur%e o ?blLf?Hﬁ@

values in the one entry, an Ies the conpo I er

The dat abase | .ai med furt her conprising a subattribute
t abl e cont in Iagﬁcqgggpegﬁlggpgﬁ?rh%rna a plurality of colums in which a

description or reference to the subsearch table is provided. 12. The
dat abase as clained in claim11l, wherein the colums of the

9. The database as claimed in claim 8, wherein the columns of the
search table are in the form “EID, AID, VID, Norm”, where EID identifies an object
to which a value belongs, AID identifies an attribute type of the value, and VID

identifies one of a possible number of attribute values in the one entry.

10. The database as claimed in claim 8, wherein the columns of the
search table are in the form “EID, AID, VID, CID, Norm”, where EID identifies an
object to which a value belongs, AID identifies an attribute type of the value, VID
identifies one of a possible number of attribute values in the one entry, and CID

identifies the component identifier.

11. The database as claimed in claim 8, further comprising a
subattribute table containing at least one row having a plurality of columns in

which a description or reference to the subsearch table is provided.

12. The database as claimed in claim 11, wherein the columns of the

subattribute table are in the form “CID, SYN, DESC,OBJECT |D, FLAGS".



subattribute table are in the form"C D, SYN, DESC OBJECT ID, FLAGS'. WO
01/ 77902 PCT/USO01/ 11587 19 13. A database having a data storage

arrangenegwlo qePwni sing: a first table directed to a hierarghyyehiGkgrdef i nes
a relationship between objects and conf'LI ured to have one row per object,

a second table directed to objects which define one or nore values within
each object and confi gur to have ope row per value, and a third table
directed to one @' nd&é’ag%fa&?t'@Y'n%Brd}gﬂéﬁ%@gﬁﬁrwgﬁ&ergﬁé?mﬂfﬁ’?%ured to
have one row for each conponent of each value. 14. A directory services
system for perf ¢t fiisidable dieeied 9ep \hier@rchyewinich geﬁrne%adalamﬂ‘@élp between

. conprising: a first table arranged for storing data, the first table having

" one row f oobjess erdhtantguney; tcahdve ocpecawd peakibject; nasemhd tabls tdireiched dat a
conponents, the second table having one row for each conponent of the

data. 15. Atjedteciibich GEANE 0R8 &Y Ricka\atudd ithRt eBhColsieat AAd odifigateY tde
data is a structured data type. 16. A directory services systemas clai ned

data is a ! . . |
orvi ces syEREnCDr Rk R Fi8g, pRa®a Xh OB T ERRF o e, SE T Ol REl e
SO/ 1

system WO 01/77902 PCT/ %587 . 20
components of values and configured to have one row for each component of

each value.

14. A directory services system for performing directory service
requests on a database, comprising:

a first table arranged for storing data, the first table having one row for
each data entry; and

a second table arranged for storing data components, the second table

having one row for each component of the data.

15.  Adirectory services system as claimed in claim 14, wherein the data

is a structured data type.

16. A directory services system as claimed in claim 14, wherein the data

is a string data type.

17.  The directory services system of claim 14, being an X.500 or LDAP

directory services system.



18. A directory services system having a data storage arrangenent
conprising: a first table directed to a hierarchy which defines a

rel at i onstigoip@doseen obj ects and configured to have one pewupsi118d) ect, a
second table directed to objects which ggfine one or nore values within
each object and configured to have one row per value, and a third table

directed to one nog e 0 f val and caonfigure

have one row for%ach'&c%'r?%étﬁ'g} Sgrv# esngc\fgt%\%ﬁl?&mglﬁ %ﬂ%%l %r&ggr 9r 8899?@@8
systemas clained in claim 18, wherein the data is a structured data type.
20. A di re@O5PRILRGvi ces systemas claimed in claim18, wherein the data

., 1s astring data type. 21. The directory services systemof claim 18, being
“an X. 500 or LDAR figstrtablediresiedviocadisraschymwhich dafines lsorelationshipy bletmgera
dat abase for given data entries, the database having a first table adapted

for stori ngpHjbetsdaida canfigivadi fwghane anewdw per ejdete at seconnthbie sieenst tabl e
adapted for storing data conponents and having one row for each conmponent

of the dat gpjbks Wﬁ%ﬁ%ﬁ?@%hb%ﬁ"‘ﬁworé%&%éﬂ itheh %a%ﬁ%l%]@é’tnén@fcdi‘lﬁghyé‘cgl tgata

entry; executl ng one of an exact or initial matching on the secon ein

order tol t he, 0, d.r a [ hi ng

the conpond it S8 AT HE BPG7 683 B St cligfietl, 18 ot b RBld SolERiéd
components of values and configured to have one row for each component of

each value.

19. A directory services system as claimed in claim 18, wherein the data

is a structured data type.

20. A directory services system as claimed in claim 18, wherein the data

is a string data type.

21.  The directory services system of claim 18, being an X.500 or LDAP

directory services system.

22. A method of searching a database for given data entries, the
database having a first table adapted for storing the data and having one row for
each entry, and a second table adapted for storing data components and having
one row for each component of the data, the method comprising:

determining a component of a given data entry;

executing one of an exact or initial matching on the second table in order
to locate the component; and

returning the given data entry matching the component located.



23. The nethod as clainmed in claim22, where the database is a part of an
el ectronic directory services system 24. The nethod as clained in claim
22, wher ewigha/@b@ectronic directory services system conpripegugin/fs$00 and
LDAP services system 25. The nethod as ? Laimed in claim22, wherein the
data is or represents a X 509 certificate, and / or a check sum of the

data and / or f the data. .26. he nmet hod clained in

cl ai m 23, wher el%g t hgﬁc‘gfﬂfgﬁ%‘gﬁsl@'g‘edc'ﬁe@ﬂ'% oYVhPf%g?f% ah’@sﬁf's AL a.
27. The nethod as clained in claim?26, wherein the search is conducted
using a sedthleckpnie digpoteiyResVice® SY$tBERr print or checksum 28. A nethod as

claimed in claim?27, further wherein conponents of the checksum or
“fingerprint are sear ched.

24.  The method as claimed in claim 22, where the electronic directory

services system comprises an X.500 and LDAP services system.

25. The method as claimed in claim 22, wherein the data is or
represents a X.509 certificate, and / or a check sum of the data and / or a

fingerprint of the data.

26. The method as claimed in claim 23, wherein the component is a

checksum or fingerprint of the data.

27. The method as claimed in claim 26, wherein the search is

conducted using a search table to locate the fingerprint or checksum.

28. A method as claimed in claim 27, further wherein components of the

checksum or fingerprint are searched.



