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1 TITLE OF THE INVENTION COMMUNICATION MEDIUM,
COMMUNICATION MEDIUM PROCESSING APPARATUS, AND
COMMUNICATION MEDIUM PROCESSING SYSTEM BACKGROUND
OF THE INVENTION 5 The present invention relates to a communication
medium called an IC (Integrated Circuit) card which incorporates an IC
including, for example, a nonvolatile dataymemory and a control element
such as a CPU. In addition, the present invention relates to a 10
communication medium processing apparatus, called an IC card

reader/writer, which writes gdata in syich@aycommunieation medium and
reads it out from the medium. Furthermore, the present invention relates

to a“eHMmUHication mEdit il frocesHity By St WRicKH Zomplises A SHthe ING
con}{%@gﬁgp medium and the communication medium processing

apparatis: Japanese Pateht No' 2856383 diSeiosed anfie-Eard  BS a5 Y STEM
portable communicatiorhmcngc%@cgg&gr%@%ﬁ%%%§hip including

a nonvolatile data memory and a 20 control element such as a CPU. In an

IC card of this: types the: contneldinitiaccessessthe-data memerkinn i cat i on
accordance with externally input instruction data and selectively
inpIEOUETULS Récdssary dafa. I THis Taae she dats widmonais dividedh
into a plurality of 25 data areas, and the control element selectively
accé%gegsl%?;%agteasregélgélé&fﬁiﬁ%ﬁl %ﬁ/pé%‘aeﬁﬁigsmﬁfeedpearation and

thenenvolactile data memory and a control element such as
CPU. In addition, the present invention relates to a
communication medium processing apparatus, called an IC
card reader/writer, which writes data in such a
communication medium and reads it out from the medium.
Furthermore, the present invention relates to a
communication medium processing system which comprises
the communication medium and the communication medium
processing apparatus. |

Japanese Patent No. 2856393 discloses an IC card

as a portable communication medium which incorporates
an IC chip including a nonvolatile data memory and a
control element such as a CPU. 1In an IC card of this
type, the control unit accesses the data memory in
accordance with externally input instruction data and
selectively inputs/ocutputs necessary data. In this
case, the data memory is divided intc a plurality of
data areas, and the contrcl element selectively
accesses. a target area,.

ISC/TEC14443-3 TypeB defines the operation and the
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2 like of a noncontact communication medium. For example, a
noncontact communication medium determines a communication scheme
by exchanging information in an initial sequence, e.g., an REQB (Request
Command, Type 5 B)/WUPB (Wake-Up Command, Type B) command or
an ATTRIB (PICC selection command, Type B) command, and then
allows read/write access to the memory contents in the medium in
accordance with an upper command, thereby performing processing such
as executing various kinds 10 of arithmetic operations. In addition, the

processing cgoreespendingrtoan REQBMURE o5 ATIRIB gommand
determines the maximum value of communication data which can be

transhiitfed received by oreteperationrand aiows datetansferwithimthees a
range of the maximum 15 value. For this reason, if the data size of

transmiSslonfreception ggt%eig?aragr fiAR tAE FaimunT ffegern in an
Commﬂ.@é@n@%éh@@egi% E‘e%‘ij:s @Egyid@%est Command, Type

transmission/reception data into small pieces and separately
tranghnit/récdive! theldividie d 20ntnansimisSipnAeceptionrdatacseyveral timesrr 13
This requires much time for command/response processing. BRIEF

SUMMARY GFHHE IQVERFAION (E is A1 86jet of e FreSentinve ritiefto

A R L P G e T

shortenithencommupicatiolnce with an upper command, thereby
performing processing such as executing various kinds
of arithmetic operations. In addition, the processing
correspending to an REQB/WUPE or ATTRIB command
determines the maximum value of communication data
which can be transmitted/received by cone operation, and
allows data transfer within the range of the maximum
value. For this reason, 1f the data size of
transmission/reception data is larger than the maximum
value of communication data, this medium needs to
divide the transmission/reception data into small
pleces and separately transmit/receive the divided
transmission/reception data several times. This
requires much time for command/response processing.

BRIEF SUMMARY OF THE INVENTION
It is an obiect of the present invention to

provide a communication medium, communication medium
processing apparatus, and communication medium
processing system which can shorten the communication

processing Lime.



processing time. 3 A communication medium according to this
embodiment is a communication medium which transmits read data in
accordance with a read command from a communication medium
processing apparatus and stores 5 write data transmitted in accordance
with a write command from the communication medium processing
apparatus, comprising a storage unit configured to store data, a
transmission data generating unit conmfiguged to divide data stored in the
storage unit on 10 a predetermined data unit basis, attach a check code to

each divided data.ebtained by, dividing the data,and generate, ; .

transmission data including a plurality of divided data with check codes,
and gcbmmomicaticrsuait configuredstoitransmitithertransimission gatani t s
generated 15 by the transmission data generating unit to the

commtRicatidh mediuf5TOtEssingG apparatds. 2 E6mARIAEARON THediuf
processing Apparalus, agcording i i3 smbogiment is 2 communication
medium processing apparatus which receive read gatatz% transmitted
fromwardoramisicationamedivmt incacoerdance r with a-read:command with
respect to the communication medium, and transmits write data to the
commBieafien fiediurith actstdancewitha Wi icommand withirespect
to the communication medium comprisig}g a storaﬁe unit 25 configured to

store UAtA. 2 HransNiSSion data geferating GRR cORfGurEd s HidE data®

storegkigtBegata, a transmission data generating unit
configured to divide data stored in the storage unit on
a precetermined data unit basis, attach a check code to
each divided data obtained by dividing the data, and
generate transmission data including a plurality of
divided data with check codes, and a communication unit
configured to transmit the transmission data generated
by the transmission data generating unit to the
coemmunication medium processing apparatus.

A communication medium processing apparatus
according to this embodiment is a communication medium
processing apparatus which receives read data
transmitted from a communication medium in accordance
with a read command with respect to the communication
medium, and transmits write data to the communication
medium in accordance with a write command with respect
Lo the communication medium, comprising a storage unit
configured to store data, a transmission data |
generating unit configured to divide data stored in the

storage unit on & predetermined data unit basis, attach
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storage unit on a predetermined data unit basis, attach 4 a check code to
each divided data obtained by dividing the data, and generate
transmission data including a plurality of divided data with check codes,
and a communication unit configured to transmit the 5 transmission data
generated by the transmission data generating unit to the communication
medium. A communication medium prpceasing system according to this
embodiment comprises a communication medium configured to transmit
read data in accordance with a 10 read command from a communication

mediun pracessing. apparaius.and store write datadransmittedi, qividing
accordance with a write command from the communication medium
procéssing apparatus, arna cotmmunieationimediom groeessing uding a
apparatus configured to.rec iv t%e read 15 data transmitted from the

N mdiuh - SEcor8inGe ith iné RE ccfEnd with 2

communication mgdiumlln
respectdethe -communication mediym anditransmit. the.write dafa to the

communication medium in accordance with the write command with
respecttosthé communisationymedium sthe20 commupication medidmdata
comprising a first storage unit configured to store data, a first
transtiis&iohtdatd géneratity GAR coRfigtited t6 8ivide 8618 st6red in the

first storage,unit. on & predetermined data unit basis, .attach a check code .

to each divided data o ta%n”ed by%g |\}f3}n5{ﬁecgg’téa?%ﬂd S@%%é?a eaccwdlm;T

transmission=data-ipeluding-a plurality of divided-data with-gheck ¢odes,
configured to transmit read data in accordance with a
read command from a communication medium processing
apparatus and store write data transmitted in
accordance with a write command from the communication
medium processing apparatus, and a communication medium
processing apparatus configured to receive the read
data transmitted from the communication medium in
accordance with the read command with respect to the
communication medium and transmit the write data to the
communication medium in accordance with the write
command with respect to the communication medium, the
communication medium comprising a first storage unit
configured to store data, a filrst transmission data
generating unit configured to divide data stored iﬁ the
first storage unit on a predetermined data unit basis,
attach a check code to each divided data obtained by
dividing the data, and generate transmission data
including a plurality of divided data with check codes,

and a first communication unit configured to transmit
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and a first communication unit configured to transmit - 5 the transmission
data generated by the first transmission data generating unit to the
communication medium processing apparatus in accordance with a read
command from the communication medium processing 5 apparatus, the
communication medium processing apparatus comprising a second
storage unit configured to store data, a second transmission data
generating unit configured to divide data s‘rfore?j in the second storage
unit on a predetermined data unit basis, attach 10 a check code to each

divided data. ghtainedy.dividing the data, e0d generate tiansmission

data including a plurality of divided data with check codes, and a second
comrmuaitation wniticonfigureddodransmitthentransmission dat@munication
generated by the second transmission 15 data generating unit to the
commtnicatioR MedigMin Yaccdrddinde with & wite CoRfnand withregpeactad

_to th% Q%Q{QE{‘#”F@E}B“ {rgﬁ]ee?ri%ré]gﬁgggition@h%b'ects %111}9 advantages, of the

invention will be set fort sér?pationw ich o%vé? and~ 26 ' Eart

will becplvieusifiomdthe deseription: of may ke learred by practice of the
invention. The objects and advantages of the invention may be realized

and braned by neasrefthednstruisentalitiestant: combinationsnfigured
particularly pointed out hereinafter. 25 BRIEF DESCRIPTION OF THE |
SEVERATVIEWEOF THE DEAWING: TRE ALEGrRAnSTAG trigs= - 119

whichare incorparatediy o divide data stored in the second
storage unit on a predetermined data unit basis, attach
a check code to each divided data obtained by dividing
the data, and generate transmission data including a
plurality of divided data with check codes, and a
second communication unit configured to transmit the
transmission data generated by the second transmission
data generating unit to the communication medium in
accordance with a write command with respect tc the
communication medium.

Additional objects and advantages of the invention
will be set forth in the description which follows, and
in part will be obviocus from the descriptién, or may be
learned by practice of the invention. The objects and
advantages of the invention may be realized and
obtained by means of the instrumentalities and
combinations particularly pointed cut hereinafter.

BRIEF DESCRIPTION OF THE SEVERAL VIEWS OF THE DRAWING

The accompanying drawings, which are incorporated

in and constitute a part of the specification,
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in and constitute a part of the specification, 6 illustrate embodiments of
the invention, and together with the general description given above and
the detailed description of the embodiments given below, serve to
explain the principles of the invention. 5 FIG. 1 is a block diagram showing
the schematic arrangement of an IC card processing system
(communication medium processing systegn according to an
embodiment of the present invention; FIG. 2 is a view showing the first
example 10 (retransmitting all data at the time of occurrence of an error)
of a gommangdirespenss seqience af the time;of wiiting.in anlG cardierher
FIG. 3 is a view showing the second example (retransmitting partial data
at the' tifrfe 6h6ccirience L 189 an eprofcof @ycommaridirespense the
sequence aﬁthe time of writing in an IC card; FIG. 4 is a view showing the

first éxample® (tetransmiting ait dta atthe fiftns Of BErferied & ar BHot)
of a gommandfresponse sequence.atthe time.of, 20 reading from an IC

card; FIG. 5 is a view showing thé second example (retransmitting partial
data at the timeé .of bccurrened of lancereary efia €bownand/raspPops@emat ic
sequence at the time of reading from an IC card; 25 FIG. 6 is a view
shoviing TR e8P ariesn BRtweert & processing tinve tkeRsH the first

example of a_ . . . ) ,
rq%gﬁhghicatlon medlum processing system) accerding to
an embodiment of the present invention;

FIG. 2 is a view showing the first example

(retransmitting all data at the time of occurrence of

an error} of a command/response seguence at the time of

writing in an IC card;
FIG. 3 1s a view showing the second example

(retransmitting partial data at the time of occurrence

of an error) of a command/response sequence at the time

of writing in an IC card;
FIG. 4 is a view showing the first example

(retransmitting all data at the time of occurrence of

an error) of a command/response sequence at the time of

reading from an IC card;

FIG. 5 is a view showing the second example
(retran$mitting partial data at the time of occurrence
of an error) of a command/response séquence at the time
of reading from an IC card;

FIG. ¢ 1s a view showing the comparison between
the processing time taken in the first example of a

command/response sequence at the time of occurrence of
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command/response sequence at the time of occurrence of - 7 an error at
the time of writing in an IC card and the processing time taken at the
second example of a command/response sequence at the time of
occurrence of an error at the time of writing in an IC card; 5 FIG. 7 is a
view showing the comparison between the processing time taken in the
first example of a command/response sequence at the time of occurrence
of an error at the time of reading from an IC card and the processing time
taken in the second example of a 10 command/response sequence at the

time of oeeurrence:of: A errgfat the timerof rgading fronr ande.card, JlG e
8 is a view showing an example of the data structure of transmission data
(writ® Hats) Tahsmittedsin theé first ekampte ofa commandriesponse a

sequence at 1/5 the time of writin%n an IC card; FIG. 9 is a view showing

an example St'the Hata “struttite ot frandmidsisn dafaS(wiite gafajrrence of

transmitted ip.the second example-of a commandiresponse sequence at
the time of writing in an IC card; 20 FIG. 10 is a view showing an example

of the data Stracture of transiissiamdatarincludingecplpeality of roughlyen
divided data and a plurality of check codes respectively corresponding to

the p%li@%%ﬁ\ﬂﬂé&%&té{“ﬁﬂ&?ﬁ@G?il tPs,hé'v’rcew shoWirgan exarhpe
of the. dafa, SYUELIE §f Lansmigsion data including a plurality of, | e of

an error at the time c¢f reading from an IC card and the
processing time taken in the second example of a
command/response sequence at the time of occurrence of
an error at the time of reading from an IC card;

FIG. 8 1s a view showing an example of the data
structure of transmission data (write data) transmitted
in the first example c¢f a command/response seguence at
the time of writing in an IC card;

FIG. 9 is a view showing an example of the data
structure of transmission data {(write data) transmitted
in the second example of a command/response seguence at
the time of writing in an IC card;

FIG. 10 is a view showing an example of the data
structure of transmission data including a plurality of
roughly divided data and a plurality of check codes
respectively corresponding to the plurality of divided
data; and

FIG. 11 1s a view showing an example of the data
structure of transmission data including a plurality of

finely divided data and a plurality of check codes



N

10

20

25

finely divided data and a plurality of check codes - 8 respectively
corresponding to the plurality of divided data. DETAILED DESCRIPTION
OF THE INVENTION An embodiment of the present invention will be 5
described below with reference to the views of the accompanying
drawing. FIG. 1 is a block diagram showing the schematic arrangement of
an IC card processing system (communication medium processing
system) according to 10 an embodiment of the present invention. As
shown in FIG. 1, the IC card processing system comprises a terminal 1

(comﬂ@wﬁ@ai't@ﬁv@egiUd%Em@ﬁ@i&@%%tu%h@%ﬁ@%ﬁw%c%@ divided
reader/writer and a noncontact communication medium 2 such as a
noncéatatt IC card. 15 Although this embodiment will exemplify the
noncontact 'com%%qjg%tji%n medium 2 as a communication medium, the

embodiment may Use a CJorﬂl)ta%F(S,gr%%?c%]%ioﬂI?ngc%ml.}\ﬁﬁ%%ﬁﬁﬁlnal I .
comprises aeoramuication-unit-11,, conitol unit(CPLY) 1.2, operafion,unit,

13, and storage 20 unit 14. The terminal 1 wirelessly communicates wit
the ndaeomtacecommumicationtmeditior 2nthe commumnicationsunittlk ne
modulates a transmission signal and demodulates a reception signal. The
controt bt PEZ €onitkblS e’ 6pération of each unit on the basis of 25 a

demodulated reception signal, Liponyeceiving an, instructiop towrite,

information in the noncontact
arrangement of an IC card processing system
{communication medium processing system) according to
an embodiment of the present invention. As shown in
FIG. 1, the IC card'pxocessing system comprises a
terminal 1 (communication medium processing apparatus)
such as an IC card reader/writer and 2 noncontact
communication medium 2 such as a noncontact IC card.
Althcugh this embodiment will exemplify the noncontact
communication medium 2 as a communication medium, the
embodiment may use z contact communication medium.

The terminal 1 comprises a communication unit 11,
control unit (CPU) 12, operation unit 13, and storage
unit 14. The terminal 1 wirelessly communicates with
the noncentact communication medium 2. The
communication unit 11 modulates a transmission signal
and demodulates a reception signal. The control unit
12 controls the operation of each unit on the basis of
a demodulated reception signal. Upon receiving an
instruction to write information in the noncontact

communication medium 2 through the operation unit 13,
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communication medium 2 through the operation unit 13, -9- the
communication unit 11 modulates write data stored in the storage unit 14
into a transmission signal, transmits a write command to the noncontact
communication medium 2, and further transmits the write 5 data. Upon
receiving an instruction to read out information from the noncontact
communication medium 2 through the operation unit 13, the
communication unit 11 transmits a read command to the noncontact
communication medium. 2 and receives read data from the 10 noncontact
commuaicatiennedicmi 2..The hencantact commuricatian meditia 2+ cred
comprises a card body in which a module is embedded. This module
compfisés'& cofmpiuriigation-tnit 21 1detection: réctification ercuit 22,21,

power supply circuit 23,.15 reception circuit 24, transmission circuit 25,
4 arp%ég mte%"?‘.n%é: Hetetcfion FaGtiitation circuit 22

S d, Wrlice C
control “uniit 26, and storage uni
rectifies,ane UEPUIs g signal jfrom the terminal dwhich,is received o e
through the communication unit 21. The reception circuit 24 20 arbitrarily

demddulates & predeterinedncarsier wage of: ¢he signatfromsthecut
terminal 1 which is received through the detection rectification circuit 22,

3

and “Stitptits the Fésultait'sighél tthe Confteirurmtys L The Power stppliy ™ 2
cireuit, 23 sabiigas the acliied 25, guiputfiom the. deteetion fectifieaion, .
circuit 22 and genera%és operating power. The power suppR/ circuit 23
11 transmits a read command to the noncontact
communication medium 2 and recelves read data from the
noncentact communication medium 2.

The noncontact communication medium 2 comprises a
card body in which a module is embedded. This module
comprilses a communication unit 21, detection
rectification circuilt 22, power supply circuit 23,
reception clrcuit 24, transmission circuit 25, control
unit 2%, and storage unit 27. The detection
rectification circuilt 22 rectifies and outputs a signal
from the terminal 1 which is received through the
communication unit 21. The reception circuit 24
arbitrarily demodulates a predetermined carrier wave of
the signal from the terminal 1 which is received
through the detection rectification circuiltf 22, and
cutputs the resultant signal to the control unit 26.
The power supply circult 23 stabilizes the rectified
output from the detection rectification circuit 22 and
generates operating power. The power supply circuit 23

supplies this operation power to the control unit 26
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supplies this operation power to the control unit 26 10 and other circuit
units (not shown). The noncontact communication medium 2 transmits
read data stored in the storage unit 27 in accordance with a read
command from the terminal 1. The noncontact communication 5 medium
2 also receives write data transmitted in accordance with a write
command from the terminal 1 and stores the data in the storage unit 27.
FIG. 2 is a view showing the first example 'I%retransmitting all data at the
time of occurrence of 10 an error) of a command/response sequence at

the time;ofwrting Eﬁ%@@a%ﬂ%hminsﬂ&@) the derminal L -0t
transmits a REQB command, and the noncontact communication medium
2 retamsTATOBAAhswer o Request,r Fype.B) in accotddacewithdhed in
REQB command. The 15 terminal 1 transmits an ATTRIB command, and

the NONCOMAGTdMMbiCation Mediirh 2 aaiiRE ARsWer fo IAFFRIBPIRNaNd
accordance with the ATTRIB f?m%d-f%éegﬁt inarthenitial; i on

command/response sequence performed so far determines a

commadication sehemehetween the,20 terminald anesthernoneentact
communication medium 2, but does not determine the maximum value of

the atourit 6 data whith eal bétraraiitted By breroperatiors iminal 1 and
partig@g%ég cggg}id%rattign.of sgggritg/t authentication i§ 25 performed

between the termina a1 an&?he noncon?é:catggom%n%icazibn medium 2.

Thereafter, thesterminal 1 view showing the first example
{(retransmitting all data at the tLime of occurrence of
an error) of a command/response sequence at the time of
writing in an IC card. As shown in FIG. 2, the
terminal 1 transmits a REQR command, and the noncontact
communication medium 2 returns ATQOR (Answer To Request,
Type B) in accordance with the REQB command. The
terminal 1 transmits an ATTRIB command, and the
nonceontact communication medium 2 returns Answer to
ATTRIE in accordance with the ATTRIE command. Assume
that the initial command/response sequence performed so
far determines a communication scheme between the
terminal 1 and the noncontact communication medium 2,
but dees not determine the maximum value of the amount
of data which can be transmitted by one operation, in
particular.

In consideration of security, authentication is
performed between the terminal 1 and the noncontact
communication medium 2. Thereafter, the terminal 1

transmits a write command and write data to the
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transmits a write command and write data to the - 1 1 noncontact
communication medium 2. As described above, the maximum value of
the amount of data which can be transmitted by one operation is not
determined. If, therefore, the amount of write data is large and a 5
request to retransmit all the data is issued because the noncontact
communication medium 2 cannot normally. receive the data due to the
influence of noise or the like, the terminal 1 and the noncontact
communication medium 2 exchange all the data again. This causes a 10

delay im theneeramunication preeessingitime kI G. 8 isza vigw.showipg afcve ,
example of the data structure of transmission data (write data)

transmiftteda il therfirseexamplé of accommand/respaisesequenbe at rthee
time of Writinﬁ i@gg IC card. As shown in FIG. 8, 15 a check code is

attached 1o the overaiftransiesion datal Thit & theChecktodeds 1L/
inserted at the-end tqiéh%ﬁ%g%@m@mp{Qétadéw%a%qfﬂ%lcgn% a

data structure, it is difficult to detect in which part of the overall data an
errorkas:eccuried. 1f; 20dherefarez an erkor has oecurred sall:ithe datazuse
must be retransmitted. FIG. 3 is a view showing the second example

(retr&fiSmt(Rg PAMRAF data &t e tiffe o Sccffehts: of diremer) ofarmatly

Congnglesens UL Ie TSI N e a0

of like, the terminal 1 and the noncontact communication
medium 2 exchange all the data again. This causes a
delay 1n the communication processing time.

FIG. 8 is a view showing an example of the data
structure of transmission data (write data) transmitted
in the first example of a command/response sequence at
the time of writing in an IC card. Ag shown in FIG. §,
& check code 1s attached to the overall transmission
data. That is, the check code 1s inserted at the end
of the large amount of data. In the case of such a
data structure, 1t is difficult to detect in which part
of the overall data an error has occurred. If,
therefore, an error has occurred, all the data must be
retransmitted.

FIG. 3 is a view showing the second example
(retransmitting partial data at the time of occurrence
of an error) of a command/response sequence at the time
of writing in an IC card. As in the first example, the
initial seguence does not define the maximum value of

the amount of data which can be transmitted by one
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the amount of data which can be transmitted by one 12 operation. When
transmitting all data to the noncontact communication medium 2, the
terminal 1 generates transmission data in the following manner. The
control unit 12 of the terminal 1 divides the data 5 stored in the storage
unit 14 on a predetermined data unit basis, attaches a check code to
each divided data obtained by this dividing,operation, and generates
transmission data including a plurality of divided data with the check
codes. 10 FIG. 9 is a view showing an example of the data structure of

transspissien data (write-data)-tansmitted.in the seggrd exampje.of a
command/response sequence at the time of writing in an IC card. As
showrInTFIG: 3 tthe transmission dataniadludes 2, platadity: efrdivided 15
data and a Iuralit;éd%f check codes respectively corresponding to the

pluraiity 6 dividad datd As Hestrib&d aBove! attaghing a Cifedkc st fes~ -
eachgjyen fatasinit makes,it pogsibledo.detectin whichpart of ¢ e qaca

transmission data an error has occurred. When a 20 communication error
occuss, dmerefore, tétransmissign ofrpartidldata can copastith-thened data
problem. This makes t possible to shorten the communication time. The

commitinicatiBi it 1A 0FtRe $erniinalE Hranshiies the genefatddvided data

eSO s, < e € YR0ESen o ol S netee
transmission data including a plurality of divided data
with the check codes.

FIG. 9 is a view showing an example of the data
structure of transmission data (write data) transmitted
in the second example of a command/response seguence at
the time of writing in an IC card. As shown in FIG. 9,
the transmission data includes a plurality of divided
data and & plurality of check codes respectively
corresponding to the plurality of divided data. As
described above, attaching a check code to each given
data unit makes it possible to detect in which part of
transmission data an error has occurred. When a
communication error occurs, therefore, retransmission
of partial data can cope with the problem. This makes
it possible to shorten the communication time.

The communication unit 11 of the terminal 1
transmits the generated transmission data, i.e., the
transmission data (all data} including a plurality of
divided data with check codes, to the noncontact

communication medium 2. . Upon receiving the
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communication medium 2. Upon receiving the 13 transmission data from
the terminal 1, the noncontact communication medium 2 returns a
response to the terminal 1. If this response contains a partial data
retransmission request, the communication unit 11 and 5 control unit 12 of
the terminal 1 retransmit one or more divided data which are required to
be retransmitted on the basis of the partialdata retransmission request
contained in the response. Upon receiving the retransmission data
(partial data) from 10 the terminal 1, the noncontact communication
meditif 2 sieturnsanresponse teihe-teeminad-d Hihis responsen seRtains: -
no retransmission request, communication between the terminal 1 and
the rfeWEBHIAEE @6mPTuUMESHioRT niediir 28 hormedly ternfinated. Abe
described abQi/e,115 a??ingha check code for each given data amount

e

O ct data, of i s midsion datad wiidh ¢6uiddata

makes it possible to de

not he-propetly received onhe nencontact communication mediym 2.,
side. Therefore, issuing a request to retransmit the data which could not

be 20 properly receivetyi.el, partial datapcan topemithra rcommunication
error. The generatior,, of transmission data by the terminal 1 will be

descfiBES i mbrE HetaiP The Baftrol it 126 theRErmhimalt may attach
an address 25.(black number) Lo gach divided data (gaeh block). .

retransmission reguest contained in the response. Upon

receiving the retransmission data (partial data) from

the terminal 1, the noncontacti communication medium 2

returns a response Lo the terminal 1. If this response

centains no retftransmission reguest, communication

between the terminal 1 and the noncontact ceommunication

medium 2 1s normally terminated. As described above,

adding a check code for each given data amount makes it

possible to detect data, of the transmission data,
which could not be properly received orn the noncontact
communication medium 2 side. Therefore, issuing a
requést to retransmit the data which could not be
properly received, i.e., partial data, can cope with a
communication error.

The generation of transmission data by the

Terminal 1 will be described in more detail. The

control unit 12 of the terminal 1 may attach an address

(block number) to each divided data (each block)
cdescribed above to generate transmission data including

a plurality of divided dataz with check codes and
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described above to generate transmission data including a plurality of
divided data with check codes and 14 addresses. In this case, each
check code may correspond to both divided data and an address. This

- makes it possible to check an error which has occurred in an address

(data indicating an address). 5 Attaching an address to each divided data
allows the noncontact communication medjum 2 to issue a
retransmission request by address designation. That is, the control. unit
12 of the communication unit 11 receives a response from the noncontact

communication 10 medium, 2 detgrmines divided data regyired 1o, be
retransmitted on the basis of the address of the divided data required to

be retransaiited Which ko tontaineddn thelrasponse, and eetrbinseits ol is
or more divided data for which it is determined that 15 retransmission is

requitéd SThaltis WWREH Brrord Rave Géctrfad e pirdiity o portorai@-r - ed

plurajity of blocks).natifying.the ; remote terminal of jpformation indicating

in which blocks the errors have occurred makes it possible to 20 improve
the communicatiam éfficiencya\Wheas fortexample, thevtetmihalid isite: 1 1ows
write data in the noncontact communication medium 2, the noncontact
commuRicalioh PReditim 2 HEtfds tha térhindP £ b inforiatidr fitfcating

In whigh data,blogs ot ipve 2 peeuned.Jlis allwg s tegminal (9,
is, the control unit 12 of the communication unit 11
receives a response from the noncontact communication
medium 2, determines divided data required to be
retransmitted on the basis of the address c¢f the
divided data required to be retransmitted which is
contained in the response, and retransmits one or more
divided data for which it is determined that
retransmission is required.

That 1s, when errors have occurred in a plurality
of porticons {a plurality of blocks}, notifying the
remote fTerminal of information indicating in which
blocks the errors have occurred makes 1t possible to
improve the communication efficiency. When, for
example, the terminal 1 1s to write data in the
noncontact communication medium 2, the noncontact
communication medium 72 notifies the terminal 1 of
information indicating in which data blocks errcrs have
occurred. This allows the terminal 1 to retransmit

only these block data.

In addition, the control unit 12 of the terminal 1
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only these block data. In addition, the control unit 12-of- the terminal. 1 15
changes the size of the predetermined data unit on the basis of the
occurrence frequency of communication errors with respect to the
noncontact communication medium 2. If, for example, the occurrence
frequency of 5 communication errors exceeds a first level (the
communication error occurrence frequency:is high), the control unit 12
decreases the size of the predetermined data unit. FIG. 11 is a view
showing an example of the data structure of transmission data including a

10 plurality of finely divided datacand a pliyality of icheek £odes, ri+ on the
respectively corresponding to the plurality of divided data. In contrast, if

the ctetirened fréquency of commuriicatireerrors becomesdoween thama
second level (second level < first level), the control 15 unit 12 increases

the sSize of the'predetermined datd (it FIETTETs-& Vievr SHBWihg e o
example of the datay struetyre of trapsmissiondata inclyding a piytalit.of. ¢
roughly divided data and a plurality of check codes respectively
correspondingctotthe pluratityof divided:2@ datar Suppressirg the-he
occurrence of communication errors by adjusting the divided data size in

this YARHE! TAKeSE p6S<ible 16 TRpFoVEtRE chhffitifitation efficiehidy. the

The aBAve descriprionss based o04e ASSUMBUQN. 2pANaL addIesSEs 18 e
data unit. FIG. 11 is a view showing an example of the
data structure of transmission data including a
plurality of finely divided data and a plurality of
check codes respectively corresponding to the plurality
of divided data. In contrast, if the occurrence
frequency of communication errors becomes lower than a
second level ({second level < first level), the control
unit 12 increases the size of the predetermined data
unit. FIG. 10 is a view showing an example of the data
structure of transmission data including a plurality of
roughly divided data and a plurality of check codes
respectively corresponding to the plurality of divided
data. Suppressing the occurrence of communication
errors by adjusting the divided data size in this
manner makes 1t possible to improve the communication
efficiency.

The above description 1s based on the assumption
that addresses are attached to divided data. It is,
however, conceivable to apply this embodiment to a case

wherein no addresses are attached to divided data. In
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however, conceivable to apply this embodiment to a case wherein no
addresses are attached to divided data. In 16 this case, the control unit
12 of the terminal 1 divides the data stored in the storage unit 14 on a
predetermined data unit basis, and attaches check codes to the
respective divided data obtained by this 5 dividing operation (without
attaching any addresses), thereby ggner%ng transmission data including
a plurality of divided data with check codes. The communication unit 11
sequentially transmits the divided data with check codes contained in the

10 trapsmissionedataite the nopsontagtcommupication mediim 2; The

control unit 12 of the terminal 1 retransmits one or more divided data with
a chéék eodes orichedk tades ondHe basisiof the: timingeofithet rebéption a
of an errar occurrence notification from the 15 noncontact communication

meditiry 2% E6F BXarmipleS ipdn Feceivitifar erdr Geclréricesiotificatidn codes
fromithe pencontact communication megiym 2 immedjately after, the

transmission of the nth divided data, the control unit 12 of the terminal 1
retransmits the nthpand subsequent h20: divigetdatankl G b/isaiviews ses ) |
showing the comparison between the processing time taken at the time of

occUrrEncBof &rBfbfin the firsEedinsié P& command/fésybrise 2

cocuece L e LA ALC st Be e ggpessing e
communication unit 11 seqguentially transmits the
divided data with check codes contained in the
transmission data to the noncontact communication
medium 2Z. The control unit 12 of the terminal 1
retransmits cone or more divided data with a check code
or check codes on the basis of the timing of the
reception of an error occurrence notification from the
noncontact communication medium 2. For example, upon
receiving an éxror cccurrence notification from the
noncontact communication medium 2 immediately after the
transmission of the nth divided data, the control unit
12 of the terminal 1 retransmits the nth and subsequent
divided data.

FIG. 6 is a view showing the comparison between
the processing time taken at the time of occurrence of
an error in the first example of a command/response
sequence at the time of writing in an IC card and the
processing time taken at the time of occurrence of an

error in the second example of a command/response

seqguence at the time of writing in an IC card. As
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error in the second example of a command/response sequence at the

time of writing in an IC card. As 17 shown in FIG. 6, according to the

second example of a command/response sequence at the time of writing

in an IC card, not all data are retransmitted. That is, the second example

of a command/response sequence at the 5 time of writing in an IC card

can decrease the size of data to be retrapsmitted more than the first

example of a command/response sequence at the time of writing in an IC
card. Therefore, the second example of a command/response sequence

at the timenofiwriting:in an 1@4€casd 6an shorter time-Timotethap the o ¢ o
first example of a command/response sequence at the time of writing in

an ICeaftR FIG I 2 i9aVisw Shawigtheditst @x@ampleof af writing in an
commé\ng/r%%ponse, sequence ta:[ the time og reading from 15 an IC card
(retransmitting all’data’at the Time 6Focclifrehce of'an erfor). As Showrrfin the
FIG. 4; the, dewninakt frapsmits an-REQB/coramand.and the. noncantact, .

communication medium 2 returns ATQB in accordance with the REQB
command. The termiinalcl thens20 fransmitsian AT FRIBreammantdsand ze of
the noncontact communication medium 2 returns Answer to ATTRIB in

accordarce Witt? the AT RIB LS d B uhitthat fife fritigt example of
CWW@Q%%M‘FF&%@Q&%&&?QHSQ sQ gf%ﬁeeteg €%2 writing in

in
communication scheme between the termina 1 ané’%?e noncontact
compmminication mediumn hut coes the second example of a
command/response sequence at the time of writing in an
IC card can shorten time Tl more than the first example
of a command/response seguence at the time of writing
in an 1C card.

FIG. 4 is a view showing the first example of a
command/response seguence at the time of reading from
an IC card {(retransmitting all data at the time of
occcurrence of an error). As shown in FIG. 4, the
terminal 1 transmifts an REQB command, and the
noncontact communication medium 2 returns ATQR in
accordance with the REQB command. The terminal 1 then
transmits an ATTRIB command, and the noncontact
communication medium 2 returns Answer to ATTRIB in
accordance with the ATTRIB command. Assume that the
initial command/response sequence performed so far
determines a communication scheme between the terminal
1 and the noncontact communication medium 2, but does
not determine the maximum value of the amount of data

which can be transmitted by ons operation, in
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not determine the maximum value of the amount of data which can be
transmitted by one operation, in - 18 - particular. In consideration of
security, authentication is. performed between the terminal 1 and the
noncontact communication medium 2. Thereafter, the terminal 1 5
transmits a read command to the noncontact communication medium 2,
and the noncontact communication medit@ 2 transmits a response
containing read data (all data) to the terminal 1. As described above, the
maximum value of the amount of data which 10 can be transmitted by one
operatian isJwatdetermined. If, therefore, the amount of read data is large
and a request to retransmit all the data is issued because the terminal 1
cannot normallyCreeeiveéahe data daé to dhe influence of hoiseiorahe dike,i s
the terml?al 1 and 15 the noncontact communlcatlon medium 2 exchange

all thR“ QA AGan ~THi¥ Calisés' 8 defdy'in the conﬁﬁﬁinlégt?orp%%éjeé%ﬁ@
time kel dhis & view showing.an-example pf the data. stuctyre gfi .1 4

transmission data (read data) transmitted 20 in the first example of a
comrmaadAespense seprenceratiheltime dfireading from andC card. As
shown in FIG. 8, a check code is attached to the overall transmission

datacﬁ@@%%v%ﬂ?sﬁ%ﬁﬂﬁﬁlfh@ seéOit exdmplerPs Réftatsmitting
pam@%ﬁ%éﬁ%ﬁ%%&%@(Hé§§ﬂgeacgrapsmlts a response containing

read data (all data) to the terminal 1. As described
above, the maximum value of the amount of data which
can be transmitted by cone operation is not determined.
If, therefore, the amount of read data is large and a
reguest to retransmit all the data is issued because
the terminal 1 cannot normally receive the data due to
the influence of noise or the like, the terminal 1 and
the noncontact coemmunication medium 2 exchange all the
data again. This causes a delay in the communication
processing time.

FIG. 8 is a view showing an example of the data
structure of transmission data {read data) transmitted
irn the first example of a command/response seguence at
the time of reading from an IC card. As shown in
FIG. 8, a check code is attached to the overall
transmission data.

FIG. 5 is a view showing the second example
(retransmitting partial data at the time of cccurrence
of an errcr) of a command/response segquence at the time

of reading from an IC card. As in the first example,
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of an error) of a command/response sequence at the time of reading from
an IC card. As in the first example, 19 the initial sequence does not define
the maximum value of the amount of data which can be transmitted by
one operation. When transmitting all data to the terminal 1, the
noncontact communication medium 2 generates 5 transmission data in
the following manner. The control unit 26,0f the noncontact
communication medium 2 divides the data stored in the storage unit 27
on a predetermined data unit basis, attaches a check code to each

divided €lata obtainedsky;this, dividing opgration X0 And generates i value
transmission data including a plurality of divided data with the check
codes’ FIGE 9ssmowstarkéxarmple of the datestricturereiransmissidry one

data (read Qata%transv\;nittedgg the second example of a . o
commandiresponse <e4tienteé at the fime'ti 1% readingdrom ahlie dargminal

As showniin. FIG9,dhe transmission data includes a plurality of divided

data and a plurality of check codes respectively corresponding to the
pluratiteofdivided datalzfhe tomrhenicationunithal ehrthe noncontactontrol
communication 20 medium 2 transmits the generated transmission data,

i.e., e trarismiSsion tfatd BIICGATAT Mkl Ueitg @ ol Grali 6t dividédrdata

with gheak gades,to the. terminaly The terminal  secsives the respanse,

containing 25 the transmission data fi’LOITl the nOI’ICOﬂtht communlcaﬂon
predetermined data unit basis, attaches a check code to
each divided data obtained by this dividing operation,
and generates transmission data including a plurality
of divided data with the check cocdes.

FIG. 9 shows an example of the data structure of
transmission data (read data) transmitted in the second
exanple of a command/response sequence at the time of
reading from an IC card. As shown in FIG. 9, the
transmission data includes & plurality of divided data
and a plurality of check codes respectively
corresponding to the plurality of divided data. The
communication unit 21 of the noncontact communication
medium 2 transmits the generated transmission data,
i.e., the transmission data (all data) inciuding a
plurality of divided data with check codes, to ih@
terminal 1.

The terminal 1 receives the response containing
the transmission data from the noncentact communication
medium 2. If the terminal 1 cannot receive all the

cransmission date (when a communication error occurs),
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medium 2. If the terminal 1 cannot receive all the transmission data
(when a communication error occurs), 20 the terminal 1 issues a request
to retransmit partial data to the noncontact communication medium 2.
The communication unit 11 and control unit 12 of the terminal. 1
retransmit one or more divided data required 5 to be retransmitted on the
basis of the partial data retransmission request. The terminal 1 receives
the retransmission data (partial data) from the noncontact
communication medium 2, and normally terminates the communication.

Attaching a€£heck sode fareach.given-10-data-amountin.thismanner, .+ 1 41
makes it possible to detect data, of the transmission data, which could not
be piéperly-recelvedomthentesminattsider Therefore, nissuiing aCrequeste

to retransmit the data which could not be properly received, i.e., partial

data “AREE it TB poEsibiB 16 cope WitH a~cBHmthicatioh etror® Thehe
genergtion gttransmission, dafa py the. nopcontact Sg?unit ication, required

medium 2 will be described in more detail. The contro 6 of the
noncontast commuanication ssediumchmay pitachan address to-each 20+ -
divided data described above to generate transmission data including a
pluralifjF-oFdivided Hata withtheek -codBs aanecadurassest IF ttis tass, the

oSl S e CUPOTALE O 1l a0 o

addressifdata indicatingiaddress). and normally terminates the
communication. Attaching a check code for each given
data amount in this manner makes it possible to detect
data, of the transmission data, which could not be
properly received on the terminal 1 side. Therefore,
issuing a reguest to retransmit the data which could
not be properly received, 1.e., partial data, makes it
possible to cope with a communication error.

| The generation of transmission data by the
noncentact communication medium 2 will be described in
more detail. The control unit 26 of the noncontact
communication medium 2 may attach an address to each
divided data described above to generate transmission
data including a plurality of divided data with check
codes and addresses. In this case, each check code may
correspond to both divided data and an address. This
makes it possible to check an error which has occurred
at an address (data indicating an address).
Attaching an address to each divided data in this

manner allows the terminal 1 to issue a retransmission
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Attaching an address to each divided data in this manner allows the
terminal 1 to issue a retransmission 21 request by address designation.
That is, the communication unit 21 and control unit 26 of the noncontact
communication medium 2 determine divided data required to be
retransmitted on the basis of the 5 address of the divided data required to
be retransmitted from the terminal 1, and. retransmit one or more divided
data for which it is determined that retransmission is required. That is,
when errors have occurred in a plurality 10 of portions (a plurality of

blocks).patifying the semote terming)of informatien, indicating.ip which
blocks the errors have occurred makes it possible to improve the
commamcation efficiencyn Wheh| femexampte; dfie terminal 4 is fo réad
data from the i5 noncontact communication medium 2, the 'terminal 1

notifie8 ¥i& HoACIntacrEBhmunichtion Tﬁé&rb‘n‘ﬁ Z of it amativh indichtifg
in which data blocks. grrors have, occurred,  This gg% s ihe noncontact,

communication medium 2 to retransmit onﬁ/ the ock data. 20 In
additiofy] thes sontrolunit 26 of thecnoncoatact communication medium 2
changes the size of the predetermined data unit on the basis of the
occufrehéé "rguerity of comnitinicatioirénérs with Féspeteforthesmit one

teﬁn@gl%&;Jo&gé%@gg%gg%gC%ggﬂwﬁfE§M§@CXS determined that
retransmission 1s reguired.

That 1is, when errors have occurred in a plurality
of porticns (a plurality of blocks), notifying the
remote terminal of informaticn indicating in which
blocks the errors have occurred makes it possible to
improve the communication efficiency. When, for
example, the terminal 1 is to read data from the
noncontact communication medium 2, the terminal 1
notifies the noncontact communication medium 2 of
information indicating in which data blocks errors have
occurred. This allows the noncontact communication
medium 2 to retransmit only these block data.

In addition, the control unit 26 of the noncontact
communication medium 2 changes the size of the
predetermined data unit on the basis of the occurrence
frequency of communication errors with respect to the
terminal 1. If, for example, the occurrence frequency
of communication errors exceeds a first level (the
communication error occurrence freguency is high), the

control unit 26 decreases the size of the predetermined
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25 of communication errors exceeds a first level (the communication error
occurrence frequency is high), the control unit 26 decreases the size of
the predetermined 22 data unit. FIG. 11 is a view showing an example of
the data structure of transmission data including a plurality of finely
divided data and a plurality of check codes respectively corresponding to
the plurality 5 of divided data. In contrast,Jtthe_occurrence frequency of
communication errors becomes lower than a second level (second level <
first level), the control unit 26 increases the size of the predetermined
datadunit: FlG1 10 is aMew showingan example-efithe data 1Q stryclire r he
of transmission data including a plurality of roughly divided data and a
plurafifit6f chetREodes rfelspestively éorrésporiiric: tolthe pldrality of
divided data. SupggesginrgeTe o] currencegf communication errors by

adjusting the divided data Sizé i this 15 mainer makk<it Bosdible'toy ©F
impreve.the comawinication-efficiency -The-above descriptionds, based pn 5 ¢,

the assumption that addresses are attached to divided data. It. is,
howeverddéoricgivrable ta:applyrthisembediment to & case 20whereineno
addresses are attached to divided data. In this case, the control unit 26 of

the NohCOHERE CoMmGAREHGH Mediah Edivies the dakestoted rthehan a
storage (iit27 9 & predetermingd data unithasis, and, attaches check . .

codes to the respective divided data
unit Z6 increases the size of the predetermined data
unit. FIG. 10 is a view showing an example of the data
structure of transmission date including a plurality of
roughly divided data and a plurality of check codes
respectively corresponding to the plurality of divided
data. Suppressing the occurrence of communication
errors by adjusting the divided data size in this
manner makes 1t possible to improve the communication
efficiency.

The above description is based on the assumption
that addresses are attached to divided data. It is,
however, conceivable to apply this embodiment to a case
wherein no addresses are attached to divided data. In
this case, the contrel unit 26 of the noncontact
communication medium 2 divides the data stored in the
storage unit 27 on a predetermined data unit basis, and
attaches check codes to the respective divided data
obtained by this dividing operation {(without attaching
any addresses), tThereby génerating Ltransmissicn data

containing a plurality of divided data with check
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25 obtained by this dividing operation (without attaching any addresses),
thereby generating transmission data containing a plurality of divided data
with check 23 codes. The communication unit 21 of the noncontact
communication medium 2 sequentially transmits the divided data with
check codes contained in the transmission data to the terminal 1. The
control unit 5 26 of the noncontact cowmmg@ication medium 2 retransmits
one or more divided data with a check code or check codes on the basis
of the timing of the reception of an error occurrence notification from the
terminatlk For examplentipen feceiving @nierrarocedrrenee A8ncontact
notification from the terminal 1 immediately after the transmission of the
nth diiBEH dafa tHe BoRtFsl UHTt 26 BT the AoRcontacticonmAtAicaticn e
medium_ 2 retransmits the nth and subseqguent divided data, However, the
noNCORtASt EamiAUeAticr mEARit 215 LaAnotRop traPGmiting tata at

the time, gt agaiirenceqgtan eyor and-keeps-transmittingall data. Inthe ;¢
case of the noncontact communication medium 2 capable of full-duplex
commm@nichtibhewhen anrereortocears)the. derninal hadtifies theretransmits
noncontact communication medium 20 2 of the corresgonding information.

This 25w th& HoncOhtact E8nffAtficatidn madis 2 to SR5iFtHer check
commypicatign of all datahalfway apd transmit data afier the ocgurrence -

of the error. FIG. 7 is a view showing the comparison between
error occurrence notification from the terminal 1. For
example, upon receliving an error occurrence
notification from the terminal 1 immediately after the
transmission ¢of the nth divided data, the control unit
26 of the noncontact communication medium 2 retransmits
the nth and subsequent divided data.

However, the noncontact communication medium 2
cannot stop transmitting data at the time of occcurrence
of an error, and keeps transmitting all data. In the
case of the noncentact communication medium 2 capable
of full-duplex communication, when an error occurs, the
terminal 1 notifies the noncontact communication medium
2 of the corresponding information. This allows the
noncontact communication medium 2 to stop the
communication of all data halfway and transmit data
after the occurrence of the error.

FIG. 7 is & view showing the comparison between
the processing time taken at the time of occurrence of
an error in the first example of a command/response

sequence at the time of reading from an IC card and the



10

is

20

(R
()

25 the processing time taken at the time of occurrence of an error in the

first example of a command/response sequence at the time of reading

from an IC card and the 24 processing time taken at the time of

occurrence of an error in the second example of a command/response
sequence at the time of reading from an IC card. As shown in FIG. 7,
according to the second example of a 5 coppmand/response sequence at

the time of writing in an IC card, not all data are retransmitted. That is, the
second example of a command/response sequence at the time of writing

in andSoeard candgecrease: thessize, of ata o be: retransmitied smoere than 4,
the first example of 10 a command/response sequence at the time of
writifF iR an 1€ cafg. Tifstefote sthensekong Examphenpfad/ response
comrggnglergs onse ?%qge ce atct) [ E_jrggiff Wl‘itin inan IC card can
shorten time T2 more than the Tirst examp e'ofa coor%m%lﬁd;rgsﬁgﬁéé AS
sequenggat the time of writing-154n ag 1€.card,This embedimentwill be:
summarized below. The following is the gist of this embodiment. Assume
that theninitialicommrapdfespense sequerice Or¢he fike definestheing in an
amount of data which can be 20 transmitted/received by one operation. In

this case~df the dtfourtor dits fo Bé transiittatifteived-is [Biger than the
the defined data . amount, itis necessary 1o rse%?é%t&%’ transmigreceive ., o
divided data a number of times, resulting in poor communication
efficiengy: Inf writing in an IC card can decrease the size of
data to be retransmitted more than the first example of
a command/response sequence at the time of writing in
an IC card. Therefore, the second example of a
command/response sequence at the time of writing in an
IC card can shorten time T2 more than the first example
of a command/response seqguence at the time of writing
in an IC card.
This embodiment will be summarized below.
The following is the gist of this embodiment.
Assume that the initial command/response sequence
or the like defines the amount of data which can be
transmitted/received by one operation. In this case,
if the amount of data to be transmitted/received is
targer than the defined data amount, it is necessary to
separately transmit/receive divided data a number of
times, resulting in poor communication efficiency. In
addition, if the amount of data which can bhe
transmitted/received by one operation is not defined,

it 1s necessary to retransmit all data at the time of
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25 addition, if the amount of data which can be transmitted/received by
one operation is not defined, it is necessary to retransmit all data at the
time of 25 occurrence of a communication error. This also leads to poor
communication efficiency. This embodiment, therefore, divides data to be
transmitted/received for each given data amount and inserts a check
code in each 5 divided data. That is, the data tq be transmitted/received
includes a plurality of divided data and a plurality of check codes
respectively corresponding to the plurality of divided data. This makes it
possilile ta setthe number-ef-times 010 transmission/receptionto=ene,cads
unless any communication error occurs. Even if a communication error
occurs, iPTS GnREEESSaM o retranSmit all the data. THat i, sreransmitting
onlygtiyidedfglata ingyih\’_i%%éhse_ gggrah%s qgcurred makes it S‘O sible to

here e Ttransmitted/recelived £
cope with the 15 communication effor. This can |mprove¥h or

comewpication&fficiency. Although this embodirenthag.exemplified <, cacn
ISO/IEC14443 TypeB as a communication procedure, the present
inveRAtion-easibe applied i atcase wherein@danadthebeommunication

protocol is used. Additional advantages and modifications will readily

occur 16 1dbe-Siiftatif thé BFE Thefefdid® Ihé irvention i #s Brostert ded
aspegts is not limited to rg}fi%eﬁcg ic defailsand repr e%‘%@gg\@: ively

embodiments
corresponding to the plurality of divided data. This
makes 1t possible to set the number of times of
transmission/reception to one, unless any communication
error occurs. Even if a communication error occurs, it
is unnecessary to retransmit all the data. That is,
retransmitting only divided data in which the error has
occurred makes it possible to cope with the
communication errcor. This can improve the
communication efficiency.

Although this embodiment has exemplified
IS0/IEC14443 TypeB as a communication procedure, the
present invention can be applied tc a case wherein
another communication protocol 1s used.

Additicnal advantages and modifications will
readily occur to those skilled in the ari. Therefore,
the invention in its broader aspects is not limited to
the specific details and representative embodiments
shown and described herein. Accordingly, various
medifications may be made without departing from the

spirit or scope of the general inventive concept as



25 shown and described herein. Accordingly, various modifications may
be made without departing from the spirit or scope of the general
inventive concept as 26 defined by the appended claims and their
equivalents. MGSLLP 27 WHAT IS CLAIMED IS: 1. A communication
medium which transmits read data in accordance with a read command
from a communication medium processing-apparatus and stores 5 write
data transmitted in accordance with a write command from the
communication medium processing apparatus, comprising a card body in
which afmnodulers embedded: the madule gemprisingHld: a stofage bnitnt < .
configured to store data, a transmission data generating unit configured to
divide data stored in the storage unit on a predetermined data unit basis,
attach a check code to each divided data obtained by dividing the data,
and 15 generate transmission data including a plurality of divided data
with check codes, and a communication unit configured to transmit the
transmission data generated by the transmission data generating unit to
the communication medium processing 20 apparatus. 2. A medium
according to claim 1, wherein the
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communication unit receives a transmission result of the transmission
data from the communication medium processing apparatus, and
retransmits one or more 25 divided data for which it is determined on the
basis of the transmission result that retransmission is required. MCSLLP
28 3. A medium according to claim 1, wherein the transmission data
generating unit attaches an address to eacgh divided data, and generates
the transmission data including the plurality of divided data with the 5
check codes and addresses. 4. A medium according to claim 3, wherein
the transmission data generatiig Uinitcattdchédthe éheck code

corresponding to both the divided data an((rg&| the address. 10 S. A medium
according td-clairft 3 WHETSIA RS 1E8mAtAicaTiol thit tetdivas &~ -5 read

transguission resylt.on. dhe tansmissign datasfrom the. commupication

medium processing apparatus, determines divided data required to be
retransmittediomn thecbasie af am addresssefitiydivideddata sequire dstoche s
retransmitted, which is contained in the transmission result, and

retraif&hits Ge-8r mbraaiVidecEdataToP RARFARR Fetémiined ifiatte
ISR U5 O ARt AL Na el d s
apparatus, comprising

a card body in which a module is embedded,

the module comprising

a storage unit configured to store data,

a tranemission data generating unit configured to
divide data stored in the storage unit on a
predetermined data unit basis, attach a check code to
each divided data obtained by dividing the data, and
generate transmissgion data including a plurality of
divided data with check ccdes, and

a communication unit configured to transmit the
transmission data generated by the transmission data
generating unit to the communication medium processing
apparatus.

2. A medium according to claim 1, wherein the
communication unit receives a transmission result of
the transmigsion data from the communication medium
processing apparatus, and retransmits one or more
divided data for which it is determined on the basis of

the transmigsion result that retransmission is

required.
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with check codes which are included in the transmission data to the
communication medium processing apparatus, and retransmits one or

more divided data with check codes, which are included in the

transmission data, on 25 the basis of a timing of reception of an error
occurrence notification from the communication medium processing
apparatus. MCSLLP 29 7. A communicasign medium processing

apparatus which receives read data transmitted from a communication
medium in accordance with a read command with respect to the
communication mediwen,iand tansmiis bovrite data tenthie, corhmunicatione
medium in accordance with a write command with respect to the
commydrie&iorT Thediuf? EBnfIPiRiGE Bisterageinitdorfighfed ffstbreiress
data; a transmission.data generating_upit configured to .10 divide data _ .
stored in %aecr}sqto%gvel l(jiar? i% oﬁ%g%fe etg? mined %aa]%ae% n%f %%s(ij[sj: %tr%estgﬁ %as ten
checkgode 1o each divided data abtained by dividing theidatas andi tr the
generate transmission data including a plurality of divided data with check
codes;rantk1 s accommudication einiteonfigured to transmit the

transmission data generated by the transmission data generating unit to

the communfcatioh MEdLTT: & Ardpparatus accordifig to a7 1n the
whereip the Garamupication ynit receives a transmission asult 0. cpeck

code corresponding to both the divided data and the

MCSLLP

address.

5. A medium according To claim 3, wherein the
communication unit recelilves a transmission result on
the transmission data from the communication medium
processing apparatus, determines divided data required
to be retransmitited on the basis of an address of
divided data reguired to be retransmitted, which is
contained in the transmission result, and retransmits
one or more divided data for which it is determined
that retransmission 1s reguired.

&. A medium according to claim 1, wherein the
communication unit sequentially transmits divided data
with check codes which are included in the transmissicon
data to the communication medium processing apparatus,
and retransmits one or more divided data with check
codes, which are included in the transmission data, on
the kasis of a timing of reception of an error
occurrence notification from the communication medium

processing apparatus.
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20 the transmission data from the communication medium, and
retransmits one or more divided data for which it is determined on the
basis of the transmission result that retransmission is required. 9. An
apparatus according to claim 7, wherein the 25 transmission data
generating unit attaches an address to each divided data, and generates
the transmission data including the plurality of divided data with the check
MCSLLP 30 codes and addresses. 10. An apparatus according to claim
9, wherein the transmission data generating unit attaches the check code
corresponding to hotrotheudivided data aad thenaddress=5 g Ampparatus
apparatus according to claim 9, wherein the communication unit receives
a traMSmisBiochTestiY B the2ftasHhidsiohdata Hoht the ésifiminication
medium, determines iyided data [equired I b Tetransmited. an, 8o rrang
basis ofm an‘address of divided data requweg 16 be 10 Tefransmitte , W ich
is coptainediadhe Hansmisgien JesulbrantkielNSAEg Qne, OlaMare: ransmits
divided data for which it is determined that retransmission is required. 12.
An apparatisSadoording toelaprTuticreinite temminidationcirdance
sequentially transmits divided data .15 with check codes which are . .
included ih the TansmiSSION tata fo the dorftnication msdidm. and- c3 & +or
retransmits,ane ok meke;divided data with check codes, which are
included in the transmission data, on the basis of a timing of

a storage unit configured te store data;

MCSLLP

a transmission data generating unit cenfigured Lo
divide data stored in the storage unit on a
predetermined data unit basis, attach a check code to
each divided data obtained by dividing the data, and
generate transmission data including a plurality of
divided data with check codeg; and

a communication unit configured to transmit the
transmission data generated by the transmission data
generating unit to the communication medium.

8. An apparatus according to claim 7, wherein the
communication unit receives a transmission result on
rhe transmission data from the communication medium,
and retransmits one or more divided data for which it
is determined on the basis of the transmission result
rhat retransmisgsion is reguired.

9. An apparatus according to claim 7, wherein the
transmisgion data generating unit attaches an address to
each divided data, and generates the transmission data

including the plurality of divided data with the check
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reception of an error occurrence notification from the 20 communication
medium.

codes and addresses.

10. An apparatus accoerding to cliaim 9, wherein the
transmission data generating unit attaches the check code
corresponding to both the divided data and the address.

11. An apparatus according to claim 9, wherein the
communication unit receives a transmission result on the
transmission data from the communication medium,
determines divided data reguired tc be retransmitted on
the basis of an address of divided data required to be
retransmitted, which is contained in the transmission
result, and retransmibts one or more divided data for
which it is determined that retransmission is required.

12. BAn apparatus accerding to claim 7, wherein the
communication unit sequentially transmits divided data
with check codes which are incliuded in the transmission
data to the communication medium, and retransmits one or
more divided data with check codes, which are included
in the transmission data, on the basis of a timing of
reception of an error occurrence notification from the

communication medium.
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