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a Certifying Authority. That is to say, in the instance the

Background Art

Various certification methods for judging the authenticity of
correspondents have been in existence for a long time. Many certification
methods suitable to a communication system utilizing an open network for the
general public such as the Internet have been developed in recent years. A
digital sign method using public key cryptography is one kind of certification
method, which is widely used. In the digital sign method, a sender who
enciphers a plaintext by a secret key owned exclusively by the sender,
transmits the enciphered text, which a recipient decrypts using the sender’s
public key. If the decryption is successful, the recipient can be certain that
the decrypted plaintext was transmitted by the sender.

A successful decryption through a correct matching of the secret key
and the public key can be achieved; however, in order to ensure that a high
level of security is maintained, it is necessary to guarantee that the public key
belongs to the real sender. This guarantee is realized by a public key
certification, which is enciphered by the secret key owned exclusively by an
impartial party, i.e., a Certifying Authority. That is to say, in the instance the
recipient holds a public key of the Certifying Authority, and the sender
transmits the above enciphered data along with the sender’s own public key

certificate acquired from the Certifying Authority, the recipient firstly verifies

nmet hod, which is w dely used.
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r-ecj pi enrokalrdsia7public key of the Certifying Authority, and the sender

~transmits the above enci phered data along with the sender's own public key
certificate acquired fromthe Certifying Authority, the recipient firstly

verifies F0447/3137 2 the authenticity of the public key certificate using
the Certifying Authority's public key. And secondly, decrypts the

enci phered data using the sender's public key included in the
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authentic, if the present time is within the validity period of the public key
15  certificate.
Precise clocking of the receiver is necessary to maintain a high level
of security since imprecise clocking makes an inprecise judgement regarding
the validity period of the public key. Deviations in the clocking present time
of communication devices, such as currently existing personal computers,
20  inevitably occur and deviations are gradually enlarged, even though a user of
the communication device may start clocking at the precise present time. In
other cases, a user may forget the initialization of the clocking time, or a
completely false in the initialization. In such a case, wrong present time is
clocking in the receiver. Without a precise clocking of the present time it is
25 impossible to judge with accuracy, the validity period of a public key
certificate. The problem of the incorrect clocking of present time affects not
only the authenticity of the public key cryptography method, but uniformly

affects all certifying methods having a validity period for the certificate.



certificapasa7yhesprobl emof the incorrect clocking of present time affects
not only the authenticity of the public key cryptography nethod, but
uniformy affects all certifying nethods having a validity period for the
certificate. F0447/3137 3 Disclosure of Invention It is an object of the
‘present invention to provide a certifying method, which is able to

mai ntain the high | evel of security required, along with a comunication
devi ce aisaloseteayf tewdntooni o realize this certifying nethod. 5 To achieve
t he above purpose, the present invention provides a certifying method
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judgment step by said communication device for judgi ng whether the present
time is startshcommmenicationi withpanotbér sosinuingcation davicecthmoughcsaid relay
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provi des gnfifiimtatioalddiceey &8y step by said relay device for relaying certificate
information with a certificate validity period, said certificate information
15 being transmitted from said other communication device to said
communication device, and certifying the authentication of said other
communication device or said other communication device user; a judgment
step by said communication device for judging whether the present time is
within the validity period specified in said certificate information relayed in
20 said relay step and received on the basis of said present time of the concerned
communication device corrected in said correction step; and a certificate step
for judging the authentication of said other communication device or said
other communication device user by said communication device through the
judgment result in said judgment step and said certificate information.
25 In addition, this invention provides a communication device
communicating through a relay device with another communication device,
comprising: clocking means for clocking the present time; receiving means for

receiving certificate information, for the authentication of another

communication device or another communication device user, with certificate



.comuni gafd 4wy 3y-pugh a rel ay device w th another comunication device,
~conprising: clocking neans for clocking the present tine; receiving means
for receiving certificate information, for the authentication of another
_conmuni cation device or another communication device user, with certificate
F0447/ 3137 4 validity period fromsai4d other comunication device through
said relay device, and receiving tinme information fromsaid relay device
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request ghel GRERMHiFREteSifbimation; and determination means for determining the
propriety of the communication with said other communication device in
15 accordance with the certificate result of said certificate means.

According to the invention, a communication device corrects its own
clocking present time through the time information received from the relay
device and judges on the basis of a more precise, corrected present time,
whether it is within the validity period of the certificate specified in the

20  certificate information needed for certifying the communication party.

In addition, this invention provides a relay device to relay
communication between one communication device and another
communication device, comprising: clocking means for clocking the present
time; receiving means for receiving a connection request to demand the start

25 of communication with said other communication device; generation means
for generating the time information, to correct the clocking present time of
said communication device so that it is more precise, on the basis of the
clocking present time of said clocking means, when said receiving means

receives said connection request; and transmission means for transmitting the



25 of Ccommuyi/catyon with sai d ot her communication device; generation nmeans
.for generating the tinme information, to correct the clocking present tine
of said communication device so that it is nore precise, on the basis of
the clocking present tinme of said clocking neans, when said receiving
"means receives said connection reque3t; and transm ssion neans for
transmtting the F0447/3137 5 tinme information generated by said generation
means t airpaiidfeamaion greneoateddbyisaéd ghneoatidmgneans hd saidceminumicaten t he
relay device receives a connection request for starting comunication with
anot her deomouni cation 5 device, the relay device generates the tine
information and transmts the time information to the comruni cati,on device
for correcting AGROTEIRE kithgthas egé’ﬁﬂlthq,ng"a}tﬁn tthe &8 ALY oFFfdVPEed so
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generation means for generating the time information, to correct the clocking
present time of said other communication device so that it is more precise on
15 the basis of the clocking present time of said clocking means, when said
receiving means receives said connection request; and transmission means for
transmitting the generated time information by said generation means to said
other communication device.
According to this invention, the relay device, on receiving a
20 connection request for starting communication with another communication
device, generates the time information for correcting the clocking present time

of the other communication device so that it is more precise; and transmits the

time information to the other communication device.

25  Brief Description of the Drawings
Fig.1 is a diagram showing a total configuration of the
communication system to which the certifying method is applied in one
embodiment of the present invention.

Fig.2 is a block diagram showing a hardware configuration of



.25 Bri équ})ehs70’r31p1% on of the Drawings Fig.1l is a diagram showi ng a total
~configuration of the conmmunication systemto which the certifying nethod
i.s applied in one enbodinent of the present invention. Fig.2 is a bl ock
.di agram showi ng a hardware confi gur atéon of F0447/3137 6 portabl e phone M5,
whi ch conposes the comuni cation system Fig.3 is a block diagramshow ng a
har dwar e configuration of , gateway server GA5. Fig.4 is a block diagram
showi ng Portd amhoneddhy,iwhich ¢ompeses the sosunuaicajompyssANtonposes t he
comuni cation system Fig,5.,s.a flowhart, showi ng in one enbodi nent a
orocessing 11 oliE- SR P0Gk @sEAme ShOMing: eI AR CRBUEUTEHEN( OFe of
startin L. commung ion. Fig.6 is a flowhart show ng in one enbodi nent
a proce%&?%aaYISSWer%geami ch is inplenmented by gateway server GA5 at the

ti of starti : i eation. ELg. 7., i h .showi ng i ne
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Mode for Carrying Qut the Invention Referring to the awi ngs,” an
embodi mavitichi 9 implementéddd iportabie oplieme MS ta thee time seh staroingntSSIn as
follows: (1) Total Configuration Fig.1l is a diagram showi ng the total
conf i gucQIUBHNYEALIATL communi cati on system appl yi ng the certifying nethod

of the present _i.nvention. .. . .
P Pllg.6e is aflowchart showing in one embodiment a processing flow,

10 which is implemented by gateway server GWS at the time of starting SSL
communication.

Fig.7 is a flowchart showing in one embodiment a processing flow,
which is implemented by IP server W at the time of starting SSL
communication.

15 Fig.8 is a sequence diagram showing in one embodiment a flow of
the signals, (a message) up to the time of starting SSL communication by

portable phone MS with IP server W.

Best Mode for Carrying Out the Invention
20 Referring to the drawings, an embodiment will be described in
accordance with the present invention as follows:
(1) Total Configuration
Fig.1 is a diagram showing the total configuration of the
communication system applying the certifying method of the present invention.
25  This communication system provides the WWW (World Wide Web) service to
portable phone MS with a browsing function.
In this figure, portable phone MS is a mobile device receiving a
packet communication service provided by the mobile packet communication

network MPN. Portable phone MS is served by the mobile packet



25 Thi s E4UNI CHE | on system provi des the WW (Wrld Wde Web) service to
.portable phone M5 with a browsing function. In this figure, portable phone
M5 is a nobile device receiving a packet conmunication service provided by
‘the nobil e packet communication netﬁﬁLk MPN. Portable phone M5 is served
by the nobil e packet F0447/3137 7 co ni cati on network MPN and ot her

mobi | e phone networks of which the draw ngs are omtted. Th bi | e phone
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net wor k MaNrbesibtideSSP) W al chrassunisdtidh gotd@®] stipulatinpaeket centfscateber
processors PS, a gateway server GA5, and interconnecting conmmunication
lines. Bdsta aicaypion BStweerawervern ard aclientt h Ipshe sbnemphwasiomeiroughi oned
inits owm BS radio zone. Packet 15 subscriber processor PSis conput er
syst em i 8Sh [{88ketcaannrmicasion sheremafier 10f fhléedﬁmﬁgowau?alm@i@éi Wlati ons

BS to relay packets between portabl e phones, M5 and.gate server .GAB.
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and interconnecting communication lines. Base station BS telecommunicates
- with portable phones MS stationed in its own BS radio zone.  Packet
15  subscriber processor PS is a computer system in a packet subscriber switching
office having plural base stations BS to relay packets between portable phones
MS and gateway server GWS.
Gateway server GWS is a computer system in a mobile packet
gateway switch & transit office interconnecting mobile packet communication
20 network MPN with other communication systems, e.g., Internet INET.
Gateway server GWS is managed by a communication business entity, which
runs mobile packet communication network MPN. This communication
business entity works as an impartial third party for the SSL communication
between portable phones MS and IP server W. In addition, gateway server
25 GWS functions as a so-called proxy server, and performs a protocol
conversion between different networks, a communication relay, and so on.
To be more precise, the conversion of the communication protocol means, an
interconversion between a data link protocol for a mobile packet

communication network MPN and a data link protocol for Internet INET, e.g.,




bet ween postabBe3iphones M5 and | P server W In addition, gateway server 25
. -GW5 functions as a so-called proxy server, and perforns a protocol
conversi on between different networks, a communication relay, and so on.
.To be nore precise, the conversion of _the comrunication protocol neans, an
I nt erconversion between a data |ink p?otocol for a nobile packet

communi cati on network MPN and a data Iinkofrotocol for Internet |INET, e.g.,
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Certificate Ofice C. |IP server W returns Server Hell o Message and Server
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Client Hello Message in SSL communication from portable phone MS
15 through Internet INET.

Certificate Office C is an impartial third party realized as a server
connecting to Internet INET. The Certificate Office issues and manages an
electronic certificate such as a public key certificate.  For example,
Certificate Office C returns an electronic certificate or a public key of

20  Certificate Office C to the requesting party in response to a request from
portable phone MS or IP Server W. Furthermore, the public key certificate
issued by Certificate Office C contains date & time information with the
validity period for the public key certificate. The date & time information of
the public key certificate is set up by Certificate Office C.

25
(2) Configuration of portable phone MS

Fig.2 is a block diagram showing a hardware configuration of a
portable phone MS. As shown in Fig.2, the portable phone MS comprises a

transmitter/receiver unit 21 (equipped with, an antenna, a radio unit, a



validi tyrpesvpsiignr the public key certificate. The date & time infornmat i on
-.of the public key certificate is set up by Certificate Ofice C. 25 (2)
Configuration of portable phone M5 Fig-2 is a block diagram show ng a
‘hardware configuration of a portable phone M5. As shown in Fig.2, the
portabl e phone M5 conprises a transnitter/receiver unit 21 (equi pped wi t h,
an antenna, a radio unit, a F0447/3137 9 transmtter, and a receiver) for
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memory 264 for storing various information such as the public key of
Certificate Office C. Furthermore, one or more types of encryption algorism
and one or more types of compression algorism for portable phone MS are
15  stored in ROM 262 or in nonvolatile memory 264.

CPU 261 reads out and implements software stored in ROM 262, and
controls ROM 262, RAM 263, nonvolatile memory 264, and each part of
portable phones MS 21-25 & 27, when the electric power is applied to
portable phone MS. In addition, CPU 261 implements the SSL

20 communication program stored in ROM 262 when a user inputs a command
through input unit 24 to start SSL communication. ~ CPU 261 first transmits
a message to gateway server GWS in accordance with SSL communication
program to request SSL communication starting with the communication party
(e.g. IP server W) indicated by user’s input operation. In addition, CPU 261

25 receives a message responding to the above message from gateway server
GWS by transmitter/receiver unit 21, and corrects, through the time
information contained in the concerned message, the clocking present time of
real time clock 27 so that it is more precise.

Furthermore, CPU 261 performs certification operation for the
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: programto request SSL comrunication starting with the conmunication party
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server OAS by transmtter/receiver unit 21, and corrects, through the tine
I nformati on contained in the concerned nessage, the clocking present tine
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only when the o nication party Is authenticated in the certification
oper ati the publicikeGootrtificat] oArd GRUEVEY! ssontiatudeV\SSE Gomirfurdcionk

di agram show ng a hardware configuration of gateway server GA5. As shown
i n Fi g. 6nlyawvheay theercommBiBcatoopr psey 1S aalithentioated dat tle certificationor
comuni cating with portable phone M5 through base station BS, and packet
subscri @PeIlWsessi ng unit PS, internet 15 connecting interface 32 for
communicating with I P server Wetc. through Internet INET, rewitable
storage unit 33 for storing various prograns and data (e.g. sem conductor

comt ol CUR PhERrafiOR o AEWRY G REGS To “Real time & ock 35 cl oske the
br ot ocol ) to Dbl 1§ Bk st hORMe, 8 PRl M RR LG 6T
cl ock 3patewiiy ReFver @WSN tAsshown in Fig.3, gateway server GWS comprises
radio communication unit 31 for communicating with portable phone MS
through base station BS, and packet subscriber processing unit PS, internet
15 connecting interface 32 for communicating with IP server W etc. through
Internet INET, rewritable storage unit 33 for storing various programs and data
(e.g. semiconductor disk, hard disk), real time clock 35 for clocking the
present time, and control unit 34 for controlling these units.
Real time clock 35 clocks the precise present time. There are
20 methods, such as NTP (Network Time Protocol), to precisely maintain the
present time clocked by real time clock 35. Furthermore, in this
embodiment, gateway server GWS acquires the time information through a
dedicated line (drawing omitted) from a device clocking the precise present
time, e.g., Certificate Office C and corrects the registered time of real time
25  clock 35 using the concerned time information.
Control unit 34 comprises CPU 341 for various controls, ROM 342
and RAM 343. CPU 341 controls ROM 342, RAM 343 and the units 31-33
& 35 of the gateway server by reading out and implementing programs stored
in ROM 342 or storage device 33.



-enbodi meot4a7gatemay server GA5 acquires the tinme information through a
dedicated line (drawing omtted) froma device clocking the precise present
time, e.g., Certificate OOfice C and corrects the registered tinme of real
time 25 clock 35 using the concerneg time information. Control unit 34
conprises CPU 341 for various contro % ROM 342 and RAM 343. CPU 341
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clocked by real time clock 27 of portable phone MS so that it is punctual. CPU
341 transfers a message containing the time information to radio
communication unit 31 to transmit the information to portable phone MS,

15  which requires the starting of SSL communication.

(4) Configuration of IP server W
Fig.4 is a block diagram showing a hardware configuration of IP
server W. As shown in Fig4, IP server W comprises Internet connecting

20 interface 41 for communicating through Internet INET with gateway server
GWS; rewritable storage unit 42 for storing various contents, secret key &
public key of IP server W, SSL communication processing program etc.; real
time clock 44 for clocking the present time; and control unit 43 for controlling
these units.

25 Control unit 43 comprises CPU 431 for various controls, ROM 432
and RAM 433. Furthermore, one or more types of encryption algorithms and
one or more types of compression algorithms are stored in ROM 432 or
storage unit 42 to be used by IP server W.

CPU 431 controls ROM 432, RAM 433 and units 41-42,44 of IP



public kepaaf/3PBserver W SSL conmuni cation processing programetc.; rea
.-time clock 44 for clocking the present tinme; and control unit 43 for
controlling these units. 25 Control unit 43 conprises CPU 431 for various
.controls, ROM 432 and RAM 433. Furthernore, one or nore types of
encryption algorithnms and one or nore types of conpression algorithnms are
stored in ROM 432 or storage unit 42 to be used by IP server W CPU 431
cont r ol seram ¥8y reading3ounandrearsying. aut programs stovesl7 ig IROM2433reer W
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device compression algorithm to be used for SSL communication with portable
phone MS among the specified encryption algorithms and compression
algorithms. Then CPU 431 generates a server hello message, which reports
15 the chosen encryption algorithm and the chosen compression algorithm, and
transfers to the concerned server, the server hello message through the Internet,
connecting interface 41 to the client hello message sender, i.e., portable phone
MS, as a return.
Furthermore, CPU 431 transfers a request message for a server
20 certificate with a public key certificate of IP server W stored in storage device
42 through Internet connecting interface 41 to the client hello message sender,

i.e., portable phone MS.

(5) Operation

25 The operations of portable phone MS, gateway server GWS and IP
server W, which are performed for portable phone MS and IP server W to start
SSL communication, will be explained with reference to Figs.5-8. Note that
the above-mentioned operations are carried out only after CPU 261 started the

SSL communication program, and note that CPU 341 of gateway server GWS



42 througbaknyerBet connecting interface 41 to the client hello nessage
.sender, i.e., portable phone Ms. (5) Operation 25 The operations of
portabl e phone MS, gateway server GA5 and IP server W which are perforned
for portable phone M5 and |IP server Wto start SSL communication, will be
explained with reference to Figs.5-8.1ﬂbte that the above-nentioned
operations are carried out only after CPU 261 started the  SSL i
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I npl ements SSL communi cation program stored in ROM 262 for the processing

shown i nnghyohatildanehyry 264 cfgjortabletplgareeM8.es a request message (e.g.
"Connect https://...") for SSL comunication with |IP server W designated
by the user. Th¥haPa usl of postable phosechhy énpld amdnstgectiomaptyhnput
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message (e.g. “Connect https://...”) for SSL communication with IP server W
designated by the user. Then CPU 261 transfers the concerned message
through transmitter/receiver unit 21 to gateway server GWS (Step SA1). As
15  aresult, message ml is sent from portable phone MS to gateway server GWS
as shown in Fig.8.
First, CPU 341 of Gateway server GWS establishes a TCP
connection between portable phone MS and IP server W as shown in step SB1
in Fig.6, when CPU 341 receives message ml through radio communication
20 unit 31 (message m2 in Fig.8). Second, CPU 341 acquires the clocking
present time of real time clock 35 (step SB2). In addition, CPU 341 acquires
the transmission delay time stored in RAM 343. Then CPU 341 adds the
concerned transmission delay time to the present time acquired in the above
step SB1, and thereby generates the time information indicating a time which
25 is after the present time by the transmission delay (step SB3).  Next, CPU
341 generates message m3 containing the generated time information and
transfers the concerned message m3 through radio communication unit 31 to
portable phone MS (step SB4). As a result, message m 3 is transmitted from

gateway server GWS to portable phone MS as shown in Fig.8 as a response



present RG4S /Bf1x7%eal tine clock 35 (step SB2). In addition, CPU 341
.-acquires the transmi ssion delay tine stored in RAM 343. Then CPU 341 adds
the concerned transm ssion delay tinme to the present tine acquired in the
.above step SB 1, and thereby generates the tinme information indicating a
time which 25 is after the present tidfe by the transm ssion delay (step
SB3). Next, CPU 341 generates nessage nB8 containing the generated tine
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compression algorithm for the usage of portable phone MS. As a result, the
client-hello message is transmitted from portable phone MS to IP server W
15 through TCP connection established between portable phone MS and IP server
W, as shown in Fig.8.
First, CPU 431 of IP server W specifies one or more types of
encryption algorithms and one or more types of compression algorithms for
the common use of IP server W and portable phone MS on the basis of
20 encryption algorithms and compression algorithms stored in ROM 432 or
storage unit 42, and correspondingly, on the basis of encryption algorithms
and compression algorithms designated by message m4 as shown in step SC1
in Fig.7, when CPU 431 receives message m4 through Internet connecting
interface 41. Second, CPU 431 chooses the encryption algorithm and the
25  compression algorithm for SSL communication with portable phone MS
among the specified encryption algorithms and the specified compression
algorithms (step SC1). Then, CPU 431 generates message m5 to notify
portable phone MS of the chosen encryption algorithm and the chosen

compression algorithm. Next, CPU 431 transfers the concerned message mS
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. storage unit 42, and correspondingly, on the basis of encryption algorithns
and conpression algorithns designated by nmessage m4 as shown in step SCi
in Fig.7, when CPU 431 receives nmessage m# through Internet connecting

i nterface 41. Second, CPU 431 choose qsthe encryption al gorithmand the 25
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As a result, message m6 is transmitted from IP server W through a TCP

connection to portable phone MS as shown in Fig.8.

15 When CPU 261 of portable phone MS receives message mé through
transmitter/receiver unit 21 (step SAS5), CPU 261 deciphers public key
certificate in message m6 by the public key of Certificate Office C stored in
non-volatile memory 264 (Step SA6). If the decryption is successful (step
SA7), CPU 261 acquires the clocking present time of real time clock 27

20 corrected in the above-mentioned step SA3 (step SA8). Then, CPU 261
judges whether it is within the validity period specified in the deciphered
public key certificate. Namely, CPU 261 determines whether the present
time acquired in step SAS8 is within the validity period set up in the public key
certificate (step SA9). If the present time is within the validity period, CPU

25 261 continues SSL communication, as the public key certificate is the
authentic public key certificate which validity period has not yet expired and
which is guaranteed by Certificate Office C (step SA10). Therefore, only
subsequently, is the enciphered communication performed between portable

phone MS and IP server W. On the contrary, if the decryption is not successful



‘SA7), CRU4GY acquires the clocking present tine of real tine clock 27 20
.corrected in the above-nmentioned step SA3 (step SA8). Then, CPU 261 judges
whether it is within the validity period specified in the deciphered
.public key certificate. Namely, CPU 261 determ nes whether the present
time acquired in step SA8 is within the validity period set up in the
public key certifi cateA(Z_,step SA9). If the present tinme is within the
val i di t ynpstep &A6 CPep28AYe Nepnen Hude ssicessfithdearaption, fiadstay thabithe key
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as a voice nmessage fromvoice unit 23. Then, CPU 261 transfers a command
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certifidat ewal dibclkiagypreséht Time trddght fiad tirper irfbrmapbdnéeceived from
gateway server GWS just before the certificate processing is carried out for IP
15 server W.  As a result, portable phone MS can judge with a greater precise
present time whether the present time is within the validity period specified in
the public key certificate of IP server W. This means that, portable phone
MS can perform the certification of IP server W more precisely. Enough
high security can be obtained herewith concerning the communication party
20 certificate through the procedure carried out in the present embodiment. As a
natural result additionally mentioned, there is an advantage that the clocking
present time of real time clock 27 can be maintained with precision in portable
phone MS.
Furthermore, gateway server GWS generates time information to
25  correct the present time clocked by portable phone MS in consideration for the
transmission delay time through mobile packet communication network MPN.
Therefore, a more precise present time can be set up in portable phone MS

excluding accidental errors of the transmission delay time.

The embodiments of the present invention were explained heretofore,
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.high security can be obtained herewith concerning the comuni cation party
20 certificate through the procedure carried out in the present enbodi ment.
As a natural result additionally nmentjoned, there is an advantage that the
clocking present tine of real tine ct'bck 27 can be naintained with
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However , jddbhce, a terminal system combining a portable phone with a mobile
computer, or a terminal system combining a radio communication terminal
and a cable communication terminal with non-mobile computer.

15 In addition, the above embodiment exemplifies a public key
certificate as certificate information with a validity period. However, the
above certificate information can be an electronic key, an ID, or a password
and so on.

The above-mentioned embodiment, describes a method for

20 correcting the clocking present time of a portable phone MS, which is
corrected in order to certify the communication party (IP server W) by
portable phone MS. In another given example, the communication party
(portable phone MS) can be certified by IP server W wherein, the clocking
present time of real time clock 44 of IP server W is corrected by the time

25  information generated from gateway server GWS. In this example, gateway
server GWS measures the transmission delay time through a communication
channel from gateway server GWS to IP server W and generates the time
information according to the transmission delay time. In addition, when

portable phone MS and IP server W authenticate each other, the clocking



above cerbafictmte7informati on can be an electronic key, an ID, or a

- .password and so on. The above-nenti oned enbodi nent, describes a nethod for

20 correcting the clocking present tinme of a portable phone M5, which is
corrected in order to certify the conmunication party (1P server W by
portabl e phone MS. |In another given e%%rrpl e, the comunication party
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which the transmission delay time greatly varies depending on the
communication channel.
The above-mentioned embodiment describes an instance, in which
15 time information is included in a return message m3 (response message) of
gateway server GWS in response to request message ml of portable phone
MS, which demands SSL communication. However, gateway server GWS
can send another type of message, which consists of only time information, to
portable phone MS upon receipt of the above message ml. However, the
20 number of messages will be fewer in the above embodiment, since the time
information is contained in a response message between portable phone MS
and gateway server GWS, and consequently the traffic congestion of mobile
communication network MPN will be reduced.
In addition, in the above embodiment, portable phone MS corrects
25 the clocking present time of real time clock 27 using received time
information from gateway server GWS and judges whether it is within the
validity period specified in the public key certificate by the corrected present
information. However, portable phone MS can directly use the time

information itself (the present time information) from gateway server GW Sfor
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- whi ch demands SSL conmuni cati on. However, gateway server GA5 can send
.anot her type of nmessage, which consists of only tinme information, to

. portabl e phone M5 upon receipt of th%ﬁabove nmessage nml . However, the 20
nunber of messages will be fewer in e above enbodi nent, since the tine

information is contained, in a response_nessage, between portabl e phone M5

and gat #véginge whethemngt Eﬁnthfbee‘gl@eﬁ‘tallsd“t}’né)Qﬂ%ﬁ fi dic 8hige §8FBN EYEINHI | e

comruni cati on network, MPN wi | be reduce In addition, in.the
o hod! mEAMMABRRSTL dSVine WENOBT r 8CreAl- Dane g eKok: ABY pPUT o IoR ke gor

real tine clock 27 .usjng el dt| f or n .sepver GAB
and | udHéesa Whet (8R4 ngWi&e&h e n&ﬁplt X VHE@ o@@%@@%&%&@@/ﬂﬁt%
public y the corrected present infornmation. However,

port abl éﬁ}sﬂone V\ftEéIgign& iprect ly use the tinme information itself (the

present tine i i emohée ModifRariont 6Male SBoveLmenbbaed M odEhent BT dhedgi ng

whether it is wthin the validity period. In this case, even a

conmuni paédend ideehten\ithd ae¢hder refathd ititke dnbotmatioany kitrfitsd ¢b qrdtenary
measures can judge whether it is within the validi ty period specified in

the pubtiver6W Spandfneatker Sommunutation dewdidei apant dnon¥ gatesvay server
above-nmenti oned enbodi ment of the present inventjon, the sender of the

time i nCoVfacanehange the phzﬁklnggucmwn@@ f/pertainie: phore MS ot H‘ehe;e ore,
"
‘;?2222{ 5 high AR o %iréwoifé’m SleHhed of Shefils chRe. LD RTQIpRAtIoR CTodier: (y °
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por t ab! élﬂBf}f ] ir? ieibie J)hdrﬁe}\&@t V e N%Mv&dy 'sérvd?e"w"ﬁlbheﬂ to

transm |rm|n or mat | to portab 261  of
por t abl gephaied Itéletfﬁnsfrm&héhﬁneem@fmaﬁbﬁ%y @ﬁatyl%r gh@né St n@PU 261

information received by transmtter/receiver unit 2 by conparing the
packet of the portable phone identifies the sender gateway server of the time
information received by transmitter/receiver unit 21, by comparing the packet
15 sender address with the network address of gateway server GWS stored in
non-volatile memory 264.

The above-mentioned embodiment of this invention is one example
of an application of SSL. communication. However, it is possible that this
invention is applicable to various communication types with public encryption

20 methods. Furthermore, the purpose of this invention is to judge, by the
precise present time, whether the certificate is within its specified validity
period, in the instance that a validity period of the certificate information
certifying the communication party is established. In which case, the

implementation of the enciphered communication is not an essential condition.

25



15 sendé&p4addness with the network address of gateway server GAS stored in
- non-volatile nenory 264. The above-nentioned enbodi nent of this invention
is one exanple of an application of SSL communication. However, it is

. possible that this invention is applicable to various comruni cation types
wi th public .encryption 20 nethods. Fé% hernore, the pur pose of this

I nvention is to judge, by the precise present tinme, whether the
certificate is withinits specifie(ClaAIIRfﬂSty period, in the instance that
a validity period of the certificate information certifying the

comuni cation party is established. In which case, the inplenentation of
t he enciphered,co I, not .an essential condition. 25 F0447/ 3137

mnilni cat iﬁ‘?}E .

20 CLAI 1. AT NG PBOd SPBPHSINGSi ng: a transmission step by a rel ay
device for trapspitting time pnfor mation corresponding tg .the cl.ocking
present tine o ?aﬁ"%"}‘g?lé’? dséescbytc? ﬁelﬁxmﬁi‘%tfq{nqﬁ%‘%@tlﬁen 4mYy

co ni ' Vi : i | | t . ' o)

Comain! GLERATENEGFegiaiding EORBEEMALHMIN AR JECaIPLEtOn
devi ce hor copimatication' NUevi¢@CkiRBnP! 85/ ddrfifnfficA@ofl CAEVIR' C3td R
device on the basis of said tine |lo information transmtted i n sai

t r ansnmi ssfmmusicapioandtithemeithed coynraanicatixai Tﬂwidbam'rcngﬂ%‘ai@?élaz dsliay; step
by said relay device for relaying certificate information wth a
certificate vahicihmwectpenistep bBpisdid eramfriurdatationf devieti for bermegtihgattsoi tt ed
fromsaid other comruni catjon device to said _comunication device, and 15
certif yPlagking presend fime-ef seidosommunisation deviearon the basiseof saidorimeai d

devitce FOPTIGHGTNATHIRSRNISE. ifneaid WBREMISIEn; SIeR (4nch Teveval | B ¢ Sasbr od
speci T gminurRafioniddvitteat e

a relay step by said relay device for relaying certificate information
with a certificate validity period, said certificate information being transmitted
from said other communication device to said communication device, and

15  certifying the authentication of said other communication device or said other
communication device user;

a judgment step by said communication device for judging whether
the present time is within the validity period specified in said certificate
information relayed in said relay step and received on the basis of said present

20  time of the concerned communication device corrected in said correction step;
and

a certificate step for judging the authentication of said other
communication device or said other communication device user by said
communication device through the judgment result in said judgment step and

25  said certificate information.

2. The certifying method according to Claim 1, further comprising:
a request step prior to said transmission step for transmitting a

connection request by the communication device to start communication with



informatroad 73 BYRd in said relay step and received on the basis of said’
.present 20 tinme of the concerned comunication device corrected in said
correction step; and a certificate step for judging the authentication of
said other comunication device or s id ot her communi cati on device user by
said communication device through the judgnent result in said judgnent
step and 25 said certificate information. 2. The certifying nethod

accor di ngnotheCcammunicationtdgviednpri sing: a request step prior to said

Commni cat i on_ QBFEAN: o SR tTEBTTIIQBTn SFEhEata0r sy Ting saig

o v s, 27 .
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devi e &%%%ﬁ?ggep} {Hﬁe PShE FRNBLHE PRke! DOsHA I cdhanTITAtier devieei dpomquest

proc ) cer ying method-according to Claim1 wherein, in said
certifyi ngehiedf thedichrieRtiGHYegatioratdsvited indgabréquesaproesssi ci ty of said
| o other co ni cation device or said other comuni cation device user,
using said certificate information, when said judgnent step judges the
present tine as within the validity period. 4. él'ge ce{ti yi ng net hod
according. to O dihe certifyingr thedspaeOHlIBg ofp imyrl qwhereiin 1y said

: o TSy Dwmet ; Sror: Tl Ay T
hccor égﬁé@giﬁy{nfeg%%gf%@%@“wéyeﬁ? B GBR HEE g REisR o Nai
or dai : SARAAS ; yurETertT | T
e B S P o Phs o
comuni cabtioliithfe {ARMalONS WE 85 jifd S ¥tejFjid ki present time

as within the validity period.

4. The certifying method according to Claim 1 further comprising a step
15 for determining the propriety of the communication with another

communication device in accordance with the certificate result in said

certifying step.

5. The certifying method according to Claim 1 wherein, in said
20 transmission step, said relay device measures the transmission delay time of
the communication route from the concerned relay device to said
communication device and generates the time information on the basis of the
concerned transmission delay time and the clocking present time of the
concerned communication device, when said communication device starts
25 communication with said other communication device through said relay

device..

6. A communication device communicating through a relay device with

another communication device, comprising:



_conmmuni &t44Y devi ce and generates the time information on the basis of the
“concerned transmi ssion delay tinme and the clocking present tine of the
concer ned conmuni cation device, when said conmmuni cati on device starts 25
_conmuni cation with said other conmunication device through said relay
device.. 6. A communication device cdfmni cati ng through a relay device

w th another communi cation device, conprising: F0447/3137 22 cl ocking
means for cl ockilogkingempars éon clocking thecpiesengtimeeins f or recei vi ng
certificate information, for the authentication of another conmunication
devi ce or anot e¢ClHgumcaRsi dor deceivingiseertifigats defenmatiene fen i diey

Bt 1 ocdPRRIAlIAD I PR GOTRRURIGHIAN dedhay UoaNewer o BipaRicarion
| ocki : t] f ' I | that it i . pr.eci t
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recei pt rBRAGGviEe 88 EBRleclBRNElJcRing E?é’éeﬂg ther’hid _Brodkﬁﬁg ﬁgéaﬁé %@tlilét

within the” validity period specified in the certificate ormati on

recei vedt ishmoug precisel at thecsiapt ofesmsniemcationbaithsaid otther enhhashiedtipnesent
time clocked by said 15 cl ocking nmeans corrected through said correction

means; clevi¢ed;yi ng means for judging the authentication of said other
communi cation device or said gther communi cation device user using the
judged result 6PIEEEHEN; meswsniormearecting tha ¢leddings preseat i timer oft said; and

determ nati.on neans for determ ni the propriety. of the 20 co ni.cation
W 0 s st eiRer TEaRm N B iR06 Hhe rovelNald tirie doRouruAt on i hrouER: $41dat o

resul t %Cé‘\iﬁ.{ gﬂecd«lalrst i ficate neans.

judgment means for judging whether the present time is within the
validity period specified in the certificate information received through said
receipt means on the basis of the corrected present time clocked by said
15 clocking means corrected through said correction means;
certifying means for judging the authentication of said other
communication device or said other communication device user using the
judged result of said judgment means and said certificate information; and
determination means for determining the propriety of the
20 communication with said other communication device in accordance with the

certificate result of said certificate means.

7. The communication device according to Claim 6 further comprising:
transmission means for transmitting a connection request to said relay
25  device to start a communication with said other communication device,
wherein said receiving means receives the time information from
said relay device as a response to the connection request transmitted from said
transmission means to correct the clocking present time of said clocking

means so that it is more precise, and receives certificate information with



7. The ganmmmizqatsi on device according to Claim6 further conprising:
transm ssion neans for transmtting a connection request to said relay 25
device to start a conmunication with said other conmmunication devi ce,
wherein said receiving nmeans receives the tinme information from said relay
"device as a response to the connecti o request transmtted fromsaid
transmi ssion means to correct the clocking present .time of .said. clacking
neans saertificaiet validiby e periegh s, %@i@lfb’eégﬁvé’élﬂé‘éﬁ“ﬂ%ti%t ofi $a1 n@thdn wi t h
F0447/ 3137 23 _certificate validit eriod to. certifyy the authenticatjon of
sai d ot MOMIEEIEANOR Aavace dé’vﬁ%lg ﬁ‘egaPW%%‘FaE@MﬁY‘@& P 3&‘?}{%3? ser
fromsaid other comuni cati.on device; 5 8 The communi cati on device
accor di rifPEbCOTHNPNIEARRBAGVACEai d  certificate nmeans j udges the

aut henti cation of said other comuni cation device or said other

comuni cation device user using said certificate information, when said

j udgpentg means frudg WPl i tehi irae’d adhein9saibhe
cormgﬁi cga'ti on dgy?cgagrggbzﬁazlgnf%% %mg%itﬁ ts(zlliah time ?nfgr fr%lti on is

gener at eﬁéxﬁ%’iﬁﬁf’é %é@xﬁsﬁ)sﬁu@ ¥t Cthe Withdicationmof caid oothéevcommunivationg t o
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Claimé6 er conprisin 15 communi cation control neans to communicate
wi th saidkvit&eor comdunithet | comdauiication devigeharsesysisig sdidn cenidficate
communi cation with said other communicatjon deyice i.s pernitted aﬁigir'OUQh
sai d detiafoimationn wheansaidimdgraentc oreansi ukges thab vt ie vathisy the, Y91y ai m 6
further conprising: 20 storage neans for storing IDinformation to identify
sai d perpﬁrﬂ(t?d}d relay device for the tinme information transm ssion, wherein
sai d correction neans corrects the clocking present tine of said clocking
meaR€ on the basis of said tinme information, only when the sender of the

recei vedgtime i par b AhibAiOH Hevied dobSfRhp eI ESwiRfeinelAd time

information is generated by said relay device.

10. The communication device according to Claim 6 further comprising
15 communication control means to communicate with said other communication
device in a cipher system, when the communication with said other

communication device is permitted through said determination means.

11. The communication device according to Claim 6 further comprising:
20 storage means for storing ID information to identify said permitted
relay device for the time information transmission,
wherein said correction means corrects the clocking present time of
said clocking means on the basis of said time information, only when the
sender of the received time information through said receipt means is the relay

25 device matching the ID information stored in said storage means.

12. The communication device according to Claim 6 wherein said
communication device is a radio communication terminal served by a mobile

communication network.



25 devi cRO4EtLH Ty the IDinformation stored in said storage neans. 12. The
“communi cati on device according to Claim®6 wherein said conmunication
device is a radi o conmunication termnal served by a nobile comunication
-networ k. F0447/3137 24 13. The commn'&;ati on device according to Claimé6
wherein said comunication device is portabl e phone wth a packet

comuni cation function. 5 14. A relay device to relay comrunication

bet ween one conmuni cation device and anot her conmmuni cati on devi ce,
conprising: cl o,i;Ei ng nmeans. for clocking the present time; receiving nmeans
for receﬁ%i ng alB8BnREEHNBRAIGAERRe deViee decrardingeto |GlaitarG wherginmsaidat i on

Wi th sai G icati on device; neratiop neans, for generating the
time i nf%ﬁﬂg{ﬁ%&%ﬁ%u@%\?%cls tahé’or@m%%?et?fg‘epr‘@ggn? PPﬁJEetoFOgHFHmCﬁUOH
comuni gghicABpdevi ce so that it is nore precise, on the basis of the
cl ocki ng present tine of said clocking nmeans, when said receiving neans

recegves said connection request; and 15 transm ssion neans for
transmtting the tine information generated by said generation neans to

sai d corayni capi pelagieléviee té&elarym@omwi@hqi@rp%ef%eﬁci;rf@cbﬂn%ﬁidmﬂo‘h

wherein said transm ssion neans transmts the tinme I nformation generated
by sai d dganes and anotiemsomemficadon dmn‘wrdmf)'ri@mﬁievi ce as a response
signal to said connection request. 16. The relay device according to Caim
14 further comsloeking: meansfor eloskingnthe présentteneuri ng t he transni ssion
delay tinme of the .conmunicatign channel fromthe, concerned relay device to

said 25 comuAfeaVith JBGARS IONEECEVING & copRremion requestdesdgmandathes t he
g ST oS AERA bl o BB il >
generation means for generating the time information, to correct the
clocking present time of said communication device so that it is more precise,
on the basis of the clocking present time of said clocking means, when said
receiving means receives said connection request; and
15 transmission means for transmitting the time information generated

by said generation means to said communication device.

15. The relay device according to Claim 14 wherein said transmission
means transmits the time information generated by said generation means to

20  said communication device as a response signal to said connection request.

16. The relay device according to Claim 14 further comprising:
measurement means for measuring the transmission delay time of the
communication channel from the concerned relay device to said
25 communication device,
wherein said generation means generates the time information, to
correct the clocking present time of said communication device so that it is
more precise, on the basis of the clocking present time by said clocking means

and the transmission delay time measured by said measurement means, when



nor e pnqg%ﬁ@7/§y5¢he basis of the clocking present time by said clocking-
means and the transm ssion delay tine neasured by said neasurenent neans,
‘when F0447/3137 25 said receiving neans receives said connection request.
17. A relay device to relay comunicati on between one comuni cati on device
"and ot her communi cation device, conpr28ing: 5 clocking neans for clocking
the present tine; receiving neans for receiving a connection request from

sai d  copdReEayim niteMsaectivedsard dohhectbareqaésiconmuni cation with said
ot her conmmuni cation device; generation neans for generating the tine

information, to correct the |o clocking present tine of said other
comuni cation device so that it is nore _precise on the basis of the

cl ocki nglhr eseAt relagedexice dodrelay communieadon hesweenapae ceramunigatienns
recei ves sai d connection request; and transm ssion neans for transmtting
t he genedesied andrshehfopraUNAtIONJRWICE, GEAMNIINSh means to sai d ot her

comuni cation devigce. 15 . .
5 cﬁocﬁfhg means for clocking the present time;

receiving means for receiving a connection request from said
communication device to demand the start of communication with said other
communication device;

generation means for generating the time information, to correct the

10 clocking present time of said other communication device so that it is more

precise on the basis of the clocking present time of said clocking means, when
said receiving means receives said connection request; and

transmission means for transmitting the generated time information
by said generation means to said other communication device.

15




