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controlling network access, and nore particularly, to systenms and net hods
‘for estwbloisissng dynam c user network access. BACKGROUNIETZBSODERBEITH NVENTI ON
User access to conputer networks has traditionally been based upon a two
step aut hentication pr ocess RIBBD QF THE INVENTHON a user total network
access, or refuses t user access,.what soever e.first step of

t he process, ﬂé"e‘? eggt SW?%!” genrralinte S eﬁfﬁ’t%ﬂ%t?? $OL network via a
t el ephone édn&%lh edi cated network connection (e.g., Broadband, Digital
Signal Line (DSL)), or the like. In the second ste of t he authentication
process, twaiworkecceassand mergtpartisalariys focsysiens ang mnesh pestabdishiagn access to
t he netvvor put identification i nformat i on includes a
user nane ﬁghg%&})‘g‘ﬁ”ﬂtg‘%ﬁgytm s information, the network or service
provider verifies that the user is entitled to access the network by
determ ni ng whet her the | dent ifi A cation i nformat L on _mat ches subscri ber

i nf or mati on cont ai ned i nBAGKGROUNIAO NHON hase) that stores

i dentification e networKk.
Wher e user inpupgé}i ?é;??#a l%”féwh%ljgg scrl(gi%lslﬁﬁg%gi&ﬁa% e su chl ber

t abl e, thestqsatthémcammpmceseMattenhaq:me\ademgseamialaietwmkrawese,mron t he

network. On the other hand, if the us tification infornation
fails to nictysss %%ﬁ%@cﬁéwatsﬁe‘f%e?’t Q‘Sqﬁ“ sfq'Pe&JE PIORFSS; 2 U3E deni ed

access to éi'ﬁ)li@ﬂésw&nm{mb'ﬁlonqmewﬁl k'ﬁ@trvvorﬁviaciiet@febﬁé(né IneCAGIG&H to data
stored within a subscription table, the user is either entitled network

access, or netderk Gmhnacimaas(s g2a IBIogﬁvahé,rDlgﬁalrSlgmi fone(DSHy o thékkeider i s

aut hor| zed acces twork, the user ica thorized to
access anythaég‘tq étquﬂc Qléﬁ:%‘g Sntgaten process,he H?E\%%Emp#]’é%@?%% Dconvent i onal
aut hent i cafriféihafibn 46 B4if abcesPRBE n&Woll B picdly, tiOhPitiderdifRaGash t 0 net wor k
access. In many conventional network access_applications, such as in
convent i onmfonnaﬁpeamdeae@é@@aamldmsswé Using thisheformation, thet abase ( or
tabl e) not bscri bers
aut hori zedmf ?:resg{sﬁ%tlgr%ﬁf 9‘8{2{6%%9?%%'1?55}55 éﬂgdstola% % R%ngﬂitat can

vary bas edb}dﬂaanmhmgmm&thawhﬁdeﬁtuh&ﬁbn beformdtion matalsdsanb&nbme subscri ber
dat abase can include subscriber profiles that indicate the - 2 WO 01/ 31843
PCT/ US00/ 2Bormatipp santgined i@ subseribss gable (g5 <latabassy) that plorssi identifigadorbt her

rel ated I nfgsMBkioR Bor ail\f¥ersHithorized to access the network. Where user input

information matches subscriber data in the subscriber table, the user is authorized

to access any and all services on the network. On the other hand, if the user input
identification information fails to match subscriber data in the table, the user will
be denied access to the network. Thus, once a user s identity is compared to data
stored within a subscription table, the user is either entitled network access, or
denied access altogether. Furthermore, where the user is authorized access to the
network, the user is typically authorized to access any destination accessible via
the network. Therefore, conventional authentication of users is based on an all-or-
nothing approach to network access.

In many conventional network access applications, such as in conventional
Internet access applications, the subscriber database (or table) not only stores data
corresponding to the identity of subscribers authorized to access the network, but
also stores information that can vary based upon the particular subscriber. For

instance, the subscriber database can include subscriber profiles that indicate the
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the fees due by the subscriber for network access. Al though information in
the subscriber database may vary fromuser to user, info | ique to’
t he dat aPAW31B4E generally used for billing or network na*%ﬁ@&gﬁl

pur poses. For instance, .. .conventional subscrihber .dat abases typically _
i ncl ude dat ngﬁgﬁ“ﬁs?ﬂg’s%@fglﬁ(ﬁg‘?r?ﬁ‘ﬂgtﬂaﬁ erirgatﬁgﬂaﬁqﬁn%b‘?n’ﬁ rk access,
and the anoyptfe@fdueibyRhd ffs&ritRs €r ieBlork AscesACARRGEM ihfRmBBsNR the Thus,
where a subscriber to an Internet Service Provider (ISP) has purchased

| nt er net acsubseribex datebaseanayr vy fremousentoiser, pformationamiqueta the dagabasm t hat
enabl es a uger t nt | cat .L.ac] ers S : s for
accounti ng gtﬁggggggﬁseglﬁﬂgiz@ﬂ &in%ﬂg&%??%ﬁtgﬁ‘%ﬁbgﬁog %é Fl?Zér?S%sl 'me on the
net wor k. Adedriveptiiial Substribet databases eypidallp dichideldatcarh as tesdosnthe i n or der for
a user to connect .to on-|line services (e.g., the Internet), the user nust
Cnotal | ol i SSRGS DAY WEPEOR BFCEHe SRL(BP 2inoupk R ines theonbiorbochalo

softvare | Sadotlics Md derRbrRY 'THRE, e sRENEN: o A Miaind{ SQVRE PREviAE! VoT K
access provider, such as an ISP W EhoWhom the User has subscribed for
| nt er net ac(8Byhasgutchasabinesndt laccess, iasotirct prafdeflatgbase niviyscontain her conput er

t i t i th that 1 k | dey . ti ', it th
1 sty at | GG G FralELoeh o R gEHIEd ST GARS TRy AP e user
must i nst aééco-ﬁ%mg,%uwﬁaﬁnﬁmﬁga 1600 Ber’ saiitk S BIcaRM K. est abl i sh

an account W t| e 1SPfor Internet access. Typically, a user subscribes
to an | SP, such Additiopally; in cabventimlnetwark aeicessisystiis,dowpdes donaustpmoor t he

li ke, by contracting.directly with the SP for Intern access. Usuallvy,
t he user pa%rm%trtogﬂéwelsmvgreﬁ&.g.aﬁlgégtgn}gh, @e “ﬁ%’rﬂ‘}%ﬁtwﬁi‘é&“f gge basi s.

Regar dl ess gifividi€ ohiothe fser'@¢aipaRr. Clientuiisofttireds 8lpicallydiovidelipss nunmber
provi ded by the ISP and obtain Internet access._ The connection is often

achi eved vi Betwotoadneinisirates pr netpephansesssenadst, sueh|as ap bl withpdiom thennect i on,
or the like I ' | | net hods,
Such as. ¢ hPSC R Thapertbed o i abiic Ak BRALAS hobRA, CAMERRAREE 101 T
an all or nhérfebfigputed ppcammbnicate evith thatneovorkacchss aravider] Coatimbing withd access
to a netvvor&s ch that th ser's acces&legnd agthori §gtthgn to "%ﬁrticul ar
net wor ks or thgitRustrafiye expIRIe P, 4 BTeE ACCEHHTg nigmetivig andSE, HEURTYShd syst em
that all owsiupansp g%ﬁ@ﬁ‘e%n%ﬂé’gli&@éé&ﬁﬁté@%&ﬂ@%ﬁéﬁes&dbﬁkh AR Yccbahdwimased upon
any nunber of varia

l'es associated W th a user, such as a user |ocation,
user nane othed3B fordnteérned segess; chynicably, a user subiseribesdp anil bRyt such ardmedganpl e, it

woul d be ad&gﬁﬁea‘g‘?ggr%mgn?crm;s eg%pﬁge%esﬂ‘x S tgg liﬁg,tbgocrohéggirfgsdirectly with the
ISP for Internet access. Usually, the user pays for such Internet access on a
monthly fixed fee basis. Regardless of the user’s location, the user may dial up an
access number provided by the ISP and obtain Internet access. The connection is
often achieved via al conventional telephone modem, cable modem, DSL
connection, or the like.

Because users accessing networks through conventional methods, such as
through ISPs, are either allowed or denied access to a network in an all or nothing
approach, users cannot be dynamically authorized access to a network such that the
user’s access and authorization to particular networks or sites is customizable.
What is needed is a method and system that allows users dynamic and
customizable access that may vary based upon any number of variables associated
with a user, such as a user location, user name or password, user computer, or other

attributes. For example, it would be advantageous for some users to be authorized
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~;; WD 01/ 31843 PCT/ USO0/ 29174 access to all Internet sites, while others
‘may be WOmMiLBEB4aAccess to particular.sites. In addition tRCHUSHNEOIMi ng user
access to a network, it would be advantageous for a network, such as an

| SP. or eracsessitp ol Intemnebsites, while ethexstmaychs depigdaceessde partigulansitps. Ipf

aut hori zatipn. such.,that t Ser. SS .l ) ! all or

not hi ng aﬁ"gﬂ%"é}:‘ﬁ.a“gﬁw&ﬂ%@#" t$ R@Eﬁﬁqr&k %ﬁgﬁpbrega?z,n ‘g%\?lgrf{ i‘on includes

a met hod anetwois sach 4sain ISBlog ehterisy nefwink aoBeletth@lppeininiserscd agge

Aut hentication, Authorization and Accounting (AAA) of users accessing a

net wor k vi of autharizatian syely thatthe Nseroy aFcays lﬁeot?qaéeqovm@ewaﬂ orp8HRE on, a user

may first henticated to determne the identity of the user. The

aut hent i cati'on capability of the system and nethod of the present invention

can be based upon a user ID, computer, l|ocation, or one or nore additional

attributes identifying a sour ..., artj cul ser, conmputer or

| ocati.on) requesting networ : :E‘E@{Mt ed, -an aut hori zation

capability of 't Jgeﬁ%ﬂr {fol BME Ve I s custom zed

based upon the ?ﬁ%ﬁﬁ%wg@?xﬁ{eﬂé&?&%geﬁuc tsﬁgttgﬁsfgt%es have different

access ri ghhpleinesting andenferbipgrAutheitication; Awhdizatien awhAccruntingl (AAA)

destination.requested. For instance, access rights. Qerm’t a first source
PRECFBRC Atrudioe

to access S WEFYACEEISHES anRwprkoyia g gale ROIREG ;) QltE eSepLt ysi ng a

second SOURRBntI&GE 8 BSeriRay fifst b AlfBerRitdicd 36 detbfinind thd idertity o the Wkt hor i zat i on
capability of the system and nmethod of the present invention can be based

upon t he ofTheauthertisation capabilion obiba spstem and methadofitheprsa¢ns dhveptiomuch as a

destination port nt er net dres T rt. ne , .sim | ar

destinati oﬁmﬂéed%ﬁsgi EPO%PS&?/QT E,oeé?@éer&a@%’ £ Fm%n%{r’r\é@é%ta"ﬁﬁ‘\f’é’%ﬂ on can be
based uponaitiisutesideniteiingta/searder(e.l, alpaaiuld @kdPcdmpuiterdriibe&tionBy

aut henticating users I1n this manner each packet can be filtered through
the sel ect FeANesting nebwerk ascess.oOpppputhentisated anputhorization capebidiy af@eaut hor i zed
access to ' ' ' AlS: < ol Ltenpts to
access a di S?égl? éfrl\c?mgg{sotd ?ﬁg}ﬁ %ﬁ%én? Ege%l}gﬁéfm icgﬁgﬁb%egc%tgs étdcr}ﬁ’toﬂgﬁ %ﬂﬁt o that

t he user mafthesomce)\sanh drit smressshaive differerp acdescriplis basedapbheheAA syst em and

net hod deem i naccessi ble to the user based upon_the user's authorization
whi | e . per HHEPB R ﬁ)@é:ggtepbar{q{q{ stiatign r?%‘sftg@héorm H‘Eﬁ?ssa‘r'mg‘%yst em deem

accessi bl e emﬁﬂﬁhggﬁg&ﬁké ¥ acRES A St AnteRft SRR Mdres, Whge | nventi on,

source accgss to
refusing a second source access to that same address. In addition, the

authorization capability of the system and method of the present invention can be
based upon the other information contained in the data transmission, such as a
destination port, Internet address, TCP port, network, or similar destination
address. Moreover, the AAA of the present invention can be based upon the
content type or protocol being transmitted. By authenticating users in this manner,
each packet can be filtered through the selective AAA process, so that a user can
be identified and authorized access to a particular destination. Thus, each time the
user attempts to access a different destination, the user is subject to the AAA, so
that the user may be prevented access from a particular site the AAA system and
method deem inaccessible to the user based upon the user’s authorization while
permitting access to other sites that the AAA method and system deem accessible.

Additionally, according to one embodiment of the invention, source access to the



-4 WD 01/31843 PCTI USOCO 29174 network may be tracked and | ogged by the

present iy pidiggn for accounting and historical purposespchgssw®i7nag to one
enbodi ment of the invention, there is disclosed a nethod for selectably

control | i ng naRehrk Hinly Btk SAUERIDGIRS Srebdht tnvealiNOFdE acodimlifg And he  source
is associated with a source conputer, and wherein the source conputer has

t r anspar ent histartegbpurposeBe network via a gateway device and no configuration
sof tware need be , SR - 86 wor K.
The method incl t‘JA‘ géﬁgl&tg%g?%@%g&n?ﬁg&g@f ewayﬂéfg\lsflfl Jé%‘sg‘ﬁ%gés%‘été?‘? "afdr?g(;ém t he

source conputiselecfably confrolingtand chistornizingokircei adedss td ¥ hetyvoik) wliersin khet e
associated with the source based upon a Q@cﬁ@ﬁt fransmtted fromthe source

conmput er an8oWree isiasinsiaRd with a souIce GRIYPYRN SESH the sQes FIMBUtSIRASC e
profile cor ' | ofile :
dat abase, m@%ﬁ%ﬂ'{ E%egsggﬁ@in%gggfﬁgaggteggggggg%hﬁuag%gaﬂfgo%BtEl he attri bute,
and wher ei nstftware meedbe imstailed en thetsatuzs eomputentedceessdhe metwatk. tThe t he gat eway
device and in co nication with the gatieway device. The nethod also

i ncl udes de%ﬂ%&d‘fsﬁ&cf&\%&%&‘?ig_@'ﬁYnggFV‘f%@r@b‘ﬁgt?E’“b Sq"fon the source’
profile, V‘h%ﬁgﬁ‘teﬁﬁﬂ'%é&sé {othE fetbl, MenkiBfing b BitSbRE adsOSiaRkdWilthe0 access
the network. According to one aspect of theé invention, deternining the
access ri ghseurod baseth uperva packehmansthittgsbiiom tke soyneecconmmputsriand recgivied dis

determ ni ng .t he accecfs.r,i g@ts of. the sourcgﬁebarsfed h@on é@g SQULGE profile,
wher ei n t he MEEAENEY, Jeyites A AcoRsing a sopicy prefile Spirespending to the spurce dud o o
request ed ngioydd ik adBtifce Prdfile databse OWhérsis thosdaned fofile id sorededasddne

i nvention, the nmethod includes assigning a_location identifier to the

| ocati on fr opemkieatiribuig andi whareip thesausce Rrefileiatabasais located extermalddi t ted, and
the |ocatl A age%y aclek/ﬁre ahd 'rﬁ}gﬁnﬁhﬁi&%@dﬁ@itﬁﬁﬁg&e@»}agchew&.h ThE rce.

Fur t her nor e, ccording to heMven I on, accessing a source profile

cor r espondi aBotischides dertrinining theacdesctighte ofithe aswice hased mpom the sonmei | e st ored
in a source profile database, ere .the, source profil e database jncludes a
renot e aut h&Ffileavhesengreess nahtgge'ﬁnesw fiehts °¥&‘MB o aﬁﬁﬁS%ﬁiPingm i ght

directory access Mealiacah onk B4R sRhaRASRiorAAERFHinE the adtts ASRS e aspect

of the invention, the method i'ncludes updating the source profile database
when a new $lmsouedaswioyes thaisounstprofile. includrsidetepmining thetaneespaighis @#f can

el T DL Bkt R RO Bl R ERL ARl S B o he

of the source to access a requested network destination. According to another

aspect of the invention, the method includes assigning a location identifier to the
location from which requests for access to the network are transmitted, and the
location identifier is the attribute associated with the source. Furthermore,
according to the invention, accessing a source profile corresponding to the source
can include accessing a source profile stored in a source profile database, where
the source profile database includes a remote authentication dial-in user service
(RADIUS), or a lightweight directory access protocol (LDAP) database.
According to yet another aspect of the invention, the method includes
updating the source profile database when a new source accesses the network.
Additionally, the method can include maintaining in the source profile database a
historical log of the source’s access to the network. Moreover, the attribute
associated with the source can be based upon a MAC address, User ID or VLAN

ID associated with the source computer from which the request for access to the
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associated wth the source can be based upon a MAC address, User ID or VLAN
"I D assQghHaisfayM th the source conputer from which the rag1@géoohofsaccess to
the -5 11 01/ 31843 PCT/ US00/ 29174 network was transmtted-: According to
yet anot negerdficiehs trinshlifed WERBIdiAEHo yet SiohY Afeilof tndaippy devi ce a
request froma source for access can 1nclude the step of receiving a

dest i nat i oreceisithget thef gatewayrdevice arrequestiromradiontsetfor ancesstran imghadeckherent of t he

custon o niReLEetving s o fufip oIS R e lndE oL 7 Re ot ce s
associ ated W t hAcdiding 6 afsthgEntbodiaéd ofkierifventiohethefeds divelosed®@ut er has

transparent access to the network via a gateway device and no
conf i gur at Pt Erselastablycontrolling and sustarpizing ackesssQAReEwekaBYifer to access

the net wopdcoTUhaNRb SOk OR alilRfndh Gth 8 YN0 BYh ol Bha WRERIY 10 @ request

fromthe Sourc¢e Tor access to the netwo séurce profile database
i N comuni soair¢edddmptitérthak rangpatenvanceskats ithenawdrk via atgattwaiytdeviealand aot he
gateway devi ce, wherejn the ourc rof il e dat abase stores access

i nf or mat i owqfwer&tamisaﬁwérweéﬁe mstq‘flpﬁefléhe LUESOMPMPTIP 8FFeEHECsour ce, and
wher ein t hgeghhl | Y Sstefh indlRiatd 4 %ﬁgw%ag&qcéjﬁp&c@i%ﬁ(fgs@ﬁ i fansm !t ed
fromthe source conputer and recelve y the gate | ce. e system
al so i ncl ustesceafoAddtesstovthe nétwodq andiaisource profile ditabdse imedmmayicatend ce  and

source profile database, .wherein the server determines if the source is
ont] L el ¢ Bith due P REIsviR Aok RO BP0 B SokiaeviGer P BR st o eq
W thin t hegn g QUSRI a8babEstehdl Mﬁnﬁ&ﬁﬁﬁﬁﬂ?de%tiﬂaﬁl,@%ﬁ'%ﬁéﬁﬁﬁﬁféer det erm nes

the access rights of the source wth the access rl‘g ts defining the rights
of the souasseciaied adtheibe soutes tahd atherein thetatigibuieds identihed based upgwadatdi ng to

"ol udbs. apeikeb@hsiElrofng fobre htiber e rrobved BY e Fre R iRt °°
Addi ti onal frie syxesi® aldb iithides a 204 AQErvaS REsimmMiniEdiRni wittethei gatewalyiRvizeUr Ce

profil e database includes a renote authentication dial-in user service

(RADI US)  ofnd spurgeqiefileidgtabass, whieredn the o8 servisr deterariney if theroutrgtiabase.
Fur t her mor gmitfeﬂﬁo §9&é§§&1e nQ{Bl?Jr{( :bgsee%g,ﬂ}? Pitactadd lenfagxh%’zg&} ﬁcéx%lg l‘&%i&!g} Ih%é of source

profiles, erein each respec ource pro y of
sour ce pr ofdur@sprofile databaseq ané sheteir the oA Acerver detemiflesthe hocashightsvent i on,
each respecjive sour rofil e, can 0 confain

P 0% ﬁle source W?t?l tﬁe access ngchts de%n?ng the ritg ts of the source to access

destination sites via the network.

According to one aspect of the invention, the packet received by the
gateway device includes at least one of VLAN ID, a circuit ID, and a MAC
address. Additionally, according to another aspect of the invention, the source
profile database includes a remote authentication dial-in user service (RADIUS) or
a lightweight directory access protocol (LDAP) database. Furthermore, the source
profile database can include a plurality of source profiles, wherein each respective
source profile of the plurality of source profiles contains access information.
According to the invention, each respective source profile can also contain

- historical data relating to the duration of network access for use in determining the
charges due for the network access. According to yet another aspect of the
invention, the source profile database can be located within the AAA server.

According to another embodiment of the present invention, there is

disclosed a method for redirecting a source attempting to access a destination
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hi storical data r
determ ni ng the
anot her %{‘Q‘g@@t‘sﬁf

elating to the duration of network access for use in

charges due for the network access. Acco gt/g et’
the invention, the source profile dat a% 9%"2’%‘%%

| ocated withjn the server. ,Accordi ng.to anot her,. enbodi nent _of the
present invéh"i“gﬂ?g%@% dpice, yhexyig sayre 1srgg§or%a8e$§}thfa‘§8ﬁgpgé an '6‘% sour ce
attenpting LIRSS tie g&@éﬁdyr&tvic@ Rnablés HOsOkrt s to3cbimiaicaidhidetworkt hr ough

a gateway devi ce,

whereln source is associated with a source conmputer, and

wher ei n t he withawheaguiting the s eameputerdo inplpdecnetwork sofiwareceendigiwed o net wor k

coni 1 gur ed 1 PP TORCHFES SRIBME Flcclying Ao b8 WRice SROMTREm, .

devi ce a reqHesdurts LAccdss theauwork, identfyirgsthe sherceibased ujson anleibte/i ng t he

source based upon an _attribute assocjated with the source, and accessing a
sour ce pr of jaseoceptedhwith éhe %meewdeesp%ﬁsmaswetmﬁlséﬁl@&w geale '

&IAAR e t he

source profi 1.0. i . Th t hod
furt her pi nc|tl) eggagi‘tpéf&"%e Whereqheé Sotrce rgﬁfe%a&fba%é'bﬁ%ré%e&engh-{n 6f tHE

uae

mnitfig the access rights o e source  based upon

t he identi fisoatceoMheinethud fartherdacluddsatetarminihg theacesss rightsrafshedsolirage t he
rights of the spurce tp,  agcess stination sites via t K.
Ry fenRbcayonof i foRH, VRl EF pepess Ses SESHBY | o

Accor di ng t 428

dat abase in%gﬁ?&&rﬁ&&&&&éﬂa&c&sﬁ,qwﬁﬁﬁmg_téslv@m&ehemﬁ. that includes a
e

renote auth

htication dial-in user service (RADIUS), or a |ightweight

directory access Aouling ts ore a5peey ofithedbesption.geeessiigrigoutsepiofilier aspect of

the inventio t he. t hod:- can i ncl ude i ' 3 - ion identifier to
the | ocati orf3ab8if ’%ﬁllr&EFF ACEFIER WS rpr%@(s??ggg%%%elhﬁg ﬁoarﬁémg%e
transni tt ed, aupRfiGitidntdil-ih VS seice (RADIUS) Lo d lightivbigheditactdryaecess soci at ed

with the source.

The nethod can al sQ include updating the _source profile

dat abase whemotecoldhDeR)rdatabasec cherordingto anethgppspec . SiveRtighthey in an
apcount i 19 IRLBEESE Aelise i » |GG ik 8 ik JotuBARAT whRH' O ot wor

wherein the B¢

ountil 'S 1n conmmuni cation wt

e source profile

dat abase. Acequedisfor ddeessad tienmitwerk as prendmitéd, Wieréin denipcaion idetifievisng at
t he gateway _device a request. froma source for access inclu the step
of recei vi ngh@attiluue assaeialeh vathihe SQUIEs- ohhe ME Bﬁ?‘&él.so Wf‘%\}’é’a‘?m@&ﬁ%rm ni ng

if the sour
further inclcs‘aj(‘ilgcg

018 databsse Slentd Ry SRr@Cfe8S&3ed thE nelomrk,MalinRimaRdipess can

enyi ng the source conputer access where the source

profil e i ndiinahescaunting tiatabase arhistoricabing afithe spurce’s access to the network,

wherein the accounting database is in communication with the source profile

database.

According to yet another aspect of the invention, receiving at the gateway

device a request from a source for access can include the step of receiving a

destination address from the source. Moreover, determining if the source computer

is entitled to access the destination address can further include denying the source

computer access where the source profile indicates that the source computer is

denied access. Determining if the source is entitled to access the network can also

further include directing the source to a login page when the source profile is not

located

system

within the source profile database.
According to yet another embodiment of the invention, there is disclosed a

for enabling transparent communication between a computer and a service

provider network. The system includes a computer, and a network gateway device

in communication with the computer for connecting the computer to a computer

-



deni ed access. Determning if the source is entitled to access the network

-can ai i'g?gilﬁsé;ugr I ncl ude directing the source to a | ogil;b(}g.?%E,ZMQn t he

source is not located vithin the source profile ase.

According | not.her e . oventio I.S.«dl.scl osed a
system for ne&ﬁéﬁ%’ Fﬁ’ﬁ Pet '?‘g i S‘%‘;a{’?g g%tg@g’?’rﬁi%féc%? ?lggs %@%é\fe%ﬁa %‘g@%ﬁ{)éﬁénetf han d a
service paRyafi@hptiigf toQkéess $4i@ computernétwotit) dBie sysreangiss dicludesd a network -
gateway device in_comunication wth, the cqonputer for conpecting the _
conput er t FTHICE BrAYifes petwork i AT e ISR, rk, where the

net wor k gaauRyndsyce gfo?ﬁ%% Yo trclfRs Qﬁ&&hﬁrﬂ?&aﬁéﬁ BErPSBERed USEr

attenpting to access s nput er network. The system al so I ncludes a
servi ce pr extemhal torth¢ netwiork gatewayndawicecandiin comirtunidatien matht the nétwysk eway
device, where tge .seryice praqvider netig\%;lgl i ncl udes an %Qﬁ’nt i cation
server | oc8HEY2Y ExtIEs nall® 4 ef’ﬂ@at}?éltsﬁﬁ’ﬁk Wﬁ@’ﬁ%@og F#PaESmMmuni cat i on
Wi th the ngtmpiiding SRrQUGSAMRS Ykt Peprdddht @t MM drERY tPAcB e 481 codfdrher ein a
source profile a%abase conprising source profiles that represent users
aut hor i zedn¢twod @ad somparesithesnpige data to saidsowrce profilesopplstesmineriétheour ce dat a
to said source profiles to determne if the user attenptjng to .access the
comput or - nirRarEnBbe BoackSs Tt nRulE nebo en aREes R BB Reldeic s pect

of the inventi ORccidmeSy ohe B3pediofithe investich) theaw S danifclGdsiuem f or
mai ntai ning historical data_concerning use of the service provider

net wor k. Asesormiingsystem frs mpantaigingdustopeal data qoncerningaie of fe samviseent i cat i on
server includ enpt i 1.0 ' | r.s | UuS), or a
T ant vet gnPrATeE BT . BeBtlRE N pihe- RpdsiBl viclriBon B Kb ool ) 1
source pr gérverSinclatiepmoteduthdticaitg dialintsat sekvicO(RADUWSY, opaof i | es, where
each respective, source profile of the plurality _of source profiles

. L I f lity
cont ai ns alskyeight daeciary asress preteenl {LRAP) datphasey Fyrthermoge,Jhe sousee  he
i nvention, B G| ' ' iLh the
conput er 2R SREBEE oBFinBLIdE G AR sofll pIOTHLE WASRELR et R]
Accor di ng saurespiodile afthe plurality bfisource/mofiles contains ascass odonhadtn. ' i ncl udes
| ogin i nformati,on associ ated w {Meresiqect I ve user, The Authentication,

Aut hor i zat PSFOTSHE RIYELINOHEE §SBES IYEnUQRs thesource dataingidesa he present

i nvention gpape aéb%@ifa&dtvf'iﬁ{‘&@%ﬂn?ﬁteﬁm&xshﬁﬁ@d £OMRHE Bsmpitef #3h& enpl oyi ng
a gateway device. Therefore, each user may have differing

gateway device. According to anther aspect of the invention, the source data

includes login information associated with a respective user.

The Authentication, Authorization and Accounting method and system
according to the present invention enable users transparent access to a computer
network employing a gateway device. Therefore, each user may have differing
rights to access services, sites or destinations via the network. Thus, the present
invention differs from conventional AAA methods and systems by offering
dynamic AAA services which authenticate users and offer those users varying
degrees of authorization to utilize the accessed network. Furthermore, the source
profile database of the present invention can be located external to the gateway
device, and on a network non-local to the network from which access is requested.
An external source profile database is desirable because each gateway device
allows a finite number of users to access the network, so that multiple gateway
devices may be required. Additionally, administering and maintaining one

consolidated database of authentication data is easier than multiple smaller
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rights to access services, sites or destinations via the netvvork Thus t he
present _j nv&n%jon differs fromconventional AAA nethods ?Cglc}ll
of fering 00‘9 C AAA services which authenticate users an er tho

users varyin s of ar ML vvork
Furt her nore, %rgoveﬁ’?ltu?f;%‘g tﬁ%@%tg%s il {oztﬁe ie({séglnl?&ﬁﬁl\q/iag VJc%ﬁ'&lc an be
| ocated ext ersmadnmed bdiey grovideptd malaiaincthe caﬁﬁhe@ﬁamymthmnfomﬁeﬁmwd to the-
network from which access is requested An external source profile

dat abase is W@@nﬁbmd%ahﬂéea@é@a@ﬁh 3&9 ag’ése 1gapypranger g fhied nunper
of users to %l%esortfegr k, so that mul tiple gateway devices may be
required. A m ni steri ng and mai ntai ni ng one consol i dated
dat abase of aut hentlcat|on data is easier than multiple smaller -8 WO

01/ 31843 PCT/ US00/ 29174 e ' he dat abase
external to the | ocal ne@-&@ﬁ;ﬁ%ﬁq Pﬁ(b\% E’rﬁggwlg&é‘rty provi der to
mai ntain the confggenty ?'blotcl(d(i)i &H%fh@éﬁbﬁi%ﬁéﬂ&n?ﬂﬁfﬁ&@lud@é&!A.Amkéi%xdat abase

and mai ntain and control ‘the da abase in any ‘manner the third party
provi der so fdesuthersticaBBayy, BREtHOEZiIDRIaRd kGruaHng SRreyRAPEassisg pet@orks and/or bl ock

di agram of a gonput er mthat in server

aut hent i cat i‘?fgmeéﬁ‘tvfﬁﬁF’l %F?f mg g °§88’5’§ﬂ&f‘}?§t g%tﬁAAggergéxavegg%g net wor ks

and/ or online segij 09§ a fRWEHatt JT@ h&th6d' R AER 8 IAYEA sevtr pdiforikesent
invention. FIG 2 1s a flow chart of a nmethod in which a AAA server
perfornms  audtieentication, evthorizationr andacreymtingaccarding taong gspegteldhdli ng to one
aspect of the invention. DETAILED DESCRI PTI ON OF THE PREFERRED EMBODI MENTS
The present ¥ ?}E 1% on now wi || be described nore fully hereinafter with
reference to the acconpanying draw ngs, in which pref erred enbodi nents of
the invention are shown. Thi s | nvent | on ma jed in many
different for nePERAIIHA M PTEQN, E P dnbodi nents

set forth herein _ ﬁmﬂ? efg,wt}m this

di scl osure w || Th{ﬁ%r ouglhvte co gtggggcﬁbg&ﬁmﬁﬁpzqﬁ ylcor?vey t he scope
of the i nventef@endeao t}tmeompadyh@ldmmngsan vehich preferedremtodimentsbfthet o | i ke
el enents t hroughout . Refer i.,ng now to FIL.LG 1 S

i || ustrated /m¥eHlagaEe shy ERtionmaY, hoRever se E&éjﬁﬁ?fb"‘w &g%gg’t
plurality of feouRkd ﬁ{o?lldlﬂottﬁé%nstrued as limited to the embodiments set forth herein;

rather, these embodiments are provided so that this disclosure will be thorough and

complete, and will fully convey the scope of the invention to those skilled in the
art. Like numbers refer to like elements throughout.

Referring now to FIG. 1, a computer system 10 is illustrated in block
diagram form. The computer system 10 includes a plurality of computers 14 that
can communicate with one or more online services 22 or networks via a gateway
device 12 providing the interface between the computers 14 and the various
networks 20 or online services 22. One embodiment of such a gateway device has
been described in U.S. Patent Application No. 08/816,174 (referred to herein as the
Gateway Device App.lication), the contents of which are incorporated herein by
reference. Briefly, the gateway device 12 facilitates transparent computer 14
access to the online services 22 or networks 22, such that the computers 14 can
access any networks via the device 12 regardless of their network configurations.
Additionally, the gateway device 12 includes the ability to recognize computers

attempting to access a network 12, the location of computers attempting to access a

9.



can comuni cate with one or nore online services 22 or networks via a

" gat ewa | 12 providing the interface between the ijgaﬁﬁ 44 and the
vari ou?vﬁce&?,é})s(riis 20 or online services 22. One enbodi ment o suc}l"l a gat eway

devi ce has i-hegh: i . e, , 174
(referred 8 gg’etﬂﬁﬁgéhl??gﬂs%gtgg%gg@@i e %gpl ?‘(ﬁ:‘%tclg%h%l?ﬁ %ﬁé%gtents of
whi ch ar e iattributpsyraawell be diseussedpelowetith rspert tdthe diyhamictAd Agaethodsy devi ce 12

facilitates &rans arent conputer .14 access to the online services 22 or
net wor ks 280d SYtgms piife presetagNsatan.s 14 can  access any networks via the

devi ce 12 regar Gpastied RFIG. Nah¥eskpaeP ysis 86 bR tncludddhlbbaag! |y, the
gateway device 12 includes the ability to recognize conputers attenpting

to access aomgentwetor 16 positibred hetwesnche oomputersulidand the gasaway deyicwl2iccess a -9

il WO 01/ 31843, PCTLU 29174 ne rk,, the ij.dentit f -usens,attenpting
o gain nedfHARRERARIR SRR desefhe S the el ommpufis pAtS BRI L
bel ow wi t h (hesdi@fiy d&vide 2. dYépRAliag AWPon TR MEHEM B Whieh SieSdBiniters B present
invention. As illustrated in FIG "1, the conmputer system 10 al so incl udes

an access asoerneacteditothe accegbeIncrriraien, reraceess conesntraipdberbas and the
gatevay dey ﬁﬁﬁlr%dghﬁ?fﬁ%ﬂk Iéx'aRJ[xﬁé‘.' RS é{&&ﬁé %Peaic%e{f%féﬁﬁfxp i COihe Be plurality

of corrputercg € gateway device endi'ng upon the

medi um by \iigitah sibzeriberine tabéess Ailtipléxer (COSDAM)Edr signalk eransigietsd vivoncent r at or
t he access concentrator, 16 can. he confi‘gured in different nmanners. For
exanpl e, t HegWardelephonslingma caplsrhead gnd fa GablgMadem TermHaationghelf] | ne access

mul ti pl exer, | A0S @i lines, a
cabl e head (g%ﬁ%ﬁlsﬁ%ﬂgﬁ@gwﬁnat |%tﬁ§@ﬁ§élla$" 1rt{l%§§s3¥:§§? g I gnal s

t ransm t t edonsignatoaaisalittedivih asyiralessineblark sa switeds or theilike. (WAP) for signal s
transmtted via,. g wreless netwark, a .switch, or the |ike. The conputer
system 10 furth € GORIPYLRE SYSte fié'@‘?é?‘w . St@é&‘“ﬁﬁ‘@ﬁ?bgﬁ'ﬂtyyn%ic ticates
and aut hor i Z@RniSREs HRGERIRDrizESuRY RicRbd) 8edlaifled A detFbQYw, sildhlthdihat  users
are subjected to a AAA process upon attenpting to gain access to a network

t hrough t heiserstaesveupjattodito@ ARA pFoceas hgon aftenipting o gatniancdss @ a agtworle conput er
ST 10 B IGRB° KPR TS o el s, (1
conput er nefy¥einkiD tyPically ineludes o ér MereS6hittsCESandZor s¥iietsS(nbhdhowaTRUt er
system 10 is depicted to have a .

FIG. 1) to control or direct traffic to and from a plurality of computer networks 20

or other online services 22. While the computer system 10 is depicted to have a

single router, the computer system 10 can have a plurality of routers, switches,

bridges, or the like that are arranged in some hierarchical fashion in order to

appropriately route traffic to and from the various networks 20 or online services

22. In this regard, the gateway device 12 typically establishes a link with one or

more routers. The routers, in turn, establish links with the servers of the networks

20 or online services 22, based upon the user’s selection. It will be appreciated by

one of ordinary skill in the art that one or more devices iltustrated in FIG. 1 may be

combinable. For example, although not shown, the router 18 may be located

entirely within the gateway device 12.

Users and computers attempting to access a network 20 or online service 22
via the gateway device 12 are referred to hereinafter as sources. According to

AAA methods and systems of the present invention, a source attempting to access

a network via the gateway device 12 is authenticated based on attributes associated

-10-



single router, the conputer system 10 can have a plurality of routers,

SWi t chesyq oiigdges, or the like that are arranged in sompchisofain cal
fashion I'n order to appropriately route traffic to and fromthe various

net wor ks ZOm%evﬁm. I THRsS RritutGTan fcludethd {Hefitity@Fapartidull® ug@igpvay device 12
typically establishes a I'ink wwth one or nore routers. The routers, in
turn, estabtomsputers, tocstion theoughavhieh acsess ipfequesiedi aequssted nety@rlpr onl i ne

services 22 ased u he yser's.selectjom. L w reci ated by

one of ordi ﬂ%‘?t}f}até%’ I"“I%)ﬁ’ﬁthtkﬁfe%ﬁrlf e’fﬂ’nﬂﬁ&g ede@ 1%ﬁee&%ég€%a§§se@ﬁ?| ustrated in
FIG | may Replicatioh] thede! atriblies aRvidemified bldataqagkets einsifictedito thbe router 18
may be located entirely within the gateway device 12. Users and conputers

attenpting gaewaydedcel L isemdhacarapusers grpugiowhich greess EZeql_iﬁsﬁdt he gat eway
device 12 ahLdrfiag'h Gfle bRLORREHD Alolitlas %@M&t{xéﬁ%@rﬂ‘iﬁﬁnﬁ@n AAA net hods
p as e

and systemsAS‘fo esent 1 nventlon, urce at ting to access a

net wor k Vi apiokRleghaniyautienticatich2authorizatine and aczbentidpissed oporethesei but es .
associated -10 WO 01/31843 PCT/US00/ 29174 fhergew th ];Pes attri.butes can
"nol ude t heatfilaties. (Gengrally, gsueed Befeimaugheaticasion Tt arhs IASRBREANPBAT ¢ hr ough
whi ch accesg,.li Stred ' bR the |ike.
As is expl aﬁlﬁggu{cg’od&et al ?g?iﬁ?ﬁgggggﬁirﬁ%é@@%fpﬁﬁﬁbcat i on,actéér%g’se
attribut es aidadcoantingfrefess toytheirackinpaflastosrdetscavsesstto adetworkhe gat eway

device 12 fromthe_conputers_ through i ch access | s requesied. Accordil ng
to one embodi mentEeHRA tofhg 2 @EM’E’Mﬁ%ﬂ Bf‘«??{fms ar“ﬂ\%%%‘i’cgsr?f provi de
dynam c aut Beaid: Gilehfh, BN 4 iR RRChuenfatingOsoRnRatichiplifig these

attributes.” Generally, as used herein authentication refers to the
i dent i fi cat aesassthe networlk isioften crupial o nétwvark administratian, as newvork 8eesi nat i on of

perm ttabl e spurce access,. . ' ing of a
source's ac %cqxgesmgﬁm@?)&gfdgép%ﬁ%f %gl\}é’eﬁ)l%é%e eafj{’{@ﬁlﬁtlﬁtggk I on function
of systens paignetie! AedmatediaboPé,asotice nycrtilemifiedtbywhd atbwapieviecizibyed t hat
aut henticating a source attenpting . to . access the n_et\/\oré_@idgypften cruci al

to network eemennererairibytes cenfained Within datarackets gﬁas@’é‘FQ te ice from
typically | ﬁl'eq:oﬂ'lgﬁﬂer h¥ocidtedd vHﬁ'ﬁglé s&ﬁ?@ﬁtﬁr@tﬁl b ablRh hbdwork or RAVIEENT . As
a be 1 | h

stat ed above, our ce nmay entit1ed e gateway device 12 by  one
or nore att reférddee hersimafien esitheisbirce cataputen ok énstance awhere thesspurcs is e devi ce -

from the conputer associated wth the sourcge at ting Lo access a
network or E%R\fﬁ’%é?um? gqnégqtgds crqg}pélfeﬁi}rpgéh\g lcilﬁké@gsgﬁ%c 5 CCom %foer. For
I nstance, V"’S&E%éﬁ@w@%ﬁfctﬂv&kﬂesﬁnation On the other hand, where the source is a

computer through which one or more user may request access to a network, the

source computer is that computer through which access is requested.

According to one aspect of the invention, a source computer attempting to
access a network via the gateway device 12 may be identified one or more
attributes that include a circuit ID, MAC address, user name, ID and/or password,
or particular location (e.g., a communications port in a hotel room), or the like,
transmitted to the gateway device 12 via data packets generated by the source
computer, as described in U.S. Provisional Application Serial No. 60/161,093,
titled “Location—Baséd Identification and Authorization for use With a Gateway
Device.” It will be appreciated that one or more of these attributes can be used in
the present invention to identify the source accessing the network. By means of an
illustrative example, where sources are different users having dissimilar

authentication and authorization rights, the users may identify themselves by their
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user, the source conputer is the conputer :through which the user is

“att enptywp@ispgazaccess a network-or- network destination. g@riS®9ider hand,
where the source is a conputer through which one or nore user may request
access 10 FehRENRY IginiRMIRSH (5o, CRBPHARE andpdsBRbrd§ SHINLEY theyALBd whi ch
access is requested. According to one aspect of the invention, a source
conput er atindspendenglytidentificd despits thevsemfithe/same ¢quinyoens,suph detheseme 2 nay be

identified one or r ttyibutes that include . ag:circuit | D MC address,
Loer hame. Pbufd, B e ol hapd bEPre s bodndis A tBabifert diirke h2rs Ui

communi cat ithegomMiter will Haveaikelauthemtidation and BethbfiXation rightyyepartilessoft 0 t he
gateway device 12 via data packets generated by the source conputer, as

descri bed ithe indiyidyal sightsiof gagh ysspas e rights aeasiaciated with thewompyter ¢ ¢ | ed

"Locat i on- e W i d @II&. i | . yth a Gat eway

Device." It %’qﬁléng@gg% rl\gglba{ﬂ?gfﬁ%)hgt o%o‘rmﬂrmh{r%ge%%? ese?}%ttri but es can be

used in the preBaduthentieationwf sbarcegidn an ajtribie assoulated witl @rIouge ihe

network. By neans_of an illustrat hve exdggpl § vvha_ﬁre sources_are different
F1Guln

users havi rRgrigreed by therAAA fereh 80 dHustEte £ 2 8TVER YhSteres t he users
may identif Y /ngﬁ% 174 respective
| ogi n i nf ors\r%%ciggn ?Eyg&gé%%dgﬁ%g’rfg%ﬁg\ﬁﬁgégﬁ%%{%ﬁ t hat gta'hey w il be

i ndependentAgcordingta énecaspeht of theepredent ingentivh, theeA AArservend0 flecated such as t he
same conputer. On.the ot|ie ~ hand, where.the source is cortlotiter,

i Ve se. UadEs]y MR (s @A IPRRe S+ ACFOTIREt RBOBEA RORHCLLN on and

aut hori zat i ' AL mpiRe aPlirkliG T cofnps ch user, as
the rights lg{rke!{ﬂggg%gi at egéﬁkf%@%ﬂcocoﬁnpﬁtayh (l e. g-C,Oﬁl:pdgénltﬁ?,? |{ leegﬁby MAC
address), rsesf whicnamiexterndl ¢o thegatestay\devigs d2 sor aflemativelyetheiAc®Ai on of
sources via an attribute associated with the source.is rfor by the
AAA server sgﬁv,ergf)lcag F icatydicpt fycfx ?nathﬂéh%e‘g@f&é?c%’(}'g[fo(freégmnggource
profil es cohéasagtdbitie ANAQEVEESD nd§ BE ishidlttlale ghewAPldesies YBr 30.
According to one aspect of the present invention, the AAA server 30 is

| ocat ed erkomrausicaips with thendAdetern PO éa inteanet protaeel o Agcorglingtoomet her aspect

of the inv ' t Al ' ' :

conmponent s,%ddﬁ)@g@t%om r@ﬁnﬁeﬁ&é&é&gﬁ?@%ﬂaﬁg omt?""ll*ef&gﬂ’ax éejym;asg’ device 12,

or al t er natwhkieh ydentifies foifces aathotizedR cvammindcdte oithahe pattvorleViy tiedSPr nal to

t he gateway_devjce, 12  For ex@gﬂlgéttbt he | ocation of . the AAA server 30 may
ik

be such t hathergfarey i vallhe APBIFAC B Aritfh Seraer30 may Be lgcated ghamer ver 30 vi a
i nternet prigtoslddBsCHadkded bR afy €omputer accessible via intemet protocol.

According to one aspect of the invention, a separate source profile exists

for each source accessing the system. Source profiles are maintained in a source
profile database, which may be an internal component of the AAA server 30, an
external component of the AAA server 30, or a separate component in
communication with the AAA server 30. Preferably, the source profile database is
located external to the gateway device and network to alleviate administrative
burden on the network so that the network does not have to set up and maintain
separate authentication databases on each network or gateway device. This is also
preferable because each gateway device 12 allows a finite number of users to
access the network, which requires multiple gateway devices to accommodate a
large number of sources. Secondly, administering and maintaining one
consolidated database of authentication data is easier than multiple smaller

databases. Lastly, locating the source profile database external to the local
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enbodi mrent of the invention, the AAA server 30 can be nmaintained by an | SP,

whi ch i dgifdilsis Sources authorized to conmunicate wth tgeragoners via the
| SP. Theref‘ore, it will be appreciated that the AAA server 30 nay be

located at a¥workthi (NG 2R USIP 65third Hart§ pRSvidtr 96 nialiaib WP rFidetEAR 6 bl € Vi a
I nternet protocol. According to one aSpect of the invention, a separate

sour ce pr of itheinformation sfoped within thodatabase sudmsintain and centrod ge dagibaseia
profil es are maint ai&e%’_f a sourige P oi'fri | e dat abase, which may be an
i nternal corfP8RRARCLYe HHEC DAY RIQVIGRE OGSy external conponent of the AAA

server 30, or a STR&Edré: FrofilRAAElRdes che©P MBI hamed, passWotds, hddesdés) server 30.
Preferably, the source Erofl | e database is |ocated external to the gateway

devi ce and néLABitrgs, MAC addieases andipther information pertinertde identify, andhdf stor k so
that the netyQ« h s a ' ' e

aut henti cat idc%%r@aﬁgﬁggggﬁg'n%g%hgcr’\%t%v\glrdfmg' Sg?%é\%égl“ ev(?gg.?ar@%i s is also
preferabl e hmeaugalesive 120the Ay seiwer I0eatfetnpas tocanthentitata thecsontoeibyr  of users
to access the network, which requjires nultiple gateway, deviceg to
accommodat e cammaagémmgwe@rolfl %?0‘%@0@55&/‘?&‘% %(P‘gtﬂ%‘r? UiEsd

mai nt ai ni ng | s ' : fnkif, €asi er
than multi p|’g&?ﬁaﬁ%}?%éa%ﬁﬁﬁ%s‘g@&ﬁg??|S%°?&§?%ﬁ€ﬁ§%g%%§g%ng§éf il e

dat abase extAy amsillusteativeexampla] whérg a\i€erCitlefpitd deceEs UBGRtwerkdY enteringor k can

allow an | SP or ir art rovi to maintain the confid Lality of
t he infor_rratWE?ﬁ’é?B‘P W?%i’ e a%ﬁw%rﬂmwaﬁ(ﬁ? ?g@:@?ol t he
dat abase i N an@MssWRAEHored h thRisbikc® prdfife BiAbsE &S détermsifg iHeddentit6f GeUr Ce

profile includés one or nore nanes, passwords, addresses, VLAN tags, MAC
addr esses angenthesuchsihesenres profileedatabase genetallycromprisgs a databasg prdaa desired,

gt chay dovitreacemsan SRARERIuR AR R RIRLARES IS RE PRI BAA'C o1 o oy

conpari ng stsefRf36 6t gaewsy QdvidecrR, wheidthe SGUHEE Profiterdatataisel aidprosessy t h the
attributes received fromthe gateway device 12 or source tg_ determ ne the

sour ce i dentwerk in panjupetion|te SeTRRATE yeceBsed RTiButes ipcttered seures Peofle npt s to

access the qﬁfo\‘xﬁa{fo@#fs@ar%@%ﬁ_ | D and password, the user |ID and

password are conparéd agal nst a and passwords stored in the source
profil e dat abase The sdatceprofile database deayt domprisé ptdprammakle stofageshacdware he

source profil e database ner al | omri ses .a dat abase gr data t or age
means i n corfilite BaRsIRcaE A 6 eoRtRrboRY REEGRE SOMPHREMARPARE CORBURRA -

or another suitable storage device known in the art. Additionally, the means for

comparing the received data to the data within the database can comprise any
software, such as an executable software program, which can compare data. For
example, the AAA server 30 may store source profiles on a hard drive of a
personal computer, and the means for comparing the received source data to the
source profiles resident on the computer can include computer software, such as
Microsoft Excel (Microsoft Excel is a trademark of Microsoft Corporation,
Redmond, Washington). According to another embodiment of the invention, the
AAA server 30 or source profile database can comprise a Remote Authentication
Dial-In User Service (RADIUS) or a Lightweight Directory Access Protocol
(LDAP) database, which are well known to those of skill in the art.

If a source fails to correspond to a source profile in the AAA server 30 at
the time of authentication, the source will not be permitted access to the network.

When this occurs, a user or user associated with a non-user source may be

-13-



server 30 or gateway device 12, where the source profil e database and
"proces¥MOUMB4X i'n conjunction ti@-conpare received attr PSIEH0RYTEL or ed
source profile information, as is well known in the art. The source
profil e dategbested wwdppatcoprce peofge infoamation|te thet AAApervendBwartkat thy | i ke neans

| ocated on onvenjJ onal,.personal co ter infra copputer, or .
anot her su F%'vg’:trg %@dg&ﬁ?grﬁ?fomﬁ}%ﬁoﬁhée%séﬁﬁﬁt ?‘%cﬂglf’fey t he nmeans
for conpagpeeifidallp, toakesouest stafike datbhite Fberamplehiits i octak &least can

conprise any software, such as anexecutabl e software g)rogram whi ch can
conpar e datitne auser attempipiocaccessdhegateway devicedd. GEosding ko 0 aSRRCh i | es on
a hard dri f. -ner IBRD ' t he
recei ved séﬁtrhgem‘geg{lgﬁ‘t‘gﬂ%}ﬁléhe%ggﬁrgtggﬁlbort g?lﬂfcﬂégﬁ? €sl dior\]{r %%gfﬁgﬁ%%%ut er can
i ncl ude corpalogin pagetinarder tgatheradditivhalrinfophhtidx wadertify chiosntde. Bogel is a

trademark of M crosoft Corporation, Rednond,, shington). According to
anot her enfistangethe @ffOWWmaé’rheie@FEfe‘iW&hﬂmdgngbP%’BPOE'(S‘Br ce profile

CRAD 00y o COmRT PRACIRE uler FERAG, MM oph Wit tid Blurck intlY coflells S i ch
are wel |l knothe gam\xtabmlseiceﬂ2§dsidﬂ_ecﬁuatﬁﬂ%adrdme pa‘gea%cﬁmaﬁcmcd;:btl?yn,; Oof

d . . . ser
ot hont | e drarbed Rerecanin U, atehs ABplcitiann Serte es Des8, 569, Tk et wor k.

Wien this greihber 8?1999?fenﬁﬂeé“§fsteﬁﬁ5&€d RieBfbd¥iFbIREIRRANY SRErsIBiRE MY be
-13 ... . WD’ 01731843 PCTI US00/ 29174 requested tO | nput source

profil e i nfToansparentCoroputbeAgokss Te A/Netwdk Slsinghh Gatdveay IdevicesHaving 30 can add

t he source' s.profile to.the er.ver. and gpr.e specifically, to the
Sour oo pr oRerBeen et rétatped Bl e inaiier of e, BefecdiBeatichlonYs | 1o &
user attenpy §.9. PaiHt Applition ISErRINYG. 09458879, Ziled'DestntheR 8, 1 DR BAIAT aspect

of the invention, where the source cannot be identified, the source may be
directed {8ysiemygnd Metheds Fordiedisecting Userndpving dranspasnt Comptant i on to

| dentify t He SQULCE Nerbrk ﬁﬂﬁ%i{@&‘tfzw%gﬁe}/ﬂé ?fa@ﬂg Qéhiﬂ%@é{?lpégﬁdi&\ﬁﬂlﬁwd wth the
aid of a webpage, ‘a pop-up contro nel "oruser 1 ntertace, ch can open

when t he sand ireUiShiPateat Applicanion,@Egtitled §Sydtems andMeshode YorcRedizdcting
ef fectuated by a hone page redirection, cagf\bi l'ity, described herein and in

U.S. Pat entUspisghiemating 1o Assessa Negyorlodite 5 8ledmgncymently hergydthber 8, 1999,
entitled " BrRhffiS 14N Shofe AP Florde PREA, tfedohfbelts' 6 2hch 6PWhidfl are

incorporated herein by reference.

According to one aspect of the invention, the AAA server 30 can identify
the source in communication with the gateway device in a manner that is
transparent to computer users. That is, according to one aspect of the invention, a
user will not be required to input identification information, reconfigure the source
computer or otherwise change the source computer’s primary network settings.
Furthermore, no additional configuration software will have to be added to the
source computer. After a packet is received by the gateway device, attributes
identified by the data packet can be compared with the data contained in the source
profile database. Therefore, in addition to not requiring the reconfiguration of
computers accessing the network, AAA servers of the present invention have the
ability to authenticate sources without requiring interactive steps by the computer
user, such as the entering of a user ID. For instance, the AAA server 30 may

automatically identify the source based upon a MAC address, so that authorization
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Transparent Conmputer Access To A Network Using A Gateway Devi ce Havi ng

Redi r eCt{yeyin bility" (referred to hereinafter as the "Hex#isSoerei7on
Application”), in US. Patent Application, Serial No. 09/458,579, filed
Decenmber 8, JFUOsoubdddah /b FeadiiP\detctfied TheMvhy itswille appréciaaithatghdser s
Havi ng Transparent Conputer Access To A Network Using A Gateway Device
Havi ng Redi r&Aai serveC3f s determine theger, porpputer, pplasationpm; WHeh acFesstft i t| ed

"Systens and Met s faor | 4 : | a Net wor k
Site," fil ecfeﬂlbeﬁlgegrd[’?’ en pﬁg#}%\%%ﬂgs F#\s?g%%g'r%% goe#%ﬁ’&?@ a?%g@%ior ence
Pagan, the qghdhaiRtis adkadepolthefdanpacketpvith dataaivawn finhethe seuree profife r ef er ence..
According to one aspect_of .the invention, the, AAA ser.ver, 3 an identify
the source id@tﬁb@#?ﬂm‘gr? will b.‘?)#sﬁ{‘??&?qi‘év_"'&g? achEss rdﬁﬁh}? assoripted Vﬁ&fﬁ%?mlfﬁ%t i s
Lransparent 4 g, SOUBULBIA4SRif theldfhce fofilB@sADAING ik NG REDARL Of the

I nvention, a -user w not be required to input identification

i nf or mat i on, methodof thg prasentiavention cen dyemyicallyrauthorizelaeeass tocpasticulare t he

source conputer's pr,inary network settings. Furthernore, no additional
confi gur atio’i?“@?ﬁs%?%"\ﬂﬁ??s-have to be added to the source conputer. After
a packet is receiygd By sdui6e BAlSHBNSHIA MiRtwaik! seifitd ehnedtibaniia theed by the
dat a packet can be conpared with the data contained in the source profile
dat abase. Thanlehtication processidistussed abonetandagunns! has baea openasiipifapiiitateioon of

conput ers accessi ng .t he. network,., AAA server ' ntion have
the abili tquan%gwﬁﬁ}ng;eﬂg%eg&p%%og% gt ﬁxfer%éc&%!ﬁrgpﬁgﬁftﬁ?g?ﬂg@?fve steps by
the conput ergeit2a?. céniminREtes Aethahd AAAGredr 39 to assemble souede profileance, the

AAA server 30 may automatically identify the source based upon a MAC
address, so imfmnaum,rmjIS0‘?&?'lequ?tm?oﬂ‘i?ﬁ°&€'w%5%?‘?9‘f?&ge of the
source can be_ readi| 1 : f | eciM #1¢ ed that
the AAA serfAFVAFY cﬁ%g%ae?gﬁgén%rﬁ% ﬂ%@ﬁé?&\?{%@é&f}éﬁ%‘f&*&%ﬁ%ﬁ Inggﬁﬁoln from whi ch
access is refigschendelaeditas,segyiteHevel data ter profils date) remete-sifetrblatede '
recei ved data packet (such gs in a header qf thgﬁgat ggég?.ﬁketlr w t.h data
drawn from t¢pa.gnd like dafaselated to fheisgpire. As Juch, fhq ¥ 58 t he

access right Gy 864 17y ¥Bq S RformilEin AInglts 56 st 9n L hi n the
source profi']%etﬂ%g@a asga/sl%&thatﬁ?%e system anltlj matgﬁod of the present

i nvent i on caauthiyization dighty and useof thenettods os isneghexplainedin detalk vi ces or
destinations. Once L SqULERNASaRTLAR, RERAA f5va¥ostike fleht o

connection via th
invention provides an authorization function, in which the source access rights are

st

determined. The present invention enables dynamic authorization of sources, such
that each source might have different respective network usage or access rights.
After authentication', the AAA server 30 compares the attributes of the source with
the access rights of the source associated with the user, computer, location or
attribute(s). The access rights may be stored within the source profile database or
within a separate subscription database located internal or external to the gateway
device 12. Therefore, separate databases may be utilized, where one stores
identification information on sources for authenticatioh, and another database
stores the access rights of those sources that have been authenticated. However,
because the profiles of all sources, identified by attribute or a combination of
attributes, are stored in a source profile database, it may be advantageous to locate
information regarding access rights in the source profile database, which already

contains information regarding each authenticated source, as described above.
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authentication process discussed, above, and a.tunnel has been opened to
facili tW0®181843omuni cati on |ine:hetween the.source conpptBUSEM®IA net work,
the gateway device 12 conmunicates with the AAA server 30 to assenble
source profile Anéadimgitd one aspectsd theciavapmnithe souled profild\@atatasé serasr of i | e

information.nghat A h% at eway devi ce assenbl es, ma iricl ude a MAC address,
name or | D, WESTMEHPR APy g@}q %F?‘F@ B&H@ SPRICSt z&r@é%ﬂe’saeﬁov{“@é’mfé\?el dat a,
user profi | gatsts@mal RORiaBr iBfdrMatich ﬁfdﬁﬂtmgﬁ{a@as@lﬁ@éhh\hﬁ%g hitichRl RiLE to the

source. As such, the AAA server 30 can tfansmt to't ateway device 12
any requi si addressihes perchased pre-paid acpess ot that 8 giveneirsuit Hd hhofree adcessorr i ght s

and use of , (As s next. expl ained in detai n addition to

aut hent i cat Mgn@ésa‘téarl‘géét I@em ggﬁg&la&yo ortrﬁgmﬁroggzx‘q{el, ijﬁ?@l’HRl%n provi des
an aut hori zaiifep ind peithiduses, may rédvivd fréd EhlmatidIBtcRet A86est.| ThdrefoRd, €

determ ned. The present invention enables dynam c authorization of sources,
such that 58 righty ¢an bejayatlablecentingentaypen the seuprets fosationde\gordomjsage or
access rig : ti . | .server .30. conpar.es the
attributes hfg? 2y @%@%‘eﬁgﬁf@h It éngéEg%tgg ?‘@?@H?@ﬁ@%‘%@% 358Bci at ed

with the uslecationomtverich the sairceis requesting addask 8 kapwn 16 thedabRmy devidBt S may
be stored within the_ source pr?file dat abase or wthin a separate

subscri pt i ofdftersd yuthe spurge profiledatabase. or external to the gateway device
12. Therefore, sgpakgid t83tdn RY | 1’|%z§)¥“ ere one stores

I dentification information ongzﬁrcesonfqg)fw%ﬂt}{ ent | gg‘/?‘l %ogl,rcealgd anot her

dat abase sauthayized teacress; e soiphipsofiié database canulsoésclidwdpetialigedoeen

aut henti cat ed. However because. hemg{iofi | es of aJ]l sources, identified by
attribute ACCESSIBIPEPALIN soqifted Wit s particular sqprce such @ thebandwisth 88 profi |l e

dat abase, i the BBitcdS a86b¥a bk 8HBRN a%qolvﬂﬁéﬂﬂae sbike’s 1&8@dfr§&é‘&.dﬁc§}9 access
rights in the source profile database, which already contarns information
regar di ng ex¥@mple avsendceessing thonetwork lemdepentlionseimalp osceive-alligh® 01/ 31843

. PCT/ USOQ 29174 .di,ng to one aspect, of the pnvention the source profile
dat abase st%crzgsg |an§gart%g1ag(§ﬂm8%%w 50 ke ﬁ"ct@’@g%hf’?‘g%@“@’f lt‘%tels‘BB?‘ce. For
exanpl e, -a EdriexamplR| ohetea usdpisanassarétily d0akmieihd PAOWAREEALE fiffiat i ng that
a source 'having a particular MAC  address has purchased pre-paid access,
or that a diseioemy thgihotel petvesk pdrainisitatos srayoentermset arcessdnfocmatien inGuest s i n

a partijcul for. | e sui,t es and pent houses,
mas rel:e:Jvzﬁl? %@g%ﬁ{oﬁgf%a%P%F Eg%:&g%%cgg%r' ﬁﬁ%g%gg?%?e&#x RERLLINPYht s gan
be avai | abl letdoThingarisoteatont hetosmticald) By he @atewdy deics or A0UA OF :

management system, such as a hotel property management system, when the user

checks into his or her room. Additionally, the user may establish the information
to be contained within the source profile database upon first accessing the gateway
device. For instance, a new user may be directed to enter a credit card number, e-
wallet account information, pre-paid calling card number or like billing
information to obtain access to .the system. A source profile can also include
historical data relating to a source’s access to the network, including the amount of
time a source has accessed the network. Specialized access or accounting
information contained within the source profile database may be established by the
system administrator, or by the source who has purchased or otherwise established
access to the network.

According to one aspect of the invention, the authorization capability of the

AAA server 30 can be based upon the type of services the source is attempting to
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| ocation status (e.g. suite). In this event, no further identification is
requi reqw ﬁf/sisl&? | ocation fromwhich the source i s requeeglrUsge/29aeLssS 1S
known to ? e gateway device and stored in the source profile database. In
addition to agééés,' $16h b QédiRbE R adaRds SHAtTRdMyahe pREWay BeViL12 Base@ut hor i zed
to access, the source profile database can also 1 nclude specialized access
i nf or mat i on upss detaaeeeivedifram thereurdesomputes.o hhe destingiion ean herpdastipationgdt h of

t he source's acgess r,a h page i t L.rected.
For exanpl é’,ogaf‘ﬁgrgﬁt "ggﬁ’é%?ﬁg pt%ﬁém;rfg'to %ro ﬁhﬁlgér%ﬁ y%%ﬁ‘?ﬁ%%@%@&%‘%@m ve a
hi gher  accegapatiRybities RAAGver 30RaN be basedapon thel doatenetype ok pfatessl a t ypi cal

hotel room For exanple, where a user is transpar %El.y accessing the
gat eway devibsingtrangmitteds AAesprding o the gysters pad ml"rgl"axﬂ? SRIRTRE WVFRHSY nay -

enter user i Ayt ﬂ'jp&% JAaNR ahsg dmased upon
access ri gh?eé&iéé%(g?é@eﬂé%v&g?%a r (l:)lrg’l ?%l%ﬁgég%'?gfg&érsgl&gﬂ%an al ségabe doP\e
aut omat i cal |gpultys tdicbegmitioorired destss mparticilaadestination dgsedeon the gedtessn  such as
a hotel property managenment system when t user chegcks, into his or her
room Addi t itgha$ asyociatRd vibdhe FF&Wcé‘é’Fa‘P}'FF%ShhﬁW%?rﬁf Wﬂﬁﬁ‘?ﬁ)‘ﬁ’ tﬂ? B*8¥" cont ai ned
within the SEUfiBnPLRh it e SaRes il dods SARGEM AatihdiBagaicray

devi ce. For T nstance, a new user nmay be directed to enter a credit card
number, e- vedhicetis subjentitd the ¥ Ah nwt the sourpe map he greyanted agcessifromrunber or |i ke

billing information to tain a s to the. tem A squrc rofil e can
al so incl udef’a"l‘\‘f'é‘i"éitf’géﬁ‘g _ %Weéﬁgﬁ%ﬂﬁs FB%?%‘@%?‘% essogﬁcc?cei’ségecﬁg%fl ﬁ;éé net wor K,
i ncl udi ng t hguaRBURkhdMzatibh. "RItEmaRHLY, Shd AR A0F6:5d abcdrlliag e theGrbsent

Speci al i zed access or accounting information contained within the source

profile dat dbuesionajlows seme aball sonseesig compect dijactly io agpscifiGHieasiph asor by t he
source who has..purcha or_ ot herw ' C et wor k.
Accor di ng tocrs‘?'}gcao{g Béﬁﬁﬁi?ﬁ Selrﬂeé@ ?Or{\vygﬁﬁugﬁfbﬂp hgﬁgﬁ?ﬂ%?)ﬁkgtﬁlﬁ:gtﬁg%g%g%?l ity of
the AAA serygmeaforillingdnfoamaton siothat the séurpeprofilsan\tcapdated end ther ce | s
attenpting to -16 WD 01/31843 PCT/ US00/ 29174 acgess, ,such as 3
dest i nati on southedhereafiesanthorizediaqsessitp actyiprksfyccqeding to the spstemand ynon dat a
received fro I : thSdakioR caffis® Bernd@pbh Nat i on .
port, Interne &gg(??g%ﬁ&f&ﬁgg%%tﬁ’ %gﬁcoériﬁ% or the _Ici ke.S l\/?)l%gpsxgr, t he

aut hori zat i osbjectiveatiterial yuchfas nispecifiertime; socthat3be session eaibe temingtnd at e
content type or,

O hent of Y Prapetitedie Sftx aerifs drhE AR BidpsES o A6k Bothér dyfindy ot 6™ and

information determined by the network provider. Furthermore, authorization can

be associated with a combination of attributes. For example, a user may be
authorized access to a network where the user has input the user’s identification
and has accessed the network from a particular room. Such a requirement could
prevent unauthorizéd users also staying in a particular room from obtaining
network access. Therefore, AAA can be based upon the origination, destination,
and type of traffic.

By way of further explanation, a flow chart of the operation of the AAA
server 30 will be described with respect to FIG. 2, according to one aspect of the
invention. In operation, a source computer requests (block 200) access to a
network, destination, service, or the like. Upon receiving a packet transmitted to
the AAA server 30, the AAA server 30 examines the packet to determine the
identity of the source (block 210). The attributes transmitted via the packet are

temporarily stored in the source profile database so that the data can be examined
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each packet can be filtered through the selective AAA process, so that any
or all wegyaf@s can be authorized:access to: a particul arpeggsdopsizuon based
on the access rights associated with the respective sources. Therefore,
accor ding tg, bQsnRIeR¥MAMing ditliGHYaliOn righROR tlel $RrdeThe AHFibfited Lo RBRES 1 O
access a di@?ereﬁt esti%gation, tlheng@gurce I S subj ect toet he AAA, so the
sour ce may ih¢hgpasketvan dncedeostwonkdnfoamatien, isoenge I address, sdurcerport, dimkver 30 -

deens inaccessi.ble to the:sourc sed t he .xgource' s aut hori zation

A Ler nat | vaFyet IRREmAOR: AEEROMAL ftirny LAY rige e RO ERsigBEn & on 2l | oves
sone or al 'ad%%éE,Qﬁ&iﬁaﬁoﬁ?Bﬂ,eﬁbtdébr%éJﬁécl_kéit@é&ﬂth%'lﬂceis!AIf&rtlﬁblPh as credit
card or billing servers for collecting billing information, which can

col l ect paipfremation isifentificd and storeda acesss wauestes froma soptpedemgiched | e can be

updated and_th rﬁh iﬁﬂ access to networks. According
to the systaéﬁn %\t&%%ﬁr%]?ﬁgél%%fot egélr“ggbﬂﬁ&l nvention, a source's

aut hori zati on caDné Hspusofileas beernddtefiinedbyCadceSirighthe atihbrigstion specific
time, so that the session can be termnated at a specific tine, after a

speci fic timghthsieredintheessqurcgprefile databass, thecenasaiblearHans ean resiler nat i on

det er m ned [ . t , ' | an be
associ at ed %étc @gllg’w&g?%ﬁgggﬁg{? Jlr;cl nu%%rbeggg%ﬁg? qgég%édg may be

aut hori zed sever360 niay deteraiinga sourdectodhavdiaccess=222) isbd pymding dre? pEcRress ]
identificatjon and has acce d_the network, fro .particylar roo Such a
r equi rerrenti%_ﬂﬁ_?noﬁg%‘(ﬁ'eq‘?ﬁeﬁﬁigt Fgsh iéﬂ“rﬁ%@r@eﬁﬂeg]é’%g&aﬁ"ﬁﬁmﬁc 3L ti cul ar
room f 1 Om O AL B Gurd i liaBSARSS stafTIPh Sbioe AAftidindAo RS AHg UPON the
origination, destinatidn, and type of traffic. By way of further

expl anat i onthe sodrceiwtraffar candfe allowed pepmceaiout Of thecgatetvay devicedo tI20 Wi | | be
described with respecf to EIG , 2, accordi f,0.one aspecgt of the

i nventi on. ‘i‘er‘iWBﬁ‘ér"gf’P ,Seylgmﬁgseémﬁ{a?% ’élhﬁ’&sf’grcf%fl OBFSSiccess to a

network, degidcdRAZOPNALSRBNVER th®Sourétemby b€ redifesrad k68 pbialagd Racket
transmtted to the AAA server 30, the AAA server 30 exam nes the packet to

det ermi ne tdascribegdnithe Bediescting Apphication, prinrde emg@jlowethaceess foitheit es

transmtted yvia.t k e il hel e profile
dar abase o iRt ReRaR For Bdyplt SR Rk vt pbleGERNRBRY Eey 20174
for use in japhidesiindtiopn addiebq suctpds aintergdtaddress, fdrexample; dhetedwsent t ri but es

contained in the packet can include network informatjon, source IP
addr ess, sobasdeeeaseess assopiated withothejuseros hatelirgpm. Miprpativelctisimagss, VLAN

tag, circuijehPyndeshd Bak th"aﬂ‘é:a).dy purchased access and the user has not exhausted

available access time. Furthermore, an accounting message may be initiated 230 to

log the amount of time the user is utilizing the gateway device such that the user or
location may be billed for access.

If the second scenario occurs, in which the source is deemed pending 224
or in progress, the source may take steps to become authenticated (block 240) so
that the source information is recorded in the source profile database. For
example, a user may have to enter into a purchase agreement, requiring the user to
enter a credit card number. If the user needs to purchase access, or if the system
needs additional information about the user, the user can be redirected from the
portal page via Home Page Redirect (HPR) and Stack Address Translation (SAT)
to a location, such as a login page, established to validate new users. SAT and
HPR can intervene to direct the user to a webserver (external or internal) where the

user has to login and identify themselves. This process is described in detail in the
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address destination port, protocol type, packet type, and the like. After
this gr oiBids9n i s identified and stored, access requegicafisol/ema source
i's rratche agal nst the authorization of that source (bl ock 230). Once a

source profi k@dxfé@ﬁn%ﬁgph&ﬁ)ﬁr KiFRE thpldind @6 hS¢edary BRA SMFiBIRAI Afdriration, | Oht s

stored in the sourc of 1 | e dat abase, "t hree possi ble actions can result.
Speci fi cal | ythe aserds then ba mmmeémmmmmsmmngﬂdﬁsmkﬁéﬂﬂﬂt ri eved the

AAA server ree pendi ng or
o br oo ecs WhelF the tbhalich Brdliaett FRubRuOR IR REE FiPaG R alidridta BOT T

val id (i.e. adessi{Bloek 266 FlallyMh eifd dcbgarioancecuiin Which slssuabiis deanedt at es.
If a source is determned to be valid, the source's trafflc can be al |l owed

to proceed olmtt@hﬂ%%ﬁéﬂ@ﬁ/ﬁ?%ﬂﬁd@”ﬂén?'(ﬁemﬁ&qd\ﬁelak%es%? destinatien ¥ar v ces

t he user ass IB&%@ source wi shes to access (block 230).

Al ternativel rce y be redirected to a portal page, as described
in the Redirecti ngeteﬁnigumhoahe awoumngﬂmhtmmgfsqhﬂemmddmdmofﬁ:et he
requested networ k, For exanple, a. user ut onat | c for ded to a
user- input Present jyentsn, &E@H “@%&%S%C%?FWH’E %ﬁs’%gi'éé§ exanpl e,

where a user, a
Al ternat i vel S ?%istfe{: %a&%ﬁﬁﬁ%ﬁ%@ﬁg : :gﬂilj&;g?: gohf‘ce%%cﬁsxﬁ?ﬂ-n@heﬁﬂﬁm

has al ready purchased access
and the us erslhaBarByQWhen(ﬂmsemd loga wéii dra¢rminated thegietwork session; Aer nor e, an

accounti ng nmess be .init.ia 0,to he an nt i me the user
is utilizi ngacf’ﬂ\é‘"g‘ Sé‘?\//!}h d’&ﬁ%‘éte?gg“ﬁ{%ﬁ%éﬁ“’t ﬁeé"%éé‘ %Htga‘%‘r&n Tmay be
billed for bkefldéd@iﬁea% § A aRERAY A Svite AR b thé AMs&hertMp%ﬁlar ceis -

deened pendln 224 or in progress the source may take steps to becone
aut hent i cat esbufdsf Haihentioationoor autherization to@eeesea desitedidAestinations recor ded i n

e hoar C® PEMRRofChaRASE e St &SRR bE diiilred YR fed froib G 1110 2
the user neegs He%tdi'@dl ahRdRalee separatOfroinfthé AA 4 yavars ardddsatabiditérnalnal
i nformati on about the user, the user can be redirected. fromthe portal

page via Honte thegetwrdsi Fxrically - pmpunting startsae AHR!’Pé%‘%“dFrt&H%FtéF‘PBH‘aE SAT) to a
| ocati on, Su?}ﬁlc%tﬁog.@gﬁlﬁo??l a SoutcafHab BEGLackEss |'cht§l twoREVUMAG EHs SAT and

HPR can i ntervene I rect user to a webser ext erna or I nternal)
where the udas, thaﬂmbdbehmgn mheeaodommmgtstdl'mndmmmgstop'ﬁanbemlb@b& is

described in_ detail i 151843 PCTI U rectin
Appl i cat i on. thak EFo‘FIﬁ%ﬁlt‘E R ‘é%p‘g%y $‘éﬁ*‘e‘ﬂf°“ €| Fat : og

valuable where the source is charged by an 1ncrement of time, such as an hour. A

=

billing package, as are well known in the art, could then tally a user’s total time
accessing the network over a set period, such as each month, so that a bill can be
created for the source. Because networks and ISPs often may charge a set rate for
a specific duration of time (i.e., flat rate pricing), such as a month, regardless how
much time is being spent accessing the network, accounting stops and starts may
not be required for billing purposes. Nevertheless, accounting starts and stops may
generally be recorded by the network provider or ISP for usage statistics.

An ISP or similar access provider would additionally benefit from being
able to track subscriber’s use of the ISP to establish bills, historical reports, and
other relevant information. Preferably, the AAA server 30 is in communication
with one or more processors for determining any fees which may be charged to the
source, or due from fhe source, for network access or services. The AAA server 30

retrieves the historical accounting data in a real time basis or after a specific
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the user is then be pernitted access to a destination address (bl ock 230,
'250) . " \WHOO®'31842 i nf or mati on provi.ded is insufficient thePGRES0EPITH not be
authorized access (block 260). Finally, -a third scenario can occur in
whi ch a souintervalofdieenies clapstd. t Rrefesably, dbe AddA 26ers30 retains subledataéman s not

itted t a destinati ' h tvprk (bl ock. 260) . '
how to ¢ he SA08 RGeREle R oGRS foma St RaLiBE Aech BPvidRE e, SRt ' "
i nvention, gROstodukicieports refireSerttive®F anp H¥direl taseCstHistofidie ddAAFeer ver 30 can

regi ster an accounting start to identify that the source is accessing the
networ k.  SExAmple. tg prajpetduturrsuss of thecaceesg projriderotherdod frisarverd0 proaduest wor k

session, an ' _ reql . 20,
Account i ng @%ﬁ?@ﬁ@%%@‘%‘c’gﬁ&ﬁggﬁsﬁ%ﬁg g%qg%ﬁt}lleag%a emgﬁgg’g{\}?%e 12 or by
the AAA ser ¥l frof sppeific focakel Mtecvepuiied thectéss providerpidnddészat i on to

access a desjred destination. Furthernore, accounting sfarts_ or stops can
be regi st er BiENAiveASCEss {Q BEETH Sugh 3seharging oz fastrr conrpclgns (e highehpase
separate fr ASH I rk.
Typi cal ly, ggc%{)%?net) I ng d? é)\rﬁ Sfeé% S 8%5%%‘? ﬁg%eﬁffv%g tgfa%dé%%é]{ﬁﬁtg{%&aj?ndi cate

t he anount déitatsing tiie AAN seevdr3 tb dest naset Aswre tgstbimer dehawrlsk Sutlsdatg t hi s
data, the tine hetween the accounti nr&ystart. a% account}%g stop can be
tallied so MaKzelaterig nEYRTK sessions purrertly ATagqing,{he dyratiomyt Baset5iieA%d. Such

i nformati O”tﬂesomﬁﬁidﬂ%%ﬁedﬁlﬁ_ efng d38d SR hisfbéro 964 hiVe B&nithinsRARL Of
time, such as an hour. A billing package, as are well known in the art,
coul d t hen uwed fry etherspertinent otfatmatione Thadc%A senvgr 3hmapbewoplemeuted a set
period, such .as each nmonth, so that bill can . created, for the source.
Because net HPR ¥l IONBRLoUP RS gs BrllisgdnEes Piting SVRER. Kebltpec 11 ¢
duration of Bréd#Band Internet Bifling' SYfbva?é (HhmfictuRd &) [ARed TRAAdlogie§Jer dl ess how
much tinme is bein apent accessi ng the network, accounting stops and starts
may not be'TRéhE-A&ﬂ' StAgcogntant. ng pur poses. Neverthel ess, accounting starts
and stops may ¢ | L ec r Vi | SP for
usage statisti csﬂl&i?\@es%pger%l{st%m&ﬁgtﬁgﬁ%%@ﬁ%%e@n%ﬁﬁayg%%%f onal |y
benefit frosodres agessatblametworkriadic sattieandrineein which aceess istvastofmitzabie @st abl i sh
bills, historical reports, ,an{ch ot H%r rel evant i nformtion. Preferably, the
AAA server 860TIEe by seWRFbRNIE ot hab i, thii ANAGKE 5 A0 R BapiialR dscyinting or

det er m ni ng f | aﬁldﬂ! romthe
sour ce, forré%g%ldv?otgﬁ%aa\ygg snorgélggr\l/?{cégg gpﬁﬂﬁg%ﬁetgﬁz@%gaﬂé%syﬁgées t he

hi stori cal asmested destinatdrg or thedikee dlikd theecdeas osauthoridatien rightspthisi fi ¢ - 19 WO

01/31843 PCIr{f(l)Jr%?an{o%gc]éK ABe maintained in the source profile database or a similar

accounting database. For instance, the AAA server 30 may determine that a
particular source is only charged for accessing particular sites, and will only
register an accounting site when those particular sites are accessed. Therefore, the
AAA server 30 will identify account information stored in the subscriber’s source
profile to determine accounting starts, accounting stops, billing rates, and the like.
Many modifications and other embodiments of the invention will come to
mind to one skilled in the art to which this invention pertains having the benefit of
the teachings presented in the foregoing descriptions and the associated drawings.
Therefore, it is to be understood that the invention is not to be limited to the
specific embodiments disclosed and that modifications and other embodiments are

intended to be included within the scope of the appended claims. Although specific
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i nterval of TIme Nas el apsed Prdmthg_m_se{—v—ef— 30 retains such
data in po@asdsd Y accessi bl e and nmani pul at abl e format suptr/ubsw9iiae access
provider (e.g., ISP) can produce reports representative of any desired
type histori ¢afns3a dnplbpdd IR¥EAPthEY areised i £dnefithntd Gesdfiftivd sehbfordg cess

provi der, the AAA server 30 produces reports tallying the nunber of users
accessi ng t hand notdfonpurpeses o€ limitation.i me periods and from specific |ocales.
Mor eover, where the access provider provides alternative access to users,
such as charging for faster connections (i.e., higher baud rate) for
additional fees, the access provider may wi sh to anal yze historical data
using the AAA server 30 to best neet future custoner denmands. Such data

may relate to network sessions currently on-going, the duration of those
sessions, the bandwi dth currently being used, the nunber of bytes that
have been transferred and any other pertinent information. The AAA server
30 may be inplenented wusing well known prograns, such as Eclipse |Internet
Billing System Kenan Broadband Internet Billing Software (manufactured by
Lucent Technol ogies), or TRU RADI US Accountant. It will be appreciated
that the AAA server 30 can dynam cally account source access to a network
in the sanme manner in which access is custom zable on a source by source
basis. That is, the AAA server 30 can nmintain accounting records that
vary dependi ng upon the identity of a source, source |ocation, source
requested destination, or the like. Like the access or authorization
rights, this information can be maintained in the source profile database
or a simlar accounting database. For instance, the AAA server 30 nay
determ ne that a particular source is only charged for accessing
particular sites, and will only register an accounting site when those

particul ar sites are accessed. Therefore, the AAA server 30 will identify
account information stored in the subscriber's source profile to determ ne
accounting starts, accounting stops, billing rates, and the |ike. Many

nodi fications and ot her enbodi ments of the invention will come to mnd to
one skilled in the art to which this invention pertains having the benefit
of the teachings presented in the foregoing descriptions and the

associ ated drawings. Therefore, it is to be understood that the invention
is not to be limted to the specific enbodi nents disclosed and that
nodi fi cati ons and ot her enbodinents are intended to be included within the
scope of the appended clainms. Although specific -20
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WO 01/ 31843 PCT/ US00/ 29174 terns are enployed herein, they are used in a

‘generi C\Xgi?gls criptive sense only and not for purposes@fusdobiaati on. -21
WO 01/3 /USOCO 29174 THAT WHICH IS CLAIMED: 1. A net hog for

sel ectably controlling and cupfiaR WHIBHSRWCAIMEPESS t0 a network, wherein

the source is associated with a source conputer, and wherein the source
conputer has transparent access to the network via a gateway device and no
configuration software ne | ed on.the:source .conputer to access

the network, conpri si ﬁb‘.neﬁ'&i gﬁ/%epﬁ?‘aﬂy ?W°8Wu§f8mlﬁﬁggg‘fr’éﬁ%§§s fromthe

source conpyd ghetwok, VAEEA thd Hutdids Agbéateld wittiesdurée/dorgpaét, ald whédine
associ ated wth the source based upon a packet transmtted fromthe source

conput er andhe sevedecomhpyier haetraaspatsntacgessite $he netweorkswa agateway deviee pr of i | e

correspondi ng,to the source . and stared | source profile database,
wher ei n t he 305 eois i sofdae deed bE inyialed oI5 Fotr R ConpRPT B eSS o
wher ei n t he fgonbtwBrk) EShplisingtat abase is | ocated external to the gateway

device and in communication with the gateway device, and determ ning the
access rights of the gensivieg pliibe gatayay deviee & rguest from diejsource\ghmpiien access

ri ghts defi rL gt t he source to access the network. 2. The
nmet hod of ci}grién%g%,ﬂé\)/vﬁ%r%lnﬁ&géterm ning the access rights of the source

based upon the sour ce igemifyihg an atibuts assocdiatedwitinthe gotirce basedapsn ai ght s of
the source based upon the source profile, wherein access rights define the
rights of t macketfansmitied frgpigs sourcs eopeandtessivrddibs ERleNay S8Vics, The

nethod of claim 1, furfetnsaTBiics piltgsokepbRtindsd BE3bIAP and YBRIIHI €7 O

t he Iocationfromvvhicah reqtiest s r access'to the networ
t ransm t t ed,a sannte\phefileidatabise, Wherain the souwtespriofilecis aceessdicbazed npdnthe

associated with the . source. 4. The ppthod of. claim1, erein accessing a

source prof iaﬁgt}“’éoﬂde‘é’lﬂfdﬁlﬁithﬁsquﬂicet W@H@dgfag’éseclﬁ E‘ﬂﬁ#"ge?t%mgég g‘?erﬁfteé"’aé'o urce

profile storggick andinscunimtnicRich witletdsarthagdevithoi@i N t he source profile

dat abase conprises a renote authentication dial-in user service (RADIUS).
determining the access rights of the source based upon the source

profile, wherein access rights define the rights of the source to access the network.

2. The method of claim 1, wherein determining the access rights of the
source based upon the source profile comprises determining the access rights of the
source based upon the source profile, wherein access rights define the rights of the

source to access a requested network destination.

3. The method of claim 1, further comprising assigning a location
identifier to the location from which requests for access to the network are
transmitted, and wherein the location identifier is the attribute associated with the

source.

4. The method of claim 1, wherein accessing a source profile
corresponding to the source comprises accessing a source profile stored in a source
profile database, wherein the source profile database comprises a remote

authentication dial-in user service (RADIUS).

* [ L M B *
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5. The ngidpdiés claim1l, wherein accessing a source profgd@usprs@srondi ng -
to the source conprises accessing a source profile stored in a source

prof i1 e database, siher ejrg tdifodG414ifh Pvedif a€REARES SobolBrftes 2

|l i ghtwei ght directory access protocol (LDAP) database. 6. The nethod of
claim 1, furchaespoodipgite thegoursd goinpysasiaccassing asounse pfdafile siveddbaseumben a
new source accesses, the network. 7. The hod of claim1,,futther

Conor i ng. mErIE RS ERAE! e st IR da b et romartis™s bpbRtch 1 og o
the source's daesefSadcessipiStobsIt(DDAP) ddtabddee met hod of claim 1, wherein the
attribute associated with the source is based upon one of a MAC address,
User ID or VLAN ID associated with the source conputer from which the
request for accesg to t SRR S0k ; d of claim
1, wherein recei vi%hg at %@%ﬁéﬁﬁgv, ce g%ﬁégﬁgél?d?h}%%hg%s%% ce for
access conpr ipssfile dhabascavhenfa neacsumerngcessebahe hetborlon  address fromthe
source. 10. A systemfor selectably controlling and custom zi ng access, to
a network, by a source, where the source is associated with a source
conputer, and wherein SRS e s to the
network via a gat S/\'Nay Tglg\?xllce aﬁlﬁﬂon |%E?§?¥%‘%E§gﬁt§\%§nﬁﬁg€% be

i nst al | ed on sbiree prodile datatoasp a héstorical logof deessoutve’ seetess té theawtporksi ng: . a
gateway devi ce, wherein the gateway device receives a request fromthe
source for access to the network; a source profile database in

communi cation wi tig t he TgRLRURd SIRIAIAE], whifkih BtiteBudssddiabd With ghe gatevay
device, wherein the source profile database stores access Iinformation

i denti fi abl e seyrcaiis based upomt ane € 9 ddAGtaddress,iliser 1P or YA H) assodiatedevith n t he

SIECEREECR R P e R

transmitted.

9. The method of claim 1, wherein receiving at the gateway device a
request from a source for access comprises the step of receiving a destination

address from the source.

10. A system for selectably controlling and customizing access, to a
network, by a source, where the source is associated with a source computer, and
wherein the source computer has transparent access to the network via a gateway
device and no configuration software need be installed on the source computer to
access the network, comprising:

a gateway device, wherein the gateway device receives a request

from the source for access to the network;

a source profile database in communication with the gateway device
and located external to the gateway device, wherein the source profile
database stores access information identifiable by an attribute associated
with the source, and wherein the attribute is identified based upon a data
packet transmitted from the source computer and received by the gateway

device, and I
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PCT/ USSD @21848 an Aut hentication, Authori-zati on and Ac®CTAISIHIPITAAA)
server in comunication with the gateway device and source profile

dat abase, wherei n t heanAAvthertioation,dedthornization anf Aicheursimgr(AAA) serterfn ed t o

access the network based upagn.the access, informati on _stored within the
source profile SPRMBRCHIO W‘?&aﬁ“ﬁ‘ytd% 1°m8§%‘fr9%Pr°(§iet ‘g‘?t%t?aﬁﬁvs the access

rights of the s@uéeR thANLESvATBImindsIhe sombsNceritied 4 stbss aE the
source to access destination sites via the network. 11. The system of

clai m 10, wher ei retwhek basedupornr the a¢aesuinfyrmation gioresnithindbe saecs profilede at

| east one of VLAN.I.D —a circui.t .l nd._a addrgss. 12.. The st em of
i aim 10, wher o SPERee-GB BN e aR ey Mot 3 Reed S ief QRIS
authentication dsckce), Wheefl acteds\ights dJRBA&Slightd 3f thelsouey 36 &tesy Cl ai m 10,
wherein the source profile database conprises a |ightweight directory

access protocol {estipgtjongilespiadhe networkihe system of claim 10, wherein the
source profile database includes a plurality of source profiles, wherein
each respective source profile of the plurality of source profiles
contai ns access 1hf or Thé syetem dfclaifh £0, swisreimtiod packet receivied byhthe gatewasch

respective souyrce profile confain I storic daja relating to the
duration of S?Yé‘f%?l?&d%@cl@%%o\"%?gﬁgéﬁ ﬂ): ad'é‘i"éﬁibn?‘?f{f Mﬁ&é dtedfes due for the
network access. 16. The system of claim 10, wherein the source profile

dat abase is |ocated within the AAA server. 17. A nethod for redirecting a
source attenptini2.t o Zhecsstennofiesim hG tvwhernein the sougde profilktdavagsedevi ce,

wherein source i.s associated with a.source co I nd wherein the
Gat cwny  dovFURPTARABREBO RuCRiFAton sk Sh it APOHEARATINS networ k wi t hout
requiring the source conputer to include network software configured for

the network, conprising: -24- 10111001 r1a1arrerr1121arirrrrr C L MW
01/ 31843 PCTI USOt$.291The system of claim 10, wherein the source profile database

comprises a lightweight directory access protocol (LDAP) database.

14.  The system of claim 10, wherein the source profile database
includes a plurality of source profiles, wherein each respective source profile of the

plurality of source profiles contains access information.

15.  The system of claim 14, wherein each respective source profile
contains historical data relating to the duration of network access for use in

determining the charges due for the network access.

16. The system of claim 10, wherein the source profile database is

located within the AAA server.

17. A method for redirecting a source attempting to access a destination
through a gateway device, wherein source is associated with a source computer,
and wherein the gateway device enables the source to communicate with a network
without requiring the source computer to include network software configured for

the network, comprising:

2



receiving at the gateway device a request fromthe source to access the
net\/\ork;“jodﬁ;}tli“fsyi ng the source based upon an attribute agsQgdoskedtsawi th the
source; accessing a source profile database | ocated external to the gateway
device, the source prof; bée?vxﬂ@ﬁ?tﬁ@?@teﬁh?ﬂéﬁ& AFRA8S fokPthe So@ke thgce@ur Ce;
determning the access rights of the source based upon the identification
of the sourcahe méteosi;n t he access rights define the rights of the source
to access destination sit Via the network. o . im 17,
wherei n accessing a sodﬁ?@%}%?*ﬁ é’“m&g’f‘%%“a@ né%ﬁp“ﬁ?@ggg%g%ge@%h% sour ce
profile datahggReconprising a rempte authentication dial-in user service
(RADI US). 19.” The nethod of claim 17, wherein accessing a sqQurce profile
dat abase conprises accwgqesn@g@sgwm@fﬁ? database dpcated cxiernal ﬁWesﬁa

l'i ght wei ght | rect or . The met hod of

claim17, furtH&r ﬁ%‘f’rggﬁlﬁ’?%ﬁt%agg%né %%ggést % gent Ter to the

| ocati on from which recumfrﬁxuﬁgtheaacmsaghts of the snetca/cbafhedalpenth& ansnmtted,

and wherein the | ocation_ identifier the attry |%Ilé§ sSSP with the
IS OEEe,

source. 21. Iﬁ@tﬁf@@%@uoﬁ?‘eé‘l"&ﬁn"@f’m‘? ageqss Kigl ed ‘? t he source
DOl 2,0t ANGRRo WD ARMRARNHE AaaRSRARoale Delvork, 22, The rethod of

claim17, furt mai ntai ning in an accounting database a
hi stori cal | og of the source's access to the network, wherein : the

accounti ng database is ith the source profid e database.
23. The method of & aij ni‘ MP&& g‘g VYIW‘H a‘é‘ies?ﬂ%aé%'frg%ﬁ?f&eeV| ce a
request fromgy Al Edhnpirides PINYees @me;ﬁsﬁletda&basmmﬁnst@wemm a
destination ress fromthe source. 11111 2112212 F1E0LE 1IN -25- 11 IN
11l C L MW ahedtieat®nriiifigsey/seyiceARADIUSThe net hod of claim 19, wherein
determining if the source conputer is entitled to access the destination
address ftrtier conprises denying the

19.  The method of claim 17, wherein accessing a source profile

database comprises accessing a source profile database comprising a lightweight

directory access protocol (LDAP) database.

20. The method of claim 17, further comprising assigning a location
identifier to the location from which requests for access to the network are

transmitted, and wherein the location identifier is the attribute associated with the

source.

21.  The method of claim 17, further comprising updating the source

profile database when a new source accesses the network.

22.  The method of claim 17, further comprising maintaining in an
accounting database a historical log of the source’s access to the network, wherein -

the accounting database is in communication with the source profile database.

23.  The method of claim 17, wherein receiving at the gateway device a
request from a source for access comprises the step of receiving a destination

address from the source. I
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source computer access where the source profile indicates that the source
“conput §yo oi/ssgeni ed access. 25. The nethod of claim 17, pdrassebmerdet er m ni ng
if the source is entitled to access the network further conprises
directing the source to a login page when the source profile is not

| ocated within the source profile database, 26. A systemfor enabling
transparent commihi catheomewdelpin 19 whprginedeterminipgdbthgisewrcer ovi der
network, conprising: - ' YRy ' ' i cation
W th the cormoRapd spSBTULES meiclfiath SaRk PP Eothiees BeRHTE,

wher ei n t hesdigéssumipieriatvesy whieithe eoure€ profibsindivates eha ahasdubc! congteesent s a
user attenpting to access the conputer network; and a service provider
network in BoleRisdiageRston with the network gateway device, conprising an
aut henti cation server |ocated external to the network gateway device and
in comunication with the network gateway device and having therein a
source profil e das.aba¥be ortpdi ofictaimsly,iwherepr détedneininghifitherseprcesent users

authorized to, access the co ter. network, erein the authentication
server  compRtHledipaccess e aETYATK SUTheT CABIPESSS ASCTNg fe|SBUIcE 40 HIABKR RA8Se 1 t he

user at t enpljnpieSoRfct $RMIE Menot SO il $he \Riukce G BRiR REbAsd, Ne conput er
network. 27. The system of clalim26, further conprising an accounting
system for naintaining historical data concerning use of the service

provi der network 28., The system.of claim 26, wherei.n the authentication
server conprises?& r eﬁnstyétegh{‘)ﬁgﬂ? llélgtanFPa&?rﬁICanﬁui?éc@PogéFwegﬁ 4(RADI US). -26
LIFETETTTTT $dhbhtet dnbilaldebidd plovideY @bt Badprisiag! USCOD 29174  29. The system
of claim 26, erein the authentication server conprises a |ightweight
directory access prot 866mpyEDAP) dat abase. 30. The system of cl ai m 26,

wherein the source profi a inel S L urali of ur.ce
profiles, wherein eac%nF é@ggg% ti%%§ ?SYJlrc %gn %°?‘§T‘.‘“|%8 t(1) nx@ﬁfgh}'epﬁog}pz.%rtf@ of

sour ce prof corciggthaicompare 658 comptermdtvork, wherein the meyssk Patefvagl ai m 26,

wherein the squrce data conprises an .
device receives source data that represents a user attempting to access the

-

computer network; and

a service provider network in communication with the network
gateway device, comprising

an authentication server located external to the network gateway
device and in communication with the network gateway device and having therein
a source profile database comprising source profiles that represent users authorized
to access the computer network, wherein the authentication server compares the
source data to the source profiles to determine if the user attempting to access the

computer network can access the computer network.

27.  The system of claim 26, further comprising an accounting system

for maintaining historical data concerning use of the service provider network.

28. The system of claim 26, wherein the authentication server

comprises a remote authentication dial-in user service (RADIUS).

20| W O R



attribute associated with the conputer and transmtted fromthe conputer to
the gat ice. 32. The system of claim 26, wherein ddiousoas data
conpri se@%’éﬂﬁy i nformati on associated with a respective user. 51%5

"""""" 1150 1144 js}surﬂ)k cl¥irh bG,I Wherbin the hutRentiction server

comprises a lightweight directory access protocol (LDAP) database.

30. The system of claim 26, wherein the source profile database
includes a plurality of source profiles, wherein each respective source profile of the

plurality of source profiles contains access information.

31.  The system of claim 26, wherein the source data comprises an
attribute associated with the computer and transmitted from the computer to the

gateway device.

32.  The system of claim 26, wherein the source data comprises login

information associated with a respective user.
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