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(57) Abstract: Methods, systems, and computer program products are pro-
vided for multi-layer analysis and detection of vulnerability of machine
learning models to adversarial attacks. An example method includes select-
ing a sample, inputting the sample to a machine learning model, perturb-
ing the sample to generate perturbed samples, inputting each respective per-
turbed sample to the machine learning model, and determining a smallest
perturbation distance for the input layer. For each respective hidden layer
of the machine learning model, a respective hidden layer representation of
the sample is perturbed to generate perturbed hidden layer representations.
Each respective perturbed hidden layer representation is inputted to the ma-
chine learning model, and a respective smallest perturbation distance for
each respective hidden layer is determined. At least one vulnerability metric
is determined based on the smallest perturbation distance for the input layer
and the hidden layer(s). The machine learning model is retrained based on
the vulnerability metric(s).
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