SYSTEM AND METHOD FOR UPDATI NG MESSAGE TRUST STATUS BACKGROUND OF THE

I NVENTION Field of the Invention The present invention relates generally to
an el ectroni ¢ nessaging systemthat is capable of processing encoded
messages and information. In particular, the disclosure is directed to a
systemin which an el ectronic message server perforns at |east a portion of
the verification functions typically performed by a nobile wrel ess

conmuni cati on A ing secure el ectroni c messaging capability,
wherein the eﬁégf%ﬁ%ﬂﬂ&@y@gév%rl,ﬂ’m-Fda!& M’ehsit\g'lqoll&lﬂ&ﬂ" 6J A0S

i ndi cation of whether a nessage has been verified by the server, provides
information to the nobile wrel ess communi cati ons device so that the device

can perform additional trBCKGROUNY a1t iNvgN abscks, or the |ike.

I Field of the [nvention

The present invention relates generally to an electronic messaging system that is capable
of processing encoded messages and information. In particular, the discloéurc is directed to a
system in which an electronic message server performs at least a portion of the verification
functions typically performed by a mobile wireless communications device having secure
electronic messaging“ capability, wherein the electronic message server, in addition to providing
an indication of wﬁciher a message has been verified by the server, provides information to the
mobile wircless communications device so that the device can perform additional trust, validity

and strength checks, or the like.

2. Related At

Exchanging cryptographically encoded secure electronic messages and dalta, such as, for
example, e-mail messages, is well known. In many known electronic message exchange
schemes, signatures, encryption or both are commonly used to ensure the integrity and
confidentiality of information being exchanged between a sender and a rectpient of the electronic
messages. ln an ¢-mail system, for example, the seoder of an e-mail message may cither sign the
message, encrypl the message or both sign and encrypt the message. These actions may be

performed using well-known standards, such as, for example, Secure Multipurpose Internet Majl



2. Rel ated Art Exchangi ng crypt ographically encoded secure el ectronic
nmessages and data, such as, for exanple, e-mail nessages, is well known, hi
many known el ectroni ¢ nessage exchange schenes, signatures, encryption or
both are commonly used to ensure the integrity and confidentiality of

i nformati on bei ng exchanged between a sender and a recipient of the

el ectronic nessages. In an e-mail system for exanple, the sender of an
e-mai | nessage may either sign the nmessage, encrypt t he nessage or both

si gn arfekiensemy 63/ MIME hPsesgeoThBseacct i(BOE ' TRy oePGEr frot mederuss nder secure
wel | - known st andards, such as, for exanple, Secure Miltipurpose Internet
Mai | Exmehsmomsm(S/NINE), Pretty Good Privacy (PGP1 1), OpenPGP, and

nuner ous ot her secure e-nmil standards. In general, secure e-nai

messages ar enfyehahl Yeluye é@fcﬂemefﬁfvme?i@fmlitﬁmi)S(dwa\/ﬁ“&%nah@ﬁ:r eavpvihe,si ze of
an e-mail nessage by a factor of ten or nore in sone srtuatrons This size

augment; F?&Lz%@ thsﬁ&e('ﬁtﬁ] e lMAT tﬁét;lqtr%eeﬁ%a ?&P&%r% %I Elngthﬁ\él()ﬁl%s\‘ t[t!ﬁ ns 1?% &zc{al m t

on the size of rressage e processe

nmobi | e mnre ons devr a devi ce ma 0 exp ri ence
et calehERan PR O EET BT e e ‘b‘-’f‘yt"ﬁéﬁ e A Mg e
been transferred to the device because of the above-nentioned size

|i mi t atihaan be processpdsugh amipeciamplemogebife vitslerasqamunsarionsrie videz Such ai t

of the device, then the entire nmessage will never reach the device. if this
| ar ge ﬁ9§§ageym§0am9pgﬂedddﬁcehmbdeﬂﬂmﬁssagegeMhewuabthhendamafﬂeqmmm@d to
verify the signature may not be sent to the device, and thus, the device
may nohabbeeahtmsfeored es ifeydcvhe tekgnatodtie: above-menBoaBPLias insativhi.ons wher ei n
an el ectroni c nessage server perfornms sonme or all of the verification

functions typiealdyepesheiomd EQYMF!&QE}Q@‘ M’fecs?zeqflﬁlt de @tﬁ:r dRRd {1, $0s BRI Ng,
commonl y assi gned U S. Patent i cation erla . 10/914 634 ent|tIed

ponl | cBIS e AP TEl ey ‘ﬁ?%‘rf*%ﬁkt‘e Gy Ead f‘s’%‘ﬁ? 0 Pace GiEEige hgn

thhod Processin Encoded Messages."” |In these applications, various
syst en® gir’ﬁ]d%teﬂddgd ?%YG‘HV v dﬂﬂ@tug‘e‘rﬂ% POt Wethe P viSe 29 LS. Eredisvicsni ¢

nmessages are described. Typically, these solutions provide an indication to
a devi uvtipabe ablade sergly e signgivral si gnat ure appended to the nessage has
been verified by the server. Additionally, these solutions nmay provide
partial proassiphgy eflusodsawacal ®ctlegninic ness@geetver @s&irsts shhie cdeyictend n
conpleting its own verification process. As a further enhancement to these
sol uti easficatibn ifendeidv §RORY JehRimed by the device are described in co-pending, commonly

assigned U.S. Patent Application Serial No. 10/914,634 entitled “Server Verification of Secure

Electronic Messages™ and U.S. Patent Application Serial No. (Atty. Dkt. No.: 0446-PUS),

entitled “System and Method for Processing Encoded Messages.” In these applications, various

systems and methods for providing server-based verification of clectronic messages are

described. Typically, these solutions provide an indication to a device that a message or digital

stgnature appended to the message has been verified by the server. Additionally, these solutions

may provide partial processing of a large electronic message to assist the device in completing its

own veafication process. As a further enhancement (o these solutions, it is envisioned that
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additional information nmay be provided to the device so that the device can
performadditional trust, validity and strength checks, or the like, on the
nmessage, if the user desires. BRI EF SUMWARY OF THE | NVENTI ON In
view of the foregoing, we have now identified an efficient and easy to

i npl enent system and nethod for verifying secure el ectronic nessages,

wherei n the processing overhead associated with decodi ng and/or verifying
secure n;]edzsag(?s is distributed (either fully or partially) froma device
havi ng &FoR qfpmpatagapy bs proveledds dinstaricegortbi the doieetwspertommdditzat] ons
device, to a device having the ability to process nuch | arger size
message$ystsypdiiigand sopngi ahpike, ordhs Bkveon (e tiobagt Né twi uset éssresommuni cat i ons
system According to an exenplary enbodi nent of the present

di scl osure, a server w t BRIEThSUMNMAIREE DICOMEIINYVENDIRINSYSt em has the
ability to verify a signature appended to a secure electronic nessage. The
server may per¥iekmik @I%w VAU QERLWGAEN W CiAT . or
may do so optionally, such as, forggggﬂngltllé{?f{c{dﬁarncﬁggxﬁgf%s?Hgﬁlz[lﬁglgg%tf t he
NMeSSagesy@d AR x:zléﬂlg& f(gll()\/('!pﬁyl\{l sk fil € G120 A %?ﬁglglgnxlvliﬁer?] 8?{&\3\; Igf?ciec%iﬁﬁ?'!fjf%&fcﬁziadf or

exanpl e,;” a nobile wrel ess” comuni cat1 ons déev

signature, .the ser /el AVl I(gsendyan indication to the device that the

si gnat ure KA BADeGRI e ARYOF Koy tig eowe nrsagss iy deiirdErbeduBprement al
informatio %uch as,. for exanple, a hash of the certificate used to verify
the si gﬁ&faﬂ%, o2 dREc BIYiRe a sig lipatsuenes, denvexeapiay ophilowatleys per f or m
further validity, trust and strength checks, or the like. Providing this
suppl erfeftainisdms ideyice.rib erdeaidedn ving thhabitgviogroprsowindhsarpbesius ekssabdsh a
robust verification solution. The foregoi ng exenpl ary enbodi ment s
provi desueh sglfot ¢:amil@ atseevepralilie fcodiraeds doymighisAGHs §fki&hect roni ¢ messages
by a size-limted device by distributing the processing overhead to a

server of tNhecoh@aliOM ExdBSIaAN R EMEEESPhd PREERY:&NRRN 19cLRE Wihdr 4,09 of

systemresources to

witeless communications system has the ability to verify a signature appended to a secure
clectronic message. The server may perform this check automatically for every secure message,
ot may do so optionally, such as, for example, in cases where the size of the message is too large
to be verified on a size-limited device, such as, for example, 2 mobile wireless communications
device. After verifying the signature, the server will send an indication to the device that the
signature has been verified. In addition, the server may send supplemental information, such as,
for example, a hash of the certificate used to verify the signature, to the device, so that the device
may optionally perform further validity, trust and strength checks, or the like. Providing this
supplemental security information to the device provides the user with a robust verification
solution,

The foregoing exemplary embodiments provide a solution to the problem of verifying
secured electronic messages by a size-limited device by distributing the processing overhead to a
server of the electronic messaging system, thereby enabling the sharing of system resources to
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assist the size-limted device in verifying secure electronic nmessages. In
addition, the exenplary enbodi nents descri bed herein enable the device to
perform additi onal checks of the signature information to provide a
stronger indication of validity of the signature The advant ages
attendant with the various enbodi nents of the invention described above are
provi ded by the nethod and system of updating trust nessages on the device
di scl osed and described herein with reference to the draw ngs. BRI EF

DESCRI PT#s0N UgFsi T-EmDRAM NGSin verifying Thase clrndont hesss:bj.ehi sddamsh, ABaRhRIes
of exenpl ary enbodi nents of the present invention will be better understood
and apprembbaiheshts descoitjduedih omabl tHe dehieliobkavinaddad il kreideseld P4l Qf.Of
exenpl ary enbodi ments taken together with the acconpanyi ng drawi ngs, In

whi ch: informatfnGo plovide @-lﬂr&‘}g@!‘ RldlcaB¥s bEPNMi S SROGPRAG Vi ew of an

exenplary wireless e-mail comruni cation system i ncorporating a nobile

w reless co L L.ONS., I, CE. W ) escriptive error nmessaging in
accor dance m E dgﬁ&nga%g nﬁ'lq%\r@ﬁ&e‘m\gféh{kn%i %?)ug?mt% H%‘“Eﬁ"}és .{m RAZ304 @%ﬁm Bed ahove
FIG 2 is . a blo i agr of ,a further exenplary conmuni cation system

i ncl udi A§ P@Y‘F?%F%ﬂﬁéﬁ%@% and Hio P ?[Hﬂ&"%nfglﬁ‘l @X%,Sé%ﬁwi‘i thadryae disglosed and

described herein with reference to the drawings.

BRIEF DESCRIPTION OF THE DRAWINGS

These and other objects and advantages of exemplary embodiments of the present invention
will be better understood and appreciated in conjunction with the following detailed description of
exemplary embodiments taken together with the accompanying drawings, in which:

FIG. 1 is an overall system wide schematic view of an exemplary wireless e-mail
communication system incorporating a mobile wireless commuaications device with the
descriptive etror messaging in accordance with an exemplary embodiment of the present invention:

FIG. 2 is a block diagram of a further exemplary communication system inctuding multiple
networks and multiple mobile communication devices;

FIG. 3 is an illustrative schematic block diagram of an exemplary mobile wireless
communications device;

FiG. 4 is a block diagram depicting components used in handling encoded messages; and

FIG. 5 ts an illustrative flow diagram of an exemplary operational scenario for processing
encoded messages according to an exemplary embodiment of the invention.

DETAILED DESCRIPTION OF EXEMPLARY EMBODIMENTS

FIG. 1 is an overview of an example communication systern in which a wireless

communication device may be used. One skilled in the art will appreciate that there may be

4



FIG 3 is anillustrative schematic block diagramof an exenplary nobile

W rel ess communi cati ons devi ce; FIG 4 is a block diagram depicting
conponents used in handling encoded nessages; and FIG 5 is an illustrative
fl ow di agram of an exenplary operational scenario for processing encoded
nmessages according to an exenpl ary enmbodi ment of the invention.

DETAI LED DESCRI PTI ON OF EXEMPLARY EMBODI MENTS FIG | is an overview of an
exanpl e communi cation systemin which a wirel ess conmuni cation device may
be usedhundidsgitidiffasentitppalpgienbut tielsystamphesnan E1G habelphdepomayatbeiic operation
hundreds of different topologies, but the systemshown in FIG 1 helps
denDnsUﬂdbecmh@cop&ﬁﬂ@c@nxmmnmhggem&ndﬂdnahsﬁagﬁcmmﬂnﬁss¢ﬁgm@y%bgm&uﬁmd
nmet hods described in the present application. There may al so be many

nessageTisea ek said a0 REaBESsenda8 afl TR fieSY S TRILSRAME b E!’igﬁvn in B9GT [
illustrative purposes only, and shows perhaps the nost prevalent Internet c

nai | e%f NRAFEDN e [‘M]ﬁés%s %ﬁﬁ(uﬁ:'u} %o'v@ éﬁmaé)g%%ex{]@!t é)\l e 6T hlte;nc e- IYEEHE%HVH’ORIHCH}NS

an e-nmai |l sender 10, the I'nt er net nessage server

mnrele reI ss i,nfrastructure 90, a mnreless network 105 and
S”Zh%g%r%ﬁ??[ 85 Hog B Pede 00,

FIG. | shows an e-mail sender 10, the Internet 20, a message server system 40, a wireless
gateway 85, wireless infrastructure 90, a wireless network 105 and a mobile communication
device 100.

An e-mail sender system 10 may, for example, be connected to an [SP (I.nlcmet. Service
Provider) on which a user of the systema 10 has an account, located within a company, possibly
connected to a local area network (LAN), and connected to the Intemet 20, or connected o the
Internet 20 through a large ASP (application service provider) such as America Online (AOL).
Those skilled in the art will appreciate that the systems shown in FIG. | may instead be
connected to a wide area network (WAN) other than the Internet, although e-mail transfers are
commonly accomplished through Internet-connected arrangements as shown in RIG, |

The message server 40 may be implemented, for example, on a network computer within
the frrewall of a corporation, a computer within an ISP or ASP s ystem or the like, and acts as the
main interface for e-mail cxchange over the Intemet 20. Although other messaging systems
might not require a message server system 40, a mobile device 100 configured for receiving and
possibly sending e-mail will normally be associated with an account on a message server.
Perhaps the two most common message servers are Microsoft Bxchan gcm and Lotus Domino™
These products are often used in conjunction with Internet mail routers that route and deliver
mail. These intermediate compouents are not shown in FIG. 1, as they do not directly play & role
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An e-mai|l sender system 10 may, for exanple, be connected to an ISP
(I'nternet Service Provider) on which a user of the system 10 has an
account, |l ocated within a conpany, possibly connected to a |ocal area
network (LAN), and connected to the Internet 20, or connected to the
Internet 20 through a |large ASP (application service provider) such as
Anerica Online (AQL). Those skilled in the art will appreciate that the
systens shown in FIG 1 may instead be connected to a wi de area network

(VAN)  abhiRd scki@indsb@el HQLNRE dedlbb@UaBwe NBshod §20SE efich & s%r\?t{?%g?ﬁi&lly
acconpl i shed through I'nternet-connected arrangenents as shown in G I.

The nme r 40 . 1 - d - a..network.
comput o o T TP Bua b e b they AlsoTHATEL Bya e AP f Moo o
ASP systemor, the |ike,. and acts as the main . interface for e-mail|l exchange
over 1 R b By T R dBR SR B Bl e Jarie i mEonges ks r o a
nmessage server system 40, a nobile device 100 configured for receiving and
possi bIWAEYKHHYMELREPE wi || normal |y be associated with an account on a
nessage server. Perhaps the two nost commobn nessage servers are M crosoft
Exchangeni &g wistless geniay@Smnd Thisserupuod e b vadees bk batwssedhd ntgoej Anatii on
with Internet mail routers that route and deliver maiL These internediate
conponeritdesametwiok 18hoWhe wirekelsGinfilastraquicitEydddaniiods @k hasst likeplRywakel e

in the secure nessage processing described bel ow. Message servers such as

server [4dhtihy Rigedn dbeLxlBRE LD MEAREr Adihiby RrafPbdwENEbREANG: FRGEHY NhmelHeY
al so i nclude dynam c dat abase storage ‘engi nes that have predefined database

founat g fi@h 4O Red éo‘ﬁﬁ%&‘gdbﬁggéfiﬁa b8 Uggwilrélgﬁgrag%%%sl%%#ni, gygptslcrad 4t iralera@gdpr ovi de

docunent at | on. W rel ess gateway

a link _between,t. | nternet 20 and w.rel ess net k 105. The.w rel ess

"t r asTRIRTTTCRED b aiARaiE e Sirefkary ol Qokk P Sro BRI Gg 08 ghoen
user and tracks the user as they roam between countries or networks. A
messag@2aftisulag aptwaek it 0@ g beo il yastyi wigelerswietssork. BT whichningssgessmay be
transm ssion, typically at a radio frequency (M, froma base station in
t he wi cstleggedeitheriolliGamentheatiobddveedevi ce 100. The particul ar network
105 may be virtually any wirel ess network over wh ch nessages may be
exchanged wiAsshawhORIIE. ConTwiceed b AMitaYdseRs 15 is sent WS R OWAilisBadek Go, 1, @
conposed e-nmai|l nessage 15 is sent by the e-mail sender 10, |ocated

SOMEWN @5 @@ ohR&/ L &T ME TRt I(F”e{ik/a : Sy e 1%%51%51385@11?"1{1@%{3%“] %EEE%Z

clear and uses traditional Sinp nsfer ot'oco

header s, 1] pu 1 nternet  Mail nsi,on (M VE [ parts to
o s ne (ERp Y SHnpROEARS Gl oLk BER R eyt e B RPNl ome
to tho?\ffﬁi | 1ed i 9{4%5 art. The nessage 1.5 arrives at the nessage server
40 and™M# Wﬂ%ﬁ’w\q y BAdY Pt elkbiag dedpand. of ks inald agisasre sEgr frgheigsesens
support a so-called "pull"™ nessage access schene, wherein the nobile device
100 nudte deyeleknowms thososkeldednagbages The nfessagaridedribss dthee messagecrserdfer to
the nobil e device 100. Sonme systens provide for automatic routing of such

nmessagesd ishicciakly stoadinassedagisiiog. Mepeabihen®@sifhg s adehessraasosiatied
with the nobile device 100. In a preferred enbodi nent described in further

det ai | «hal OVessIRS£RFESAAHE 8S8LintRe RiolBS 380 : $OT ¥Rkt RGGOY @Eat@ﬁﬁ&?ﬁ@gﬁ&s

with a host system such as a

be forwarded by the message server to the mobile device [00. Some systems provide for
automatic routing of such messages which are addressed using a specific e-mail address
associated with the mobtle device 100. In a preferred embodiment described in further detail

below, messages addressed to a message server account associated with a host system such as a
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honme conputer or office conputer which belongs to the user of a nobile
device 100 are redirected fromthe nessage server 40 to the nobile device
100 as they are received. Regar dl ess of the specific mechani sm
controlling the forwardi ng of nessages to the nobil e device 100, the
nmessage 15, or possibly a translated or reformatted version thereof, is
sent to the wireless gateway 85. The wireless infrastructure 90 includes a
series of connections_to wireless network 105. These connections could be
| nt egr at W SUPRHF S OFigs GomPUEt WFk DelpseNg, thepsgrel raneliilcgtevice K6rrect i ons
using the TCP/IP protocol used throughout the Internet. As used herein, the
t er m " viefigrcsekirpiatthpmresaps sqrnereitiedhe mobiie Hadec 460 hedsy acnecafved hr ee
different types of networks, those being (1) data-centric wreless

net wor ks, ( 2jcgroiiesof ént spiecifivi mehesismnennoling Ao thid)didyal mepdgeNetmor ks

t hat can support both voice and data communi cati ons over the sanme physical

base stiabbingeviceam] methadsale- ITDIepReinPs kand Reh BH G fo RN R lgrted to,
(I') Code Division Miltipl Z@Accessp(( CBYI\%) n[étvvor ks, ?2) t§t he @%%Jg}eg%égi al

Mobi | e @kt bhge \ f i.Le: ' i . GSM.. and t he Cener al
Packet Radi o Sgrg??eg%%@nﬁ%wgggsegﬁg § gg“!“% ﬁdulggﬁg %ﬁ ¥ %—“ﬁ@ﬁ’gP A3
net wor n ta-rates for G obal Evolution (EDGE) and Universal
Vobi I e altel Gy TENRRE P B s cPhfE i Shiry D i edere B! Bptvork

dat a- Cm%ilﬁet wgr i r_lciJ ude the Mobitexl m Radi o Network and the DataTACTm
Radi o a v &5 1drcopperdiony dtias thee HePALR paripeo! nsedrRisghiont tha derernet.
Personal Conmmuni cation Systens (PCS) networks |ike GSM and TDVA systens.
FI G 2 Assusgd Bpisek U tagn Amitstesandtmoriieis imxadnl te indnshuat st bonoSyhsdeatifierent
including multiple networks and nultiple nobil-e comuni cation devices. The
syst emtyfesBf Getwdrks tsubstiapl(il pddwy-caitit bareldse nkheorka (P) 8yisd-8MuibWireldag! udes
a host system 300, a redirection program 45, a nobile device cradle 65, a

Wi r el esstwirks sl (3pULMAhEIRIWREK (L MR _sﬁ&%rﬁﬁmﬁ%i&%ﬁ%%%téoﬂﬁ nitldoGl 588

network 110 and nmultiple nobile comuni cation devices escribed

bove i | MGk ith FIG 1 FLG. 2 t i ew of

Caml o hor o BEELO e Ml Comted Ut Sall RO SRR B R LA E Y feedin ana
t hod ibed her ei b Lied t ks havi di ff erent

Copor ogt S<oe4 Rl FlfieTe b o CORR) Guriks. T ‘B bapSteani i opibar vt |

e- mai | (gedi rection system nentioned briefly above. The central host
syst em 3pr! wiypieny fop Mobiip (-asempnisdiqss KGSM ofidi the Genert Ravkel RNdiolfiervicray

i nstead be a home office conputer or some other private system where mail
messagéaPBP ngwiony, extiiafiged: thiltdeheratibe (HOhetsysitsdiicI0hansed heaTRSS age
server 400, running on sone conputer within the firewall of the host

syst emGlélraEvaliisn DU aRBIUi Vel A MASR TQEcuiiedloRYRLRM @G1§NNGE.
e-mail with the Internet 20. In the systemof FIG 2, the redirection

pr ogr aBld@t'SeJ@arihﬁh&seéf dedLERst Lo of Kﬂﬂ%ﬁ lil%ﬁ{[ﬂ)igeg(m%ag% N WL ug(? g‘ﬁ: ZSai S

nobi | e conmuni cati on device 100. oug e redirection pro

shown lale sane, nachi ne as the nessage server 400 for ease of
presen aﬁﬁg\ﬁ? t %ggr}%tr\f%gw%lg%ﬂw(‘égﬁﬁ r‘f’?(?‘tr H’chcfcte“ﬂifs‘?a"? BelPpskpincie Prsetige
server,, The redirection program 45 and the nessage server 400 are designed
to co- ORBIHHNLcaLiy Siyﬁ‘f:é‘tsé&vsg setaiorksoice: GeMp st TRYMéf syistefrsr nat i on to nobi | e
devices 100. In this installation, the redirection program 45 takes

confi dent i aFl@nbisrngriedodih gidenet afurdior pomatle comhariaiioaryfton iaclspag nfilgpuser
and redirects it out through the corporate firewall to nobile devices 100.

A nor endlebeislaad ragsgleinpdtiRitodimbiiead@ddd ek ane 0§t Walre1d52 @@%b@ﬁnﬁz@ﬁ”d in
the comonly assigned United States Patent 6,219,694 ("the '694 Patent"),

enti t| aghilaSywsthemands Methad, f; ot u R4S JRgs tiQni kL Ost Y Stgm.To A
Mobi | e Data Cormuni c;)tw?%r]f Devi éggéﬁﬁ\r}zoﬁgsJ&méﬁggg@dl l%{alelg {ggﬁﬁ\ggﬁ%abdrbeélswﬁmgnd

i ssued t i e of the instant appli ion o ril. 17, 2001 which
is he.r(é%@)cciCE%%‘?%?)YQggggic?snf%&tdh%?%arweg‘éﬁ"to'lé&%fﬁéé‘f‘{[‘orn%og\gr‘”‘é?’é‘rﬂ&ﬂc‘é‘fe@F;ﬁi s push
t echni ‘%‘EO{I%P/ g?}slﬁ%\[&ﬂwg[ eih(e)gﬁc friendl y_encodi ng, conpression and encryption

t echni communication devices 100, As described above in conjunction
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information to a nobile device, thus effectively extending the security
firewall to include each nobile device 1.00 associated with the host system
300. As shown in FIG 2, there may be many alternative paths for
getting information to the nobile device 100. One nethod for |oading
information onto the nobile device 100 is through a port designated 50,
using a device cradle 65. This nethod tends to be useful for bulk
|nfornatjo pdates often perforned at initialization of a nobile device
100 wi t'Hth Llég hod# Js§'s‘ﬂ%?ﬁcgwndr\’ﬁﬁ\“@wt@éﬂﬁé’fﬂp%mwvm tnpelngy s pdtheng 806 cuThded
other main nmethod for data exchange is overthe-air using wreless networks
to del iNessagchgrotgssiogrmsicon andmegimlsniciaritet Gerdn ntagibe appicde aeeone hished
through a wireless VPN router 75 or through a traditional Internet

connectrhary @fcteat Rpoldpteat @ataway 88 andu@rviif %lx@e’ié"{ahdﬂﬁé%ﬁ%ﬂé%aﬁi% 1%911 as
descri bed above. The concept of a wireless VPN router 75 I's newin

W rel esrsd;k@@%tb%ymgngcd[{mlggggefqp%m@ VPN connection could be establ | shed
directly through a specific wireless network 110 to a nobile device 1.00.

The possi bi I+ I N Jjouter 75 h re been
avai | abl e and %Cgﬂ{ éH Edspﬁgemgr\?’e ﬁﬁ%"%‘é\x B %(Frﬁgﬁ““ﬁffa@f%eb%mf \Eg?“t bé? di%n 6
(1'PV6) ;arrives, -based wirel ess networks. This new protocol wll
provi dé" erough ?5“38 1ESOBYP UG g some gthiet BR VP sysgmeadece gaghipspagpsisre being
devi ce 100 and thus make it possible to push information to a nobile device
100 at “ARSANEEHe Wikin thefrqsparstcan deRisdle mebsagsisaget #iG rvimeg o8 soNPRomputeer 75
is that it could be an off-the-shelf VPN conponent, thus it would not

requi r avithis dpafingwelwif tis] less sgatrewhyt 85 ante maiel s tack 061 a8 hosiGk e 80 to be
used. A VPN connection would preferably be a Transm ssion Control Protocol

( TCP) / kRclomgblaenaiDatinghamBnet 20: ofn (1&RRYh Br #annectd &B::E&mﬂﬁ#\l&g&h ihe
messages directly to the mobile device 100. If a wireless 5 1s not

avai | abhgbitdeRidcddands s f[@m%ﬂ@ml Ak CLAEL 4 §mE)Qch é&ﬁ%uﬁ%?ﬁ&} %é:\f?penf (ﬁ‘ﬂat i c

mechani sm avai | abl e and has been escrl be

redi r egis d e- rressa 5 leaving the

e- mai ngsltenggﬁm%or% g?rn?clt%}sp IO’E’rthﬁgs g@ ZO 5"@?‘{}&9“ e 6En gt "Fémt"é‘&ai}‘?e'i‘i‘?séag‘by t he
redirection ram 45 to the npbile deV| ce 100. As this redirection takes
pl ace t%e%@ig’g aserofiprejegtating diigisdd no sequirsaeahthabit musgosideria the pussigdel y
proprietary conpression and encryption algorithmcan then be applied to the
ori gi nafvReskigedisctianrpopian haynd thessages: eiang0f eadicoipntieo ambpdratcdan ce
100 are no |l ess secure than if they were read on a desktop workstation such

as 35 wtehcniotdiew the @ustiihg oAldfonkamage snebichriged diet MaaR ihhendieali fect i on
program 45 and the nobil e device 100 preferably use this nessage

r epackaglingubesptanas (ARRIBRAIGRAT aff n&hbénfﬂié‘hﬁdl c%g (Jerclitgrmfonﬁdﬁ&a l,ntai n

the addressing information of the original nessage e€xcept the seni er* s and

the re | | reach the appropriate
dest i ngﬁc‘é{?{ usty %ﬁ@g@gcgﬁ b lﬁltoll{g%} Oﬁ?{yrfirqsﬁwgﬁ?? Ib%?cflﬁ%s ERS)D ‘fé“‘ﬁ%er s
desktoH gd(gg .. | iﬁg the user's mai | address fromthe nobile device WD
al | ows %lﬁ IR g?dﬁ‘é‘“’ccﬂoﬁﬁﬁfé‘éf?““é%s PAB LG ReUHdr fesaugaonlyiagsignedd from
the user's desktop system 35 rather than the nobile device 100. Wth
r ef er ehOdeH aéaey *oatft:rﬂé POLe9B(then§9¢ Paigh€) 65 titlod HBgtdiahy Mahodioriabhing

devi ce 100, this connection path offers many advantages for enabling

one-ti hﬂodaalwlldkohangmﬂﬂyktaﬁgéa AtldpBilc Bafa CHOsRmBNKiibh BRvice HAeh 2K ts1@fed
personal digital assistants (PDAs) and synchronization, the nost compn

data ekrkangedauess t Hdsishicako ik RepaaN k| M data
55. Wien exchanged Sf or tlﬁe cfl?St ti r%e thItS] (f;iﬁd%ﬁ@%%%ggﬁﬂgpgeﬁc%;

quant i {hictDYhkXol ndd X to oaded ont o
the b1 v oM OB RIS, CEB BRI TR, i Bl SR
may al ed.for, ot her,. purposes, inc|uding. settl ng up a private

securi ¢ £$llgffi frighdly %{E(’&WISS?(R/I‘WQS%?H PP gt echpiqupdp elelissr alk he
Certlflcate (Cer ) of the user and their Certificate Revocation lists

(CRL, $) 60. The private key is preferably exchanged so that the desktop 35
and nobil e device 100 share one personality and one nethod for accessing
all mail. 8



The Cert and CRLs are normal |y exchanged over such a |ink because they
represent a | arge anmount of the data that is required by the device for

SM ME, PGP and ot her public key security methods. As depicted in
FIG 3, nobile communications device 100 includes a suitable RE antenna 102
for wirel ess communication to/fromwrel ess network 20. Conventional RF,
denodul ati on/ nodul ati on and decodi ng/coding circuits 104 are provided As
those in the art will appreciate, such circuits may involve possibly many
di gi t al 'NPigAIOn R 8 seebilidevicpapyy effertivebpreuesohe sequrily Greyal bmaiholgdanath
digital circuits and the |ike. However, since such circuitry is well known
in the ®mobile devigs 1@bassburtct evithdds boitbgsteimet®i n. The nobil e

comuni cations device 100 will alsotypically include a main control CPU 106

that oper at essuhelei id REG QQMitdi® na@he an filyaN @ehaRLO PABETI MR QG AT BRI Y 11108,
and which has access to data nmenory 110. CPU 106 al so conmuni cates wth a

ti _ . i ay : . Li: qui St al
e R i e R A A R Ca R R (L T
menory Mdéﬁ%ﬁg%f, %(}?‘%Ltﬁgég{%ﬁ% ,%Hd@géga’i“%s r1?echlilcl)c{dtlggﬁi{ t%lrbcguggﬁ( E‘%"L@{ﬁﬁe ner ypt ed

nmessages, Ssuc or privat e Keys, s, and the

i ke. Sui.tabl.e conputer programexecutable code |s staored in_portions of
the pr ol RAERSPINSH Y GrEPEEiRET flind vat o BgP e ogs 400 Bithrbe ot Fmgeiand

usi ng new or added private keys and/or digital certificates or the |like as
descri b& Hel W3 Sexiiipithe Sypean 206 Thelotber inain madogd bertdatr exdhanyd iselvess
RE antenna 102). As depicted in FIG 1, a secure wred

synchr che2atison, wornsatdwnrkato (Elorer exanplrematibet weehowe i BIG 12 0hipandysucof the
user's base unit 24 and the wireless device 100) is typically provided for

nor mal ddad@piyedhnonkiatiifleRUMOsREe( TP BXRATR L radiio Y NN A8 e ?(ﬁlaé)ﬁ%es
in the two devices wth respect to such things as cal endars, to-do [1sts,

k fi ele : a s infERldicfe T | n | | q
task fiskielcadaiensy BOOKSa wilefeost iniflricdf ﬁfgga%sgrﬁ%%%&% YRR o ng

processes has 1 ncluded a program |l ogic suc nc for

synchr qpi i tween. crypt ographi ¢ nessage certificate If a secure
ozer t ﬁgiréilgérs ?@2?”% 5/2% Sr“o%‘? atﬁ? 8&16165?1 Hla@f(irg ﬁmg'énl?lécséﬁ’ﬁiai QBN&("‘P?C‘W&)FOHH%O
be used b c to maintain synchronization of cryptographi c nessage
certif ﬂ’&eﬁg@gﬁg‘ﬁﬁy trectinghrgpgly éﬁ@rfgﬁ wHslers pawork hidy e 4 iég’aﬂfg@%ﬁﬁmi%t Timng
l'ink (for exanple, depicted in dotted lines at 30 in FIG 1) typically
found HesviBity phesiniee mdesiess 8PN i e SunistonRdreacid! yebesy s aitatie ssh ol 66 viesd
14. Accordingly, there is an existing comruni cation path that may be

utili zedhdnohe pas diteghes Prabead i atdraon daray 6y RAvdsatdIPesassd Rasded Metwads Vi @

channel 30, the server 14, Internet 12, wireless gateway 16 and w rel ess

| nf r astimichay frokScol vl iphéyibd nSEATITAME AL 19 BeEOROGE TP Q8di2&: o every mobile
device 100 and thus make it possible to push information to a mobile device 100 at any time. A
principal advantage of using this wireless VPN router 75 is that it could be an off-the-shelf VPN
component, thus it would not require a separate wireless gateway 85 and wireless infrastructure
90 to be used. A VPN connection would preferably be a Transmission Control Protocol
(TCPYIP or User Datagram Protacol (UDPYIP connection to deliver the messages directly to the

mobile device 100. If a wireless VPN 75 is not available then a link 95 to the Internet 20 is the

most comumon connection mechanism available and has been described above.
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E-mai | nessages generated using the SSMME and PGP techni ques may incl ude
encrypted information, a digital signature on the nessage contents, or

both. In signed S/M ME operations the sender takes a digest of a nessage
and signs the digest using the sender's private key. A digest is
essentially a checksum CRC or other preferably non-reversible operation
such as a hash of the nessage, which is then signed. The signed digest is
appended to {he outgoi.n ssage, possibly along with the certificate of

t he sender aﬁﬁﬁﬁﬂg@ﬁ‘d‘ﬁﬁjgﬁﬂ%‘:?%‘qwsﬁ%ﬂ of K} } iacatipeset e-CRilsnesthes | beiingnthof
this sigped nessage must al so take a digest of the nessage, conpare this

di gest G sererdP gadtesap fenuesdageoserive 400 ssdgercdiretied by end ledir&@IHgSoSam
public key, and verify the signature on the appended digest. If the nmessage
contept4$§§h@e§hﬂcHaﬁgeﬂxld&euﬂigﬁm@smmi@kmﬂﬁaﬁhﬁéﬂ&ﬁﬂgeQGi&h@c§%ﬂﬂﬁh9&?_0”
the digest will not verify properly. If the nessage is not encrypted, this
si gnat undicdeda AMtanp 6eNblyANYANEa T @M SELI A% HRE SR A the essage,
but does ensure that the négsége hgé nét beénl%an%%@ggggﬁiﬁﬁgﬂgd?ggﬁignlthe
actual [PIEOM @8 otiPRFALEOs t ehid &M dd el d 1o Lhe, ressage. . . The
receiver nmay al so ge?ify f fie Cepfviggg’én%ﬁ%ygﬁ?mgf?m{%%9““@?@ké%ﬁ%ﬁﬂ%@ to
the nmesgagq ) ifiecate chain is a certificate along with a nunber of

ot her oo i sSsEES thah ST PE Giag P § o paodluioGionar 265 tvpynibed rrall
authent%@. Wi le verifying the signature on a signed nessage, the receiver
of the ‘NMeIEAYECHFINanged Pelyssndhe reditsption prograredf and thet wobitmilevideo 0O he
signing certificate and verify that each certificate in the chain was

si gned W55fefably wshis crassageireprckaging tevbniai Mnotint ighalavfeleis toufdr eat@opsisfiound
that was signed by a root certificate froma trusted source, such as, for
exanpl enaiatairathg@d@ekdincinkayhaGen\vé thd &@halaﬁ&@@eaéx%é)t%é BerRic(8hhd fcat e

Aut hority (CA), such as, for exanple, Verisign or Entrust, both prom nent
conpanireivdr’ staddreké. ks QfloRYRIDIE 1683 064 ¥RED i Bn 99
certificate is found, a signagtfg can be vé?ﬁ??gémgﬁﬁg@f%%@%ﬁ%“s?héﬁ“both
the senugsaRtELSehMA o bdr ur f ,the root rtificate. _ In
encrypt ed SMIME nes§§8é0%%¥$g¥%gﬁgigﬁm§§%8%$%%9%%@%SoﬁﬁHéyﬁ?ém@éﬁéﬂéﬂed and
used t t he dy, of _essage, typically with a symetric cipher,
such ag,d&{‘&ggr %ggt?a&r'r%f“é)fqﬁﬁ'ﬁ?‘ﬁ?:%hﬁgg"ﬁ@‘%§%‘§é‘fcéirfn¢<sé§'gq‘§ appew asheysbttbd usi ng
the receiver's publijc key, typically with a public key encryption algorithm
|i ke REKSSIE Awinairdklaydhs wepgdieddep dystion ddrathehthan drempkideiluéee (Gthe sane
session key is encrypted using the public key of each receiver. The

encrypt ed me¥shgdeisodybackso wel poras) ahd cradlerosntonde 3RS0 thkRYSile HSvi&ENT0, t O
every receiver. Each receiver nmust then locate its own session key,

possi bltlyis bamedtianpah gear aigdidRagia b@ﬁkchﬂﬁﬁ@%ﬂﬁﬂﬁﬁ&dﬂ%e&&%mrgﬁ?h¥§{ﬁm£9at
may be attached to the nessage, and decrypt the session key §S|ng s

pri vat Eokgsc A& fh8e 8898 HARKE Y 48y 65 YRL WS hien used to decrypt
t he nessage body. fhecS/NIRE %Eciﬁ%%%ﬁg%%¥gs§ﬂ?%@ﬁwgﬁynggﬁ“%ﬁgﬂhéﬁ%@Pﬂy t he
particyl, tion schene. that nust be used to decrypt the nessage. This
nf or mt T oK1 AR OSFaBiad s dieonddatrsrion Managtmee WA dge 5 Thos e
skilled.,in thE art W |l appreciate that these operations relate to an

i |1 ust PRETVECRAERAIY By fiest hrivrthindisaigndgtodredaisesn gesmdiy Ay encadicngd

oper ati ons, nanelg@sncryptron. It will also be understood that the instant
di scl o&Ecs & ldrge bandwagthts getleddachanetie. mobile devidd B0 dhédelitstriat 884 8y the
situation where encoded nessages are provided to a nobile device 410 by a
ser ver (04d8 Ttondeahhigek iy Aisd ba wekd RIr@Sifer GANREL MlclsUSE SR8, Wi L&l erence
to FIG 4, an encoded nessage 404 fronlg genderﬁﬁO? %s 6;%ypéﬁgﬁggfgﬁgny

W T el eRey CONRRLEn SUALIATA(Rsp JNe: RSt e 08P i EOLBARSCS 5t G T Sonaeet O

system 406 anal yzes the encoded ‘nmessa Fespect C4FFend 1

sor ver 08 e RO PESRE LRSS 07 dhelPro i s prdersBhavetani on e ion
414. T(g seryver naé. rocess bhg encoded nessage 412 before sending it to
the nobi e deiddidbiEa 5t 0P nBars 6 ReproReles g6 ona matkochlsir goecsies all mail.
predeterm ned threshold size. Mreover, data item 412 may be further

processed by the server 408 such that t#e nessage is partially decoded and
the result of such processing sent to the nobil e device 410.



As an exenpl ary operational scenario, current nobile device inplenentations
typically have a |limt on the nessage size that will reach the nobile

devi ce, such as, for exanple, 32 KB. an S/M ME nessage is over 32 KB,
then the entire message will not conpletely reach the nobile device. As
such, if the nessage is signed, then it cannot be verified on the nobile
device due to the size limtation. The server in this situation may send an
indication to the nobile device that the nessage is too large to be

veri fi edchadfyert dral Gbs hie rdewild g earidnpdibtvev sudlf i Bt benuhagealemadyit bbespe done
by the server. The user receiving this nmessage will then be aware that
verifi catduanodhe dbe hmssrgaiBasy ad ®ady oesMVBIEOPTPIa@ther Pubfiek8NiecliiRes
of server-assisted verification of secure electronic nmessaging are

descri hgdnbdy. co- pendi ng, conmmonly assigned U. S. Patent Application Seria
No. 10/914,634 entitled "Server Verification of Secure Electronic

Messages" an D t h,call 1 al 3 tty. ,Dkt. No . ..

0446- PUS) , gﬁst‘# )&é%‘f)ﬁ]éag% gﬁmﬂ‘?ﬁgg ?)éf%lﬁ@aéﬁé? f rCSJg“és@HaX‘Eﬂ%So%%H Rl gugnaa
As an ggqitionql feature, accogﬁin%?t? an exegghar enbodi nent of the

di scl osUrdot RECEsy PRImURIGRURdo{lToR Witr st ALK 2R (CRaredtanahRE rdamassimionéy el
of verification of a secure nessage has been perfornmed by the server, may
al so provduiasion apddesrsdinglroding eweritsi [O4 aropioiledois) thostaniteeart ovibnpprkeiatehe
nobi | e device to perform additional checks, such as, for exanple, checking
t he trgseh civadth digyyinvave pogitiy netng digifal srealgeotdsidre dDEPIs ederbpregbgorst he
nmessage. For exanple, with reference to FIG 5, which is an

i |1 ust rateisy endlbpuadidiggalanicafs and exen@! dowbesalct Q& cisG@RRld Well Bfown in
processi ng encoded nessages according to an exenpl ary enbodi nent of the

i nvent ig@an Y6 nSEFNEEr I&EBLYES@iyS| gned and/ or encoded el ectroni c nessage
501. Upon receiving the nessage, the server determ nes whether the server

is to perfo verification af the.secure nessage 502. Thi.s . .
deterninatigﬁk§§¥ne§°na é“%%%@a%SWC%§9§HHﬁ6§?‘%?“ﬁ@@?@?é?a§ﬁ&ﬁca@¥ﬂﬁ3ﬂj
exanplg en the size constraints of the device nmandate sone verification
proces Pﬁ\éw%apiféw Hﬂﬁﬁdhfbwﬁ& 06 @ s(PEFd PIRETHR ECRIOBEN M§Masy 188-35divdiiptyhas
comonl y assigned applications |isted above. On the other hand, the server
may be 28¢HT iﬂg%ﬂfe@lwm@f nlt®naPUcHIq ajsopraavindeicytes Withcatdngantfaral ¢ tbogeciureand

el ectroni c messages in order to reduce the conputational overhead burden of
t he nolisplydd¢i(te.cxiplehe ligeideysideatignmg oesChhabtd Aediv efahfdeat biodpeilertigobe
performed by the server, the nessage is sent directly to the device 503.
Hovevern paidiod BEhefavahe flBEES M R&TaldMd (drlididglRuPlcQVirderor ekl fihGaRl Elﬁf?y ke
server processes the nmessage to at |east verify the signaturé of the Kecure

messageceQes U verifi ' f an 1=  Seeurg nessage, the
Toss 2080 TN ELISLAR ORAL (LD RLARBINEE.BL LIS R S IRES AR LTE
si gnature has beeq vg%4f|ed 505. In addition, accordlnqgéo an exenpl ar

embodi REFOF*THEDT Secds dives Supstidhettihs POsFER MsriBh AP sPsiiseseedt to
t he device 506. o )
program logic for receiving and using new or added private keys and/or digital certificates or the
fike as described below (for example, via a wired serial /O port or the wireless RF antenna 102).
As depicted in FIG. 1, a secure wired synchronization connection 26 (for example,
between serial HO ports of the user's base unit 24 and the wireless device [00) is typically
provided for normal data synchronization purposes (for example, to synchronize databases in the
two devices with respect to such things as calendars, to-do lists, task lists, address books, etc.).

Part of prior data synchronization processes has included a program ltogic such as Cert Syne for

I



Thi s suppl emental information may include, for exanple, a hash of the
certificate or certificate chain used to verify the signature at the
server. By providing this supplenental information to the device 506,
the device may then further process the supplenental information 507 to
perform addi ti onal checks on the signature. For exanple, the device can
process the hashed certificate information to determ ne and | ook up the
certificate used to sign the nessage to perform additional checks, such as,
for exdnpibEinpgsyghianigheslbsiwaen gsipletrentks mestagengtitiicetvec K63 s@urd drerlthk eir
The results of these additional checks may then be displayed 508 to the
user. (OTA) Beclironiniign tdreseiadl i nonbdble haaks alps Ovuslash§ HerUSAE Whifah@in
stronger indication of the security of the nessage as conpared to nerely

trust i ngnéthenizaghicatdromosephicima@mdehengriwgr that the signature has been
verified. An additional advantage of the foregoing is the redistribution of

t he conputi ngg 81\6%00?{%215?%%@(3@8%]? a%&éﬂ’rﬁfmi(@dﬁgng Dﬁ&f ﬁ%p kkﬁ?ﬁﬁ\g’%%g?tf? in dotted

Wil e the foregoing ~been scribed in conjunction w T _
and varihe Fong e herigudafid 5 s lE elEr Ve SR Wt AT And ABRFH nl .
the exenpl ary enbodi nents _set forth herein are intended to be illustrative,
not | i i so04F ildudceniiydys (g [ GratBagorHBrcHEpaRaln fipt frayhetridized ue
spirit and full scope of the invention as defined in the appended cl ai ns.
CLAI Ms:for passing synchronization data from the user's base unit 24 via channel 30, the server 14,

Internet 12, wircless gateway 16 and wireless infrastructure 18 via the OTA synchronization

connection 28.

E-mail messages generated using the S/MIME and PGP techniques may include

encrypted information, a digital signature on the message conteats, or both. In signed S/MIME

operations the sender takes a digest of a message and signs the digest using the sender's private

key. A digest is essentially a checksum, CRC or other preferably non-reversible operation such

as a hash of the message, which s then signed. The signed digest is appended to the outgoing

message, possibly along with the certificate of the sender and possibly any required certificates

or CRLs. The recei ver of this signed message must also take a digest of the message, C(')mpare

this digest with the digest appended to the message, retrieve the seader's public key, and verify

the signature on the appended digest. If the message content has been changed, the digests will

be different or the signature on the digest will not verify properly. If the message is not

encrypted, this signature does not prevent anyone from seeing the contents of the message, but

does ensure that the message has not been tampered with and is from the actual person as

indicated on the "from" field of the message.



1. A nmethod for processing encoded nessages conprising: receiving an
encoded nmessage (404) at a server (40); 5processing said encoded message
(404) at said server (40) to verify a signature appended to said received
nmessage and providing an indication of a result of said processing and the
received nessage to a device (100) for which the encoded nmessage (404) is
I nt ended,; providing suppl enental infonnation of said message
fromsaid server (40) to said 10device; and ~ processing at said device
of sai d supplleereaseiaker may elsaweiiGnhthe cepifovnicamdcBREKSthag sact apeddud thitsai d
signature of a sender of said nessage.
message. A certificate chain is a certificate along with a number of other certificates required to
verify that the original certificate is authentic. While verifying the signature on a signed
message, the receiver of the message will also typically obtain a certificate chain for the signing
certificate and verify that each certificate in the chain was signed by the next certificate in the
chain, until a certificate is found that was signed by a root certificate from a trusted source, such
as, for example, a large Public Key Server (PKS) associated with a Certificate Authority (CA),
such as, for example, Verisign or Entrust, both prominent companies in the ficld of public key
cryptography. Once such a root certificate is found, a signature can be verified and trusted, since
both the sender and receiver trust the source of the root certificate.
In encrypted S/MIME message operations, a one-time session key is generated and used
to encrypt the body of the message, typically with a symmetric cipher, such as, for example,
Triple DES. The session key is then encrypted using the receiver's public key, typically with a
public key encryption algorithi like RSA. If the message is addressed to more than one
receiver, the same session key is encrypted using the public key of each receiver. The encrypted
message body, as well as all encrypted session keys, is sent to every receiver. Each receiver
raust then locate its own session key, possibly based on a generated Recipient Info sumimary of
the receivers that may be attached to the message, and decrypt the session key using ils private
key. Once the session key is decrypled, it is then used to decrypt the message body. The
S/MIME Recipient Info attachment can also specify the particular encryption scheme that must

be used to decrypt the message. This information is normally placed in the header of the

S/MIME message. Those skilled in the art will appreciate that these operations relate to an

13



2. The nethod according to claim1, wherein said device is a nobile

wirel ess 15communi cations device. 3. The method according to claim1l or

claim 2, wherein said processing at said server (40) includes verification

of the encoded nessage (404). 204. The nethod according to claim 3, wherein

said verification includes verifying a signature of the encoded nessage

(404). 5. The nethod according to claim4, wherein said supplemental

i nformation includes a hash of a certificate used to sign the encoded

messagell{shQdye edbnple of S/MIME messaging and its associated encoding operations, namely
encryption. It will also be understood that the instant disclosure is in no way limited thereto.

FI1G. 4 illustrates a situation where encoded messages are provided to a mobile device
410 by a server 408 contained within a wireless connector system 406. With reference to FIG. 4,
an encoded message 404 from a sender 402 is provided to the wireless connector system 406.
The server 408 within the wireless connector system 406 analyzes the encoded message 404 with
respect 1o its size. If the size is determined to be above some predetermined threshold, then the
server 408 may notify the mobile device 410 with size refated information 414. The server may
process the enceded message 412 before sending it to the mobile device such that the encoded
message 412 is below the predetermined threshold size. Moreover, data item 412 may be further
processed by the server 408 such that the message is partially decoded and the result of such
processing sent to the mobile device 410.
As an exemplary operational scenario, current mobile device implementations typically

‘have a limit on the message size that will reach the mobile device, such as, for example, 32 KB.
If an S/IMIME message is over 32 KB, then the entire message will not completely reach the
mobile device. As such, if the message is signed, then it cannot be verified on the mobile device
due to the size limitation. The server in this situation may send an indication to the mobile
device that the message is too large to be verified by the mobile device and that verification has
already been done by the server. The user receiving this message will then be aware that
verification of the message has already been accomplished. Different types of server-assisted

verification of secure electronic messaging are described in co-pending, commonly assigned U.S.

Patent Application Serial No. 10/914,634 entitled “Server Verification of Secure Electronic

14



6. The nethod according to claim4, wherein said supplenental information
I ncl udes a hash of a certificate chain including the certificate used to
sign the encoded nessage (404). 7. The nmethod according to claimb5,
wherein said processing of said supplenental information conprises | ooking
up the certificate used to sign the nessage and perform ng additional
checks based on the certificate used to sign the nessage. 58. The net hod
according to claim®6, wherein said processing of said suppl enental

i nf or neEYlesazesompd LB sPdlon i ppdicuport Heiat Blot (Afty ddle. HndDdd6 d8i)i EntpktiéS ghainn
used to sign the nessage and perform ng additional checks based on the
certifimdtMedise brtigosdsghg theodrsagaees09. The nmethod according to claim?7

or claim8, wherein said additional checks include

As an additional feature, according to an exemplary cmbodiment of the disclosure, the
server, in addition (o sending an indication that some level of verification of a secure message
has been performed by the server, may also provide supplemental information to the mobile
device to enable the mobile device to perform additional checks, such as, for example, checking
the trust, validity, strength, etc. of the c.:cnificate used to sign the message.

For example, with reference to FIG. 5, which is an illustrative flow diagram of an
cxemplary operational scenario for processing encoded messages according to an exemplary
embodiment of the invention, the server receives a signed and/or encoded electronic message
501. Upon receiving the message, the server determines whether the server is to perform any
verification of the secure message 502. This determination may be made based on any number
of factors, such as, for example, when the size constraints of the device mandate some
verification processing be performed by the setver, as described in the co-pending commonly
assigned applications listed above. Ou the other hand, the server may be configured to
automatically provide verification for all secure electronic messages in order to reduce the
computational overhead burden of the mobile device. If the server determines that no
verification is (o be performed by the scrver, the message is seat directly to the device 503.

However, if the server determines that it is to provide verification, the server processes
the message to at least verify the signature of the secure message 504. Upon verification of the
signature of the secure message, the server sends the message together with an indication to the
device that the signature has been verified 505. In addition, according to an exemplary
embodiment of the disclosure, supplemental information mayl also be sent to the device 506.
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validity checks, trust checks and/or strength checks. 10. A system for
verifying encoded el ectroni c nessages, conprising: a server (40) for

recei ving an encoded nessage (404) intended for a nobile 15devi ce;
program | ogi c resident on said server (40) for processing said encoded
nmessage (404) at said server (40) to verify a signature appended to said
recei ved nessage, providing an indication of a result of said processing of
the received nessage to a device for which the encoded nessage (404) is

i nt endetihis angppmonvildinfrgstipp heyentiadic, Z0i exfaorphata toah of teaiedi inpssaygetiicon
said server (40) to said device; and a W rel ess communi cati ons device
(100) f@faif 86w ivBgyRs sagesd £ em saie. server (40), said wireless

comuni cati ons device (100) including programlogic for processing

By providing this supplemental information to the device 500, the device may then
further process the supplemental information 507 to perform additional checks on the signature.
For example, the device can process the hashed certificate information to determine and look up
the certificate used to sign the message to perform additional checks, such as, for example,
validity checks, trust checks, strength checks, or the like. The results of these additional checks
may then be displayed 508 to the user.

Performing these additional checks provides the user with a stronger indication of the
security of the message as compared to merely trusting the indication sent from the server that
the signature has been verified. An additional advantage of the foregoing is the redistribution of
the computing overhead between the server and the mobile device.

While the foregoing has been described in conjunction with specific exemplary
embodiments, it is evident that many alternatives, modifications and variations will be apparent
to those skilled in the art. Accordingly, the exemplary embodiments set forth herein are intended

to be illustrative, not limiting. Various changes may be made without departing from the true

spirit and full scope of the invention as defined in the appended claims.
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sai d supplenmental information at said device to provide checks associated
with said signature of a sender of the nessage. 25 Il. The system accordi ng
to claim 10, wherein said supplenental information includes a hash of a
certificate used to sign the encoded nessage (404). 12. The system
according to claim 10, wherein said supplenental information includes a
hash of a certificate chain including the certificate used to sign the
encoded nessage (404). 13. The system according to claim 11, wherein

sai d processing of said suppl enental
CLAIMS:

1. A method for processing encoded messages comprising:
receiving an encoded message (404) at a server (40);

5 processing said encoded message (404) at said server (40) to verify a signature
appended to said received message and providing an indication of a result of said
processing and the received message to a device (100) for which the encoded message
(404) is intended;

providing supplemental information of said message from said server (40) to said
10 device; and
processing at said device of said supplemental information to provide checks

associated with said signature of a sender of said message.

2. The method according to claim 1, wherein said device is a mobile wireless

15 communications device.

3. The method according to claim 1 or claim 2, wherein said processing at said server

(40) includes verification of the encoded message (404).

20 4. The method according to claim 3, wherein said verification includes verifying a

signature of the encoded message (404).

5. The method according to claim 4, wherein said supplemental information includes a
hash of a certificate used to sign the encoded message (404).

25
6. The method according to claim 4, wherein said supplemental information includes a
hash of a certificate chain including the certificate used to sign the encoded message

(404).
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5informati on conprises |ooking up the certificate used to sign the nessage
and perform ng additional checks based on the certificate used to sign the
nmessage. 14. The system according to claim 12, wherein said processing of
sai d suppl enental information conprises |ooking up the certificate and/or
certificate chain used to sign the 10message and perform ng additi onal
checks based on the certificate used to sign the nessage. 15. The system
according to claim13 or claim 14, wherein said additional checks include
validity checks, trust checks and/or strength checks. 15

7. The method according to claim 5, wherein said processing of said supplemental
information comprises looking up the certificate used to sign the message and performing

additional checks based on the certificate used to sign the message.

5 8. Themethod according to claim 6, wherein said processing of said supplemental
information comprises looking up the certificate and/or certificate chain used to sign the
message and performing additional checks based on the certificate used to sign the

message.

10 9. The method according to claim 7 or claim 8, wherein said additional checks include

validity checks, trust checks and/or strength checks.

10. A system for verifying encoded electronic messages, comprising:
a server (40) for receiving an encoded message (404) intended for a mobile
15  device;
program logic resident on said server (40) for processing said encoded message
{(404) at said server (40} to verify a signature appended to said received message,
providing an indication of a result of said processing of the received message to a device
for which the encoded message (404) is intended, and providing supplemental
20 imformation of said message from said server (40} to said device; and
a wireless communications device (100) for receiving messages from said server
(40), said wireless communications device (100) including program logic for processing
said supplemental information at said device to provide checks associated with said
signature of a sender of the message.
25
11. The system according to claim 10, wherein said supplemental information includes a

hash of a certificate used to sign the encoded message (404).

12. The system according to claim 10, wherein said supplemental information includes a
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16. A systemfor verifying encoded el ectroni c nessages according to claim
10, wherein said nobile device conprises a nobile w reless communi cations
device including said programlogic. 2017. A nethod for processing encoded
nmessages (404) according to claim1 wherein the device is a nobile
devi ce, the supplenental information includes a hash of a certificate or
certificate chain used to sign the encoded nessage (404); and the
processi ng said supplenental information by said nobile device is to
determ ne the certificate used to sign the nessage and perform ng

addi tional checks on_25said certificate. 18. A nmethod for processing
encoded ned@alyeks ¢anlgatachany Brhgingdhe reiificate usgde sign thagngoded message

(404).

13. The system according to claim 11, wherein said processing of said supplemental
5  information comprises looking up the certificate used to sign the message and performing

additional checks based on the certificate used to sign the message.

14. The system according to claim 12, wherein said processing of said supplemental
information comprises looking up the certificate and/or certificate chain used to sign the
10 message and performing additional checks based on the certificate used to sign the

message.

15. The system according to claim 13 or claim 14, wherein said additional checks include
validity checks, trust checks and/or strength checks.

15
16. A system for verifying encoded electronic messages according to claim 10, wherein

said mobile device comprises a mobile wireless communications device including said

program logic.

20 17. A method for processing encoded messages {404) according to claim 1 wherein
the device is a mobile device, the supplemental information includes a hash of a
certificate or certificate chain used to sign the encoded message (404); and
the processing said supplemental information by said mobile device 1is to
determine the certificate used to sign the message and performing additional checks on

25 said certificate.

18. A method for processing encoded messages (404) according to claim 1, wherein said
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processi ng of the encoded nessage (404) at said server (40) is to verify

t he encoded nessage (404); and further conprising processing at said device
of said supplenental information to | ook up the 5certificate used to sign

t he encoded nessage (404) and to update trust status of said nessage based
on information contained in the certificate.

processing of the encoded message (404) at said server (40) is to verify the encoded
message (404);
and further comprising
processing at said device of said supplemental information to look up the
5  certificate used to sign the encoded message (404) and to update trust status of said

message based on information contained in the certificate.
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