METHOD AND SYSTEM FOR PROVIDING REMOTE ACCESS TO A STATE OF AN APPLICATION
PROGRAM FIELD OF THE INVENTION 10011 The instant invention relates to computer networking
and in particular to a method and systcm for providing remote access to a state of an application via a
computer network. BACKGROUND 10021 Healthcare institutions, such as hospitals and diagnostic
clinics, utilize information systems such as Hospital Information Systems (HIS), Radiology Information
Systems (RIS), Clinical Information Systems (CIS), Picture Archive and Communication Systems
(PACS), Library Information Systems (LIS), Electronic Medical Records (EMR), to name a few.
Information stored and processed in such systems includes, for example, patient medical histories,
imaging data, tedEréEilts\ ety /A nfoRrAROGHD INaRIge BN A CEGS R dibA SAAd B Oifetiling
information. The information is stored cegipally OfBNiIpRE @t aplurality of locations of a computer
network - typically comprising a client-server architecture. Healthcare practitioners access the patient
information or other information at varioystifsR$IAME 8Rg §Rations using sophisticated software
application programs to gather, analyze, manipulate, and store data. 1003] For example, using a

PACS WOka‘QHP]“ nadiplggist periony F]es Jima %rrne? INgn10L3 iaghe é?tggseﬁ.oé‘acé’“te”t of
diagnostic images and rep orts the results electronica y in a patient application Because of the
large vo|ume%ﬂﬁafarwlmegﬁ§wée@6?ﬁﬁdﬁﬁ@%@ﬁﬁ%ﬁ*ﬁ@fﬂ@%@%ﬁﬁﬁ@ﬂ%ﬂ%& perform this task
typically requires dedicated workstation hardware and high bandwidth network access to the
diagnostic images. As a consequence, therel8GkfitRa8r Ao access to the diagnostic information and
analysis capability off-site from the PACS workstation. This limits the ability of radiologists, technicians,
and other spéHialistisithermiashiotionssitehtes besgible awl daimeticelinity whHlizaadermuiop software and data

to provide tirr@?éseangmﬁo&grtmmgidmsa,@t&ﬁg@ms§simmsgyh%ﬂa%@sgeﬂéms tRis)problem is
el orl S BRSNS I SRS R OSSR RSSRIRE g voriator
lerary Inforrnatlon Systems (LIS), Electronic Medical Records (EMR), to name a few.

Information stored and processed in such systems includes, for example, patient medical

histéries, imaging data, test results, diagnosis information, management information, and

scheduling information. The information is stored centrally or divided at a plurality of locations

of a computer network — typically comprising a client-server architecture. Healthcare

practitioners access the patient information or other information at various time instants and

locations using sophisticated software application programs to gather, analyze, manipulate, and

store data.

[003] For example; using a PACS workstation a radiologist performs an image reading for a
diagnosis based on content of diagnostic images and reports the results electronically in a patient -
application file. Because of the large volume of data and intensive computing requirements, the
software used to perform this task typically requires dedicated workstation hardware and high
bandwidth network access to the diagnostic images. As a consequence, there is limited or no
access 10 the diagnostic information and analysis capability off-site from the PACS workstation.
This limits the ability of radiologists, technicians, and other specialists who are not on-site to be -
able to gain access to the necessary.software and data to provide timely diagnosis, for example,

in an urgent situation.

[004] Presently, this problem is typically overcome by providing remote network access to the

screen or console of the workstation hardware, or by downloading sensitive data such as, for




example, diagnostic data, to a remote system. In the first case, remote access software does not have
any special knowledge of the application programs that are executed and are not able to optimize the
presentation of the display of the application program to the user based on the state of the application
program -resulting in inefficient use of network bandwidth and poor performance for the remote user.
In the second case, the transmission of patient related information to an uncontrolled remote site is a
security risk for such sensitive information, and furthermore, in the case of diagnostic imaging data,
requires transmission of large amounts of information which is beyond the capacity of many networks.
[005] It is desirable to provide a method and system for providing remote access to the state of an
application stchphatihedcstatde] the application.idnhedesitesctocmrermotes sgrare dofashiion adapted to

hardware CaR?J@UHS%&Hh&&%EQ&Q@&%Qbﬂﬁéat[&%ﬁ&gl%ﬁ%@l%g%'%%@@é@ proyidsR @ethod and

system for providing remote access to the state of ap application such that the state of the application
is presented Q@‘H‘Véﬁ%fﬁeﬁ%‘?t'%é’éHler‘gfﬁf%ﬁé Koia ! gg‘bﬁ%’éﬁ%‘%‘i‘fg‘%& S Br S8 ssing. [007] It
is also Qesiratﬁk@etg)mgalidepapgnmgmﬁdgéymeﬁﬁpm providitgork roteviddvesestthe state of an
application wharein {raRsisRipR LA b sibsiantial i aguandica WMARYLQE EMBODIMENTS OF
THE INVENTION 10081 Accordlngé ,.one object of the resent inlventilgn IS 10 2qtcg(yridae method and

ation to an uncontro remaote site 1S a security 11 0O sucil sensitive Inlor: , an A . :
system for proViding feiiote access to the state of an application such that the staté of the application

is presented fiotkerasmote thsepincd dasmsic irzanedas FrariwdrervaisagrfédssrpapERote computer.

10091 Anothgrsahigeh ahibeiPseasatipeepian isdanpievwaea method and system for providing remote
access to the state of an application such that the state of the application is presentcd to a remote user

absent replicgfign @f{hesANIEAHOVIRY QAR SH@IRIRESTHIing remote access to the state of

an application such that the state of the application is presented to a remote user in a fashion

adapted to hardware capabilities of the remote computer.

[006] It is also desirable to provide a method and system for providing remote access to the
state of an application such that the state of the application is presented to a remote user absent

replication of the application program’s data processing.

[007] It is also desirable to provide a method and system for providing remote access to the

state of an application wherein transmission of data is substantially reduced.
SUMMARY OF EMBODIMENTS OF THE INVENTION

[008] Accordingly, one object of the present invention is to provide a method and system for
providing remote access to the state of an application such that the state of the application is

presented to a remote user in a fashion adapted to hardware capabilities of the remote computer.

[009] Another object of the present invention is to provide a method and system for providing
remote access to the state of an application such that the state of the application is presented to a

remote user absent replication of the application program’s data processing.

[0010] Another object of the present invention is to provide a method and system for providing

remote access to the state of an application wherein transmission of data is substantially reduced.

[0011] According to one aspect of the present invention, there is provided a method for

providing remote access to a state of an application. The method comprises executing an




100101 Another object of the present invention is to provide a method and system for providing remote
access to the state of an application wherein transmission of data is substantially reduced. 100111
According to one aspect of the present invention, there is provided a method for providing remote
access to a state of an application. The method comprises executing an application program at a
server computer for performing an application associated therewith. At a client computer connected to
the server computer via a communication network a remote access program is executed for providing
remote access to a state of the performed application. At the client computer a client difference
program having encoded data indicative of a change of a state of the application last received from the
server compeiighicatigepregsitadhiadricansmittedtopiiéosangan epphipnfer asseciedsberrsithoMiputer the client

difference progtamisgrectigdden dairraining apupdated siateiahithae.anplicatianand a server
difference pro%ram having encodgﬁ a diff.%lrence between the uggﬁed state %f th ag&lication and the
t g '

state of the FEiTRRIPEH AL EEM TS e ANEME SMpuiers Efeanstteartateé.a[‘ﬁéosr(_emrevea ifference program is
then transmitiethaolignt colienvtecorvljsatditferanctperatidariop pprsiest dasededitat viorf asiingngfthe state of

the applicatiqndastreeahBealiamibR SRAEEER P Bisplay Jatadndicative.inthedipdated state of
the applicatigg?last received frortrg1 the server contu%u%jer ta(gﬁ;fgenerated and dis tIe%yfgrd in a human
|

comprehens esefrélghclgrﬁlpélﬁera%spﬁ%{ﬁb&f%%&cor fﬁ% to ar%%ﬁ@rrogrsaﬁne‘éteé 1 e present invention,
there is furthéstgsreivieieth ardesrdseineé Hieirarhiavipg Bt et i ciEReasar ot o fisted for execution
on a processodiféranedisriveanpuipdaidhaapr ooasapslidien axeciding dhacopinandapsariding remote
access to an application performed on a server copputer connected thereto. The processor generates
a client differtg&eec%?rgﬁparﬁuheé\‘/slr%&ngﬁ}:eodzde 35¥§rinld{|8cartlic\7é3 8 _21 chanege of a st%gteoof the application last
received frorflignsermerieb e shertrameHtSTets h LsuRting dinpater! thhappiertieedst receives from

the server casgude fians el edifiemepoe (Dogrgreandiexeecuitddifanapating thepplateial the
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indicative of the updated state of the application last received from the server computer. [0013]
According tofaghinher aa%‘ﬂélé}l."of the present invention, there is further provided a storage medium
having stored therein executable commands for execution on a processor of a server computer. The

* processor wHHHxiseorting tRaredirReeio DS RERsH st dbeisdsisthen PAORRER¥8E rformed on the
server compuigiide RaGligRiccanRuEr fenindhiechthere tor Ehe pracesspioteseivEs dtiemm the client

computer a chety AffeTe AR RISAAN) bavingsacosied AR alisatvacl achagge of a state of the

. . CO 3
application last received from a server computer and executes the client difference program for

determining applifséiendarimmed onth EHBHTRBRISH CrHs bk The Aorste gruspiap difrence program
having encodggt@ndiffrsgnRaechbatyesndbeddpilaiad state odbibedpplitatiaheapglithtostate of the
application lagt sentdo the Client COMBUIRT RS RRESRRULRPLIARSMIR e asivREdifierence
program to the client computer. ] )

from the server computer a server difference program and executes it for updating the state of the

application last received from the server computer. The processor then generates display data

indicative of the updated state of the application last received from the server computer.

[0013]} According to another aspect of the present invention, there is further provided a storage
medium having stored therein executable commands for execution on a processor of a server
computer. The processor when executing the commands providing remote access to an
application performed on the server computer to a client computer connected thereto. The
processor receives from the client computer a client difference program having encoded data
indicative of a change of a state of the application last received from a server computer and
executes the client difference program for determining an updated state of the application. The

processor generates a server difference program having encoded a difference between the

(957




100141 The advantage of the present invention is that it provides a method and system for providing
remote access to the state of an application such that the state of the application is presented to a
remote user in a fashion adapted to hardware capabilities of the remote computer. 100151 A further
advantage of the present invention is that it provides a method and system for providing remote
access to the state of an application such that the state of the application is presented to a remote
user absent replication of the application program's data processing. 100161 A further advantage of
the present invention is that it provides a method and system for providing remote access to the state
of an application wherein transmission of data is substantially reduced. BRIEF DESCRIPTION OF
THE DRAW Iiydatd 6404 Jfliha pieteriecamizodimenthofiiheprasesitsimyvertioligidesaritsed below with

reference to the AeCmAANYINGARMES ndYRich-1AGH3T Gia s disomsirmplified block diagram of a

system for providing remote access to a state of an application according to a preferred embodiment

of the nventiy; J 901N FIONTSS:2 1A%, SIERIISHL oM Siaa2m 26 el fp providing remore

;
access to a state of an application according to a preferred embodiment of the invention 100201

Figure 5 is a BRWEITEErMF URIAME SFEE patenisarsp Rherrahe Ar f & RiRRISE Y8 oroviding remote
access to a sigtentidan.applicaiarilisthite ddbptdguher@®yandgpabilities of the remote computer.

[0015] A further advantage of the present invention is that it provides a method and system for
providing remote access to the state of an application such that the state of the application is

presented to a remote user absent replication of the application program’s data processing.

[0016] A further advantage of the present invention is that it provides a method and system for
providing remote access to the state of an application wherein transmission of data is

substantially reduced.
BRIEF DESCRIPTION OF THE DRAWINGS

[0017] A preferred embodiment of the presentb invention is described below with reference to

the accompanying drawings, in which:

[0018] Figure 1 is a simplified block diagram of a system for providing remote access to a

state of an application according to a preferred embodiment of the invention;

[0019] Figures 2 to 4 are simplified flow diagrams of a method for providing remote access fo

a state of an application according to a preferred embodiment of the invention

[0020] Figure 5 is a simplified flow diagram of a preferred implementation of the method for

providing remote access to a state of an application illustrated in Figure 2; and,

[0021] Figure 6 is a simplified flow diagram of another implementation of the method for

providing remote access to a state of an application illustrated in Figure 2.
DETAILED DESCRIPTION OF EMBODIMENTS OF THE INVENTION

[0022] Unless defined otherwise, all technical and scientific terms used herein have the same

meaning as commonly understood by ene of ordinary skill in the art to which the invention




100211 Figure 6 is a simplified flow diagram of another implementation of the method for providing
remote access to a state of an application illustrated in Figure 2. DETAILED DESCRIPTION OF
EMBODIMENTS OF THE INVENTION 100221 Unless defined otherwise, all technical and scientific
terms used herein have the same meaning as commonly understood by one of ordinary skill in the art
to which the invention belongs. Although any methods and materials similar or equivalent to those
described herein can be used in the practice or testing of the present invention, the preferred methods
and materials are now described. 100231 While the description of the preferred embodiment herein
below is with reference to patient application files in a clinical environment only for the sake of
simplicity, it wilbhecamewgyigenidadnose akidedsisitie arttoauline prbbscradcehabociinant is not limited

thereto, but is applicaple,in nUMeIQNS other sl Whers Use frfemetabnaacsss.astale of an

application program via a computer network. 00241 Referring to Figure 1, a system 100 for providing
remote acced¥ f9HESSHREE-of an application according to a preferred embodiment of the invention is
shown. The system comprises a plurality of client computers 110A, 110B - for example, workstations,

personal confdrs Whistdls eoraptiead Brersrirrentedimsidnis bR REHRER e via a
communicatiggise ok kagiie i selvieaompubeni oy forlexaivpiesiadental vohhputer or a high

performance worksialion. (8L £XAMAIEyIR ACIBISAERMLRNRA, RURSIQYSiASks aigcuted on the

system 100 are related to: viewing medical images of a patient and entering a diagnostic report into a
respective pafiekaalspliearepUaRNS g A5 PRI BIRUFEIRTRITH U 404 tl8guling information of
the patient's gppaintmeartsiiter medidal practitioners. The communication network 108 comprises, for
example, a Local Area Network (LAN) connecting the client computers with one or more server

computers wmmpnlamﬂ'gz@ti@gn@uch @smf@nmnnn&eidmbmmtahc@e&emaﬁm,m communication
network 108 comprises. 3 Wide, AreaNeMas ANAN) B NeIRIEISL6oRaEdndsiiont computers of

various orgar?f)i)atlons such as, for example, hospitals, diagnostic clinics, and famil zﬁhysicians offices.

comprises a plurality of client computers 110A, 110B - for example, workstations, person
computers, laptop computers, and/or wireless handheld devices — connected viaa
communication network 108 to a server computer 102 — for example, a central computer or a
high performance workstation. For example, in a clinical environment numerous tasks executed
on the system 100 are related to: viewing medical images of a patient and entering a diagnostic
report into a respective patient application file; and for entering other information such as
scheduling information of the patiernt’s appointments with medical practitioners. The
communication network 108 comprises, for example, a Local Area Network (LAN) connecting
the client computers with one or more server computers within an organization such as, for
example, a hospital. Alternatively, the communication network 108 comprises a Wide Area
Network (WAN) or the Internet connecting client computers of various organizations such as, for

example, hospitals, diagnostic clinics, and family physicians offices.

{0025] In the system 100 an application program for performing an application associated
therewith is execﬁted on processor 104 of the server computer 102, for example, by executing
executable commands stored in merhory 106. For example, applications enable: viewing and
modifying of medical images, viewing and modifying of a patient file, entering a diagnostic
report, and scheduling a patient’s appointments. A state of an application is changed, for
example, when a user changes information in a patient file or requests a different view of a

medical image.




100251 In the system 100 an application program for performing an application associated therewith is
executed on processor 104 of the server computer 102, for example, by executing executable
commands stored in memory 106. For example, applications enable: viewing and modifying of medical
images, viewing and modifying of a patient file, entering a diagnostic report, and scheduling a patient's
appointments. A state of an application is changed, for example, when a user changes information in a
patient file or requests a different view of a medical image. 100261 For example, using the system
100 a radiologist is enabled to perform an image reading for a diagnosis by remotely accessing an
imaging application executed on a dedicated PACS workstation and to enter a report into a patient file
by remotely aqoms$ing apatienisiiletapplicatioh. {0ORTILRy picadlyehie BpFITRIDM IR A8 for example,
the patient fle gpplication iy Rigrassedahdiieenl digplicampulainca QA didoRconascted via the

communication networ to the server comp.utehl 2. Form xam Slﬁi at %Igl%qttr?gmputer 1108 a
medical practitiofisizénand RiglAFRREISBY ARHEHICAT hEGE into the patient application file while at
client computerpplifddom health care worker enters scheduling information for an appointment into the
patient application file. The processing of the same patient file application at two different client
computers 11Gdv21L OB prsifisingifferenissthtesfofchepatibnpdiientfilolipatienio]0oPBIeFHE system 100

provides remofe access as well 45 SYIERTeNERS the sialesetamapRicaliaeyteeating a method for
providing remote access to the state of an application ac&:%gigl{gl et&c% p;i(%giments Qxfstln§ invention, as

will be describ&a FEEHRUREIRE: FPre*ATtiotl TOFboURIG rembte the Ste

‘accgl%s {0 the state of an application
is performed, faisg@xasntembicekengtingosherndte apbespfograws ehebroicessdie 1 1% 1128B. For
example, the remgte, acGess prROramkin RGTREMAd S XeaHing Rutouablpaommmiidsistored in

memory 114A, 114B. The remote access program is in.communication with 3 remote ggrver access
program execdtéd BRRREHHREREER R4 %t?e tgﬁgéiP\?E?aggrrlrl%L{}n{gr 102, which is ir? communication with

the applicationipéBgeaits iAHdfmathselips tHeheanists HeepdEdidyram is in direct communication with the
application program. When performing the method for providing remote access to the state of an
application, thqopnepess@s;efethewmemmmcmwnﬂmm@f%%ﬁmé@ﬁééﬁ% processors 112A,

112B of the client compiiers 1104 45 w3ipg sianRdamdicammupicatar pratopplsatsuch as, for
example, HypelP Hext Transfer Protocol (2-ITTP) - of tH%ecA)eggm)lég%%{%e%%\Aﬁg( A qwhich are

according to embodiments of the invention, as wi

providing remote access to the state of an application is performed, for example, by executing a
remote access program on processors 112A, 112B. For example, the remote access program is
performed by executing executable commands stored in memory 1 14A, 114B. The remote access
program is in communication with a remote server access program executed on the processor

104 of the server computer 102, which is in communication with the application program.
Alternatively, the remote access program is in direct communication with the application A
program. When performing the method for providing remote access to the state of an application,
the processor of the server computer 102 communicates with respective processors 1124, 112B

of the client computers 110A, 110B using standard communication protocols — such as, for

example, Hyper Text Transfer Protocol (HTTP) - of the communication network 108, which are

well known to those skilled in the art.

[0029] In the method for providing remote access to the state of an application, “view data” of
the state of the application are generated and transmitted in a fashion according to hardware
capabilities of the client computer — for example, processing capacity, memory size, type of

graphical display, and type of user interface. For example, “view data” generated and transmitted




well known to those skilled in the art. [00291 In the method for providing remote access to the state of
an application, "view data" of the state of the application are generated and transmitted in a fashion
according to hardware capabilities of the client computer - for example, processing capacity, memory
- size, type of graphical display, and type of user interface. For example, "view data" generated and
transmitted for a personal computer are different from "view data" generated and transmitted for a
wireless handheld device.. For example, during a remote access a user modifies data of a patient file.
First, "view data" indicative of the data of the patient file are generated at the server computer and
transmitted to the client computer where the "view data" are displayed. The user using a user interface

of the client cérmprEPIHEAMIESH dEHirsvmEaikevsRE chrargs b dersritld iatidfeie as "view
data" which arenthhen enceded andjtansmitiekiothe essvescomiifitedabhd spnker Gonfptiter then

changes the siaig, ol 4% ABRIEAYN. 1 ASPRIYEAGE AR Ihe dalpicalve.of g.chapge provided by

the user and the application then stores data in dependence thereupon in the patient file stored in a
database. UsHyovited ks ciibeee ireebaeho n S tie st 5P dbies ol Bth5E: transmitting
sensitive andhatexada nfithe diediagnpstictoatarandt adaidsiiepicafinghafghef duphtdtioatsrdata processing

on the client computer, [RO3QNReTeING QGG 2rametbad frprryidingematagegess to the state

of an application accordin%to a Preferred embadiment %f the inventior;uhisdstho n. tAvt t0 server
computer 10X3RPHSpIEAEBHETOYFAIATSE B8 APITHY Ah SpicaTioR BLbs AL eV ith is executed -
10- on processengovitedgrbcompuichd 40Acsombotedres die isdeperdenrnputeurd0® tia the

communication ASIWRIKIQ8 A BIMNIE AREESS RiPEaMLIsHeX rMtar toh 3 08 fMeGessOr 112A for
providing remote_acpess#g) a state.of the performed gﬁfrﬂﬁ%ﬂgﬁam thedxz:llient corgcputer 110A a client

difference prodPAIR 1L g gH B e P e R D S A Ha S 388 4 Bata indicative of a

change of a stetbcatinghef tsphohtionn askrepricsssing onihhelisw saaretsmputer 102. The data indicative of
a change of a state of the application are, for example, received from a user interface 118A, 11 8B of
the client comio3ey 1R&Arifd OF i gespectivatpd 003} Tine Wiffdearrsssedegr siatsofemprise executable

commands fog exegision biifREocssaakdRd cRsadeata dirindisaiivesethaspath to the change in
the state of the application; aé%/épe of the chggx e nd a valuel.of the changg.ﬂ]Thev.t%pe of change is, for
[

example, a "nTSBREHSA" ZPRISRRB R O BFEAREETIBRE AWM THE VATHE $8r deletion changes being
empty. An exarapledf Hdiffersncsprdyradirisnratitpdtenyiamsiti die oyyse compyisfitition”

Value="Jane"yi, the communication network 108 a remote access program is executed — 12 — on processor
112A for providing remote access to a state of the performed application. At the client computer
110A a client difference program is generated ~ 14. The client difference program has.encoded
data indicative of a change of a state of the application last received from the server computer

-102. The data indicative of a change of a state of the application are, for example, received from

a user interface 118A, 118B of the client computer 110A, 110B, respectively.

[0031] The difference programs comprise executable commands for execution by a processor.
The encoded data are indicative of: a path to the change in the state of the application; a type of
the change; and a value of the change. The type of change is, for example, a “modification”, a

" “deletion”, or an “insertion”, with the value for deletion changes being empty. An example of a

difference program is:

Path="Patient/Name/First"
Type="Modification"

Value="Jane"




Path="Patient/Hobby" Type=" Insertion" Value="Knitting" Path="Patient/Career" Type="Deletion"
Value-11" 100321 The client difference program is then transmitted - 16 - to the server computer 102
via the communication network 108. At the server computer 102 the client difference program is
executed - 18 - for determining an updated state of the application followed by generating a server
difference program. The server difference program has encoded a difference between the updated
state of the application and the state of the application last sent to the client computer 110A. This
difference also captures changes, for example, received from another client computer for example,
client computer 110B - or generated due to execution of the application program in dependence upon
the executed client difference program for determining the updated state of the application. The server
difference pragtianrisdiidobtansmitted -20 - to the client computer 110A via the communication
network 108.@nggnggg@5computer 110A the server difference program is executed -22 - for updating

the state of the application last received from the server computer 102. Display data indicative of the

updated stateVW?ﬁé}%BB‘Pﬁ:étion last received from the server computer 102 are generated - 24 - and

displayed in a human comprehensible fashion on display 116A. Optionally, step 24 is omitted, for
example, in siiyatigns.where.the updated state of the application does not affect the data displayed oh
the display 116A. [00331 Preferably, a remote server access program is executed on the processor
104 of the seN8F cOABLNEr 102 for executing the client difference program; communicating with the
application prégvary'for determining the updated state of the application; and generating the server
difference program. Provision of the remote server access program enables remote access to
off-the-shelf dptgatir gioydifies;nictgregsesis tios tamtialiiedlexibiliotfoscher provistohidithe remote

access absenjRoificalians Qi NIRapP!ILAHe RO SsaMnaN dsubSientiaiydAci talam is
executed — 18 - for determining an updated state of the application followed by generating a
server difference program. The server difference program has encoded a difference between the
updated state of the application and the state of the application last sent to the client computer
110A. This difference also captures changes, for example, received from another client computer
— for example, client computer 110B — or generated due to execution of the application program
in dependence upon the executed client difference program for determining the updated state of
the application. The server difference program is then transmitted —- 20 - to the client computer
110A via the communication network 108. At the client computer 110A the server difference
program is executed ~ 22 - for updating the state of the application last received from the server
computer 102. Display data indicative of the updéted state of the application last received from
the server computer 102 are generated — 24 — and displayed in a human comprehensible fashion
on display 116A. Optionally, step 24 is omitted, for example, in situations where the updated

state of the application does not affect the data displayed on the display 116A.

[0033] Preferably, a remote server access program is executed on the processor 104 of the
server computer 102 for executing the client difference program; communicating with the
application program for determining the updated state of the application; and generating the
server difference program. Provision of the remote server access program enables remote access
to off-the-shelf application programs, increases substantially flexibility for the provision of the

remote access absent modifications of the application program, and substantially facilitates



implementation of the remote access as a retrofit. Alternatively, the application program is enabled to
perform the operations of the remote server access program. (0034] Further preferably, the method for
providing remote access to the state of an application enables limited access to a predetermined
portion of the state of the application. For example, the limited access is enabled for: meeting
hardware capabilities - for example, processing capacity, memory size, type of graphical display, and
type of user interface - of the client computer - for example, the hardware capabilities of a personal
computer are substantially different to the hardware capabilities of a wireless handheld device; being
compatible with different operating systems of different client computers; and, implementing user
access restrictidastabnforitationferproviding difierélerusrbwihhgrfsrbc Resess'to the state of an
application-for,examplenan ddopsisisativanssendes sehegidingpapatient's appointments is prevented
from accessing diagnostic information of the patient. 100351 Further preferably, the method for

providing remgig acegas o the.siateohanans!icalion craklestemeieaacess mumpiptiality of client
computers 110A, 110B, which are, f(f)lrtexam Ie,ﬂsim0 'E%Qei%sp/thggn%aqggd E%Jé‘x% server computer 102
via the comriiiiEs B tasHE FOBHSICHRESS 8 E°

or-accessingthe s ale of a sarme app |cat|on.mf0036] As illustrated
in Figure 3, Uipoedeceiptsamétdriorclient difference program received from a second client computer
110B is executed -26 - at the server computer 102 for determining a second updated state of the
application falleviechdygeneratiiga séoonagstneeadiffeemapwiprongany Sk Eecdnd server difference

program has,epgoded adifeience balwsrndbe. searndMpdaisdsstate efshpapriiaatiercand the state

of the application |ast sent to th? second clier%t comﬁﬁ%fé;mqostgecgag serveragli{feere&(ée program is

O oAb Shabilit
then transmiffRA°BES b AREQEESRERNEHT computer Via the communication network 108. At the

second clienwgekspbredhilOBvibe second server difference program is executed - 30 - for updating the
state of the application last received from the server computer 102. Display data indicative of the
updated stateeoitivenppiplicadib difistregeivt: frotenthef difuentcbenpeepaos; atd generated -32- and
displayed in a human comprehensible fashion on display 116B. Optionally, step 32 is omitted, for
example, in implementing user access restrictions to information for providing different users with different

access to the state of an application — for example, an administrative user for scheduling a

patient’s appointments is prevented from accessing diagnostic information of the patient.

[0035] Further preferably, the method for providing remote access to the state of an application
enables remote access for a plurality of client computers 110A, 110B, which are, for example,
simultaneously, connected to the server computer 102 via the communication network 108 for

accessing the state of a same application.

[0036] As illustrated in Figure 3, upon receipt a second client difference program received

" from a second client computer 110B is executed — 26 - at the server computer 102 for
determining a second updated state of the application followed by generating a second server
difference program. The second server difference program has encoded a difference between the
second updated state of the application and the state of the application last sent to the second
client computer. The second server difference program is then traﬁsmitted —28 - to the second
client computer 110B via the communication network 108. At the second client computer 110B
the second server difference program is executed — 30 - for updating the state of the application
last received from the server computer 102, Display data indicative of the updated state of the
application last received from the server computer 102 are generated — 32 — and displayed ina

human comprehensible fashion on display 116B. Optionally, step 32 is omitted, for example, in



situations where the updated state of the application does not affect the data displayed on the display
11613. [0037] At the server computer 102 a third server difference program is generated -34. The third
server difference program has encoded a difference between the second updated state of the
application and the state of the application last sent to the client computer 110A. The third server
difference program is then transmitted - 36 - to the client computer 110A via the communication
network 108. At the client computer 110A the third server difference program is executed - 38 - for
updating the state of the application last received from the server computer 102. Display data
ndicative of the updated state of the application last received from the server computer 102 are
generated -48MasAw BRgabeeritted samahcorpreherdopie fedfienhe dasirlyyed enthoptionally, step
40 is omitteddifpragxasnple, in situations where the updated state of the application does not affect the
data displayed on the display 116A. Preferably, the steps 34 to 40 are executed simultaneously to the

execution of gews 28tiR-32vAltomaiivaly thestepsdia40:aieemiftedRrethesgharges received
from the sec rgr géi'(\?eqtl enclz eterolrjéo aasreen ] € ig 1 ’érortlcbe (e:i“?n%' %Osry rlljeur 9 feteo eeceipt ofa
client diﬁerer%(l:g prc')grglcr}n(19 frc%ryn %é C |§'nt por%(gétegiifléA &3%?] LTponclgni%ia %Jrﬁ (cf}t%e lr;érhmote access
for the client BbHpifRrY Satieriitks appirctitlisistdvibedisy amtrised 94 Fibtfdrdsason receipt of a
request fr_omcﬁlﬁéra{&emtagﬁmputmﬂxhﬁﬂnf@mhe&taiﬂleﬂﬁbn& ampjlaatinn/a\z_sem@ecroampﬁﬁmiom state
program is OgngIAYHs 42 maLIOR SERYELCABIPUER% D8 SE0/EL ARRlIsALQN.slplp pogram has

encoded data indicative of the state of the application. The server application state program is then
transmitted -4 W tReRAiEAE COMRRICT AN HHECE SRS FOREHIH 102 By 4 client
computer 11GAitheseithe upgplicatio nfsbatepiagoanasisexecdiach-A6 sefair deteumirnioipthe server state
of the applicgiion, RispRY Matasndicaiveh e seNGEsIneREIEARRICHHI8 A6, d6natated -48 - and

displayed in a human comprehensible fashign on display 116A. Optionally, the steps 42 to 48 are also

play p the
performed dSHRGFSRLIGH SF PR Bt& HURs S B R s iPd 3 rEUTbIGIPR SAMMB LKsRObf the
application atfthe bedatrdispiayndter thodispiny iHé/clRerftebimpheetedsBAe Fbrrexsamid, the steps 42 to 48

are performeginiRFeAsipImRetmeniptekialR @ ARl dala a5 siduing HFapsmirsihudaurther
optionally, ste df}%c‘:ﬁ omitted, fo exalt'[ggle in situations where the updated state of the application
t

does not affet USRS HBh e‘é‘i%%ﬁé&‘%“ii%}lemféé%‘i HRRMING'S PR, a preferred
implementatiempitthél flethirdesmprdeiding défrotecacesss foththsthtet obmpuggpplidation is illustrated -
with reference to the method shown in Figure 2. In the memory 106 of the server computer 102 data
indicative of {&8lte Gpshaiipiiicatibarsmole asefofoesanijple cangatientsfie dpdieationjars stored - 10A -
in two states JRciea%SRMBdataFRcatYS PfRH SR VR RIGEA &Q%ﬁéﬂp@&ﬂﬂ&@ﬂ {og ghate of the

application at the serv r-(ar?délﬁossibly changed by the server); and, server client data indicative of the
state of the appHESFONTABPEBHPTS Thie CIRRRYRERMSIHE PP R FretRe Yty 4 R ACDFThe client
computer | 10 nplacalifitliBatbrer ofardtateoitirepagpiic httom@redslereiddich ¥k of theweistdtes thereof:

client server @l@@dﬁ@iﬁﬁ@i’!‘ﬁe%m‘? e heenpicaiemiasiararived from, the server computer 102;
and: client data indicative of the state of the a%?plication after client interaction. In step 14 a difference

between the SYRRE'r & XJ5HHR SHBR HREEH VHBHY Hikek A b AP R A the DS df ResishitAtion last received
from the seraeplisetipsiate pogiarod etbcudd—ayitfrtideaiffemibe soeingtotreo tilfferemicatibetween the client

data and thﬁmﬁlgey &ﬁ\ff@d}&ﬁta.om@t%pva&@h@smsl a‘@grivi;ﬂroelL@@@Q@I%@refa@ﬁm%gﬁy-eé%d- by .
executing the client difference program on.the server client data; u rver data are determined -
18B - by exe?:ﬁ%f%nﬁ%n %ﬁ%%nts%lp gar%qﬁ%r}aoﬁ%sé)r%%ﬁ%&tﬁét?g?\lléﬁ %ﬁa\?,p Sa%;%?vﬁé?raéﬁﬁgPence program is
generated - PEEMAERE BRE S andifféraprREDEEREdnCE b BrateHosei eserg aterd e second server
client data; thyliseioder eiestvaadenpict ete smined idh8fmpaeexapuiagthmserurrsdiffarence program
on the second seryer lhent dae: Ands e Senvel.dient dala ale eplaged .. A8 i the third server
client data. ptionaﬁy, a"ﬁnckmpg process Is provide foraiocklng %%e server data in order to prevent the
same from bB¥iheneptivhally icotidp protubsapimicsie pugRowWedicidralelated gtafo pltkample, after step
18C. In step 23li&@eRBstCHantsenRIdaldprs defenningthy 22 - by executing the server difference
program on the client server data; second client data are determined - 22B - by executing the server
difference program on the client data; the client server data are replaced - 22C - with the second client
server data; and, the client data are replaced - 22D - with the second client data. Optionally, a locking
process is provided for locking the client server da]téel and the client data during execution of the steps
22A to 22D.




[00401Referring to Figure 6, an alternative implementation of the method for providing remote access
to the state of an application is illustrated - with reference to the method shown in Figure 2. In the
memory 106 of the server computer 102 data indicative of a state of the application arc stored - 10A -
in two states thereof: server data indicative of the server state of the application - the state of the
application at the server computer (and possibly changed by the server computer); and, server client
data indicative of the state of the application last sent to the client computer 110B as a server state
application program. In step 18: updated server data are determined - 18F - by executing the client
difference program on the server data; and, a server difference program is generated - 18G - that
encodes a difféitincRefratnsierigves dpapmseiredivelcaiaripinic fies sisthed Ciermvitieg 'sRep 22 display

data indicativg.af the.vpslatedsiaie.aidhe arplicationlnsiteaeivedhfromntieisener Higmputer are
directly genefglen. 225 Peracuing e recensa seneL Al saripqram aad dispieyed - 23 -in

a human cor%‘ PEREREISE fasifiondn |_scpﬁ§9ui IS Implementation obviates storage of data
related to thesstatexenire apbtiedtle APMisHiahary STtHe HeniebYAsiHes et siRehifoeneficial for
client compuigsishavingdisaiiedatosnge samaait: sueisas bamel dppldaieviaes: Rrefeally, a server
application siate, oA AN @s, ehcaded datalneicaliva ol e ARIERSpiR. ghhagapication is

generated and tra srﬁ?ﬁed,yas iscloged herein above, to the client computer, for example, in .
predetermindefttinbiaribe AHaRs copus] Wols Bihaamtentidee et TRFRRYHE A3 diments of the
system 100 anrkmetbogdstas pfovidipiciaoate saeeks$2s thetstatetef therapplicatisryacketrding to the
invention haye, bee HeREURES IR ARRREH IR R CISOLRERIA: ROk AIEATGSIE BRMPIISNg two

client computers for the sake of simplicity put are not limited thereto and are Plicable for other
network archigschiisdissoian ey MMHW%?gebflé?fgr‘ﬂ%%?HBﬁt@%%bﬁﬁf%%ee "Embodiments of the
method for prewicingeemeoe tacagssinthéistdienohanaiopliodtizrsaieopthidopmisaidivlagixample, by
executing execytable, cammands.siareAinsiorace medinmae darexRetls; theimeresy 106 using

processor 104 of the server computer 102 and tge rg}emorg%.lMAdusin tpe processor 112A of the
client compubsF o ot St disie SN EHEE (Ot TRING BRIV IRS Memory of the client
computers arejdfetierarniple, tyanswitte tdamthidisernamegmpendhelnp ¢igigredesmmiaistation network
108. [0043] The PEESSH BYRRION BB bepadeassrdikareinuith rag@ehinmefervadiambodiments.

However, it will be obvious to persons skille ir1]8 e rLt thca a Qgirfr}eregcgfbvtawrigtiglgsu %gg({nodifications
can be made S JHHEPSHRRSABA $HE 8 pe of thEiRVRNioh as deseribed herein.

server data and the second server client data; third server client data are determined — 18D - by

executing the server difference program on the second server client data; and, the server client
data are replaced — 18E - with the third server client data. Optionally, a locking process is
provided for locking the server data in order to prevent the same from being modified by other
processes prior step 18B, which is released, for example, after step 18C. In step 22: second client
server data are determined — 22A - by executing the server difference program on the client
server data; second client data are determined — 22B - by executing the server difference
program oﬁ the client data; the client server data are replaced — 22C - with the second client
server data; and, the client data are replaced — 22D - with the second client data. Optionally, a

locking process is provided for locking the client server data and the client data during execution

of the steps 22A to 22D.

[0040] Referring to Figure 6, an alternative implementation of the method for providing
remote access to the state of an application is illustrated - with _reference to the method shown in
Figure 2. In the memory 106 of the server computer 102 data indicative of a state of the

application are stored ~ 10A - in two states thereof: server data indicative of the server state of

H




CLAIMS 1. A method of providing remote access to an application program being executed on a
server computing device comprising: providing a remote connection to the server computing
device accessible by a client computing device, the remote connection enabling the remote access to
the application program; communicating, by the remote connection, a difference program
containing data representing a change in a state of the application made by at least one of execution
_of the application program and the client computing device, the difference program capturing changes
in the state of the application program since the state of the application was last received by the server
computing device or the client computing device; and synchronizing, between the server
computing deévigeliatiothetislisre cbiumitirdievic e tive ettamgash(tne Rt oftgdiiieation using the
difference prQ@f@mputer? -atd1gM&thg helaim divilstherscanprisiagganeiatingmienhedata

client computer 110B as a server state application program. In step 18: updated server data are
determined — 18F - by executing the client difference program on the server data; and, a server
difference program is generated — 18G - that encodes a difference between the updated server
data and the server client data. In step 22 display data indicative of the updated state of the
application last received from the server computer are directly generated — 22E — by executing
the received server difference program and displayed — 23 — in a human comprehensible fashion
on display 116B. This implementation obviates storage of data related to the state of the
application in memory of the client computer 110B which is beneficial for client computers
having limited storage capacity such as hand held devices. Preferably, a server application state
program that has encoded data indicative of the server state of the application is generated and
transmitted, as disclosed herein above, to the client computer, for example, in predetermined

time intervals.

[0041]  As is evident to those skilled in the art, the embodiments of the system 100 and method
for providing remote access to the state of an application according to the invention have been
described with respect to a client-server network architecture comprising two client computers
for the sake of simplicity but are not limited thereto and are applicable for other network

architectures as well as various numbers of client computers.

[0042] The embodiments of the method for providing remote access to the state of an
application are performed, for example, by executing executable commands stored in storage
mediums — for example, the memory 106 using processor 104 of the server computer 102 and the
memory 114A using the processor 112A of the client computer 110A. The executable commands
for being stored in the memory of the client computers are, for example, transmitted from the

server computer 102 via the communication network 108.

[0043] The present invention has been described herein with regard to preferred embodiments.
However, it will be obvious to persons skilled in the art that a number of variations and
modifications can be made without departing from the scope of the invention as described

herein.




representing the change in the state of the application program in accordance with hardware capabilities
of the client computing device. 3. The method of claim 2, wherein the hardware capabilities
comprising one of processing capacity, memory size, type of graphical display, and type of user interface.
4. The method of claim 2, further comprising generating the view data to cause the client computing
device to display the change in the state of the application program. 5. The method of claim 4, further
comprising causing the client computing device to d':g@gyﬁg)redetermined portion of the state of the
application program. 6. The method of claim 1, e remote connect on s provided by:
providing a server remote access program on a server computing device, the server remote access
program being in communication with the application program; and providing a client remote access

program executing onjthe clieft@Gem pHipaekdBNCe:Hde GlirBiyeMatic gt RIPY@IMCBEHRUNIcating with
the server remote access program over a network communications link.
executed on a server computing device comprising;:
providing a remote connection to the server computing device accessible by a
client computing device, the remote connection enabling the remote access to the
application program;
communicating, by the remote connection, a difference program containing data
representing a change in a state of the application made by at least one of execution of
the application program and the client computing device, the difference program
capturing changes in the state of the application program since the state of the
application was last received by the server computing device or the client computing
device; and

synchronizing, between the server computing device and the client computing

device, the change in the state of the application using the difference program.

2. The method of claim 1, further comprising generating view data
representing the change in the state of the application program in accordance with
hardware capabilities of the client computing device.

3. The method of claim 2, wherein the hardware capabilities comprising one of

processing capacity, memory size, type of graphical display, and type of user interface.
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7. The method of claim 6, wherein the difference program comprises: a client difference program that
s commun cated by the client computing device to the server computing device, the client difference
program including data indicative of a change in the state of the application program made at the client
computing device; and a server difference program that is communicated by the server computing
device to the client computing device, the server difference program including data indicative of a change

in the state of the appficaiqn Lagia) A MASEIEANGR D SHERIAN. e apnlication program. .

The method of claim 7, further comprising: executing the server difference program at the client

computing devigg tQigatersnipeiap Wedrtedstalpiaf thie aRRigatiniRrogiamyang dispiying the updated
state of the application program.

program.

5. The method of claim 4, further comprising causing the client computing

device to display a predetermined portion of the state of the application program.

6. The method of claim 1, wherein the remote connection is provided by:

providing a server remote access program on a server computing device, the
server remote access program being in communication with the application program;
and

providing a client remote access program executing on the client computing
device, the client remote access program communicating with the server remote access

program over a network communications link.

7. The method of claim 6, wherein the difference program comprises:

a client difference program that is communicated by the client computing device
to the server computing device, the client difference program including data indicative
of a change in the state of the application program made at the client computing device;
and

a server difference program that is communicated by the server computing

device to the client computing device, the server difference program including data

14



9. The method of claim 6, further comprising: enabling access at the remote connection to plural client
remote access programs each executing on one of plural client computing devices; generating the
difference program representing the change in the state of the application made by at least one of
execution of the application program and the plural client computing devices; and synchronizing the
change in the state of the application between the application program and the plural client computing

device using the, gifferenge; Riogram, 40 The SPalbad O AR, 9o P Rr.SOMRIiSING:nce Rnerating, at

each of the plural client computing devices, a client difference program that is communicated to the server

computing devigge gashAfthegientidiffswnss programs including data indicative of a change in the state
of the application program made at a respective client computing device; and generating a server

difference program that is communicated by the server computing device to each of the plural client
computing devices, the server difference program including data indicative of a change in the state of the
application program ndad&lnymadtledsifehannf7iferexecotprsdidghe application program and changes in the
state of the application program made by others of the plural client computing devices.
executing the server difference program at the client computing device to
determine an updated state of the application program; and

displaying the updated state of the application program.

9. The method of claim 6, further comprising:

enabling access at the remote connection to plural client remote access programs
each executing on one of plural client computing devices;

generating the difference program representing the change in the state of the
application made by at least one of execution of the application program and the plural
client computing devices; and

synchronizing the change in the state of the application between the application

program and the plural client computing device using the difference program.

10. The method of claim 9, further comprising:

generating, at each of the plural client computing devices, a client difference
program that is communicated to the server computing device, each of the client
difference programs including data indicative of a change in the state of the application

program made at a respective client computing device; and
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11. The method of claim 10, further comprising executing each of the client difference programs at the
server remote access program to determine an updated state of the application program. 12. The
method of claim 10, further comprising: executing the server difference program at each of the plural
client computing devices to determine an updated state of the application program; and displaying the
updated state of the application program at each of the plural client computing devices. 13. The

method of claim 11, wherein fhe, changeq i ine, siafe gl he fRPIICAURMRIRI U dRielpiapd in

accordance with an input recelved at a user interface of the client computing device. 14. The method

of claim 11, whesgis,dlatadin the:difiriepemPraaramiisindisivetatieastene ot adpath tehe change in

the state of the application, a type of change, an input received at the client computing device, and a

value of the charggam inchRlidd eamatiea®fctim chinyéhprais tagediferengpIRpiapgapiures changes
in the state of the application program since a last difference program was communicated by the server
computing devieade by at least one of the execution of the application program and changes in the

state of the application program made by others of the plural client computing devices.

11.  The method of claim 10, further comprising executing each of the client
difference programs at the server remote access program to determine an updated state

of the application program.

12.  The method of claim 10, further comprising:

executing the server difference program at each of the plural client computing
devices to determine an updated state of the application program; and

displaying the updated state of the application program at each of the plural

client computing devices.

13.  The method of claim 11, wherein the change in the state of the application
program is determined in accordance with an input received at a user interface of the

client computing device.
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14. The method of claim 11, wherein data in the difference program is
indicative of at least one of a path to the change in the state of the application, a type of

change, an input received at the client computing device, and a value of the change.

15.  The method of claim 11, wherein the difference program captures changes

in the state of the application program since a last difference program was

communicated by the server computing device.
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