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ARRAY Technical Field [001] The present invention relates to storage
W y&%ﬂg particular, the present invention relates to a melglaq.sdE b04/051382
configuring an array of storage units for increasing the number o .
storage-unit failures that the array can tolerate without loss of data stored
on the array, Background Art [002] The following definitions are used
herein and are offered for purposes of illdstration and not limitation: [003]
An "element” is a block of data on a storage unit. [004] A "base array" is a
set of elements that comprise an.grray ugit fQr an ECC. [005] An "array"
is a set of storage units that hold POBase arrays. [006] A -
"stripe” is a base array % ﬁ)‘%r(g ﬁgm?ber of data units
in the base array. [008] 11 n%aghgm 3‘5 s in the base
array [Deehinics Febdumber of storage units in the array. [010] d is the
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+r. Most;ﬁanventional storage arrays use a Maximum Distance
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[akgrpture, nggbammﬂbm{ﬁa@gmggng[?ed for arranging parity -

gﬁks forregg%rm%ggbﬁéﬁlaﬁg@rg%%ggkggxg referred to
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[G11] D is the minimum Hamming distance of the array. _

' [012] . In a conventiorial array, the number of storage units in the array equals the number
of data units in a base array plus the ntimber of redundant units in the base array. That
is, m = n + . Most conventional storage arrays use a Maximum Distance Separation
(MDS) code, such as parity, or a mirroring technigue for tolerating failures. The
minimoum Hamming distance of the base array using an MDS code equals one plus the
number of redundant units in the base array (i.e., d = 1 +r). For a mirror confignration,
the number of redundant units in the base array equals the number of data units in the
base array {r =n= 1), and the minimum Hamming distance isd = 2.

[613] 1t is possible fo anamorph!caﬂy encode an array over m storage units, which is
greater than the number of data units n in the artay plus the number of redundant units
r in the array, that is, m > n + 1. In the literature, when an anamorphical encoding is
nsed for arranging parity blocks for performance, such an encoding is typically .
referred to “de-clustering parity.” As used herein, such an encoding scheme is referred
to as an anamorphic encoding scheme because it more accurately identifies that the
encoding scheme can provide new properties for an array.

[014] Anamorphism Is achieved by selectively arranging a set of base arrays within an
array. For example, consider the examplary array 200 shown in Figure 2 that usesa -




encoding scheme can provide new properties for an array. [014] -
Anamorphism is achieved by selectively arranging a set of base arrays
within an array. For example; consider the exemplary array 200 shown in
Figure 2 that uses a -2- four-element code. Array 200 includes six storage
units DI deplcted in a columnar form2 +or array 200, in = 6. Array 200 also
includes several base arrays that are each formed from n data units plus r
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explunl and thereby increases the effective minimum distance of the array.
%ummary The present disclosure provides a technique that enhances the
miniRATHREFIRHE adrstiraeeshalrrieeses the s fleanming digaskro!
an E@ffayhef stayageduviits 2tharebyrphicreasingf teraginimitaadistacrebyalitiveases
the effd@ikcAkandingdirantiesi@apaethef the present disclosure, there is
provided a method for increasing an error tolerance of an array of in
Sum§lergge units the method. comprising steps of. storing k stripes across

theﬁﬁ@@é A &f@gﬁgﬁéieg}me%%tééﬂ&%k&atm%&ehwa'ggze ohclement

eac rming an ure or error orrectlng avin mlnlmum

'Staﬂfgrﬁﬂfiﬁm ARG BRI EE BB e ﬁ*gystored
incregying diferanmeto rigfangnief the array.
According to a first aspect of the present disclosure, there is provided a method

for increasing an error tolerance of an array of m storage units, the method comprising
steps of:

storing k stripes across the array of m storage units, each stripe having a plurality
of elements, each stripe forming an erasure or error correcting code having a minimum
Hamming distance d, and each respective element of & stripe being stored on a different
storage unit;

selecting an element in a donor stripe when a difference between a minimum
distance of the donor stripe and a minimum distance of a recipient stripe is greater or equal
to 2, the selected element being stored on a storage unit having no elements of the recipient
stripe; and

rebuilding a lost element of the recipient stripe on the selected element;




selecting an element in a donor stripe when a difference between a
minimum distance of the donor stripe and a minimum distance of a
recipient stripe is greater or equal to 2, the selected element being stored
on a storage unit having no elements of the recipient stripe; and
rebuilding a lost element of the recipignt stripe on the selected element;
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selecting a donor element in the second donor stripe; and

rebuilding at least a portion of lost recipient information from the recipient stripe
on the selected element in the second donor stripe.

According to a third aspect of the present disclosure, there is provided a method
of increasing the failure tolerance of an array of m storage units that is vulnerable to
selected patterns of failures, comprising steps of:

storing k stripes across the amray of m storage units, cach stripe having a plurality
of elements, each stripe forming an erasure or error correcting code having a minimum
Hamuoming distance d, and each respective element of a stripe being stored on a different
storage umit;

subsequent to an element failure, selecting a recipient element;

selecting an element in a donor stripe such that a failure tolerance of the array is
increased following a rebuild operation; and

rebuilding a lost element of the recipient stripe on the selected element of the

donor stripe.



storing k stripes across the array of m storage units, each stripe having a

plurality of elements, each stripe forming an erasure or error correcting

code having a minimum Hamming distance d, and each respective

element of a stripe being stored on a different storage unit; subsequent to

an element failure, selecting a recipiént element; selecting an element in a

donor stripe such that a failure tolerance of the array is increased
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array, each stripe having n + r elements in which n is the number of data
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recipient stripe is greater or equal to 2, the selected element being stored
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between a minimum distance of the donor stripe and a minimum distance of a recipient
stripe 1s greater or equal to 2, the selected element being stored on a storage unit having no
elements of the recipient stripe;

the system array controller rebuilding a lost element of the recipient stripe on the
selected element,

wherein when an element in the donor stripe fails as the system array controller is
rebuilding at least a portion of recipient information from the recipient stripe on the
selected element, the system array controller terminates rebuilding the recipient
information from the recipient stripe on the selected element, selects a second donor stripe
from the plurality of stripes when a difference between a minimum distance of the second
donor stripe and a minimum distance of the second recipient stripe is greater or equal to 2,
selects a donor element in the second donor stripe, and rebuilds at least a portion of lost
recipient information from the recipient stripe on the selected element in the second donor
stripe.

The advantages of one or more embodiments of the present disclosure are
provided by a first embodiment that is a method and a system for increasing an error
tolerance of an anamorphic array of m storage units in which k stripes are stored across the



the system array controller rebuilding a lost element of the recipient stripe
on the selected element, wherein when an element in the donor stripe
fails as the system array controller is rebuilding at least a portion of
recipient information from the recipient stripe on the selected element, the
system array controller terminates +dbuilding the recipient information
from the recipient stripe on the selected element, selects a second donor
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selected in the second donor stripe. At least a portion of lost recipient information from the
recipient stripe Is rebuilt on the selected element in the second donor stripe. When a spare
element becomes available, the spare element is assigned to a selected storage unit.

A second embodiment of the present disclosure provides a method and 2 system
for increasing the failure tolerance of an array of m storage units that is vulnerable to
selected patterns of failures. According to this embodiment of the present disclosure, k
stripes are stored across the array of m storage units. The array of m storage units is an
anamorphic array. Each stripe has n + r elements in which n is the number of data elements
in the base array, r is the number of redundant elements in the base array, m >n +r,
Jjm=k (n+r), and j and k are integers. Each stripe has a plurality of elements, and each
stripe forms an erasure or error correcting code having a minimum Hamming distance d.




correcting codes is a parity code, a Winograd code, a symmetric code, a

Reed-Solomon code, an EVENODD code, or a derivative of an

EVENODD code. When an element in the donor stripe fails during the

step of rebuilding at least a portion of recipient information from the

recipient stripe on the selected elem#nt, the step of rebuilding at least a
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recipient stripe. Alternatively, the donor stripe can be stored on the same array as the
recipient stripe. Before the lost element is rebuilt, the storage units storing the donor stripe
are made aware that the selected element has been donated so that data is not read from or
written to the selected element as part of the donor stripe. A lost element of the recipient
stripe 1s then rebuilt on the selected element. According to one embodiment of the present
disclosure, the preferred minimum Hamming distance of the recipient stripe is d =2 before
the element in the donor stripe is selected. The selected element of donor stripe can be
further selected based on a minimal performance impact on the donor stripe or based on a

minimal performance impact on the storage system. Additionally, the recipient information




such that at least one of the erasure or error correcting codes is a parity
code, a Winograd code, a symmetric code, a Reed-Solomon code, an
EVENODD code or a derivative of an EVENODD code. A third .
embodiment of the present disclosure provides a method and a system for
increasing an error tolerance of a stgrage system having a plurality of
arrays of storage units, such that each array includes m storage units and
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red ARG ‘?ﬂ?é‘s‘élé’%’réi}a?}f%%f SFFA O FLRs SR LsHED 4R A PAEY FRfRLRr of
redundant units in the base array. Additionally, n=r,n~t2, m>n+r, jm
=k (n+r),andjand k are integers. Each respective element of a stripe is
stored on a different storage unit in the array. An element is selected in a
donor stripe when a difference between a minimum distance of the donor
stripe and a minimum distance of a recipient stripe is greater or equal to
2. The selected element is stored on a storage unit having no elements of
the recipient stripe. The donor stripe can be stored on an array that is
different from the array of the recipient stripe. Alternatively, the donor
stripe can be stored on the same array as the recipient stripe. Before the
lost element is rebuilt, the storage units storing the donor stripe are made
aware that the selected element has been donated so that data is not read
from or written to the selected element as part of the donor stripe. A lost
element of the recipient stripe is then rebuilt on the selected element.
According to one embodiment of the present disclosure, the preferred
minimum Hamming distance of the recipient stripe is d S before the
element in the donor stripe is selected. The selected element of donor
stripe can be further selected based on a minimal performance impact on
the donor stripe or based on a minimal performance impact on the
storage system. Additionally, the recipient information -4c- is selected
based on an improved performance of the recipient stripe or based on an
improved performance of the storage system. The array of the storage
system includes redundancy based on an erasure or error correcting
code, such as a parity code, a NO 2005/006215 PCT/EP2004/051382 5
Winograd code, a symmetric code, a Reed-Solomon code, an EVENODD
code, or a derivative of an EVENODD code. Alternatively, the array
includes redundancy based on a product of a plurality of erasure or error
correcting codes in which at least one of the erasure or error correcting
codes is a parity code, a Winograd code, a symmetric code, a
Reed-Solomon code, an EVENODD code, or a derivative of an
EVENODD




code. Brief Description of the Drawings [022] The present invention is
inustra+ted by way of example and not by limitation in the accompanying
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{026}
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[636]

 array depicted in Figure 3;

which: [023] Figure 1 a shows a typical configuration of a storage system
with a plurality of j arrays connected to a common storage controller,
[024] Figure Ib shows a typical configuration of a storage system with a
plurality of arrays connected to separate storage controllers; [025) Figure
2 depicts an exemplary anarnorphic array having six storage units; [026]

grad JOW S JyGRIER @&S@M%ﬁﬁ:ﬁﬁﬁ‘%ﬂ@'@:@ﬁ@mﬂﬁ%&@%ﬁ@r%e units
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onapmdwgéaé@mgwﬁmﬂm@r&ﬁ Wﬁeplcted
the: erasurmoEtgtmecaerﬁﬁB& Bigewésa ﬁﬂﬁmw&,&eﬁﬁﬂdgth&mﬁmagﬁmﬁtﬁdallure
code, 2 RATAASIRAVRE he PPRREHPIGIR! (Y% deRicied b HaeRdBRd] Figure 6

code depicts the array of Figure 5 after performlng a dodging operation
. ... according to an embodiment of the present invention; [030) Figure 7
Brief Deseplptiontof dherBravdngre-unit-failure arrangement of the anamorphic

The p;.@g@ma;a%%lm@g%%[@%&fdﬁ&ﬁ@z@ Sepisisieanayak Figure 7 o
accompart gfgferforml%&?d%%%egg_ergeratlo%cc&rd@g 10 nembodiment of the _

efit invention, igure 5“3]ep|cts an exemplary array havmg eight
in which: storage units using a (3+3) symmetric code; [033] Figure 10 depicts a
Figure $ustunwiraiipigdwosgighticstof ageotagit sivays Witis4 pRiglite of 1 depicts the
arrays corRo@yISssietmaidniglerectRaftenagrforming an external dodging operation
' qmlﬁggmﬁg t fi B‘ an 5] Figure 12.
Figure jg%%%gagt storage nit arroquavglt% r%?r%e%%}?\ég%tg age u H#i%f followinga -
arays c‘”’%’@f% HErasuHRTHNGE for the Invention [036) The present
Figure Q@Mslmqsw@mmwmmmmmmmw 10/619,649 WO
Figure 3Q2Hi60 67 toeRElRAr 20BN 1302 Iﬁ\(ﬁgmﬁes‘t@@(ﬁﬁd @er ﬁ-
Iustrating éBEe%%ﬁ{%%%%d@&)g SR AHeAlic BAULENHAPGL:

present invention;

Figure 4 depicts a first three—storage—umt -failure arrangement of the anamorphic
array depicted in Figure 3;

Figwre 5 depicts a second three-storage-unit-failure arrangement of the anamorphic
array depicted in Figure 3;

Figure 6 depicts the array of Figure 5 after performing a dodging operation
according to an embodiment of the present invention; _

Figure 7 depicts a third three-storage-unit-failure arrangement of the anamorphic

Figure 8 depicts the array of Figure 7 after performing a dodging operation
according to an embodiment of the present invention; .

Figure 9 depicts an exemplary array having eight storage units using a (3+3) o b;i
symmetric code; R

Figure 10 depicts a system having three eight-storage-unit arrays;

Figuore 11 depicts the array gystem of Figure 10 after performing an external
dodging operation according to an embodiment of the present invention; and

Figure 12 depicts a ten storage unit array with three failed storage units following a
set of dodging operations.
Mede for the Invention

The present application is related to US Patent Application Sesial No. 10/619.649




Patent Application Serial No. 10/619,633 (Attorney Docket No. ARCS,
entitled "Multi-path Data Retrieval From Redundant Array," and US
Patent Pé%gllcatlon Serial N0.10/619,648 (Attorney Docket No.

WRBMEEMMED "RAID 3 + 3". The present ap- plication is alsoREREERS/8H 352
pending and co-assigned US Patent Application Serial No.
101600,593(Attomey Docket No. YOR9-2003-0069US1). [037] The
minimum number of failures of an array tigat can be tolerated by an
Erasure or Error (FCC' parity ror Correcting Code ~~i.~~, such as a
pncode, a Wlno rad code, a symmetric code, a Reed- Solomon code, an
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tolerate Newhis}660 4T3 iteriepRiekicdiai DR 0280R DRSS, is increased
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the followilsgiscatioerithg mpdratio Misnainpdisssin mmazerﬁpmmtdma dmt is,
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recipientdpiarmation i *}H{ﬂr{%& %O&a} e,nt dhereby, roviding an
increasing, the mipimum), |stance e ar % operdtlo “can
be perfo?% c{gtgrﬁﬁ?reo Aheet ﬁ‘ us, the

the dod@%ﬁ&%&frﬁﬂér@smtaamaxnap@hmtarwmmgmwm@ failure or a
contrashattiere féidratsideb yvibind e asei i Fisnaeciicliddd B g ECC. As used
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communicate Wlth array controller erin

101 coAF%hdh M@&ﬁ&%@%&?ﬁkﬁlﬁ?@%ﬁ%ﬁ%éﬁ@@%g 1 bamcibe distance
106. Séctradcbi- fidfar siivdodiiog srertor shedotrotigrite edintnyricdieanitiby 1. Tn |
muItlpletﬁIﬁﬁw ﬂaaféaiﬁ&i@@i}ﬁﬁﬂ@&&ﬂé%&%@éﬁ?‘m%&t@'Eﬁﬂg s%operanen ' |
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and 154, tha are resg\;ctlve g{/ nected to d erent array contro

and 151 StOrRgE A dﬁ‘Wé’BﬁﬁBﬂéﬁ“ occur at varying
d1stances depending on the conﬁgurauon of the array.

[039] Figure 1a shows an exemplary storage system, indicated generally as 100,
comprising two storage arrays 102 and 103 that are connected to a common array
-controller 101. Storage arrays 102 and 103 comprise multiple storage units 104 and
communicate with array controller 101 over interface 105. Array controller 101 com-
mumnicates to other controllers and host systems over interface 106. Such a con-
figuration allows an array controfler to communicate with multiple storage arrays,
[040} Figure 1b shows an exemplary storage systerm, indicated generally as 150,
comprising two storage arrays 153 and 154, that are respectively connected to different
array controllers 152 and 151. Storage array 153 communicates with array controfler
152 over interface 157, and storage array 154 communicates with array controller 151
over interface 156, Array controllers 151 and 152 respectively communicate with other




152 over interface 157, and storage array 154 communicates with array
controller 151 over interface 156. Array controllers 151 and 152

VO 2005/066215 respectively communicate with other VO 20Q5/0882dR /051382

[041]

[042]

[043]

[044]

(0457

PCTIEP2004/051382 7 array controllers and storage systems over
interfaces 158 and 159. Also shown in Figure Ib is a communication
connection 160 that allows array controllers 151 and 152 to communicate
with each other. [041] Thé array controllers shown in Figures la and Ib
may be designed as hardware or software controllers. The term controller
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wh In Figure 51 thin icate torage-unit
storge w3 TS RTRRECRERI HORB B RS it TSR Srne 1 s
indicates qGAragpcRnE EkEptdn Susmarticia @ﬂﬂt@\@@@%@ﬁé armbé@ﬁbﬁo@ has lost
each stripoliereldaledt Coinsgpaitlpeeidchariprisiiiies disiaieentdistapd eah tolerate
and, therefife f&ﬁﬁo@ﬁﬁ@%ﬂﬂﬁ&iﬁi‘&f&&%ﬁﬂ% dp&&'%&,é@m%s%mrmmmum

rns SRS RS T,
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within a block indicates a storage-unit failure. In the second three-storage-unit-failure
arrangement, stripe 1 has lost three elements, stripe 2 has lost two elements and stripe
3 has lost one element. Thus, stripe 1 has minimum distance d = 1 and can tolerate no
further storage-unit failures without data logs. Stripe 2 has minimum distance d =2,
and stripe 3 has minimum distance d = 3. Consequently, array 300 has minimum
distance D = 1.
A dodging operation can be performed for the second three-storage-unit-failure ar-
rangement by rebuilding the contents of one of the lost elements in stripe 1 ina well-
known manner onto one of the non-failed elements of sirdpe 3. Figurs 6 depicts the
array of Figure 5 after performing a dodging operation. Rebuilt data in Figure 6 is
underlined. Here, the element of stripe 3 on unit D9 has been donated to stripe 1
Following the dodging operation, all stripes have minimum distance d = 2 and,
therefore, array 300 has minitnum distance D = 2. The configuration of the array after
the dodging operation can now tolerate one further failure without data being lost.




rangement by rebuilding the contents of one of the lost elements in stripe
1 in a well- known manner onto one of the non-failed elements of stripe 3.

“FMBQ/&&??ICB the array of Figure 5 after performing a dod?
é}#gﬁgwloslssz

operation. Rebuilt data in Figure 6 is underlined. Here, the e

stripe 3 on unit D9 has been donated to stripe 1 Following the dodging
operation, all stripes have minimum distance d = 2 and, therefore, array
300 has minimum distance D = 2. The corfiguration of the array after the
dodging operation can now tolerate one further failure without data being
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réstore THa MinimG tance of array 300 of Figure 3 from D ltoD=2.
EH&F any tRrdeiaeimseravideanrebriis soveiort fbe affoittive ditrimeint array 300 of

distanc&igimr3dyw80D hdsbPen) mﬁreeaa?(ﬂtﬁﬁém&ag&iﬂt@aﬁﬁe@memver, the
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code in W SHAL T AT 200 L DS dhe writy pe RV ‘Eiffahﬁ’ﬂ@e having
storage ; ,ﬂlfé‘rays that are larger than nine storage units will also

9498 the Fhoperalleft ananorpisedaffectivg didjaode R efBMoaiBstance is
increased is an array of nine storage units. All arrays that are larger than nine storage
units will also have the property of an increased effective distance when a (3 + 3) code
is used. An array of eight storage units for a (3 + 3) code does not have the property of
having an increased effective distance. A (4 + 4) code utilized over twelve storage
units also has the property of an mcreased effective distance. A dodging operation,
however, should occur when the minimum array distance is d = 2. Conseguently, a
forther storage-unit failure during the dodging operation can be tolerated.

[050] According to an embodiment of the invention, a dodging operation can be
performed within an arvay, between separate arrays, or between an array and a spare
pool, referred to herein as an external dodging operation. While a dodging operation
performed to a spare pool is possible, usnally it is better to perform a complete rebuild
operation onto a spare and to perform a dodging operation only when the spare pool is
exhausted. This is because a dodging operation rebuilds only some elements froma
failed storage wnit onto a donated storage unit, while z sparing operation rebuilds all of




is used. An array of eight storage units for a (3 + 3) code does not have

the property of having an increased effective distance. A (4 + 4) code
Wgt?%gﬂog%gr twelve storage units also has the property of ar, &r}% %0%9%]5 1382
~ effective distance. A dodging operation, however, should occur when the
minimum array distance is d = 2. Consequently, a further storage-unit
failure during the dodging operation can be tolerated. [050] According to

an embodiment of the invention, a dodgirfg operation can be performed
within an array, between separate arrays, or between an array and a
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Specificqiby. iatiayed §8Ldeigludes storage units D1 array 1002 includes
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5and artRCHR0BiAGLIES 9tnpesedto ensure that each array 1001has one failed storage
umit. The results of a parity-exchange operation are depicted, for exampie, by sforage
units D1, D9 and D17 being shown having Xs within the blocks of the storage unit.
Further suppose that a fourth storage-unit failure occurs subsequently to the parity-
exchange operation. A fourth storage-unit failare is depicted, for example, by storage
unit D2 in array 1001 being shown having Xs within the blocks of storage umit D2.
Afier the fourth storagé~1mit faitare, arrays 1001, 1062 and 1003 respecti\fely have
distances D = (2, 3, 3). It should be understood that another storage unit other than
storage unit D2 could fail as the fourth storage-unit failure and a procedure that is
similar to the procedure described below would be performed for increasing the
effective distance of the storage system. '

[055]  Stripes 1,2 and 3 in array 1001 are now only distance d = 2. A dodging operation
that is internal to array 1001 will fail because at least three elements having distance
d=4are required for increasing the minimum distance of array 1001 from 2 to 3. Only
stripe 4 in aray 1001 has distance d = 4. Nevertheless, an external dodging operation




[054] Suppose that after any three storage-unit failures, a parity-exchange
operation, such as disclosed by co-pending Application Serial No.
(Attorney Docket No. ARC9-2003-0015-USlI), is used to ensure that each
WA PA)S1162Has one failed storage unit. The results of a paritPEREFasEB51382
operation are depicted, for example, by storage units DI, D9 and D17
being shown having Xs within the blocks of the storage unit. Further
suppose that a fourth storage-unit failure gccurs subsequently to the
parity- exchange operation. A fourth storage-unit failure is depicted, for
example, by storage unit D2 in array 1001 being shown having Xs within
the blocReteestorsays dlivbie mitdntwe distmbesiDeagye-106it faiteracasadsiom 2 to 3
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are requwe for mcreasjn dlstance 0

3. Only "SHiBE™9°R f%ﬁ#?ﬁ‘?@‘féﬁ@@"ﬁ a3js N’E‘f B tebyt onto stripe 4
extern a%@&@ﬁﬁg@ﬁ@rﬁﬁ@ﬁ WO 20081006218 DB THER2001¥85da8R oa® stripe 8

| betweemaixa)smﬁgawmtmwmmwnﬂsiﬁmmtﬁﬁ@y 12 @€i3ctedn8 be rebuilt onto step
increasgd {afn4iRa3e WipeHEChanging the minimum distances of arrays

éﬁi and 1003. To Chl vet 'St Ee cqntents ]‘orr%e of the missing,
ents 0 eac?ino rlpes P B RS R R BT ARS HIL SO ning the

elementélgFed iR eannrontaingn elementptberecipiensiripe Eotpaatpls, an

array 1emstrifeiSmranayiiala eitesttipast 0T @\dRR3 nf3bBE can be _
Flg:ure aié;j&?g%’i @Hﬁﬂﬁ@ﬁ@@é@g@g@f %ﬁ%@qg%%?ﬁ% Qogz@fﬁ units D7 and
extern ar resent invention. Rebu s
data in Flggre 11?582)pﬁr]1—ﬁger{g qﬂé’eecﬁ% R il %f%ﬁ’ﬁe gOfutained in either
selecteat%a%"e%ﬁgﬁt%ﬁfa%ﬁﬁﬂ@ ARmbPessiegeddnrrebyildinaadaled elsment from
stripe 2sisipeldeterttotistirsbuaie onit B7iped@d8vithinistooagansnié & 5Gipe 2. Lastly,
Lastly ath elemanbbitspépecdnisisedaateichto ﬁ@rﬁﬁ@ﬂﬂﬁ@ﬁ@ﬁ@ﬁg@%ﬂi’ﬂ@%& be
storage;uipit Yy 10R AL R.ADs e H&&%Lq E%ch‘uge%o% {P thet D3 and

storag it contaln he S Iecte ment ca not contaln an ele
of the féjé{ 8?3;?8? &fzf ’e?@ﬁ?@?ﬁs Fp%imﬁmqﬁhﬂian

either SEB-’IW ﬁfﬁﬁ@%?@t@i&@%ﬁf@%@aﬁ@é isedlected| toberaldailokimipment for .
failed etemddinfranckiripa bbadpeide both storage units D7 and D8 contain

[0%?|emem§}%§ﬁpﬂléel§ﬁgﬂé®f’sﬁfb§§ mé)&ﬂqubﬂl&‘ BRRI0GH, By rebuilding a

either failed element of any one of remaining stripes, each having d = 2, and any one of the
elements of stripe 12, having d = 4, could be selected for rebuilding a failed element of
the last remaining stripe having d = 2. For purposes of this illustrative example,
suppose that an element of stripe 8 contained in storage unit D11 is selected to be a
domor element for rebuilding an element of stripe 2, and that an element of stripe 12
contained in storage unit D19 is selected to be a donor element for rebuilding an ‘
elerent of stripe 1. For each of the dodging selections of this illustrative example prior
to the dodging operation, a donor stripe had distance d = 4, and a recipient stripe (i.e.,
stripes lhad distance d = 2.

{0591 The net result of the external dodging operation is that array systern 1000 has
minimum distance D = 3 after four faitures. In contrast, the minimmum distance would
have been only 2 using only a parity-exchange operation, such as disclosed by co-
pending patent application Serial No. (Attorney Docket No. ARC9-2003-0015-U781). -
Consequently, when an external dodging operation is utilized for array system 1000,
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~five fa:lurgi;ea%;eerﬁg%lir
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v e AL B

storage unit D5 or storage unit D6 can be selected for rebuilding a failed
element from stripe 2 because both storage units D7 and D8 contain .no
elements of stripe 2. Lastly, an element of stripe 4 contained in either
storage unit D3 or storage unit D4 can be sgfé%%?g?j%jgﬁﬁdmg a failed
element from stripe 3 because both storage units D3 and D4 contain no
elements of stripe 3. For purposes of this example, suppose that an
element of stripe 4 contaiied in storage unit D3 is selected to be a donor
element for rebuilding an element of stripe 3. [058) Any one of the

AT Ay gﬁ’f’b"gf 1#e% dnd-any one

elements 0%?%’ e 8, havmgar(ﬁ 4, could be selected for rebuilding a failed .

of six uni®® Satldd widthentivbrihed@stigmopaig-siibe hoviRgton 2 fdieuemoses of

by co»pen‘iﬂi? [ Hr%ﬁ %@@L@iﬁ]%fﬂgﬁ rﬁﬁtﬁ&ﬂ?ﬁ‘@m of stripe 8 contained in
a

nor element far rebujlding an

i 1S selected to be
arco-on e e Sl PRSP Ieh AC B BB PO T BB 1 torage
exchange @awwq.fga@m syt sebdnbiydidpsienendenetfhdisnpsrcastement of

- figurationstripe 1. For each of the dodging selections of this illustrative example

The rQ&HE‘,ﬁ éPth%QAQWQéQQ Sﬁg&aﬁoqgﬂgﬁﬁﬁ%&hg Qﬁ%ﬂ _t4 an(ljt af
reCI Ien srlp p |IStance e netresuit o
exchangs (oSl i Ropiis 3 ea%cw%% el Colikes Bl e

are rebuﬂb?&ﬁﬁé@@&ﬁ@%@éﬁ%ﬁﬁhéh@frg? rmrea%@mneeﬁﬁhmmmnce would :

maximizeli sassibeeibednipoR a1 Sinteonynplaey By-axithangsyeparaf Gigisuch as
and 10, e1%§§£9§:%@99&%1&%§9f@95 RateRtaRPisRianRtiahdler (AtomeyrDocket

of the amraysy AFE, 5 s,é"aoﬁz”é%"' orUa?r aly S)C/:s% %Snt%hen an 6e grnal dodging

* longer poSRIF OPIROARB IR HEIGORSTIES AFASAEHACBIBFERI oystem 1000

increase the dffantee diminve vl distaneemoCduseZueiflys twdHerbanfelkesultafor an array
result in a E@H3:0f 24 units that are arranged as four arrays of six units and in

disclosed b
over i §% e

dPpRrs “3?86%"@‘ alaﬁhrs%aweeaﬂﬁmﬁaﬂah with a

element. parity- exchange operatron provides that system reliability is independent

Once aGhiemitay@ores iguiiabie su@6R] thiding midgsainge, (1R IN combination

assigned tgr'éyamrﬁmém 1dA9taliced AL IR LR EXE BRRGE Operation

farther sto e -unit fail d elements are

th e. Fail
siges witf e PRI IR e s I SPAISRE PR BREFEDYor cach

of Figure h}fm 1200 mcludes ten storage units D110 and uses a (3 + 3) symmetric 1
code. Array 1200 also includes five stripes, indicated by the numerals 1 Each steipe hag =~
six elements and has distance d = 4. Three storage units, D1, D2 and D4 are shown as - ﬁ
failed, and an element of stripe 1 has been rebuilt through a dodging operation onto an
element of stripe 5 on it D10, and an element of stripe 4 has been rebuilt through a
dodging operation onto a second element of stripe 5 on unit D8. At this point, stripes 1,

2,4 and 5 all have distance d = 2, and stripe 3 has distance d = 3. If a spare is sub-

sequently made available to array 1200, information from the stripes at distance d = 2

shouid be rebuilt onto the spare. The elements to rebuild onto the spare should be

chosen from the set of elements not currently present in the stripe. For example,

assume the element of stripe 1 on unit D2 was rebuilt onto unit D10, and the element

of siripe 4 from unit D1 was rebuilt onto nnit DS, The elements to be rebuilt omto the

. Spare cannot include these rebuilt elements of stripes 1 and 4. Once the elements to be
 rebuilt have been selected, the information is rebuilt onto the spare in a well-knows

_TDanner.

The primary criterion for selecting a donor element is based on selecting a donor




maximized, as described above. In the exemplary 24-unit array system of
Figures 9 and 10, eight storage-unit failures are required for a minimum

distance of d = 2 for all of the arrays of the system Once the minimum
W ALHBG each array is d = 2, itis no longer possible to pREGAEKR2004/051382

parity-exchange operations or dodging operations to increase the
effective distance of the system. Consequently, two further failures can
result in a data loss. [061] Over time, geggralized dodging operations
result in stripes no longer being local to a given array. Thus, the selection
of a donor stripe may be realized as selecting a donor element. [062]

- Once aSparetikt bedbrieastirnmsbre badenes srpugishintehagrmmdry criterion
-can be inbsigded telaaigde: avyapé thereildtivingshdléasp Eﬁs‘lﬁzﬂeﬁhtpbfﬁhﬂiﬁce, such

elemens pbthenstings Withihe &pﬁi&%fé& AFRNGRS: %@é ample of
spare ufryt C ﬁ?rlthe exar Ie 12 Arra g 0 includes ten

storage and uses a&&? rﬁ%??@% Wﬁ@giﬁﬁ@%‘?s%ad the

| mcludeglﬁ%g%@ﬁ%@a %%W@ﬂhé%%%ﬂd@&mﬁtﬁe e espensive parity
elementsiaretioas DB tanbbndtr-belchiherdostetadiding ia cRinBR shdiBdQtrcause D9

shown ascdajilashiansan QISMATER gaeﬁl@g&hg%wﬁma%@ the in-
dodglng I}Fm{{';ltlon,on}l,té;nnan[ elemgnt ur}p g(r)]nlén{t D10, and an _
element Of Stripe 4-has, been Tebuilt thiotg ?e 7% 5?3&?3?}‘8?1%’83&“

second ABHE R &@MBWWW%@H&% %QFﬁbééHiof@aﬂpaﬁ@I gat |
all hav@m@@ﬁdbedles@,f@m@@ﬁopaaadaéelhhwﬁagchedebﬁldl bpespiate Is tilezample of

Ze?uemwﬁm&r ﬁg;@}@ﬁéﬁtﬁ%%ﬁﬁ%ﬂ@ﬁd mmm@gr%@ﬁrflamé%@masﬁm based on
IStan e,e
N e “‘*“59%“ nﬁﬂﬁ?ﬂ& SR Shoseh oments o
resentt ﬁ%ﬁ’éz Pfﬁgf’ @?ﬁé’@%t of stripe 1 on unit
Hvas rebume eﬂﬂ@thmmm@wah@fm of| senerslizstistoifping. fo theumiriilovals

rebuilt Brgﬁrurﬂtamm' hezelerieptbdadia g @puiitHon R 441Se SRAMEIGARARN arrays when

“includ 4
Irgct:)lljJ |Ite£rl1£aE§e begn sgle gfegdg gt;é%%g F&ﬁ%?ﬂﬁl %ﬁ%?ﬁ%}%fdg%e%%%% g%ewas

well-knigwn manfer. [063] ?ﬁt AR GGy pe Was at
elemertitepeda bnladtettn &%WM%&%@@Z&@ the stripes involved-in the
PCT/EPR0D4]GBAEEE opSrasiemientamblmdntivg haskionyd codpitg@ 9 masD.

[alaf;}pe fe“ﬂbﬂb&iﬂééﬁ&@ﬂ@ﬂ%&%@ﬂ&h fu*ﬁ?&ﬁﬁa%ﬁgéhﬁ%ﬁ%é?%éﬁ%@ﬂtﬁ the
eleme ct onperioymance, su en
@E gs’é@ﬁ L)eead%tléqgn% SRR r?[ grnn 6!? e Eeg‘}ﬁlfléen the

with thg8 st expensive re Sﬁg?lcy ca]ilcu |on n

12, the BRI ECOPLIHIE BT are ORBRFIA ﬁnaﬁwv@é@aﬁec%ﬁﬁeaes efas shown

the hidhEtaraestariben sortrslooi{tiamily tsefraursbiDépantidd Mixdnalith &krmshe donor

expen'SiN@rBﬂ{:iﬁht stripes are connected to separate controllers 151 and 152, as shbwn in

' Figure 1b, then controflers 151 and 152 exchange information. For example, the
controllers conld expose the individual drives over communication connection 160,
such as in the manner of a Just a Bunch of Disks (JBOD) array configuration. Al-
ternatively, the controliers could exchaﬁge information regarding the data to be read
and written from the locations on the storage units involved.

- [066] The technique of dodging has been described for anamorphic arrays. Dodging can
be used with atray types having a minimwm distance d = 3 or more. Generalized
dodging, though, works best with symmetric arrays, .

[067]  Dodging can be used beyond simply increasing the minimum distance of & storage
system. Many other factors may be included in determining whether to perform
dodging and 1o choose donors and recipients. For example, the individual faiture prob-
abifities of components when they are non-uniform, the combinations of faitures that
lead to data loss, and the effects on system performance may all be considered. In such
cases, the minimum distance of the systém could remain unchanged following '




calculations. D9 could not be chosen for rebuilding an element of stripe 4,

because D9 already contained an element of stripe 4. The primary
vO 2005/006215  criterion for selecting the in- formation to be ggbyill-is; basgd,on the
information set that provides the greatest increase in reliability. A
secondary criterion is to select the information set that provides the best
array performance following the rebuild operation. In the example of
Figure 12,.the elements dBstripes 1 and 4 were chosen to be rebuilt
primarily based on their remaining distances, and secondarily because
odging, (rjetziui!ding‘ the c_hosecr)16e4le_|rpents _tof maximize performﬁance ]followin% thfi
.. dodging operation. ere.is further important effect eneralize
(068 Wil i e s eed B B SO E0ing
from HDBpéomse anifsdheamesenidavisative dreaplipblosedsionse seepmsdognsde was at -
from arraglissfbderdretony B eias, kicl aa Rdedging.epardistova@® Aidformed on the

Ines [ plent. sty s at distance
s dO L o O s L ot
storage d‘???@e%ﬁé#fh?”aﬁﬁgﬁﬂé %é%%ii’é?nv é%%{ %g%?ﬁbeﬁ?é%f%geﬁal dodging -
arrays buBipareforiyeestaeret mpmece ki dvthes areliothle fostp ecdyndastipient
system inSHlG teew e thaitheinstoragersisiensdoarble tahashigretemsns from
to particuPR GNP Gr DARORRE SIHP &haY (RE G HIRRA AR EQriRiea A iRgs are
donati connecE)%Ei to & common array controll_er 1_01, as shown in Figure'la, then
a donatiog SREANRT101 can perform this operation internally. When the donor and
[069] Althoygle fBrdiRTageip s dnyrati e besa f%?%@ﬁﬁ‘?é?é%ﬁt‘i’éﬁé‘r?@%ﬁsﬁ?, as:
clarity of sindewstamiihggitreillbhdhppaconthol eestdd thanged Biiexolifingonsioranation.
be practice@URXAMHSLTIR coptHIaE s xResR. theckidividviahdHasever
embodim&ya Ao, a’%on %%per&ea%t@ 0 Iji gva%ﬁh?q%é&%g&vlén %ﬂ%&%&ﬂ#ﬁﬁ a Bunch
: 8??)@?(5 (%%8?3 array cokl\ﬁgpratlon. AT- ternagively,.the controllers could
is not to be, Lo e FEJST PP S RE TR A 86 P8R from the
and equividdenttiofi o nppradid igmtinits involved. [066] The technique of dodging
has been described for anamorphic arrays. Dodging can be used with
array types having a minimum distance d = 3 or more. Generalized
dodging, though, works best with symmetric arrays. . [067] Dodging'can
- be used beyond simply increasing the minimum distance of a storage
- system. Many other factors may be included in determining whether to
perform dodging and to choose donors and recipients. For example, the .
individual failure prob- abilities of components when they are non-uniform,
the combinations of failures that lead to data loss, and the effects on
system performance may all be considered. In such cases, the minimum
distance of the system could remain unchanged following VO
2005/006215 PCT/EP2004/051382 13 ;




dodging. [068] While the present invention has been described in terms of
storage arrays formed from HDD storage units, the present invention is
applicable to storage systems formed from arrays of other memory
devices, such as Random Access Mgjnory (RAM) storage devices (both
volatile and non-volatile), optical storage devices, and tape storage
devices. Additionally, it is suitable to virtualized storage systems, such as
arrays built out of network -attached storage. It is farther applicable to any
Wer‘é’ﬁ dant system in which there is some state information that

associates a redundant component to particular subset of components,

nd that state information may be transferred using a donation operation.

Y e S e Ve S AN S
faemopesesekinipsiopefafnderstanding, it will be apparent that certain
changez and E(r;ofifications may be Igracficed that is within th%j‘scqae %f ,
the apSETHHCFAIRES RSO MR ATRY SrARSTPraRb YRR TaRaving
apisiditediaddhustiatieacnstnos festrictiven andsihe iovenivrosaming dsde
limited to the details given herejn, but may be modified within the scope
R A G e ings o9 AR e SRRk e
shopedsingasiceadotoedifiessat atvargayuaftm storage units, the method
comprisir]1 ﬁ'g}eignogig}ﬁriﬁﬁ}ggygggra ll:iOSSt e arr é‘pf m storags units,
each s?rei}pe aving a pll?ra ﬁy A eleMEnt ,ee cﬁnsﬁi?( %?r%:ﬁgbg Stasite
roirernancdisestrgaidie dunongtapaiamdunmitamuonmdististerscef d, @oibient
set%ﬁ)g ?55;&?%5%8{%‘? '%‘E‘;%'E‘E pbayelring helag.plored, %%f'ﬁéj { %F%H;&%"J YSrage
unit;"selécting an elément i a donofr stripe when a différence between a
unibh msvingistarers efith ofdbraestpisataidre nsindnum distance of a
rec'p'e:%tbéﬁﬁﬂﬁ]'ﬁ r%?&?é‘?ér% HE r%’cfﬁﬂg%ﬁﬂ‘?ﬁpb%do%"%H?eeé?é@‘éc}.@_,g SIoHESht.
on a storage unit having no elements of the recipient stripe; an
rebuildiipreiodhelarmnpbmisdorecipivnitsia g andneosphictedayieaaat stripe
HARIEIA 1P AUALALT SREAS WD ananaF el afRme A g,
having n + r elements in which n is the number of data elements in the
PR HEdle NigakemeineertdatisiedentelisnibalanaferBise army, m >
jﬂn*'—frk(jﬁ”fr}f@nﬁ ﬁ)ag@(y(ja@g%lfe%rgrgntegers. 2. The method according to
claim 1, wherein the donor stripe is further selected based on a minimal
performance impact on the array.

2. The method according to claim 1, wherein the donor stripe is further selected

based on a minimal performance impact on the array.

3. Th.e method according to claim 1, further comprising a step of selecting the

recipient information based on an improved performance of the array.

4. A method for increasing an error tolerance of an array of m storage units, the
method comprising steps of.
storing k stripes across the array of m storage units, each stripe having
a plurality of elements, each stripe forming an erasure or error correcting code
having a minimum Hamming distance d, and each respective element of a
stripe being stored on a different storage uni;
selecting an element in a donor stripe when a difference between a

minimum distance of the donor stripe and a minimum distance of a recipient

1348845_1.00C



3. The method according to claim 1, further comprising a step of selecting
the recipient information based on an improved performance of the array.
4. A method for increasing an error tolerance of an array of m storage
units, the method comprising steps t#:-storing k stripes across the array
of m storage units, each stripe having a plurality of elements, each stripe
forming an erasure or error correcting code having a minimum Hamming

digfance a4 sashussrestive elemaptaligniipsds &&F@&;&M Sorage

different storage unit; selecting an element in a donor stripe when a
diffehengiEeEsRentFmithareaReREdIehatfbnor stripe and a

minimugLdiRiARes REALRFRRRLRAGEAR LRGPk S RIS R Ghent:

equal to 2, the selected element being stored on a storage unit having no

elementS@fiReMaRILAEhE SRS 4h dreBanamef PR sei8cHERE dhenstep of

FESIRIGMIGSHIRS.0N R BRIE SEFLEISIBRNKTMRRITN WORNAS RISHERE KBS on
donor stripe fails during the step of rebundlgg@it least a portion of

faipriettrdotioneah Amisth R B Eap SR SiteRe @Element, the
methogeeRimpringiaafuphersivnaint MneiRalinge sisretipbyilding

at least a portion of recipient information from the recipient stripe on the

sipmaton draenhine SRR LB A doh SPGRISE RIRHENE plurality of
stripessefefiray difereRaeibatyediva monMmpalistance i seenad a

donor stripe and a minimum distance of the second recipient stripe is

PRSI R0 2 MU 68 1EBRE PL IR SRERNHHEQIHERRHABH 2

shinpauandisemdilbiarl irasirai pesisiemfdaridesigieptdpiaramtigndrem
the recipient strip(g on the selected element in the second donor stripe. 5.

A met/F6EGH IR Siaie] ﬁf%%fﬂr@%ﬁﬁ@g ﬁ?r%f/[?ﬁ;rﬁ'yorage units
that isgbineiablattkselecieatpaiter s ofdaipices i compastrofienthef:

FHPLTL) SF HEEALE Seeh SHiBLP GRANT i SR 47 B Frecting.
code having a minimum Hamming distance d, and each respective
s, A T D O A YRR

ia dolnersiipessaihdieat pafidure o6lkiames, abiingriamgysiescoéased
fo'low@%ﬁn%eg%i{%p%%eég%)% ﬁ’!%darray of m 'storage units, each stripe having
a plurality of elements, each stripe forming an erasure or error correcting code
having a minimum Hamming distance d, and each respective element of a
stripe being stored on a different storage unit;

sut;sequent to an element failure, selecting a recipient element;

selecting an element in a donor stripe such that a failure tolerance of the
array is increased following a rebuiid operation; and

rebuilding a lost element of the recipient stripe on the selected element

of the donor stripe.
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rebuilding a lost element of the recipient stripe on the selected element of
the donor stripe. 1346845 1.DOC -16- 6. A data storage system,
comprising: an array of m storage units, k stripes being stored across the
array of m storage units, each stripe ‘having a plurality of elements, each
stripe forming an erasure or error correcting code having a minimum
Hamming distance d, and each respective element of a stripe being

6. staretd etvenddferetdsiamepnsiity.and a system array controller selecting
an element in a onor stripe w ena tdiffereDnce betwe§n a mini{ﬁ]um ¢
distan@'§H'IRE QoMb g{ﬁé)g HR0% m‘cl’nri'_ tim %f&aﬁ%@%e faaﬂg%?p e%ta&ﬁﬁé) m
ssogeemiends cepatl trpathedele atedieddty erite kairy stosedrostdpstdsagang an
uni having. po clemenis PLUR Teclplent sifs; e system aray conuoller
%%%lf&ng 2 [0S EleRTEnt ST the reup%nt stripe’on'the CeIEe g[éor%ent?n
sdtéredsphetiveaiahenistd@agtipaitseis starenmor Ehdifiarayt sachgstnipd;
%’%/ing n + r elements in which n is the number of data elements in the
ase array, r is the number of redundant elements in the base array, m >

n+r, jms:yﬁmgw)r,aar@panaek aedeititogars cleMbatdata dteragstkysteien a
@ﬁ‘é%ﬂ'&g 6%8@%%@ ngKYH%FEm E%Etﬁ?ﬁé&eﬁ% g—l[é% ROLoNR! gs@gg;@mﬁmm

onor stripe ased on a minima ormance Impac e array.
dstenealafan sesinigntpliiomiagreaitipregaane therselehtedyslament

t?éﬁ?% SEQruale %Sﬁﬁ%ﬁet%ifﬁ%f&iﬁatdﬁ@fé?ﬁéi% Bracd! %iﬁ%ﬂ?@(xﬂ%’&d
performance of the arfay. 9. A data storage system, comprising; an atray
of m stbeg¢stama ke epay oienEhividina.e deyt elempalobthe moRiget

éﬂﬁﬁg,&gg{égg%@@v&mmpraﬁty of elements, each stripe forming an

erasure or error correcting code having a minimum Hamming distance d,
and eWERTRIBPBEIRE OB RIS 208HPEDISIRY KOREPENIC dfféeraach stripe

RIOIRYR Wiile| SRS AR R PO theluRras B4 B AN IR the base
selecting an element in a donor stripe when a
array, r is the number of redundant elements in the base array, m>n +r,

jm=k(n+1), and jand k are integers.

7. The data storage sysiem according to claim 6, wherein the system array
controller selects the donor stripe further based on a minimal performance

impact on the array.

8. The data storagé system according to claim 6, whetein the system array
controller selects the recipient information based on an improved performance

of the array.

9. A data storage system, comprising;
an array of m storage units, k stripes being stored across the array of m
storage units, each stripe having a plurality of elements, each stripe forming an
erasure or error correcting code having a minimum Hamming distance d, and

each respective element of a stripe being stored on a different storage unit;

and
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difference between a minimum distance of the donor stripe and a
minimum distance of a recipient stripe is greater or equal to 2, the
selected element being stored on a storage unit having no elements of
the recipient stripe; the system array! €ontroller rebuilding a lost element of
the recipient stripe on the selected element, wherein when an element in
the donor stripe fails as the system array controller is rebuilding at least a

portionﬂﬁgﬁm%wfew%%féer@&wg PSRRI IRG b 88i86tathen a
element, the system array controller terminates rebuilding the recipient

fhfsengR RewRaRa Faln kY Sisianss ffdhe deted stibsand arigigym
SRENGAMMOF IR fromybesRivsality of siipasyhenasdiffeisnetment

between a minimum distance of the second donor stripe and . a minimum
RSO BIIRE SeioRaaR EiidR U BILHRIRRIH B APRIPL UHRS a
donor glenaestdmtheseeontolenesisiiiompaton taeat Farbasapion

of lost recipient information from the recipient stripe on the selected
SRRPR heselsetsshalRBRBF stripe. 1346845 1 DOC

wherein when an element in the donor stripe fails as the system array
controller is rebuilding at least a portion of recipient information from the
recipient stripe on the selected element, the system array controiler terminates-
rebuilding the recipient information from the recipient stripe on the selected
element, selects a second donor stripe from the plurality of stripes when a
difference between a minimum distance of the second donor stripe and a
minimum distance of the second reoipieht stripe is greater or equal to 2, selects
a donor element in the second donor stripe, and rebuilds at least a portion of
lost recipient information from the recipient stripe on the selected element in

the second donor strip-e.
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