
A subsystem prevents unauthorized modifications of BIOS program code em-
bedded in modifiable nonvolatile memory devices such as flash memory. A
cryp- tographic coprocessor (34) containing the BIOS memory device (42)
performs au- thentication and validation on the BIOS upgrade based on a
public/private key pro- tocol. The authentication is performed by verifying
the digital signature embedded in the BIOS upgrade.    


