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- 1 *159159* *@0002* TITLE OF THE | NVENT

PORTABLE ELECTRONI C APPARATUS AND I\/ETHCD OF UPDATI m""””mu”m m'm”ml
APPLI CATI ON | N PORTABLE ELECTRONI C APPARATUS

BACKGROUND OF THE | NVENTION 5 The present invention *159159*
relates to a portable electronic apparatus such as an .oz

| C card capable of executing an application program

rovbry ond & wethod “of “updat rh. an-appi cat  on - JIHIIIINNN

portabl e el ectronic 10 appar Conventional |l y, as
a portable electronic? gaPEtEEE ZNVEETEQNG nade of a

SN Rt LIS 5
P Sl T R
to the nanufacture@Ang§554§3qﬁ%¥§k(f&%

Further, in the convention card an apﬁflcatlon
is often shereddsRnd AARMEWIN 318 tRM¢ o I ddia fase
of an IC card (I1C chip) in which an 20 application is
st or etletbrantienapewtatabl @uBEMasi anl $C dafrld euldablien of
practice, for a manufacturer. other than the
manuéaetuténgodnt bpplli€atard paogreat énamaldppl iieat on

for it and add a new application to the IC
writable or rewritable non-volatile memory and a method

of updating an application in the portable electronic
apparatus.

Conventionally, as a portable electronic
apparatus, an IC card made of a plastic plate in which
an IC chip serving as a memory or CPU is embedded has
been available. 1In a conventional IC card, an
application program (application) is often created
using language unique to the manufacturer of the IC
card (IC chip). Further, in the conventional IC card,
an application is often stored in a non-rewritable ROM.
In the case of an IC card (iC chip) in which an
application is stored in a non-rewritable ROM, it is
difficult, in practice, for a manufacturer other than
the manufacturer of this IC card to create an
application for it and add a new application to the IC
card or delete the application from the IC card after
the operation.

In some IC cards, an application is stored in a

rewritable non-volatile memory. For example, in the
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card or delete the application fromthe IC card after

25 the operation. In sone |IC cards, an application is
stored in a rewitable non-volatile nenory. For

exanple, in the case of Java card (Java(r) is a

regi stered mark of Sun M crosystens, Inc.), an
application (hereinafter also referred to as

"applet") created using Java- arlguage is stored in a
rewitable non-volatile nmenory in an I1C 5 card. Thus,

in this case, a person with authority, such as a card
publ tsker of caavaddaadnewaappl ieaki eagtietetrbe dhavrd oF dun
or delete the application fromthe card. At

appl Mtatoepstpdat eIhcme, Bn bhplabeveohC(terdinkdter also
whi ch a new application can be added or fromwhich 10

t he appereadi 6A eRefarnlesl) bergatededsiaond@va-language is

application is installed after the existing _
appl?E%F?@nlnhésr@HFFFéP§eb§@H‘H@ﬂéFé&GfW@WPFHelPCan 1c

d. | hj , . lnf ' i y .
R Ty e N M
(o408 g1 31 L0815.00L a1 000560 L) SEd M Aon oo

applﬁﬁ@tbggaié?kasgg!ngeE@ thgea?gﬂgﬁgkhgﬂakrbﬁ ¢8kdcard.

application information related e exl sting

applicatign kpph9ehtiBR BEa2UMVARYOF i FHE heNYENTAON2Q 2 rq

According to an aspect of the present invention,
t hereoishpelovadedwaappliaht €orl eahr bei addppabat isom which

capabl e of effectively execute application update
pr ocelssi app Ahdahioet hbdrefnupdat bagdaheapdl| i eaheagn in
the portable el ectronic apparatus.
application is installed after the existing application
has entirely been deleted from the IC card. In this
case, information (application information such as data
structure and actual data) that the existing
application uses is deleted with én application main
body. That is, when a new application is installed in
the conventional IC éard, application information
related to the existing application is lost.
BRIEF SUMMARY OF THE INVENTION
According to an aspect of the present invention,
there is provided a portable electronic apparatus
capable of effectively execute application update
processing and a method of updating an application in
the portable electronic apparatus.
According to an aspect of the present invention,

there is provided a portable electronic apparatus

having a rewritable non-volatile memory comprising: an



10

15

20

25

25 According to an aspect of the present invention,

there is provided a portable el ectronic apparatus

having a rewitable non-volatile nenory conprising: an
installation processing section that installs a second
application for updating a first application on a

storage area of the non-volatile nmenory while

retaining information for use ian the first

application stored in 5 a storage area of the

non-vol atile nmenory; and a restoration processing
sectinpthhabtieat presekbeéngr ekatned thter makitanlkon second
use in the first application as information for use

i n tapp$eécandoappbircapdenihbat fhastbepplinstdbhednby

the installation processing 10 section. According to

anot Atkpragpeatreesf ofthéhpr asanvolphiént neporvhehd les retaining
provi ded a nethod of updating an application in a .
por t ABFRTBRELPPOAPE HPPatBt GBehAdrAg arPlégeitigpl §tored in
non-vol atile nmenory, _co rising: installing 15 a

secofdSEPpPrPEafFEA Por FOFdAPPRGCASFIFEt MEPRFYéafPon @

. f th -vol at i whi |
erar RGPS Bhne PonbrorOuga A Bhne Rl SRt bR Ehon
Stor?QtéEnQdSEHEQQEaEESQ gért Se”?ﬂ?¥8Eakﬁkét”§gg&Xbation
and restoring the retarned informationh for use f he

20 fégsin999ﬁ59§550@ofsugef95n@BEQQQEBBdUEEph@cﬁﬁgon that
install ed second application. Additional objects and

advanggggéeﬁfihBEanm&gnbyoehew&hgtbﬁlge&oﬁoFkacb@s&h@
description which follows, and in part wll be

obvi egstienam t he description, or may be 25 | earned by
practice of the invention. The objects and

According to another aspect of the present
inVention, there is provided a method of updating an
application in a portable electronic apparatus having a
rewritable non-volatile memory, comprising: installing
a second application for updating a first application
on é storage area of the non-volatile memory while
retaining information for use in the first application
stored in a storage area of the non-volatile memory;
and restoring the retained information for use in the
first application as information for use in the
installed second application.

Additional objects and advantages of the invention
will be set forth in the description which follows, and
in part will be obvious from the description, or may be
learned by practice of the invention. The objects and

advantages of the invention may be realized and

obtained by means of the instrumentalities and
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advant ages of the invention may be realized and

obt ai ned by neans of the instrunentalities and

conmbi nations particularly pointed out hereinafter.

BRI EF DESCRI PTI ON OF THE SEVERAL VI EW6 OF THE DRAW NG

The acconpanyi ng draw ngs, which are incorporated in

and constitute a part of the specification, 5

illustrate enbodi ments of the inmvention, and together

with the general description given above and the

detail ed description of the enbodi nents gi ven bel ow,
serveombigaplians phetpeunairplyepodhtebeounvastriedna fitk@.

1 is a viewshowing a configuration exanple 10 of an

| C caB8Il&ysDESCRICATIANN@PE 0Han SEVBERNLMAITEWS QFh&HE DRAWING
present invention; FIG 2 is a block diagram

schemat i cAhPyashonrayyangharewang seomhilglr atricon nelorperated
ICcard; FIG 3 is a view schematjcally show ng a

sof t#Rr@1d15088hi Ftraki BATEf Canthe erpaifrratignis a

car dt RSt 5Ebe PrBoe B R p PP sRroR U PHE AR e P &ROPENST
” i tual  view f | ai ni

%0 abbi ! i oREPBEAT N SR REEP cdc TBR FRSVS) PAE Be

F| Gd&é§1@d09@§895g@hoxl sw £RE @fﬁBlzéFfﬁbHQsa i@)éargegg/:w,

of first update processing for an application;

is aséf@®ﬁbéréx§95iﬁxﬁhéiFkﬂﬁcigﬁegi6§ttthgﬁbéntion.
processing for an application; 25 FIG 8 is a

concept uakIgi ew figr aexpkai Bhogiag aexangliguehtiesOrR&ample
updat e processing for an application;
of an IC card system according to an embodiment of the
present invention;

FIG. 2 is a block diagram schematically showing a
hardware configuration of an IC card;

FIG. 3 is a view schematically showing a software
configuration of an IC card;

FIG. 4 is a conceptual view for explaining a
storage state of a card 0S5, load file,.and application
instance in an IC card;

FIG. 5 is a conceptual view for explaining an
application loading and application installation;

FIG. 6 i1s a conceptual view for explaining an
example of first update processing for an application;

FIG. 7 is a flowchart for explaining the first
update processing for an application;

FIG. 8 is a conceptual view for explaining an

example of second update processing for an application;

FIG. 9 is a flowchart for explaining the second
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FIG 9 is a flowhart for explaining the second update
processing for an application; FIG 10 is a conceptua

-view for explaining an exanple of third update

processing for an application; and 5 FIG 11 is a
flowchart for explaining the third update processing
for an application. DETAILED DESCRI PTI ON OF THE

| NVENTI ON An enbodi ment of the Present invention will

be described below with reference to the acconpanying
10 drawings. FIG 1 is a view showi ng a configuration
examppdatefpance€stngdfsysarmppptocdingnto an

enmbodi ment _of the present invention. The IC card
system i nElGdesOahs| € ceacartusér Viay asracpeleabliag an
el ectroni ¢ apparatus, a 15 reader/witer 2, a personal
conp%%%?p%ﬁeggiE%%F%r?pdﬁg?ePFéaeﬁélag fBEeRy) eppljcgtion;
a ke¥b ard 4, a display section 5, and a printer 6.

The card 1 is a portable electronic apparatus. The

I C card 1Fkél ?L%SE%HEESg ﬁs%?;ngyeggzéigzéggkﬁe %%ird

apparatus in einbé

port @b &1 SELEQRLC,@PPAE AL NS, gg?&5€iaﬁr"ina

equi pnent havi ng the sane func nas the ICcard 1

may be used. pEhartesdersorirberor, oFCTBE KevesaTdN,
display 25 section 5, and printer 6 function as a

host devike émbodifientCofatHelprébenteadeehwibhewidl be

acts as a comunication interface for exchangi ng data

w t hdederilied below with reference to the accompanying
drawings.

FIG. 1 is a view showing a configuration example
of an IC card system according to an embodiment of the
present invention. The IC card system includes an IC
card 1 serving as a portable electronic apparatus; a
reader/writer 2, a personal computer (hereinafter,
referred to as merely "PC") 3, a keyboard 4, a display
section 5, and a printer 6.

The IC card 1 is a portable electronic apparatus.
The IC card 1 is, for example, a card-type electronic
apparatus in which an IC chip is embedded. As a
portable electronic apparatus, mobile terminal
equipment having the same function as the IC card 1 may
be used.

The reader/writer 2, PC 3, keyboard 4, display
section 5, and printer 6 function as a host device for
the IC card 1. The reader/writer 2 acts as a

communication interface for exchanging data with the IC
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card 1. The PC 3 acts as a controller of the host

devi ces. For exanple, the PC 3 exchanges data with the

IC card | through the reader/witer 2. The keyboard 4

is an operation section through which a user inputs an

5 operation instruction. The information input through

the keyboard 4 is sent to the PC 3. The displ ay

section 5 is constituted by & digpl-ay unit whose

di splay contents are controlled by the PC 3. The

printer 6 perforns printing according to a printing 10

i nstcacti bn fThen Phe3PEcBs As exappleoodfiegd bar dwar Bost
configuration of the IC card 1 will schematically be
descdeébedeskl GFo2 esampbeockhdi 8Gr ameschengeiscaklty with the
showi ng a hardware configuration of the IC card
servifigcasdal 15hperghblbeereatesdve iipparat ushepAkeyboard 4
shown in FIG 2, the IC card 1 includes a CPU

(CentF aP" PPBEEEELAY FJﬁFF)wﬁ}lthéoReiWI FR&SH enPyeredppyrs an

e tOEe%lA%own”kﬁﬁﬁ Tonat rﬁégnéﬁgwme%%%%%b%% Phrough
For Bl “kE0pBLPACRORL A2nctcb! FRE BE 2200rhloal 5T ay
the §g$£§ém SngqégnsE%%%géd 5 ”HUHEEB%é9 %twﬂésT7

non-vol ati | menory 15, co- pr cessor t1mer

i s eqbeged t@ntén@érQréhé@§6r89ﬂ¥dcb9ftheeptcécaf@hé
25 The CPU 11 perforns overall managenent and contro

for phenté&rcargdetfoiine £PLhdingpetabeaingcopdangriatang
control programand the |ike and acts as a processing
sectinstrhet iper foomstirar POUs. processi ng or
An example of a hardware configuration of the IC
card 1 will schematically be described.
FIG. 2 is a block diagram schematically showing a
hardware configuration of the IC card serving as a
portable electronic apparatus.
As shown in FIG. 2, the IC card 1 includes a CPU
(Central Processing Unit) 11, a ROM (Read Only Memory)
12, a RAM (Random Access Memory) 13, a communication
unit (UART) 14, a non-volatile memory (NV (EEPROM)) 15,
a co-processor 16, a timer 17, and the like. Further,
as shown in FIG. 2, a module Ca including the CPU 11,
ROM 12, RAM 13, communication unit 14, non-volatile
memory 15, co-processor i6 and timer 17 is embedded in
a card-shaped body C of the IC card 1.
The CPU 11 performs overall management and control
for the IC card 1. The CPU 11 operates according to a

control program and the like and acts as a processing
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determ nation section. The ROM 12 is a non-vol atile
menory in which the control programfor the CPU 11 is
stored. The RAM 13 is a volatile nmenory acting as a 5
wor ki ng menory. The conmuni cation unit 14 acts as a
transm ssion section that transmts data or a

reception section that receives data. The

communi cation unit 14 is a comyuni-cation interface

for the ICcard 1 to communicate with the host

devi ces through the 10 reader/witer 2. The
non-yetatohethehopyribrins aatewnst phbbeesstingvelatil e
menory that stores various data or application

pr ogiaperpipaticat seayiodet alhe BOMt hé data thonbgolatile
stored in the non-volatile nenory 15 will be descri bed
15 |BeBPTY The €blphokResepntsodi pEsgasni §panthkei RPU 11 is
comput ation such as en ption or decryption. The

(i mAt A dnacthesRAMmeS TR FhEolatelst NERETVCAEALAG1AS 2
is a L SO0t act t

connunlcat?d%e ryzotﬁﬁﬁsF8%W¥§i§%ﬁ%88tﬁ Loﬂgsac%s as a
CoaCr MGl eLs Gl LD GOTPHIL SBELR0NLEL L %é‘a' 0g! 4928 8pts on

contact section for |y CORt ac i Ag a con

portééEEf%ntfﬁhtrP@Q@iG@@'&gfas @hgoggﬂghﬁﬁEé?%pn unit 14

controller, and the Tike. In the cas

1 ISl§.ﬂOﬂmﬁQ@ﬁﬁ@étgéntY@@eff@é& Eér tReCftdcdrd 1 to
perfornms data communication wth the reader/witer 2

t hr czyhman id & ed essth cohaunb sat don) cest BRreagRUBHheat i on
unit 14 includes an antenna for transmtting and
recefeadryr AVrbiéo ave, a , communi cation controller,
and the |ike.

The non-volatile memory 15 is a rewritable non-
volatile memory that stores various data or application
programs (application). Details of the data to be
stored in the non-volatile memory 15 will be described
later. The co-processor 16 gives assistance in
computation such as encryption or decryption. The
timer 17 measures time.

In the case of the IC card 1 is a contact type
(that is, IC card 1 performs data communication by
physically contacting the reader/writer 2), the
communication unit 14 includes a contact section for
physically contacting a contact portion of the
reader/writer 3, a communication controller, and the
like. 1In the case of the IC card 1 is a non-contact
type (that is, IC card 1 performs data communication

with the reader/writer 2 through a wireless

communication), the communication unit 14 includes an
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An exanple of a software configuration of the IC card

1 wll schematically be described. 5 FIG 3 is a block

di agram schematically showing a software

configuration of the ICcard. In FIG 3, the IC card

1 serves as a Java card. As shown in FIG 3, the

software configuration of the ICcard | is

constituted by a hardware (H-W d ayer 10 21, an OS
(Operating System) |layer 22, and an application

(applet) layer 23. The application layer 23 is the
uppeanbshnhayer, tandsbtlkayer add rscsitiaged rakavewave, a
the HWIlayer 21. The HWI ayer 21 includes hardware
suchcasmthécatsovormuhirodfleon andt thé, laae-vol atil e

menory 15, and co-processor 16. The HWlayer 21 is
control | enbpxanpégr @£08 39 LfsWatke cOBL(Operationgof the IC
Systen% I?ye[ 22. In the OS_layer 22, nodul es such as

a viFeadl 1 Wathi aeherapicpddiePesdesrridetonni n) and

APl 20 ( ication _Interface) group are installed in,

t he carﬁggE'S . t¥hé gﬁPF aPlﬁﬁ%ﬁWnécg§mﬁtﬁ6& Ly showing a
repr {] Lgutatio r nning the_J

car 208, aneEBLLRRTAh: 82 LRe GHAGRRG  odpodtive: the
appl i gakhpss: (3ppLeLsys28 hhyLhe,gpp!ication |ayer 23.

The APl group Is a nodule representing APl serving as

a funCtiOﬁsu§ﬁgwhnihh@IG@pB|iEﬁ%i98ft%ﬁ?eaﬁehkgﬁhk%%ion of
| ayer 23 includes a plurallfy of applications

(apptheatCosald appki eahkontBreapPpyi 8ahh@Bwatl- (EAGH 1layer
of the applications in the application |ayer
21, an OS (Operating System) layer 22, and an
application (applet) layer 23. The application layer
23 1s the uppermost layer, and OS layer 22 is situated
above the H/W layer 21.

The H/W layer 21 includes hardware such as tﬁe
communication unit 14, non-volatile memory 15, and
co-processor 16. The H/W layer 21 is controlled by a
card OS 30 of the 0S (Operating System) layer 22.

In the 0S layer 22, hodules such as a virtual
machine, ISD (Issuer Security Domain) and API
(Application Interface) group are installed in the
card 0S 30.

The virtual machine is a module representing a
configuration for running the Java card 1. The ISD is
a module for managing respective appligations (applets)
in the application layer 23. The API group is a module
representing API serving as a function used in the

application.
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23 uses the APl to realize various processing. 5

Entities of the applications are stored in the non-

vol atile nmenory 15 and the like. Applications in the

IC card 1 having the above configuration will next be
described. Firstly, applications to be installed in

the non- 10 volatile nenory 15 of the ICcard 1 wll

be described. FIG 4 is a vieewsshew ng an exanpl e of

a load file 31 |loaded in the non-volatile nmenory 15

and instance 32 of the application installed based on

the |oadThel epBlickt@onSlayez pi3ewWnsgher®t bCallhirality of
showi ng 15 processing of installing an application on

t he moplivatadtnke (appbiyatbonAR, shophicatkbl B4, apb@ication
card OS 30 is stored in the ROM 12 of the IC card 1

The €ard ©8cB0chatha apphickbhofier imxebat kpgliarkoos layer
processing according to 20 a request fromthe
appl2aisoh FhstAPIeloi AephézAoHarelat PFECREADAY - 15.
Further, as shown in FIG 4, load files 31A, 31B and
appl@%%&?b%siﬂgtggﬁegpPﬁéF@tﬁaFFe?reréF@F?@leot5§ non-
merel y. "instances” A, _32B are,stored for
resﬁg%%?%%f%p%?w%ﬁgigﬁ %Pgngh% ?hﬁ?he non-vol atile 25
menory 15 at Eagh the, lLoad files

31A, %18 %gééiggFég%%aEgiéhﬁoggeggggoﬁ1Pﬁglﬁgth e@nge

as apo@pPhi£aLi o0 @001 hasxa PEogessing.gode section 10
that stores a processing code. The I nstances 32A, 32B

are entitressépppgé?ﬁngeaeioagteosge,iageaqmgfgaﬂekhe non-

that are generated fromthe load files 31A,
througlatile memory 15 of the IC card 1 will be described.
FIG. 4 is a view showing an example of a load
file 31 loaded in the non-volatile memory 15 and
instance 32 of the application installed based on the
load file 31. FIG. 5 is a view schematically showing
processing of installing an application on the non-
volatile memory 15.
As shown in FIG. 4, the card 0S 30 is stored in
the ROM 12 of the IC card 1. The card 05 30 has a
function for executing various processing according to
a request from the application installed in the non-
volatile memory 15. Further, as shown in FIG. 4, load
files 31A, 31B and application instances (hereinafter
réferred to as merely "instances") 32A, 32B are stored
for respective application A and B in the non-volatile
memory 15 of the IC card 1. Each of the load files
31A, 31B is a file that is loaded from the host device

as an application and has a processing code section
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installation processing. Each of the instances 32A, 5

32B has a data section that stores data and the |ike
generated fromthe load files 31A, 32B. A plurality of

i nstances can be generated for one application. As

shown in FIG 5, the ICcard 1 stores the application
load file 31 in the non-volatile nmenory 15 10

according to a | oad command froh®t he host device.

Further, the IC card 1 that has stored the load file

31 in the non-volatile nmenory 15 perforns application

i nstehétt sborascer dingetoeiag codtal | Thenmmasdahecem Ba, 32B
host device. After the installation has been 15
conpheeeentihbeappbrearanncedeer dada erécutall &hst dtidke)
For exanple, the host device sends a | oad command and

the Foab #reegsncsptedefappl that ieadt 6ibesi A3lal B8 through

he | d1l U i vi the | oad ¢ d from

he ToSTUESF £07 PRECPESEhR 158PhodE ERE CAPBo0SS30 IR,
d ' That i he card. OS. .

30 veB hES  canPar oRheL o R8e o bPkeb R Baath) FoSapike

fron&eﬁgﬁ?@gﬁtfggMiEﬁﬁgffgaef$?€évggﬂti5§Eg§ngr¥la§ality of

Wien” the T oading of "the Toad “has n
CO”Di@%@chéQeCQQSEed§¥hé§a§§8d§oﬁnoh835?gF%EQE@BHQ to

25 the IC card 1. Upon receiving the ins command

fromthe Rosshdeni ¢o, Ftbe bC epedrd abkews therear ¢neS
30 to execute installation processing. The card OGS 30

- llapekecat bsntheadnsiakl ali on phecesa-nglbased fBmory 15
the load file that has been stored in the
non-&etardieg neeoz yldsd bymnaed| dHadmptbeesssnhgdethcehe
inStgﬂiggéfﬁ’the IC card 1 that has stored the load file 31
in the non-volatile memory 15 performs application
installation according to an install command from the
host device. After the installation has been
completed, the application enters an executable state.
For example, the host device sends a'load command
and the load file 31 of the application to be installed
to the IC card 1. Upon receiving the load command from
the host device, the IC card 1 allows the card 0S 30 to
execute load processing. That is, the card 0S 30
executes load processing to store the load file 31 from
the host device in the non-volatile memory 15.
When the loading of the load file 31 has been
completed, the host device sends an install command to
the IC card 1. Upon receiving the install command from

the host device, the IC card 1 allows the card 0S 30 to

execute installation processing. The card 0S 30
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processing, the card OS 30 installs the instance 32 as

5 an entity of the application in the non-volatile

menory 15 based on the load file 31 stored in the

non-vol atile nenory 15. After the | oad processing and
installation processing have been conpleted, the |oad
file 31 and 10 instance 32 are stored in the

non-vol atile nmenory 15 of the 1C card 1. The | oad

file 31 has a processing code section 3la that stores

a processing code and a nmanagenent table 31b. The

I nst areeuB@shbseaimahagéaehvn pabkesd2agabdsaddahathe load
section 32b. The application load 15 file 31 and
applfth@lbhatnbaanbeeszsaoeedssoctheedoerblaEaéh memory 15
ot her t he managenent tables 31b, 32a. Next, update
proc%%s{h@ %@?daﬁraﬁﬁﬁﬁéaglonInlﬁéﬁaﬂhéﬁalhathenIC

card 1 will be described. Main terns used in th
f ol |%ﬁ?%@sﬂé§%nEIPFoﬁaﬁiﬂeoszéodéflﬁﬁééllasthsl Paﬁéance 32 as

I d ft f
P ey e ek e cbPorPp ISR ARRI FRalhaNnPR FResFELe memory
Card15sb99 @pgﬁ'fﬁélgg E?géaggsgféflgfgnl %Egon volatile

non-vol atile Menor
applméﬁ@fpnlgn the IC card has a processing code and
i nstance data for executing various processing. 12

| nformat i pacysednby18pgl peatkonihherginahten11aksen
referred to as nerely "application infornmation")
Applprm&eﬁwum@fmaﬁatb@@nIGoﬂﬁlétéﬂlQUBetDonuﬁﬁle.3l and
instance 32 are stored in the non-volatile memory 15 of
the IC card 1. The load file 31 has a processing code
section 3la that stores a processing code and a
management table 31b. The instance 32 has a management
table 32a and a data section 32b. The application load
file 31 and application instance 32 are associated with
each other by the management tables 31b, 32a.
Next, update processing for an application
installed in the IC card 1 will be described.
Main terms used in the following description are
defined as follows.
* Application in IC card (hereinafter also
referred to as merely "application"):
An application in the IC card is an application
program installed in the non-volatile memory 15 of the
IC card 1. The application in the IC card has a
processing code and instance data for executing various

processing.,
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Application information is information recorded at the

5 operation tine of the I1C card. The application
information is a data structure of the data and actua

data that the application holds. The application
information is stored in the data section of the
application instance. The application information 10

needs to be kept held in the-cas2z whlere the

application is updated. The conventional 1C card

cannot keep holding the application information after

the applicahformbasoheesedpidgt agpl iAppliceatihereiharfter
host device (hereinafter also 15 referred to as

mer edysOhosfeapptli tat eenthpreAyhbappappbicdtani anfosmanion") :
application that operates on the PC 3 as a controller

of the hoBPrdégrtésn FThéorhestoapphi datromnpaukortws a user.
vari ous grocessing whi | e exchanging a comand wth

t he MRPLAFE L Por Lekarpreionoiehénfigsmahppnri eacrafed at the
| oad licati f] Lnto_t | C d d .

| netar s FRER b Bie caf i B B: fetrle chRa Zamiteation

publ R EHETTER A b LPEgtERER PrathE) Rk gy metua
appl d£ad i ORa 26nEl b1 UPJRL 81 PHOSESS! NG LOLURTRL TSN

an application in e |C card w | next

descinbeehnat F6G 16§ s80R§0ngephiakiaVhewekpk oaXBkakAkNg
an 13 exanple of the first update processing for an

applamal i oot i dhei exeapte. of Tk Gapplcencephuahkkyranhewsn
an application to be updated (previous application)
and needs to be kept held in the case where the application
is updated. The conventional IC card cannot keep
holding the application information after the
application has been updated.
- Application in host device (hereinafter also
referred to as merely "host application")ﬁ
A host application is an application that operates
on the PC 3 as a controller of the host devices. The
host application performs various processing while
exchanging a command with the IC card. For example,
the host application loads an application file into the
IC card and installs the application in the IC card
while exchanging a command with the IC card.
Processing for publishing the IC card is also executed
by the host application.
First update processing for updating an
application in the IC card 1 will next be described.

FIG. 6 is a conceptual view for explaining an



10

15

20

25

application for update (new application) in the non 5

vol atile nenory 15 in the 1C card 1. The previous
application and new applicati on have the same nane

(class nane, application ID) in a command fromthe

host application. In the exanple of FIG 6, a data

escape APl 31c 10 that tenporarily saves information

used in an application (apptichiion infornmation) as
escape data 32c is prepared in the load file 31 of

the previous application. Further, a data restoration

APl digmphatofrekeofesstheptienpoparceyssageflor an
application information is is prepared in the |oad

fil eagRlbtathennew Bppekemplionct ThE. dat goesenpeaApby shows
31c wites_ the application infornmation in a data
escape aPRhladthdRchoikeaurpakedcliPEevares pRPLREation) and

-volatile, EEP 1S T dat t ti
Lo SGhPl ey JETRLY (EEEOM £ S, The data eplorsli g,
th data 32 t_h b t d Ln the data
e SEERPDSmtts Lo e Dee e, iRl Degdsha.

of ‘6o Nede 200! £AL1 00, agpb oLOL E0ndAkDe e IDRURLR

escape APl 31c and data restoration

i mpl esENS £nahO) £XEIPELLibA tHP PROSESSHNINA2Pr6RUEhe host
sections 31a and 41a of the load files 31 and 41 of

the a@sppeitvenappl i cations. The processing of
witing the application information by the data escape

14 APl 3lg tiseséasmpllebyft ReGcabd 6Sd30awbebabbeAPI 31c

aut henti cation between the IC card 1 and host

appl tlcat | tempdas r ibdas @ge s henApphatadtnonsed in an
application (application information) as escape data
32c is prepared in the load file 31 of the previous
application. Further, a data restoration API 41c_that
restores the temporarily saved application information
is prepared in the load file 41 of the new application.
The data escape API 3lc writes the application
information in a data escape area 40 which is a
particular area in the non-volatile memory (EEPROM) 15.
The data restoration API l4c restores the application
information as the escape data 32c that has been stored
in the data escape area 40 and applies the data to the
instance of the new application as restored data 42c.

The data escape API 31lc and data restoration API

4]lc are implemented, for example, in the processing
code sections 3la and 4la of the load files 31 and 41

of the respective applications. The processing of

writing the application information by the data escape
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established. Simlarly, the processing of readi ng out
5 data by the data restoration APl 41c is started by
the card OS 30 when the authentication between the IC
card 1 and host application that updates the
application is established. The flow of the first
update processing wll next 10 be described. FIG 7
is a flomchart for explaining the f+rst update
processing. Firstly, a person (system admi nistrator,
etc.) that perforns the update processing for an
applaeatBbn idSstartbe bE chedcirdses Bbewkeybeaed 4
of the host device to issue an instruction for
updadibhigeaniappiosabeébween thhelfCcearddllantpbpst
receiving the instruction, the PC 3 activates a host
appl et fentier Lbdht tAgahas appl peaLieAtiAnt he |1 C
card 1. After the host_ 20_application has been ,
acti%%E%@}léﬁ?ﬁent?éﬁ%?%ﬁlyprBE@SEFﬁ@eF§lﬁﬁd@fbé?ﬁ@éﬁg out
the host application in the PC 3 d|lCcard 1 (steps
S11 ResiB] thRAah. FERtPEAETOR BROCALS: i§ PEarbad BY the
for kifng r h st.a ication has e
ot Hr 0T 2B TheE pre "SutB3hcRRRCLGR PREPR] FRE e cara
(previous RppLig i?@étigntbﬁakcﬁ GQEgsltthaF $ication is
aut henti cati1on proocessing, the hogt applicatron in
the PG 3pt1apsgits an authentication 15 conmand for
the previous application to the 1C card 1 through the
reader/ wTher f2o¢sbeEpthbdlfirbponpracei yirbgekBéng will next
aut henti cati on command fromthe

be described.

FIG. 7 is a flowchart for explaining the first
update processing.

Firstly, a person (system administrator, etc.)
that performs the update processing for an application
in the IC card 1 uses the keyboard 4 of the host device
to issue an instruction for updating an application in
the IC card 1. Upon receiving the instruction, the PC
3 activates a host application for updating an
application in the IC card 1. After the host
application has been activated, authentication
processing is made between the host application in the
PC 3 and IC card 1 (steps S11 to S13). The
authentication processing is made for checking whether
the host application has the authority to update the
existing application (previous application) in the IC
card 1. in the authentication processing, the host

application in the PC 3 transmits an authentication
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host application, the previous application in the IC5
card 1 requests the card OS 30 in the OS |layer 22 to
perform aut henti cati on processing according to the

aut henti cati on command (step S12). In response to the

aut henti cation request fromthe previous application,

the card OS 30 calls up an authentication APl fromthe

10 APl group and perfornms autheb%i cati on processing

using the called up authentication APl (step S13).

The card OS 30 notifies the previous application of

t he cohmandt fon thdi patvvhgusheppésubtioh thethe IC card 1
aut henti cati on processi ng using the authentication

AP . theowenthheraadhervrtheron Hasepubideded, the

card OS 30 transmts the information indicating the
success oPPPRereafiHendi £aei anthratReptirprorrariesd from the
servin aut henti cati on kegafor restoration

be d%%gF?%%sfiF?¥é??'tBh?hErﬁYéQ uﬁpﬁﬁbfPEéPPoﬁP %hg Ic
U PET PRI T R ERCEC R =
cutheat ookt O0chBS: SRESERIBMCLOOL AR 0B Ly s che

appl i cetéQpitB: 168 BOshadgViSeep yqﬁﬂ.thhﬁ response to the
information, the application in the host 25 device

r ecognt Aest sUs€Lss PEghakt ureoRf thBepravibapt hpplieAtion,
with the previous application. Wen the

aut hetin¢ | catd obs had satteededant bethestiapplibaahP@nfibm the
receives the notification indicating success of the
aut heht i cadipnaaddee hEokmy antbenmbicehioMhpnothesing using
aut hentication in the authentication

the called up authentication API (step S13).

The card 0S 30 notifies the previous application
of the information indicating the result of the
authentication processing using the authentication API.
When the authentication has succeeded, the card 0S 30
transmits the information indicating the success of the
authentication and key information serving as an
authentication key for restoration (to be described
later) to the previous application. The previous
application transmits the information (including the
key information in the case of the authentication has
succeeded) indicating the authentication result from
the card 0S 30 to the application in the host device.
With this information, the application in the host
device recognizes success or failure of the

authentication with the previous application. When the

authentication has succeeded, the host application
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processi ng has succeeded, the application in the host

5 device and IC card 1 perform escape processing for
allowing the informati on (application information of
previous application) used in the authenticated
previous application to tenporarily escape into data
escape area 40 as escape data 32c (steps S21 to S23).
10 In the escape processing,-thé&ehost application
transmts an escape conmmand for allow ng the
application informati on of the authenticated previous
appl reationst bthescapeéfitattba LGdiasdihg( stiepeS21lpbf the
The IC card 1 receives the escape command fromthe 15
host aappehtcacetaonanddt hbepkeyi dndoapplticati on of the
IC card 1 requests the card OS 30 to performthe
app||cat|Hﬁepnﬁaﬁnavwaﬁnéé@aﬁéO@r@@e§§ﬁn@Ué@@@m$qm}uqm

the esca step S22) pon receiving t
applPEgFgﬁﬁngngﬁﬁa PSﬁeégégpetP@qé€§ﬂlFP6&PPhén26he host

l oS 30 f t
B ErBeRRE G PRFcall BREEG e 2A0e BRPLGAS Ry for

'nfoéﬂ?&%gggeﬁhgtHHQOEHaEESn gggpégggkggpgggfogmg@§op of

I nst ance revi ous a enporaril

esca e h cape t
ey R s Lt

eSCaﬁEeﬂEbus3é§Fﬁ&@€tEBﬁ PEOEEESLRE re9Ye c8eq bomn%%adata
in the | oad e 31 of the previous appllca ion in

respessaptoatbae 47 aeseapeppr da€asidng regepst sbnomot be3)

previous application. After calling up the data

escape Bt 8&capet peocardif§, 3@hasessthepgdataaeiocape

APl 31c to perform
transmits an escape command for allowing the
application information of the authenticated previous
application to escape, to the IC card 1 (step S21).

The IC card 1 receives the escape command from the

host application, and the previous application of the
IC card 1 requests the card 0S 30 to perform the
application information escape processing according to
the escape command (step S22). Upon receiving the
application information escape request from the
previous application, the bard 0S 30 performs the
escape processing for allowing the application
information existing in the data section 32b in the
instance 32 of the previous application to temporarily
escape (to be saved) as the escape data 32c (step S$23).
That is, the card 0S 30 calls up the data escape API

3lc from the processing code section 3la in the load

file 31 of the previous application in response to the
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the application information escape processing. 5 In

the application information escape processing, the

card OS 30 extracts, as the escape data 32c, the
application information (application information of

the previous application) also used in the updated
application (new application) fromthe data section

32b 10 in the instance 32 of-th&7previ ous application

to be wupdated. After extracting the application
information as the escape data 32c fromthe previous

appl ¢easpenprothestagdréfu8ftslves the pxtraoctued
application information in the data escape area 40.

The ¥rPhicstegeaperbies 40lling prrtheubataacesape BRE 3lc,
non-vol atile nenory 15 specified by the data escape

APl B%% cqhd Ofafd Bseapkhardéataoersapet ABépaiat spyperform
fromit he st area_for the load files 31 and 41 of

. f
the HeRpack FYETE 43| 1REPFBAL. GRASSFBPEGBTaFBASHB -1 he

i nstances,32 d 42 _of the respective applications ,
in the st%ﬁaﬁgga?égllg?g%ﬁg ﬁ8£95§9§%PPee BryPfgcessing,

R S

previuisi applbeaihpormit i BAOTABLL 0Bt DEhCRLERIMEREoNn2BF the
conpletion of the application informtion escape

progessy gus Upopl L egeiyh Ngal b6 astdf igathe@nuplheed

previous application notifies the host application of

18 adpdbicmtiom [mel capp hijcd bospnpleni bReoflathesection 32b

application informati on escape processing. As a

resuln  theelnppineat 3onof nthdepheviodevapelieebjonzes be
updated. After extracting the application information
as the escape data 32c from the previous application,
the card 0S 30 saves the extracted application
information in the data escape area 40. The data
escape area 40 is a particular area in the non-volatile
memory 15 specified by the data escape API 32c. The
data escape area 40 is set separately from the storage
area for the load files 31 and 41 of the respective
applications and storage area for the instances 32 and
42 of the respective applications in the storage area
of the non-volatile memory 15.

After the application information escape
processing has been completed, the card 0S 30 notifies
the previous application of information indicating the
completion of the application information escape

processing. Upon receiving the notification, the

previous application notifies the host application of
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that the escape of the application information of the

5 previous application has been conpleted. After the
escape of the application information of the previous
appl i cation has been conpl eted, the host application

and IC card 1 performdel ete processing of deleting

the previous application (step S31 and S32). 10 In

the del ete processing, the hestl@&pptication transmts

a command for deleting the previous application to

the card OS 30 of the ICcard 1 (step S31). Upon
receinfogmahéodeliptiécaedugsthér aomphethosat oflbhe
application, the card OGS 30 of the IC card 1 perforns

del edePptoebssnngnbbruetéonngsthpel padcksbéndl aAd a
application instance 32 of the previous application

st or B8SHhtt hERAoRPR LR T EenmbADERe1BoESt 8pVvEse) repagnizes
the first ugdate rocessing, the load file 31 and 20

i nst BAde B3°ofSERRep? VF%ﬁsaaabFFegﬂPanlaﬁ@r@ﬁFﬂp@|9f the

del ' h f.th [ [.icati
e 2818, LB RLESSES T L1 BEGYLSYS:BPRl ot o
[ [ . 30 .
oppl L cai1 BechassybogR.gagpLe: e LOESEEICR, Hcommation o

| ndi eRd | Pfe § NGk s LS PLEYE DU h?@pﬁééﬁt&Sﬂpgﬁgeﬁggghe host

deleted.” As a result, the application In

devigepl peogibzesnd hat ¢hed-118erP6 LN QUE8BPhLEAEER NG of
has been del eted. After the previous application has

beerdeld eiregl, th¢ herdosdéuappbp TatsonoAndst&pcard dnd s32).
perform | oad and
In the delete processing, the host application
transmits a command for deleting the previous
application to the card 0S 30 of the IC card 1
(step S31). |

Upon receiving the delete request from the host
application, the card 0S 30 of the IC card 1 performs
delete processing of deleting the load file 31 and
application instance 32 of the previous application
stored in the non-volatile memory 15 (step S32). In
the first update processing, the load file 31 and
instance 32 of the previous application are entirely
deleted in the process of the previous application
delete processing.

After the delete of the previous application has
been completed, the card 0S 30 notifies the host
application of information indicating that the previous
application has been deleted. As a result, the

application in the host device recognizes that the
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installation processing of installing an application 5
(new application) for updating the del eted previous
application (step S41 to S43). In this processing, the
host application transmts a | oad command and a | oad
file of the new application and, at the sane tine,

uses an install command to request the card OGS 30 to
perform 10 installation processing according to the

load file of the new application (step S41). The |oad
file of the new application is transmtted fromthe
host papplibaat kpp,liaadibhehaar 868 d3Qedkdt.he IC card 1
performnms | oad processing of storing 15 the load file

41 recei védteromhehereesbuapplopddidatn dnn hatshdeen deleted,
non-vol atile menory 15 (step S42). In the | oad

prockBsi hgstt Rerdaratben3enst dfesards 1t berifoan fliokel 4hd
of the new application, the file received fromthe .
hostlnabﬁﬂiegﬁpanprﬁC?ﬁélﬁano€opaﬁ¢aélﬁ@ﬁoay eppligation

i f the | fil 1 of h
é‘febve&g%{??aé%?%sgﬁzéﬁiisﬁ%c8%%@%&,"%%3&@3@3e@%;»s«efvi%:s
v A | i i i t t
Pl LR aSLah TELRE BURCESPLRS) Snahorp st Rebhes s, ene
S43)pokh LY 1wmbha&ksﬂsmegegsgegﬁe&gg@nﬁ%da9§ 201524

25 generates, as an instance 42 o

.app|ffﬁéi@ﬁ,théhﬁegaéﬁpﬁﬁﬁgFQBniggggpggnﬁﬁégggﬁ@ttime, uses

table 42a fromthe load file 4 new _
applagaihobadNdcshebrg tbepehledd thBecnen- ¥el 8bi ke perform

menory 15. After the conpletion of the new application
i nstih$sl bat poocesstagsihbeacavddDig30onehif leadt iele of
the new application (step S41).
The load file of the new application is
transmitted from the host application, and the card OS
30 of the IC card 1 performs load processing of storing
the load file 41 received from the host application in
the non-volatile memory 15 (step S42). 1In the load
processing, the card 0S 30 stores, as the load file 41
of the new application, the file received from the host
application in the non-volatile memory 15.
After the load processing of the load file 41 of
the new application has been completed, the card 0S 30
performs installation processing according to the load
file 41 stored in the non-volatile memory 15 (step
S43). In the installation processing, the card 0S 30
generates,.as an instance 42 of the new application,
the data section 42b and management table 42a from the

load file 41 of the new application and stores them in
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host application of information indication that the 5
install of the new application has been conpl eted. As
a result, the application in the host device

recogni zes that the install of the new application
has been conpleted. After the new application has
been installed, the 10 host application and IC card 1
perform aut henti cati on processkfig fauthentication
processing for restoration) (steps S51 to S53). This
aut hentication processing is made for checking

whet hee nhe-vafletmbei nempboybéSused in the new
application is allowed to be restored based on 15 the
appl i cat i BAteHf shRaceER 1ot ithe ofr dlicorsewa@ploldatsitaron
stored in ;he,data escape area 40. The authentication
for +REtBLatFbAN Bregeeqied  ushagceKe Ry 30nhetidtiesn the

bt aj . It of the authentication processin
o hBSE BaliGSRieh S5 MnfoRBeAPRenrrEantaRY That The

' f toration,. the host applicatio
PrOCEAELI9n 9E LRS! LALLM 1oL DS cHORL 2RRL SR e, e
i nf i btakn b E ceviQus h i;cat i :
o ocaen palr EPLRENEEL Rk BEon P R L AN nBREN BN LER, kRBoanices

S51)thhtougd thet2d1readenbwWhilekpR1idheibl ®akdplen
recei ves the authentication conmand and key

i nf ocompletefitom t he host application, and the 21 new

application requests the card OS 30 to perform

aut henti caften phecessi agpatcatdbnghtie bkenkéystalled, the

i nformati on received together with the authentication
host application and IC card 1 perform authentication
processing (authentication processing for restoration)
(steps S51 to S853). This authentication processing is
made for checking whether the information to be used in
the new application is allowed to be restored based on
the application information of the previous application
stored in the data escape area 40. The authentication
for restoration is executed using the key information
obtained as a result of the authentication processing
of steps S11 to S13.

In the authentication processing for restoration,
the host applicatibn transmits an authentication
command and the key information obtained in the
previous authentication processing (steps S11 to
S13) to the IC card 1 (step S51) through the
reader/writer 2.

The IC card 1 receives the authentication command

and key information from the host application, and the
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command (step S52). In response to the authentication

5 processing request fromthe new application, the

card OS 30 calls up the authentication APl fromthe

APl group and uses the authentication APl to perform

aut henti cation according to the key information (step
S53). 10 After the authentication processing according
the key information has been-copl eted, the card OS 30
notifies the new application of information indicating
the result of the authentication processing for

restoeat applidheinewrappkstcat the taadsost 30t he @Erform
information indicating the result of the

aut hentheatioatipnopessengifgr arestrdiagi bn themkele

card OS5 30 to the application in the host device. As

a reé%ﬁ@rm@ﬁéonaEEF?éﬁﬁﬁoﬁogﬁtbﬁé Hosh gBei esthentication
recogni zes .t he succ or failure of the , ,
aut heTr2ad 6ﬁtF8rS§é§tor§Pi6ﬁsﬁPPﬁe 50 FH@ pethgpgigation

h h in_t t hent
o ot e R LG R RE R B e BB St R cBhR I Cppon, the card

appl hgaghop, i pgt ngsbﬂét gﬁxgﬁflegglsg geghf%oﬁe%m Abr

restorati on proce

app'@E@&¢08n85u58£oﬁﬂétéQ@hQBtEBStQSH’QPE'tBaFEQQDrRhe

application information of the previous applfcation

storgethant Deat dohaae8628eng! €8 4Re(REGPENEEIMEL164) -
In the 22 restoration processing, the host

appl isa¢popsByansmts a restoration command for

restoring the application information of the previous

appl i catiBhtstotkd anthhetication processing according to
the key information has been completed, the card 0S 30
notifies'the new application of information indicating
the result of the authentication processing for
restoration. The new application transmits the
information indicating the result of the authentication
processing for restoration from the card 0S 30 to the
application in the host device. As a result, the
application in the host device recognizes the success
or failure of the authentication for restoration with
the IC card 1. |

When the authentication in the authentication

processing for restoration has succeeded, the
application in the host device and IC card 1 perform
restoration processing of restoring, as the application
information of the new application, the application

information of the previous application stored in the

data escape-area 40 (steps S61 to 64). 1In the
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data escape area 40 to the ICcard 1 (step S61). 5 The

IC card 1 receives the restoration conmand fromthe

host application, and the new application requests

the card OS 30 to performapplication informtion
restoration processing according to the restoration
command (step S62). Upon receiving the 10 application
informati on restoration request22romthe new
application, the card OS 30 perforns the restoration
processing of restoring the application information

of thespoeztbdos ppptesathgn sheetlosh tbelidatacestapesmits
area 40 as the application informati on of 15 the new

appl # caepbargsiep seBpandhévri sesknriagpdhseappltitation
restoration processing request fromthe new .

appl 128 rBat1PRecEakBeCBr8UiedF| arphpcahéosasaored in the
restoration APl 41c fromthe processing_ code section

41a FAEEh@SFRRE free 49 bp the hew28%appl(PE&P 6/1) -

Af I L h [ APl 41c, th
Cara 06 36"BoFFOPRECH hot SRRV ERL COR. FAFBF AR DS cormand

L5341 05 PROEES 3P, RPRLH ML 1% oLL 89 Mo

| nf OF REL O T €8E OEREH0PS 280 PEQCEESERYm 5?51@@%@19@_30

reads out the application information of the previous

app|iﬁﬁéf@@tiéﬁnkéBﬁpﬂétﬁonegﬁéﬁésgﬁﬁé 48coftitial to the
readi ng out the application 23 information of the

pr evi @stso appl ogatbmfandheseapdsed) 30 uppdatesetkengeade

out information with information corresponding to the

new #pplication anfloshetesnt hestoration request from the
new application, the card 0S 30 performs the
restoration processing of restoring the application
information of the previous application saved in the
data escape area 40 as the application information of
the new application (step S63).

That is, in response to the restoration processing
request from the new application, the card 0S 30 calls
up the data restoration API 41lc from the processing
code section 4la in the load file 41 of the new
application. After calling up the data restoration API
41c, the card 0S 30 performs the applicatiqn
information restoration processing according to the
called up data restoration API 4lc.

In the application information restoration
processing, the card 0S 30 reads out the application
information of the previous application from the data

escape area 40. After reading out the application
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updated information in the data section 42b in the 5

i nstance 42 of the new application. At this tine, the
card OS 30 del etes the data (variable) that is not

used in the new application and wites data

(variable) that is newy added to the new application
as an initial value. As a result, application

i nformati on based on 10 the-appgication information

of the previous application is applied to the

i nstance 42 of the new application. After the

appl isadbiroatishobfathenpetvibasnawplappkieatl i 8Aei 8ard 0S 30
restored fromthe application information of the

pr evipdgtapptheareed stior éedfpmmehéotSwidahaisfoapetdpea
40, the card OS 30 deletes the information stored in

t he daFaceReRpendr ba abe AevepppPhécabbdor rBst 6tareenthe

processi ng has_been  conpleted, the card CS 30
noti?PéﬁtgﬂelﬂéﬁFﬁﬁbFPEaﬂPoﬁheoFaFﬁf6FﬁﬁﬁP8n42b in the

i ndi ' h licati .20 i nf [ , ,

st ST SRR pPt el cr A hEE BRBN SO PBr okt DRof time, the
alh h Cfication. .t e . |

SceLy ALt L60. LS PRV RRLLGTLLED L e oo

i ndi gating ﬁ@@taﬁBfiéQ@igﬁaS%Q”w£E£8£”Békgn( ariable) that

restoration processi ng as een Cor‘r'pl et ed. XS a

resuld,néhey 254@PR! tsathemeén LPs1hestig8VEEean initial
recogni zes that the previous application has been

updatzbuav t A§ he nevulapphpsaitgbiohhahfbsmatén based on
application update processing 24 has been conpl et ed.

As dezerapedliaboien imfoheatiostofiptiheeprprboessapglication

the application information of the previous
is applied to the instance 42 of the new application.
After the application information of the new
application is restored from the application
information of the previous application stored in the
data escape area 40, the card 0S 30 deletes the
information stored in the data escape area 40.

After the above restoration processing has been
completed, the card 0S 30 notifies the new application
of information indicating that the application
information restoration processing has been completed.
Upon receiving the notification, the new application
notifies the host application of the information
indicating that the application information restoration
processing has been completed. As a result, the
application in the host device recognizes that the

previous application has been updated with the new

application, that is, the application update processing
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application is allowed to tenporarily escape into the

" 5 data escape area in the non-volatile nmenory 15

before the deletion of the previous application to be
updated, and the information tenporarily saved in the
data escape area is applied as the application
information of the new application to be install ed.

10 As a result, an existing appkécati on can be

updat ed using the application information of the

exi sting application. Thus, it is possible to

ef f ecésvebkgnpevmplimcktde applicati on update processing

in the IC card. 15 The processing of allow ng the
appl i cati 86a desforbet ebotve,escapéei ftiasthapdatte

escape area is realized by the data escape APl stored

in tRBOCPPBLRYsi Ahecadplication iinfphmaspphi odt tbe previous
| oad fiLe. Further, the processing of restoring, as

the 2BPupprFeali oA PhEBIAEL FBNtBRPPRATAéK ¢SFABEalnée the

| [ he_i nf or ' i, d i h
dal o AChePEC AP Ran Faay LAl T DRa"B) PALSRALE PedPoKalPofctore
API LN, .Y tion,i he. | oad
1 eor FREeRsaoal) PAE PbRY A88aBET 1 hah hobe, obi Thgates,

25 pos§i bhe mfsmyiemt&ﬁg0999YEnggesaS&HgtR¥ data
. Further, ITnth

adding a uni que API e escape

processipg, atde apphpsatt@nagSchof oppRt9Righ theormation
previous application is saved in the data escape area

whi oif i she pewtapgpl acatien t6 bBeingnalvelatil e nenory
15 in the ICcard 1. As aresult, it :

As a result, an existing application can be
updated using the application information of the
existing application. Thus, it is possible to
effectively perform the application update processing
in the IC card.

The processing of allowing the application
information to escape into the data escape area is
realized by the data escape API stored in the
processing code section in the applicafion load file.
Further, the processing of restoring, as the
application information of the newly installed
application, the information temporarily saved in the
data escape area is realized by the data restoration
API stored in the processing code section in the load
file of the new application. As described above, it is
possible to carry out the above processing by adding a

unique API.

Further, in the escape processing, the application
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IS possible to update the previous application with

" the 5 new application wi thout outputting the

application information of the previous information

to the outside. This prevents |eakage of the

application information, thereby maintaining

security. Further, in the IC card system only the

host 10 application that has b2gn aut henticated by

the authentication processing for restoration can

restore the application information of the previous
applicttimatias ohethppbreatbon appdioation ak theedewn the
application. This prevents other applications from
accedatagesherd5anppl veachohsi af paenbicohaof arke in the non-
previous application_ in the IC card, thereby

real Y21 ¥yt appPeRREY oh® upblabke pFoeesdi hg whehahrgrult, it

The L8RP RERonts nbNate Chba, BE SV SPRP BepdéseripBavith the
20 FIG 8 is, ' f I ai_pi th d d

20 18 Be. Vel Lol o g aie Lhe second vodale,,

2 CPRLGERLL 00, 1 0 DenUPAALEf (0! EXEBURPBY €81 LAR) cucside.
and ~application fof uUpdate {new applieatron) in the

non-pypd ?fé@erﬁ@@fé‘aﬂégé NoEhent GEaldcdridn ?ﬁgé?ﬁ%ion,

in FIG In the second update processing,
instﬁﬂgxhgyimﬁiﬁt&ﬁﬁ&@gi@@@ugppylcation is used to

generate a part of an i1nstance 52 of the new 26

appl i cati burtAéa; is,tha Lbecsedondstpaiat enprocaeshogt

the instance 32 of the previous application is

ret cdpwidicatiorashauntas boennauthepticatednbhashbeen

InStgﬂgﬁgkticatidn processing for restoration can restore
the application information of the previous application
as the application information of thelnew application.
This prevents other applications from accessing the
application information of the previous application in
the IC card, thereby realizing application update
processing with high security.

Next, second update processing for updating the
application in the IC card 1 will be described.

FIG. 8 is a view for explaining the second update
processing. The example of FIG. 8 conceptually shows
an application to be updated (previous application) and
application for update (new application) in the non-
volatile memory 15 in the IC card 1.

As shown in FIG. 8, in the second update

processing, the instance 32 of the previous application

is used to generate a part of an instance 52 of the new
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In this state, a load file 51 of the new application
is 5 stored in the non-volatile nenory 15 by | oad
processing. After the load file 51 of the new
application has been stored in the non-volatile nmenory
15, the instance 52 of the new application generates a
managenent table 52a and a data section 52b al ong 10
installation processing accordihg te the load file 51.
Further, information such as application infornmation
restored based on the instance 52 of the previous
appl apatioatsboredThatt he, non- thkatkebendenpdytéSprscessing,
applied to the instance 52 of the new application. 15
As athesinstanpe Aswolpphecarevhoiiackpdingathen is retained
application informatjion of the_previous application is
conphlt €F§SFneb bt eBhEnnENe2RBAIGBEAPN| BafehBR) iBsplled.
the I1C card 1, After the . install_ of the new , , ,
appli%a??bﬁ ﬁS@gfeeﬁ i8ﬁﬁlg%i8,g9h8fiE§Faﬂ88 BPPLhgabgon 1s
prevj ppl. i [ th been retained in_the
on- S 8T dP Ry EBE 01081 4 E3p o8 G B8 BY 0o
appl p£ate 081 ndPIak e 0B heenoganpl eegy Jhechl oedf

p I T nex e

the second update processing W ne escr i bed.
25 Rigp19chsianfhouchath E@Br@&phﬁ'Bh@gnéﬁev§§§92§e memory

update processing. Firstly, the application in the

host1slgvike andchkce 87 oﬁatﬂelnﬁﬁr%ﬁﬁﬂléHEBSHFb@ﬁék@ﬁes a
processing (steps 5111 and S112). e aut henti cati on

pr ocessamgnést maaiel € 0b2achrdkanganhesbetibheshbstlong
application has the authority
installation processing according to the load file 51.
Further, information such as application information
restored based on the instance 52 of the previous
application stored in the non-volatile memory 15 is
applied to the instance 52 of the new application.

As a result, the new application including the
application information of the previous application is
completely installed in the non-volatile memory 15 of
the IC card 1. After the install of the new
application has been completed, the instance of the
previous application that has been retained in the non-
volatile memory 15 is deleted. Thus, the application
update has been completed.

The flow of the second update processing will next
be described.

FIG. 9 is a flowchart for explaining the second

update processing.

Firstly, the application in the host device and IC
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to update the existing application (previous 5
application) in the ICcard 1. In the authentication
processi ng, the host application transmts an

aut henti cation command for the previous application to
the 1C card 1 through the reader/witer 2 (step S111).
The IC card 1 receives the authentication command 10
fromthe host application, and 2he €ard OS 30 calls up
the authentication APl fromthe APl group according to
the authentication processing request fromthe host
applczad i bnpanflionsesuthentatbetlonppaocthentingatsbrpAPE111
to perform authentication processing (step S112). The

15 card ¥EL3D. t hehe natthértichbibosprappbséagi 6a phde for
information indicating the result of the
auth%%@¢%h@gowhebb%éeggen@059 epelagehénAni Basi SAeappthority
As a result, the |ication recogni zes success
or f&PIRILE the eéh%héﬁg %ﬁPFbﬁaEFBEegEFﬁﬁlPHF

updating. the, application__20_ of rd_1., Wen .
Uhe SRAHERTTE8E] of Bh?hacaa?ﬁanﬁ»rcahloﬁﬁep?%ssg%ﬁsstlon

bt 11 &@%%?{Qg hogs 89£'§§$ a@EQ E%gﬂéﬂiaé apt a

m gration for t e app ate The
”1gréﬁﬁﬂ@hEi@Qtién'@éﬁﬁgﬁé'98r'9géC?Eé0903§ SB?&lEQ%lOH to

i nstance 32 of the previous application is ai ned

untithd heciestal i @ﬁré@ﬁhn@MéaEQédé@VwemtBQSZ heeBp s111).
conpl eted. Therefore e instance 32 of the - 28

previ ous 2ppl ICataod forewbichst bRenagrakhodchli-agnhasmmand

been set is retained until the install of the new

appl fcen i ore hiassbeapp Loopt eded. ahd the prodedSi 3§ oklls up
the authentication API from . the API group according to
the authentication processing request from the host
application and uses the called up authentication API
to perform authentication processing (step S112). The
card OS 30 then notifies the host application of
information indicating the result of the authentication
processing by the authentication API. As a result, the
host application recognizes success or failure of the
authentication processing for updating the application
of the IC card 1.

When the authentication in the authentication

process has succeeded, the host application and IC card
1l set a migration flag for the application to be
updated. The migration flag is information indicating
that the instance 32 of the previous application is

retained until the install of the new application has

been completed. Therefore, the instance 32 of the
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setting the mgration flag, the host application 5
requests the IC card 1 to set the mgration flag for

the previous application (step S121). The IC card 1

recei ves a conmand for requesting the set of the
mgration flag fromthe host application, and the

card OS 30 of the ICcard 1 sets 10 the mgration flag
for the previous application-(skep -S122). The

mgration flag is set in the RAM 13 serving as a

wor ki ng nenory, unused area of the non-volatile
menopyelbpuer abbé ikbke onAffoer wadchi nget e giagriatn dlag has
flag for the 15 application, the card OGS 30 notifies

t he hesnh sappliscaeitennefl untdadnmihieon nistidildabifnghiehatew

t he ration flag has been set for the application

to bépegaaﬁéaonA§aa pPesnl compRetappl i dat ithe Pyodgssing of

host device recogni zes that the mgration flag has
beenngFlngotPSrmﬁﬁéaéﬁﬁplééﬁﬁontPS beskpa&Pdd AR Cer

tna TeahBb e bR as a2 bt B e i b 8RB, f e o
t he gagvkegéleeglg &aegtga g§t§é3 1874 S132). 'n

t he e process the icati'on 25
transm tsqog cqmaqdf or delet 39 al ReRLGY QU3 t
appllcatloneto t he cardrCSe © the IC ca?g rques ing

Sl31ihe28etu@@ntheCﬁhgkaglbhef@é@VEQBﬁ @aelhgaklon
del ete request fromthe host application, the card OS

30 oépplheatConardndl eheckarwhechen bliethegrat camrdf hagets
s set
the migration flag for the previous application (step

S122). The migration flag is set in the RAM 13 serving

as a working memory, unused area of the non-volatile
memory 15, or the like.

After setting the migration flag for the
application, the card 0S 30 notifies the host
application of information indicating that the
migration flag has been set for the application to be
updated. As a result, the application in the host
device recognizes that the migration flag has been set
for the application to be updated.

After the migration flag has been set, the host
application and IC card 1 perform deléte processing
of deleting the previous application (steps S131 and
S132). In the delete processing, the host application
transmits a command for deleting the previous
application to the card 0S 30 of the IC card 1

(step S131).
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for the previous application. Wien determning that 5
the mgration flag has been set for the previous
application, the card OS 30 deletes the load file 31

in the previous application stored in the

non-vol atile nenory 15 (step S32). At this tine, the
card OS 30 does not delete the instance 32 of the

previ ous 10 application, but-keeps retaining it. After
deleting the load file 31 of the previous

application, the card OS 30 generates ID information

and key i fponmeticen viiog dadee $siang duse apptl-idedtateed delete
i nstance 32 of the previous application (step S133).

15 | heghestassomhéhe hnémea@péi@amu@malmmp ofard 0S 30 of
instances of the previous application, a plurality of

| D | BR8r kBt F8RD An@hREYSI WhEltheri Gheamd sgendoat édag is set
After eneratlng, the ID_information and key

infofﬂgtFaﬁ PEFVERYES| ABPARCET1SR - oprﬁ@ E@é@F@G@lng that

| t 30 tifi
D LBE 1 eRrat Bns B g PR PRan sEEn s orn e RESvisys

f"e %19Eaknsnpr%xgoua{apegl %ta%ﬂe@%% Q%%n#o%%l%&%% 31 in

e sane or mat

for @ﬁéeﬁ%éﬂgohgeaﬁp§ﬁéa%§oﬁzs@%r%@e1an%%'9%% volatile
application, the i nformati on and key 25 information

to thembest 18ppkiept Egn)(stap Bh34) tife,atheesllls dsheo
application in the host device recognlzes that the

| oaddbékendt délthbe pheviadsaappl Beabifonhkaprevi@us
been del eted and acquires the information for
accessphfjcat heni nbtiankeeB2 obthheipgeticous
application. After the load file 31 of the previous
appl i cati Bffiter deleting the load file 31 of the previous
application, the cérd 0S 30 generates ID information
and key information for accessing the not-deleted
instance 32 of the previous application (step S133).
In the case where there are a plurality of instances of
the previous application, a plurality of ID information
" and key information are generated. After generating
the ID information and key information for the instance
32 of the previous application, the card 0S 30 notifies
the host application of information indicating that the
load file 31 of the previous application has been
deleted and, at the same time, transmits, as the
information for accessing the instance 32 of the
previous application, the ID information and key
information to the host application (step S134). As a

result, the application in the host device recognizes

that the load file 31 of the previous application has
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has been del eted, the host application and I1C card 1 5
perform | oad processing of the load file 51 of the new
application (steps S141 and S142). In the | oad

processing, the host application transmts a | oad

conmand and the load file 51 of the new application to

the 1C card 1 (step 5141). 10 Upon receiving the | oad
command and the load file of tBe new application from

the host application, the card OS 30 of the IC card 1
perfornms | oad processing of storing the load file 51
receboen flebatefieahdsacgappekscaheonnifnrimheéion for accessing
non-vol atile nenmory 15 (step S142). 15 In the | oad

pr ocelg| h@?t@h@ec@\%dowbe Brevaéslusaspphécakoad.fil e

51 of the_new a ﬁllcatlon the file received fromthe

host appIﬁEE?FoE Enlppd ﬁéﬁevéﬂapﬁléhﬁeﬁﬁﬁyloﬂ§ apptldcation

he | the | oad fi th
R e e e

of et Tob 10T 989'%52%‘5'%8%5?@?%5“:3' B2Valhr B FBY new
Q?Stat%gp%%ad PTTLETPRITRE 208 ShAF) car o chas Ratn

compb s esss12H, ALherndbe ép@yl@aggsﬁswgnghwea 98dy

file 51 of the new application has been conpl et ed,

t he d@shand@pphd cetid otoandri Cecardod PREFREM application to
installation - 31 processing and application

I nformatiOncasdstdr adtem Sp4oressi ng according to the

load file 51 (steps S143 to S147). In this

processi ngpon heehosvimpptheatpad command and the load file

of the new application from the host application, the
card OS 30 of the IC card 1 performs load processing of
storing the load file 51 received from the host
application in the non-volatile memory 15 (step S142).
In the load processing, the card 0S 30 stores, as the
load file 51 of the new application, the file received
from the host application in the non-volatile memory
15. After the load processing of the load file 51 of
the new application has been completed, the card 0S 30
notifies the host application that the load processing
of the load file has been completed. As a result, the
host application recognizes that the load processing of
the load file 51 of the new application has been
completed.

After the load processing of the load file 51 of
the new application has been completed, the host

application and IC card 1 perform installation
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transmts ID information and key information as the 5
information for accessing the instance 32 of the

previ ous application together with an install command
(step S143). Upon receiving the install conmmand from
the host application, the card OS 30 perforns
installation 10 processing according to the load file
51 stored in the non-vol atile nEhory 15 (step S144).

In the installation processing based on the load file
51, the card OS 30 generates the instance 52 of the
new ppptesat ngnafid oapphechvadnf ihEobllavfothheedbonewion
application and stores it in the non-volatile nenory
15. P¥eeesshediaccardang ohoprbeessrdgibhsedlonsthps S143 to
load file 51_of the new application has been_. ,
conptEt Ed;  tmetlehs dPrCc8Dstapt sthp past agPREREREAPT ON
APl and uses 20 the_authentication APl to perform

aut e 15t FHnt D pt DEREEF hyPRcRB diffYy +BTPHRaFpPD as the
i nformation and ke information recejved fromth

nost bR Pon he ap o iRy Oal S5SL#RER: peart ofne
pro i S c j er. t

P areay ] Bt fappfes Elon TREGELAG, MELR 0 Mprall gommand
al | opgdet osbe3y estored based on the instance 32 of

the previous application retained in the non-volatile

menory 15up32 r¥benvihg edvthenttsali ebmpepaessbngrhas
succeeded, the card OS 30 perfornms restoration

pr ocdesst ngpolicaesdns i tiget berappsi 8atponfonher imstanlation
of the new
processing according to the load file 51 stored in
the non-volatile memory 15 (step S144). In the
installation processing based on the load file 51,
the card 0S 30 generates the instance 52 of the
new application from the load file 51 of the
new application and stores it in the non-volatile
memcry 15,

After the installation processing based on the
load file 51 of the new application has been completed,
the card 0S 30 calls up the authentication API and uses
the authentication API to perform authentication
processing according to the ID information and key
information received from the host application (step
S145). This authentication processing is made for
checking whether the information to be used.in the new
application is allowed to be restored based on the

instance 32 of the previous application retained in the

necn-volatile memory 15.
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application and the Iike based on the instance 32 of 5

" the previous application retained in the non-vol atile

menory 15 (step S146). In the restoration processing,

the card OS 30 restores the application information to

be applied to the instance 52 of the new application
fromthe instance 32 of the previous application 10
represented by the IDinformati®dh. At this tine, the

card OS 30 deletes the data (variable) that is not

used in the new application and wites data

(vari abl efyhé¢hathei suneahyiaddédnt prohesnéwgappki eaticerded,
as an initial value. 15 After the application

i nf oFt §FA 0PS t He PR orppl Featboat has beencpesnor ed
fromthe ipnstance 32 of the previous applicatjon and

has %ﬁﬁﬁPQﬂﬁﬁiEQPt%PE%écth%?ah%EOBQaB%OPh%anQF new
application,, the car 30 deletes the migration

PO ST het Pher RSl bFe  RE5 50 Frebtpusiotantd 32 of
appl,cat i [ ' non:- vol at.i | ry 1 .
(oL R RS AR et Spotecd a8 el pliEchoH-#81at e

,1dh icatiom.is .
ProrSiiun?; 15 [Far e P00 L AL OPnL o SOUPLELELN processing,

| nstaC a3y s t e PESVLBMS 25 apPhi £aht 08ni $neEkRLedon to
fromthe non-volatile nmenory 15. "~ After deleting the

i nstiencep@BRi @f tdiec s evh StSncapph i 6at B8, néheappr dc&bion
30 notifies the host 33 application of the conpletion

of timwon nstal irattiance psdcessting pfevheuseapplication
application. As a result, the application in the host
devixePreoyrid asy tte Iheinformation. At this time, the

card OS 30 deletes the data (variable) that is not used
in the new application and writes data (variable) that
is newly added to the new application as an initial
value.

After the application information of the new
application has been restored from the instance 32 of
the previous application and has been applied to the
instance 52 of the new application, the card 0S 30
deletes the migration flag and the instance 32 of the
previous application retained in the non-volatile
memory 15 (step S$147).

As described above, in the above processing, the
new application is completely installed in the non-
volatile memory 15, and the instance 32 of the previous
application is deleted from the non-volatile memory 15.
After deleting the instance 32 of the previous

application, the card 0S 30 notifies the host
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previ ous application has been updated with the new 5
application, that is, the application update

processi ng has been conpl eted. As described above, in
the second update processing, the load file of the

new application is |oaded while the instance of the
previous application 10 to be updated is retained, and
the information such as retaingsd application

information in the instance of the previous

application is reflected in the instance of the new

appl apptiocatiost akl edebasedlenibhecfoatdef ihetal lathen
new application. 15 As a result, in the application
updapeopedeengi af, thetngy pppsibkeion.eadsl § apphytthéhe
application information of the previous application

to tRePihsthher 1bfthpehpsl dpplreatrr6AIRiEAsr Ehafekbe
to the informatjon of the instance of the exjsting 20
appl PEal10nS ABPLLIFREHPE, PERePGRDatBIpFBEeYsFRgEPR RRY
IC card, 1 can effectjvely carried out. Further, in .
the SRebTeR bt oC B botsds e “RhRRL FiaPhRpeiBptRebroleasing
previ ous, apR! Lsati 9p.j4s retained in the non-volatile
menory, so that 1t s possible to apply the

appl i cati gy daskpigeanLbheYeOf 1hhenRr e¥iaHs apAkieation
to the application i nformation of the new application

Wt hotbce o8RGl ttng 1Hedi PSLanee Phet RewpPaBENBIQHStion is
information to 34 the outside. This prevents | eakage

of theadeplwichlé obhei hhotanmteoafi bheéhpréicasdapplication
thereby nmai ntaining security.
to be updated is retained, and the information such as
retained application information in the instance of the
previous application is reflected in the instance of
the new application installed based on the load file of
the new application.

As a result, in the application update processing,
it is possible to easily apply the application
information of the previous application to the instance
of the new application with reference to the
information of the instance of the existing
application. As a result, the update processing in the
IC card 1 can effectively be carried out. Further, in
the second update processing, the instance of the
previous application is retained in the non-volatile
memory, so that it is possible to apply the application
information of the previous application to the

application information of the new application without

outputting the instance of the previous information to
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Further, in the I1C card system only the host 5
application that has been authenticated using the ID

i nformati on and key information can apply the instance
of the previous application in the I1C card to restore
the information to be provided for the instance of the
new application. This prevents other applications that
10 are not authenticated from ag€essing the instance
of the previous application in the IC card, thereby
real i zing application update processing with high
secuthe youtNekde . t hThis updarenpsotessagg b6r thpdapbhfcation
the 15 application in the ICcard 1 will be
descinbeemaH @ 10 thealGiesrdor tegpthynnagnthénihrd
updat e proceSS|ng The exanple of FIG 10

conéﬁﬁ?ﬁ%& Y- shows an application to be updated

| | t f t
é ﬁé@véggﬁﬁgﬁ%ﬁ? R bne onCBBe SFat Fre i%ﬂrilhﬁr IS
th d. h FI G t
upga%gy pr ocleos%f%glgs Orﬁm? p@?%rﬁc%u%}ﬁé%#lf‘ﬁgeﬂe\?\;smg the ID
appl 4,£484} @rfg% MnEdenst 5§g ﬁrgggightﬁgelnstance

i nst'ance vl ous app i ca

noncﬁ@'@ﬁé'ﬁ%é@&@ﬁy éﬁplf@%EIEQ 18 chd tBecthirds restore

update processing, the load file 51 of the new

applireatiofo irsa 5164 egb | e tHioNDled VObAt the BEPENCADoE the
by the | oad processing while the - 35 instance 32 of

t he rpre\ampisi @ppl drcat | THY § Spretenhedothdf t ehplbeat 0afds that

file 51 of the new application is stored, the

i nstaare @2 pfthdret heweppfroataoressing the instance of
the previous application in the IC card, thereby
realizing application update processing with high
security.

Next, third update processing for updating the
application in the IC card 1 will be described.

FIG. 10 is a view for explaining the third dpdate
processing. The example of FIG. 10 conceptually shows
an application to be updated (previous application) and
application for update (new application) in the non-
volatile memory 15 in the IC card 1.

As shown in FIG. 10, in the third update
processing, an instance 62 of the new application is
stored in the storage area for the instance 32 of the
previous application on the non-volatile memory 15.

That is, in the third update processing, the load

file 51 of the new application is stored in the non-

volatile memory 15 by the load processing while the



10

15

20

25

installed on the instance 32 of the previous 5

" application retained in the non-volatile menory 15. At

this time, the application information existing in
the instance of the previous application is used as
the instance 62 of the new application. A managenent
table 62a in the instance 62 of the new application is
10 generated by updating it withSthe |ink information
of the managenent table 32a in the instance of the
previous application. As a result, the instance 62 of
t he hewaappl B2abfonhebpaemédubyappilngatnbar trat rehained.
such as the 15 application information in the

i nstheer 3pheflead piewi blsohpphecaevoarpsisabied iis
the non-volatile nmenory 15 of the I1C card 1. Thus,

the 2pPFedat Fon 1upbareenas Béeﬁh@oﬁﬁWeﬁ@slquﬁélpnows

f the third dat xt 20
3e5c+ fe%fe%i{%‘ﬁég ?‘iﬁ?giﬁg’??ﬁﬁﬂ OFoFﬁ%xBF‘éVhPHa t he

br ociRRl PERt Lol LEEEEARE. 14 "ehDCn R YRS e L Eomtiaringe-
proceSSIngta§higa£l$é0n{hgge§% % glé% E f§lﬁ§t§§gng13ting

in FIG 9, which has beéen S t € Secon

update HOCLSSt Nce A Eﬁ@gagéﬁﬁbu§da9§ EEhQEanlgfused as
the processing from steps 11 36 242 W

om titesl. iddednds, 62 not hend hhed @pﬁ@l@a@i@ﬁeSSAnﬂanagement

(steps S211 to S242), the load file 61 of the new

appltadale of2a in the instance 62 of the new application is
generated by updating it with the link information of
the management table 32a in the instance of the
previous application.

As a result, the instance 62 of the new
application obtained by using information such as the
application information in the instance 32 of the
previous application is stored in the non-volatile
memory 15 of the IC card 1. Thus, the application
update has been completed.

The flow of the third update processing will next
be described.

FIG. 11 is a flowchart for explaining the third
update processing.

In the flow of FIG. 11, the processing from steps
S211 to S242 indicates the same processing as that from
steps S111 to S142 shown in FIG. 9, which has been
described as the second update processing, and the

detailed description of the processing from steps S$211
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Is stored in the non-volatile nenory 15 while the 5

i nstance of the previous application is retained as in
the case of the second update processing. In the state
where the load file 61 of the new application is
stored in the non-volatile nmenory 15, the instance 32
of the previous application is kept retained. 10
After | oad processing of the-10ad f+le 61 of the new
appl i cation has been conpl eted, the host application
and IC card 1 performinstallation processing and
appl teaf2éad whiorbat bonttedtorati on processing
according to the load file 61 (steps S243 to 15 S247).
In this p?bééséﬁnglntﬁéehébﬂrépppdéaﬁuQmOCEsamgglﬂgteps

as the authentication information for accessing the
i nstante 32 ofdthe previ6as gbbﬁléétPSntheIEﬁw application

f or mat f t oget her
I 23?121?? t%ﬁﬁﬁnan(g%‘spr”l%%%%? 256 EplRTPakeL i Ko thethe
i nst f or mat .
the. RoLT B0R PEar oo P RE o B ECa6 Tl TR ERCenbST as <

aUth@ﬁé'&@ééonggﬁeaggcgﬁ Su%§9€ecﬁ£bggs§9n In the state

aut hentication APl to aut entlcatl

pr00ﬁ§§t@gtbésﬁga@nflbg $P«bﬁfgﬁgaﬁéﬁna§§l§8gtkgﬁ is stored
informati on received fromthe host application (step

S244)n the mothhenlsealé onePbPEess| NBneéSiABHENESr 32 of the

checki ng whether the access to the instance 32 of the

- 3reveviousppbptacadnonsi keat | peedinednot. | n ot her

words, in step 5244, whether the instance of the new

appl i cati dhtes advhdwedocesbengnsfathedloadt fiélst 6iagé the
new application has been completed, the host
application and IC card 1 perform installation
processing and application information restoration
processing according to the load file 61 (steps 5243 to
S247). In this processing, the host application
transmits, as the authentication information for
accessing the instance 32 of the previous application,
ID information and key information together with an
install command (step S243).

Upon receiving the install command and
authentication information from the host application,
the card 0S 30 calls up the authentication API and uses
the called up authentication API to perform
authentication processing based on the ID information
and key information received from the host application

(step S244). The authentication processing is made for

checking whether the access to the instance 32 of the
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area 32 for the instance of the previous application 5
retained in the non-volatile nenory 15 i s checked.

When t he above aut hentication processing has

succeeded, the card OS 30 installs the new application
and restores the application information according to
the request fromthe host application. That is, when

10 the authentication has succe¥tled; the card OS 30
performs installation processing based on the | oad

file 61 and instance 32 of the previous application

st ormdevious heppbhcyoiabi ie akhowgdldr(sbep S245pthem

t he above installation processing based on the 15

| oadwdidle, 61n shepcd? 84 OSvBethast ahesinheanast aficéhe2new
of the new application on the jnstance_ 32 of the

pr eVARRSL GPppt PRat f oAl 5eBREdEPnPEhenABALVBFaPRI ERREfBPYATC

In th tal | at
{abl 294 ?%eﬂ‘?’a?{a%‘cér?% B5P<CRE. Rk BRRPFEHe: GRondcasLon

generé%alne %Ingon Y“ﬁé@lihememgk |Q%0§%agh8@kgﬁ

t he rmnageman e I nstance

previ ous wﬁ@ﬂ'tﬁ@taseveTQetﬁeEk&eakheﬂ E@%%@@@&h npafs

the previous application is kept retai in th dat a

secti@n-Ofqdhe tnstansg 32 96 1HELRIEY BHE new apﬁllcatlon
appl i cation. 25 As a result, the instance 62 of

new m|t§ﬁ®@@s|§he|@§pﬂib§dlﬁﬂ theoshetaga acearblahg to
the instance 32 of the previous application on the
non-wioe atédyee srendrym16h&@88hwst happeiapplionat i Ohat is, when
informati on kept retained. After the instance 62 of

t he sy apphenai conibashabesncrasdat) edhbaseddonSt RE

load file 61 of the new .
performs installation processing based on the load file

61 and instance 32 of the previous application stored
in the non-volatile memory 15 (step S245).

In the above installation processing based on the
load file 61, the card 0S 30 installs the instance 62
of the new application on the instance 32 of the
previous application stored in the non-volatile memory
15. In the installation processing, the management
table in the instance 62 of the new application is
generated by updating it with the link information on
the management table in the instance 32 of the previous
application. The application information of the
previous application is kept retained in the data
section of the instance 32 of the previous application.
As a result, the instance 62 of the new application is
installed on the storage area for the instance 32 of

the previous application on the non-volatile memory 15
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application and instance 32 of the previous 5
application, the card OS 30 perforns restoration
processi ng of restoring, as the application

information of the new application, the application
information of the previous information (step 5246).

In the restoration processing, the application
information of 10 the previous3&pptication retained

in the instance 62 of the new application on the
non-vol atile menory 15 is updated with application

i nf owiBRi bheodpphécatdonappEpecastdnn kapthegetained.
restoration processing, the card_ OS 30 deletes the

dat a (varﬁéﬁﬁé)tbﬁaﬂnﬁ§aﬁ§ﬁ @ge@fi fhesneme apewication has
application in i.cation information

P evPEa3 aaﬁpﬁei@ oFC5RA°GFi £Be' Gacd Luari &0l f ChRaner

newl ed to the n M/a h % as an. initial

Lo LEEb Y 2aFe l?ﬂeaPﬁs%EF s B5pPFELPR and
20 r 501810001 cLheapal haathone #@;9ggageg@ogg¥§on

been e car es t ration

f|ag%réengQBbfb§5r59€09995'C§E'9He'8 EQQCQQ§Bnd§KEQ§mation
of the conplétion of the instal F e new

appl beathenneW bppl headbere preceppingattiba ABWormation of
application is 25 conpletely installed on the storage

areatherptbeiounsiafcemd3?iofi theepr 8ghéyus appl chati on

on the non- volatile nmenory 15. That is, with the
aboveeproresspngpr@desshegpr eipoappappbidati onfmmeigon of
non-volatile menory 15 is updated with the new

appl HeatPeAvViqne application ratatnedhést thevigetance 62 of

recognlzes that _the previous application
he new application on the non-volatile memory 15 is

updated with application information of the new
application. 1In the restoration processing, the card
0S 30 deletes the data {(variable) that is not used in
the new application in the application information of
the previous application and writes data (variable)
that is newly added to the new application as an
initial value.

After the install of the new application and
restoration of the application information have been
completed, the card 0S 30 deletes the migration flag
and notifies the application in the host device of the
completion of the install of the new application.

With the above processing, the new application is
completely installed on the storage area for the
instance 32 of the previous application on the non-

volatile memory 15. That is, with the above processing,
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has been updated with the new application based on a 5
notification fromthe 1C card 1, that is, the

appl i cation update processi ng has been conpleted. As

descri bed above, in the third update processing, the

IC card |l oads the load file 61 of the new application

while retaining the instance 32 of the 10 previous
application to be updated. Afted9the load file 61 of

the new application is stored in the non- volatile

menory 15, the 1C card installs the new application

on thiee spoewngeuar epplocatheni hst Aheendf-gblathée memory 15
previous application based on the load file 61 of 15

t he hewRpptedaribh Whel eevetBPhiAgtine. apphecappdhcation in
informati on of the previous application. After that, ,
the Fee chPattRaYihasrerePRlFed thatnelhrapprivéatsoarBAication

th t t he i pst 32 of t [
(he gharage. ares,Lon LDRl nLance 2200 LCoRT RN co «
20 prsvi pus.eppLi eablon,extstiogyin the Lnstangg 62 of

e hew appli1catTon according to the neM/aﬁpllcgtlon.

AS aaﬁﬁfﬁ+§tiéﬁ &gﬁ?ggg%%ﬁgé%ﬁgngﬁgégebBéRCSB@b?ggedlt

IS possible to ea ormation o

i nstance §§_&Q§¢P[S¥EOHEOQQP|EﬁaEh@nthQthﬁ%dQEethe
new 25 application. Thus, in the ICcard, it is

possphbecioingf festi vel yaper foaast bpeapphiicatiensl of the
updat e processing. Further, according to the third
updatew pipekssatgon 40ht he t&-abndngnshal Lasthaceed2 of the
application on the instance of the previous
applpravions rappl hedtiont he baoupdatati | eAfikapr fheAdoad
result, it is possible to ‘
file 61 of the new application is stored in the non-
volatile memory 15, the IC card installs the new
application on the storage area for the instance 32 of
the previous application based on the load file 61 of
the new application while retaining the application
information of the previous application. After that,
the IC card that has installed the new application on
the storage area for the instance 32 of the previous
application updates the application information of the
previous application existing in the instance 62 of the
new application according to the new application.

As a result, in the application update processing,
it is possible to easily apply the information of the
instance of the previous application to that of the new
application. Thus, in the IC card, it is possible to

effectively perform the application update processing.

Further, according to the third update processing,
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update the previous application with the new 5

application wthout outputting the application

i nformati on of the previous infornmation to the

outside. This prevents | eakage of the application
information in the IC card, thereby maintaining

security. Further, in the IC card system only the

host 10 application that has-beé&éh atthenticated by

using the ID information and key information can

apply the instance of the previous application in the

| C cahel T© thed instahte bhet hewnempapphiccani on. thei s
prevents not- authenticated other externa

appl +eat?ens PFoRN25PEEEESSFNgPPhECRAGPANEEtEENEHe1n the
previous application in the ICcard. As a result,

appl?%%TV%gaEbaﬁt@emBFEceséﬁn@ RFFHlﬁvgﬁtsééuPPPﬁlgéﬁ to
be real i he 1 C card

acgo?%?% tﬁgésﬁﬁﬁ éogﬁbBHPEéﬁ?tl8H 5bﬁplggﬁlaﬁylsh
. t t
undat ed Vsl n0 L e, 20, APRLLERLL Rl DO UBL) 900 ohhe

exi sting application e

appl { & £RQ¥%8§t8k|@ﬂepgféy§ou909n¥gkﬁ5kESn”%g°£%e Birside.

a result, ective I catl on upaate processi ng can

be remlszedevENtENeEakhfet BE tﬁécégglﬁﬁﬁﬁﬁgthnEG%mat1on in
enbodi nent, 25 the application information of the

prthMMSIap@hrﬁattﬁérebﬁ Rpphtedntagt Becoewty.

application wthout being output to the outside of

the |1 C caFdrthibrs pnevbat 3Ct herdlsyapphi,cahilgnthe host

information frombeing illegally decrypted or .

m suseRlieapbbinghaheha€ baed havhagthrghedebyr usyng the ID

Further, in the 1C card according the above
information and key information can apply the instance
of the previous application in the IC card to the
instance of the new application. This prevents not-
authenticated other external applications from
accessing the instance of the previous application in
the IC card. As a result, application update
processing with high security can be realized.

As described above, in the IC card according the
above embodiment, an application is updated using the
application information of the existing application in
the case of updating an application installed in the
non-volatile memory. As a result, effective
application update processing can be realized.

Further, in the IC card according the embodiment,
the application information of the previous application

is applied to the new application without being output

to the outside of the IC card. This prevents the



10

15

enbodi nent, only when the authentication using the ID

" 5 information or key information has succeeded, the

restoration processing of applying the appllcatlon

i nformati on of the previous application to the

application information of the new application is
performed. This prevents the application informtion

10 from bei ng m sused, thereby 4hcreasing security.
Addi ti onal advantages and nodifications will readily
occur to those skilled in the art. Therefore, the

i nvemppbhcanionsihfornmetriaspécos beingt illapaédyt decrypted
the specific details and representative enbodi nents 15
shom%rd%HS@%%@rl%@@bhé@@lﬁheAé@oF@Fﬁgh?VlvarFBGB security.

nDdlflcatlons be made_w t hout departing fromthe
spirit or %EBB%roflPhEhﬁeﬁgrEFr?néﬁﬁPF9én80ﬁ88pr8¥e

LR I BT e
appa{ﬁ%&§m99¥69909 k%f“@ﬁ%é?%StPSH NQEaébég Q@ Yrhe

conpri st ng: an rocessi ng sec

'nStﬁé$§o§at§o§eﬁ98ge§§9$bC@f'Qﬁ?igﬁn&pgﬁé'Q p?lFé£§5n

application on a storage’area O e’ non vo at i

Menof yrhhd €iok b/l Phagpiah osnBt hgp1festuss t8 the
first application stored in a storage area of the

non-aob bt ¢4 i senbr §ormantiod 0o testneat AoplPEacessi Dy

section that restores the retained information for use

in therformedapplicatpoavenssi bherappl boatponusefonmation

the second application that
from being misused, thereby increasing security.

Additional advantages and modifications will

readily occur to those skilled in the art. Therefore,
the invention in its broader aspects is not limited to
the specific details and representative embodiments
shown and described herein. Accordingly, various
modifications may be made without departing from the

spirit or scope of the general inventive concept as

defined by the appended claims and their equivalents.
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has been installed by the installation processing

" section. 15 2. A portable el ectronic apparatus

according to claiml1, further conprising: a nodule
whi ch includes the installation processing section,
and the restoration processing section, and 20 a
housing in which the nodule is buried. 3. The portable
el ectroni c apparatus according 4% <€laim1, further
conprising: a data escape processing section that
saves the information for use in the first
application stored in W2ATt A€ SIHNTHNFS drSea of the
non-vol atile nenory in a data escape area provided in
t he non-vét at Al BonERbLY, caardtrohéci apralgtisohaving a

processing section installs the 43 second application
for TPHat ‘?ﬂ}@l‘?h’éoﬁli’gi—a’ébﬂaﬁ@ﬁmpéﬁ CORPERELEHSr age
area of the non- e retainin

t.h
M or ot | B SA9E8CIALERE aapseéééaaesegﬁégn shyt Wétalls c

port apparaty cordin claim
Rher SrecufeTre L 0r £ BBR P HBRFEEL aCP iy, BPtkdtion on

the ;i gforampLi opcgayed Lo LBA- 98g§t§§ AREMBLGAw ﬁ%lbhe

information°for Use In the S6co app icatio at has

10 beenainsh@l i 8dooRat NEnSEQLagsecat gar Ak Ea%st application
non-vol atile nenory by the installation processing

sectsorred. idhg postabbeaekgcbronhe apparaldsile memory,
according to
and

a restoration processing section that restores the
retained information for use in the first application
as information for use in the second application that
has been installed by the installation processing
section.

2. A portable electronic apparatus according to
claim 1, further comprising:

a module which includes the installation
processing section, and the restoration processing
section, and

a housing in which the module is buried.

3. The portable electronic apparatus according to
claim 1, further comprising:

a data escape processing section that saves the
information for use in the first application stored in
the storage area of the non-volatile memory in a data

escape area provided in the non-volatile memory, and

the installation processing section installs the
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claim3, further conprising: an authentication

processing section that 15 authenticates an externa
application that requests installation of the second
application, and the restoration processing section
restores the information saved in the data escape

area only in response to the request fromthe

external application 20 that-ha43been authenticated by
the authentication processing section. 6. The

portabl e el ectroni c apparatus according to claim1,

wher 8efiondeappstgbkavhofiopr opdssiing séet ifamsitnsipalllisation
the 25 second application for updating the first

appl PRaENBnSter2PRe25E8r afetareacnf vPhatadr- wemarivl @hile
nennrg whi | e retaLning information for use in the
first®hppltBat FOR ABLSEBREGOPNSPKEISEBr 548 dPéa 6FCERE
non-ggégtile menory, and the restoration processing
section festores the information for use in the

second appl i catl.o a N I_I on _the ..

st orage a?éa gbetEggﬁgh}goéégfgg%gﬁgno%@agé%Pﬁeaccordlng to
instal fahi on preeessi ng section fromthe information

for use in the first application stored in the

storage atpa ebstBeaReBnvVekatkkeiABMEYtidn TR@tores the
portabl e el ectroni c apparatus according to 10 claim

6, wiefermathenrestedaihobhpr aeesasebgapechiren Bestaees
the information for use in the second application by
' information for use in the second application that has
been installed on the storage area of the non-volatile
memory by the installation processing section.
5. The portable electronic apparatus according to
claim 3, further comprising:
an authentication processing section that
authenticates an external application that requests
installation of the second application, and
the restoration processing section restores the
information saved in the data escape area only in
response to the request from the external application
that has been authenticated by the authentication
processing section.
6. The portable electronic apparatus according to
claim 1, wherein
the installation processing section installs the
second application for updating the first application

on the storage area of the non-volatile memory while

retaining information for use in the first application
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deleting the information that is not used in the

" second application fromthe information for use in

the first 15 application stored in the storage area of
the non- volatile nmenory and addi ng i nformation that
is added in the second application. 8. The portable
el ectroni c apparatus according to claimé6, further
conprising: 20 an aut henticati ofd processi ng section
that authenticates an external application that
requests installation of the second application, and
t he sesredainobhprdtessgngaseat Pénthesnonegolpgile memory,
information for use in the second application only in
25 r@3Ponse to the request fromthe externa
applicatio t hat has_ been authenticated b

_ th
authentiCBQ?oﬁeEFBEQEéPng§88FFSﬁ?g-Sﬁgt19¥ ?ﬁgtores'the
tab | t ' t di 10, [
hher TrorTREroECErF A BF8n e bEe SR RE e dpbOicrhepll Foat nas
t he é@&ofﬁs@QPié&a%h°9h8”s£8§a§é°£ﬁ8§_égeéthnEHQ BPdtile
5 volatile nenory whilé retaining the i nformation for

use péiotPepi £t 9ﬁ9£g§§5£98niEréessgi%agsce&@a 8kom the
the non-volatile nmenory, and the restoration

pr ocesse Nfla SE6H | pOrr @séoigsthberirptoapplientieh ¥86red in
in the second application by 10 updating the
i nf otlmeat sodrdge aseai aft bref hostvoapplleamhendrexi sting
in the storage area of the non- volatile nmenory.
7. The portable electronic apparatus according to
claim 6, wherein
the restoration processing section restores the
information for use in the second application by
deleting the information that is not used in the second
application from the information for use in the first
application stored in the storage area of the non-
volatile memory and adding information that is added in
the second application.
8. The portable electronic apparatus according to
claim 6, further comprising:
an authentication processing section that
authenticates an external application that requests
installation of the second application, and
the restoration processing section restores the
information for use in the second application only in
response to the request from the external application

that has been authenticated by the authentication

processing section.
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“claim9, wherein 15 the restoration processi ng section
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restores the information for use in the second

application by deleting the information that is not

used in the second application fromthe information

for use in the first application stored in the

storage area of the non 20 vel atbl e-nenory and addi ng
information that is added in the second application.

11. The portable el ectronic apparatus according to

claim9, Purtfbe pompekdienglean rantiiceapipeatitors according to
processi ng section that 25 authenticates an externa

appl €taiioh, t Haereéguests installation of the second

application, and the installation processing sectiaon
and 46 r&BEoLARELEALBLCEs BT RGESEANToF STl L@ lls the
second aaplicition,an reshore the information_ for

aBB

d h
use PRCPH oRBT4PPI PRaFPEnSERFEIPn 2FE&pBIts & o "R
reques rom _the external applicat.i t hat. has  been
Ut hERLT EhLBATBYCEY: HE At RENER BAtPoR Br ORGSR Lon for use
SeCtig”thézfi@sﬁegngiSEtEBHaﬁhngh@”3@89£§%?%%%% IbF &he
portabl e el ectroni ¢ apparatus having a rewitable non-

vol ahbheyvBeARL Ye £ORBELSI AHY installing a second
application for updating a 10 first application on a

storage atha ebstheangbnvelratilse inagereict iwhi Irestores the
retaining information for use in the first
appl icébroatsdor €dri nsa shotagesareadobpphiécacion by
updating the information for use in the first
application existing in the storage area of the non-
volatile memory.
10. The portable electronic apparatus according
to claim 9, wherein
the restoration processing section restores the
information for use in the second application by
deleting the information that is not used in the second
application from the information for use in the first
application stored in the storage area of the non-
volatile memory and adding information that is added in
the second application.
11. The portable electronic apparatus according
to.claim 9, further comprising:
an authentication processing section that
authenticates an external application that requests
installation of the second application, and

the installation processing section and
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“information for use in the 15 first application as
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information for use in the installed second

application. 13. The nethod according to claim12,

further conprising: saving the information for use in

the first 20 application stored in the storage area

of the non- volatile nenory +n 4 data escape area

provided in the non-volatile nenory, and the

installing step installs the second application for
updatésgotheibnrstoappbingt sentoont hest@blstbeagecanda

of the non-volatile nenory while retaining the .

i nf orpipd i oAt savedn@dnrentoyat hhestapernapbioniforThee in the
met hod according to claim 13, wherein 47 the

rest dFFPY I stRpL 63t bPRsORhE Thf 6PABPNER tavERe FRAVREL from

dat he jnf ti f ' t
ocariE oShFe EATE AP hake hag bEBnc RerappEl BHCPRBEScated by
t . - - vol Lk 5 15. Th

et ot AuER L6 AR o HBLLL Ba R onl 15 e

aut henti casi ngpa rnal kcatihgn - ests
LT oAb SRR B SRRkl LAnab b categiesios

restos 8 56 ePp1EESLOheE hpLakAtQENBEL9AgSAVedwEOthBle non-
the data escape area only In response to the request

fronvd het £xé enmabrappto@pti opngyhat has been
aut henti cat ed.

installing a second application for updating a
first application on a storage area of the non-volatile
memory while retaining information for use in the first
application stored in a storage area of the non-
volatile memory; and

restoring the retained information for use in the
first application as information for use in the
installed second application.

13. The method according to claim 12, further
comprising:

saving the information for use in the first
application stored in the storage area of the non-
volatile memory in a data escape area provided in the
non-volatile memory, and

the installing step installs the second
application for updating the first application on the
storage area of the non-volatile memory while retaining
the information saved in the data escape area.

14. The method according to claim 13, wherein
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16. The nethod according to claim 12, wherein the
installing step installs the second 15 application for
updating the first application on the storage area of
the non-volatile nenory while retaining information

for use in the first application stored in the

storage area of the non-volatile nenory, and the
restoring step restores the t+nfé/mation for 20 use in
the second application that has been installed on the
storage area of the non-volatile nmenory fromthe

i nf or mat i bhef oestiseing shiepf irestoappl itheat ilof osertedn maved
the storage area of the non-volatile nmenory. 17. The '
met hdd BReoddFageseaprarnr26aswhiieeiinfozmathen for use in
restoring step restores the information for use in

t he SRRoPECAPPI PERLLEATHYNdEREEI RSt REST APSLERRLEGh on the

that j t d i d i cati 48 f th
i o FAEFER FOFUSE FRCt BT PPARCApRI PENBRIN. stored

in the storage.are t.he non-val atile nor.
addi ng in?%fn&?ﬁgn%ﬁﬁépdigcggagégﬁnkphglgggb%ﬁ' %%%ther
appl%gﬁﬁgggin .18. The met hod according to claim 16,

er

furt conpFi sing: authenticating an externa

applicatigathBaticheqHeshs bRebahkat app1ekathernsesend
application, and the restoring step restores the
i nf orsahéonsf Onst01Useibn blietsecendoappkigatiicanioml,y and

in response to the request fromthe externa

appl i cat i bhet hasthasnheestepautbentriecat-éeé. information saved

in the data escape area only in response to the request
from the external application that has been
authenticated.

16. The method according to claim 12, wherein

the installing step installs the second
application for updating the first application on the
storage area of the non-volatile memory while retaining
information for use in the first application stored in
the storage area of the non-volatile memory, and

the restoring step restores the information for
use iﬁ the second application that has been installed
on the storage area of the non-volatile memory from the
information for use in the first application stored in
the storage area of the non-volatile memory.

17. The method according to claim 16, wherein

the restoring step restores the information for
use in the second application by deleting the

information that is not used in the second application
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19. The nethod according to claim 12, wherein the
installing step installs the second 15 application on

the storage area of the non-volatile nenory while
retaining the information for use in the first
application in the storage area of the non- volatile
menory, and the restoring step restores the

information for 20 use in the 48cond application by
updating the information for use in the first
application existing in the storage area of the

non- Yobmt the frefrormat20n The meehod abeofdirsg tppdliaiamion
19, wherein the restoring step restores the

i nf oBR&redninorhe2stosagenarpe sécohe appriveagitdacbipenory
deleting the information that is not used,in the
secoﬁﬂdaﬁﬁﬂFEQtFBﬁorWFBhPPhEhPHféﬁnﬁﬁgéﬁ £8r thse sprond

t he firit agglication 49 stored in the storage area
of tABPNORZVoPRtile nenmory and adding additional

i nformati for,th n i cation,_ 21. .TFhe
met hod acggfdiﬁagtgegﬁégngfggegﬁp§h%9 CéaéénﬁﬁVsﬁﬁﬁFher
authg?%bggggﬂgéan external application that requests

installation the second application, and the

instal lingusheRtapdthagt ahi BEtak@R1i Bpbalkikakhensesand
application and restoré the information for use 10 in

t he segasdtapphstalienienl yfi Bheespessa tppllheation, and
request fromthe external application that has been
aut hent i cahedrestoring step restores the information for
use in the second application only in response to the
request from the external application.that has been
authenticated.
19. The method according to claim 12, wherein
the installing step installs the second
application on the storage area of the non-volatile
memory while retaining the information for use in the
first application in the storage area of the non-
volatile memory, and
the restoring step restores the information for
use in the second application by updating the
information for use in the first application existing
in the storage area of the non-volatile memory.
20. The method according to claim 19, wherein
the restoring step restores the information for
use in the second application by deleting the
information that is not used in the second application

from the information for use in the first application
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stored in the storage area of the non-volatile memory
and adding additional information for the second
application.

21. The method according to claim 19, further
comprising:

authenticating an external application that
requests installation of the second application, and

the installing step and restoring step install the
second application and restore the information for use
in the second application only in response to the
request from the external application that has been

authenticated.



