*159159* [ Name of Docunent] Specification *@0002* [Title
| nvéntion] Renpte Control Server and Center Server [d ai ns] JM’W@W"WH’”W
server capable of calling, holding and{or operating a virt ,
which is a software object described as the other self of a *159159+

nonitored/controll ed target device having the same information as -that
possessed by the nonitored/controlled target device, and which contains a

plurality of conmunication protocols used for conmunication MMIMIIIMHWMHMIII’"II
moni t or eqeeRé 'o?lDeslirhahget dpetifiRafibfl conceal ed in the soft
and/ or capable of distributing the virtual machine. [Caim2] A S&hdeFr

accor di nqTitRe 6f ehéndventigiilel Repfoté Sentrel SHhaeeandtCenaBerdveror mati on as
t hat possessed by the nonitored/controlled target device and is able to

change arf@laimslontrol information of the nonitored/controlled target
device by operating the virtual machine. [Claim3] A server according to
G aim1l or [Claimhé} eisernial capalde ofcallvog, holdiegl and/ar operdtingant rol server
wWith respect to a center server constituting a system connected in the
form of airtealwrdchif€] whichi|s A software abject diesgribedGisitime other self ®f wherei n
said server includes a wireless comunication device as a standard and is
at t achablamanitoredicantrelied tangetidevice haying the spme sptroptiosrag that sai d
Wi rel ess comuni cation device to RS232C i ncorporated in said server.
[ O ai m 5]Possessedrbythe mpmitones/eoRtroed daragtdenice, apd whigh«aantainssai d
server includes a control conmunication poqrfi capabl e of . .communicating wth
and suppld PHalibaef COBMHaICASIM Rratareisises ficommuyicatien; with the
mer Oconpn%ﬁlrto?esd%o%?r%tﬂreglta?é)gf'%g\'/i%%tér% clc‘)ﬁlcéaPerd ih 'the software object,
and/or capable of distributing the virtual machine.
[Claim 2] A server according to Claim 1, wher_ein said server shares
the same information as that possessed by the monitored/controlled
target device and is able to change and/or control information of the
monitored/controlled target device by operating the virtual machine.
[Claim 3] A server according to Claim 1 or 2, wherein said server is
positioned as a remote control server with respect to a center server
constituting a system connected in the form of a network.
[Claim 4] A server according to Claim 1, 2 or 3, wherein said server
includes a wireless communication device as a standard and is
attachable to an external communication device upon switchover from
said wireless communication device to RS232C incorporated in said
server.
[Claim 8] A server according to any one of Claims 1 to 4, wherein
said server includes a control communication port capable of
communicating with and supplying power to the monitored/controlled
target device, a microcomputer as a control communication LSI, or an

input/output unit incorporating a control communication module therein.



I nput/out put unit incorporating a control conmunication nodule therein. 2
[Cl4im6] A server according to any one of Clains 1 to 5, wherein said
server includes an Ethernet port and_ig_able to perform comunication
using an Internet protocol via a wi de area comruni cati on network through a
LAN (Local Area Network) and WAN (Wde Area Network) device. [Claim7] A
server according to any one of Clains 1 to 6, wherein said server includes
a digital input interface for the nonitored/controlled target device, the

digital i ”V[’Elaihﬁ?]?r fegerJer KRR td 8AY/ohd BPCHAIRK AT1eN5 aRhetdiher nal

system [Claim 8]" A server accordi'"ng to"any one of Clains 1 to 7, wherein

sai d ser g islé%ékdﬁm@dé@bhﬁmhbt pORNSRAE 3 lad|d o petfutap! € device for
or

setting systemfunctions an mal nt enance. [Claim9] A server according

to any on®ramudicatidn Usirfy 8n IWkein@it protstial igavwide aredkenimupicdtiort dat a
in a nmenory area with a backup cell in the event of power-down, to record
power - dowetdairkeshrough Ad ANt(luocal Area INetstarkp andf\WAN (Wide-Arean when
restored. [Claim 10] A server according to any one of Clainms 1 to 9,

wherei n Neiwbrkddewice.s able to externally operates a software input switch
and a hardware reset switch, which provides a timng input to perform
sof tware i[G4aim Fht iAoseever astardingate any@neanf @la@nmalt%gowagéem[ d aim 11]
A server according to any one of Clainms 1 to 10, wherein said server

i ncl udes saids@rver incloges a digitas jrpuinnteidace Jor themanitared/cantioliethnent as
a standard, and has a programfor providing a client seryer function, an
agent sertaEget deviceothafigital inpybiteHacedeingglarirically isokateddromcan  di ng
to any one, of aimse | to 11, wherein, for facilitating installation of a
server i INLTPRASYSIEM. whi ch a cabl e cannot

[Claim 8] A server according to any one of Claims 1 to 7, wherein
said server includes a serial port connectable to a console device for
setting system functions and for maintenance.

[Claim 9] A server according to any one of Claims 1 to 8, wherein
said server is able to protect data in a memory area with a backup cell in
the event of power-down, to record power-down dates, and to return to
the state before power-down when restored.

[Claim 10] A server according to any one of Claims 1 to 9, wherein
said server is able to externally operates a software input switch and a
hardware reset switch, which provides a timing input to perform software
installation and maintenance for an external storage.

[Claim 11] A server according to any one of Claims 1 to 10, wherein
said server includes a real-time operating system and a Java execution
environment as a standard, and has a program for providing a client
server function, an agent server function and an HTTP function.

[Claim 12] A server according to any one of Claims 1 to 11, wherein,
for facilitating installation of a server in a place, in which a cable cannot

be laid, and connection from a mobile medium via a wireless telephone



be |l aid, and connection froma nobile nediumvia a wirel ess tel ephone 3 or
a nodem said server includes a PPP (Point to Point Protocol) connecting
function capable of perform ng data _exchange and two-way call via a public
t el ephone |line, and has an urgent call function, such as for notice of
abnormality, by directly controlling the PPP connection from a Java
application. [Claim13] A server according to any one of Cains 1 to 12,
wherein said server has an FTP function and a TELNET function, and has an

envi r onmgyty, Fr?cfheé?h,esafd E@F\fe‘?rim:Metsa?Wpr(P@fnt“tb' Péirﬂfﬂo@@é@lg bet ween a

client termnal, a center server and/or an external system 1hereby

execut i ng.]o%%c'ﬂiﬁ AYnetioR bR P erid indin gUAAIR e RcHEgW Bl tWbLwagnment .

[Claim1l A ser@er according to any one of Clains 1 to 13, wherein a

di gi tal idamu\viaC@pubﬁcnémgeﬂﬁ@mé,tana hivanapgehtaalldoncliéhasueias A server
according to any one of ains 1 to 14, wherein said server has a function

of recor dbnaotiee dfcabmmssalitgsby alirestiyocomtrollingahe BPPccormection friona
sel f-di agnosis function and an operation and abnormal state of the
moni t or e davé raplpliedtipar get device and a control communi cation network in
a nonvolatile menory in a systemwith a systemlog managenent function,
and al so h§€lainf 43}t ifosenfersagatirding ta any neadf Claigs 4iter 2. nwbSERjB, etc. to
preset places and gersons. [Claim16] A server_according to any one of
O ai s 1 s=2id Bervenbasian FIR tuncsioneand gcTBLUBE T furstian ardhasAyst em i n
which a fixed agent is always present, and has a noniforing function of
per f or mi rRpVifaTEREat Fapableoel petfoaming fransier of filkgs and dataibeIVes N@nt r ol | ed
target device copnected to the external usigg tre virtwﬁ% chi ne, and of
execut i nFligpt deeninalganantenspinelavdfosan axterpp| systed i tHeseR4t i on.
executing and managing a Java application under a network
environment.
[Claim 14] A server according to any one of Claims 1 to 13, wherein a
digital input can be processed with a Java application.
[Claim 15] A server according to any one of Claims 1 to 14, wherein
said server has a function of recording, as log messages, an abnormal
state discovered with a self-diagnosis function and an operation and
abnormal state of the monitored/controlled target device and a control
communication network in a nonvolatile memory in a system with a
system log management function, and also has a function of sending, via
E-mails, an alarm message, etc. to preset places and persons.
[Claim 16] A server according to any one of Claims 1 to 15, wherein
said server includes a remote station system in which a fixed agent is
always present, and has a monitoring function of performing information
collection and control of the monitored/controlled target device
connected to the external using the virtual machine, and of executing

processing and computation of the collected information.



4 [Claim17] A server according to any one of Clains 1 to 16, wherein said
server is able to collect and store information and current values of the
moni tored/ control |l ed target device injaccordance with a schedul e

regi stered beforehand, to store recording of status changes of designated
i nformati on and create trend recording, daily/nmonthly reports, etc. in
anal og values at a designated period, and to display the current val ues

t hrough the virtual machine and browse the stored data via a network.

[C aim 18] Mg‘?ﬁf YE[ ACSHVAI HEcoPdiRgYtoCaRy @neCORCIEms 120116, wherethn  sai d
server includes a schedul e operati on executi on/ managenent function and a

devi ce | igBkdaerveiis’ #blef tonsdlictt -ardbRira infirmfaticmaad aareet valaesesft ed to an
i nformati on network and capable of creating and holding a virtual machine,

whi ch i s the AbhNOFert/cohirelied dargeti devicadn tdueondarce wdth acdfchedule
nonitored/controlled target device having the sane information as that
possessedelistéerl beforehaed), to stoter mdordingof statdedhangesnof whi ch contains a
plurality of conmmunication protocols used for communication with the

noni t or edfesignateld infotraatien anttoteadedrend cecersing, daily/montbiy iRPAtBLj ect ,
and capabl e of distributing the virtual machine and/or a program defining
behavi or etceincanafogavaleesaat a designated payied sand & displaydhecgregnser ver
sharing the sane information as that possessed by the npnitored/ controlled
target derdlees mough the vistial macking ged biawse therstesed dataMad on of the
nonitored/controlled target device by operating the virtual nmachine, said
center sé]ﬁﬁé’lork-nanagi ng data collected by the operations and managi ng a

o L e B e B e Sl B S5 B Cla R B P IR, L 28
networ k assaig s\g?\cl)lereincludes a schedule operation execution/management
function and a device linkage control function.

[Claim 19] A center server connected to an information network and
capable of creating and holding a virtual machine, which is a software
object described as the other self of a monitored/controlled target device
having the same information as that possessed by the monitored/-
controlled target device, and which contains a plurality of communication
protocols used for communication with the monitored/controlled target
device and concealed in the software object, and capable of distributing
the virtual machine and/or a program defining behaviors, etc. of a server
to one or more servers, said center server sharing the same information
as that possessed by the monitored/controlled target device and being
able to change and/or control information of the monitored/controlled
target device by operating the virtual machine, said center server
managing data collected by the operations and managing a system in
which one or more servers according to any one of Claims 1 to 18 and

the monitored/controlled target device are connected in the form of a

network as a whole.



5 [Caim20] A systemin which a client term nal and a center server
according to Claim 19 are connected, via a WAN and/or LAN, to a server
according to any one of Clainms 1 to-18 connected to a nonitored/-
controlled target device through a control conmunication network, wherein
a program data, etc. for creating and holding a virtual machine, defining
behaviors of the virtual nmachine, and performng information |inkage with
and control of the nonitored/controlled target device with operation of

the virtualcpmamoe Arsystenemh whidtha clieritesrmindl ard arcerteesepvemd/ or s
hel d thereln for autononous decentralized control. [Detailed Description

of the | a¢esidingltol ORAMH 19 [aFecdurinedted| eiada tWANand/drisANnt@ @ $@iveper t ai ns]
The present invention relates to a server, nore particularly a renote

control sREoedingtd anyg enkeeof Staimer 1 toor8 oonnecteidnty aanondpradiy a tar get
devi ce under a network environnment. [0002]/ [Prior Art] Hitherto, to

noni t or zohtodledr @rgetdevice fhmdughra apntiel cesununigationaneinark, et c. | ocat ed
in a plurality of renpote positions and to col]lect, data msured usi ng

vari ous mewanein agpiogsamuraaias ete.for gieating aset helding agrisial maghipgs peen
required to i ssue commands froma nonitoring/, control center ar a data
col | ect i elefirdng dehayionssef the; vishial Rk inea@NdePUREN NG BHBITENOBr gener al
oper at os linkagecuithaandbcantrel of sas e aiacirynealied tarbedlinife S0 51, ° *
e o esaiop AR NS ahSeiRe 6 VBB ARl It 2 ard @
ete. anqrér?séarr%rﬂscgignc}/g? is %FA Eheorfeirﬁj‘?&/ri §Gtonomous decentralized control.
[Detailed Description of the Invention]
[0001]
[Technical Field to which the Invention pertains]
The present invention relates to a server, more particularly a
remote control server and a center server, for monitoring/controlling a
target device under a network environment.
[0002]
[Prior Art]
Hitherto, to monitor and control various industrial devices,
apparatuses, etc. located in a plurality of remote positions and to collect
data measured using various measuring instruments, including electronic
meters, it has been required to issue commands frqm a monitoring/-
control center or a data collection center to instruct an industrial personal
computer or genefal computer, which functions as a server computer
installed in each site and operates in accordance with programs
described in a special assembly language or the C language, to collect

monitored/controlled data and to execute a control program for control of

the controlled target device, etc., and to transmit the result of device



- 6_ operation, the nonitored neasurenent data, etc. to the nonitoring/-
control center through radio wirelessly or via public tel ephone |Iines or
dedi cated lines. [0003] 1In such a case~ the nonitoring/control center has
i ssued commands to or has received data, etc. fromthe personal conputers
or the general conputers, or the various nmeasuring instrunents installed
in the plurality of renote positions through individual comunications
using radio or tel ephone connection each tine an occasion requires.

Ther ef or peRafiyhi! fi8 MiTitdrademeaeirement tued estchyo ties ondnitgring/- speci al i zed
makers, expert persons, etc., who are well skilled in conmunication

pr ot ocol gonfihl cehtePthroughr makiio wirslesslytovavia sulslic teleptededatesdopr ogr ans
must have been devel oped. Those situations have resulted in a higher

syst em prdeticated bwes. transm ssion rate of commands, data, etc., and an
I ncreased comuni cation cost. [0004] [Problens to be Solved by the
| nvention] An [f08]t of the present invention is to provide a server, nore
particularly a renote control server and a center server for nonitoring/-
control ling a trasyeh aleasecthenaenitering/opnicobaenteshiasissuRsr e specifically,
an object of the present inventionis to grovide a server, nFre
part i cul @anymandsnier er bastreeeivesr data, ste. HoptHe Pessenal COMBKIGIE Yan
per form noni toring/control of &Gf operati on, coILe%t da%%ﬁ.aqd .
t r ansni t tREGSNaral SPEIRIHErSH S the: YOS Measiing nstiuments nstaligddRied to
various devices or gpparatuses..in e Lch can easily construct. a system
stch a5 f1BF MBGHIY o apaustel koS tips dnrundt b KGRas FoTUPUple s, itde
'nternet, 2o B?rtel‘ee%rc)%eenggnr?é)éﬁ%n'e%%h't?mneuatr{ bEASnCRlduiled. phones, radio
Therefore, a system must have been constructed by resorting to
specialized makers, expert persons, etc., who are well skilled in
communication protocols and control programs, and software such as
dedicated programs must have been developed. Those situations have
resulted in a higher system price, a lower transmission rate of commands,
data, etc., and an increased communication cost.
[0004]
[Problems to be Solved by the Invention]
An object of the present invention is to provide a server, more
particularly a remote control server and a center server for monitoring/-
controlling a target device under a network environment.
More specifically, an object of the present invention is to provide a
server, more particularly a remote control server and a center server,
which can perform monitoring/control of the operation, collect data, and
transmit/receive related information with those servers when connected
to various devices or apparatuses in use, which can easily construct a
system such as for highly versatile remote monitoring/control utilizing the

Internet, or for emergency communication utilizing cellular phones, radio



7 pagers, etc. and which can nore sinply and flexibly construct a system
at a |lower cost than conventional dedicated nonitoring/control systens.
[0005] [Means for Solving the Probl ems] _The present invention resides in a
server capable of calling, holding and/or operating a virtual machi ne,
which is a software object described as the other self of a

noni tored/ controll ed target device having the sanme infornmation as that
possessed by the nonitored/controlled target device, and which contains a

pluralit OBTEURrfeRivhich BAAAERAS SimpReand Flexesiyrastistaidtansystem t he
noni tore?ﬁ?%ﬁf'rm | ed target device andp@gonceal ed in the softwére obj ect,

and/ or capapigwer cedtsthanbednvihtidral\dgdicated mamitioning/E6AN6] sygtests. t he
present invention is featured in that the server shares the sane

i nformation as[gg0®] possessed by the nonitored/controlled target device
and is able to change and/or control information of the

moni t or ed/ {Means! foeSdlvingethedProtwlemsj operating the virtual nmachine. In
this case, the present invention resides in a server capable of calling,
hol di ng and/ or Thperasent)inventiaruegsides in mesemergapable ofsralliRg.e obj ect
described as the other self of a nonitored/controlled target device having
t he sane Holdingrandion eperating ayitealgvachine, ehighistdpelivasatatiefed tar get

devi ce, and which contains a EI urality of comuni cation prot ocgl s, used for
comuni c&tasenibgic as the atbar selfaf/a pranitaredicantrepad %@ieéé{eé(r'ﬁﬁ 8¥KEkal ed in
the software object, and/or cagabl e of di Etr' buting the, vi I‘tllla| machi ne,
the servdhesapedgfarmatiomasithabpPrasessed Ytthﬁtmﬁﬂggé%@é’gnyf 1€dhe

oni tor e%?gﬁ)enttéeo\llilcg,CI aF\ rvgﬁitchdcea/rlmt%lensagdplBrea'\Iﬂg oe*bc!oean%nclggtri] p?gfyc%rls 8

used for communication with the monitored/controlled target device and
concealed in the software object, and/or capable of distributing the virtual
machine.

[0006]

Also, the present invention is featured in that the server shares
the same information as that possessed by the monitored/controlled
target device and is able to change and/or control information of the
monitored/controlled target device by operating the virtual machine. In
this case, the present invention resides in a server capable of calling,
holding and/or operating a virtual machine, which is a software object
described as the other self of a monitored/controlled target device having
the same information as that possessed by the monitored/controlled
target device, and which contains a plurality of communication protocols
used for communication with the monitored/controlled target device and
concealed in the software object, and/or capable of distributing the virtual
machine, the server sharing the same information as that possessed by

the monitored/controlled target device and being able to change and/or



control information of the nonitored/controlled target device by operating
the virtual machine. [0007] Further, the present invention is featured in
that the server is positioned as a_rgmte control server with respect to a
center server constituting a systemconnected in the formof a network. In
this case, In this case, the present invention resides in a server capable
of calling, holding and/or operating a virtual machine, which is a

sof tware obj ect described as the other self of a nonitored/controlled

target d )Sinﬁ%l hRe6r At 6t dd?{d?éHPéd;jrﬂ\FA%lPeﬂ {419kt BRYRRSBRbPRtating

nmoni tored/ controllTed target device, an Ich contains a plurality of
communi cg,}é%t@é%% e used for comunication with the
nonitored/controlled target device and concealed in the software object,
and/ or capabl e[gqforlli stributing the virtual nmachine, the server sharing the
sane information as that possessed by the nonitored/controlled target

devi ce and bei pgrthkr ethieopisang enverstion is teatured in that thet servesfist he
noni t or ed/ control | ed target device by operating the virtual machine, the

server beiositigresd ison eemate zonérod tsercenwitbl respect to ancenter sgpeer to a
center server constituting a systemconnected in the formof a network.
[0008] Iconstitutinga, systenpceseectedninetie torm ef adeetwaika dedbisrcasg.ver
connected to an information network and capable of creating and holding a
virtual radhismeasehthehpiesentdoventior residestindservajecarablerf ¢alliRg. self  of
a nonitored/controlled target device having the sane ipformation as that
possessedhdginghangiatiapsretingon virtwaldnachng (whishi isa saiwafgidtiecCtont ai ns a
plurality of comunication protocols uysed for .co ication. wth.the
noni t or edlesshibest asdhe ather sagﬂf&mmtwsﬁé%rté@%?ﬁfﬂéﬁ é@f"f‘\"ﬁ\é}‘@‘@g

the same information as that possessed by the monitored/controlled

target device, and which contains a plurality of communication protocols

used for communication with the monitored/controlled target device and

concealed in the software object, and/or capable of distributing the virtual

machine, the server sharing the same information as that possessed by

the monitored/controlled target device and being able to change and/or

control information of the monitored/controlled target device by operating

the virtual machine, the server being positioned as a remote control

server with respect to a center server constituting a system connected in

the form of a network.

[0008]
in addition, the present invention resides in a center server

connected to an information network and capable of creating and holding

a virtual machine, which is a software object described as the other self

of a monitored/controlled target device having the same information as

that possessed by the monitored/controlled target device, and which

contains a plurality of communication protocols used for communication

with the monitored/controlled target device and concealed in the software



obj ect, and capable of distributing the virtual machine and/or a program
defining behaviors, etc. of a server to one or nore servers, the center
server sharing the sanme information._ag that possessed by the
nonitored/controll ed target device and being able to change and/or control
i nformati on of the nonitored/controlled target device by operating the
virtual nmachine, the center server nanagi ng data collected by the
operations and managi ng a systemin which one or nore servers according to

any one gbjédtaafidlcapalile of dABEHEMJTINE Vitesl/ mashir had/ortapgegratevi ce are

connected in the formof a network as a whole. [0009] [Mde for Carrying

out the Wefipivd Behatidrecbes.refta eabvst fteohe Or mbee geesars! thecenteon will be
described belowwith reference to the drawings. Fig. 1 is a schenmatic

bl ock disegvensioarihgthiaaanefinforamticar asthat posgessediby thee of Cainms 1 to
18, and Fig. 2 is a systemconfiguration di agram show ng a |inkage of the
server winhbnitorcdd/eontrobdeditapjetateliee mmu beingdaklentor charege taaddet devi ce
when the server according to any one of Clains 1 to 18 is positioned as a
renot e coontal isformatiorebhithes manitaredésnndrolian tangeddevict by aperatiagm 19.
The server according to any one of Clainms 1 to 18 of the present invention
i ncl udes thavighalwnachim gtheicenter server managing slata coligeted bydhe Et her net
(trade nane registered by XEROX in U S. A ) port 4, a mcrocomputer 5, an
ext er nal opesatiges @ndymanagingia systenyin M'%'Bt%'rerﬁ'l' nafe §&IMetSring circuit
8, a backup circuit 9, a digital input interface 10, a i sol.atpr 11, a
control ESERIAINGaLO @ﬂy,%',etof%}ja@ de \)%rrél%‘% %@%quma@?"iw@edo

above- nenti oned conponents are noynted, a housing 14 in ich the

above- ne ?TQﬁqéﬁe‘%ﬂﬁéﬁ&ﬂ@eﬂﬁd HBEE@S?”Q ?JhLﬂ‘n”P&Wgr'hés YRR cation device
15 such as PHS(gﬁe%{sonal Handy- phone System) or a cellular phone nodem a
sof twar e input[ ]ch 16, and a hardware

[Mode for Carrying out the Invention]

A preferred embodiment of the present invention will be described
below with reference to the drawings. Fig. 1 is a schematic block
diagram of hardware of a server according to any one of Claims 1 to 18,
and Fig. 2 is a system configuration diagram showing a linkage of the
server with a client terminal and a monitored/controlled target device
when the server according to any one of Claims 1 to 18 is positioned as
a remote control server relative to a center server according to Claim 19.

The server according to any one of Claims 1 to 18 of the present
invention includes, as shown in Fig. 1, three serial ports 1, 2 and 3, an
Ethernet (trade name registered by XEROX in U.S.A.) port 4, a
microcomputer 5, an external storage 6, a clock circuit 7, an abnormality
monitoring circuit 8, a backup circuit 9, a digital input interface 10, an
isolator 11, a control communication port 12, a server board 13 on which
the above-mentioned components are mounted, a housing 14 in which
the above-mentioned components are housed, a public line

communication device 15 such as PHS (Personal Handy-phone System)



reset switch 17. The serial port 1 is a port for connection of the public

| ine comunication device 15. For exanple, PHS can be attached to the
housi ng 14, and the public |ine comugycation device 15 can be connected
to- the outside when the comuni cation standard is switched over to RS232C.
The serial port 2 is a serial port for performng communication based on
one of TR232C and RS422, which are generally installed as comunication
standards and switched over fromone to the other. The serial port 3 is a

serial pefla defiIaR PRGN oHRMICS SopvatE iﬁEuPQGﬁt%'he1 8naihd e RErdware
mai nt enance, 1 nput of software, etc. The Ethernet port 4 serves as an

i nterfaceegdt dWitEGRgT for communication with the outside in accordance
with the TCP/IP protocol, for exanple. The m croconputer 5 is a central

processi ng uniThé &erizxpout irg a poe foptondlelctiop chiheepublisline as a real -tine
operating systemand a Java run environnment, and applications. The

ext er nal catmimagicalionsdevierst$.t uFed exampleg PHS caonbe ladtachedntentrey, and
stores necessary data and progranms. In the event of power-down, the data
in the ekpesitg 14stodabhe pablidbne aorenumication deNicebdblaan bércuit 9. The
clock circuit 7 operates independently of the mcroconputer 5 to provide
ti me dat goanected tethe putside wiben thetcammemicalipm standardnis-swidehed ti ner
whi ch are necessary for the systemis internal operations. The digital input
i nt er f acOVeo to a&%éact o The setfipl, peHKe is A sefidrRRIt fenhPesPrmirg

(b ough. CRENTYBIGRISI haSeRAN Bhe KR EH 231G HOA 20 hIBHATs ORNPEect to |
the int erirqlﬁgllggsgsec%rsrml#ﬁeni%?atitorr]\estgingra(r)cfsogﬂgtsev(/itghed over from one to the
other.

The serial port 3 is a serial port dedicated for connection of a
console unit used for maintenance, input of software, etc.

The Ethernet port 4 serves as an interface of 10 BaseT for
communication with the outside in accordance with the TCP/IP protocol,
for example.

The microcomputer 5 is a central processing unit for executing
and controlling systems, such as a real-time operating system and a
Java run environment, and applications. The external storage 6 is
constituted as, e.g., a nonvolatile memory, and stores necessary data
and programs. In the event of power-down, the data in the external
storage can be protected with the backup circuit 9.

The clock circuit 7 operates independently of the microcomputer 5
to provide time data and to realize an interrupt timer and a constant-
period timer which are necessary for the system’s internal operations.

The digital input interface 10 is used to directly take in information

of the monitored/controlled target devices, etc. The information is taken



The control communication port 12 is a port for comunication wth the
noni tored/ controll ed target devices using, e.g., LONWORKS (trade nane

regi stered by ECHELON in U S. A'). Thejpousing 14 serves to protect the
server board 12 and has a conpact shape so as not to undergo limtations
on, e.g., a place where the server is installed. Next, Fig. 2 is a system
configuration diagram show ng, by way of exanple, a |inkage of the server
with a client termnal 52 and a nonitored/controlled target device when

the serves (REARIHIHYISAaf VI 1OfHat ptbvidebEtAcaisbiaticn Rot idspead tes a

renote control “server relative to a center server 51 according to C ains

19. The ¢R8YRlerffl ¥Pstetduthaas tHd ANErdcMpu@r Rre connected to one or nore
renote control servers (two renote control servers 54, 55 in an exanpl e of

Fig. 2) via a Yh& gumfcircorhiiiriéatidmpriol 2ti®a pertdoe coanhunicatiorvers is
connected to the nonitored/controlled target device directly fromthe

control withrthe ntariitone dies moo ke dvitarg et fde viees usimey)/egnttONWORKSget devi ce
has the control comunication function, and through an input/output unit
havi ng t l{trademamk registened dtyi 66 HEION ionUwb#n).it has not the control
comuni cation function. Fig. 2 shows the exanple in which the renote
control serverThe hausing ridcservesotnpratedt the seriafihearddl12 @nd Bas&d t ar get
device 56 froma control comunication network 59, and the renote control
server 5%ompacicsiirpe 6@ avnat townderae lisytativng en. e4-g8tPlasei wWResy t hr ough
an input/output unjt 61 froma control communication network 60. [0010] -
12 << Mothedesuetntnséalledt Tar get Devi ce Side>> The nonitored/ control | ed

tar et devi ce | FOPI°S R% LSeldRs SN

|tgruor|ation diagram showing, by way of
example, a linkage of the server with a client terminal 52 and a
monitored/controlled target device when the server according to any one
of Claims 1 to 18 is positioned as a remote control server relative to a
center server 51 according to Claims 19. The center server and the
client terminal are connected to one or more remote control servers (two
remote control servers 54, 55 in an example of Fig. 2) via a WAN and/or
LAN 53. Each of the remote control servers is connected to the
monitored/controlled target device directly from the control
communication network when the monitored/controlled target device has
the control communication function, and through an input/output unit
having the control communication function when it has not the control
communication function.

Fig. 2 shows the example in which the remote control server 54 is
directly connected to a monitored/controlled target device 56 from a
control communication network 59, and the remote control server 55 is
connected to a monitored/controlled target device 57 through an

input/output unit 61 from a control communication network 60.

[0010]



conqruni cati on network. The connection is realized in the formin which a
m croconputer, serving as a control communication LSI, or a contro
communi cation nodule is installed in.the nonitored/ controlled target
device, or in the formin which the nonitored/controlled target device is
connected to an input/output unit including a mcroconputer, serving as a
control conmmunication LSI, or a control comunication nodul e therein.

[ 0011] << Control Conmunication Mdul e on Mnitored/ Controlled Target

Devi ce Si de>RoHirEBICoRMrBAéE TRrget DedideaBugs>slevi ce connected to the

control comunication network iS required to include a m croconputer

(e.g., a LON Themmonieréy/corticliet)targer devigeds cortvteditoahamaoritesit i on
LSI, or a control comunication nodule therein, and/or it requires to be

connect edcdnomamicationt hetwptrk. uThé donndction i3 neatizeddnthediormsierwhiah as a
control conmmunication LSI, or a control comunication nodule is installed
(her ei nafd evicmomputes, sefwing @ a conitrgblcpnamuaicadtiorpLbi oot pudonteoli t ") . The
term"nonitored/ controlled target device" used in the follow ng
descri pt icompiundcatione modidensdnstadledeini the mioaitored/ammdrolled targebconput er
(e.g., a LON chip made by ECHELON), serving as a control communication
LSI, or adevieerof incthenforntin wdvichntiie neoniteresl/aontraied dargetadeniee igonnect ed
to an input/output unit in which a, mcroconputer, serving as_a control
communi cA@angieatesl to@n psiauteut upiringhidiag ifomichogempyter, serving 8g.a- 13
Programs for the mcroconputer is described using the C .| anguage (neuron C
| anguage GAMEICATRIUNG I ORASIT ECSRILR) CamAuNIEatien madh Eatiedei-t b t he
Java | anguage EOJ&Vﬁ trade mark regi stered by
<< Control Communication Module on Monitored/Controlled Target
Device Side>>
The monitored/controlled target device connected to the control
communication network is required to include a microcomputer (e.g., a
LON chip made by ECHELON), serving as a control communication LSI,
or a control communication module therein, and/or it requires to be
connected to an input/output unit in which a microcomputer, serving as a
control communication LSI, or a control communication module is
installed (hereinafter sometimes referred to simply as an “input/output
unit”).
The term “monitored/controlled target device” used in the following
description also sometimes means a device that includes a
microcomputer (e.g., a LON chip made by ECHELON), serving as a
control communication LSI, or a control communication module therein,
and/or a device connected to an input/output unit in which a

microcomputer, serving as a control communication LSI, or a control

communication module is installed.



Sun M crosystens in U S. A). Also, the mcroconputer contains a control
programwi th which the mcroconputer can control the nonitored/controlled
target device, and a control conmuniggtion program having protocols wth
whi ch the m croconputer can perform data conmunication with the server via
the control conmunication network. The programinstalled in the

m croconputer for comunication wth the control comruni cation network
usual | y has, device nanagenent information, the chip ID of the

moni t or ed/ cont pabd afhd R 0tie ARGBmBIN ié BBk BUAESInbNACL | ng t he

installation position, etc., the Vmclass nunber (virtual machine class

hunber) , |@Rguade (YautdH € langRiagledimsthe LOPEEhipy nddérby BCHELO N tRitf ace

cl ass nunber). For permtting control fromthe outside, the program al so

has st at 4s corfrauARidaie witlthe davhdangadgequanat trableemank ségisteraadby
operational information allow ng operation fromthe outside. Herelnafter,

t he virt&ln Miclosystemsahlis&/iAay.ed to Vm The devi ce management
information, the status information and the operational information are in
the form of neflsw,kheanicxbtemputet contaibs a caifteol prbgranvyinith whidhAN and/ or
the LAN, etc. AVmclass file is software for operating the

moni t or edhe anicrocomputer gan combial éhe andndorad/cantrofleddargetdevice) e i s
interface software for establishing connection to the nonitored/ controlled
target daridca dontedrasimaninieation progranyhaying pretacels pith whighthe when t he
nonitored/controlled target device is a npnitoring canmera, there are

machi ne iMicePeRMPEteseRn Pasfarprdata ﬁomuntq@é'oﬂn‘{vﬂﬁé§§ sRIvBevia the naker
and the nodel, control informatiqn such as on/off information of the

canera, KONGIRGEERMYNIGIYRNEIWPBH, direction control, zoom control and

sound recor di ng'; and st at us ipfd)rnﬁ%ion re reS{anti ng the curr,ent control
st at us. he program installed in the microcomputer for communication

with the control communication network usually has, device management
information, the chip ID of the monitored/controlled target device, the
index number indicating the installation position, etc., the Vm class
number (virtual machine class number), and the Vm interface class
number (virtual machine interface class number). For permitting control
from the outside, the program also has status information that can be
made open to the outside, and operational information allowing operation
from the outside. Hereinafter, the virtual machine is abbreviated to Vm.
The device management information, the status information and the
operational information are in the form of network variables that can be
referred to via the WAN and/or the LAN, etc. A Vm class file is software
for operating the monitored/controlled target device, and a Vm interface
class file is interface software for establishing connection to the
monitored/controlled target device in combination with the Vm class file.
For example, when the monitored/controlled target device is a
monitoring camera, there are machine information such as the chip ID,

the Vm class number, the maker and the model, control information such



Those network variables differ depending on the type of the

noni tored/ controll ed target device and are set on the naker side, while

t he i ndex nunber indicating the instaljhati on position, etc. can be set on

t he user side. [0012] <<Cient Server Progrant> A client server program
stored in the external storage of the server will now be described bel ow
To explain briefly, the server of the present invention is connected to
the nonitored/controlled target device capable of performng comunication

directly & oh/yfPHEFBrinaBBhH SflthUsamera, blightriedspeTilluhfinhtion, direttioh
comuni cation network, and contains a server program having a gateway

functi on dontré10RB6AT cONtrBEBNESOUME réssdndtatd eeatusdhforeatiomi cat i on
network and the control conmunication network to which the client machine

and the gepresermstiny the canrdrt comirsicgtatus:i a the WAN and/or the LAN. The
server program acquires the chip ID and the index nunber (specific

i nf ormati on) f dhosdemetmforkna@ridbdesdiffendepending ohltbd typegftthedevi ce, the
status information, and the operational information when the )

noni t or edhooitored/codtrolieddarget/ devicesand ane set o the: makesside, whiden t he
control communi cation network directly in the case of the target device
havi ng t HBeiindexmumbear U&iﬁahngdhednséﬂﬁé@inoﬁpﬁﬂoﬂhIetﬁqufﬁrt ke setrut / out put
unit connected to the control comrunication network in the case of the
target deliecksefotidBavi ng the information comunication - 15 function. Al so,
t he server pro%@%has an interface class (interface class software) for
providing, to | i ent machine (hereinafter sonetines referred to sinply

as a "client R atng the center server
<<Client Server Program>>

A client server program stored in the external storage of the
server will now be described below.

To explain briefly, the server of the present invention is connected
to the monitored/controlled target device capable of performing
communication directly or through input/output unit with respect to the
control communication network, and contains a server program having a
gateway function for connection between the associated control
communication network and the control communication network to which
the client machine and the center server can be connected via the WAN
and/or the LAN.

The server program acquires the chip ID and the index number
(specific information) for identifying the monitored/controlled target
device, the status information, and the operational information when the
monitored/controlled target device is connected to the server from the
control communication network directly in the case of the target device
having the information communication function or through the
input/output unit connected to the control communication network in the

case of the target device not having the information communication



(hereinafter sonmetines referred to sinply as a "center"), a Vmcl ass
(nonitored/controll ed target device operating software) that refers to and
operates the status information and tRhg_operational information of the
noni tored/ control |l ed target device, and for establishing the connection to
the nonitored/controlled target device on the server side in conbination
with the Vmcl ass, when the client or the center accesses the server via
the WAN and/or the LAN, etc. The client server program contains an

oper ati NguRYHERM AISST (NS sévek ﬁrbgiarﬁaﬁb@annhmwéjé@ @RtYrfade hardware in
the server and corresponds to nultitasking and nultithreading. This OS is,

e.g., |TifAss suft for Filovidinge toRkee Flieny nsaching (henemaftervar i ous driver
prograns such as public |line comrunication drivers for wireless and wred
phones, somelimesvefsrredtito. simply @st a dtliemthanddael aantdriseever a file system
and a clock driver, and an APl (Application Programm ng Interface) for
maki ng t(heszindftev sometimeswefemreddp@iohply asppl centeirgn apyoyckass. Al so, the
operating systemcontains a renote operating system programdescribed in a
di st ri but(ewnitgredicantrelied thrget glexige cpemating softwaredthat refers t;mgndge such
as Java). [0013] <<Renote QOperating System ProgranP> The system programin
t he servépersigs thﬁa§taatu§dnfmmatmrbgndrt%ecﬁper@él@md)|lmfp|ﬁ@lattw@ akthger itself,
an agent server programfor transmitting and receiving an agent, a

conmuni cemoaﬂotﬁcggpatrpllﬁdttnmfoqiwge. an rf@ﬁ@éﬁabh%ngftgfe qavTegtiami® net wor k
communi cation ipn accordance with TCP/IP or PPP using wreless a{nd wired
phones, tth@dfeenitoegd/copirolledtarget dyice on Hie §ERHRMY et'ﬁa‘imf‘Elr\‘q % a

gat evay f#lreﬁtmg r\]/anclggsn,nv%ﬁte'nqgetcr"eenet‘xotretiwgaclzenter accesses the server via

the WAN and/or the LAN, etc.

The client server program contains an operating system program
(OS) that can be processed to control hardware in the server and
corresponds to multitasking and multithreading. This OS is, e.g., ITRON,
Vx-WORKS, etc.

The operating system contains various driver programs such as
public line communication drivers for wireless and wired phones,
transceivers, etc., a control communication driver, a file system and a
clock driver, and an APl (Application Programming Interface) for making
those drive programs correspond to application programs.

Also, the operating system contains a remote operating system
program described in a distributed object oriented language (e.g., a
platform-free language such as Java).

[0013]

<<Remote Operating System Program>>

The system program in the server comprises a control program for

controlling the server itself, an agent server program for transmitting and

receiving an agent, a communication program in the form of a browser



WAN and/or the LAN to the control comuni cation network. The gat eway
function differs froma gateway for connecting the so-called information
networks in point of seam essly connegging the information comunication
network and the control conmunication network to each other, and enabl es
an arbitrary termnal conputer in an external network, such as the
Internet, to access the server for browsing and operating the

nonitored/ controll ed target device conmmunicated with the server via the

control ggppeorAiihghetRone chmmiAichtion<inS8sd6rd ANceROWVRRPFC PN 6EPPH
program 100 conprises an OP server 110 for managing the Vmclass file

(her ei nafysifig aksIess ArmPwirkdophofies! BaAsteiverd)i gte. | anda SP&iert i ng program
for providing information to an information termnal (client machine or

center seregramotO0 bleatcfulfiing acgateadyefursstive, of eonnecting e exterval 120 f or
distributing the Vmclass of the nonitored/controlled target device on the
client oWaAdhaad/oi the. LANetocIheseonizol ¢dtnoomigcatisasnetwarkmanagenent t abl e
130 for the nonitored/controlled target device, a Vmclass |ibrary 140 for
the nonitor edwbergatewaadfurmtigmtdidfwsgmm@gataewm ifor epnaeeting 48e | i brary
150 for control communication of the nonitored/controlled target device.
The OP s&orealled infosmationsnatwarkistiorreint ohseamlesslyequiecting the det ecti ng
program for detecting, froma new nonitored/ controlled target device
connect ednfasmation spmnnaunicativmnnetnarkantd the crntrohsogrvnupicatiof or mat i on

outputted fromthe target device itself or through jn input/ - 17 output
uni t havi’]ﬁjwé’rbéﬁ‘rﬁﬁﬁrbg’( esnandfnakjas An pebitrasy égrrﬁ',“nétllﬁo teréndy the

(rjne)ﬁlie,f L?g;ﬁéﬁﬁd&g&ﬁgéggﬁ %gkpfegﬁ_tt\e/meq?%i %ecgleegé tlge(i1 bsleervé:‘Lr3 Porf borrom;sme\g
and operating the monitored/controlled target dev.ice communicated with
the server via the control communication network.

[0014]

<<Server Program>>

The server program 100 comprises an OP server 110 for
managing the Vm class file (hereinafter abbreviated to a “Vm class”),
which is an operating program for providing information to an information
terminal (client machine or center server) on the client or center side,
and an HTTP server 120 for distributing the Vm class of the
monitored/controlled target device on the client or center side.

The OP server 110 comprises a Vm management table 130 for the
monitored/controlled target device, a Vm class library 140 for the
monitored/controlled target device, and a Vm interface class library 150
for control communication of the monitored/controlled target device.

The OP server 110 contains a monitored/controlled target device
detecting program for detecting, from a new monitored/controlled target

device connected to the control communication network, the device

information outputted from the target device itself or through in input/



In the case of a nonitoring canmera Caneral, for exanple, the

noni tored/ controll ed target device information includes the chip ID, the

i ndex nunber and the Vm cl ass nunber. ;7hose itens of information are used
to-designate the nonitored/controlled target device on the contro

comuni cati on network. The Vm managenent table 130 collects and records
therein not only the Vmclass nunber of the nonitored/ controlled target
device for renote control of each nonitored/controlled target device, but

al so thegutpliethrtHavirgBetomaiimeaabAIflaction BRIt YRekdiAS anduegistepihgt he
nonitored/controlled target device. Wth the Vm cl ass nunber "and the

interf aCQhé'd%‘-’técWéﬁicéth&*n@él%h ™ tie Qﬁﬁhnéhégérﬁéhttté_ﬁleVmBUEOﬁﬂWBnt
table 130, the Vmclass and the interface class of the interface cl ass

nunber cefidsisp@lcogtrobed hergéhddviss. can be called in a conbined state by
designating the Vmclass nunber. The Vmclass library 140 collects and

records thereim thecdse oflaasnitorbyy cameda \Camieas $ eforiebdarmple,.the desi gnat ed
by the respective Vmclass nunbers. Each of the Vm cl asses 141-143

cont ai ns mesitetesiioontioled target devite infarmatlarsinodudes plhe dhipy IDothehe net wor k
variables of the nonitored/- controlled target device, an information

r ef er ri ngndex nombemandthe Adwiclgss mugeker i el osaitems et infapmadiani #feor mat i on
operating nmethod 180 for operating ones of the field variables which are
al | oved tU§edhigndesignatethe mpnitgradicentrolied tatget devicanetheeontiel

nmoni toring canmera  Caneral |l include the machine information such as the
chip | D, cORMyRication Re¥Qrkaunber, the naker and the nodel, the control

o RO S e S STt D SHNAE SRR AR anct e
status | %fn?); rtrt% '\Prrq class number of the monitored/controlled target device for

remote control of each monitored/controlled target device, but also the

interface number corresponding to the Vm class number of the

monitored/controlled target device. With the Vm class number and the

interface class number correlated with each other in the Vm management

table 130, the Vm class and the interface class of the interface class

number corresponding to the Vm class can be called in a combined state

by designating the Vm class number.

The Vm class library 140 collects and records therein the Vm
class numbers and Vm classes 141-143 ... designated by the respective
Vm class numbers.

Each of the Vm classes 141-143 contains, as shown in Fig. 5,
field variables corresponding to the network variables of the monitored/-
controlled target device, an information referring method 170 for reading
those field variables, and an information operating method 180 for
operating ones of the field variables which are allowed to change or set.

For example, the field variables of the monitoring camera

Camera1 include the machine information such as the chip ID, the Vm



representing the current control status. In those field variables, varying
data in the network variables are wupdated at a constant period (e.g., 1000
ms). O the field variables, the indgx nunber indicating the installation
position, etc. is settable by the wuser and is initially set to NULL. Those
field variables in the Vmclass can be displayed by being referred to from
the nonitored/controlled target device with the status referring nethod,
and can be set and controlled for the nonitored/- controlled target device

W th the siad HEnfbRs! ﬂ%dé; g&e@té}wmém&@elt e ¥onelorssfoRaationsaeh laed i tens

and di splayed 1tens rent for each of the monitored/controlled target

devi ces, drfjoffSnfdtRfdtiILef el caRferal Beighess BRERIMITRNIGAitgdtiom t he
nonitored/- controlled target device. Alternatively, the Vmclass nay be

desi gned coptbl A266 bEstrElah & ouinderdcordind)aametiestatlis dnforaaatiorg t he
controlled itenms and the displayed itens of the nonitored/controlled

target deepessedtimptideureieicontrolistatusci ng it. The Vm class can be called
froma nenory in the mcroconputer constituting the nonitored/ controlled
target devi celmthddesfielpuariablgs,vanying. datavevitne, netwarkrnariadtdeyarel ass in
the conputer requires an increased nenory area. Therefore, the Vmclass
may be dapdatedet 4 constantmpeatiad (¢.gut 1000 srs). erOpthe fiekdivariables, that er net
center, or may be read froma storage nedium (e.g., an |IC card, a PCl

card, a magentmnblesmdimat&w@nmwstaﬁaa@nmp&lmﬂh@tqm&iS@Ha@éﬁ bydbgtrol | ed
target device (or the input/output unit when the target device has no
comuni casesrandiigcinitaly set 1 NAlkkor age nedi um reader for reading a storage

mediumis required to read the Vmclass fromthe storage di um_ The
storage nmedi ukhpegdigldwariahles in I"t‘ei\ﬂ'"d-‘r'a%&tcéln Fjﬁﬁpé?gﬁg[@db?'é‘gt he

server, C)rrefelrtred to from the monitored/controlled target device with the status
referring method, and can be set and controlled for the monitored/-
controlled target device with the status operation method.

Since the Vm class has controlled items and displayed items
different for each of the monitored/controlled target devices, it is
designed and described by a maker manufacturing the monitored/-
controlled target device. Alternatively, the Vm class may be designed
and described by the client or the center after hearing the controlled
items and the displayed items of the monitored/controlled target device
from the maker manufacturing it. The Vm class can be called from a
memory in the microcomputer constituting the monitored/controlled target
device or the input/output unit. However, storing the Vm class in the
computer requires an increased memory area. Therefore, the Vm class
may be downloaded from a Vm distribution center provided on the
Internet center, or may be read from a storage medium (e.g., an IC card,
a PCI card, a magnetic disk or a CDROM) attached to the monitored/-
controlled target device (or the input/output unit when the target device

has no communication function).



may be connected onto the control comunication network. \Wen the storage
medi um reader is connected onto the control comrunication network, the Vm
class for driving storage nediumreadgg—is installed in the reader itself.
As an alternative, if a personal conputer or a storage nedi umreader
capabl e of perform ng control conmunication is connected on the control
communi cation network, it is also possible to enploy the connected
personal conputer or storage nmediumreader. The Vminterface class library

150 col I ects apdtpafgd HiediifT adefMorirehdifpastotags asedibin i3 ... for
connecting the Vmclasses to the nonitored/- controlled target device. The

col | ect egeyuireatiorreadethel XAt elastftodbthe storage mediumn Tag storagéhe Vrn
class distributed to the client or center side. Upon the client or center

si de desingadiunmgeadeeniai be \builtlinss extetreally aftachved tbdhe seavepsrdhdi ng to
t he designated Vm cl ass nunber is distributed fromthe server to the
cli ent omagbhieecosneletedrantohte, comtroheomenwdcatiodmetoekVm i nterface cl ass
file corresponding to the designated Vm class nunber is started up,
wher eby the Vm\hernsthesteragecinediumoeadertis cosingsteth@ntmthe icongio ace cl ass
file on the server side are conbined with each other. The Vminterface
cl asses TOmMMEBicatiomaeiwere theyacelass fondrivingestofagedngdiimueBEes. The Vm
interface class nunbers are in pair to the Vmclass nunbers in a
one- t o- one ingpHeddn thegeadendtselfl e As gn altarnatives it PEESPRALEIMBUE VM cl ass
nunber, the Vm i nt erfgce class nu r cor rﬁs&gndi rbggtci t he designated Vm
cl ass nurfed stayagg mediyndeaser apapie, of PeLiaraiRg qOdWlt i | ¢ having the
called Vminterface class nunber i started up. The Vm class fi.le on the
i ent orCABRUBICETL 5 SoRBREIEGLeN PNt ClfMuMIATh DETHaEs b fRags 11 e.
also possible to employ the connected personal computer or storage
medium reader.
The Vm interface class library 150 collects and records therein Vm
interface classes 151-153 ... for connecting the Vm classes to the
monitored/- controlled target device.
The collected Vm interface classes 151-153 ... are each in pair to
the Vm class distributed to the client or center side. Upon the client or
center side designating a certain Vm class number, the Vm class
corresponding to the designated Vm class number is distributed from the
server to the client or center side. Further, on the server side, the Vm
interface class file corresponding to the designated Vm class number is
started up, whereby the Vm class on the client or center side and the
interface class file on the server side are combined with each other.
The Vm interface classes 151-153 ... have the respective Vm
interface class numbers. The Vm interface class numbers are in pair to
the Vm class numbers in a one-to-one relation. Upon the client or
center side designating a Vm class number, the Vm interface class

number corresponding to the designated Vm class number is called and



Each of the Vminterface classes 151-153 ... contain protocols for
perform ng control comunication with the nonitored/controlled target

devi ces (such as Canera 1 and so on)_—@p-the control comunication network.
Si'nce the comruni cation protocols are |ocated on the control conmuni cation
network in this case, control comunication protocols are enployed.
However, in the case of the conmunication network using protocols in
accordance with other standards (e.g., in a comunication network

const i t utkE \h iMereacs slaaefienhavihgatheosalid Vedlinteefavenclassimumbenis a
comuni cati on network constituted by dedicated |ines), protocols wused in

t he rel estateduprunThatVrmrclass fits lonathe eligritoyrecenfEneside isucgertsineddescr i bed
above makes the system adaptable for a variety of nonitored/controlled

t ar get devitkctse gatleddmeiaserface elass fild.ty. [0015] <<HTTP Server>> The HITP
server 120 for providing Vmto the client or the center is a WWVserver.
VWien the clienEach aftbecémt imtetface xdassehd53edH3r... comtain peotpcolséerscape
Navi gat or provi ded by Netscape, Internet Explorer provided by Mcrosoft,
or any otpesforsuingaanrdralegompsirieation vathHiheemeitared/contieked itaigeds t he Vm
class to the client or the center in accordance with the Vm class nunber
desi gnat éeviges (uch asframera Heand &a ap) opdbesjonteal GIAMWHERNIAR and Cent er
Server>> The client is any of large- and snall-scal ed conputers, a personal
conput er "@Wﬂrk-a nobi |l e conputer, a portable information termnal, a

cel l ul ar phone_wi th a character displ function, ,and ot her information
P Since the communication ;g)ro%cols are 1dcatéd on tthe Controf

communication network in this case, control communication protocols are
employed. However, in the case of the communication network using
protocols in accordance with other standards (e.g., in a communication
network constituted of wireless communication or optical communication,
or a communication network constituted by dedicated lines), protocols
used in the relevant communication network are employed.

The arrangement described above makes the system adaptable
for a variety of monitored/controiled target devices and increases
versatility.

[0015]

<<HTTP Server>>

The HTTP server 120 for providing Vm to the client or the center
is a WWW server. When the client or the center accesses the server
using, e.g., Netscape Navigator provided by Netscape, Internet Explorer
provided by Microsoft, or any other suitable Web browser, the HTTP
server 20 distributes the Vm class to the client or the center in
accordance with the Vm class number designated by the client or the
center.

[0016]



dev,i ces capable of utilizing wide area networks, which are located on a
network. Each of the client and the center requires a Vm operating program
(hereinafter referred to sinply as a_\n application") described in an

obj ect oriented | anguage for operating the Vmclass in the server. The Vm
application nust be equi pped on the side of the client and the center. The
Vm application may be downl oaded or installed to the side of the client
and the center via the Internet or froma storage mnedium such as a CDROV

a magneti <t |fdnt MabRHERhE CahbrBedrd& card. Before accessing the
server, the URL, the Vmclass nunber and the index nunber of the server to

be operated ar¥hgwlrntliviedd oNfargéhand\émanydatéd icompierer adleryehal the
URL, the Vmclass nunber and the index nunber of the server and the phone

nunber, ejompotert(RC);la eivbilei cempoer, epditabll inforhationtteemialaapl i cation
bef orehand. Preparing such a Vmapplication is advantageous in

facil it atdelglauphent ivith aochdracber disgtay fundtiom, ssard/ ethesi inéornhatiome Vm
application, authentication itens of an operator hinself or herself, such
as a pasdewices tapabbx of sitiliginghwideeavea netweorks, evipich, arealodaded foanai cat i on
requirenents for allow ng access by the operator on the server side are
set bef orm#twedkusi ng a desired encryption schene. The authentication

requi renents may be arranged beforehand between the client or the center
and the server EBghcofaigeclientaand the geateoraquires aofurepeigting pregraite, the
| apse of a certain tinme interval, or the access,. IP"I ace so that the server
i s prot edhegeinghiendefeired da sipply as@ i'Ymparplication ydeseripeshiic@i ned per son.

Wh \ t.h | ent t | d tart the Vi
en a usoebrjegp oneﬁteCA iaennguaogre ?oernogéra%ngethse 6Fn glaus% in t%e gc]arver.

The Vm application must be equipped on the side of the client and
the center. The Vm application may be downloaded or installed to the
side of the client and the center via the Internet or from a storage
medium such as a CDROM, a magnetic disk, a magnetic card or an IC
card.

Before accessing the server, the URL, the Vm class number and
the index number of the server to be operated are substituted into the
Vm application. Alternatively, the URL, the Vm class number and the
index number of the server and the phone number, etc. on the client side
may be fixedly set in the Vm application beforehand. Preparing such a
Vm application is advantageous in facilitating authentication to be made
on the server side.

In the Vm application, authentication items of an operator himself
or herself, such as a password, for accessing the server side are put,
and authentication requirements for allowing access by the operator on
the server side are set beforehand using a desired encryption scheme.
The authentication requirements may be arranged beforehand between

the client or the center and the server to change in an unfixed form



appl.ication and designates the URL, the Vm nunber and the index nunber of
the server included in the Vmapplication, the client or the center
accesses the server with the Web braowser and receives the Vm class from
the server side, whereupon the client or the center is connected to the
obj ective nonitored/controlled target device through the server. The Vm
class is conbined with the Vminterface class for connection to the
nonitored/controll ed target devices (such as Caneral and so on) on the

control  GRFEHIrGbnOhe"@attdthe 14ps@ of @S béttainativi® indbives! of thedaedessd and
the current information of the nonitored/- controlled target device is

di spl ayeg| e sbahat teesepvecieniote sicdeagiihet actessbyr a dictitibeisaiarast  or
center side instructs the end of operation of the nonitored/controlled

target deyYiapeuhcohdernddpergan.cation, the Vm application vani shes the Vm
object on the client or center side, whereupon the Vminterface class on
the server sid@hirsapssaren théelight orcBnbgr sileRedartst wp ting Vm

Moni t ored/ Control | ed Target Device>> A step of registering the

noni t or edppdicationl and desigratdethedJBh, the Ve swmber aoechibgilibdeXon network in
the server will be described below. \Wen the nonitored/controlled target

devi ce i aurabekef the servardnebitadin themomagalicationethekent aethe
and t he. PENPLESRRARRING BEITARN tBANYSPHI RN AN ERFHRP BB net wor k.
cCommuni c &3 TOIM GG SRYRIeHden WHATEUDSD (e 41 O e FSRIET unber and t he
Vi ol 35S TSl 218 GHRILE RS ARl ey olic SR LRI AL R Y ¢
E E:r gpn'sgurevsr{énrq1&'@!‘?35&&%]8%@?4@8@{#@%# &?Ith tRE Uik iHFe\H‘aCcee gf’aatsgcfto'rng program
connection to the monitored/controlled target devices (such as Camera1
and so on) on the control communication network. As a result, a Vm
object is produced and the current information of the monitored/-
controlled target device is displayed on the client or center side.
When the user on the client or center side instructs the end of
operation of the monitored/controlled target device to the Vm application,
the Vm application vanishes the Vm object on the client or center side,
whereupon the Vm interface class on the server side disappears.
[0017]
<<Step of Registering Monitored/Controlled Target Device>>
A step of registering the monitored/controlled target device on the
control communication network in the server will be described below.
When the monitored/controlled target device is connected to the
control communication network, the monitored/controllied target device
outputs the chip ID, the index number and the Vm class number of itself

onto the control communication network. In the case of the monitored/-

controlled target device having no communication function therein, the



t he i ndex nunber and the Vm cl ass nunber of the nonitored/controlled
target device connected to the control conmunication network, and then
records themin the Vm managenent tabbg 130. The moni t or ed/ cont r ol | ed
target device detecting programin the OP server searches for the Vrn
class and the Vminterface class corresponding to the acquired Vrn cl ass
nunber. If the corresponding Vmclass and Vrn interface class are not
present in the Vrn class library 140 and the Vrn interface class library

150, the (g, $O7 Y5 |ﬁ§é¥yppﬁf’()tér%d $196 \BARIAEE RAMBT &ﬂ@éﬁtpiﬂfbovbﬁtd nterface

cl ass from he' Vrn di st lon center provided on the w de-area network,

such as the doMtesIYmmRniéaton neRorettiough theeinpaticudpediaieMavehg ed t ar get

device. O course, when the Vmclass and the Vrn interface class are

recor ded c@inmupicdtfse fum@ibnt BuRStherein onbdirg thee mdritored/sentveliedicqui r es
the Vrn class and the Vminterface class fromthe storage nedi umreader.

As a resuhigettdevi€® deterting programn, tiee @R geswst 11@mchbires!thenthipriD,cent er
side on the WAN and/or the LAN. [0018] <<QOperation of Mnitored/ Controlled
Tar get Ddhedadéx amunibéeanddhe \Gantlassnumber ofithe mamitored/cortrekded er
accesses the OP server 110 and operates the nonitored/controlled target
devi ce cdargeitdevice qomnecked derthercont®! qommanicationnetwerkcemndethen arts up
an application for makin access to the OP server. Subsequent to the
startup dBcords Hmmuaethegl.m managegenteiable Jd0s, into the application, the
URL, the Vm class nunber and the index nunber of the OP server 110 as

well as the itdhe m@&ﬂPF%QI'CPBFm'|§Hetaa§9|?h€ﬂ\"i°§aﬁ¢t§ﬁt'BQ(RTQGB?WQ@ hEf t er

setting thgose itens requited for, the acce ng, and the it
g 6‘8 server searcqe For the Vm class andc'% eQ/m interface cass

corresponding to the acquired Vm class number. If the corresponding
Vm class and Vm interface class are not present in the Vm class library
140 and the Vm interface class library 150, the OP server acquires the
corresponding Vm class and Vm interface class from the Vm distribution
center provided on the wide-area network, such as the Internet, or from
the maker of the monitored/controlled target device. Of course, when
the Vm class and the Vm interface class are recorded on a storage
medium as mentioned above, the OP server acquires the Vm class and
the Vm interface class from the storage medium reader.
As a result, the OP server 110 can be accessed from the client or
center side on the WAN and/or the LAN.
[0018]
<<Qperation of Monitored/Controlled Target Device from Client or
Center>>
When the client or the center accesses the OP server 110 and
operates the monitored/controlled target device connected to the OP
server 110, the client or the center starts up an application for making

access to the OP server. Subsequent to the startup of the application,



required for the authentication, the application nmakes accesses the
.server. Upon the access made fromthe client or the center to the server,
the server perforns the authenticationqof the client or the center. Wen it
is confirmed by the server's authentication that the access fromthe
client or the center is allowed, the client or the center can nmake access
to the OP server 110 in the server. Wen the client or the center accesses
the OP server 110 in the server, the OP server 110 distributes the Vm

class deghgnae?dnpiitd, hhto BRPhppALAGEN [ the DRIC!thenymoglabBTurrpeérandand t he
Vminterface class corresponding to the Vmclass distributed to the OP

server 1}Reiifdék MNureblet'Bf tHOP skhferVi 10, cagiaeeldas thé hienesl réquirée for
application in the client or the center requests its conbination with the

Vm i nt er ftheeauthanticatiohlpro€Pedigysver 110, whereupon the Vmclass in the
client and the Vminterface class in the OP server 110 are conbined with
each ot her vi aAftee sétfihg dhdéeiitenhe rédiNredier the ancessiageand dss itlenoyi des t he
network variables of the nonitored/controlled target device on the control
comuni caequiredrfertbelautbentieation, tHeagpplicationr makemaceesserthent er
whereby the network variables are referred to and substituted in the field
vari abl e sgffvehe Vm class. As a result, the Vmclass and the Vminterface
class turn to a Vm object and a Vrn interface object, respectively, and
the current i bipemihe aecess madearfiem m%@lleahpréwéenﬁ%rrththQiéer\c% on the
control -25 conmuni cation network |js dis ed on the clienpt or center

si de. Thdhemaryer pe@&f%ﬁ%awwm'%gé% fleny Q%ﬁle 6B nt er side

change ot an WH5gh Yl Cin et By HBeaer b neBibalibr BB BB £t e
the access from the client or the center is allowed, the client or the center
can make access to the OP server 110 in the server.

When the client or the center accesses the OP server 110 in the
server, the OP server 110 distributes the Vm class designated by the
application to the client or the center, and the Vm interface class
corresponding to the Vm class distributed to the OP server 110 is started
up.

Then, the Vm class distributed to the application in the client or
the center requests its combination with the Vm interface class in the OP
server 110, whereupon the Vm class in the client and the Vm interface
class in the OP server 110 are combined with each other via the WAN
and/or the LAN. The Vm interface class provides the network variables
of the monitored/controlled target device on the control communication
network to the Vm class in the client or the center, whereby the network
variables are referred to and substituted in the field variable of the Vm
class. As a result, the Vm class and the Vm interface class turn to a Vm

object and a Vm interface object, respectively, and the current

information of the monitored/controlled target device on the control



infarmation referring method on the client or center side always refers to
the network variables. Wien the field variables are operated by the
information referring nmethod on the_gfient or center side, the operation
is'reflected on the network variables of the nonitored/controlled target
device through the Vminterface. Wen the application is brought into an
end on the client or center side, the Vmobject in the client or the
center disappears and the Vm interface object in the OP server 110 al so

di sappeaymiUhitdtitrsnetied isedisplaedieh theiér o santeheidenf oThet i on of
the nonitored/controlled target device on the control comrunication

net wor kK nedofie vafibbRss refereid ﬁﬂb&Qhémlie@wraieedef site thangéiatrdn or center
side on the WAN and/or the LAN. Further, since the Vmclass is distributed

from t he if¥erear ofea préQeterminkd tiraey but itdstpussiblectat refer t@mesr netwlerkoy
copying, there is no fear that the Vmclass on the side of the OP server
110 may hariabigeeadh time thedietwork vareablesehanger bécausetmat i on and t he
control nethod are changed upon, e.g., revision or version-up of a control
progr am dfformatiororefeonirg metiododh dbe wliegé or wenteesidenalwayscrefess #d the vm
interface class of new version, for exanple, can be prepared at any tine
by updathedgqetwerkvaciaddes.in the OP server 110 fromthe distribution center

or the storage nmedium -26 In this connectjon, the_rg? server Jflo_may
peri odi cal |y i When ¢he figld Nariablgs ars epgsated byghe irformatianereTgedRa i n t he

V252 bl s U kot A s HaToR . BTl B e Pt ed X0
on the Clnie?m)rk variables of the monitored/controlled target device through the
Vm interface.

When the application is brought into an end on the client or center
side, the Vm object in the client or the center disappears and the Vm
interface object in the OP server 110 also disappears.

With this embodiment, as described above, the information of the
monitored/controlled target device on the control communication network
can be called, referred to and operated from the client or center side on
the WAN and/or the LAN.

Further, since the Vm class is distributed from the OP server 110
in the server to the client or center side by copying, there is no fear that
the Vm class on the side of the OP server 110 may be tampered. In
addition, when the control information and the control method are
changed upon, e.g., revision or version-up of a control program of the
monitored/controlled target device, the Vm class and the Vm interface
class of new version, for example, can be prepared at any time by

updating the Vm class in the OP server 110 from the distribution center

or the storage medium.



or center side is distributed fromthe OP server 110, the server is nore

fl exi bly adapted for nodel change and version-up on the client or center
side, and the center and various cliengs can access the server so long as
the authentication is established. Additionally, when the
nonitored/controlled target device is disconnected fromthe control

comuni cation network, the Vmclass in the Vm managenent table 130 becones
non-acti ve. However, when the nonitored/controlled target device is

connect ed agai rhimstcfbﬁr@@ﬁbhglthe@mgemmanmmn@y?rpwd@icémein\qni@ ass of the
nonitored/controlled target device in the Vm nanagenent table 130 becones

active. TWhsthet hige \OANElass@9 anaf theounuititeaces inahaanhi casanibngryt he cli ent
or the center, the server and the nonitored/controlled target device are

est abl i shet® andnthencikterfaéecldey libragy 50haee Lipeated ¢o ake latesthe client or
the center is used to just refer to the network variables of the

noni t or eddessivir. ol | ed target device, the Vmclass di sappears as soon as the
connecti on between the client or the center and the server is cut off.

Al so, the Vm cFuastherswithepnmesdificationdn whibhitbeapplicatioroenithglglientt is
difficult to tanper the interface class and the network variables of the
noni t or edrganteosidalis distdbutesefiiosethe QA sprver71 1, heseenviesds amefee, it is
possible to call, hold and/or operate a virtual nmachine, which is a

sof t war e flexiklyradrpted; fos madet shange andswersien-uUp-aR Khensihiens 08 $esdaE r ol | ed
target deyice hav"1ng t he sagﬁ i pformati on as that possessed 3 t he

moni t or ed@@n2Pd theFanieyandddrious ghenisrALARSesS the $esyer o deng as

conmuni cgki on tBroi.ocPI S .use(il f or, communi cation with the
moni t or edNEAHPENFEAUPRIHESIARNZNET - and conceal ed in the software object,

Additionally, when the monitored/controlled target device is
disconnected from the control communication network, the Vm class in
the Vm management table 130 becomes non-active. However, when the
monitored/controlled target device is connected again to the control
communication network, the Vm class of the monitored/controlied target
device in the Vm management table 130 becomes active. Thus, the
conditions of communication connection among the client or the center,
the server and the monitored/controlled target device are established
more quickly.

Furthermore, since the Vm class in the client or the center is used
to just refer to the network variables of the monitored/controlled target
device, the Vm class disappears as soon as the connection between the
client or the center and the server is cut off. Also, the Vm class is
represented using byte code. Accordingly, it is difficult to tamper the
interface class and the network variables of the monitored/controlled
target device.

[0019]



and/ or possible to distribute the virtual machine. Further, it is possible
to share the sane information as that possessed by the nonitored/-
controll ed target device, and to change_i nformation of each nonitored/ -
controlled target device by operating the corresponding virtual machine.

[ 0020] <<Applications>> Applications to the followng fields are

concei vable. a. Renote nonitoring and renote control of various devices and
apparatuses for the electrical industry. b. Renote nonitoring and renote

control of varhgufeddibed Absle IRVS PR3siIBdoBHIRTHISSR/OF opBPaRi &
nonitoring and control of various devices, apparatuses and facilities for

agri cul t wiguangalch$ierwhkch i@ a BoffNfrecshbierfiaebcrbad tay thw oftfdr sif @ft or i es,
apartnents, etc., and automatic inspection of neters for individual roons.

e. Regenayaaih menitoredmuttioliad taggetOdevivenhavingnieasame inéomation tasr ough,
e.g., distribution of operation schedules, f. Renote control of renote
educat i orthdeposssesseqd bpdhe mohiteced/contolledi tairget dedicer and contajnsea vi ces.
h. Monitoring systemfor crime and fire prevention. -28 i. Environnent
measur engiurality ofeosumeniciaticn pretosels usedifoecommunipatiosnwith the
Becaise. ondoradicosirpiied datast devbe Entkconsealed insthespftars ebject,
and/or possible to distribute the virtual machine. Further, it is possible
to share the same information as that possessed by the monitored/-
controlled target device, and to change information of each monitored/-
controlled target device by operating the corresponding virtual machine.
[0020]
<<Applications>>
Applications to the following fields are conceivable.
a. Remote monitoring and remote control of various devices and
apparatuses for the electrical industry.
b. Remote monitoring and remote control of various industrial devices
and apparatuses.
c. Remote monitoring and control of various devices, apparatuses
and facilities for agriculture and fisheries.
d. Remote equipment monitoring for dormitories, apartments, etc.,
and automatic inspection of meters for individual rooms.
e. Regenerative air conditioning. Optimum regenerative control
through, e.g., distribution of operation schedules.
f. Remote control of remote education devices.

g. Data collection, providing and processing services.

=

Monitoring system for crime and fire prevention.



space ships as well, high reliability is ensured. Al so, because the server
I's an application server, the stable operation is ensured even with
startup of various user applications.ggEurther, a devel opnent environnent
with a shorter lead tine using Java can be provided, and efficient system
construction can be achieved. (2) Due to very high resistance agai nst
weat her and environnents, stable 24-hour operation is realized. (3) The
WAN and/ or LAN can be advantageously utilized. Al so, w de- range support

is realized V"Ehkhrbh%érﬂr}hb‘ébuﬁé}ﬁﬁh[“aﬁatm@%sﬁmﬁ'a%‘aut&%wrb&lﬁdtmg char ge
can be reduced by utilizing the Internet network, and the control

communi cat i on gygtemar k, such as the PHS and cell ul ar phones, can be used in
areas where wired lines are not installed. The system can be hence
construct el i Energy-daiviry diadgrivdis aens oullieeting systetrens. (4) Wen the

virtual nachine is operated on any conputer connected to the network, it
al ways shar g902M¢ sanme information as that possessed by the actual virtual
machi ne, nmanagenent of a device in a renpote place can be realized by
operating §Openatian) ng the virtual machine on hand. Al so, because the
virtual machine can be utilized as a software part in devel opnent of
sof t war e,(1an aBesavse thersarver egploys the f§?!;-£lmﬁ OB thathishadept@s:inuct ed
wi t hout know edge regardi ng data communi cati ons and neasurenent control.
Furt her, spacguskipsiamyellohigheelighilibnis egswiedy of various paraneters, etc.
can be perfor med via the network, the frequeng acement of devices
and t he frequeﬁt'ﬁp aﬁe‘éﬁﬂ%tﬁﬁﬁﬁ@ir@ %?ng‘é@t‘éﬁlsﬁ"?ﬁa%% ables are
reduced. The mai nt enance cost is, hence } own.
operation is ensured even with startup o varlous user applications.
Further, a development environment with a shorter lead time using
Java can be provided, and efficient system construction can be achieved.
(2) Due to very high resistance against weather and environments,
stable 24-hour operation is realized.
(3) The WAN and/or LAN can be advantageously utilized. Also,
wide- range support is realized with the control communication function.
Communication charge can be reduced by utilizing the Internet
network, and the control communication network, such as the PHS and
cellular phones, can be used in areas where wired lines are not installed.
The system can be hence constructed in a wider area than conventional
systems.
(4) When the virtual machine is operated on any computer connected
to the network, it always shares the same information as that possessed
by the actual virtual machine, management of a device in a remote place
can be realized by operating and managing the virtual machine on hand.
Also, because the virtual machine can be utilized as a software

part in development of software, an advanced monitoring/control system



(5) The communi cation charge can be reduced by utilizing the transceiver
mode. (6) Because the renpote control server autononously perform control
an influence upon the site is small eygn when the center goes down. Al so,
because a notice is sent only in the event of abnormality and information
I's communi cated just when an occasion requires, the conmmunication charge
Is cut down. [0022] |[Exanples] Details of the present invention wll be
described in connection with exanples. It is to be noted that the present

i nvent i ORgrShé koMdtiMRYed Witdtkidwledg el @d=AuiMPdatrEBmiunicaddsk Exanpl es
<<Qutline of the Invention>> A renote control server of the present

I nvent i ojibmeasigbmeigogitrolf unction of integrating nonitored/ controlled
target devices on a control comunication network and providing

moni t or i ng/ conFupthedabécawée chhifgerof thef gystei, settingtofmarious vari ous
application server functions capable of -30 executing processes for fields
on demangarametepsnste. tande peufesed via theheeiwdrly, tiee ifrequerstyenf Al so, the
renote control server of the present invention serves also as an

appl i cat ireplazament ofiddvicesrandtie ftexhidnayyatawblicteenglndarsymosét soft ware
are ensured, for exanple, in point of that the stable operation is ensured
even wit lactually gp tof sites aoeisedueed apgdinecrainienaneercasdris hemser edbt e control
server of the present invention has resistance against environnments enough
to oper at¥VWad hours under such

(5) The communication charge can be reduced by utilizing the
transceiver mode.

(6) Because the remote control server autonomously perform control,
an influence upon the site is small even when the center goes down.
Also, because a notice is sent only in the event of abnormality and
information is communicated just when an occasion requires, the
communication charge is cut down.

[0022]

[Examples]

Details of the present invention will be described in connection
with examples. It is to be noted that the present invention is in no way
limited by the following examples.

[0023]

Examples

<<Qutline of the Invention>>

A remote control server of the present invention has a data server
function of integrating monitored/controlled target devices on a control
communication network and providing monitoring/control data, etc. to an

information system, and various application server functions capable of



a severe environnment as outdoor, and has a small size suitably adapted for
a site space. [0024] Next, features of the renpte control server in terns
of hardware w || be described. The rggote control server of the present

i nvention includes a public line comunication device (e.g., a

communi cation device such as a wired or wireless phone) as standard, and
It can also be provided with an external communication device (such as a
noden) giving a serial conmunication function when a comuni cation

st andar d gxectitingCheréctses fof fieRiw 3Aerbnd intre8pbRBBLte & Pa§uiest F6RVEr Of
the present invention has an Ethernet port for communication wth a system

connect edh&dnforaidtion sy®@mm such as a client conputer, and includes,
e.g., LOWORKS provided by ECHELON for communication with the

moni t or ed/ cont Atdd,ettie reangtet colelvocseved dfithei presenoinvyertiomsérvdsh addi tion,
the renote control server has a serial comunication port (capable of

swi t chi n@lsetasean appiizafiGnsetves4nt) therefomstabilityt amch relialvility dévi ce havi ng
a serial comunication interface. Thus, the renote control server includes
- 31 vari Geftwanenake eoautd;ifoe examipei iy pointhof thiad the tsitalpleavpie edittr isl

comuni cations to be perforned. The renote control server of the present

i nvent i oreNfaged aveq with starisip: of various sisgsiapplicatipasl e of directly
collecting data fromthe nonitored/control|ed target device, and al so has
a RS232C port gYraerchmmeampeimconirel saperqidtheaprasend ineniemh@sance
control. The renpte .contral server of the present _invention can supply

el ect ri c E8IMAN¢e @9aNStRNIFNMERtHBRPHAN; t9rPRRYAte 24 hadrsBRAensEAN

controlled target device . .
A sedere environment as outdoor, and has a small size suitably adapted

for a site space.

[0024]

Next, features of the remote control server in terms of hardware
will be described.

The remote control server of the present invention includes a
public line communication device (e.g., a communication device such as
a wired or wireless phone) as standard, and it can also be provided with
an external communication device (such as a modem) giving a serial
communication function when a communication standard is switched over
to RS232C.

Also, the remote control server of the present invention has an
Ethernet port for communication with a system connected to another
medium, such as a client computer, and includes, e.g., LONWORKS
provided by ECHELON for communication with the monitored/controlled
target device and the input/output unit. In addition, the remote control
server has a serial communication port (capable of switching between
RS232C and RS422) for communication with a device having a serial

communication interface. Thus, the remote control server includes



and the input/output unit. In addition, the renote control server has the
function capable of protecting data in a nenory area in the event of

power -down and recording the date andgjime of the power-down, and includes
a'software input switch, a hardware reset switch, etc., which provide
respective timng inputs for starting software installation and

mai nt enance to an external storage. [0025] Next, features of the renote
control server fromthe viewoint of software function will be descri bed.

The 1 endhgy Y EGhnE&tIYE deicddenabReg Both MYRMiIbN BREUHIrar real -time OS5
(such as I TRON or Vx-WORKS), and perforns nmanagenent of the

noni t or eorpunicatishd 66 Betpélgyiredon the control communication network.
Also, it has a client server function of |linking the control comunication

networ k and t hFhenennotet comtrebsenvier fttherpreeeninvention haschdiifeer, an
agent server function capable of installing a stationary agent, etc., and

an HTTP depue(DF,witd pointy spphabke of direatigadilieictipgadata fremethd ng i nf or mati on
in the formof an HTM. file through the WWV system Further, the renote
control gvondoredicontrelieddargetaaeivicd, and alse has/arRB2B3RAC perdrast ang under
the Java run environnent, and realizes installation of the Java run

envi r onmatnNng@ctionaindemiace cigshicated fossonajatenancsoeentrot. hel hefem®teont r ol
server has a PPT (Point to Point Protocol) connection function necessary
for conn&@nte sasvenef agipresenhiaventionosan supRlyglectidc prwelfiora nodem
and has the function capable of perform ng ?Iata exchange usjng wrel ess
phones, é%‘{j‘.tfdtmml!@,'c IeN PeIbiq the manytoy d/1 sRniroliRd f‘%frgeécgwgc%ffect ive

and to r @i Y Wwtpls init 3hadifiennti trifiore cong) SBVEoRASbEng &
router tc%ukg |or|15tcg%ra%?é 'of protecting data in a memory area in the event of

power-down and recording the date and time of the power-down, and

includes a software input switch, a hardware reset switch, etc., which

provide respective timing inputs for starting software installation and

maintenance to an external storage.

[0025]

Next, features of the remote control server from the viewpoint of
software function will be described.

The remote control server of the present invention includes a
real-time OS (such as ITRON or Vx-WORKS), and performs management
of the monitored/controlled target device on the control communication
network. Also, it has a client server function of linking the control
communication network and the information communication network with
each other, an agent server function capable of installing a stationary
agent, etc., and an HTTP server function capable of transmitting and

receiving information in the form of an HTML file through the WWW

system. Further, the remote control server includes, as standard, an



data exchange with an external system can be made, and bi-directional cal
fromthe renote control server to a personal conputer (client node) and
fromthe personal conputer to the serygr can be realized. Since the PPP
connection can be controlled fromJava applications, it is possible to

I ssue, e.g., an enmergency call for an alarmnotice. The renote control
server has the FTP function and the TELNET function for transfer of files
and data to and froma client termnal, a center server and/or an external

system é!n%ﬂon?ﬁl@ntrﬁﬁ?ﬁa‘fir@pﬂﬁ&é’ll theb 98Y8 ruRan\Afbriti¥ht GAHE RéaliAs executi ng

and managi ng Java applications under a network environnment, and is able to

process ¢hgthliatiohst4he Javdrurt BAvitBHmMenbits af s@all-capaditidrddduicet he renote
control server can record |log nessages in a nonvolatile nmenory |ocated in

the server w tforesyst, @Rk IrethoteedtrtrsiesErver halsi ® PP R(Fol o ot |
transm tting function capable of conmmunicating with a system managi ng

person, @rdtodalpconnegtion fupetisomeceissarpyort comsection 6g thepublliedineoni c
mails, an alarm nessage, etc. As a nonitoring function, a renote station
syst em muledwoek sughdis HuyeRHS asddbheomodem sand dvas thedfunetioor capalbileor nat i on
collection fromand -33 nonitoring/control of the nonitored/ controlled

t ar get defipesformihgaatalexchanmgesusingnwiretesssphanes cergputhe PitS cvibl ect ed
information. Those functions are described belowin detail. First, the
remote eelicdinescandthefunetion dgingeffentivesto eonstiaet asystemtia avari ous
nonitored/ controll ed target devices in _accordance with a registered
schedul e Plage whesatlaying-dews oheablestisdnfensible: apdte daatira connection

nonitored/controll ed target_devices or through input/oytput, units.
Fur t her , 1@ fomatiigamegivines FUtieHYoronaesting aaniestothe Esaemata ed

oi nt, stores apal og val ues rend records) at designa cles, .an
P data excﬂang% wnﬁt1 an e)(&erna system cah be maéé,gané %?—dclyectlonala d

call from the remote control server to a personal computer (client mode)
and from the personal computer to the server can be realized. Since
the PPP connection can be controlied from Java applications, it is
possible to issue, €.g., an emergency call for an alarm notice.

The remote control server has the FTP function and the TELNET
function for transfer of files and data to and from a client terminal, a
center server and/or an external system. Also, the remote control
server has an environment for executing and managing Java applications
under a network environment, and is able to process digital inputs with
the Java applications.

In addition, the remote control server can record log messages in
a nonvolatile memory located in the server with a system log
management function, and has a mail transmitting function capable of
communicating with a system managing person, a device managing
person, etc. by transmitting, as electronic mails, an alarm message, etc.

As a monitoring function, a remote station system makes a fixed

agent reside on the server, and performs information collection from and



creates daily reports, nonthly reports, etc. The server can notify

I nformati on and current values of the nonitored/controlled target devices
in response to requests fromthe cliggt and the center, can display the
current values through the virtual nachines, and can browse the stored
data via the network. By transferring files and data to another server,
etc. in an external system using the FTP function, it is possible even for
the external systemside to accunulate the data and to perform managenent,

st or age, ﬁbﬁﬁoﬁﬂg{é&%tg&c‘iﬁqml rﬂbﬁﬂop@&/@om/rolﬂ@tigtgtrg@lea icegs- fggé,tf}f'é; , It is

possi bl e to exec l'ose and statistical anal ysi's a long
period. \YapPePBaAHIBEEES ldnd O6mpute 'tﬁ‘etcr'?ﬂe&?éd MformBAibhor ed/ control | ed

target devices, the server can informthe occurrence of an abnormality to

a preset noni t ghp8E fOhaféns fefe destiMed bifbw imdepdip! OBiryaltHe reprstees an
abnormal level in the event of a device abnormality or beyond upper and

| over | i rgdntrsitderogr eahussiieckand stone ¢aforhratioraofthe vardous the formof an
E-mail. Further, the server can perform operation control in accordance

w t h set tmogitdeddicbatrptleddbrdetrdevices on ddcerdance withed regiggetedlevi ces by
-34 utilizing, as a trigger, a factor such as a device status (on/off), an
i nf or mat iswhechiéerge T haragentneollexts infogmation diteetly fteeddhed operati on
function is a function of perform ng automatic start/stop control (device
on/ of f) imontdotgdigaotrolledHarget devicesardhreughkinpul/outper witsvar i ous
equi pnment_and devices. A "schedule pattern” has a schedule in units of
week and furiheredhe serveestaresifecpras of statushangas akarlasgnated he week.
The start/stop tine can be set in units of mnute fromO hour to 24 hours
for each REDLtBomRS ARAlaGvalies trend seerrds) Adidesienptey ¢yrdesi aBdof day)
during which thg qperation I S h?
creates daily reports, monthly reports, etc.
The server can notify information and current values of the
monitored/controlled target devices in response to requests from the
client and the center, can display the current values through the virtual
machines, and can browse the stored data via the network. By
transferring files and data to another server, etc. in an external system
using the FTP function, it is possible even for the external system side to
accumulate the data and to perform management, storage, etc. on the
accumulated data by batch operations. Further, it is possible to execute
a close and statistical data analysis for a long period.
When an abnormality occurs in the various monitored/controlled
target devices, the server can inform the occurrence of an abnormality to
a preset monitoring place. For example, when an analog value reaches
an abnormal level in the event of a device abnormality or beyond upper
and lower limit setting values, an alarm can be transmitted in the form of
an E-mail.
Further, the server can perform operation control in accordance

with setting details preset for each of the controlled target devices by



be perfornmed. The nunber of tines of on/off sw tching per day can be

regi stered based on the setting of the on/off tinme. The device |inkage
operation can be perforned by, depending on the operational status of a

| i nked device (linkage source), making on/off control of a target device
(l'i nkage destination) in accordance with information defined in setting
for registration of the |linked devices. An on/off condition and an AND/ OR
condition can be set as conditions for the |linkage source, and an on/off

condi {1 OyfiBhead 8 trigerATHLIIrUlH 88 o B8viENBUR dSo)aRRON. [0026]

The renote control server o e present 1nvention h foll ow ng

f eat ur es.infoknaltish ERERGE, AAItTMEr SBEtWRY tiffgl oys Vx-WORKS as the real -tine
OS. Also, the server includes, as standard software, a Java run

envi ronnent w ThedscHadled aprahtisnrfanetioads a fRindlen 6éPpEFoYMingih resi st ance
agai nst weat her and environnents, 24-hour operation is realized. -35 (3)

The renotautontdtiostasFstody contrbl(bsvicavrofiy tmadcotdendeaiwithca ltimme
comuni cation function such as the PHS and cel | ul ar phones. It al so

I ncl udes,schedate aet foseach minaricaus &fjhipnment aod tdevicessonffschedulen with an
external system Further, it enploys LONWORKS for control conmunication. As
ot her corpatternithasna schedule in units wferveek angoenablesrthel opénatioantime di gi t al

i nput interface for nonitoring external_ devices. (4) The renote control
server hde heset fpiceaeh day ofrtbgr wagk. hdihg sigriaterifiste Fantdiengetinvi r t ual
machi ne (pure software object with Java) that always holds the sane

i nf or mat iWHtsa8f Minute,Fesrdnaumip &h haurgfer eaebiday \ébﬁﬁﬁtﬂ’\?éeltbéat ed at a

t i ti .
renote p()tlsrhelz%r}]e (indicated by the time of day) during which the operation is to

be performed. The number of times of on/off switching per day can be
registered based on the setting of the on/off time.

The device linkage operation can be performed by, depending on
the operational status of a linked device (linkage source), making on/off
control of a target device (linkage destination) in accordance with
information defined in setting for registration of the linked devices.

An on/off condition and an AND/OR condition can be set as
conditions for the linkage source, and an on/off condition can be set as
conditions for the linkage destination.

[0026] |

The remote control server of the present invention has the
following features.

(1) The remote control server employs Vx-WORKS as the real-time
OS. Also, the server includes, as standard software, a Java run
environment with a small-capacity resource.

(2) Due to very high resistance against weather and environments,

24-hour operation is realized.



(5) -The client and the center has functions of, via the WAN and/or LAN,

al ways sharing information in common with the virtual machines for the
nonitored/ controll ed target devices,—ghkich are present in the renote
control server, displaying the nonitored/controlled data, and inputting
control commands to the virtual machines held in the client and the
center, thereby controlling the nonitored/controlled target devices. (6) A
client conmputer installed in a nmonitoring/control center, a data

col l ecti opgrentRe refotelortidesdrvedingiodes! Bstdtandarnt: ttherpwsinalihe of
di stributing an agent via the network and causing the agent to access the

virtual geefimoaicatiorcturidtivaysushaisethel RHS anticeilular phones. Wit disbhe
nonitored/controlled target device to be controlled, and to operate the
virtual nmclodee, athat ekternsion rpart,i aty Ethermatm drd fedcocmmupichtont withyet

device. (7) It is possible to directly transfer conmands and agents

di st ri butaedextiernal systeol.i eRurthed, it leenploysdrONWORKS dabcentroht rol server
via the network. By deciding a key renote control server and a

di st ri butcopmmupécatian.e Aa atiensosmunicadion portpod dneludesca 2epPitze cycli cal
distribution with the use of PHS |ines or the PHS transceiver node. (8) By
neki ng t 1s@rial kieg ane @ digitahinpytdsieréace fier manitasingaxiesnal deviges. can
collect and store data in accordance with regi st ered chﬁeojgj e, can

di stri but é4Hat Ahegemrieceantsr! sarver hascihechination ekpiaating, NBequest from
Gata i1 ANCLABIHRUNNG A VINIA MAGH PRdpHre satbva e opece it davel lave
AN e gt A e e
device/apparatus located at a remote position.
(5) The client and the center has functions of, via the WAN and/or
LAN, always sharing information in common with the virtual machines for
the monitored/controlled target devices, which are present in the remote
control server, displaying the monitored/controlled data, and inputting
control commands to the virtual machines held in the client and the
center, thereby controlling the monitored/controlled target devices.
(6) A client computer installed in a monitoring/control center, a data
collection center, or the like is given with the function capable of
distributing an agent via the network and causing the agent to access the
virtual machine, which always shares information in common with the
monitored/controlled target device to be controlled, and to operate the
virtual machine, thereby controlling the monitored/controlled target
device.
(7) Itis possible to directly transfer commands and agents distributed
from the client and the center to the remote control server via the

network. By deciding a key remote control server and a distribution



<<Description of Exanple with Reference to Draw ngs>> An exanple of the
present invention will be described belowwth reference to Fig. 6. Fig. 6
shows a systemexanple in which a cliggt- termnal and a center server are
connected via a WAN and/or LAN to one or nore servers, which are
positioned as renote control servers connected to the nonitored/controlled
target devices through control comunication ports (tw renpbte contro
servers in the exanple of Fig. 6), and the nonitored/controlled target

devi ces abRtdMiadQaALEC RN N8 PdssBieltBareafine ychital 8istAbutibr with ent
termnal. Mre specifically, a center server 51 and a client term nal 52

are conrhetse bp PHIMihesamtheoP HS:transeefvér rhddei a a WAN and/ or LAN 53.
The renote control server 54 is connected to a nonitored/controlled target

devi ce 56 (Bpvi By makiny the firedragentalwaysfreside,cheviematecoontrol

communi cation network 59. Since a nonitored/controlled target device 57
has not tseevepoandollecthand starée datalinadcondande withmatregisteted! server 55
is connected to the nonitored/controlled target device 57 froma -37

cont rol cohedleacandisteibute kata to the wgntahandgbe/digniun reaponse thai ng

t he control communi cation function. Further, the renote control servers
54, 55 arlequeshieoneanexesnal eemmenication slawies.cand saNnYiRROMEIssIyEt her net
in this exanple). In this exanple, the control comruni cation between the

moni t or edV‘f:Qf_m abnpeRal datrif i&l@@Pé‘é‘S-anahpﬁeth%iﬁﬁi%id@@hf$6‘|°t§_é’ro&‘éﬁo'i S
The. remoSTuBH hBFedUPGBeNS ot aarT BN B0 N tariBgicanrel AnbRxeRutng ~
T o M b5 SR i8R SRS SR, P e
manner.
[0027]
<<Description of Example with Reference to Drawings>>
An example of the present invention will be described below with
reference to Fig. 6. Fig. 6 shows a system example in which a client
terminal and a center server are connected via a WAN and/or LAN to one
or more servers, which are positioned as remote control servers
connected tb the monitored/controlled target devices through control
communication ports (two remote control servers in the example of Fig.
6), and the monitored/controlled target devices are monitored/controlled
by the center server or the client terminal.
More specifically, a center server 51 and a client terminal 52 are
connected to remote control servers 54, 55 via a WAN and/or LAN 53.
The remote control server 54 is connected to a monitored/controlled
target device 56 having a control communication function via a control
communication network 59. Since a monitored/controlled target device
57 has not the control communication function, the remote control server

556 is connected to the monitored/controlled target device 57 from a



noni-t ored/ controll ed target device 56. Likew se, the renote control server
55 collects the latest data fromthe nonitored/controlled target device 57
t hrough the input/output unit 61 connggted to the control communication
nefwork 60, and holds a virtual nachine 57a for the nonitored/controlled
target device 57. On the other hand, the center server 51 holds initself a
virtual machine 56¢c that always shares information via the WAN and/ or LAN
53 in comon with the virtual machine 56a for the nonitored/controlled

target dewhe®ledniiuhitatihetlokosUYRIcRH AR iﬁﬁh%ﬁl‘plﬁ%nimmﬂﬁa\iiﬁ?he'd in
the renpote control server 54. The center server 51 also holds in itself a

virtual f®e ionercd Contmanicdtisry furkdtores Fofthenatheaemote toetridemredsor LAN
53 in commpn with the virtual machine 57a for the nonitored/- controll ed

target dévi &5 Sk oonhbéetegoviar an icformmatioratommuneicatiok retworkti&ch is held in
the renote control server 55. -38 Simlarly, the client termnal 52 holds

i n itsel {Ethermnedlin tlishexeeapbdd, 57d that al ways share information in
common with the virtual machines 56a, 57a for the nonitored/controlled

t arget devi ceslrsthis Bxantplet tike contrel commenigatiarobetweerith65 hol ds t he
virtual machine 56b that always shares information in common with the
virtual maemitored/eoatrobed targetuiaiee andcthe: rempteicontrgbsemnsriise 56
connected to the renote control server 54. The renote control server 55
hol ds t he@esfarmed using hONMORKShErade nae segisterednby B E&PN i comon
with the vits(rai‘ al machine 57a for the nonitored/controlled target device 57
connect ed- ‘#the renote control server 55 through the input/output unit

O, (Because L e BRSSOV RS R Hos e
machi ne rr]r?lor(%litciJrrclaatlgc(;"n S84 ?a?goer}tcfeo\}icé%rGVSSEnééfedS?d tHe'SofiffBf 7 server 51
communication network 59, and holds a virtual machine 56a for the
monitored/controlled target device 56. Likewise, the remote control
server 55 collects the latest data from the monitored/controlled target
device 57 through the input/output unit 61 connected to the control
communication network 60, and holds a virtual machine 57a for the
monitored/controlled target device 57.
On the other hand, the center server 51 holds in itself a virtual
machine 56c¢ that always shares information via the WAN and/or LAN 53
in common with the virtual machine 56a for the monitored/controlled
target device 56 on the control communication network 59, which is held
in the remote control server 54. The center server 51 also holds in itself
a virtual machine 57¢ that always shares information via the WAN and/or
LAN 53 in common with the virtual machine 57a for the monitored/-
controlled target device 57 on the control communication network 60,

which is held in the remote control server 55.



and.the client termnal 52 always share information in common with the

noni tored/ controll ed target devices 56, 57 and hence can display the
current information of the nonitorediggntrolled target devices 56, 57. \Wen
controlling the nonitored/controlled target device 56 from the center
server 51, control information of the virtual machine 56a for the

noni tored/ controll ed target device 56, which is held in the renote contro
server 54, is witten by operating the virtual nachine 56c¢ that al ways

shares i _”f or nr%ii'rﬁﬁ:riy',1 tﬁ@rﬂﬁ@ht%Frﬁiﬁdl‘%zﬁﬁaidsofneﬂéél‘f"?/‘if*i@él' I‘h%chir?ééJSBdgeVi ce
56 held in the center server 51. Also, since the renote control server 54

al wvays sisaethdtidinayetsHitel iRfGronation W tBnien withithe adiaomachingsl t ar get
device 56, the nonitored/controlled target device 56 is also controll ed.

The cont r58d, &V a foruthie mondtenddicanirdlied taeget devivessd8,vE7. 51 in a flow
reversal to that described above. -39 Control of the nonitored/controlled
target devi ce barthenntet mimote cohtrot senter THhoidd theevirtual5Machime he contr ol
comuni cation network 59 is also performed fromthe client termnal 52 in
a si m | arSGmthatralwaystsharesdptornmatiamin sommenorith ke virdealohagsbirer ni ng

| inked control between the nonitored/controlled target devices 56 and 57
whi ch  ardfa:tafrtbe: monitespdicontiglied: targetdeviest 86 connestedto Ve s 54, 55 via
the control conmunication networks 59, 60. In this case, the renote
control Jemaie eantrojsearyes 54. f i kel reote confial servemaf haldsitbe virtuak ei n and
Is inputted jn adyance, so as to congrol t,he,rmnitored/co%rol_l ed target

devi ce 5éNaENINgey €D thakalwaehatas Pfermatien inGanmosdWEBINeXirtEal t ar get
vt Ce St hRTE RS PSR e PS8 ¥4 s ileARCY 2L
control | §fa!@hlste dnttSCserVefS52thrblR It hEGlobf Ut Ghit BNOT
Because the virtual machines held in the center server 51 and the
client terminal 52 always share information in common with the virtual
machine held in the remote control servers 54, 55, the center server 51
and the client terminal 52 always share information in common with the
monitored/controlled target devices 56, 57 and hence can display the
current information of the monitored/controlled target devices 56, 57.
When controlling the monitored/controlled target device 56 from
the center server 51, control information of the virtual machine 56a for
the monitored/controlled target device 56, which is held in the remote
control server 54, is written by operating the virtual machine 56c¢ that
always shares information in common with the monitored/controlied
target device 56 held in the center server 51. Also, since the remote
control server 54 always shares information in common with the
monitored/controlled target device 56, the monitored/controlled target
device 56 is also controlled. The controlled result is sent back to the

center server 51 in a flow reversal to that described above.



I nformation of the nonitored/controlled target device 57 is first detected
by the renote control server 55 via the control comrunication network 60

t hrough the input/output unit 61, wheggupon the information of the virtual
machi ne 57a for the nonitored/controlled target device 57 is changed. Upon
a change in information of the virtual machine 57a for the

noni tored/ controll ed target device 57, the fixed agent held in the renote
control server 55 is started up and operates the virtual machi ne 56b,

whi ch al ways saneslidiftRebhRBrédIcentroNBd Watdet dévicerssiabnisetidie S6a for
the nonitored/controlled target device 56 held in the renote control

server S4hefreidteecantrploservet sapeinathiengoritinel comniwiiedtionmetaldre o isr get
device 56 set as a l|linkage destination in advance. Upon a change in

i nf or mat ialgo elerfdrened frionalth ewdient ¢embimath &i2dini a sirhdar evarireercont rol server
-40 55, the information of the virtual machine 56a is changed because the
virtual nmachi nblexéaa ldelsdriptionhie madetaf thentase of peviermiag dinkeds shar es
information in comon with the virtual machine 56b. Correspondi ngl t he
moni t or edyardrolrstived e ﬁtegmord@redé:caerollﬁd:tafgebuleawaﬁeﬁﬁm BRavhighr t ual
machi ne 56a al ways shares information in cormmon with the

moni t or edrécrANNAGted respgetivelyviocthesiemele caatret ferverafs, 23 Migethehe virtual
machi nes 560 57c held in the center server 51 and the virtual machines

56d, 57d GRAERIiGPMRWINICAtPR NetwPrs 2P, §Q al ways respectively share
|nformat|on I n c rmDn W

moni t or ed/ cont Frb MEFaASE dg?trggmt\é&ot 5°| sr%’%gh d'nPﬁ’q%a%@{ﬁcS){ @égﬁht r ol

servers 54 t he res |t .0of the |inked ntrol is also.r ec on the

cent or _satiER RSt i Andiapussd nBkatr S0 2L pEENEF the

above- rre%'eorﬂgﬂ|t8Peec§%E)n?r%?ledfta?ﬁvetf §8Wce 56 if there is an abnormality in the
monitored/controlled target device 57.

When the remote control server 55 detects, e.g., an abnormality of
the monitored/controlled target device 57 and controls the monitored/-
controlled target device 56 as a linked target device, abnormal
information of the monitored/controlled target device 57 is first detected
by the remote control server 55 via the control communication network
60 through the input/output unit 61, whereupon the information of the
virtual machine 57a for the monitored/controlied target device 57 is
changed.

Upon a change in information of the virtual machine 57a for the
monitored/controlled target device 57, the fixed agent held in the remote
control server 55 is started up and operates the virtual machine 56b,
which always shares information in common with the virtual machine 56a
for the monitored/controlied target device 56 held in the remote control
server 54, for the purpose of operating the monitored/controlled target

device 56 set as a linkage destination in advance. Upon a change in

information of the virtual machine 56b held in the remote control server



the outside, it appears that, just by operating the virtual machines held
in the center server 51 and the client termnal 52, the virtual machi nes
are each noved through the WAN and/-oiggLAN 53 with network transparency

and control the nonitored/controlled target devices. [0028] [Effect of the
I nvention] According to the inventions set forth in Cains 1 to 3, 19 and
20, a virtual machine, which is a software object described as the other
self of a nonitored/controlled target device, present in the center or the

client, sm\thadntdithRTEof HEVIrRIAIANadRiNd186a19 K becalise twai t or ed/
controlled target device, always shares the sanme information as that

possessegimyal fmachine H6adtkddntthel lettioteacgetrotserves. 54Thbvayoshareésie center
or the client can easily nonitor and control the nonitored/ controlled
t ar get denformadtiorin eomineom wdtreths virtalgnaghtree56br t Correspemdinglhel d by
itsel f. Because the virtual nmachine can be utilized as a software part in
devel opnghe nmonidofediaontrotiedrtergétzdenjcadit toconijotedbasause thee devi ce, an
advanced nonitoring/control systemcan be constructed w thout know edge
r egar di nyidaabmaehine 564t alwaysashpnesasie snatien ioeonynonpritaitbe change of
the system setting of various paraneters, etc. can be perforned via a
net wor k, roeeiteresjoentrolied target-deviedtd&f devices and the frequency at
whi ch engineers nmust actually go to sites are reduced. e i.ntenance
cost is hence &nt%merd&ﬁsﬂnaeéaﬁtwapa ETDEY Caﬁ%n@%'%dﬁt&&n
network can be seanjessly |linked wth .eac nd the virtual machi nes
are i nst Harder Sﬁé‘fer{(?’fﬁ@dnt@ﬁ\)ﬂf a&i@?&?'ﬂ@??ﬁ%w&ﬁe%%ﬁﬁﬁl’ée t hout
position, depe C it Is ssiible to. It and . evi ces by
utilizi néermﬁ@q%ﬁrw?)&ﬁﬁ ively shar€ iNfotmatlorf N cgﬁl?ﬁéﬁlvw{mﬁwéj
virtual machines 56a, 57a for the monitored/controlled target devices 56,
57 held in the remote control servers 54, 55, the result of the linked
control is also reflected on the center server 51 and the client terminal
52.
Looking at a series of the above-mentioned operational flow from
the outside, it appears that, just by operating the virtual machines held in
the center server 51 and the client terminal 62, the virtual machines are
each moved through the WAN and/or LAN 53 with network transparency
and control the monitored/controlled target devices.
[0028]
[Effect of the Invention]
According to the inventions set forth in Claims 1 to 3, 19 and 20, a
virtual machine, which is a software object described as the other self of
a monitored/controlled target device, present in the center or the client,
having the same information as that possessed by the monitored/-
controlled target device, always shares the same information as that
possessed by the monitored/controlled target device. Therefore, the

center or the client can easily monitor and control the monitored/-



According to the invention set forth in Claim4, by nounting wreless
public tel ephones such as PHS, for exanple, the server can establish the
connection via wireless public lines_gyen in a district where a wred
public line network is not installed. Al so, since the server has a serial
port capable of sw tching over the connection to RS232C and allow ng an
external conmmuni cation device to be attached to the port, it 1is possible
to increase not only a variety of available nmeans for comrunication with

the out sicdptrdlield Rir§et deVie Bt & reémdbaée iby ehandinghhe viptuger can be
installed. According to the invention set forth in aim5, the server has

a comumphgshinehélarty fteelft ransferring control signals and data with
respect to the nonitored/controlled target device and the input/output

unit, and -42 Besaasephg vihaal machieeeant ve detilizedsas atsoftwadd partane
connected to the conmmunication port. Accordingly, electrical wiring for
t he noni tdavedspmeot tof sloftwh redfiog eealizinigcm onidtoring /¢ antirdl ofitheddewceomadi ng t o
the invention set forth in Caimé6, comunications can be realized via a
wi de ar eadvameed manitoningécontral system tap/herconsiructedawithout Ther ef ore, when
the center, etc. are located in remote districts, the comunication charge
can be r&nevdedpa regapdingsdatagemmuynieatians aid maassyementieontiddl i c | i nes
by utilizing the Internet. In addition, access to the renote control sever
can be easily Bggaupashanas obihe pystem.csettingnelevanque parameters, ©ie. worl d.
According to the invention set forth in Claim7, data can be, directly
Col | ect oA bfRastod i adetwarkol efreayegey qa‘erveipi%@emeebpaﬂﬁy'q% the
i nvention f?dgk fg_rt h in C.ai mlg?., because thﬁt s&rvgr h{';\s ﬁ serial port
dedi cat ed® he _teﬂi“ﬁ@cbffatf‘ﬁ'ﬂ | FRANGRES M THATHACE 957 10 PHES 8tem the
setting gLyl UBE!" M Alfnfehantd S5SN8 clif'§owhSt &M
Because a control network and an information network can be
seamlessly linked with each other and the virtual machines are installed
using the network distributed object technique without position
dependency, it is possible to monitor and control the devices by utilizing
the agent technique.
According to the invention set forth in Claim 4, by mounting
wireless public telephones such as PHS, for example, the server can
establish the connection via wireless public lines even in a district where
a wired public line network is not installed. Also, since the server has a
serial port capable of switching over the connection to RS232C and
allowing an external communication device to be attached to the port, it
is possible to increase not only a variety of available means for
communication with the outside, but also a variety of places in which the
server can be installed.
According to the invention set forth in Claim 5, the server has a
communication port for transferring control signals and data with respect

to the monitored/controlled target device and the input/output unit, and



can .be perfornmed with ease. According to the invention set forth in Caim
9, the systemcan be restored to the status prior to power-down w thout

| osing data in the event of the powepsdown. Accordingly, continuity of
nmonitored/- controlled data, etc. can be protected as far as possible.
According to the invention set forth in Caim 10, when shutdown or the
like is externally conducted through a software input switch, hardware can
be brought into an end after ending the started-up application, etc. with

safety. RFOSGHMY dlectitepbWernbidyvicsd, étel tWhioh &lteitBhRdctdetatie of
enploying the real-tine operating systemthat is adopted in space ships as

vel |, st Zpnemumidation pertandceurdingly oéledenicalewiriranfdretheemionitoreddand - 43
reliability of the overall system can be increased. Al so, because of

havi ng t ronimlied targetidevivenean beefdcilitated. system construction can be
realized with a visual devel opnent environnent based on the object
ori ented progrAsvordjngAodbednugntiontsed fortheint Caims@; commbidmnicatiGhai m 12, the
system can be constructed even in place or environnment in which it has
been i npeasi bé ¢eatized wia al Widenarea sommunicatio npaetworkndsing nikePd&h fore
applied in a wder_region than a conventional system Al so, since the
syst em c&¥ampleopekhgrefore, yvhen tagicesten @tenare ircaledtafemMagenent is no
| onger bgund to a stati on,aré place. In the event of an abnornmality, a
pronpt  Alstrigts.cthe ermpuylicatiah aharge,cafhPe regiicaddararyPaEsen wyth
mai nt enangce erspon, According to.the inventian t forth in Caima1l3, it
i s possi Bﬁ@ ctq%e ﬂf?mP}%Y'HSStQSa%lébH%nf'ﬁé bé'e“‘t"é?'"ﬁiﬁ@elp?er.t"ﬁé' cfMent terninal
o 2N S EldiRbn, SEELEMo BRE b RIS Wt L uRE 23RBe Ly dhdt” Xt ernal
inexpensively realized from every corners in the world.
According to the invention set forth in Claim 7, data can be
directly collected from the monitored/controlled target device.
According to the invention set forth in Claim 8, because the server
has a serial port dedicated for setting of functions and maintenance of
the system, the setting of functions and the maintenance of the system
can be performed with ease.
According to the invention set forth in Claim 9, the system can be
restored to the status prior to power-down without losing data in the
event of the power-down. Accordingly, continuity of monitored/-
controlled data, etc. can be protected as far as possible.
According to the invention set forth in Claim 10, when shutdown or
the like is externally conducted through a software input switch,
hardware can be brought into an end after ending the started-up
application, etc. with safety.
According to the invention set forth in Claim 11, because of
employing the real-time operating system that is adopted in space ships

as well, stable monitoring and control of devices can be performed and



result, the accuracy in data analysis can be inproved. According to the

I nvention set forth in Caim 14, because universal digital
handl ed with Java applications, a w.dgg_application region
Actording to the invention set forth in Caim 15, because o

| nputs can be
is realized.
perating and

abnormal conditions of the systemcan be stored, as |log nessages, in a
nonvol atile nenory, |oss of data can be protected. Al so, because a system

al arm nessage, etc. are sent to a surveillant person via, e

.0., E-mails,

pronpt aGh)igpiltRof Me Jer8l 8Ystedh CUIbBAntRddR. | 'NRB! ibelkat8e dforth in
Claim 16, because nonitoring and control can be perfornmed by creating an

agent so mwvihg thélJeRasSrureehditohMRing! BffictontesyalerptbAstrattibheapepaer can be

reali zed and =44 aut ononous nonitoring and control can be pe

rformed even

when t he reglizédtwitieanvisahl aevélopntémiesneieth®ieny dasedosm thélobfectbecause
there is no necessity of keeping the device connected to the comunication

line at aidntedrmegrameningomuni cati on charge is cut down. According to the

a

i nventions set forth in Clainms 17 and 18, the system can be operated to be
more finely adAgptatdiagftorthesiavestinnestd, forthnin Effimcil 2nthepystant eanne@agenent
of the overall systemcan be realized. [Brief Description of the Draw ngs]
[Fig. 1] deingtructed evescineplaciecohenyikoamant amwiiichat Basbeest inapessible .

[Fig. 2] Fig. 2 is a systemconfiguration di agram show ng a |jinkage of the

server witprinatall thensysternimthe past..ang hiensecean betarpliadiin amjger devi ce

when the server is positioned as a renote control server relative to a
region than a conventional system. Also, since the system can be

operated from a mobile medium, the system management is no longer

bound to a stationary place. In the event of an abnormality, a prompt

action can be realized, for example, by urgently calling a maintenance

person.

According to the invention set forth in Claim 13, it is possible to

utilize database in the center server, the client terminal or an external

system, and to handle and process data in an external system.
result, the accuracy in data analysis can be improved.

According to the invention set forth in Claim 14, because

As a

universal

digital inputs can be handled with Java applications, a wider application

region is realized.
According to the invention set forth in Claim 15, because

operating and abnormal conditions of the system can be stored,

as log

messages, in a nonvolatile memory, loss of data can be protected. Also,

because a system alarm message, etc. are sent to a surveillant
via, e.g., E-mails, a prompt action can be achieved.

According to the invention set forth in Claim 16, because

person

monitoring and control can be performed by creating an agent so as to

always reside therein, sole operation of the server can be realized and



center server. [Fig. 3] Fig. 3 is an explanatory view of a server program
100 containing an OP server 110 for managing a Vmclass file as an
operational programthat provides infygrmation to a client or center side
information termnal (client machine and center server), and an HTTP
server 120 for distributing a Vmclass of the nonitored/controlled target
device to the <client or center side. [Fig. 4 Fig. 4.is an explanatory
view of a Vm managenent table 130 for the nonitored/controlled target

devi ces (ddienbAtdus AONIRINNgENE Yo cabe Perfsrnedeven whehlthe
nonitored/controlled target devices for renotely -45 controlling each

moni t or edfliePité@hired draheadthee center §oés alown.i NARD, ecausenthrire is no
corresponding to the Vmclass nunbers of the nonitored/- controlled target

devi ces) ,nedessityi of keepingtbe davitbecodPected ¢o thé ognmahidatipn Gnesatan

expl anatory view of a server programcontaining field variables

cor r esporali tigetso thetooonmunacatidn ebarde isheutdawnor ed/ control | ed target
devices, information referring methods for reading the field variables,
and i nf or mat i oAcepediagi togtheeinneationgrsed fertht inngladmss1 dandhe8, theel d

vari abl es which are allowed for change_ or setti ng@n{ Fig. 6] Fi g 6 is an
expl anat d¥ptemesan ReWPRRS ated fatherinaiefinely adaptakishiaraisal/PREASI | ed t ar get

devi ces are ni.tored and controlled via,.a WAN and/or LAN by a center
server orang g%f‘%!ﬁf‘t PREFALRN Managemesat o H?ﬁé’(‘,’?éﬁf?%sm °§é‘rk’/%r s positioned

as renote cgntrol servers connected to the nonitored/controlled target
devi ces t'RYEGH control communi cation

[Brief Description of the Drawings]
[Fig. 1]
Fig. 1 is a schematic block diagram of hardware of a server.
[Fig. 2]

Fig. 2 is a system configuration diagram showing a linkage of the
server with a client terminal and a monitored/controlled target device
when the server is positioned as a remote control server relative to a
center server.

[Fig. 3]

Fig. 3 is an explanatory view of a server program 100 containing
an OP server 110 for managing a Vm class file as an operational
program that provides information to a client or center side information
terminal (client machine and center server), and an HTTP server 120 for
distributing a Vm class of the monitored/controlled target device to the
client or center side.

[Fig. 4]

Fig. 4 is an explanatory view of a Vm management table 130 for

the monitored/controlled target devices (the table containing not only Vm

class numbers of the monitored/controlled target devices for remotely



ports.

controlling each monitored/controlled target device, but also interface

numbers corresponding to the Vm class numbers of the monitored/-

controlled target devices), which is possessed by the OP server.
[Fig. 5]

Fig. 5 is an explanatory view of a server program containing field
variables corresponding to network variables of the monitored/controlled
target devices, information referring methods for reading the field
variables, and information operating methods for operating ones of the
field variables which are allowed for change or setting.

[Fig. 6]

Fig. 6 is an explanatory view showing a system in which the
monitored/controlled target devices are monitored and controlled via a
WAN and/or LAN by a center server or a client terminal, which is
connected to two servers positioned as remote control servers connected
to the monitored/controlled target devices through control communication

ports.



