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A MOBI LE COVWUNI CATION DEVICE This invention relates generally to
directories and dat abases for storing information on a conputer network,
and specifically to merging personal contact data from di sparate
information stores on a network using a nobile comrunication device.
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organi zation. The sender will be required to retrieve the recipient's
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n practice, as miormation 1s added to one or more of these information stores, it is

added on an ad hoc basis. The party entering information chooses an appropriate or
available information store, depending on accessibility or authorization to use an
information store, and enters the available information into the information store. For
example, a directory entry may be created on one server to record a person’s e-mail
address and telephone number and, at another time, certificate information for that person
might be added to a database. Later, that person’s mobile number might be added to the

previous directory, or to yet another directory or database within the same network.

In effect, identification information relating to a single user (certificates, telephone
number, mobile number, e-mail addresses, mailing address, and other contact and
authentication information) is split over multiple databases, directories, or servers. An
example of the difficuity associated with storing identification information in such a way
occurs when a user with a mobile communication device seeks to send secure electronic
mail to a recipient within the same organization. The sender will be required to retrieve
the recipient’s e-mail contact information from the organization’s LDAP server, and to
also retrieve, in a separate step, the recipient’s certificate information from a separate

certificate store. Where the communication device stores such information in a personal



also retrieve, in a separate step, the recipient's certificate information
froma separate certificate store. Were the comruni cati on device stores
such information in a personal 2 information store, the single information
store will have, as a result of the two separate information retrieva
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of two or more individual information stores on a network. It is furthermore desirable to
provide an automated and efficient manner of providing individual information to a mobile

communication device for storage in a personal information store,

General

A system 1s provided for merging information from a plurality of enterprise
information stores on a network for storing communication information, the system
comprising a mobile communication device for accessing the network. The mobile
communication device comprises a personal information store used in carrying out the
communication function of the mobile communication device and program code operative
to request communication information from the plurality of enterprise information stores
as part of the communication function of the mobile communication device and, upon
receipt of the requested information, to merge the received communication information
with related information present in the personal information store in the mobile
communication device to create a merged data set and to upload the merged data set to the

one of the plurality of enterprise information stores.



recei pt of the requested information, to nerge the received conmunication
information wth related information present in the personal information
store in the nobile conmunication device to create a nerged data set and
to upload the nmerged data set to the one of the plurality of enterprise
information stores. 3 A further aspect of the system provides that the
information in at |east one of the plurality of enterprise information
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receiving, using the mobile communication device, the requested contact information,
merging, using the mobile communication device, the received contact information with
related information present in the personal contact information store in the mobile
comumunication device to create a merged data set; and uploading, using the mobile
communication device, the merged data set to the one of the plurality of enterprise
information stores. In a further embodiment, the method further provides the steps of
identifying at least one principal identifier having a first value, the principal identifier
being associated with the received contact information and with the personal contact
information store, and querying the personal contact information store for a principal

identifier having a value matching the first value.

A method is further provided for merging contact information from disparate
enterprise information stores on a network using a mobile communication device, the
mobile communication device being configured to provide a communication function and
comprising a personal contact information store for use in association with the

communication function, the method comprising the steps of requesting, using the mobile



information store, and querying the personal contact information store for
a principal identifier having a value matching the first value. A nethod
is further provided for merging contact information from di sparate
enterprise informati on stores on a network using a nobile conmuni cation
device, the nobile comunication device being configured to provide a
communi cation function and conprising a rsonal contact information store
for use in association with the comunication function, the nethod
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invention,

Figure 1 is a block diagram of a network topology employing the system and

method for merging content from two information stores.

Figure 2 is a block diagram of a personal address book information store and a

public key certificate retrieved from a second information store.

Figure 3 is a flow diagram showing a method for merging information from two

information stores.

Figure 4 is a further embodiment of a method for merging information from two

information stores.

Description of Preferred Embodiments

Referring to Figure 1, a simplified exemplary network topology supporting an
embodiment of the invention is shown. A corporate network a server 10 is provided,
which in the example of the preferred embodiment provides the functionality of a host
server, a message server, and a directory server such as a LDAP server. The functions of
the server may be provided by a plurality of servers, rather than the single server 10

illustrated in this embodiment. In communication with the server 10 are at least one



information stores. Description of Preferred Enbodi nents Referring to
Figure 1, a sinplified exenplary network topol ogy supporting an enbodi nent
of the invention is shown. A corporate network a server 10 is provided,
which in the exanple of the preferred enbodi nent provides the functionality
of a host server, a nessage server, and a directory server such as a LDAP
server. The functions of the server may bg provided by a plurality of
servers, rather than the single server 10 illustrated in this enbodi nent.
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Preferably, the corporate network server 10 also conprises a certificate
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Preferably, the corporate network server 10 also comprises a certificate

management system, a contact information database accessible using the LDAP server,
and a network user account directory. As a person skilled in the art will appreciate, the
topology of the network depicted in Figure 1 is only a simple example; additional servers,
information stores and other services may be incorporated as required, and any appropriate
protocols may be used to access and transmit data. For example, the certificate
management system may reside on an external, publicly accessible server, accessible by
the mobile communication device 30 via the Internet. In the present embodiment,
however, there are at least two disparate information stores: the certificate management
system and the contact information database. Preferably, the contact information database
is served from an LDAP server, such as the Microsoft® Active Directory/Exchange server,
or using any other appropriate protocol. The certificate management system is preferably
managed using a product such as the Entrust® public key infrastructure (PKI). In the
preferred embodiment, the contact information database provided on the LDAP server
comprises a global address list (GAL), the contents of which are accessible to all users of

the corporate network.



t he nmobil e conmuni cation device 30 via the Internet. In the present

enbodi nent, however, there are at |east two disparate information stores:
the certificate managenent system and the contact infornation database.
Preferably, the contact information database is served from an LDAP
server, such as the Mcrosoft(c) Active D rectory/ Exchange server, or
usi ng any other appropriate protocol. The ®ertificate nmanagenent systemis
preferably managed using a product such as the Entrust(r) public key
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and short text messages between the mobile device and a plurality of other data devices.

The mobile communication device 30 is further provided with an address book

application, the functionality of which is described in greater detail below.

The mobile communication device 30 may be synchronized with the corporate
network server 10 by placing the device 30 in a cradle (not shown), which couples the
serial port of the device 30 to the serial port of the desktop computer system 20. Interfaces
for other wired download paths may be provided in the mobile communication device 30,
in addition to or instead of the serial port. For example, a USB port would provide an

interface to a similarly equipped personal computer 20.

An address book application, for use with data or voice communications, in
particular e-mail messaging, is preferably stored in the non-volatile memory of the mobile
communication device 30. Referring to Figure 2, the device 30 is also provided with a
contact database, which is a personal information store and is referred to as a personal
address book 200. In the embodiment described, personal address book 200 may be stored
in either volatile or non-volatile memory. The personal address book 200 is intended to be

populated with a number of records containing contact information for potential recipients



serial port of the device 30 to the serial port of the desktop conputer
system 20. Interfaces for other wired downl oad paths may be provided in

t he nmobi |l e conmuni cation device 30, in addition to or instead of the
serial port. For exanple, a USB port would provide an interface to a
simlarly equi pped personal conmputer 20. An address book application, for
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example), or wireless synchronization with the corporate network server 10. Thus, it will

be appreciated that at least a portion of the data populating the personal address book 200

may be a subset of the data contained in the global address list.

The information in the personal information store (personal address book 200) on
the communications device 30 is obtained in the course of the device being used to carry
out comymunications. Applications executable on the device 30 permit requests to be made
for information available on networks accessible by the device. In response to such
requests, communication information is received that is stored in the personal information
store (personal address book 200) on communications device 30. As is described below,

such a request may be made for a security certificate stored in an information store on an

accessible network.

The description of the preferred embodiment refers to enterprise information
stores. It will be understood that such information stores include those that may be
maintained at server 10 or desktop system 20 and may also include information stores that

are remotely accessible as part of the operation of the enterprise (for example a certificate



may be a subset of the data contained in the global address list. The
information in the personal information store (personal address book 200)
on the conmmunications device 30 is obtained in the course of the device
being used to carry out conmunications. Applications executable on the

device 30 permt requests to be nade for information avail able on networks

accessi bl e by the device. In response to sfich requests, comunication
information is received that is stored in the personal information store
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comuni cation device 30 in response to
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Where information is provided to mobile communication device 30 in response to
a request made in the process of carrying out a communication operation, it is possible for
the address book application executing on the device to store a separate, new record for the
recipient, consisting only of the public key certificate and an associated e-mail address, in

the address book 200 (personal information store) of the communication device 30.

However, in the preferred embodiment, the address book application avoids
replicating the separate storage of individual information. The address book application
seeks to add the received certificate information to an existing record stored in the address
book of device 30, This is carried out by the address book application querying the
personal address book 200 using techniques known in the art for information that relates to
the received certificate information. Preferably, a corresponding record in the address
book 200 is located using a principal identifier 350 obtained from the certificate 300. The
principal identifier 350 is preferably an attribute with a value that is known to be suitable
for unique identification of a user or recipient within the scope of the personal address
book 200. As will be understood by a person skilled in the art, the query of the personal
address book 200 may be accomplished by comparing the principal identifier of the

a



a request nmade in the process of carrying out a comruni cati on operation, it
is possible for the address book application executing on the device to
store a separate, new record for the recipient, consisting only of the
public key certificate and an associated e-mail address, in the address
book 200 (personal information store) of the communication device 30.
However, in the preferred enbodi nent, the @ddress book application avoids
replicating the separate storage of individual information. The address
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or
a nickname or a2 common variant of a proper name (e.g., “Bob” jnstead of “Robert™).

If the query by the address book application successfully locates an entry in the
personal address book 200 having a mail attribute value equal to the value of the principal
identifier 350, then certain information from the certificate is copied to the corresponding
record in the personal address book 200, resulting in merged record 210", If the query does
not locate such an entry, then a new entry is created in the personal address book 200
containing the certificate information. Thus, creation of multiple entries for the same

recipient on the mobile communication device 30 is avoided.

The method for integrating the retrieved certificate 300 with the existing address
book 200 on the communication device 30 is shown in the flow diagram of Figure 3. At
step 400, a certificate is received from a first information store, such as the certificate
management system. At step 410, the personal address book 200 residing in memory in
the mobile communication device 30 is queried using the key identifier. If the key

identifier is Jocated in the personal address book 200, then the certificate information is



recipient in the personal address book 200. The personal address book
application may be configured with a heuristic function that allows the
per sonal address book 200 to be queried for variances of the principal
identifier, for exanple variances in case or the use of a nicknane or a
common variant of a proper nanme (e.g., "Bob" instead of "Robert"). If the
query by the address book application sucddssfully |ocates an entry in the
per sonal address book 200 having a mail attribute value equal to the val ue

of the princidded at steted( ds eval @50 thiehadr cenifidhm dtthibote TR tlicakiding Peisbgal
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the server $BSUspthat thednipamatinnatorgslthsiskest botic s2OGr 118 atehwitmilary perpedcdat i ng a
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resi dent onirdifets THeRITorkOind Srefe ¥l leBIHoM A& AGfte tHd \§ata in the personal address book
200 on the mobile device 30 has been merged with the downloaded certificate 300, a flag
250 associated with the merged address book record 210 is set to indicate the record’s
newly merged status. When the mobile device 30 is being synchronized with the server 10
via the fixed-link connection between the desktop system 20 and the mobile
communication device 30, the synchronizing utility running on the mobile device 30 may
upload the merged record 210' from mobile device 30 to a personal address book resident
on the desktop system 20. Preferably, in turn a synchronization utility running on the
network or on the desktop system 20 similarly merges the newly-synchronized personal
address book resident on the desktop system 20 with the global address list on the server
10. In a further embodiment, if the mobile device 30 is not connected to the desktop
system 20, the synchronization utility may be configured to operate over the wireless
network 140 between the device 30 and the network server 10, bypassing the desktop
system 20.

As described above, individual information is obtained by communication device

30 from information stores on the server as part of its communication process. This



gl obal address list on the server 10, for exanple, nmay conprise an entry
for a user or recipient that does not include certificate information,

al though certificate information for that individual is available via the
certificate nmanagenent systemon the server 10, or from an external
certificate store accessible to the nobile comunication device 30 via the
Internet. Therefore, in a preferred enbodiltrent, once the data in the

per sonal address book 200 on the nobile device 30 has been nerged with the
downl oaded GafolinkiGirisehct0idedd thaPersfl iSRRG Reheh m}:&nﬁ!ﬁﬁﬂg&gﬁé’vi@@% s
book record 210" is set to indicate the record's y nerged status. en
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then utili zemfr&spomdzﬁgﬂagfléﬂ);srmgﬁstep #80.vi dual i nfor matl on on the server 10
by upl oadi ng t he corrbi ned information fromthe comunication device 30 to
the information ?h on the accessi ble network. As shown in Figure 4,
once the merged r8%HE Sé’i'@m raempldss apkonlza meégeréjtféiﬁtazfm disparatd ag 250 is
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on the nobi 1Ls?11gd tE[Tl\f/:ln%argg recclfrcc)lg 2(13())( acgcpalted on the mobile communication device 30. When a
plurality of mobile communication devices 30, each individually practising the method of
‘creating merged records 210", each communicate with the server 10 to merge their
respective merged records 210" with the global address list resident on the network 10, the
process of merging and updating the global address list is thus distributed among a number
of devices similar to that shown by example as device 30. It is not necessary for the server
10 to perform a server-based merging process, with the attendant use of server resources,
to consolidate disparate information store entries. In a preferred embodiment, only those
tlagged, merged records 210" are utilized in this synchronization process, although in an
alternate embodiment the entire personal address book 200 may be uploaded and used to
synchronize the information stores on the server 10. Preferably, if the personal address
book 200 comprises entries flagged as “private”, as is known in the art, those entries may

be excluded from this synchronization process so that private address book entries are not

shared on the global address list.

Further, the updating of server data may be carried out without waiting until the

mobile device 30 is being synched with the server 10. The data communication between



the synchronizing utility will query the global address list for a matching
principal identifier 350. Once the record 210" has been nerged with the

gl obal address list, the corresponding flag 250 is reset at step 460.

Thus, the system acconplishes not only a nerger of data from di sparate
information stores on the nobile communication device 30, but also all ows
for increnental synchronization of the dil@parate information stores on the
server 10 itself, using the nmerged records 210" created on the nobile
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Various embodiments of the present invention having been thus described in detail
by way of example, it will be apparent to those skilled in the art that variations and
modifications may be made without departing from the invention. The invention includes

all such variations and modifications as fall within the scope of the appended claims.



device 30 and the server 10 is preferably undertaken only with transport
encryption, the synchronization procedure is secure. Preferably, the
address book application on the nobile device 30, when inporting
certificates 300 froma source other than the server 10, also verifies the
serial nunmber 345 against any certificateg listed in the global address
book or the certificate management systemron the server 10 during
synchroni zation. Since it is possible for a single user or recipient to
have mul ti ple.A4B®ificates 300, the system and nethod described above al | ow
additional certificates 300 to be recorded in the gIobaI address list on
the server 10. Vi mbhodi nents of .t he present .inventi h vi been
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i nformation e system conprising a nobil comruni cation device f
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per sonal i nf,or. m?}{{ﬁ“ store use r out the conmunication function
of the nobi (&' €% ﬁf%‘&?ﬁ’%ﬁ?saé%f@a 5 ‘T‘lﬁg t'ﬁ']"'taertiozed in that said nobile

comuni cation dexjues &M&M&atﬁﬁ@ﬁohﬁ@t%@ﬁ%ﬁﬁ@bﬁ?ﬂf?y Qpﬁft%h\!@intf&tna"tﬁﬁueSt
comuni cation information fromthe plurality of enterprise information

stores as paﬁolescﬁls p@ﬁ@f@mmnnmacatmm fhoetomn dthomobilecominuheatonmiemidacatd on
devi ce and, upon rﬁgﬁhg ; Qe reqﬁgest ed information, nerge the received
comuni cat i SR FFEPhRLY ﬁe%‘?’?ﬁ REE nf ormation present in the personal
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data set conprising at |east one record of comrunication I nformtion; and

provi de t hethmeg@@@aldaf@m@evn storet lhéhmeiohdc komwunithgorsgetientoatcatt anmrded data
wherein the %ystemfur {1 fscp ram, codcfe
set-comprising a east one r cor orc nication information; and

provide the merged data set to the network.

2. The system of claim 1, wherein the system further comprises program code
operative to merge the merged data set provided to the network with at least one of the

plurality of enterprise information stores.

3. The system of claim 1 or claim 2, wherein records of information in at least one of
the plurality of enterprise information stores are stored in association with a principal
identifier, records of information in the personal information store are stored in association
with the principal identifier, and the program code is further operative to:

on receipt by the mobile communication device of communication information
having an associated principal identifier value from the plurality of information stores,
query the personal information store for a record containing a value matching the
associated principal identifier value, and

merge the received communication information with the record in the personal
information store containing a value matching the associated principal identifier value to

create a merged data record.



operative to nerge the nerged data set provided to the network with at

| east one of the plurality of enterprise information stores. 3. The system
of claim1l or claim2, wherein records of information in at |east one of
the plurality of enterprise information stores are stored in association
with a principal identifier, records of information in the personal
information store are stored in associatidf with the principal identifier,
and the program code is further operative to: on receipt by the nobile
comuni cati on device of comrunication information having an associ ated

principal identifier valu tomthe pluralit f.information stores, query
t he per sona%‘i nf (;Illhﬁ'éy e O?tCL?I’IB@f 3’916%??1} @‘88?’%}6%5}%?1&?%{)%“33%%‘8 &hi ng the
associ at ed ppenGiea) identifier value, and merge the received communication

information with the record in the personal information store containing a
val ue mat chi ng t mergsthestagetdar peiprpaded e ndtiverk with ablens one é teeplerality

nmerged data record. 1 4. The systemof claim3, whereint system.
ur Cher - comsY FAYse Blpritiondiors B almine bt o gHO BF Be utealiy DY s heise
provi ded t o ikfBgnfRiRsKs Wrbhedrd bé@sthi e &B@hmfg%@bélhé’ of @ pRRLPRP! i e
information stores, by querying the at 1east one of the plurality of

enterprise idenfifemsietcdnn sisoeiegorf withdhe merged detanmeaird, ang raergiiguke metgsiidag t he
value of the principal, identjfi stored_.in.association.wi.th the nerged
tat & r ecor d e BV ARREH s TRE ferbleatae 8T e GRRBG Fhl S Bebriel HofRe a
| east one of the plurality of enterprise information stores. 5. A nethod
for merging contact information, conprising the steps of: providing a

mobi | e commiini cathi mathdé erovengongf dogtactiformapioopicdeprisorgthaitens oHn  functi ons
and capabl e of accesqsi rise.informti onrast ores on

t , 1 k, .
Droviding on t hePHSEINGS GG SPRR AR IEBIPEEe SOHREEHRIPTRHHE SOTTRRBt i on

store for UsgictifnAaRIRGhA1E BNadMedshd HRePANTIHALERALLRBiotdi W d QAR oL the
devi ce, requesting, using the nobiTe comrunication device, contact

i nformation fronp@vidiegpoetiprisld cohonustitom dore mssopal ¢ongfet {rtfermation
conmmuni cati gtgref fl‘ép Sstel i(l?l re]lgso%];atitog %viHP tlﬁle lcgmm%%%grll %L?ntcltigrqs gfe t%le %g\’rice,
requesting, using the mobile communication device, contact information from an
enterprise information store as part of the communication functions of the mobile
communication device,
receiving, using the mobile communication device, the requested contact
information,
merging, using the mobile communication device, the received contact information
with related information present in the personal contact information store in the mobile
communication device to create a merged data set;
said method being characterized in that it further comprises the step of

uploading, using the mobile communication device, the merged data set to the

enterprise information store.

6. The method of claim 5 further comprising the step of providing a plurality of

enterprise information stores on a network.

7. The method of claim 5 or claim 6, wherein the step of merging the received contact
information with related information present in the personal contact information store

further comprises the steps of:



receiving, using the nobile communication device, the requested contact

i nformation, nerging, using the nobile comrunication device, the received
contact information wth related information present in the personal
contact information store in the nobile comunication device to create a
merged data set; said nethod being characterized in that it further
conprises the step of uploading, using t e nobil e comuni cati on devi ce,
the merged data set to the enterprise information store. 6. The nethod of
claim5 further déensidyisgadirstisinstrepidentifierdalidigrmdirat yaleg, i firgt prfncirght er pri se
i nformation: Iy net war k. . The thod of claim5 or.claimé6
wherein t he ISEREE paRe BBE N e od 0BT ShRRS BlorfisfT bt ok BhRRoPB) at e

i nf or mat i on cph@BERformatibGoReh&ONal contact information store further
conprises the steps of: 15 identifying a first principal identifier having
a first value, tHK@emingsthe peispredl pamtaétde%ﬂnﬁii@r sthwsi fnya peisopalddediiier hivinge
recei ved coq&ﬁggni Eorgpt'qp nd with the personal contact information
store, and queryi%§1?% engv'%ﬁ contact information store for a principa
identifier having a value matching the first value. 8. The nethod of claim
6 or claim7, further conprising the step of nerging the nerged data set
with an ent & pri déeimtlyrdelidam sooelaim 9, fulther wethistheohe stepiofmigrgifgitheher

conpri si ng e st of rging the .nerged data set with an enterprise

i nf or mat i ontn{s}f%crde(%?as%ﬁt &gtgltagpe PEirer OE%ﬁB‘?I? g‘PWg the steps of: identifying a
second principal identifier having a first value, the second princi pal
identifier being associated with the nerged data set and with the
enterprise Pnf or ke pwthodsafelaim et epyipriging e seq ef metgine thnfrorgedt dagnset

tore for a i ncipal .ideptifjer having a value natchi the first val ue.
10, The. met Rad 2Bre iR BN HORn eaie PR BT ePREFnE BTN & and ¢ he

second identifying a second principal identifier having a first value, the second principal
identifier being associated with the merged data set and with the enterprise information
store, and
querying the enterprise information store for a principal identifier having a value

matching the first value.

10.  The method of claim 9 wherein the first principal identifier and the second

principal identifier are the same.

11. The method of any one of claims 5 to 10, wherein the mobile communication
device requests contact information from at least one of a number of disparate enterprise
stores on the network and the step of merging comprises merging the received contact
information from the at least one enterprise store with related information present in the
personal contact information store in the mobile communication device to create the

merged data set.

12. A mobile communications device for merging contact information, comprising:
a personal contact information store for use in association with communication
functions of the device,

means for receiving contact information from an external device in a network,



principal identifier are the same. 11. The nethod of any one of clainms 5 to
10, wherein the nobile comruni cation device requests contact information
fromat | east one of a nunber of disparate enterprise stores on the
network and the step of nerging conprises nerging the received contact
information fromthe at | east one enterprise store with related information
present in the personal contact informati'Gn store in the nobile

conmuni cation device to create the nerged data set. 12. A nobile

comuni cati ons dey¢ase fproprengieghateceivad senta¢tinbrmatiorowith cdatpd infpmaptiona

personal co informtion store. for.use in_.association w.th. .
conmmuni cat i g)%%%ﬁtulﬁgﬁ? B%EO%?C?@%C?&%FE@O 5ot m?@iée?c\wrﬂ'émﬁgwm 1ce to
i nformati on ckéa@m alRr@dtdraRl; device in a network, 16 neans for nerging the

received contact information with related information present in the
personal contact Spisfroehite jogrmeniertiwnsfictihe benpcharagonrndrin det itdhrtedoowrises

create a nerged data_set; sai bile c ni cations device being. .
characterized i n"tHat %‘?rttfaflffmtﬁlég%cfﬂ%g?cgggg TG ‘?rc?rnoﬁ’re‘é?fg?ﬁnf’fté]eg(bcetlﬂéhe
mer ged dat ans®iorkaridhe or another external device in the network, and
wherein said neans for receiving and said neans for transmtting conprise
parts of the contheérinatif oreahsificréasndngfnd sed deenchor tridsmifingoempise atitons
net wor k i ncl ued(i: rrllﬁgat. Iteas{tg anhe n?ﬂiﬁ’lcff comuni cati ons device according to
claim 12. 14" RUFBEHCHE  SRGHES & ®tconpri si ng conputer code neans for
carrying out the mnmethod of any of clains 5 to 11 when executed on the
nmobi | e communi cati ons device of claim 12.

13. A communications network including at least one mobile communications device

according to claim 12,

14, A machine readable medium comprising computer code means for carrying out the
method of any of claims 5 to 11 when executed on the mobile communications device of

claim 12,



