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This invention relates to the data procéssing field. More
Particuiarly, this _invention provides for problem preven-

systems.
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serViCinc midram;rer and ma:mframe data-process:.ng systems
is a najor segmehi: of ’Eﬁe data-processing industry. A
manufacturer or. large cog_x_pany may employ as many. people
for repair and ser.glce as~for sales or for development of

Physical facilities. Ironically,

Processing systems relies heav:.ly on human labor and

mental effort.

Servicing requires extensive networks of
Service representatives, parts inventories, software, and

the servicing of data-
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Enththed : TRACKI NG THE RESOLUTI ON OF A PROBLEM ON A COVPUTER SYSTEM I N A
SERVI@E NETWORK OF COVMPUTER SYSTEMS Servi cing m drange and mai nfrane

dat a- processi ng systens is a major segnent of the data-processing i ndustry.
A manufacturer or |arge conpany may enpl oy as many- people for repair and
service as for sales or for devel opnent of ngw systens. - Servicing
requires extensive networks of service representatives, parts inventories,

software, and physi qpls.f patént 45554, b5 propbies chBestd) \tofaRtly mdfredaiito-
processing Systems [eldegs Ngatk! oo auTRRobdths 2Bet Bl 2! #RLO" batent
- . a].lows an operator to run problem-determination procedures
(PDPs) stored in the system itself. The PDPs can them-
selves determine which components are present in the
system and run tests aqain‘st them, using the resu'lté of
previous tests to determine which PDPs to run next. These
PDPs 'c_a_n also request the opt_arator to perforni actions,
such as setting controls, disconnecting cables, and re-
starting programs. The PDP; propose problem solutions as
. mes'sai;es to the operator recommending thai: certain actions
be taken, or  that certain service representatives be
summoned .

A centralized service data-processing system has also been

established; for example, the IBM "RETAIN" network has

been available for many years. A customer can .telephone
' .the nation-wide facility and relate a problen on his
'system to a service representative, either a customer
engiheer (CE) or product support staff. .The representa-
tive attempts to diagnose the problem by asking the cus-
tomer what symptoms his system experiences, and what
hardware and software éomponents are present on the sys-
tem. As the customer answers these questions, the service

-

rep enters certain key words' into a terminal. When he is
satisfied that he has sufficiently characterized the
problem, the rep accesses ' one or more problem-management
data bases stored in the central system, using the key
words as search arguments. Each entry in the data base.
has one or more key words and des'criptions of proposed
solutions for problems. involving those key words.

European Patent Application 89480038.2, discloses a com-
puter sfystem that is able to detect a problem and send a
service request to a central service system. . The central
service system receives the service request and checks a
database to see if a solution to the problem is known. If
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WU S.. patent 4,654,852 proposes one step toward nore auto- mated repair of

dat a-
pr obl
PDPs

and r
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Dr ocessi ng systens. That patent allows an operator to ruin

em det ermi nation procedures (PDPs) stored in the systemitself. The

can them selves deternine which conponents are present in the system
n tests against them using the results of previous tests to

m ne which PDPs to run next. These PDPs 3can al so request the operator
formactions, such as setting controls, disconnecting cables, and re-

starting prograns. Tém PBFtienpdsadoppabicam i ﬁ%ﬁ%ﬁl%llﬂe%%’gestq othee

“oper at or r econmendi rygo,tpha&rcgstamn actions be taken, or that certain

servi ¢e representatives be sumoned. A centralized service data-processing

system has al so been established; for W g the | BM " RETAI N' network has
st aLiee

been Available for Ry §ReHs Pakenh,

tEF@fﬁ‘?&ﬁEs a significant

advancement in the field of computer system service.
However, this computer system requiring service could only
send service requests to one central service system. In
addition, if the central service system could not find a
fix for the problem in its da.tabase,.- it had to notify‘ a
support center where a human being .would have to look. into .
the problem further. The central service system could
therefore only éutomatically fix a subset of the problems
likely to be encountered by the computer systems looking
to it for service. This problem is magnified when one
considers that most computer sjstems today contain hard-
ware and software manufactured by several different ven-
dors. In addition, computer systems can be radically
different in hardware and software configurations and -
capabilities. It is wunlikely that one central service
system will be able to adequately service the diverse
problems likely to be enco‘unteréd by perhaps hundreds or
‘thousands of t;.omputer systems depending on it for service.
This computer system also lacked the ability to efficient-
ly track the resolution of problems, or to regquest or
receive problem prevention. '

It is a principle object of the invention to service
problems in a computer system in an efficient manner:

It is another object of the invention to have a service
network of computer systems to efficiently service prob-
lems.

It is another object of the invention to allow a computer
system in a service network to request problem preverition
from a service provider.
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the fnati @n-wi de facility and relate-a problemon his systemto a service
representative, either a custoner engineéer. (CE) or product support staff.
The representa--tive attenpts to diagnose the probl em by asking the cus-
t oner at synptons his system experiences, and what hardware and software
conponents aré present on the sys- tem As the customer answers these
questions, the service rep enters certain key words intoa term nal. Wen
he is satisfied, that he has sufficiently charadterized the problem the
rep accgsses one or nore probl em nmanagenent data bases stored in the
central [system using the key words as search arguments. - Each entry ih the
data basje has one or no{g ie)andhés éWjecteser tipd i imventionptapaibsl sl sdxvane
for probj ens involving thoggege¥ mQrgérvﬂ@érEg@gg}ﬂpggeggrfg%y a9é£¥lve pre-
e

89480038, 2, discl oses r-s I,s_abl e ect a pro
and send a vention £or a s rvice request

These and other ebjec{:s- are accomplished by the service
network disclosed herein. ‘

A service network has several computer systems connected
together. A computer system can either be a "Service
Requestor" '(SR), a "Service Provider" (SP), or a hybrid of
the two, a "Service Provider/Requestor” (SP/R).

% ‘ ' The computer systems in the sérvice network have the
capability to perform or request problem pre(rention. A SP
(or SP/R acting as a SP) can check to see if it has any
. M : . solutions to problems that one or more of the SRs (or SP/R -
i a.ct:mg as an ‘SR) it supports has but has, not discovered or
' i - reported yet. If so, it caxi distribute solution informa-
tion, accompanied by one or more software components,
microcode components, hardware parts order, and/or textual
instructions, to the SRs. In addition, a SR (or SP/R
acting as an SR) can request any known fixes to problems
for a list of supported components from an SP (or SP/R
‘acting as an SP). The SP sends any fixes to problems
associated with the list of supported components to the
| requesting SR.’

Fig. 1A shows a simplified service network of the inven-
tion.

Fig. 1B shows a more complex service network of the inven-
tion.

Fig. 1C shows an exemplary service network of the inven-
tion.

This Sheet Has Been R
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sefvice’request to a central service system The central service system
recei ves the service request and checks a database to see if a solution to.
the problemis kpown. If 3 so, solution information is autonmatically
sent tp the conputer system The above patent application represents a
signifycant advancenent in'the field of conputer system service. However,
this cobnputer systemrequiring service could only send service requests to
one cehtral service system In addition, if_ﬁhe central service system
could pot find a fix for the problemin its database, it had to notify a
supporg center where a human-being woul d have to | ook into the problem
further. The centr alFignr $Pcsheyss anreXEreRelyh comyloxcesexniceanetwnytd of| the fi x
a subset of the probifmatibkel y to be encountered by the conputer systens

| ooki to it for service. This problemis magnified when one considers
t hat st conputer systens todag cogiain ar dwar e and .
_ _ ig. 2A shows a ock agram of a service requestor of

the invention.

Fig. 2B shows a block diagram ‘of a service provid-
er/requestor of the invention. : '

Fig. 2C shows a bloc-:k diagram of a service provider of the
invention.

Fig. 3A shows the fields contained in an entry of the
problem log of the invention. : -

Fig. 3B shows the fields contained in a service request of
the invention.. '

Fig. 3C shows the fields contained in an entry of the
solution log of the invention.

Fig. 4A shows the fields contained in an entry of the.
entitlement database of the invention.

Fig. 4B shows the fields contained in an entry of the
support database of the invention.

"Fig. 5A shows a flowchart of the enrollment of a service
requestor into a service network by a service provider.

Figs. 5B-5H show exemplary screens displayed during the
enrollment process.

Fig. 6A shows a flowchart of the enroliment of ‘a service
! provider into a service network by a service requestor.



sdf t warfe manuf actured by several different vendors. In addition, conputer
systens can be radically different in hardware and software configurations
and capabilities. It is unlikely that one central service systemw |l be
able to adequately service the diverse problens likely to be encountered by
perhaps hundreds or thousands of conputer systems depending on it for
service. This conputer system also | acked-the ability to efficienly track
the resolution of problems, or to request oréreceive problem prevention.
According to one aspect of the present invention there is provided a nethod
for perforning problrigs. pfBrathtshay jaxeRplaNy greees siinplagedodicimgyithe a
servi Ce provi der an¢npgoPimént! pyoddssser vi ce requestors, said nmet hod

_conprl sing the data processing network inplenented steps of: searching a

' sol utijon log at said seryice provider for an ent t hat contains_sol ution
information in resp&ide ?cfhgwge??/‘f ctg‘e? &pte aress| Ry 18cFigee 5A
requestor identifyi agdaépragiel sppraved.part i cuI ar har dware or software
conporent at said sel ect ed service requestor; transmtting said solution.

information to sai dF§ ssq!roylhcgo{,egg%g ,arledcag%éé/l ng a3k 3?reéﬁer VI ce

requesters within sal %a gr oce55| ng wor K "havi ng sai‘d pa
hardware or sof twar geperiasohE R £ bexvice requesmr'

Fig. 13 shows how advisories are sent to a service provid-
er.

Fig. 14 shows how a service requestor can request fixes
for supported c_ompo:}ents of its computer system.

Fig. 15 shows the functions that can be performed by a
service provider.

- Figi. 16 shows how a service provider processes service
* requests.

Fig. 17 shows how a service provider processes advisories.

Fig. 18 shows how a s_erv:i.ce provider performs problem
prevention for a service requestor.

Fig. 19 shows. how a service requestor processes data
received from a service requestor.

Figs. 20A-20D show exemplary problem tracking screens.

Fig. 21 shows an exemplary screen g"raph:i.cally displayed at
a console for tracking problems.
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automatically transmtting said solution information to said other service. _

requestors wthin said data processing network w thout receiving additional
ser\iice requests fromsaid other service requestors wherein problem
preventi on may occur. According to another aspect of the present invention
therje is provided a nethod of perform ng problemprevention in a data
progessi ng network having a service providergand a plurality of service
regyestors, said nethod conprising the data processing network inplenented
stefds of: creating gusg lihb@:'i‘t:ﬂdw pd selatederto cmeprolisiingh Pategt 2and
lujal ity of entries ni o] f
Pdent I fi gd wth a p?Ff‘ag &‘%ar dvﬁ%&igéﬁdn?t vvaa?g %garrggg%ntgvﬁ t 0:3"?1"82% d
data processing nevv@lsﬁlg’bﬂﬁi automatically transmtting sel ected solution
information to a particul ar service: requestor within said data processing
network in responseykOpséent 46684 faseati on of said particular service

request or and sel ec%gg?é:o ggﬁts %%ﬁ%aogaéé“wggr §F%w nOt%)equestor

wherei n problem pre cc & aspect of
the present mvenU&HWﬂ’@r"ePP dicgation 89480038.2 (Calvert II)

Table of contents

I. overview _ .

II. Enrollment of a Computer System into a Service
Network

IXI. Solving problems in a Service Network

IV. Tracking Problems in a Service Network

V. Problem Prevention in a Service Network

VI. Appendix I -- AS/400 System Management
Utilities User's Guide '(unpubli.sh,ed)

i
I. Overview

For the remainder of this patent application, a computer
system that requests service from one or more computer
systems and does not provide service to other computer
‘systems will be called a "Service Requestor", or "SR". A
computer system that provides service to one or more
computer systems, but can also request service from one or
more computer systems, serves a hybrid, chameleon-like
role and will be called a "Service Provider/Requestor", or
"SP/R". A computer system that does not request service
from any computer systems but provides service to one or

~more computer systems will be called a *Service Provider",
or "sp",

Fig. 1A shows a. simplified service network of the inven-
; tion. SR 110 is connected via link 120 to SP/R 130. SP/R
i 130 is connected wvia link 140 to SP 150. In the preferred

Er A .



probl erh prevention data processing network, said problem prevention data
proqessing network conprising a service provider having a solution | og
whi ¢h i ncludes at |east one entry containing solution information for a
problemin a particular hardware or software conponent within said data
processi ng network; a plurality of service requestors; means_ for searching
said soluotin log in response to a service request froma selected .
service requestor identifying a problemin $aid particular hardware or

- sof tware conponent at said sel ected service_requestor neans f

or :
“transmitting said sehbediventnf8RndtPonSFPER 1Y b IR1Lr e teqdBYt or;
means for i dent.i fyi 19'cheior @ysten/40 médrange venputer seyatedal a}l{ﬂiouels-si ng
networ k having sai d_par i ch! @mpG@ER Oftens 2 HhchPR SaliRfradl eoRkiteRkY or
transmting said soruton | nfor mtion Lo ]%abg S daer ry gorgﬁjqﬁbogﬁ'
within said data prereene! nFPIRREPK Tt fo0t Yecei v ﬁb addrtional” service
requests from sai d mirwedlycreliesommurications Linke fushpreiA derped dnei o my
occur. 4a a public switched telephone network or other carrier, but
i could be a direct link, su_ch as a wire or optical cable,
or a local area network. .SR 110 also includes processor
' 111, storage 112, and one o':_': more terminals 113. Like-
" wise, SP/R 130 includes processor 131, storagé 132, and
one or more terminals 133. SP 150 includes processor 1s1,
storage 152, and one or more terminals 153.

Fig. 1B shows a more complex service network of the in've_n-
tion. '_ Each SP/R is typically connected to several SRs.
The SP/R acts as a service provider for these SRs. Each
SP/R is also typicaily connected to several SPs. The SP/R
acts as a service requestor to. these SPs.

Fig. 1C shows an exemplary . service network of the inven-
tion. Lets assume that SR 110 is a computer system for
Pete's Catering Company, a hypothetical small business.
SR 110 communicates over link 120 to SP/R 130, otherwise
known as the Software Fixit Shoppe, a hypothetical soft-
ware repair company. The Software Fixit Shoppe communi-
cates over link 140 to SP 150, a mythical application
software development company called Sam's Spreadsheets.
The Software Fixit Shoppe is also connected to SP/R 146
(Really Big Computer Company), and SP 145 (Lot's of Words,
Inc). SP/R 146 is further connected to SP 151, SP/R 152,
and SP 153. SP/R 152 is connected to SP/R 154 and SP 155.
SP/R 154 is connected to SP 156, SP 157, and SP 158. -

SR 110 is also connected to SP/R 170 over link 171. SPE/R
170 is also known as the Hardware Fixit Shoppe. SP/R 170



Acéordiﬁg to still another aspect of the present I nvention there is

provi ded a probl em prevention data processing network,

sai d probl em

prevention data processing network conprising: a service provider having a .
solution |l og which includes a plurality-of entries each containing solution’
ar hardware or software:
‘conponent within said data processing network; a plurality of service
requestors; and neans for automafically. tﬂhnsnlttlng said solution

otuork 1 v eaporich SRR (<oRPHHRL o B8 T -cof dBar ALZY S 45575170

requestor and selamst EP/BoMIGNeNSE/Rit1Haiis Surtherconnected do S8qd8dt or

dinformation for a problemidentified with a partfcu
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contains solution I nfoermation I n response to a servi

e reques
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sel ected service Fb&ﬁgstHF |dent|fy|ng a problen1|n a particul ar. hardware

The network of Fig. 1C is built by an enrollment process

that adds computer systems into the service network.

A SP

(or SP/R acting as an SP) already in the network can
initiate the enrollment of an SR (or SP/R acting as an SR)
into the network. 1In addit:_lon, 2 SR (or SP/R acting as an
SR) can ‘initiate a i'equest for enrollment into the net-
work. If such a request is initiated, ‘it must be approved
by the receiver of the request.

_ i .

Once the network shown in Fig. 1C is established, Pete's
Catering computer system can automatically detect problems
with it's components (hardware, software, or microcode),
build a service request describing the problem, select a
SP/R responsible for fixing the problem, (either the
Hardware Fixit Shoppe or the Software Fixit Shoppe) and
send the service request to that SP/R. . The SP/R responsi-

" ble for fixing the problem rece_ives the service request,

TR P

verifies that Pete's Catering is entitled to receive
service, and checks a solution log to see if it has the
solution for the problem. ~ If so, solution information
describing the fix for the problem, accompanied by one or
more software components, microcode components, hardware
parts order, and/or textual instructions, is sent down to
the SR. If the responsible SP or SP/R cannot fix the
problem, it checks to see if it receives support. for this
probl.em ‘from any other SPs or SP/Rs to which it is con-
nected. . If so, it sends the service request on to this SP



or® sof t}
service
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to said
service
t o ot he
wi t hout
request
i n othe
Linventi
Fig. 1Id
shows 4

e of software conponent;

War e conponen at said sel ected service requestor; identifying other
requesrs within said data processing network having said particular
and transmtting said solution infornmation
sel ected service requestor to store the solution 1og in said
requestor; and automatically transnitéjng said solution information
r said service requestors wthin said St a processi ng- net work

recei ving add&él SPAt. Seikk g€ prBdaest Sordtiflles At kfrfﬁ@r%{;eth

ors wherein pro qu1pre%$nt|on may occur to update the solution Fog
r said request®r®LeR ¥ 4%MM8nows a sinplified service network of the
on. Fig. I B shows a nore conplex service network of the invention.
shows an exangdrilekafple; QRtiet wedineothitiPdtaVenédnpiiter sytendnakD
n.extremely CO&@&%e?&i Vd %oﬂfmﬁhogné hé:'omponent (also referred to

as a field replaceable unit, FRU, replaceable unit, RU,

module or object) of its spreadsheet application program.

It determines- thiat the Software Fixit Shoppe is responsi-
ble for fixing this component, so it builds a service
request and sends it to the Software Fixit Shoppe. The
~ computer system at the Software Fixit Sho'ppe' verifies that
Pete's Catering is entitled to receive service, and checks
a solution log to see if it has the solution for the
problem. It can't find a solution for the problem, so it
checks to see if it receives support for this component
from any other SPs:'or s?/Rs to which it is connected. ' It
discovers that Sam's .Spreadsheets is supposed to support
problems with spreadsheet application components, so it
sends . the service request on to Sam's. The computer
system at Sam's receives the request, searches its solu-
tion log for a solution, and finds a solution. It sends
the solution information down to the Software Fixit
Shoppe, which sends it down to Pete's. Sam's solution
information is then stored in a solution log at the Soft-
ware Fixit Shoppe. The solution information is also
accompanied by a replacement software component to be used
instead of the component of the spreadsheet program that
caused the problem. ' ’

Sam's solution inqumation is stored in a solution log at
the Software Fixit Shoppe. This means that if another
service requestor supported by the Software Fixit Shoppe
sends a service request to the Software Fixit Shoppe with
the same problem, the Software Fixit Shoppe can send the
fix for the problem directly to the requestor without
- having to forward the
Spreadsheets.

service request on to Sam's




i fventifon. Fig. 2A shows a bl ock dlagran1of a service requestor of the

i nventjon. Fjg. 2B shows a bl ock diagram of a service provid- er/requestor = "

of the invention. Fig. 2C shows a bl ock diagram of a service provider of

t he |nvent|on Fig. 3A shows the fields contained in an entry of the
problan1|og of the invention. Fig. 3B shows the fields contained in a
servi de request of the invention.. Fig. 3C shows the fields contained in an
entry {of the solution |og of the i nventi on. FY. 4A shows the fields

. contaifned in an entry of the entitlenment database of the invention. Fig. 4B

- shows tthe fields contained in an entry of the -
The status of the resolution of the- problem can be moni-

tored by the computer_: systems of the support network of
. Fig. 1C. Each SR, SP/R, and SP contains a probiem log to
track the status of each problem. Problems can have a
status of OPEN, READY, PREPARED, SENT, ANSWERED, FIXED,
VERIFIED and CLOSED. The problem log present in each
computer system:mgkes it possible for status of .the net-
work to be easily monitored. The monitoring activity can
be user'qne;ied via a series of screens or by graphically
displaying a pictorial fepfesentation of the network or a
portion of the network on.a console associated with a
computer system of the network. For example, a console
-(special terminal -used by a network operator) at the
Software Fixit Shoppe can graphically display 511 SRs that
it supports. When the service request is received from
Pete's Catering, the icon representing Pete's may flash or
change color to indicate that a service request has been

- received. The appearance of the icon may change again
" .when the service request is fOEWarded on to Sam's
. Spreadsheets, again when the solution informaéion is -
received from Sam's, and again when it is sent down to
Pete's. A system can also send an advisory to other
computer systems to notify them of problems for which they
" do not have support responsibility.

The computer systems in the service network of the inven-
tion also have the capability to perform or request prob-
lem prevention. A SP (or SP/R acting as a SP) can check
to see if it has any solutions to problems that one or
more of the SRs (or SP/R acting as an SR) it supports but
has not discovered or _reported yet. If so, it can dis-
tribute solution informatlon, accompanied by one or more
software components, microcode components, hardware parts
order, and/or textual instructions, to the SRs. In addi-
; .tion, a SR (or SP/R actlng as an SR) can request any known
i fixes to problems for a 1ist of supported components from

o
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‘support_.database of the invention. .Fig. 5A shows a flowchart of the

enrol Ijrent of a service requestor into a service network by a service
provi ger. Figs. 5B-5H show exenpl ary screens displayed during the

enrol Igvent process. Fig. 6A shows a flowhart of the enrollnment of a

servi provider into a service network by ajsservice requestor. 6 Figs.
6B- 6D lshow exenpl ary screens displayed during the enroll nent process. Fig.

7 shows how the enr ol BEN{oPrAYRS fctiyVasi &n [SPYS. THe ASRIEbridA @K FIXREOYEU.
Fi gS' -12 shows how reorblgmg gsrseocq.gl:gsttgﬁh %ﬂgl .'Yi?sptdbf aglﬂ)ported components

to the request;nq SR.

For example, lets assume that the Software Fixit Shoppe, -
after receiving the fix from Sam's for the faulty software
component ¢f the spreadsheet program; wants to perform
problem prevention on the other SRs it supports that has
this spreadsheet program but haen't reported or discovered
this problem vyet. It determines who these SRs are and
sends the solution information to them, along with the
replacement software component.

Fig. 1D shows an extremely complex sei'\_rice network of the
invention. The computer systems can be arranged in sever-
al levels. SRs can request service from one or more SPs
t . and/or SP/Rs.: SP/Rs can support one or more SRs, and can
in turn request service from one or more SPs and/o6r SP/Rs.

e e e

SPs can support one or more SRs or SP/Rs. Even one pair
-of SP/Rs can request service from each other. P

Fig. 2A shows Service Requestor 110 of Fig. 1A in more
detail. The executable elements of Fig. 2A are performed
by processor 111, suitably programmed as indicated in the
appropriate flowcharts.

{ : Operating system program 210 may be of any type, but
preferably has the conventionel capability of executing a
! number of prodrams concurrently such as the Operating
:' System/400. A resource manager (RM) program 220 maintains
vital product data (VPD) information from a VPD table 221
identifying the hardware components (types, models, serial
nhumbers) and the software components (product numbers,
release levels, PTFs installed); some of this data is
-actually collected by RAS manager 241. The RM program also
maintai_ns a topology file. 222 which describes the inter-
connections of the components of the SR.
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'sent tola service provid- er. Fig. 14 shows how a service requestor can
i xes for supported conponents of its conmputer system Fig. 15

request |f

shows the functions that:

shows h¢w a service provider processes serV|ce requests Fi g.
a servi¢e provider processes advisories. Fig. 1318 shows how a service

provi de

perfornms problem prevention for a service requestor.

can be perfornmed by a service provider. Fig. 16

17 shows how

Fig. 19

shows. how a service requestor processes data received froma service:
Fi gs. 20A- isRbirie X BREFEAT? 30| ¥n ERBCRPRNENEEpREhS EYPe gare]
shows ah exenpl ary soexeemtgdabii opératitigspysyend @US) 210 under any conven-

request er.

tional management technique, such as a job queue (not
shown). The operating system runs RM progfam 220 at
bring~up (IPL) time, as one job among the application
programs 230. |

A suite of service util:.ties include most of the elements
used by the. invention. )

The subsystems of the SR all have resident event-driven
reliability .and serviceability (RAS) wutility programs
which detect any errors occurring durini; operation of
their subsystem. For example, an I/0 processor in a disk
subsystem such as 112, Fig. 1, may have a utility 240
running as an ixiterfupt routine whenever the I/0 processor
issues an interrupt resulting from an error ; they may also
run as notifiable tasks. - An error may occur when an
operation produces a known invalid result, times out,
fails to start, produces a stuck fault in a bus line, etc.
A reliability and serviceability (RAS) manager 241 is
event-driven by utilities 240 while the customer system is
running. Rather than running at the level of a job under
OS 220, RAS manager 241 'preferably executes as an event-
driven task in microcode. Raw error data collected by the
RAS manager is kept in an error log 242; some of this data
is later transferred to a problem log 243. Data collected
from each error is recorded as an entry in the error log.
The fields of eaeh entry of the error log include:

-= A system log identifier, a unique key identifying
this error-log entry

-~ Failure statistics (e.g., how many times did a
seek error occur before the correct cvlinder was
found?) '

NETIP WP

réportég by or for a service requestor. Fig. 13 shows how advi sories are-- -



a‘consdl e for tracking problens. This invention is related to the
foll ow ng patent and pendi ng patent applications, all of which are connnnly
assiggned: QS Patent 4,654,852 European Patent Application 88480057. 4
(Cafvert I Eur opean Patent Application 89480038.2 (Calvert 11) Table of
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-=- The configuration of components (from the VPD
table) involved when the error occurred

== Device status provided by the particular RAS
utility, such as registgr contents or status bits

-= A reference code idéntifying the type 6f error.

Problem log 243 contains a number of entries, one for each
problem encountered. '(Note,ﬁhat an "error" is different
from a "problem.") Each entry of the problem log contains
fields for: '

== Network wide unique problem idenfifier
-- stétus information
! - .
== Machine information (type, serial, model, change

level, network ID, control point)

-= Initial or point-of-failure FRU list, in order of
decreasing probability

~-=- Isolation FRU list, in order of decreasing
probability

== Final or fix FRU 1list, in order of decreasing
probability :

-=- Symptom string (coded reference numbers)

-~ Solution Information (filled in when hroblem is
answered)

' | -=- Originating System Identification (network ID &
control point) .



V.‘ PerIenyPrevention in a Service Network VI. Appendix | - AS/ 400
Syst emManagenent” Utilities User's Guide (unpublished) |. overview For the
remai nder of this patent application, a conputer systemthat requests

servic
ot her

comput
can al
hybrid

fromone or,nore conputer systens and does not provide service to
onput er systbns will be called a "Service Requestor", or "SR'. A
r systemthat provides service to one or- nore conputer systens, but

$§0 request sefvice fromone or nore conpu er systems, serves a

chanel eon-lj ke role and will be called a "Service

Provi dgr/ Requestor™, or ¥SP/R'. A conputer systemthat does not request

service
conput ¢

> from any corrpul %Ecés?(ﬁhe ohuéyﬁéﬂuvttd&&:l&%éﬂﬁﬁ Efe 98K Ofp MOr e

pr systens wi | contro %01§Q;V|ce Provider", or "SP".

-- sent to System Identification (network ID &
- control point) .

-~ Running history of pl‘obJ.em resolution act:lvitv
that occurred and who penformed this activi.ty

2 rzroblem-log entry may have one of eight status condi-
tiong: "open," after the entry is first built; "ready,"
~2fzer all applica_blé PDPs 246 have finished executing,

srepared," after the associated service request 249 has
zeen stored, "sent," after the service request has trans-
nizted it to the central -service system for action, "an-
zwered," after solution information is received from a SP
SP/R, "fixed," after the solution is applied "veri-
ed," after the SR verifies that the solution information
4 solve the problem, and "closed," after all activity'
the problem is completed.

[\
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fields of the problem log entry are shown in Fig. 3A.

zeferring again to Fig. 2A, the term "FRU" literally

ztands for "field replaceable unit," the smallest compo-

nent of a system which will be stocked for replacement of

a failing component, and is in common use in the industry.

In the context of the present invention, however, the

meaning of this term is expanded to refer to.the smallest:
unit of a problem solution. Such a unit may be a hardware

“omponent as in the usual sense of the term, but may also

be a software component such as a program, module, or
Sbject, or a message indicating an action to be taken to
golve the problem. For example, the operator might be
instructed to .reset certain switches, or to summon a
c_ommunications-carrier service representative. '



Fi‘g. | 1A shows a. sinplified service network of the inven- tion." SR 110 is
connected via link 120 to SP/R 130. SP/R 130 is connected via link 140 to
SP 150. In the preferred 8 enbodi nent, SR 110, SP/R 130,, and SP 150 are
~all 1 BM Application Systeni 400 m drange conputer systens, although any

ot her conputer systens, such as ndinfranme caeputers or personal conputers,
could be used. Lines 120 and 140 are nornal |y tel ecomunications |inks such
ras a leased line or a public-switched tel ephone network or other carrier,
but could be a dirertde linikiab UFRU aist Wel therliggt of atonfRlefits Ofusbeteal -

area network. SR 110 akﬁﬁ;iﬂac'weéhermsae{n%l,z@t WAgs LhtecBls CHE O
nDre;ternlnals 113'prolleg; this list is derived from the error log entry
; written by this RAS utility. The isolation FRU list -
? - contains the components suspectéd by the PDPs 246; any PDP
f executed by PAR program 244 may write one or more FRU
numbers into the isolation FRU list field in the problem-
log. The se;vice provides updates the isolated FRU list
to produce a final FRU list which designates the suspected
components. The FRU code. numbers in each of these three
lists are ordered in decreasing order of probability of
failure by the program which supplieé them; each item in
the 1list also has aﬁ explicit probability number which
estimates the likelihood that it is the failing unit;
again, these number are provided by the designers of each
conponent. Different fields of a problem~-log eﬂtry are
written at differe@t times, and more than one entry of
some fields may be ﬁrittep into a single entry.
A contact data basé'ZOl contains information relating to
the customer, such as the customer name and address, the
name and telephone number of one or more people who are to
be contacted in connection with system problems, preferred
language textual instructions, and so forth. -

A problem analysis and resolution (PAR) program 244 con-
tains routines for analyzing problems received by the RAS
manager and entered into the error log. When RAS manager
241 creates a new entry in error log 242, PAR program 244
may =-- but need not always -- create a new entry in prob-
lem log 243. The system log identifier,.the reference
code identifying the failure, and some of the configura-
tion data from the error log are transferred to the prob-
lem-log entry. The PAR program alsc selects among a
number of problem determination procedures'(PDPs) 246, in
response to reference codes in the problem log. Briefly,




wkse, SP/R 130 includes processor 131, storage 132, and one or nore
termnals 133. SP 150 includes processor 151, storage 152, and one or nore
terminal s 153. Fig. 1B shows a nore conplex service network of the inven-
tion. Eachh SP/R is typically connected to several SRs. The SP/R acts as a
. servijce provider for these SRs. Each SPPR is also typically connected to
- severial SPs. The SP/R acts as a service request or to these SPs. Fig. 1C
showg an exenplary servicé network of the inven- tion. Lets assune that SR
élo_ ijs. a ngplitl gr syﬁlﬁ%&gh&’&é@é& Q%Béglzi(‘)&emp/ qm_mbgrélymm%ecakoﬁmll
usi rfess. co ni.cates over [li . erw,se known as
the Software Fixit eé“ﬁﬂ'gg SY'P&E)"& r#éitelriggf ' as'%‘#?th %\I\aé;é}%é 'éﬁ% %‘b‘cgﬁﬂgﬁy.ﬁr%e
Sof t yare Fixit Shoppdecsrablen legt esltofben (SeiRctue p uigy PRP 246 hanrd)
- appl ijcati on sof t war cexdevebspient Chepae)ectdd @DPSaeays ibpermdatecifarther

fields in the problem-log entry, optionally ask the opera-
tor of the customer system for further information (by
means of a.display_on a -terminal 113, Fig. 1), or option-
aily display instructions for the operator to perform
certain actions that can't be done _'automatiéal_ly, such as
setting controls or plugging cables.’ '

A user-perceived problem resolution - {(UPPR) program 247
allows the operator of the SP to create a problem-log -
entry even though._' the RAS manager has not detected any
errors. = This is do_ne' by means of display screens or
panels 245 requesting information from the operator and
receiving his input. The, UPPR program may run certain
PDPs 246 in response to déta from the operator, and may
also request the. opc-;ra't:ori to take certain actions; it
builds a symptom string and list of involved components
from the PDP results and the operator information. In
some cases, a PDP executed for this purpose may solve the
problem; in that case, no entry is created.

A system support facility (SSF) program 248 converts a
selected problem-log entry into a service requést 249,
transmits it to a SP or SP/R, such as SP/R 130 of Fig. 1,
and manages the SR end of a dialog with the SP or SP/R.
SSF 248 also is used to request enrollment into a service
network, request problem prevention, track the status of
problems, and process advisories.

Referring now to Fig. 3B, service request 249 is of the
form shown in Fig. 3Bl wh_en a SR requests that a known
problem be fixed. Service request 249 is of the form



- The Sofitware Fixit Shoppe is also connected to SP/R 146 (Really Big - .
Comput er Conpany), and SP 145 (Lot's of Words, Inc). SP/R 146 is further
connected to SP 151, SP/R 152, and SP 153. SP/R 152 is .connected to SP/R
154 and SP 155. SP/R 154 is connected to SP 156, SP 157, and SP 158. SR 110
s ‘al so connected to SP/R 170 over link 171. SP/R 170 is al so known as the
Har dware Fi xit Shoppe.. SP/R 170 9 is further connected to SP 175, SP
176, SP/R 177, SP/R 178 and SP/R 146. SP/B177 is further connected to SP

181. SP/R 178 is further connected to SP 182. T Hardware IXIt
“ Shoppe 170 and Sofhem el Eig- JRdpeR3s ﬁBuFﬁq‘gﬁ%ﬁ BE t&?ﬂ‘né’ff’g

hundreds Of even for a component, as will be explained in more detail in
section V. A service request 249 has fields for:

.- Problem 1deht1fier

-= Customer data (name, teiephone number, and
address of contact person, customer language)

-- Machine information of machines that detected and
. reported problems. (type, serial, model, change
level, network ID, control point)

-- pDestination ID (optional - network ID and
control point of service provider that this
service request should be forwarded to)

If known problem:

-~ Problem data (problem-log number, date and time
of occurrence, severity, symptom string,
recurrence flags)

-=- Initial and isolation FRU codes (i;e., part
numbers of field or customer replaceable
hardwére andszor software components,
probability estimates that these components
caused- the problem, key number of a message
describing the problem).

-- Textual Problem Description (blank if
automatic) . _ -

If problem prevention:

i ) -~ problem prevention type identifier
]
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t Housgsids-—ef--servi ce requestors |ike Pete's Catering 110, and could be
connedted to nore SPs or SP/Rs than is shown in Fig. | C. The network of
Fig. §JCis built by an enroll ment process that adds conputer systens into
the sdqrvice network. A SP (or SP/R acting as an SP) already in the network
can infitiate the enrollment of an SR (or SP/R acting as an SR) into the
‘netwonjk. In addition, a SR (or SP/R acting ast%an SR) can initiate a request
.for enrollment into the_ net- V\Qrﬁ, I f such a<request is initiated, it nust
be apfroved by the r&cefV¥™PEPTiHe request. Once the network shown in Fig.
I Cisjestablished, Pete's Catering conputer system can automatically. detect
probldms with it's cpapanamcs fhafdlerecsets dfo dadicater that rtheosehe damigod a

servi de request desc Q%“ﬂaé Vﬁre%%laf@réﬁ;%& 2 prddiehesRensd béecéﬁ.ra_in
leIHS the problem tgéehggrgbde(e.g., 30 days), and that the same symptoms -
had previously occurred within the time period. The
severity code is. a number assigned by the operator or
system to. indicate how serious the problem is believed to
be.

The symptom string is a series of codes reformatted from
the results of problem detection and subsequent problem
analysis. '

Referring again to Fig. 2A, solution log 202 keeps track '
of the configuration changes'of SR 110. As shown in F;g,
3C, éolution log 202 has the following fields: '

: i
-- Network ID and control peint =
-= Component ID

-~ Version/release level

-=- Solution information (identifies one or more
' hardware, software, or microcode components)

-=- Solution stafus (for each component identified
above)

-- symptom string

- Requisitesi(indicétes if sblutibn should be sent -
for problem prevention requests)

Referring again to Fig. 2A, support database 203 keeps
track of which SP or SP/R is responsible for supporting a



Fbrdmare Fi xit Shoppe or the Software Fixit Shoppe) and send the service
request to that SP/R The SP/R responsi- ble for fixing the problem .
receives the service request, verifies that Pete's Catering is entitled
to receive service, and checks a solution log to see if it has the
solution for the problem |f so, solution information describing the fix
for the;problem acconpanied by one or nore sofjware conponents, mcrocode
‘conponents, hardware parts order, and/or textuzl i nstructions, is sent down

to the $RIf the resqgbiehteofRusy SPhRcERRRE £yseehhe REODAGM it Fig.

checks ifoi I her S
SR R VR e MR AL
to thisjSP '

-= Component ID

[P ——

Network ID of SP or SP/R

=~ Control point

Automatic Install Information

-=- problem Prevention Information

SR 110 of Fig. 2A communicates with an SP/R or SP via link
275.

.Fig. 2C shows a block diagram of SP 150 of the invention.

Problem control program 295 manages the diaiog with the SR
or SP/R, handles enrollment and problem prevention re-
quests, tracks the status of problems, and processes
advisories. Problem control program 295 is performed by
processors 131 or 150, suitably progfammed as indicated in
the appropriate flowcharts. Problem control program 295
accesses problem log 261, -solution log 262, and cdhtact
database 263. Each of the preceding are of the same
format as discussed with SR 110 of Fig. 2C, but contain
information about all the SPs and SP/Rs supported by SP
150. Problem control program 295 communicates with other
SP/Rs and/or SRs via link 275. Problem control program
: 295 notifies service personnel of problems it supports but
; ' can't fix via link 285. SP 150 also has console buffer
264 for controlling the information presented at the
Z console, as will be discussed in section 1IV.
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10 or SP/R This process continues until a fix for the problemis found.
For exdnple, let's assune that Pete's conputer system has discovered a
probl eth with one conponent (also referred to as a field replaceable unit,
FRU, replaceable unit, RU ~nodule or object) of its spreadsheet application
progragn It determnes, that the Software Fixit Shoppe is responsi- ble for
fixingfthis conponent, so it builds a servi cea{ equest and sends it to the
Sof twage Fixit Shoppe. = The conputer system &t” the Software Fixit Shoppe
verifigs that Pete's E@It t‘ighgg %ﬁeﬁgy %ﬁ%lggeﬁ@cggl%aggr w6e, aEif a

solutien log to see i

solutio | em Itcant Ind a
sol utidn for the probfigkibass 2¥0 Jrapest Fﬁr]%e%gw aT’t BET‘V%%S SFppbiRe rage
this c )rrponent fr om aeptibtledr t8Pseqrivep/ mtmewhmtfdartﬁba%e A/ndet skown |in

more detail in Fig. 4A and contains the’ followinq fields:

Cclient néscription pata (such as that shown in
Fig. SE)

-- System Type

~- System Serial Number

== Network ID

-= Control Poiﬁt (to uﬁiquely 1déht1fy SR or SP/R)’

-~ Entitlement Status (enrolled or not enrolled)

i

-- Entitled Component ID list

Fig. 2B shows a block diagram of SP/R 130 of the inven-~ .
tion. SP/R combines the elements of SR 110, already
discussed, with the elements of an SP 150,_aléo already
discussed. Note that problem log 261, solution log 262,
‘and contact database 263 contain information about all SRs
and SP/Rs that SP/R 130 supports; problem log 243, solu-
tion log 202, and contact database 201 only contain infor-
mation about SP/R 130.

IXI. Enrollment of a Computer System into a Service Network

Fig. SA ghows a flowchart of the enrollment of a service
reqguestor into a service network by a service provider.
This flowchart is performed by processor 131 or 151 of
SP/R 130 or SP 150 (fig. 1), by problem control program
295 (Figs. 2B and 2C). As an example, lets assume that our
service network consists of the Software Fixit Shoppe as a



di scovers that Sam's Spreadsheets is supposed to support problems with
spreadsheet application conponents, so it sends the service request on to
Sam s The conputer systemat Sam s receives the requeist, searches its
solu- jtion log for a solution, and finds a solution. It sends the solution
i nforgation dowmm to the Software Fixit Shoppe, which sends it down to
Pete'$. Sam's solution information is then %tored in a solution | og at
the Spft- ware Fixit Shoppe The sol ution PAformation i s al so acconpani ed

PK a gepl SCﬁrretnt sofdp)m e B aﬂﬁ'&'t sewi&e u;éeénhn%%aﬂ s tbse%orrfﬁeﬂfni of
'S stgred in a sol utth 3?1?2%‘ HETHRE Pt P20 6o RsRpe (Lo e ST ot
if an?t her service rEoftware Fixib thappe Wints,somoldrRets's Ga%ppeasmds a
servi ¢e request to téme;ﬁe&tw gsefvide nSbwgke Blédk 601 checks to see if SP. _
" attributes need to be defined or changed. For the purpos-
es of this and subsequent flowcharts, "SR" will refer both
to an SR and a SP/R acting as an SR. "SP" will refer to
both a SP and a SP/R acting as an SP.

' If block '60'1 is answered affirmatively, the operator at
the SP. is prompted with attribute information to change,
g as shown in Figs. 5B. The attribute information of Fig.
-t 5B is the default attribute information for all SRs the SP
supports =-- it can be overridden on a case by case basis

for specific SRs, as shown in Fig. 5E. .

Block 610 asks if the operator wants to work with service
requestors. If so, Block 611 displays the main menu, as
shown in Fig. 5C. The main menu shows that Joe's beli,
Willie's Wigets, and Lefty's Scissors are alrea&y enrolled
as SRs in the network. The operator selects option 1 to
add Pete's Catering, thereby answeririg block 620 affirma-
tively and displaying the screens shown in Figs. 5D-5H.
The operator inputs customer information about Péte's in
Fig. 5D, changes any of the default attributes in Fig. SE,
and adds a list of compcnents for which Pete's is entitled
to receive service in Fig. 5F. A "component" is defined
as a replaceable unit or group of replaceable units of
hardware, software, or microcode. For hardware, a compo-
nent could be an entire keyboard or the "Y" key itself.
For software, a cémponent can be an entire application
program, operating system, or other type of program that
may itself be a combination of other programs. A compo-
nent could also be a very small portion of a program, such
as an object or module, or any larger portion. 1‘he
Calvert II patent application referenced above shows a
software packing architecture where a program is made up



.the sarfe problem the Software Fixit Shoppe can send the fix for t he
problemdirectly to the requestor w thout having to forward the service
requesg on to Sam s Spreadsheets. 11 The status of the resolution of the
probl em can be noni- tored by the conputer systens of the support network
of Fig: IC. Each SR, SP/R and SP contains a problemlog to track the
status’'of each problem Problens can have a status of* OPEN, READY,

PREPARED, SENT, ANSWERED, FI XED, VERI FI ED and®3LOSED. The probl em | og

}present i n each conputer system nakes it possible for status of the net-
work té be easi | y rmnf-tawalméeﬁmltimlﬁ& arrangedylevgls of replaceable

units (RU). A component can be anything from one RU on
the OCG level, to one RU on the SFG level and its associ-
ated RUs on the OCG level, to an RU on the AG level and
all RUs beneath it in the hierarchial structure. Fig. 5G
allows the operator to select components to support from a
list of available but currently unsupported components.
Fig. SH allows the operator to specify which language is
associated with each comporient that is entitled to ser-
vice.

s e T\

Once all the desired information is inputted into these
screens, block 622 (Fig. 5A) records an entitlement entry
in entitlement database 270. Block 623 sends the enroll-
ment request to the SR. Flow of control returns to block
610, which checks to see if there are ,other SRs to work
with. If not, the program énds in block 625.

i

e Ay ka4 ¢

Fig. 6A shows a :['.'loviézhar‘t:i of fhe enrollment of a service

provider into a service network by a service regquestor.
This flowchart is performed by proceéssor 111 or 131 of SR
110 or SP/R 130 (Eig. 1), by SSF 248 (Figs. 2B and 2C).
Returning now to our example service network, ‘Pete's
Catering now has support: for his operating system,
spreadsheet program, word processor, recipe database, and
microcode from the Software Fixit Shoppe, but desires
someone to support his hardware components. Therefore,
Pete wants to request enrollment of the Hardware Fixit
Shoppe as a service provider. Block 651 asks if the
operator wants to work with SPs. If so, block 652 dis-
plays the main menu, as shown in Fig. 6B. The main menu
shows that the Software Fixit Shoppe is already enrolled -
as a SP..' Pete selects option 1 to add a SP, thereby
answering block 660 _affirmatively.' Block 661 prompts the
operator for i_nformation by displaying screens shown in
Fig. 6C and Fig. 6D. Fig. 6Cl prompts the operator for
contact -information about the SP. Fig. 6C2 prompts the
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bé user’ queried via a series of screens or by graphically displaying a

pi ctorial representation of the network or a portion of the network on a
consol e associated with a conputer system of the network. For exanple, a
consol e (special termnal used by a network operator) at the Software Fixit
Shoppe can graphically display all SRs that it jupports. When the service
request is received fromPete's Catering, the icon representing Pete's may
flash or change col or pgefdtbrCaor tddaivigesatviimtesueHEighasIhepronpeeeitted.

‘The appear ance of tggnkég%é@yggﬁaagg AGR BeB6ihonkiEs M%&@h_ LESBER 14l S

forwarded on 4o preadsheets, agaln en the salution
information is recei vEe¥eas®isam s, and again when it is sent down to
Pete's; A system can al so send an advisory to other conputer systens to

notifyithem of probl enirégy whd ClleddiiirgO iAférnlaRY6n SYPPPEEVIGEANONMldRK! idse.

creates an entry in support database 203. This entry

indicates that support has been requested but is not yet

approved. Block 663 sends the enrollment request to the

SP. The enrollment request contains the list of requested
components, along wiﬂi identification information about

the SR.

Note that a SP/R may request that a component be supported
even if the component is not installed or even present on
the SP/R system. An SP/R may have one or more SRs that
look to it for support. The component for which service -
is requested may be installéﬁ on one or more of the SR
systems but not the SP/R system reqﬁesting service on the
component during the enrollment request.

Fig. 7 shows how the enrollment process shown in Figs. 5A
H ~and 6A are approved. This flowchart is performed by pro-
' cessor 111, 131, or 151 of SR 110, SP/R 130,'or SP 150
3 (Fig. 1), by SSF 248 or problem control program 295. (Fig.
; : 2). Block 710 checks to see if there is an enrollment
request to process. If so, block 721 -asks if the request
is approved. This is normally done manually by seﬁding a
message to an operator asking for aﬁproval of the compo-
nent list. 'Approval_éould also be done automatically by
checking the entitlement database for information already
entered in block 622 of Fig. 5A, (in the case of a SP
approving a request from a SR) or by checking the support

Ar e gy

database for information already entered in block 662 of .

Fig. 6A (in the case of a SR approving a request to enroll
i it from .a SP). For example, a SP may have already pre-
: pared an entry in its entitlement database containing gll
the information about a specific SR and a component list,



The conputer systens in the service net wor k of the inven- tion al so have
the capability to performor request prob- |emprevention. A SP (or SP/R
acting as a SP) can check to see if it has any solutions to problens that
one or nore of the SRs (or SP/R acting as an SR) it ‘supports but has not
di scovered or reported yet. If so, it can dis- tribute solution

I nformati on, acconpani ed by one or nore software conponents, m crocode
conponents, hardware parts order, and/or textual instructions, to the SRs.
In addi- tion, a SR (or SP/R acting as an SRy can request any known fi xes

to problens for a " géhsama&afﬂnmw@.m £ MO0 enrdZ1&".SP1E0ERSP/ R
acting as an SP). - sends fixes
was done, a matching enrollment request received from that

SR can be approved automatically, and the status of the
entry changed to be "enrolled".

For those components that are approved, block 722 updates
entitlement database 270 or support database 203, and
sends a validation.reSponse back to the SR or SP in block
730. The SR or SP receives the validation response and
updates its support or entitlement database to indicate
that the enrollment request has been approved. For those
components not approved, a reject response is sent in
block 731. The SR or SP receives the reject response and
updates its support or entitlement database to indicate
thet the support has been rejected for these components.

The remainder of our’ example service network of Fxg. 1C is
built in the same manner as discussed above.

III. Solving problems in a Hierarchial service Network

Figs. 8-12 show how problems are detected, determined, and
reported either by a‘service requestor or for a service
requestor remotely by a service provider. These flowcharts
are executed by processors 111, and 131 of SR 110, and
SP/R 130, (Fig. 1A)'by elements Resource Manager 220, UPPR
utility 247, PAR utility 244, SSF 248, RAS utilities 240,
RAS Manager 241, and PDPs 246 (Figs. 2A and 2B). For
purposes of this discussion, SP 150 is considered to have
the elements of SP/R 130 as shown in Fig. 2B if remote
problem detection and determination is to be performed.

Block 801, if answered_affirmatively, looks for errors on
a local system by calling subroutine 900 of Fig. 9.
Referring now to Eig. 9, OS 210 causes RM program 220,
using RAS manager 241, to. collect system data at block
310. As described in the above-mentioned patent applica-

b r——



probl ens sociated with the Iist of supported conponents to the requesting
SR For exjanple, lets-assune that the Software Fixit Shoppe, after

receiving the fix fromSams for the faulty software conponent of the
spreadsheeft program wants to perform probl em prevention on the other SRs

It supportis that has this spreadsheet program but 26asn't reported or

di scovered this problemyet. It determ nes who these SRs are and sends

the sol uti on i nfor mat i on” tiPRmherkardusng andh SOFEVARS)| eRMRREARtE oPEBYStem 110
conponent.} Fig. | D shows esntminreitiin chepseivesctvitad pridwetkdata™ QUPD) which

i nvention.: The conputer sxéwasr@aa b@t%r aangntﬁ&\ee§.are'ndn%\é%8 pﬁﬁeep

can request service from and/ or ca up
one or nore SRs, and can? g?eaﬁ 8 5 e PYPETRETFY grss ?‘é‘fsﬁg forth.

and/ 6r° SP/Rs. SPs can sup’ﬁbﬁ dghke ZBFCMPE SHyPerNBbERs . m@ed nnwskerpaand serial
number for the system as a whole and/or for a component.

The RM program reads VPD information from each component,
and stores it in a VPD table.  This table ig stored with a
system resource méﬁaqer (SRM) data base or topology file
describing_how~the components are connected together; this
data may be derived from a conventibnalh configuration
program (not shown) executed ‘whenever the SR System is
recohfigured or expanded. '

Operating system 210 then follows a conventional job queue
320 to execute system tasks. Some of-these tasks may run
concurrently'with other tasks in the queue. As each task
is qxecuted, 08,210 maintains hn enivironment record 322
describing the task being run and the state of the system.

During this time, as represented by the dotted line 302,
the RAS utilities 240, Fig. 2, are capable of executing
within there own subset of the system. - Whenever an error
condition occurs within a component, block 330 causes the.
appropriate RAS utility to execﬁte at block 331. When the
utiliﬁy determines the nature of the error, by readinq'
status bits, performing tests, etc., it writes an entry in
the error log at block 332. Error~log entries have been
described in connection with Fig. 2. The FRU list derived
from the error-log entry is a series of codes with atten-
dant probabilities thét the associatéd FRU (that is, a
hardware or software component, or a message code desig-
nating an action to be taken) actually did cause the
error. Control then returns to block 330 in the utilié}.
which had written the errof-log entry. Whenever a utility
has written an entry in the errorllog, the event-driven
RAS manager 241 executes at block 333. - -



oft SP/ R$ can reguest service fromeach other. Fig. 2A shows Servic¢e

Request ¢r 110 of Fig. 1A in nore detail. The executable elenents of Fig. 2A
are perforned by processor 111, suitably progranmed as indicated in the
approprijate flowharts. Operating system program 210 may be of any type,

. but preﬂerably has t he conventlonal'capabilityg&f executing a nunber of
Eprogran$ concurrently such as the Qperating Systenf 400. A resource nmanager
"(RM " prégram 220 mai ntains vital product data (VPD) i nformation froma VPD

tabl e 221 identifying the hardware co gntst tﬁpes nodel s, seri al
nunbers) and the sof t whr dRERTERTets® {%‘% GRAt o (FERAYS capngt, be corxRted birFs
install ed); some of ththe dubset S’fasheaﬁﬁs;emblhb@ke’tﬂ%yrm&mnageremy.:ni'he

RM progfam al so mai nt agHes grdorerl gy, f iaha. wA2Ces\Ninkd ABSSr irB8Srd NEnd NGSES
connect j ons Qf the Cor@eo&ggggd Cifn tcggne%%ion with Fig. 2, including the initial

i FRU list, obtained from the error log. Because no diagno-
; ' sis or other analysis has yet been performed, this initial
? FRU list is usually longer than the isolation FRU list yet
to be written in the problem log. Block 335 then eccesses
a message (using a conventional language-selection utility
in the system) and displays it to the system operator on
his terminal 113, Fig. 1. The subroutine returns in block
930 to block 810 of Fig. 8. If errors were found, block
810 is answered affirmatively and subroutine 1000 oleig.
10 is called. Referring now to Fig, 10, block 1001 checks
to see if the problem was reported by the system or by the
user. If reported by the user, this subroutine is entered
directly in fesponse Yo a command entered by the user at
terminal 113 -~ otherwise, it is entered through block 810
i of Fig. 8 being answered aff;rmat1ve1y.

If detected by the system, control then proceeds to block
410, where the PAR pfogram 244 selects a particular PD
procedure 246 according to the codes in the initial FRU
list of the selected (or the first) problem. The selected
.PD procedure 246 executes at block 420. PDPs have access
to the configuration data of the system, and they can
cause other PDPs to execute; as indicated at 420.: The
explicit result of a PDP is one or more codes specifying a
FRU, along with a failure probability. PDPs are diagnos-
tic routines employing decision trees controlled by the
results of tests and/or .operator input.

Block 424 writes into the problem-log entry the results of
the tests performed by the selected PD procedure. More
specifically, the isolation FRU list field of the prob-
lem-log entry receives reference codes repreéentinq the



13 Appl'ication programs 230 of any conventional type are executed by
operating system (0OS) 210 under any-conven- tional managenent technique,
~such as a job queue (not shown). The operating systemruns RM program
220 at bring-up (IPL) tine, as one job anong the application prograns
230. A suite of service utilities include mosigof the elenments used by the
~invention. The subsystens of the SR all. have Tesident event-driven
rel'iability and Sgrvh.sseb&dﬂammfé]glﬁ%l FROY, P68 WERhVAI ebad eddimabihg
errors occurring. durlhg ¢RELA\yOnd" ehDhkssS RRNE " 88" 105K 8B e Akd! O
H cute. ‘Block 425 writes into the problem—;og entry certain
VPD codes relevant to the problem, such as the model and
serial number of the customer system. The status of the

problem-log entry clianges to "ready" at this time.
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Block 430 converts the isolation FRU list from the'prob-
'lem-log entry into a symptom string by selecting the most
likely failure(s) from the isolation FRU list, reformat-
ting them, and the code indicating the PDP identity and
exit point. Block 431 obtains customer information,either
from contact data base 201, Fig. 2, or from the operator,
should he decide to override the data-base information.
This information includes'the name and telephone numbers
of the pérson 'to contact at the customer site, and also
includes a severity code for the problem. This code is

optionally assigned by the operator to indicate the urgen-
cy for resolving the problem.  The operator may also
optionally write a textugl description of thei problem to
be included in the service request at this point. Block
440 then writes the actual service request into the prob-
lem-log entry, according to the format described in con-
nection with Fig. 2 and shown in Fig. 3B. (If the request
comes from the UPPR process rather than from PAR, the FRU
list is in the form of a sequence of key words, rather
than numeric reference codes, however.) At this point,
the status of the problem~log entry is "prepared."

It is possible that the operator may decide that the SR

" has a problem even though it has not itself detected any
broblem. If this happens, -he selects this uéer-perceived
problem resolution (UPPR) process by another command or
function key at his terminal (Fig. 1Aa).

In ‘this case, block 450 selects and displays a panel
requesting certain information from the operator. Block



subsystem such as 112, Fig. 1, may have a utility.240 running as an
interrupt .routi ne whenever the |/O processor issues an interrupt resulting
froman error; they may also run as notifiable tasks. An error my occur
when an operation produces a known invalid result, tines out, fails to
start, produces a stuck fault in a bus line, etc._ Areliability and .
serviceability (RAS) manager 241 is event-driven 23y utilities 240 while the

custoner Systemis runnipg, &reg"ﬁg AR GIRE Adrmbbs %Vg*:epit&'hopeé#&g-

OS 220, RAS manager 241 prefera executes as an event- drfven task I

m crocode. Raw error dat 8% ciP| B 9fy Ke¥e WORSS ARy drites cEham TP 4 SymRsem
| og 242; sone of this dastring liat Shet isebftedr ERU tlisk field afi laogreRdg-crdadied

coll ected from each err Opréislenes6d itrgS£an ik Problledh Ne BbER49Pdetdd any
fields of cachentry of bheudl 'sont@d S0akHIRs aurshoStal b Ldcdill! '/ 5
T problem is detected, control shifts automatically to the
PAR process executes block 420. If.no error is detected,
control passes from block 453 to block 454, to see if the
problem is sufficiently isolated, if not, control returns
to block 450, which then selects another screen, based
upon the key words generated by responses to pfevious
screens. The screens displayed by block 454 may request
certain actions, ask questions about the system, and
diéplay advisory information. When block 450 determines
that the problem has been sufficiently isolated, control
passes to block 430 and the process continues as before.

'Block 460 determines if the service request should be sent
now or not. If the problem detection and determination
process has been automatic up until this point, block 460
is normally answered affirmatively. However, it is en-
tirely possible that the problem identified in the current
problem~log entry has been solved at this time; that is,
one or more actions taken by the operator in response to -
messages from the initial or isolation FRU lists hﬁs cured
the fault in the customer system. The operator may then
exit the process at block 1010. He may also exit if he
decides to proceed by analyzing additional problems and
sending them all at a later time, .or by placing a voice
cali directly to a CE or product-support staff person. In
that event, the service request remains in storage with a
status flag set to a "prepared" status, indicating it is
ready to transmit to the service system. If he elects to
continue with problem resolution, or if the problem has
been automatically detected and is supposed to be automat-
ically sent, block 462 sends the service request to the SP
or SPs identified in support database 280 as supporting



tHis errgr-log entry -- Failure statistics (e.g., how many tinmes did a seek™
~error ocgur before the correct cyli nder was found?) 14 -- The

'configurgtion of conponents (fromthe VPD table) involved when the error
occurredi-- Device status Provided by the particular RAS utility, such as
;registericontents or status bits -- A reference de identifying the type

of error. Problemlog 243 contains a nunber of entries, one for each

probl em encountered.  ¢hot&onpdabnesuspetted dfS£4lifihgl €MNorha0I¥ Aonly one sP
"problenn") Each entrysggpgggg %T%Bhﬁ&%éé%%-%ﬂﬂtf¥ﬁﬁéy be desirable to receive
: - support from many different SPs for a particular compo-
nent. Block 465 updates the entry in the problem log to
indicate that the problem has a status of "sent". The
subroutine returns in block 1010 to block 820 of ?ig. 8.
Block 820 determines whether a SP/R wants to perform
remote problem detection and determination on an SR that
it supports. If so, an operator at the SP/R console
(which is a special one of the terminals 1'33 or 153 of
Fig. 1A reserved for network operators) is connected
remotely with the SR and is permitted to sign on to the SR
computer system. Of course, the operator must have been
given a user id and password to eﬁable access on the SR
system. Once connected, however, the operator at the SP
can initiate the subroutines shown in Figs. 11 and 12 to
perform remote problem detection and determination.

Figs. 11 and 12 are very similar to Figs. 9 and 10, with
the following modifications:

Block 1260 (Fig. 12) indicates' whether an operator is
available at the SR to perform tasks at the SR. If not,
the panels presénted at block 1261 are modified to elimi-
nate tasks requiring an operator at the SR. Within the
PDP executed at block 1220, it is determined whether an
operator is present on the SR; and, if not, panels pre-
sented by the PDP, if any, are likewise modified. The
absence of an operator in the SR may result in less isola-
tion of the problem being accomplished. If a problem is
" detected, block 1270 extracts information from the SR
normally used to prepare a service .request to search its -
solution log for a fix (effectively skipping to block 1611
of Fig. 16A, since no service request is necessary). If a
fix isn't found, the SP/R becomes a service requestor and
pfepares a service request for the SR with the problem in



fi‘elds*for: -- Network wi de unique Problemidentifier -- Status information
-- Machine information (type, serial, nodel, change |evel, network ID,

control "point) -- Initial or point-of-failure FRU list, in order of
~decreasing probability -- Isolation FRU list, in order of decreasing
probability -- Final or fix FRU list, in order of decreasing probability --
Synmptom string (coded reference nunbers) -- SoBdtion Inforﬁation (fiIIed I n

when Problen1|s answer ed) -- or| i natin S ste I e

SP(s) ind;cated as supporting this componegt in the SP/R'
support database in block 1280. The subroutine returns in
block 1290 to block 830 of Fig. 8. The remainder of Fig.
8 will be discussed in sections IV and V.

In the preferred embodiment, the session required to
perform remote problem detection and determination is an
APPC session (LU 6.2) in an APPN network, although other
types of known connécfions,'such as leased, switched or
public data netwprk, could also be used.

Fig. 15 shows the functions that can be performed by a
service provider. This flowchart is performed by processor
131 or 151 of SP/R 130 or SP 150 (Fiq; 1A), by problem
control program 295 (Figs. 2B and 2C). Block 1501 checks
to see if there are any service requests to process. If
so, subroutine 1600 of Fig. 16 is called. Block 1601
- checks to see if there are any service requests to pro-
i .cess. If so, block 1602 checks its entitlement database
to see if the SR that sent the service request is entitled
to receive service for the component suspected of failing.
If not, an error message is sent to the SR in block 1605
and control returns to block 1601 to look for more service
requests. If block 1602 is answered affirmatively, block
- 1603 checks to see if this service request was received
previously from this SR. If so, block 1605 sends an error
message to the SR. If not, block 1610 creates an entry in
its problem log to'indicate that a service request was
received. Block 1615 updates the console at the SP.
Block 1611 searches solution log 262 for_possible solu-
tions to the problem. Solution log 262 contains solutions
for problems with hardwére, software, and microcode compo-
nents.

Block 1620 checks to see if the number of matches exceeds
the <threshold specified during the enrollment process
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15 -- Received from System ldentification (network ID & control point) --
sent to Syistem ldentification (network ID & control point) -- Running

hi story of: Problemresolution activity that occurred and who Perfornmed this
activity A problemlog entry may have one of ei ght status condi - tions:
"open," afiter the entry is flrst built; "ready," after all applicable PDPs
246 have fini shed executing, "prepared," after thgzassociated service
request 249 has seen stored, "sent," after the service request ~has trans-
mtted it 'to the central (S'éqwsc&) sytfeem.f spppaxti personnpl at the SP is notified

1
i
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of the problem in block 1621 via link 285 so that appro-
priate human intervention can be performed. If not, block
1630 asks if no matches were found. If no matches were
found, block 1631 checks to see if another SP supports

‘this component. Another SP supports this component if a)

the service request cqntains a ‘destination ID specifying
the network ID and control point of a specific service
provider; or b) the support database indicates that anoth-
er SP supports this component} If not, block 1625 checks
to see if this service request is a problem prevention
request (which will be discussed in more detail in Section
V).' If so, a message is sent back to the SR that no fixes
for unreported problems were found. If not, the support
personnel at the SP is notified of the problem in block
1621. 1If block 1631 is answered afflrmatlvely, block 1640

forwards the service request to the supportlng SP or SP(s)

via link 275. Block 1645 then sends a message to the SR

. indicating that the service request has been forwarded to

another SP. Block 1646 updates the status in the problem-
log in the SP to "SENT," and updates the console in the
SP. Flow of control returns back to block 1601 to look
for more service regquests to process.

If block 1630 is answered negatively, a manageable number
of matches were found in the solution log. Block 1633
stores +the solution information, which specifies the
solution for the current problem, in the problem log in
the SP. The solution information may contain one or more
of the following types of information:

-- Instructiuﬁs to the operator at the SR
‘to take some action to resolve the problem (e.g., -
reset a control, reconnect a cable, call a
communications carrier service representative)

~= A list of part numbers identifying hardware
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fter solution information is received froma SP or SPIR

swered, "
"fixed," gfter the solution is applied "veri- fied," after the SR verifies
that the qolution information did solve the problem and "closed," after

all activifty for the problemis conpleted. The fields of the probleml og
entry arefshown in Fig. 3A. Referring again to Fig. 2A the term "FRU'
literallytstands for "field replaceable unit," t smal | est conpo- nent of
a system which will be stocked for . repla a.faplin onen and
is iyn comion use in the i ndtFPPENtS, 1{)%69_8%?@ aQ_L, btyhg"f) ‘%‘?gﬂ‘{@l T ®e %YI
however, the meaning of thi® %@Nﬁ??s“&?ﬂ‘ﬁ&ﬁ@lﬁfiﬂe refer to the small est unlt -
of a probhen1so|ut|on Such a unit may be a hardware conponent as tn the

usual sense of the term _puf yiR¥ g.].sg,ﬁgage h¥eldeog@npronent such as a

rogra rmdule or object, or ‘a e 1 ndicating_an action to be taken
FOOg m : J c¢omponents fopgresolving a software or microcode
; problem.

Block 1651 adds the "ANSWERED" status to the entry in the
problem log in the SP. Block 1655 checks to see if the’
solution information is to be sent aufomatically by check-
ing the information inputted ihto the contact database
during the enrollment process. If so,_biock 1657 requests
that the SR send a current copy of its solution log to the
SP. Although the SP's solution log.contains data from the
SR that it is aware of, it is possible that the SP's
solution log does not contain the most up to date informa;
tion. This can occur if the SR received solution informa-
‘tion from another SP, or if the SR received a cémponent
from another source not in the network.
i I

Block 1660 compares the solution log sent from the SR with
its own solution log to see if the SR has already received
all of the solution information. If so, the previously
sent solution information did not fix the problem, so
block 1656 notifies support personnel at the SP, as well
as the SR. If not, block 1662 orders hardware for the SP,
sends to the SP replacement software components, and/or
sends microcode components not already present on the SR.
Block 1663 sends all of the solution information along
with the problem ID to the SR, and updates the solution
log in the SP in block 1665 to reflect the solution trans-
mitted to the SR. Block 1666 updates the console at the
SP, and flow of control returns to block 1601 to look for ~
other service requests to process. The subroutine returns
in block 1699 to block 1502 of Fig. 15.



sol ve t'hd probl em For exanple, the operator might be instructed to reset
certain gw tches, or to summon a communi cati ons-carrier service
representati ve. 16 The initial FRUIlist is the list of components -
suspected of failing by the RAS utility 240 which detected the problem
‘this Ilst is derived fromthe error log entry wgitten by this RAS utility.
‘The isolation FRU list contains the conponents suspected by the PDPs 246;
any PDP éxecuted-by PARQr agr o thragtepsi spstemesupanyr fadiUityusd@rot itheo

the isolation FRU IlstF,ﬁJ fé&omsthﬁe:prgblx@&ﬁéw theThﬁféﬁca\eisﬁ REAYdiRR ed
updates the isolated FRU1isl, 49 RLQINES: hnld 8k TRB1dck 198 LoVl hES -

t he suspected
solution 1nforma_tion from the SP and stores the entry in

-its problem log corresponding to the problem ID and in its
solution log. Block 1920 also checks its problem log to
see if the proble_m 1D seni: with this solution information
corresponds to a service request received from another SR.
If so, the solution information is sent to the SR that
sent the request. Block 1925 changes the status of the
entry in the problem log to ANSWERED. The SR receives the
hardware, software, and/or microcode components in block
1930, and updates the solution status field in the solu-
tion log in block 1935 to indicate that the hardware,
software, and/or microcode has been received. . The _dompo-
nents are forwarded on to the requesting SR, if any.

Block 1950 then asks if 'tl-n'.s solution should be installed
on the computer system. Block 1950 may be executed in-
stantly; or several hours or even days or weeks later.
Human intervention may be desirable in making this deci-
sion, or the decision may be made based on information
inputted into the automatic installation field in the
support database during the enrollment process. For
example, the Software Fixit Shoppe may decide. ‘Eo automati-
cally install all solutions for components supported by
the Really Big Cbmputer company, but mot for components
supported by Sam's Spreadsheets.

If block 1950 is answered affirmatively, block 1955 ap-
Plies the solution to the system, and block 1960 updates
the entry in the problem log b& adding the status "FIXED".
Block 1960 also updates the entry in the solution log by
adding the status of "APPLIED".

Block 1970 asks if the solution is verified. This block
is answered affirmatively when the system has been tested



conmponignts. The FRU code nunbers in each of these three lists are ordered
I n decreasi ng order of probability-of failure by the program which supplies
them feach itemin the list also has an explicit probability nunmber which
: es thelikelihood that it is the failing unit, again, these nunber
~are priovi ded by the designers of each conponess . D|fferent fields of a
mlog entry are-witten at different tines, and nore than one entry
e fields may b@ndrFee aprabden Bhat ﬂg&l&l@#ﬂdr {Fhe SQEFiCECFeauast BasBo201

ress, the “amiué‘&ﬁiaé;%hfi’ﬁoﬂé RUSORRIRE SRE Pfopieh® dQEQé\li%n‘MHo@f-e to
be corft act ed In conne tlontyvl stem ﬁrobl %gs r1‘Earef g{ﬁr ﬁ e textual -
i nstrdctions, and so®PBFt Pt Kif ro1e°ﬁi§3 ng o“@ %“ t8F5gr am
244 cdn- tains routi Mesti@r aﬁh¢<§)§z |1ﬁ@’°p¢%|demene§ee¢ \hedeisscmé fpgantly

} or after a considerable delay. If block 1970 is answered

% affirmatively, block again updates the problem log to add

: the status of “VERIFIED". Block 1980 notifies the SP that
the problem has been verified so the SP can update its
problem log. Block 1985 again.'updates the status to -
"CLOSED" when all activity concerning the problem is
completed. ' '

IV. Tracking Problems. in a Service Network

Mosf problems in a service network can be.tracked each
time a new status is added to a problem log ehtfy, or when
a service request is sent and received. An SP will be
able to track all problems for which support is requested
from it in this manner. However, problems occurring on
SRs for which it has not. recelved a support request will
not normally be known to the SP. An "advisory" is used to
provide this additional information. An advisory can be
used by any system in the service network to inform one or
more other systems in the service network of a problem
that occurred with another system in the service network.

Therefore, advisories can be used to supplement the status
information received via service requests about other
systems in the service network.

Referring again to Fig. 8, block 830 checks to see if
there are any advisories to send. If so, subroutine 1300 .
of Fig. 13 is called.

Block 1303 builds an advisory message. The advisory
message contains the component ID, textual and/or encoded



manager and entered into the error-1og. Wien RAS manager 241 creates .a new

entryfin error |log 242, PAR program 244 may -- but need not always --

creat¢ a new entry in prob- Iemlog 243. The systemlog identifier, the
ref eregnce code identifying the failure, and sone of the configura- tion
data fromthe error log are transferred to the prob- lemlog entry. The

PAR pfogramal so sel ects anong a nunber of pr3ébl em determ nation procedures
(PDPs} 246, in response to reference codes.in the problem |l og.

Briefly,

17 PAR 244 reads thelnforogtien abontethemrobder (g infopmaion| ddentdgyinept om

field$, and the failthy sendér aEdehe fadvisbhp. pBabélem3bagsendst thiaivigbegt s a

part i i?u' ar PDP 246 aptksage to appropriate SP(s) or SR(s). This is determined

by checking support database 203 and/or entitlement data-
base 270 to see which SP, SP(s), SR or SR(s) support or
are entitled to receive advisories for the specified
component ID. Alternatively, the component ID field may

contain special broadcast data, indicating that this:
advisory should be sent to all SPs or SRs referred to in.

the support and/or entitlement databases. The subroutine
returns in block 1320 to block 840 of Fig. 8. Block 840
and subroutine 1400 will be discussed later in section V.

Referring now to Fig. 15, block 1502 asks if there are
advisories to process. If so, subroutine”1700 of'Fig. 17
is called. Block 1701 checks to see if there are any
advisories to process. If so, block 1770 updates 'l'ihe
console to indicate the nature of the advisory received.
The subroutine returns in block 1790 to block 1503 of Fig.

. 15, Blocks 1503 and 1800 o£ Fig. '15 will be discussed

later in section V. Note that subroutine 1700 is also
executed by SSF 248 in a SR if the SR has 'a console.

Through the use of advisories and service requests, in
conjunction with information stored in problem logs,
solution logs, and contact databases on wvarious sj’rst"ems in
the service network, a wealth of information is available
for analysis and monitoring. For purposes of illustra-
tion, lets assume that our friend Pete of Pete's Catering
is using his recipe database and can't find his favorite
meat loaf récipe. _He uses the flowchart shown on Fig. 10
to isolate a user reported problém and write a service
request in block 440. Block. 460 determines that the SP
that supports fixing the recipe database is the Software
Fixit Shoppe, so the service request is sent there. The
Software Fixit Shoppe executes the flowchart of Fig. 16
and finds the solution to the problem in its solution log

WWEEIREIS FEAUN LAWY, 47 230 o
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eXecuteés it. The selected PDP may interrogate further fields in the -
problemlog entry, optionally ask the opera- tor of the custoner system for
~furtherjinformation (by nmeans of a display on a-terminal 113, Fig. 1), or
toption-{ ally display instructions for the operator to performcertain
actiong that can't be done automatically, such as setting controls or

pl uggi ng cabl es. A user-perceived problemresokytion (UPPR) program 247

' all ows jthe operator of the SP to create a problemlog entry even though the
' RAS narfager has not dei-edhedmédty lafofrécipe Ths&lfi,sadsoftwayeneatisonehtdi spt ay

~screeng or panels 245 Je%&lgeﬂé]é 1l i %&b%t&aﬂna&dﬁ%hgmgﬁt ngf%c:.pe to

irece|V|ng hi s |nput

ng ramrray gcertaln
responsle to data fromBﬁ#@ Bpapdt Thgy PAPREM Jdfi¥est K4FE JPERAVER stho
take certain actions; recippuandisthe sme dnfonygtion dnds upddtem\idisy pdob-

COWDOHéntS lem log and solution logs.

System Support Facility 248 at Pete's Catering has the
ability to extract information contained in its problem .
log to display for the ope;atof_the status of any.problem
at any point'instime. Example screens shown to the opera-
tor at Pete's after the problem with the meat loaf recipe
has been answered are shown in Figs. 20A and 20B. Figs.
20C and 20D show example screens shown to the operator at
the Software Fixit Shoppe displaying the status of the
same problem. ' -

Alternatively, a console at the Software Fixit Shoppe
] ’ could be used to graphically,ménitor the status of the
entire service network or a portion of the service net-
work. An example of what a console at the éoftware Fixit
Shoppe might lock like after a service request is received
from Pete's Catering is shown in Fig. 21. Each SR and SP
in the network that the operator wants to see is displayed
on the screen. Preferably, the various computer systems
in the network are displayed iconically, where the icons
representing the computér systems change in appearance to
reflect the status of that computer system in the network.
Fig. 21 shows a solid line to Pete's Catering, which is .
represented by a box made of dashed lines. This represen-
tation symbolizes that a service request has been received
from Pete's that has not been answered yet. Joe's Deli
and Lefty's Scissors are shown connected by solid lines to
solid boxes. This represents that Joe's and Lefty's
computer systems are up and running normally. Willie's
Wigets is connected by a solid line but with a box made of
dots. This represents that a problem reported earlier by
Willie has been answered by the Soffware Fixit Shoppe.
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fromthe PDP results and the operator I nformati on. In sonme cases, a PDP
execut ed flor this purpose may solve the problem in that case, no entry is
created. A system support facility (SSE) program 248 converts a sel ected
problemlog entry into a service request 249, transmts it to a SP or SP/R
such as SP/R 130 of Fig. 1, and manages the SR eng of a dialog with the SP
or SPFR SSF 248 also is used to request enrollnent into a service network,
request probl em prevention, track the status of problems, and process

advi sories. Referring ng 0. .Ei 3 dFRwh lﬂ% 2§19 h
shown in Fig. 3Bl when a croglsﬁégtgqtﬁg{ a?_ Hoﬁ g o%’% ?I )3% Sl That
Servi ce request 249 is ofne Rf g:gerﬁ Ps, Sam Sp:;eadshe ts, 1s represented by a box

_ made of stars. This indicates that an advisory has just

) been received from Sam's. The operator can press a func-

1 ' tion key to display additional ’information about the
adv1sory.
The choice of representations of system status on a con-
sole is a design choice up to the designer or even the
operator. If the éoneole supported color and a variety of
attributes, the icons could change color, blink, become
bi:-iqhter or dimmer, or .otherwis_e change to- indicate a
change of status. ' For example, a red blinking icon could
represent that a service request has been received but not
answvered. |

V. Problem Prevention in a Service Network

A. Service Requestor Instigated
i

As has been discussed, a SR can perform problem prevention
on itself by requesting any known fixes to problems for a
list of supported components. As Fig. 8 shows, block 840
asks if fixes are requested for supported programs. If
so, subroutine 1400 of Fig. 14 is called. Block 1401
defines the type of problem prevention request desired.
Problem prevention can be done at time of enrollment,
where the SR desires to receive all fixes for all compo-
nents it is requesting the SP to support. Problem preven-
tion could also be done periodically for a particular
component. For e:iample, Pete's Catering may decide that
it wants to be continually updated on changes to its
Spreadsheet program. Therefore, on the first of every
month, a request is generated automatically by Pete's
! system for problem prevention for the spreadsheet program.
Problem prevention could also be done at the request of an

operator at an SR for one- or more selected components. .
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18 shomn |n Fi g. 382 when a SR requests problen1prevent|on for a conponent,
as will be explained in nore detail in section V. A service request 249 has
fields for: -- Problemidentifier -- Custoner data (name, telephone nunber,
and address of contact person, custoner |anguage) -- Machine information of
machi nes that detected and reported problens (typego serial, nodel, change

| evel , network ID, control Point) -- Destination ID (optional - network ID
and control point of servibe Pifprmdbion hagedelli $osdetemdneethestysdoof dpiblem

forwarded to) If known prghlsufition Péiis@Mudaied AEOBEEFRd O NHUPREEL dddase
and time of occurrence, sgygrity, synptom st+i ng,

Referring again to Fig. 14, block 1410 asks if there is a
component to request'problem‘prevention. If so, block

'~ 1414 gets the customer information from the contact data-
base, and block 1420 writes the service request shown in
Fig. 3B2. The service request of Fig. 3B2 contains fields
indicating this sérvice request is a problem prevention
request for a specified component ID. These fields re-.
place the symptom string and FRU list fields associated
with a service request generated when there is a known
problem, such as that shown in Fig. .3B1. Block 1450 asks
if the service request should be sent now. If so, block
1460 determines which SP(s) suppdrts the componént assoc;-
ated with the service request by checking the support
database, and sends the service request to that SP. In
either event, flow of control returns to block 1410. Wﬁeh
block 1410 determines that all requests for problem pre-
vention have been satisfied, the subroutine returns'in
block 1490 to block 890 in Fig. 8.

The service request is received by the SP and is processed
by executing the flowchart of Fig. 16, as has been dis-
cussed.

B. Service Provider Instigated

A service provider can also perform problem prevention on
any service requestors that it supports. The SP checks to
see if it has any solutions to problems that one or more
SRs that it supports has'but_has not reported or discov-
ered yet. This is shown in Fig. 15. Block 1503 of Fig.
15 asks the SP if it wants to perform problem prevention.
% If so, subroutine 1800 of Fig. 18 is called. Block 1802
searches entitlement database 270 to see what components a



réCurrencé flags) -- Initial and isolation FRU codes (i.e., part nunbers of

et e v . .

field or customer replaceabl e hardware and/ or software conponents,
"probability estimates that these components caused the problens key number
of a nmessage describing the problen). -- Textual Problem Description (blank
if automatic) I|f problemprevention: -- Problem ptg@vention type identifier

19 -- Conponent |ID

SR is entitled to receive fixes for. Block 1805 searches
the solution log for all fixes having information in the
requisite field that indicates this solutién is available
to— be sent in response' to a problem prevention request
instigated by the SP. It may be desirable to limit prob-
lem prevention to only fixes reported by the SR to have
fixed the problem (thereby having a status of "VERIFIED"),
to avoid needlessly transmitting fixes that did not work.

Block 1807 requests that the SR send a current copy of its
solution log to the SP. Although the SP's solution log
contains data from the. SR that it is aware of, it is
possible that the SP's solution log does not contain the

most up to date information. This can occur if the SR .

received solution information from another SP; or if the
SR received a component from anothe::_ source hot in the
network.
i

Block 1810 compares the solution_loq sent from the SR with
its own solution log to look for solutions undetected or
unreported by the SR {not presenf in the SR solution log).
Block 1820 sees if there is an unrepbrted problem to fix.

If so, block 1850 orders the hardware part(s), sends the -

software component(s), microcode component(s) and/or

_textual instructions to the SR. Block 1860 sends the

solution information to the SR. Block 1870 updates the
solution log, the problem log and the console at the SP,
and returns to block 1820 to look for more problem preven-
tion to perform. When block 1820 is answered negatively,
the subroutine returns in block 1890 té block 1590 in Fig.
15 When the SR receives the solution information, it
executes the flowchart of Fig. 19, as has been discussed_
previously. '

While this invention has been described with respect to
the preferred embodiment, it will be understood by those



Récurrénce flags are set to indicate that the same conpo- nent has’
previously reported a problemwi thin a certain tine period (e.g., 30 days),
and that the same synptons had previously occurred within the time period.

i The severity code is a nunber assigned by the operator or systemto
-indicate how serious the problemis believed tqgibe. The synptomstring is a
jseries of codes refornmatted fromthe results of problemdetection and
subsequent probl em anakkiiled Ref theiaxk dpatnvapidusgchéngessdnutebail ogy262

| keeps track of the conhhdsirgisi-ein Ghuheat @dpa®Ridd ErofSthEOMR iR, Fisbpe3and

isolution log 202 has the f.qllow.n %i qL'.-- rk.l D and, control pQint
"=~ Conponent ID -- Verglea(‘)cn rn I\é\%sgh é’\% %ft:l.on. Nei{cvc\:%rglngQ.y, Q:he Hereln dQS-
; closed is to be limited only as specified in the following

claims.
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«- Sobution information (identifies one or.nore hardware, software, or
n1crocode—eenpgnenL_L____§olution status (for each conponent identified
above)

for Eﬂ! ﬂ"'ﬂu' equests) Referring again to Fig. 2A, support
databa L of which SP or SP/R is responsible for supporting
a 20 conponen tthe SR s conputer system As shown in Fig. 4B,

support dat abase 203 has the follow ng flelds.4h- Conmponent | D

CLAIMS -

1. A method for pexforming problem prevention for a
service requestor connected to a service proirider.,
said method comprising the machine executed steps of:

in said service provider,

searching a solution log in said service provid-
er for an entry that contains solution information,
indicating that a problem has been fixed;

determining that said service requestor has said
problem; and

transmitting said solutj.on information to said
service requestor.
i
P ' 2. A :'Eethod'*?for. performing problem prevention for a
serVice  xrequestor connected to. a service provider,
sa:Ld methed compr:.sing the machine executed steps of:

s
.,__ Y

.« o '-

in~said seg'viq.e provider,
' d -
YR
determining a component for which said service
requestor is entitled to problem prevenj:ion;

searching a solution log in said service provid-
er for an entry that contains solution information,
indicating a problem with said component;

determining that said service requestor has said
problem;- and

transmittintj said solution information to said
service requestor.

This Sheet Has Been Repl
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- Network ID of SP or SP/R -- Control |5oi nt -- Automatic Install

| nf oru“lw)mmmlﬁmum Prevention Information SR 110 of Fig. 2A
comu P/IR or SP via link 275. Fi g. 2C shows a bl ock di agram

of SP 150° of" tHe invéntion. Probl em control progr gm 295 manages the dial og
~with the SR or SP/R, handl es enrol |l nment and prob m prevention re- quests,

‘tracks the status of Q;oblgrrﬁﬁtgg@dfggogféﬁém Vl&q;&gﬁ ?ﬁftea!%}log for a

control program 295 is performe, y processors 13

programred as indicated in tBEHSS SPECT | EINeSFEd . tey GblséFrY%tWﬂVider:
program 295 accesses probl emsdish meghod simprisind ¢dhe 2@hinndexamtadtsteps of:
dat abase 263. Each of the preceding are of the sane format as di scussed

with SR 110 of Fig. 2C  but fﬁ)rgaq.d service requestor,

selec'ting a component for which problem preven-
tion is desired; '

building a service request indicating said
component and that problem prevention is desired; and

transmitt:l.ng said service request to said ser-
vice prowvider.

4. The method of claim 3, further comprising the machine '

executed step of:

periodically retransmitting said service request
after a predetermined period- of time has lapsed.

5. A method for performing problem prevention for a
service requestor connected to a service provider,
said method comprising the machine executed steps of:

in said service requestor, .

selecting a list of components for which support
is desired from said service provider;

transmitting an enrollment request containing
said list of components to said service provider;

building a service request indicating said
component list and that problem prevention is also
desired; and '

Sheet Has Been Replaced
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i nformation about all the SPs and SP/Rs supported by SP 150. Probl em

control ni cates with other SP/Rs and/or SRs via link 275.

Pr obl e mm"lﬂ“m ﬁ! 295 notifies service personnel of problens it

supports bat eanm®t 1% via |ink 285. SP 150 .al so has consol e buffer 264
for controlling the information presented at the ggnsole, as will be

di scussed in section |V. - 21 SP 150 also has entitlenent database 270.

Entitlenment database 270 keeps traekamémwtahgssqiﬂorsbrﬁ?& egbBERSLAl Said ser-

entitled to receive. Entitlempp ?. 270|s shown in nore detail in

I e

'Fig. 4A and contains the fO||OWI ng -- Cient Descrlptlon Data (such

as that shown I n _ _
6. A method for performing problem prevention for a

service requestor connected to a service provider,
said method comprising the machine executed steps of:

in said service provider,

: receiving'sai'd service request from said service
provider, said service request indicating problem
prevention is requested for a component;

determining that said service requestor is
entitled to service for said component;

searching a solution log for matching informa-
tion that matches a; subse'q._of the data contained in
said service request;

. i

finding said matching information in said solu-
tion log, said solution log also indicating solution
information to fix a problem;

determining said service requestor has said
problem; and '

transmitting said solution information to said
service requestor. '

7. A method for performing problem prevention for a
service reguestor connected to a service provider,

said method comprising the machine executed steps of:

in said service requestor,

This Sheet Has Been Refilaced




Fig. SEJJM System Serial Nunber -- Network ID -- Control

"Poi nt (to un| |f-y SR or SP/IR) -- Entitlenent Status (enrolled or

not- enlru“um‘m m d Conponent ID list Fig. 2B shows a bl ock di agram

Jof SP/ ven- tion.. -SP/R conbines the elenments of SR 110,

fal ready i scussed W|th the el errents of an SP 150, al so al ready di scussed.

- I Not e t hat probl_em | og 261, solution |log 262, and contact database 263
Jcontain ;informati on about all Skslestdn&Pd RspmpbaemsmoR ¥Bikks prpblém ;prakeht em

Jlog 243, solu- tion |log 20%;0anNek arkiaed; dat abase 201 only contain infor-
mat i on about SP/R 130. 1S. Enrol | ment of a Conputer Systeminto a Service

Net wor k ¢

: building a service request indicating said

é ) component and that problem prevention is desired;

transmitting said service reduest to séid ser-
vice provider;

in said service provider,

receiving said service request from said service

provider;

determining that said service provider/requestor
is entitled to service for said component;

searching a solution log for matching informa-
tion that matches a subset of the data contained in
said service request;

finding said matching information in said solu-
tion log, said solution log also indicating solution
information to fix a problem;

determining said service requestor has said
problem; and ’

transmitting said solution information to said
service regquestor.

I
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Fig. BA shows a flowchart of the enrollnment of a service requestor into a
twork by a service provider. -Thi:s flowhart is performed by

131 or 151 of SP/R 130 ‘or SP 150 (Fig. 1), by problem control
program 295 - (Figs: 2B and 2C). As an exanple, lets assune that our service
network consists of the Software Fixit Shoppe as a 22 SPIR, providing
service " o SRs known

service n?
processor |

Sci ssors i

Catering as a SR into t hePRRBLFMCBRENENTSPN ONA,

(Fig.

10).

as Joe's Deli, WIlie 96 Wgets, and Lefty's
The Software Fixit Shopge wants to enroll Pete's

QMRATER HYRTEM I A SERVICESP

attributes need to be defined or chamgFWoRK BFr CONRUTERr $X8FEMSS of this and

. subsequent flowcharts, "SR" will refer both

" ered or reported yet. If so, it can distribute solution

ABSTRACT

A service network has several computer systems connected
together. A computer system can either be a "Service
Requestor" (SR) (110), a "Service Provider" (SP) (150), or
a hybrid of the two, a "Service Provider/Requestor" (SP/R)
{130). The computer systems in the service network have
the capability to perform or request problem prevention.
A SP (or SP/R acting as a SP) can check to see if it has
any solutions to problems that one or more of the SRs (or
SP/R acting as an SR) it supports has but has not ciisco_v-

information, -accompapied by one or more software compo-
nents, microcode components, hardware parts order, ‘and/or
textual instructions, to the SRs. In addition, a SR {(or
SP/R acting_i_as an SR) can request any known fixes to
problems fo:‘::__'a list of sui:por’ted components from an SP (or
SP/R acting-as ai: SP). The SP sends any fixes to problems
associated with “:"Ehe list of supported components to the
requesting Siﬁ :

(Fig. 1a)

I
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tH an*SR and a SP/R acting as an SR "SP" will refer to both a SP and a
SP/R acting as an SP. If block 601 is answered affirmatively, the operator
at. the SP is pronpted with attribute information-to change, as shown in
Figs. 5B. The attribute information of Fig. 5B is the default attribute
information for all SRs the SP supports -- it can be overridden on a case
by case basis for specific SRs, as shown in Fig. 5E. Block 610 asks if the
operator wants to work with service requestor¥/46 |f so, Block 611 di spl ays
the main nmenu, as shown in Fig. 5C. The main nmenu shows that Joe's Deli,
WIllie's Wgets, and Lefty's Scissors are already enrolled as SRs in the
networ k. The operator selects option 1 to add Pete's Catering, thereby
answering bl ock 620 affirnma- tively and di splaying the screens shown in

" Figs. 5D-5H. The operator inputs custoner information about Pete's in

SERVICE PROVIDER 150

PROCESSOR | - |
= STORAGE TERMINAL
. —140
SERVICE PROVIDER/REQUESTOR 130
PﬁOCESg;R EE
sizh |3 132 TR
= 120
SERVICE REQUESTOR 110
PROCESSOR STORAGE
it 112 it

FIG. |A "

f



Ft g. 5D, changes any of the default attributes in Fig. SE, and adds a |i st
of conponents for which Pete's is entitled to receive service in Fig. 5F. A
"conponent” is deined as a replaceable unit or group of replaceable units
of hardware, software,- or mcrocode. For hardware, a conpo- nent could be

an entire keyboard or the "Y' key itself.
an entire application program operating sy
that nay itself be a combination of other programs. A conpo- nent could

al so be a very small portion of a program such as an object or nodul e,

any | arger portion. The Cal vert

pat ent application referenced above

shows a software packing architecture where a programis nade up

or

FIG. IB

SERVICE SERVICE .
PROVIDER - PROVIDER EES¥{SER.
'SERVICE
PROVIDER/
i REQUESTOR
SERVICE SERVICE - v
REQUESTOR REQUESTOR EESUE§$0R

Fgr of tware, a conponent can be
{%§; or other type of program

)"



A
/{23 of Beveral hierarchically arranged | evels of replaceable units (RU. A
conponent can be anything fromone RU on the OCG | evel, to one RU on the
SFG | evel and its associ- ated RUs on the OCG | evel, to an RU on the AG
‘level and all RUs beneath it in the hierarchial structure. Fig. 5G allows
the operator to select conponents to support froma list of available but
currently unsupported. conponents. Fig. 5H allows the operator to specify
whi ch | anguage is associated with each conp/fent that is entitled to ser-
the desired information is inputted,into these screens,

vice. Once al
bl ock 622 (Fig. 5A) recordg Fntltle entry iz it =emEAt dat abase
270. Block 623 sends the enrpfF+ nent r&guest to th ESR GF| Q, contrpl ¢,
returns to block 610, which\fiecks t¢ sel if therfd age otEr:e SRE-t o wor <§%
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wrth. 1f not, the programends in block 625. Fig. 6A shows a flowchart of
the enroll ment of a service -provider into a service network by a service
requestor. This flowhart is perforned by processor 111 or 131 of SR 110 or
SP/R 130 (Fig. 1), by SSE 248 (Figs. 2B and 2C). Returning now to our
exanpl e service network, Pete's Catering now has support for his
operating system spreadsheet program- word mgyegessor, recipe database,
and mcrocode fromthe Software Fixit Shoppe, but desires soneone to .

support his hardware conponents. Therefore, Pete wants to request
enrol I ment of the Hardware Fixit Shoppe as a service provider. Bl ock 651
asks if the operator wants to work with SPs. If so, block 652 dis- plays
the main menu, as shown in Fig. 6B. The main. nenu shows that the Software
Fi xit Shoppe is already enrolled as a SP. Pete selects option 1 to add a
SP, thereby
SP : - sP
SP/R
SR ! :
SP
SP/R _/R
j Sp
SR [sP/R]
| SP/R
SR

FIG. ID

f



Fiswerfng bl ock 660 affirmatively. Block 661 pronpts the operator for

a
| pf ormati on by di splaying screens shown in Fig. 6C and Fig. 6D. Fig. 6Cl
pfonpts the operator for contact information about the SP. Fig. 6C2
pfonpts the 24 operator for service attributes. - Fig. 6D pronpts the
operator for the list of conponents for which support is requested. -
After the necessary information is provided, block 662 creates an entry in
sbpport dat abase 203. . This entry indicat&46hat support has been
‘requested but is not yet approved. Block 663 sends the enrollnment request
tp the SP. The enrollnent request cont aoas\t-.h%UH’&ﬁT Lrequested
: DATABASE
202 _
| "~ SOLUTTON], .
» APPLN
PROGS N
220\ o =0
RESRC o=
& [ M6R 221
% \ ¢ UO0POL~—222 | 243
< UPPR | 245 L
2 ouy  LUTIL [=—[PANELS
= | 244 — . -
= \ o]
L PAR 2116 = [
g UTIL | I' §§
: 249 —
SYS. SUPT. - r
P EACILITY ; ISRV. REQ¢
\oug TO SERVICE PROVIDER
] 2757 arei R |
_ - SERVICE PROVI
. - REQUESTOR DER/
RAS | RAS =
UTILS MGR M Ew
AN N 2SN\
240 241 Wl 242

SERVICE REQUESTOR

'



cbnponténts, along with identification information about the SR Note that a
SP/R may request that a conponent be supported even if the conponent is not
installed or even present on the SP/R system An SP/R may have one or nore
SRs that ook to it for support. The conponent for which service is
requested may be installed on one or nore of the SR systens but not the
SP/ R system requesting service on the conponent during the enroll nment
request. Fig. 7 shows how the enrol | ment pr&#ss shown in Figs. 5A and 6A
are approved. This flowhart is performed by pro- cessor 111, 131, or 151
of SR 110, SP/R 130, or SP 150 (Rig. 1), by SSF 248 or problem control
program 295. (Fig. 2). Bl ock 710 checks to see if there is an enroll nent
request to process. If so, block 721 -asks if the request is approved.

This is normally done manual |y by sending a 203
' | SUPPORT [,

DATABASE
202
N EgéUTION o
210 230 '
V4
. )| APPLN
PROGS 201 [
220 _ Se
= ReR 221
= | 247, — TOPOL—222 | 243
po -
© UPPR | 2%2 /
o UTIL PANELS .
= N PAR 246 |=
& UTIL lI]]I|I E%%
249 —
SYS. SUPT. 4:fft::::].1
| FACILITY ~ [1SRV. REQ.

v

‘ \ZQS # < :>

ﬂ ofits KeR 18
N Nour 182N
2040
‘:\\275
FROM SERVICE REQUESTOR )
OR SERVICE PROVIDER/REQUESTOR
FIG. 2B-I

SERVICE PROVIDER/REQUESTOR =



méssagé tk an operator asking for approval of the conpo- nent |ist.
Approval gcould al so be done autonatically by checking the entitlenent

dat abase for information already entered in block 622 of Fig. 5A, (in the
case of a SP approving a request froma SR) or by checking the support

dat abase for information already entered ifMgock 662 of Fig. 6A (in the

case of a SR approving a request to enroll |t froma SP). For exanple, a SP
may have already pre- pared an entry in its entitlement database contai ning
all the information about a specific SR and a conponent |ist, 25 but
with an enroll nent status of "not enrolled". If this was done, a matching
enrol I ment request received fromthat 295
/ .
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SR can *be
"enrol |l ed".

ppr oved autonﬁtically, and the status of the entry changed to be
For those conponents that are approved, block 722 updates

entitlenment] database 270 or support database 203, and sends a validation

response bagck to the SR or SP in block 730. The SR or SP

recei ves the

val'i dation response and updates its support or entitlenent database to
indicate that the enroll nent request has begmyeapproved. For those

conponent s

SP receives

dat abase td
conponent s.
built in th
Hi er ar chi ali
det er m ned,

not approved, a reject response is sent in block 731. The SR or
the reject response and updates its support or “entitl enent

i ndi cate -that the support has been_rejected for- these

The remai nder of our exanple service network of Fig.” 1Cis

e sane manner as discussed above. Ill. Solving problens in a
Servi ce NetworKk Flgs 8-12 shomﬁﬂEM/problens are detected
L and . :
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réportéd either by a service requestor or for a service requester renotely
by a service provider. These flowharts are executed by processors 111, and
131 of SR 110, and SP/R 130, (Fig. 1A) by el enments Resource Manager 220,
UPPR utility 247, PAR utility 244, SSF 248, RAS utilities 240, RAS Manager
241, and PDPs 246 (Figs. 2A and 2B). For rp of this discussion, SP
150 is considered to have the elgments of R 130 as shown in Fig. 2B if
renot e probl em detection and detr@rnminationms to be perforned. Block 801

if answered affirmatively, |ooks for errors _.on a |ocal systemby calling
suhroutine 900 of Fig. 9. Referf®ng nOMItOSEig. 9, OS 210 causes RM program
220, using RAS manager 241, to désllect systtbkm data at bl ock 310. As

described in the above-nentianed patent_appljca-
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26 tions, hardware and software conponents of system 110 contain within

t hensel ves "vital product data" (VPD) which can be read out to identify

their part nunbers, engineer- ing-change |levels, programcode |evels,
and so forth. This data includes a type nunber, nodel nunber, and serial
nunber for the systemas a whole and/or for a conponent. The RM program
reads VPD information fromeach conponent, 1eybstores it in a VPD table.

This table is stored with a systemresource manager (SRM) data base or

topol ogy file describing how the conponents are connecte this
data may be derived froma conventional configuration pr QQan1(not ghown)
execut ed whenever the SR Systemis reconfigured or expangéd. Cperatlng
system 210 then follows a conventional job queue £ :
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320 to execute systemtasks. Sone of these tasks may run concurrently with
other tasks in the queue. As each task is executed, OS 210 mai ntains an
envi ronnment record 322 describing the task being run and the state of the
system During this time, as represented by the dotted Iine 302, the RAS

utilities 240, Fig. 2, are capable of executing within there own subset of
the system Wenever an error condition occur

31?hghin a conponent, bl ock
330 causes the appropriate RAS utility to execu

e at block 331. Wen the
utility determnes the nature of the error, by reading status bits,

performng tests, etc.,-it wites an entry in the error log at bl ock 332.
Error-l1og entries have been described in connection with Fig. 2. The ERU

list derived fromthe error-log entry is a series of codes with atten- dant
probabilities that the associated FRU (that is, a hardware or software

Corrponent, or a nessage code ¢est N
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nating ‘an action to be taken) actually did cause the error. Control then

returns to block 330 in the utility which had witten the error-log entry.
entry in the error log, the event-driven
27 If the error
subset of the systen) block 334 creates a

Whenever a utility has witten an
RAS manager 241 executes at bl ock 333.
(error cannot be corrected by the
new entry in the problemlog, and wites into this record the data
described in connection with Fig.

I solation FRU |ist yet

is significant,

2, incl 44y the initial FRU list,
obtained fromthe error |og. Because no diagno- sis or-other analysis has
yet been performed, this initial FRUIlist"is usually longer than the
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tb be Wwitten in the problemlog. Block 335 then accesses a nessage (using
a conventional |anguage-selection utility in the systen) and displays it to
the systemoperator on his termnal 113, Fig. 1. The subroutine returns in
bl ock 930 to block 810 of Fig. 8. If errors were found, block 810 is
answered affirmatively and subroutine 1000 of Fig. 10 is called. Referring
now to Fig, 10, block 1001 checks to see if _the problemwas reported by the
systemor by the user. If reported by the 43646 this subroutine is entered
directly in response to a command entered by the user at term nal 113 (@)
ot herwi-se,, it is entered through block 810 of Fig. 8 being answered
affirmatively. If detected by the system control then proceeds to bl ock
410, where the PAR program 244 selects a particular PD procedure 246 y
according to the codes in the initial FRUIlist of the selected (or theEE:

first) problem Th?/seLeeLed

-

b
D—y
>
Gt
W
«
.EI
[}
s
[7]
>
(/)
1=
. o
)
oo ' 2
o
» == 82% =
8 - = o.‘
= [Ze BN 7] n v wvw
2 oo (N
— > < > > i
[
-
b
<L
]
v W\ o
= il S o &
1s > > N = >
o
b )
Q. e e & e e o
L e e« 8 e« a
U L]
o= *® e e e
> _ . .
; .. * e = e e = po—
o .
v - « D\ e . e o 8
QO “.w o o
o =‘ & o e o o o = Q
c L -, © =t +~ (&
S U)U-.o.: it
= w | -— TS Q@ oN
S w e U - o 0D E —
L V) — @ - > e |5
. QJQE'-_Q_-—
[} ~ O O —_— L O
e T N e * B R SR R v Ko
> QO a 3 3 - L (2]
g o= © v - »n L [
= £28w8C%o “
o O W © uv.’..'::' @
<EU 0 E - U - E = 4 oz
E Vo OO Sa @® u -
S Q . (O = & e w
«— ot T N d =g O (S5
— O c w 2 o g
< > O L o T O 5
- ;—‘WZ = - < At
L » >
= : L
1-' f Vo
o



PD procedure 246 executes at- bl'ock 420. PDPs have access to the
configuration data of the system and they can cause other PDPs to execute,
as indicated at 420. The explicit result of a PDP is one or nore codes
specifying a FRU, along with a failure. probability. PDPs are diagnos- tic
routi nes enploying decision trees controlled by the results of tests and/or
operator input. Block 424 wites into the problemlog entry the results of
the tests performed by the sel ected EP gﬁfcedure. More specifically, the
isolation FRU1ist field of the prcml ( |l og entry receives referenc
codes representing the 28 most probable failing FRUs, along with agfyde

desi gnati ng
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-~
the indentity and the exit point of the last PDP to exe- cute. Block 425
wites into the problemlog entry certain VPD codes relevant to the
probl em such as the nodel and serial nunber of the custoner system The
status of the problemlog entry changes to "ready" at this tinme. Block 430
converts the isolation FRU|list fromthe prob- lemlog entry into a synptom
string by selecting the nost likely failure(s) fromthe isolation FRU Ilist,
reformat- ting them and the code indicating the.PDP identity and exit
poi nt. Block 431 obtains custoner i#5f4fation, either fromcontact data base
201, Fig. 2, or fromthe operator, should he decide to override the
dat a- base information. This information includes the nane and tel epr@e .
nunbers of the person to contact at the customer site, and also inclif@es a
severity code for the problem This code is optionally assigned by the-
operator to indicate the urgen- _ _ o )
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cy for rlesolving the problem The operator may also optionally wite a
textual :description of the problemto be included in the service request at
this poiint. Block 440 then wites the actual service request into the prob-
lem | og:entry, according to the format described in con- nection with Fig..
2 and shown in Fig. 3B. (If the request cones fromthe UPPR process rather
than from PAR, the FRUIlist is in the formof a sequence of key words,
rather than nuneric reference codes, howeyer4g At this point, the status,
of the problemlog entry is "prepared.” It is possible that the operafgf
may decirde that the SR has a -problemeven though it has not itself. def@cted
any problem |If this hHappens, he selects this user-perceived problem

resol uti on (UPPR) .process by anot her command or function key at his
terminal (Fig. 1A). In this case, block 450 sel ects and displays a paﬂfl
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requesting certain information fromthe operator. Bl ock 29 452 accepts
i nput ¢ata and formats the operator's respons- es in terns of key words,
and wites themto a synptomstring, in the isolated FRU list field of a
new y-¢reated problemlog entry for this problem Block 453 detects .any

system probl em occurring during the UPPR process. |If a problemis
detected, control shifts automatically to the PAR process executes bl ock
420. If no error is detected, cortrol paii;s from bl ock 453 to bl ock 454,
to see if the problemis sufficiently is eﬁ@xt i.f not, control retq;gs to
bl ock 450, which then sel ects another screen, based upon the key MDQI)

generated by responses to previous
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#c?eens"The screens displayed by bl ock 454 may request certain actions,
ask questions about the system and display advisory information. \Wen

bl ock 450 determ nes that the problem has been sufficiently isolated,
passes to block 430 and the process continues as before. Block 460

control

determnes if the service request should be sent now or not. If the
probl em det ecti on and determi nation proc has been automatic up until
thls poi nt, block 460 is normally ansmer flrnatlvely . However, i®is

én- tirely possible that the problen1|dent|f|ed in the current problenrbog
ntry has been solved at this tinme;, that is, one-or nore actions taken Dy
"tlhe operator in response to- nmessages fronlthe initial or isolation FREH
l.i'sts has cured the fault in the custoner system The operator may thig;
i ed

qx|t t he process . - _ o-exit | f he decides to pr
By anal yzi ng addi {i onal probl ens and - _
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.,sendizng themall at a later tine, or by placing a voice call directly to a
CE or :product-support staff person. In that event, the service request
remains in storage with a status flag set to a "prepared” status,
indicating it is ready to transmt to the service system If he elects to
continue with problemresolution, or if the problem has been automatically
detected and is supposed to be automat- ically sent, block 462 sends the
service request to the SP or SPs identifie hg support database 280 as
supporti ng, 30 t he. conmponent suspected { ailing.- Normally, only one SP

supports a conponent, -but it may be desirable to receive support froqzﬁany
different SPs for a particul ar conpo-
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nent. Block 465 updates the entry in the problemlog to indicate that the
probl em has a status of "sent". The subroutine returns in block 1010 to

bl ock 820 of Fig. 8. Block 820 determi nes whether a. SP/R wants to perform
renote probl em detection and determ nation on an SR that it support-s. | f
so, an operator at the SP/R console (which is a special one of the
termnals 133 or 153 of Fig. 1A reserved for network operat.ors) is
connected renotely with the SR and is pernpgjfd to sign on to the SR
conputer system O course; the operator nmust have been given a user id and
-password to enabl e access on the -SR system Once connected, however, the '
operator at the SP can initiate the brouti nes shown in Figs. 11 and 12 to

performrenote problem detectioff argaggteryrination. Figs. 11 and 12 are
very simlar to Figs. 9. and 10\with the/follow ng nodifications:

651 652~\

DISPLAY

MAIN MENU

(FIG. 6B)
661

v
PROMPT FOR

INFORMATION
(FIGS. 6C-6D)

" WORK N\
WITH SERVICE
PROVIDERS

1 660

ADD/
CHANGE SERVICE
PROVIDER

UPDATE
SUPPORT
DATABASE

663 \662

 SEND
ENROLLMENT
REQUEST T0 SP

' 664 1
i . N
' UPDATE SUPPORT | -
_«—| DATABASE WHEN

.| SP VERIFIES OR -
REJECTS REQUEST

FIG. 6A



i ndi cates whet her an operator is available at the SR
to performtasks at the SR If not, the panels presented at bl ock 1261 are
nodified to elim- nate tasks requiring an operator at the SR Wthin the
PDP executed at block 1220, it is determ ned whether an operator is present
on the SR, and, if not, panels pre- sented by the PDP, if any, are |ikew se
nodi fi ed. The absence of an operator in the SR may result in |ess isola-
tion of the problem being acconplished. |If a problemis detected, block
1270 extracts information fromthe SR nord®Bfy used to prepare a service
request to search-its solution log for a fix (effectively skipping tgrplock

1611 of Fig. 16A, since no service request is necessary). If a fix i t
found, the SP/R becones a service requestor and prepares a service rgghest

for the SR with the problemin

(/’

Bl'ock 1260 (Fig. 12)
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31 bl ock 1275. The SP/ R sends the service request to the SP(s) indicated
as supporting this conponent in the SP/R s support database in block 1280.
The subroutine returns in block 1290 to block 830 of Fig. 8. The renai nder
of Fig. 8 will be discussed in sections IV and V. In.the preferred

enbodi ment, the session required to perform-renote probl em detection and
determ nation is an APPC session (LU 6.2) in an APPN network, although

ot her types of known connections, such as | eased, switched or public data
network, could also be used. Fig. 15 shm@k)Jyafunctions that can be
performed by a service provider. This flowChart is performed by procqﬁsbr
131 or 151 of SP/R 130 or SP 150 (Fig. 1A), by problem O
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-

cohtrol‘progran1295 (Figs. 2B and 2C). Block 1501 checks to see if there

are any service requests to process. |f so, subrroutine 1600 of Fig. 16 is
Bl ock 1601 checks to see if there are any service requests to

cal | ed.
pro- cess. |If so, block 1602 checks its entitlenent database to see if the
is entitled to receive service for the
nmessage is sent to the SR

SR that sent the service request
conponent suspected of failing. If. not, an error
| returns to block 1601 to | ook for nore service

in block 1605 and contr ol
If block 1602 is answered affirmatively, block 1603 checks -to
i i If so, -

requests.
see, if this service request was recei\eggqpreviously fromthis SR
bl ock 1605 sends- an error nessage to the SR If not, block 1610 creates an
entry inits problemlog to indicate that a service request was received.

Bl ock 1615 updates the console at the SP. Block 1611 searches sol uttNon | og

262 for possible solu-
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‘tions-to the problem Solution |log 262 contains solutions for problens with
har dwar e, software, and m crocode conpo- nents. Block 1620 checks to see if
t he nunber of matches exceeds the threshol d specified during the enroll nment

process 32 (Fig. SB). If so, support personnel at the SP is notified of
the problemin block 1621 via link 285 so that appro- priate hunman
I nterivention can be perfornmed. |If not, block 1630 asks if no matches were

If no matches were found, bl ock 1631 checks to see if another SP

supports this conponent. Another SP supports this conmponpent if a) the
serV|§e request. contains a destination 12B/4pecifying
: -
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the network 1D and control point of a specific service provider, or b) the
support database indicates that anoth- er SP supports this conponent. If
not, ‘bl ock 1625 checks to see if this service request is a problem _
prevention request  (which will be discussed in nore detail in Section V).
If so, a nessage is sent back to the SR that no fixes for unreported

probl enms were found. If not, the support personnel at the SP is notified of
the problemin block 1621. If block 1631 i 25#86wered affirmatively, block
1640 forwards the service request to the supporting SP or SP(s) via link
275. Block 1645 then sends a nessage to the SR indicating that the service
request has been forwarded to another SP. Bl ock 1646 updates the status in
the problemlog in the SP to "SENT," and updates the console in the SP.

FIl ow of control returns, back to block 1601 to | ook for nore service
‘requests to process. :

710

ENROLLMENT
REQUEST TO
PROCESS

721

SEND REJECT
RESPONSE >

REQUEST
APPRQVED

¢
722 S

™

UPDATE ENTITLEME
OR SUPPORT DATABXEE

730
™

Le——] SEND VALIDATI
- RESPONSE ON

-~

FIG. 7



| f* bl ock 1630 is answered negatively, a nmanageabl e nunber of matches were
found injthe solution |og. Bl ock 1633 stores the solution information,

whi ch spgecifies the solution for the current problem in the problemlog in
the SP. {The solution informati on may contain one or nore of the follow ng
types off information: -- Instructions to the operator at the SR to take
sone actgon to resolve the problem (e.g., reset a control, reconnect a

cabl e, || -a communi cations carrier servé %epresentative) -- Alist of
part nurgbers identifying hardware 33 ¢ ﬁg%

_ ents for installation by the
custonerf or by | -

( sTART

801 .
LOOK -
“FOR ERRORS ON “\_YES EaékLngﬁoﬁgR'
LOCAL SYSTEM SUBROUTINE
? (FIG. 9)
/
No| - 900
810
NO LOCAL
e ERRORS_FOUND
YES .
1000~ | CALL LOCAL PROBLE!
. BETERMINATIOR o0
SUBROUTINE
(FI6. 10)
1100
i 4
820 N —
LOOK CALL LOOK FOR
FOR ERRORS ON YES REMOTE ERRORS
REMOTE_SYSTEM §E§EOU}{§E

FIG. 8A



resolving a software or mcrocode problem Block 1651 adds the "ANSWERED"
status tp the entry in the problemlog in the SP.. Block 1655 checks to see
if the splution information is to be sent automatically by check- ing the
information inputted into the contact database during the enroll nent
process. ilf so, block 1657 requests that the SR send a current copy of its
solutionilog to the SP. Although the SP' 274&6 ution | og contains data from
the SRthat it is aware of, it ig_possible that the-SP's solution | og does
not contain the nost up to date<§;}ﬂLﬂﬁb_Fi0n This can occur if the SR
received-solution informa- tion om another SP, or if the SR<eceived a]
conponent from anot her source not in the network.

a éervibg representative -- A list of software or microcode conponents for

_ 4
CALL LOCAL PROBLEM
DETERMINATION
r SUBROUTINE
(FIG. 12)
4
- i CALL SEND
ADVISORY \YES ADVISORY
TO' SEND , " SUBROUT INE
£30 k (FIG.$13)\
1
a0 300
REQUEST CALL REQUEST
FIXES FOR SUPPORTED FIXE -
PROGRAMS (FIE? §E§R0UTINE
14007 l

890

FIG. 8B
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Bl‘ock 1660 conpares the solution log sent fromthe SRwith its own sol uti on
log to see if the SR has already received al.l of the solution information.

If so, the previously sent solution information did not fix the problem so
bl ock 1656 notifies support personnet at the SP, as well as the SR If not,
bl ock 1662 orders hardware for the SP, sends to the SP repl acenent software
conponent s, and/ or sends m crocode conponents not already present on the

SR Block 1663 sends all of the solution igfpgnation along with the problem

ID to the SR and updates the sol ution log in the SPin block 1665 to
Bl ock 1666 updates the

reflect the solution trang- ttea TO
console at the SP, and fl ¢w éS ] Q to block 1601 to | ook for
ot her service requests tojgr TI&Q uproutine returns in block 1699 to

bl ock 1502 of Fig. 15.
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34" Fig. 19 shows the steps system support facility 248 of the SR perforns
when it receives the information transmitted to it in blocks 1662 and 1663.
Bl ock 1920 receives the solution information fromthe SP and stores the
entry in its problemlog corresponding to the problemID and in its
solution log. Block 1920 al so checks its problemlog to see if the problem
ID sent with this solution information corresponds to a service request
received fromanother SR If so, the solution information is sent to the SR
that sent the request. Block 1925 chan the status of the entry in the
probl em |l og to ANSWERED. The SR receives /ﬁg har dwar e, software, and/or

m crocode conponents in block 1930, and updates the solution status field .
in the sol u- : :

LOCAL PROBLEM
DETERMINATION| [ ~ 1000
SUBROUTINE .

1001

-~ SYSTEM §
OR USER PERCEIVED >USER
PROBLEN - -

450

y

SELECT PDP | 160y ANEL

; TO USER i
420 l' + 452 -

N execute PDP AV
: GET RESPONSES
FROM USER

52y

\

UPDATE ENTRY
IN PROBLEM LOG

430 453

\

<~ ERROR ™~
DETEgTED

BUILD SYMPTOM +
STRING

A 4

454

PROBLEM
ISOLATED

FIG. 10A



tion log in block 1935 to indicate that the hardware, software, and/or

m crocode has been received. The conpo- nents are forwarded on to the
requesting SR, if any. Block 1950 then asks if this solution should be
installed on the conputer system Block 1950 may be executed in- stantlyl
or several hours or even days or weeks later. Human intervention may be
desirable in making this deci- sion, or the decision nmay be nmade based on
information inputted into the automatic i 39¥46lation field in the support
dat abase during the enfoll nment process. For exanple, the Software Fixit
Shoppe may decide to automati- cally install all solutions for conponents
supported by -the Really Big Conputer pany, but not for conponents
supported by Sam s Spreadsheets. |f bhN€k 1950 is answered affirmatively,
bl ock 1955 ap- plies the solution to the system and: bl ock 1960 updates

431

GET CUSTOMER
INFORMATION .

| M

WRITE SERVICE
REQUEST

. 460

SEND
SERVICE REQUEST
NOW _

462
C

SEND SERVICE
REQUEST TO .
APPROPRIATE
SP(S)

UPDATE ENTRIES
IN PROBLEM LOG
AND SOLUTION LOG

1010
y

~ RETURN '

.

| FIG. 10B
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t he ry in the problemlog by adding the status "FI XED'. Bl ock 1960 al so
updates the entry in the solution | og by adding the status of "APPLIED".

Bl ock 1970 asks if the soluti:on is verified. This block is answered
affirmati vel y when the system has been tested 35 and the problemthat
initiated the service request is no |onger present. This verification
process can be done automatically be restarting the problemdetection flow .
chart of Fig. 9, or can he.done—maruatiy v?%/%ﬂnan inter- vention. Block
1970 coul d therefore be §x GQokedornstantly or after a considerable delay. -

| f block 1970 is answered OTHHERROBSY | bl ock agai n updates the problem
|l og to add SUBROUTINE .

SELECT REMOTE

YSTEM _AMONG
EIST OF SRs

|l

COLLECT -
SYSTEN DATA
EOR SR.

FOLLOW
WRITE ERROR
JOB QUEUE | WRLTE ERR

4 FOR SR

UTE EXECUTE RAS
Eé%EICATION MANAGER
g%OGRAM FOR | .

EXECUTE
 RAS UTILITY

WRITE PROBLEM
LOG IN SR .

MAINTAIN
Le—] ENVIRONMENT
RECORD FOR SR

_
DISPLAY
MESSAGE

h
{ RETURN )

FIG. 11




—tte-status of "VER FIED'. Block 1980 notifies the SP that the problem has
been verified so the SP can update its problem | og. Bl ock 1985 again
updates the status to "CLOSED' when all activity concerning the problem
is conpleted. IV. Tracking Problens in a Service Network Most problens in a
service network can be tracked each tinme a new status is added to a problem

|l og entry, or when a service request is sent and received. An SP will be
able to track all problenms for which support is requested fromit in this
manner . However, problenms occurgspggon SRs for which it has not received

a support ‘request will not normally be known to the SP. An "advisory" is
used to provide this additional information. An advisory can be used by any

systemin th vﬁce network to informone or nore other systens in the
SOrV1 e NTRIROTE PROBLER | | | |
DETERMINATION
SUBROUTINE

1260

N
SYSTEM - ' g
OR REMOTE USER N USER | DBETERMINE IF |
_ SYSTEM
PERCEIVED IS ATTENDED

PROBLEM
?

| | 1261
ss s [

SELECT PANEL TO
DISPLAY TO USER AT

SELECT PDP f§¥TENBéB§ SR (IF
FOR SR WITH |
PROBLEM = 1
1220 If—
B\ 4 GET RESPONSES
T T 4
" PROBLEMT L TH | U1F ATTENDED)

1l

UPDATE ENTRY [N
PROBLEM LOG FOR S ERROR
HITH PROBLEM AND SP DETELTED

[ -

BUILD SYMPTOM
STRING FOR SR

PROBLEM
ISOLQTED

S ®

FIG. I2A



that octurred with another systemin the service network. Therefore,

advi sories can be used to supplenent the status information received via
servi ce requests about other systens in the service network. Referring
again to Fig. 8, block 830 checks to see if there are any advisories to
send. I'f so, subroutine 1300 of Fig. 13 is called.- Block 1303 builds an
advi sory nessage. The "advi sory nessage contains the conponent ID, textual
and/ or encoded 36 information about the problem and information

i dentifying the sender of the advisory. Block 1304 sends the advisory
message to appropriate SP(s) or SR3J46This is determned _ -

1270 . ' 1300
SEARCH SOLUTION | SEND ADVISORY
| Lo6"FoR FIX_ | SUBROUTINE
127 l 13
5\ | 1303\\1~
PREPARE SERVICE |
REQUEST IF FIX | BV ory
| NOT FOUND . .| MESSAGE
1280
- _ﬁl | 1304 l_
SEND SERVICE
REQUEST TO NESSAAEERT
 APPROPRIATE | APPROPRIATE
SP(S) B - SP(S)" OR
1285 .l | )
~_ . 1520 l
UPDATE ENTRY IN '
PROBLEM LOG FOR S |
SR WITH PROBLEM | (L_ReruRn )

1290 l

\C RETURN ) FIG. I3

FIG. I12B

- [ P



by’ checki ng -support dat abase 203 and/or entitlenent data- base 270 to see
which SP, SP(s), SR or SR(s) support or are entitled to receive advisories
for the specified conponent ID. Alternatively, the conponent ID field may
contain special broadcast data, indicating that this advisory should be
sent to all SPs or SRs referred to in the support and/or entitl ement

dat abases. The subroutine returns in block 1320 to bl ock 840 of Fig. 8.

Bl ock 840 and subroutine 1400 will be discussed |later in section V.
Referring now to Fig. 15, block 1502 asks 34/46here are advisories to
process. If so, subroutine 1700 ' 1 calT¢ Bl ock 1701 checks

to see . if there are any advisori
the console to indicate the nat
returns in block 1790 to bl ock
Fig. 15 will be discussed

. | f| ojufyy ock 1770 updates
ngf»ﬁJ‘ﬁEeived. The subroutine

| bcks 1503 and 1800 of

DEFINE PROBLEM
PREVENTION |- 1401
| REQUEST -

t

COMPONENT
TO REQUEST PROBLEM
: PREVEQTION

RETURN

' YES
1414

= CUSTOMER ,
INFORMATION

%]

BUILD SERVICE
REQUEST -

1450

SEND
SERVICE REQUEST
N NOW '

YES

SEND SERVICE
<4——1 REQUEST T0

- APPROPIATE SP

FIG. 14



later in section V. Not e that subroutine 1700 is al so executed by SSF 248~
ina SRif the SR has a consol e. Through the use of advisories and service
requests, in conjunction with information stored in problem]logs, solution
| ogs, and contact databases on various systens in the service network, a
wealth of information is available for analysis and nonitoring. For
purposes of illustra- tion, lets assunme that our friend Pete of Pete's
Catering is using his reci pe database and can't find his favorite meat | oaf
reci pe. He uses the flowhart shown on Fig. 10 to isolate a user reported
problemand wite a service request 35748 ock 440. Bl ock 460 determ nes
that the SP that supports fixing the recipe database is the Software Fixit
Shoppe, so the service request is sent there. The Sof tware Fixit Shoppe
executes the flowhart of Fig. 16 and finds the solution to the problemin:
its solution | og :

START

1501 . - 1600
- \

CALL PROCESS
SERVICE REQUEST
SUBROUTINE
(FIG. 16)

PROCESS _
SERVICE EEQUESTS

1700

1502 | b
' CALL PROCESS
PROCESS
ADVISORIES YES | | ADVISORIES

SUBROUTINE
(FIG. 17)

//1800

CALL PROBLEM
PREVENTION
SUBROUTINE
(FIG. 18)

1503

PERFORM |
PROBLEM PgEVENTION

1590

"FIG. I5



]
7°-- tHe neat loaf recipe itself, a software conponent. It sends the

solution information and the neat |oaf recipe to Pete's and updates its
probl emj! og. Pete receives the recipe and the solution information and
updatesiits prob- lemlog and solution | ogs. System Support Facility 248 at
ete's ¢atering has the ability to extract information contained in its

robl emilog to display for the operator the status of any problem at any
oint in time. Exanple screens shown to3ghgs opera- tor at Pete's after the
roblem:with the neat |oaf recipe has_been answered are shown in Figs. 20A
nd 20B.. Figs. 20C and 20D show exa 'bﬁﬂégseggﬁvf&om tp the operator at

2
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E

t hé Sof t'ware Fixit Shoppe displaying the status of the sane problem
Alternatively, a console at the Software Fixit Shoppe could be used to
graphically nonitor the status of the entire service 'network or a portion
of the service net- work. An exanple of what a console at the Software

Fi xit Shoppe mght look Iike after a service request is received from
Pete's Catering is €Eagn~in Fig. 21. "Each SR and SP in the network that

t he operator wants see I's displayed on The_screem — Pfﬁff#%ﬁﬁjﬁ—44¥}-37/46
vari ous conputer systens in the network are qpl ayed iconically ereg the
I cons representing the conputer systens change”/i n appearance to ect|.the’
status of that conputer systemin the:G§ worky Fig. 21 shows a solfTd lijpne

to Pete's Catering, which is represent  BQx made of dashed |} nes.

Thi s represenf tation.synbolizes t hat a_: K?kﬁﬁs :qu§%§ has been rfcei ed

HRE§HOLD.

ANO%EEE SP
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NOTIFY Su .
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| UPDATE CONSOLE N\ 1621
- : L& . _ . )
-, 1627 '

L] NOTIFY SR >
FIXES FOUNgO -
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frén1Pef@'s t hat has not been answered yet. Joe's Deli and Lefty's

Sci ssorsjare shown connected by solid lines to:solid boxes. Thi s
represents that Joe's and Lefty's conputer .systens are up and running
normal | y: WIllie's Wgets is connected by a solid line but with a box
made of dots. This represents that a problemreported earlier by Wllie has
been answered by the Software Fixit Shoppe. 38 The consol e at the
Software Fixit -Shoppe al so shows that one of the SPs, Sam Spreadsheets, is
represented by a box made of stars. This indig Gages that an advi sory has

just been reeeived fromSanms. T per at or can press g-Rhunc- tion k to
di splay additional infor mat ion a t he e 9@
‘ 1633 ' 1640
STORE SOLUTION : SEND SERVICE
IN PROBLEM LOG . REQUEST TO
IN SP - | SUPPORTING
1651 l SP(S)
1645 _
\\ CHANGE STATUS .
OF ENTRY IN _ - NOTIFY SR
PROBLEM LOG
- IN SP TO 1646 —
TANSHERED® UPDATE PROBLEM |
1L0G AND CONSOLE

1655

SEND
AUTO@ATIC :

1657

GET CURRENT
SOLUTION LOG
. FROM SR

4

1663
10N . =
SEND SOLUTION
—» INFORMATION AND
PROBLEM ID TO SR
- , - 1665\ l .
NOTIFY SUPPORT  }—p- - :
: \ UPDATE SOLUTION
PERSONNEL AND SR UFDATE 30
1662 - _ :
\\ ) 1666\ |
SEND/ORDER HARDWARE, : UPDATE CONSOLE
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advi sory. The choice of representations of systemstatus on a con- sole is
a design choice up to the designer or even the operator. If the console
supported color and a variety of attributes, the icons could change col or,
bl i nk, become brighter or dimer, or otherw se change to indicate a change
of status. For exanple, a red blinking icon could represent that a service
request has been received but not answered. V. Problem Prevention in a
Service Network A. Service Reauestor Instiaated As has been di scussed, a SR
can perform probl em prevention on i tsel f 38446 equesting any known fixes to
problens for a Iist of supported conponents. As Fig. 8 shows, block 840 -
asks if fixes are requested for supported programs.: | f so, subroutine
1400 of Fig. 14 is called. Bl ock 1401 : '

_1 { PROCESS
17007 | ADVISORIES
 SUBROUTINE

~ADVISORY ™
TO PROCESS

UPDATE
~ CONSOLE

FIG. 17



i -
defi nes ‘tthe type of problem prevention request desired. Problem prevention
can be done at time of enrollnent, where the SR desires to receive al
fixes for all compo- nents it is requesting the SP to support. Problem
preven- tion could also be done periodically for a particul ar conponent.
For exanple, Pete's Catering may decide that it wants to be continually
updat ed on changes to its Spreadsheet program Therefore, on the first of
every nonth, a request is generated automatfiP{48 1y by Pete's systemfor
probl em prevention for the spreadshg ogT am—Prebempreventi on coul d
al so be done at the request of an OJEE%géﬁq?gﬁO ItEMSR f or | que 1800 nor e
sel ect ed conponents. 39 I UBROUTINE
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Thé i nférmation needed to determ ne the type of problem prevention request
desired is stored in support database 203. Referring again to Fig. 14,

bl ock 1410 asks if there is a conponent to request problem prevention.

If so, block 1414 gets the customer information fromthe contact data-

base, and bl ock 1420 wites the service request shown in Fig. 3B2. The
service request of Fig. 3B2 contains fields. indicating this service request
is a problem prevention request for a specified conponent ID. .These fields

re- place the synptom string” i st fiedldd6associated with a service
request generated when ther &i 9 8Rknghn probl em such as that shown in Fig.
3B1. Bl ock 1450 asks if the serviJce request shoul d- be sent now. |f so,

bl ock 1460 determ nes wygph SP(s) supports the conponent associ- ated with
the service request by cheCki ng §he support :
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\ . .
: 1975 | YES
G AT i
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e
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1960 na 4
\ UPDATE STATU | FIC
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idat abasé, ‘and sends the service request to that SP. In either event, flow
‘of control returns to block 1410. Wen bl ock 1410 deternines that al
‘requests for problempre- vention have been satisfied, the subroutine
;returns in block 1490 to block 890 in Fig. 8. The service request is
:received by the SP and is processed by executing the flowchart of Fig. 16,
: as has been dis- cussed. B. Service Provider Insticated A service provider
can al so perform probl em prevention on any sqkyige requesters that it .
The SP checks to see if it has any séﬂutions to problens that one

supports.
or nore SRs that it supports has but has not reported or discov- ered ygir
it want sA0

This is shown in Fig. 15. Block 1503 of Fig. 15 asks the SP if

perform probl em prevention. |If so, subroutine 1800 of Fig. 18 is calle N

Bl ock 1802
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I Ll . B
searches; entitlement database 270 to see what conponents a 40 SR is
entitledi to receive fixes for. Block 1805 searches the solution log for all

fixes having information in the requisite field that indicates this
solution is available to be sent in response to a problem prevention
request instigated by the SP. It nmay be desirable to limt prob- |lem
prevention to only fixes reported by the SR to have fixed the problem
(thereby having a status of "VERI FIED'), 43y4gvoid needl essly transmitting
Bl ock 1807 requests that the SR send a currﬁﬂh
O.

fixes that did not work.
copy of its solution log to the SP. Although the SP's solution l.og

contains: data fromthe SR that it is aware of, it is
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pos

Jnformation. Thi s can occur ,
her SP, or if the SR received a conponent from another source not in

net wor K.
solution log to | ook for solutions undetected or unreported by the SR

anot
the
own
(not
unr €
send
i nst
SR’
at -t

he SP, and returns to bl ock 1820 to | ook for

sibl & that the SP's sol ution | og does not contain the nost up to date

if the SR received solution informati on from

Bl ock 1810 conpares the solution log sent fromthe SRwith its

present in the SR solution log). Block 1820 sees if there is an

ported problemto fix. If so, block 1850 #4/dérs the hardware part(s),s
s the software conponent(s), mcrocode conponents) -and/or textugk

ructions to the SR

Bl ock 1860 sends the solution information to

Bl ock 1870 updates the solution | og, the problemlog and the consofyl
nore probl em preven- tiogn

to perform When bl ock 1820 is answered negatively, O
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t hé subroutine returns in block 1890 to block 1590 in Fig. 15. When t he
SR receives the solution information, it executes the flowhart of Fig.

19, as has been discussed previously. Wiile this invention has been
described with respect to the preferred enbodinent, it will be understood
by those 41 skilled in the art that various changes in detail may be
made therein without departing fromthe spirit, scope and teaching of

t he-invention. Accordingly, the herein dis- closed is to be limted only as
specified in the follow ng clains. o
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427 CLAIFMVS 1. A Met hod for performng problens prevention in a data
processi ng network having a service provider and a plurality of service
requestors, said nethod conprising the data processing network inplenented
st.eps of: searching a solution |og at said service provider for an entry
that contains solution information in response to a service request froma

sel ected service requestor identifying a problemin a particul ar hardware
or software conponent at said sel ected §grxgce requestor; transmtting said
solution information to said sel ected ser6|ce requestor; idendfling other
service requestors within said data processi ng netwrk having said
particul ar hardware or software conponent; and automatically transmtting.

said solution information to said other service requestors within said data
processi ng network w thout receiving additional service
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- .
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requests fromsaid other service requestors wherein probl em prevention may

occur. 2.

The met hod of " claim1,
“determning if said selected service requestor
transmtting said selected solution information. 3.

further conprising a step of
is entitled service prior to
- A met hod of

‘berforrri ng problem prevention in a data processing network having a service
provider and a plurality of service reqguestors, said nmethod conprising the

data processing network inplenmented steps of:

creating a solution | og at

‘sai d service provider having a plurality of entries each containing
solution information for a problemidentified with a particul ar hardware or

sof t war e sopsihaticminforntation isaitcmalidally gemao b dnputérsysiem

.and automatically

transmting selected s@lution infomation to a particul ar service requestor
wi thin sdh¢ abovse patente applicgtiont repregerits) a significant tadvancemean tin f the aficldnobf
said particular service requestor and sel-ected conponents at said

par t i cul semputey isysiemeguvics. o Homexer ithis

This is the replacenment sheet

[couiputemspstemaiequiviagneyvics cauld only

send service requests 10 one central service system. In addition, if the central service

system could not find a fix for the problem in its database, it had to notify a support
center where a human being would have to look into the problem further. The central
service system could therefore only automatically fix a subset of the problems likely to

be encountered by the computer systems looking to it for service. This problem is

magnified when one considers that most computer sfstems today contain hardware and

software manufactured by several different vendors. In addition, computer systems can
be radically different in hardware and software configurations and capabilities. It is
unlikely that one central service system will be able t adequately service the diverse
problems likely to be encountered by perhaps hundreds or thousands of computer
systems depending on it for service. This computer system also lacked the ability to

efficiently track the resolution of problems, or to request of receive problem prevention.

According o one aspect of the present invention there is provided a method for

performing problems prevention in a data processing network having a service provider

and a pldrality of service requestors, said method comprising the data processing

network implemented steps of: searching a solution log at said service provider for an

* entry that contains solution information in response to a service request from a selected

service requestor identifying a problem in a particular hardware or software 'compohcnt

at said sclected service requestor; transmitting said solution information to said selected

service requestor; identifying other service requestors within said data processing

'network having said parucular hardware or soﬁwaré-component; and
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43 4. A problem prevention data processing network, said problem
Prevention data processing network conprising: a service provider having a
solution I og which includes at | east one entry containing solution
information for a problemin a particular hardware or software conmponent

W thin said data processing network; a plurality of service requestors;
means for searching said solution Iog #n response to a service request from
a sel ected service requestor identifying a problemin said particular

For 't onSHPRIY %ﬁ&%ﬁ?ﬂ%??”% B tromarign ot 3acrbe: SRS, s

~requesto | f 0, Rﬁ; S S dat a
processi ?{b‘hﬁg ar&g%&&'ga'*gp%gr%l cu arg&\é%'ﬁ one i‘,§f a%eg‘grﬁég
aut omat i gal l)%ﬁe{: sai d other service
requestors within sai at gssglr’%ce(s)‘;s ?Gm%?{?g%*)ﬂ%{)recei vi ng addi ti onal

service ' equeshgeording'ts ahbtnet Q%Ectstﬁrtt{é preskRGhieerhioh w8 S8 prdVided a method
of performing problem prevctition in a data processing metwork having a service
provider and a plurality of service .requestors, said method comprising the data.
processing network implemented steps of: creating'a solution log at said service provider
having a plurality of entries cach containing solution information for 2 problem identified
with a particular bardware or software component within said data processing network;
and automatically transmitting selected solution information to a particular service
requestor within said data processing network in response o aa identification of said
particular service requestor and selccied components af said particular service requestor
- wherein problem prevention may occur. | -

According to still another aspect of the present invention there is provided a
problem prevention data processing network, said problem prevenﬁbn data processing
network comprising: a service providér having a solution log which includes at feast one

" entry containing solution information for a problem in a particular hardware or software
component within said data processing nctwork a plurality of service requcstors, means
for scarchmg said solution log in response to a service request from a selected service
requestor identifying a problem in said pa:ticular hardware or software componem at
said selected service requestor; means for trammiuing said solution hlfomlaﬁon to said |
selected service requestor; means for identifying other service requestors within said data

~ processing network having said - particular componcm, and mcans for automancally
transmitting said solution information to said othex service rcqucstors w:thm said data |

_ procssmg network without recciving additional service requests from saxd other semce

requestors wherein problem prevennon may occur.

Thls is the replacement sheet
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probl em preventi on may occur. 5. - The network of claim4, further
conprising means for deternmining if said selected service requstor is
entitled to request a service request prior to transmtting said solution
knformation. 6. A probl em preventi on data processing network, said
probl em preventi on data processing network conprising: a service provider
havi ng a solution log which includes a plurality of entries each conining
.solution information for a problen1ideﬂ?ified with a particul ar hardware or
sof tware conmponent within said data processing network; a plurality of

hf or mat] on Lo SReif o TR bt Bt TR e Brecknd [FRREYY e oS Brshidedet g

network i grobRmPPiR9Endon -dita 'p6d¥stihg GRIWAR, Hid profiém prevention data processing

' network comprising: a service provider having a solution log which includes a plurality
of entries each containing solution information for a problem identified with a particular
hardware or software component within saxd data processing network; a plurality of
service requestors; and means for amoma_ticallﬁ transmitting said solution information to
a particular service requestor within said data processing neiwork' in response to an
identification of said particular service requestor and selected components at said
particular service requestor wherein problem prevention may occur. '

According to still another aspect of the present invention there is provided a

‘method for performing problem prevention in 2 data prpcessiig fletwork having a service -
provider and a plur_ality of service requestors connected to said service proﬁdu, said
method comprising the steps of: searching in an eatitlement database what components
said sen'o.'i.cc. requestor is entitled to receive fixes for; searching a solution log in said
setvice provider for an entry that contains solution information in response to a service
request from a selected service requestor identifying a problem in a .particular hardware
or software component at said sclected service requestor; idémifying other service
requestors within said data processing network having said particular hardware of
software component; and transmitting said so;ution information to said selected service
requestor to store the solution log in said service r,e_qucstor;-' and automatically
transmitting said solution information 10 _oihct said service requestors within said data
processing network without receiving additional service requests from said other service
requestors wherein problem prevention méy occur to update the solution log in other
said requestors. | |
Fig. 1A shows a simplified service network of the invention.
Fig. 1B shows a more complex service network of the invention.
Fig. 1C shows an exemplary service network of the invention. This is the replacement she!
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- said particular service requestor and sel ected conponents at said )
particul ar service requestor wherein probl emprevention may occur. 7. A
nmet hod for perform ng problem prevention in a data processi ng network

havi ng ' 'lfr and a plurality of service requestors connected
to sai*ﬂlﬂ““““ﬂﬂuﬂnr“u , said nmethod conprising the steps of: searching in
an entitfl edent dht abas’e what conponent gz2sai d service requestor is entitled
to receive fixes for; searching a solution log in said service provider for
an entry that contains sofution information in response to a service
request froma sel ected service requebABMS dentifying a problemin a
particul ar hardware or software conponent at said sel ected service

request or: i derft imethod for pesfomaing i preblemg prevesion vint hidatasprogessinga ngmockessi ng
net wor k havi ng -sal’d particul ar hardware of software conponent; and

transmtt lj’gsaamlpﬁ?‘fiﬁﬁ ek b?h’ﬁ%‘?%&ftsﬁ_"%@i tequestars: said smethad eompaising t or
(075101 L S b el o U551 O 21

searching a solution log at said service provider for an entry that contains

solution information in response to a service request from a selected service requestor
identifying a problem in a particular hardware or software componcnf at said selected
service requestor; | | '
| transmitting said solution information to said selected service requestor;
" identifying other service requestors within said data processing network having
said particular hardware or software component; and - .-
automatically tansmitting said solution infogmation to said other service
_requcstors wlthm said data processing network without recciving additional service
 requests from said other service requestors 'w_r'héréi'xi'[;roblem piévcﬁﬁoﬁ may occur.
2. The method of claim 1, farther comprising a sicp of determining if said selected
service requestor is emtitled service prior to transmitting said selected soution
information.
3. A method of performing problem prevention in a data processing network
having a service provider and a plurality of service requestors, said method comprising
the data processing network implerented steps of:
creating a solution log at said service provider having a plurality of entries each
 containing solution information for a problem identified with a particular hardware or
software component within said data proceséing network; and | |
autornatically transmitting sclected solution information to a particular service
| requestor within said data procwsin'g'netﬁork in response to an identification of said
~ particular service requestor and seiécted con’:pof:ents at said particular Service requestor

wherein problem prevention may occur. : |
o i ~ ‘This is the replacement sheet
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4. A problcm prevenuon data pmcessmg network, said problem prevention data
processmg netWork ;mpnsmg
a service provider having a-solution log which includes ot least one -cntfy
comtaining solution information for a problem in a'particular hardware or software
component within said data processing nctw_ork; |
a plurality of service requestors;
means for searching said squn'oi: log in response to a service request from a
seiected service requestor identifying a problem in said particuiar hardware or software
compdnent at said selected service requestor;
means for transmitting said solution mformanon to saxd selected service
requestor; means for xdenufymg other service requestors w1th1n said data processing
network having said particular component, and means for automatically transmitting said
solution information to said other service requestors within said data processing network
without rocewmg additional service requests from said other service requestors wherein
problem prevention may occur. |
S.  The network of claim 4, further comprising means for determining if said
selected service requestor is entitled to request a service request prior to transmitting
- $aid solution information.
6. A problem prevention dan processing network, said problem prevem:on data
processmg network compnsxng _
| a service provider having a solution log which includes a plurality of entries
 each containing solution information for a problem identified with a particular hardware
or software component within said data processmg network; |
 aplurality of service requestors; and
means for automﬁtically transmitting said solution information to a particular
service requmor within said daga processing network in response to an identification of

This is the rep!acement shaet

Ml P

Date:.



¢

44

said particular service requestor and selected compone:its at said particular service
requestor wherein préBlem prevention may occur.
1. A method for performing problem prevention in a data processing network
~ having a service provider and a plurality of service 'requestors connected to said service
provider, said method comprising the steps of: | '
searching in an entitlement database what components said service requestor is
entitled to receive fixes for; | |
searching a solution log in said service provider for an entry. that contains
solution information in response 0 a service request from a selected service requestor
identifying a problem in a particulaf hardware or soMe component at said selected
service requestor; o |
identifying other service requestors within said data processing network having
~ -said particular hardware of software component; and | |
transmitting said solution information to said selected service requestor to store

the solution log in said service requestor; and

. nis is the replacement sheet
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i3
PROBLEM PREVENTION ON A COMPUTER SYSTEM IN A SERVICE
NETWORK OF COMPUTER SYSTEMS '

ABSTRACT

A service network has several computer systems connected
together. A computer system can either be a "Service

Requestor® (SR) (110), a "Service Provider" (SP) (150), or

a hybrid of the two, a “Service Provider/Requestor™ (SP/R)

(130). The computer systems in the sgservice network have

the capability to perform or request problem prevention.

A SP {(or SP/R acting as a SP) can check to see if -it has

any solutions to problems that one or more of the SRs (or

SP/R acting as an SR} it supports has but has not discov-

ered or reported yet. If so, it can distribute solution

information, accompqnied by one or more software compo-

nents, microcode components, hardwh-re parts order, and/or

textual instructions, to the SRs. In addition, a SR (eor

SB/R acti_nq;_as an -SR) can rr:ec_{l.xest any known £fixes to

pro_blemé for a list of supported components from an SP (or
'SP/R acting -as ap SP). The SP sends any fixes to problems

associated with ;:Ehe ‘list of supported components to the

requesting SK. : ‘

(Fig. -1A)

This is the replacement sheet
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