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CROSS-REFERENCE TO RELATED APPLICATIONS

[0001] This application claims the benefit of U.S. Provisional Application No.
60/896,857, filed March 23, 2007, and U.S. Utility Application No. 12/021,143, filed on
January 28, 2008, which are hereby incorporated in their entirety by reference.

FIELD OF THE INVENTION

[0002] This invention relates generally to information technology (IT) systems, and more
speciﬁcaily to systems and methods for automating and deploying IT solutions in an

enterprise environment.
BACKGROUND OF THE INVENTION

[0003] It is often desirable to manage machines within an enterprise. One management
task is to copy and store in a library the contents of local disks of multiple managed
machines, also referred to as managed endpoints, within the enterprise. This is also referred
to as harvesting images of managed machines. An image of a managed machine is a copy of
the data stored on the local disk of the machine. If the data stored on the local disk are
arranged in files, the image can be a collection of the files. These harvested images can be
deployed to other managed machines, possibly after modifying the image. Images are
deployed to clone a machine, repair a machine, or reconfigure a machine. The images should
be stored efficiently and in a way that they can be easily analyzed and modified.

[0004] The above tasks may need to be performed remotely, without a human user

physically interacting with the managed machine. In addition, the tasks may need to be
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[0006]FIG. 1 is a high-level diagram illustrating an enterprise environment
[OWD¥Y h'C_hF@G. Wi@lﬁgg?@lfé_%l Splem %@@ﬁﬂéﬁﬁ’eﬁ@eﬁﬁlﬂy @WrbhtRsksh which an
according to an emb%dlme t of the invention. , ,
IT automation system can be used to carry out I'T tasks according to an embodiment of the
invention.
[06007] FIG. 2 is a block diagram illustrating a computer that can serve as an embodiment
of an IT automation appliance, administrator client, appliance server, DHCP server, or
managed endpoint in accordance with an embodiment of the invention.
[0008] FIG. 3 illustrates the contents of a file-based image library in accordance with an
embodiment of the invention.
[0009] FIG. 4 is a flowchart illustrating a method of booting a managed endpoint in
accordance with an embodiment of the invention.

[6010] FIG. 5 is a flowchart illustrating a method of harvesting a file-based image from

the local disk of an endpoint in accordance with an embodiment of the invention.
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DETAILED DESCRIPTION OF THE DRAWINGS

[0013]  FIG. 1is a high-level diagram illustrating an enterprise environment 100 that
includes an information technology (IT) automation appliance 102 (the “appliance”) that can
be used to carry out various IT processes. The environment 100 also includes an
administrator client 106, an appliance server 108, a Dynamic Host Configuration Protocol
(DHCP) server 114, and several managed endpoints 112, all connected by a network 104.
FIG. 1 shows only a single appliance 102 but embodiments can have multiple appliances.
Moreover, FIG. 1 shows only three managed endpoints 112 even though some embodiments
may have hundreds or thousands of such endpoints.

[0014] The appliance 102 manages IT processes across the enterprise environment 100
on the managed endpoints 112. In some embodiments, the appliance 102 causes a managed
endpoint 112 to boot from a boot image it receives over the network 104. Once the managed
endpoint 112 is so booted, the appliance can 102 perform functions that might be difficult to
perform if the endpoint were booted from its local disk, such as harvesting files from and/or
deploying files to the endpoint.

[0015] In one embodiment, the appliance 102 includes a boot image library 126, an
image library 116, and a software library 110. The boot image library 126 stores one or more
boot images for use in booting the managed endpoints 112. The boot image contains
machine instructions that, when executed on an endpoint 112, causes the endpoint to
instantiate a RAM disk (i.e., a virtual disk drive stored in random access memory), store the
boot image on the RAM disk, and boot the endpoint from the image on the RAM disk. The
boot image may contain an operating system such as LINUX and various application
programs that run in this operating system. The boot image may also contain device drivers
that cnablec it to run on managed endpoints with various hardwarc configurations.

[0016] Once the endpoint 112 is booted from the boot image, the booted endpoint

interacts with the appliance 102 to perform administrative tasks such as harvesting an image
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One skilled in the art will readily recognize from the following description
that alternative embodiments of the structures and methods illustrated
herein may be employed without departing from the principles of the
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choose an option. Some examples of menu options are: Harvest image
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endpoint 112B after modifying the image to include different configuration information

appropriate for endpoint 112B. Editing of an image can be performed using image editing
tools provided by the appliance 102.

[6020] The types of endpoint images stored in the image library in various embodiments
include partition-based images, sector-based images, cluster-based images, and file-based
images. In a partition-based image, the scparate partitions of the local disk 122 arc stored in
the image library 116. In a sector-based image, sectors of the local disk 122 are stored in the

image library 116. In a file-based image, files from the local disk 122 are stored in the image
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TSI PR O oy AR SO b e o 50
ad@ppligationcpragramsrteatwiotid beousgfuhteiureontthe fendgoiplafion the
fifhLoad 0pse YR AT RGOTRR BN IBARRIANAR HARSRANADes e

ministrator can interact with the recovery console directl y from the

Viraabyetvekdponmeing Yoroaimmpiealdisop ReBaneamd OTepRigly control the
nﬁf@é&ﬁ&@bﬂ&q ENamaint uding i usustﬁﬁmraf:@@teh&qwmﬁﬁﬁmwmable to

oV console remotely, for example from li ncel _
PRSP SR CTOb e BRBRETHR, Mid SR SAAB) Dadidroi

1Wrtual Network Computing (VNC) graphical desktop sharing system to

[665aptely: %Qlté sheman @&&nfﬁ@@a%&&&ca‘{\&%uwm y&%@&.@&ﬁe'&m@s

system, t mlnlstrato Is able to perform administrative tasks on t
ﬂiﬂerﬁa@cbe EF%doum W@ﬁb@fé@%ﬁb@ﬁﬁ@fﬁé%ﬂﬁdﬂww@ mygéiw>
nfa8iVeIk H94: eRke RS The cammuniation RATANARYS BRI @BguEhRieEBHhs links

entities illustrated in FIG. 1. ?{n one mbod| gt the net é<104 IS aIg[)caI
SUEBAS RO AR P AT RSB By A SRS e HA O TRy ors

also utilize public communlcatlons Ilnk such as the Internet. In one
embodiment, the network 114 uses standard communications




WO 2008/118548Pa/US2008/053530 technologies and/or protocols.
"Thus, the network 114 can include links using technologies such as

Ethernet, 802.11, integrated services digital network (ISDN), diﬁgal
AR 2¥Pthe (DSL), asynchronous transfer mode (ATM), & ﬁ‘%ﬁ%ﬁ’ﬁif’,”

the networking protocols used on the network 114 can include the
techaplegits sisiocortiasioproides) Amtentetrdidooh MRk binkhesingsertortogies

suéfﬁ%%ﬁﬁé%ﬁ%@ﬁﬂ'lS'iﬂé%%a&%%ﬁi@%@ Lﬁgﬁﬁ:?g&%ﬁif{ﬁ%ﬂf)‘?ﬁ%{ﬁ MEE)d8Gine

ile transfer protocol ), the trivial file transfer protocol (TFTP), etc. The
(Dareahrmgu BRsicnTeoHeiddndL s SirHarbe the deteingRtptocols used on
thdaetwnlogiesaraialdtonm aimithsibin golio Hhidwico e @xée pileoNTATRAIP), the
language (XML), the ible Hypertext mar Lan ITM
B SRS O b TR B SR b e
trapsferypoionoldERRb it sl Gt axsnbisrguotne SJEREs ¢ty cFSEI) ekphigiped

ova%%be %éév&hﬂiffé)f Mﬁ?ésg{%ﬁﬁ%’m%%lﬁmpﬁﬁ}rag_titﬂel'hding the

embodiments use custom and/or dedicated data communications
HEMEhriBrogiensiRistaaeker, 'argneaafiiiidh e Skl dBuprmet Hpwve, Language
(XIP08B]F; kee. nisdtilaskidiagom dluskatingta eamptietlNPdhataasmserve

as an emhodjment of the appliance 1 dmipistr. jient 1
o s B R S B B s s
anfl{om vistend mrectatiiesoriond Bhode S5ber2obedmsiasl uss aubigsn204/oa iagicated

dafOsRIREh iR EREnR U RIQ G IE MR 206 ansiNAs AewcerlBcakeibamd.
210, a gFréaé)hlcs adapter 212, a pointing device 214, and a network
[Owa\pter

62 K HRIBrE BT ‘HEHTED%s SRS ZHEANEF 9 35 Fhe
entiodagentieficeapplBisal d2)idmisitinias didranderapeli G ocridy D08y DECHr

se a?;i ﬂ,ﬁﬁ%%%%&'@@ﬁp%%@@sﬂi %&8&‘5@&”&9@&%&&8 RIS GRIB AN 0

Ing the operation of the computer 200. The memory 206,

bugr8fie Alitrsumserie, the Riarasrnemenssiertioriseriaier 2R8: Rdrppoard 210, a
grifsitdctionsrand dadeades fsom ihengtoragroderen208 c0eNgkpIed218 is

duri , and/ th . [0034 t ting,in .
oI TR Y RAVE Gtor I ARG SOl ARSI e gL
Cl3lpoWYn G, &. fleh exarnpldes comduedd20Bsertitrgnins threapplianeds and/or
d2BBIYRL PR MANAR ARG (REQGRRRIND RBWEhARERITERS, Siohage

device than a computer acting as a managed endpoint 112. Likewise, a

CTRRRRARY BOTREART SOt PR IS PGB RSy AR ARdes gy from
thasteraliskewc2 2 8apetianisawaropzidstngs, and/ooffrectissanlyrdequired to

rate jit. [0035]The computer 200 execuies ong. or mor ratin
O R B SRR cemens
thepeherenestibopeiraliiy 3y steraenptetesonmater 2o petmpmsdhtieppliance server

108rRE5ARAS: The QResaling Sysiemn.and RRRIGAIIAN: REQUARIS SR@MHRE: R¥ting as
the computer are formed of one or more é)rocesses. [0036]FIG. 3

& M RAPSHEP R o Entd I8 1aNatcha %écﬁBr%aW‘i"l@H%aBﬁ"esewe" 108 may
lagimisottitn enth Axsarhiepitip A¢tl aldavreeibanfile-adethimag adisraryily 16 thel to
o @1%% from various WO 2008/118548PCT1US20081053539 endpoints 112
perate 1t s . - :
are stored individually. This allows an administrator to easily analyze and
[083/ the HeigRIGRHEIES HOPPHRS BRRIPOIME PRI NSy Hediseai ded Halwikof

MEeHaR@ptiwEationsenalietie filebrsadinaae.liRpansdibtelRdadne or
decreased storage nee,(rjs on the appliance %22 nd.to copy less data g\éerth
MRS FRRTBIRAT g RS SEE A SLHRY AN %?bﬁ%‘iﬁﬂ@ﬁ‘ifémms executed by the

computer are formed of one or more processes.
[0636] FIG. 3 illustrates the contents of a file-based image library 116, in one

embodiment. As mentioned above, in a file-based image library 116, the files from various
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[0037]The file-based image library 116 includes a global file store 312 that
includes files 306 from all endpoints 112 that have been harvested. Files

that exist identically on the local disks 122 of multiple endpoints 112 will
BEOSfRAi R only once in the global file store 312. This cart FaEHTAH035%9

significant space savings in the image library 116 if multiple endpoints 112
endpsnngdr] ElrmitotditesbinBiyidaetimn plbisip Bewe paladmdpisirter 1q Ragily analyze and edit

thYRIKZRUPARY %mqgemml MICREQSH E{ECWLMQ)QW&RQW%zaﬁonS

system, the workstations will all contain several common operating system
eniflsth i rRessibiaand aTe! 50 1 Wi cocramieo T aesipepes ey spatianee 102
an€ eI diesat O3B efilerbase diripdendidy anyvisdimdraldidesosiment.

point. manifest 302 for.each harvested endpoint 112. T ndpoint
o AR eat S G SR BEH o S e s
30frdrontladl fodabiisikd I2thasthive eaedpoiriestad . Hlasehalsaisitideandlst @0Redneh!
difile$3Q¢ Reiniediiiyiiie Panifesisaniteiansidered ddigsbasedinage.

of a particular endpoint 112. A file information block 304 includes the .
Thigfa B4 e ieprICant Srse STiREs AT Mge LBETEbHiSPRYfpippoints 112
cotii Miatian filbo Rdhedilepthidt eanrspadipyifite ¥ aersbifsandreaddiagee

Cc'Mmissi el ation block 304, also includes a h, also

s D B O S R A Bl o
cofgatifypdtatiie syskrmtideh batdhgaglobad idd yweel By apptprigiadnhshfoaletony
oftadhe-flgsaigickhe hash function is chosen so that it is highly unlikely that

two different files will produce the same hash. An example hash function
003%he MbESHisebTRLRE IR IR eﬁ%%ﬁ?@éﬂ&tﬁ?&l&éﬁwﬁﬁagﬁﬁd
hapmxﬂuba_ﬁipoirﬂa-ltﬁi mh§ langl g cdutt mamfm [imfi@]@ainﬁtédﬁqﬁlgefomme_ block 304 for
cAPHEORBIOARA lach dSe BpRrIR bR ersalle eI a0

al file store 312. Since multiple endpoints 112 may have the same file
anghBlefs 0@ POESAILP SHckeimandes) sHnbsiroatisreed Silerhangl dvireinfa mpissler
engjREk61304 El RENIRIChe IsarBfilachifs ERmexRmRIgilH B BéGhSsifibef the
information blocks, 304 d 304C.bot int ta file 306B. It i ssible for
I e s R e s
anighferdtatichplomiksosanieh il SDEBraivaridiml B4 Honinbkudieabashsabsergterred

t0Q8 4 Eé’t%xeﬁg@&ﬂ P, k2 ST SRPATING-FOs AR R2ArANd R2% e hash
.0[004%%he endpoint manifest 302 also inclusdes thae%g?rectﬁrgistruqture Ei‘al(;?‘S

is Bryaié Riedverd by anp ¥n a kash o hihEl el dwiftiinatisncs chpsen
solteati el fifp Ry inmisigy MAONR0Q81LLE5ABPET/pGROO IO SRS deplaytranple

G S e e
pRsgeatiRSraitoaife enewifie 306 in the global

[0039] Additionally, the file information block 304 includes a pointer to the actual file
stored in the global file store 312. Since multiple endpoints 112 may have the same file that
is stored only once in the global file store 312, multiple file information blocks 304 may point
to the same file 306. For example, in FIG. 3, file information blocks 304B and 304C both
point to file 306B. It is possible for file information blocks 304B and 304C to have different
names and ACL information for the same file 306B depending on how the file was stored on
the two endpoints 112 corresponding to manifests 302A and 302B.

[6040] The endpoint manifest 302 also includes the directory structure 310 on the local
disk 122 of the endpoint 112. The directory structure 310 can be used in an image




file store 312. Each file identifier 308 contains links to all file information

blocks 304 corresponding to that file identifier. Ma result, the file database

314 can be used to produce a list of all unique files 306 currently in the

Q- p&e P MEage library 116 along with information about e BRERHROGIEH3?

as the endpoints 112 where it is located, and its flename on each such
dedoyipeintoSueicahkseguirydodiragefiss for te asinoimstt dziendpogdasade files 306 in
the%g%é?ﬁﬁ‘@&bm.f”e database 314 can be used to search for a file

matching certain criteria, such as a particular filename or file size. Each

(0648l identifeciiadetabias iheamrains flfarsntBcan it for ard EdpAl8parbrredobal

ﬁléikﬁ_)r%'tbP%%eéﬁf_éﬁ@g@gﬁ%fﬁéﬁﬁﬁ;&&%ﬂﬁﬂ%ﬁ&iﬂfﬂ??%&%@Qﬁi&ﬁ@m at
oin ) the Tije ,COI’I',ESpOﬂ N O the Tile igentrtier . en new

co SRR R I S EURE oS BRI e SS L AR e e

a lieofoNiedchigne ﬁmwmﬂmﬁﬁmd i@d@eﬁtﬁaej reffé pdorgevadunt

inkﬁ?ﬁ&ﬁ&?%’ﬁg @a%%f_ii%@ gk&%?% %Q%Qi&é gRUfier 308, ¢an be Qx?cm?ﬁl%l%ﬁlﬂe on

e image librar : Is a flowchart illustrating a method o
cafoBieh §enpih aé‘&ﬁ' atigpsavtberpet 1d brdpuriridian ByRses. Additionally,
theMOOAINSO LI MaAy Resteid acdionah ansmiteifier eatpansaidhrdmeihod

than t hown.in FIG. 4. In.additiop, t thod part b
e R R R G
contshmding fitintThe 2efeefomasuati X odbetoiillyinfoematamagededbibint
point o BHYES D AR EEGNES 40 &R AR ESSO OMEBE DG Fo BROVR bd4,

In addition, the endpoint receives the location of a boot image from the

theypferonse SRRt THBCEHRApbIFAT D PRl KogREcHobE FrisactTalet into
deBAQIRANYVARS BiBsAD6 e bownnacerabeadinens, thefhostdmapiicalkkaasdsns

Caegdaollggdl g tqC run tah% %(;)r%t imfége from a RAM disk 120. The boot image
138 then starts %gnaﬁ administrative task such as harvesting an image or

[00EloyilidCar ipraliewatiae riwntiziineorithetel hilitastiomatigedispldgosnt 112, in

on@‘&ﬂ&’o%ﬂ@ﬁ.%@&e@”ﬁ%ﬁlﬁéﬁ% Ha§ E;E‘Pf&%?@c?ﬁ%ﬁﬁta%@ﬂﬁr&i@e{%%ﬁf A Ofkhe
the endpaint 112. [0044]FIG. 5 is a flowchart illustrating a methad of

mghod ot sithosdsnd ey S hritae e mdhad srh RS AR I T 4Bt

difféthe oniethod may be performed on the endpoint 112 and parts of the
~method f l . iment:

O R R e L SRR B06HE HE,oHaT SRRPAMTAS DB

Injfiattycths mppagrsisafpeié Partsmetianhstraten il pe Baddierclom the DHCP

sefauger@nt %fQ&I?ioiQQgg&Hﬂﬁ@HYr%&rﬁﬁﬁé%laﬂi&ﬁw@ﬁ&ﬁ fﬁwggtﬂ@nkczﬁamlsi?'

1 e identifie . Fore , the files 1o be harvested can be )
o e S n e AR R apse dadil R emory s dos .

In2008Mti8EnSRCTY B2 (1080 63589t hecalintiet fllE: tomihtalisktlig2ztHashas

R ALE gaictipted, 204 fameachngfihs idantiied filasmifibe.fils %@Qﬁﬁ%ﬁﬁa%ting

checked 506 for hash matches. This can be done by iterating throug
neRRE AP IS NdeRimees SBbei R sleoabimpa Y PatigRa Bstisrivg thenu o
thbash, finswaditadnferiaiionsb etk 3eblinkee torihenfie: idiptfien ivlore

fficient.implementations, are possible t rform this search, such as
[Olﬁn“éi ﬂiﬁz%s ?leow%tﬁtﬁ%g‘atal‘ ghalllzll %gg OP Tvesiin afgfe-b 368 yal%et 8m

s5€

xing ashes. m icates that theile Is alrea
theylobzll dits sferecadimiandithabatteof the method may be performed on the endpoint 112

and parts of the method may be performed on the appliance 102. Some embodiments may
perform additional and/or different parts of the method than those shown in FIG. 5. In
addition, the parts of the method may be performed in different orders.

[0045] Initially, the files to be harvested from the local disk 122 are identified 502. For

example, the files to be harvested can be based on a list provided by an administrator or can
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file does not need to be copied. As a result, non-matched files are copied
from the endpoint 112 over the network 104 and stored 508 in the global
file store 312. A manifest 302 for the endpoint 112 is created containin
MO APHHEE®N blocks 304 for identified tiles from the endp&’ﬁ?@ﬁ@%’m 539
directory structure 310 for the endpoint. The manifest 302 is stored 510 in
be giltimfalge ditteerdigkl B2an Hlpbisters drigmathe Tié ferforahatfdhetifisok§B0ap The
adIR AR 14Ne.alebal SBRARABERASIHLRE, Thediewalahase Bkt %5

updated 512 to contain file identifiers 308 for neWIy added files 306. L|
cachyel dhe B RN Hhem b oS EIAe S e PRI St BIERS 5
infafithtioa befeke0geitiudth lthéffﬂefllmﬂﬁraﬂflm&aéeﬁmneaﬁgddmmﬁens are

Oggll 14 Flga 06 |sﬂ% fISOV\I/.c%arté “%tﬁ?e @1‘1 d of deploying a file-based
P Imag G’ fne ocal tiok 12%°6fah en m? $2*50me embodiments may

O%Bfornﬁadmh)mémthatﬂmﬁm;@éﬂ@minh@@iebnbﬁlmetﬁé%émwnhe
méra@s%@né@dag%l léae R%t?eahm%mﬁﬁ@aﬁma@ e E@%@&r}‘}@& We end omt

different orders. 8]In a de oyment the contents of the local disk 122
12 pyshibginety s at stoecd) HBRTCBRERRe A iR 366 hatHisetaR? for the
endppietuie 3kbespacsiadiing firhcotmnoaniass 302 for tdentifiad ilkbifeom the
16. Initially, hashe of flle the local dis 2 are. ted 60 .
om0 R e Al e

imagrlibrered lif qmmmﬁpmecéﬂée@&mn@ﬁ leleckat (o dupasi¥rindhs gtabal
stofess lacal diskane dhermanifestatzies mglagdlas@lsqiﬁs se2dhatiaigeneti 308

the manijfest 302 are deleted 606 fro lo aI isk Flles the manifest
forgts IKATRLTER 10 e A A TS S P Pl i BB D b B store
inf8tRatt s dciad (diakd Fikereftrinctesan ﬂn@mﬁahdhskszs?mmsma&ﬁby one.

ordlﬁ tﬁ% ﬁmﬂéﬁﬁlﬂﬁw tﬁl%t !)eil fﬁf 85@@&8@ :p%ﬁg’ égsgé 1ma%e to the

ionally, the manifest 302 Is deléted 612 the image i n'%/
loqﬁél%%ﬁ?egﬁ aodpaldied, ng%‘?ﬁdme%nﬁﬁ@@fsga gedit éﬁﬁ’@ét
dﬂé&ﬁ%@ﬁ%ﬁﬂ@ﬁ%@ﬁ@%@%&lmﬂ%@x idantifiersiaer dechcasedrapdifitasethod

%B se re ferg%n%e counts have dropped to zero are deleted from the
mza' ermtcor rfﬁf) gﬁs can be seen, the methods for harvesting a

[0648] baséulatepieymnct dbp oypisgtadilddiaseldlishdge reduedifiaé yauhabthe dfcal
difilesdhatsnee il RR aapiacapf tansiprrerh Queatifhe nedtw%e&%w{ﬁ@ga 302

harvestin front an endpoint 112. the flies encountered on the end {:)o int
in {he imgeedibrety it the Patrliabeebos ol arbg ity 146 anlsylated 602.
T}cé@@lmym;g a*ﬁ: asngachaodnt W [2008/h1i85 48R VS RR0BINES 589 stdrdd fileke

mam sto§ %:clfxrr?urrrfetp ?es gvrelzllgo%%onl’t%‘) I%?Xee} Qa"i‘%}/ ﬁ %tt%yrngmfest Files

pomt es are US en comparing tiles, since fiienames or other

own@mgt@sléaﬁh@mgﬁmtmetwlfﬁét Wiesecdaiersd (hSrMibe lovediFe
Fikgtwark J0d i ermprassed fanmabtal fucherdesRasg BBWRIK the global

resources used. The methods also reduce the e required by the
Sl R P ARG B PR e e 58 14 e ego the
atilthB&0dWthian thafilestifigrthedir stk dpdind i stightnremittyt §ledbaldileted
6 1S e il fﬁ&%@thf@kfmeeﬁﬁa gﬁ'@ o8 ERAROI RN AR 308

are sent over'the netw 104 and store 69 obal file store. The
topbgveatifigt rarerseedHeiarracs issat R Hed Aupdipns1a Seqirpisd feitdiigs 306

wﬁ'ﬂ@@%ﬁ?&ﬁ@ﬁ&ﬁﬁmﬁe%@B&@J&%M&ﬁé@eﬁ%ﬁﬁ?@@iﬁgﬁfﬂ@y&@312
\WNESS or ni network u arvesti of the First Int

U Dt A e A R e
filikedyeh énercociter éd anrber fifsfilen dpointdan ddoappdiadedthenfifercid talza see
ne%Qgrié’i@ H&Sh%l% i 56 HlSs o éﬁh{ﬁ {5 Arelaading, SA’&MQ%HVS'& ﬁ{a‘éﬂ@f)@&m

can arveste atlvely quickly because some of its files will
arg pebefpise mﬂené Aok fiisSiorec3m2esdibsTyTHE aBdve drpdeyiptidnas endpoint
included to illustrate the operation of the preferred embodiments and is
not meant to limit the scope of the invehtion. The scope of the invention is
to be limited only by the following claims. From the above discussion,
many variations will be apparent to one skilled in the relevant art that
would yet be encompassed by the spirit and scope of the invention.




MCSLL P We claim: 1. A computer-implemented method for harvesting
an image from a local disk of a managed endpoint to an image library, the
method comprising: 5providing the managed endpoint with a boot image
wihagieMilk, the boot image causing the managed endpoirttnrs2008/053539
instantiate a random access memory (RAM) disk in a memory of the

oint, store the. b i i i Q0% .
112 RO O IR TIRAE-Ne, RO iRt AUOERHR f1eetihns.

Helsbest drnaigrd aicneamnadat i shis Rimeraietobsd st trbse sraignér the

safa iCludRd i the maai-dFRImR IRawBkINsirclienatesediniae® aather
image and executed from th RA’\Q?{?K datg on‘hh%e local disk.to tée he i

degReATREMRTHE RHERGE th e MUT AR AL SEOPER e RARRAGR TR e eee

libepying b ytonisk vations eiofiek in the dioet ihageradtRexecuted from the

15disk, . data pot already. stared i j ' I
[06;?? o s kgtéveeT%r}%I%e\?g%ﬁggﬁg%%ok&%%m%%%gw %[é’bg%@&é%@, all of
the initial files encountered on the endpoint are new and are sent over the network 104 and

stored in the global file store. The harvesting of the second and subsequent endpoints 112
will be faster if these endpoints share common files with the first endpoint. To avoid
slowness or high network usage during harvesting of the first endpoint 112, it is possible to
preload the global file store 312 with files 306 that will likely be encountered on the first
endpoint, and to update the file database 308 with hashes of these files. With this preloading,
even the first endpoint 112 can be harvested relatively quickly because some of its files will
already be in the global file store 312.

[0051]  The above description is included to illustrate the operation of the preferred
embodiments and is not meant to limit the scope of the invention. The scope of the invention
is to be limited only by the following claims. From the above discussion, many variations
will be apparent to one skilled in the relevant art that would yet be encompassed by the spirit

and scope of the invention.
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2. The computer-implemented method of claim 1, further comprising:
storing an endpoint manifest in the image library, the endpoint manifest

20comprising a directory structure and a list of file information blocks MCS

corresponding to files from the endpoint, each file information block
comprising a tile name, a hash, and a pointer to a file in the image library.
3. The computer-implemented method of claim 1, wherein copying data
Wot.apglready stored in the image library from the local disk to the image
library via the network further comprises: WIC SL LP calculating a
candidate hash for each of a plurality of files on the local disk; determining
whether each candidate hash is equal to a stored hash correspondin? to a

lfile alréaynaytriimsan thisthigeombiRnbarseting an BapghEve folacal disk of a

candidate hash not being equal to any stored hash, copying the
ot eecgﬁgrr%ﬁh% %ﬂea ?rb%%ﬁg{ %%r I’(ﬁls(%%gtt%?e ima gﬁ}g ary and storing the

hash efsheirepied fileindheinas larrybodt Theeampuietalemeanied
method of claim 1, wherein the boot image is not stored on the local disk.
image causing the managed endpoint to instantiate a random access memory (RAM)
disk in a memory of the endpoint, store the boot image in the RAM disk, and execute
the boot image from the RAM disk;
identifying, by instructions stored in the boot image and executed from the RAM
disk, data on the local disk to be included in the image;
determining, by instructions stored in the boot image and executed from the
RAM disk, data on the local disk to be included in the image that are not already stored
in the image library; and
copying, by instructions stored in the boot image and executed from the RAM

disk, data not already stored in the image library from the local disk to the image library

via the network.

2. The computer-implemented method of claim 1, further comprising:

storing an endpoint manifest in the image library, the endpoint manifest
comprising a directory structure and a list of file information blocks corresponding to
files from the endpoint, each file information block comprising a file name, a hash, and

a pointer to a file in the image library.

3. The computer-implemented method of claim 1, wherein copying data not
already stored in the image library from the local disk to the image library via the

network further comprises:
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10 5. The computer-implemented method of claim 1, wherein there are a
plurality of managed endpoints coupled to the network and further
comprising: loading data common to the plurality of managed
endpoints to the image library prior to determining data on the local disk
that are not already stored in the image 15library. The
computer-implemented method of claim 1, wherein data are tiles. 7. The
compyigTimRlenematimetion ©f claim  henFomprising 120thakast;
image accessing a software library stored on a machine other than the
manadedrerinipginth thie s eftharmfikaeyhpsbvidingatievicet dxidérshoenediending
the boot image to harvest an image from the local disk. 8. A
tearhlsurBradien e At BARSH EHI%ARG an image to a local disk of a
25managed.endpoint R AhINAGS HRRADe s HAIRPYSOMRIAINGpying the
identifying an endpoint manifest, the man e%t specifying data to be st%red
cBfdhR HIeRs dirkiaiihdidanadesd endpointie ftevideahseplicdiohahalithe
providing the managed endpoint with a boot image via a network, the boot
cirnigditainsthg ithagmbibeaged endpoint to instantiate a random access
memory (RAM)

MCSLLP

4. The computer-implemented method of claim 1, wherein the boot image is not

stored on the local disk.

S. The computer-implemented method of claim 1, wherein there are a plurality of
managed endpoints coupled to the network and further comprising:
loading data common to the plurality of managed endpoints to the image library

prior to determining data on the local disk that are not already stored in the image

library.
6. The computer-implemented method of claim 1, wherein data are files.
7. The computer-implemented method of claim 1, further comprising:

the boot image accessing a software library stored on a machine other than the
managed endpoint, the software library providing device drivers to enable the boot

image to harvest an image from the local disk.

8. A computer-implemented method for deploying an image to a local disk of a

managed endpoint from an image library, the method comprising:
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5disk in a memory of the endpoint, store the boot image in the RAM disk,

and execute the boot image from the RAM disk; deleting, by

instructions stored in the boot image and executed from the RAM disk,

data stored in the local disk that are not specified by the endpoint MCsLLp
manifest; obtaining via the network and by instructions stored in the boot ‘
image and 10 executed from the RAM disk, data specified by the endpoint

mant ?@én%ﬁ%&f@é%%ﬁﬁ%ﬁﬂ%@% Qisrest PUERSHIPINE 19531 HiRKd on the

the data s endpoint manifest that are not stored in the local
16liskdard boeting:the €aspeint: fkoprdhiedecadgilkatdmInagemputer
program product having a computer-readable medium having computer

prograneidinadhie maragsfaedrnEvesitarinahiasasg HrriRtagetrome 00t

.local disk of @ managed endpoint to. an image library. ¢ ISing.

R D UG She N R ba st S SRt B aram

dgtern 28 heport inada RassiegHbsIvEinaged endroNtaiikstatiaiecate
random access memory (RAM) disk in a memory of the endpoint, store

thkébactingadeoin the RANM digk, and execute the boot image from the

RAM disk:, nodule_ for identifying, by instructi tored in.th
mage 5 BB The Rk L GG [ RAM

dﬂﬁ!%‘?gs@g}ﬁm%cal disk that are not specified by the endpoint manifest;
obtaining via the network and by instructions stored in the boot image and
executed from the RAM disk, data specified by the endpoint manifest that are not stored
in the local disk;
writing to the local disk the data specified by the endpoint manifest that are not
stored in the local disk; and

booting the endpoint from the local disk.

9. A computer program product having a computer-readable medium having
computer program instructions recorded thereon for harvesting an image from a local
disk of a managed endpoint to an image library, comprising:

a module for providing the managed endpoint with a boot image via a network,
the boot image causing the managed endpoint to instantiate a random access memory
(RAM) disk in a memory of the endpoint, store the boot image in the RAM disk, and
execute the boot image from the RAM disk;

a module for identifying, by instructions stored in the boot image and executed

from the RAM disk, data on the local disk to be included in the image;
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a module for determining, by instructions stored in the boot image and
executed from the RAM disk, data on the local disk to be included in the

image that are not already stored in the image library; and a module for ey p

V]

copying, by instructions stored in the boot image and executed 5from the
RAM disk, data not already stored in the image library from the local disk
to the image library via the network. 10. The computer program product of

claim 9, further. sing: i int i '
e B e e

el ddirtoiflesinfematiandilacksisrie sp dmdinig dartiths fiicpettiat are not
endpoint, each file information block comprising a file name, a hash, and a
apehdtestare fireths thegnbbeiibly. 11. The computer program product of

claim 9, wherein copying data not already 15stored in the i lib
o R B R TG VIS ok T e S ted
skalcHlatingng sardidate hashiay easbohanlurality whflssrandeelpgal disk to

disk; determining whether each candidate hash is equal to a stored hash
tieoinegpoitidiay toaatliterefveally contained in the image library; and

10.  The computer program product of claim 9, further comprising:

a module for storing an endpoint manifest in the image library, the endpoint
manifest comprising a directory structure and a list of file information blocks
corresponding to files from the endpoint, each file information block comprising a file

name, a hash, and a pointer to a file in the image library.

11.  The computer program product of claim 9, wherein copying data not already
stored in the image library from the local disk to the image library via the network
further comprises:

calculating a candidate hash for each of a plurality of files on the local disk;

determining whether each candidate hash is equal to a stored hash corresponding
to a file already contained in the image library; and

responsive to a candidate hash not being equal to any stored hash, copying the
corresponding file from the local disk to the image library and storing the hash of the

copied file in the image library.

12. The computer program product of claim 9, wherein there are a plurality of

managed endpoints coupled to the network and further comprising:
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20responsive to a candidate hash not being equal to any stored hash,
copying the corresponding tile from the local disk to the image library and
storing the hash of the copied file in the image library. 12. The computer
program product of claim 9, wherein there are a plurality of 75managed
endpoints coupled to the network and further comprising; 14 C3 1. 1. P

a module for loading data common to the plurality of managed endpoints
to the Impoe laransRIAL R SelsHmining daa er:ihe lacalliskakpsenab the
already stored in the image library. 513.The computer program product of
islagn] thricherein adatanaifiiag. dk Dhaleoimalithsiptgram mrodetdyf sohadh in
9, further comprising: a module in the boot image for accessing a
tb@#m%@mlmw, the software library stored on a machine other than the
managed endpoint, the software library providing 10device drivers to

enable the boot image to harvest an image from the local disk.

13.  The computer program product of claim 9, wherein data are files.

14.  The computer program product of claim 9, further comprising:
a module in the boot image for accessing a software library, the software library
stored on a machine other than the managed endpoint, the software library providing

device drivers to enable the boot image to harvest an image from the local disk.
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